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Top Stories 

• A powerful snowstorm caused nearly 100,000 people across Maine to lose power 
December 30. – Portland Press Herald (See item 1)  
 

• Honda Motor Co. issued a recall December 29 for 633,753 of its model years 2011 – 2016 
Honda Odyssey vehicles sold in the U.S. due to faulty release levers on the second-row 
outboard seats that can stay unlocked. – TheCarConnection.com (See item 3)  

 

• General Cable Corporation agreed December 29 to pay $20 million to resolve Foreign 
Corrupt Practices Act violations after the company made improper payments to 
government officials in China, Angola, Indonesia, and other countries to illicitly win 
business worth more than $50 million in profits. – U.S. Department of Justice (See item 4)  

 

• The U.S. Department of Homeland Security and FBI published a Joint Analysis Report 
(JAR) December 29 detailing the tools Russian hackers used to attack the U.S. presidential 
election after two actors, Advanced Persistent Threat (APT) 29 and APT 28, participated in 
cyberattacks against a U.S. political party in 2015 and 2016. – SecurityWeek (See item 15)  
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Energy Sector 

1. December 30, Portland Press Herald – (Maine) Nearly 100,000 Mainers still without 
power after snowstorm dumps up to 27 inches in state. A powerful snowstorm 
caused nearly 100,000 people across Maine to lose power December 30. Central Maine 
Power Company officials reported it may take several days to restore power in some 
areas due to widespread damage and difficult travel conditions. 
Source: http://www.pressherald.com/2016/12/30/storm-dumps-nearly-2-feet-in-parts-
of-maine-causes-widespread-power-outages/  
 

For another story, see item 4 
 

Chemical Industry Sector 

Nothing to report 
 

Nuclear Reactors, Materials, and Waste Sector 

2. December 29, San Luis Obispo Tribune – (California) NRC cites Diablo Canyon over 
broken switch that left cooling system inoperable. The U.S. Nuclear Regulatory 
Commission cited the Diablo Canyon Power Plant in Avila Beach, California, 
December 29 for the plant’s failure to adequately maintain an aspect of its emergency 
core cooling system, which resulted in a low-to-moderate safety risk at the facility after 
workers discovered in May 2016 that a broken switch left a reactor cooling system for 
Unit 2 inoperable for up to a year and a half.  
Source: http://www.sanluisobispo.com/news/local/article123670979.html  

 
Critical Manufacturing Sector 

3. December 29, TheCarConnection.com – (National) 2011-2016 Honda Odyssey 
minivans recalled: 641,000 vehicles affected. Honda Motor Co. issued a recall 
December 29 for 633,753 of its model years 2011 – 2016 Honda Odyssey vehicles sold 
in the U.S. due to faulty release levers on the second-row outboard seats that can stay in 
the unlocked position even after the seats are returned to the proper position, which can 
increase the risk of injury in the event of a collision or sudden stop. Honda Motor Co. 
also issued a recall December 29 for 7,549 of its 2016 Honda Odyssey vehicles sold in 
the U.S. because of an issue with the horizontal adjuster bar in the second-row center 
seat that may also remain in the unlocked position.  
Source: http://www.thecarconnection.com/news/1108052_2011-2016-honda-odyssey-
minivans-recalled-641000-vehicles-affected  
 

4. December 29, U.S. Department of Justice – (International) General Cable 
Corporation agrees to pay $20 million penalty for foreign bribery schemes in Asia 
and Africa. General Cable Corporation agreed December 29 to pay $20 million to 
resolve Foreign Corrupt Practices Act violations after the company made improper 
payments to government officials in China, Angola, and Indonesia, among other 
countries in order to illicitly win business, which resulted in more than $50 million in 

http://www.pressherald.com/2016/12/30/storm-dumps-nearly-2-feet-in-parts-of-maine-causes-widespread-power-outages/
http://www.pressherald.com/2016/12/30/storm-dumps-nearly-2-feet-in-parts-of-maine-causes-widespread-power-outages/
http://www.sanluisobispo.com/news/local/article123670979.html
http://www.thecarconnection.com/news/1108052_2011-2016-honda-odyssey-minivans-recalled-641000-vehicles-affected
http://www.thecarconnection.com/news/1108052_2011-2016-honda-odyssey-minivans-recalled-641000-vehicles-affected
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profits. In a related settlement, the U.S. Securities and Exchange Commission (SEC) 
filed a cease and desist order against the company, and General Cable agreed to pay the 
SEC about $55 million. 
Source: https://www.justice.gov/opa/pr/general-cable-corporation-agrees-pay-20-
million-penalty-foreign-bribery-schemes-asia-and 
 

5. December 28, U.S. Department of Labor – (Ohio) OSHA cites plastics manufacturer 
after second worker suffers severe injury in less than 18 months at Ohio plant. The 
Occupational Safety and Health Administration cited Lauren Manufacturing Co. with 4 
repeated, 6 serious, and 3 other-than-serious safety violations December 28 after an 
employee injury prompted an investigation of the New Philadelphia, Ohio facility 
which revealed the company had allowed temporary workers to operate machinery 
without training on proper procedures to isolate energy to operating parts during 
service and maintenance, did not provide protective footwear or adequate personnel 
protective equipment to protect employees from burns, and exposed workers to live 
electrical contacts, among other violations. Proposed penalties total $274,934.  
Source: 
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEA
SES&p_id=33603  

 
Defense Industrial Base Sector 

Nothing to report 
 
Financial Services Sector 

6. December 29, WSOC 9 Charlotte – (North Carolina) Feds arrest two in complex 
Charlotte credit-card fraud scheme. Two individuals were charged the week of 
December 19 for allegedly using their accounts at a Rock Hill, North Carolina-based 
business known as P.A. to obtain the Social Security numbers and other personal 
information of Charlotte area residents by using skiptracing services provided by 
another company, TransUnion Risk and Alternative Data Solutions, Inc., to run queries 
on 10,000 victims and acquire at least 80 fraudulent credit cards in their names. The 
charges allege that one of the suspects stole the credit cards that they fraudulently 
applied for out of residents’ mailboxes.  
Source: http://www.wsoctv.com/news/local/feds-arrest-two-in-complex-charlotte-
credit-card-fraud-scheme/479451022  

 
Transportation Systems Sector 

7. December 30, Omaha World-Herald – (Nebraska) Cattle roam free after truck 
overturns on Interstate 680. A portion of Interstate 680 in Omaha, Nebraska, was 
closed for several hours December 29 – December 30 after a cattle truck overturned, 
setting 12 cows loose on the highway. The Nebraska Humane Society and State Patrol 
responded to the scene to bring the cattle under control. 
Source: http://www.omaha.com/news/metro/cattle-roam-free-after-truck-overturns-on-
interstate/article_56445d70-ce4a-11e6-82ce-dba93474ccbe.html 

https://www.justice.gov/opa/pr/general-cable-corporation-agrees-pay-20-million-penalty-foreign-bribery-schemes-asia-and
https://www.justice.gov/opa/pr/general-cable-corporation-agrees-pay-20-million-penalty-foreign-bribery-schemes-asia-and
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=33603
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=33603
http://www.wsoctv.com/news/local/feds-arrest-two-in-complex-charlotte-credit-card-fraud-scheme/479451022
http://www.wsoctv.com/news/local/feds-arrest-two-in-complex-charlotte-credit-card-fraud-scheme/479451022
http://www.omaha.com/news/metro/cattle-roam-free-after-truck-overturns-on-interstate/article_56445d70-ce4a-11e6-82ce-dba93474ccbe.html
http://www.omaha.com/news/metro/cattle-roam-free-after-truck-overturns-on-interstate/article_56445d70-ce4a-11e6-82ce-dba93474ccbe.html
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8. December 29, KABC 7 Los Angeles; Southern California City News Service – 

(California) Pedestrian struck, killed by Gold Line train near Arcadia station. 
Trains on the Los Angeles County Metropolitan Transportation Authority’s Gold Line 
at Arcadia station were halted for about 4 hours December 29 after a train struck and 
killed a pedestrian as it was approaching the station.  
Source: http://abc7.com/news/pedestrian-struck-killed-by-gold-line-train-near-arcadia-
station/1677860/ 
 

9. December 29, KABC 7 Los Angeles; Southern California City News Service – 
(California) 1 dead after vehicle plummets from overpass onto 110 Freeway in 
downtown LA. Several northbound lanes of the 110 Freeway in Los Angeles were 
closed for about 4 hours December 29 after a vehicle drove through a guardrail on an 
overpass and landed on the highway before being struck my multiple other vehicles. 
The driver was killed and the cause of the crash remains under investigation.  
Source: http://abc7.com/traffic/car-plummets-from-overpass-onto-110-in-downtown-
la/1677657/ 
 

10. December 29, KFSN 30 Fresno – (California) Greyhound bus, big-rig crash near 
Fresno sends 4 to hospital. Four people were hospitalized following a crash involving 
a Greyhound Lines, Inc. bus and a semi-truck on Interstate 5 near Kettleman City in 
California December 29 that forced the closure of the northbound lanes of the highway 
for about 3 hours.   
Source: http://abc7news.com/news/4-hurt-in-greyhound-bus-crash-near-
fresno/1678025/ 
 

11. December 29, WITN 7 Washington – (North Carolina) Propane tanker overturns on 
Highway 264 in Pitt County. Both lanes of U.S. Route 264 in Washington, North 
Carolina, were closed for several hours December 29 following a collision involving a 
tanker truck that sent 2 people to the hospital.  
Source: http://www.witn.com/content/news/Crash-slows-down-traffic-on-Highway-
264--408595495.html 

For additional stories, see items 1 and 6 
 
Food and Agriculture Sector 

Nothing to report 
 

Water and Wastewater Systems Sector 

12. December 27, Associated Press – (Montana) Broken pipes lead to unusable water on 
Rocky Boy’s Indian Reservation. As many as 2,000 residents of the Rocky Boy’s 
Indian Reservation in Havre, Montana, are receiving bottled water after several water 
pipes broke December 22. Chippewa Cree Tribal Water Resources Department officials 
stated that impacted residents may not be able to drink tap water for another 2 weeks or 
longer, and testing must be performed to guarantee the water is safe for drinking.                                                                                                                        

http://abc7.com/news/pedestrian-struck-killed-by-gold-line-train-near-arcadia-station/1677860/
http://abc7.com/news/pedestrian-struck-killed-by-gold-line-train-near-arcadia-station/1677860/
http://abc7.com/traffic/car-plummets-from-overpass-onto-110-in-downtown-la/1677657/
http://abc7.com/traffic/car-plummets-from-overpass-onto-110-in-downtown-la/1677657/
http://abc7news.com/news/4-hurt-in-greyhound-bus-crash-near-fresno/1678025/
http://abc7news.com/news/4-hurt-in-greyhound-bus-crash-near-fresno/1678025/
http://www.witn.com/content/news/Crash-slows-down-traffic-on-Highway-264--408595495.html
http://www.witn.com/content/news/Crash-slows-down-traffic-on-Highway-264--408595495.html
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Source: http://flatheadbeacon.com/2016/12/27/broken-pipes-lead-unusable-water-
rocky-boys-indian-reservation/ 

 
Healthcare and Public Health Sector 

13. December 29, Associated Press – (Alabama) Ex-finance specialist at children’s clinic 
accused of fraud. A former financial specialist at the Children’s Medical Group in 
Mobile, Alabama, was charged December 29 after he allegedly caused the clinic 
$160,000 in losses after using a company credit card for personal expenses.  
Source: http://www.wdef.com/2016/12/29/ex-finance-specialist-childrens-clinic-
accused-fraud/ 
 

14. December 29, Grand Forks Herald – (North Dakota) Beam failure prompts 
evacuation of Altru Clinic. More than 200 staff members and patients were evacuated 
from the Altru Medical Clinic in Grand Forks, North Dakota, December 29 due to 
concerns over the building’s stability after a 16-inch beam failed. The building will 
remain closed until it has been declared safe, while the other buildings on the medical 
center’s campus remain open. 
Source: http://www.grandforksherald.com/news/local/4188981-beam-failure-prompts-
evacuation-altru-clinic 
 

Government Facilities Sector 

15. December 30, SecurityWeek – (International) U.S. attributes election hacks to 
Russian threat groups. The U.S. Department of Homeland Security and FBI 
published a Joint Analysis Report (JAR) December 29 detailing the tools that Russian 
hackers used in attacks against the U.S. presidential election after two different actors, 
Advanced Persistent Threat (APT) 29 and APT 28, participated in cyberattacks against 
a U.S. political party in 2015 and 2016. The U.S. President announced several 
retaliatory actions against Russia in response to the election hacks, which include 
denying access to two Russian compounds inside the U.S., expelling 35 diplomats, and 
implementing sanctions on two intelligence agencies.  
Source: http://www.securityweek.com/us-attributes-election-hacks-russian-threat-
groups  
 

For another story, see item 1 
 

Emergency Services Sector 

16. December 30, KFSN 30 Fresno – (New York) Manhunt in NYC for escaped 
prisoner still wearing shackles. Authorities are searching December 30 for an inmate 
who escaped from the Lenox Hill HealthPlex in the Greenwich Village neighborhood 
of New York while in police custody December 29. 
Source: http://abc30.com/news/manhunt-in-nyc-for-escaped-prisoner-still-wearing-
shackles/1678911/ 
 

17. December 27, East Oregonian – (Oregon) Prison inmates, staff brawl Christmas 

http://flatheadbeacon.com/2016/12/27/broken-pipes-lead-unusable-water-rocky-boys-indian-reservation/
http://flatheadbeacon.com/2016/12/27/broken-pipes-lead-unusable-water-rocky-boys-indian-reservation/
http://www.wdef.com/2016/12/29/ex-finance-specialist-childrens-clinic-accused-fraud/
http://www.wdef.com/2016/12/29/ex-finance-specialist-childrens-clinic-accused-fraud/
http://www.grandforksherald.com/news/local/4188981-beam-failure-prompts-evacuation-altru-clinic
http://www.grandforksherald.com/news/local/4188981-beam-failure-prompts-evacuation-altru-clinic
http://www.securityweek.com/us-attributes-election-hacks-russian-threat-groups
http://www.securityweek.com/us-attributes-election-hacks-russian-threat-groups
http://abc30.com/news/manhunt-in-nyc-for-escaped-prisoner-still-wearing-shackles/1678911/
http://abc30.com/news/manhunt-in-nyc-for-escaped-prisoner-still-wearing-shackles/1678911/
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night. The Eastern Oregon Correctional Institution in Pendleton remained on lockdown 
December 27 following an altercation between the inmates and corrections officers in 
an east-side housing unit December 25 that hospitalized one staff member. Ten inmates 
were sent to the facility’s disciplinary segregation unit following the disturbance. 
Source: http://www.eastoregonian.com/eo/local-news/20161227/prison-inmates-staff-
brawl-christmas-night 
 

Information Technology Sector 

18. December 30, SecurityWeek – (International) Sundown exploit kit starts using 
steganography. Trend Micro security researchers reported that a new version of the 
Sundown exploit kit (EK) leverages steganography to hide its malicious traffic in 
legitimate-seeming Portable Network Graphics (PNG) image files to disguise various 
exploits, including those targeting Microsoft’s Internet Explorer and Adobe’s Flash 
Player.  
Source: http://www.securityweek.com/sundown-exploit-kit-starts-using-steganography 
 

For another story, see item 20 
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: http://www.it-isac.org  

 
Communications Sector 

See item 4 
 

Commercial Facilities Sector 

19. December 30, WSOC 9 Charlotte – (North Carolina) 35 displaced after 2-alarm fire 
rips through Pineville apartments. A 2-alarm fire at the Willow Ridge Apartments in 
Pineville, North Carolina, displaced 35 people December 29. No injuries were reported 
and the cause of the fire remains under investigation.  
Source: http://www.wsoctv.com/news/local/firefighters-battle-pineville-apartment-
complex-fire/479659922 
 

20. December 29, SecurityWeek – (International) Topps customer data exposed after 
Website hack. The Topps Company, Inc. notified its customers the week of December 
26 that one or more attackers hacked its Website and accessed sensitive information 
including names, addresses, payment card data, and phone numbers of those customers 
who placed an order via the company’s Website between July and October 2016.  
Source: http://www.securityweek.com/topps-customer-data-exposed-after-website-hack 
 

http://www.eastoregonian.com/eo/local-news/20161227/prison-inmates-staff-brawl-christmas-night
http://www.eastoregonian.com/eo/local-news/20161227/prison-inmates-staff-brawl-christmas-night
http://www.securityweek.com/sundown-exploit-kit-starts-using-steganography
mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://www.it-isac.org/
http://www.wsoctv.com/news/local/firefighters-battle-pineville-apartment-complex-fire/479659922
http://www.wsoctv.com/news/local/firefighters-battle-pineville-apartment-complex-fire/479659922
http://www.securityweek.com/topps-customer-data-exposed-after-website-hack
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Dams Sector 

Nothing to report 
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Department of Homeland Security (DHS)  
DHS Daily Open Source Infrastructure Report Contact Information 

 
About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday 
through Friday] summary of open-source published information concerning significant critical 
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on 
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport 

Contact Information 
Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS 

Daily Report Team at (703) 942-8590  

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 
instructions to Get e-mail updates when this information changes.  

Removal from Distribution List: Send mail to support@govdelivery.com.  

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201.  
To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov. 

Department of Homeland Security Disclaimer 
The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material.  
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