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Top Stories 

• The president of Lisle, Illinois-based Capital Management Associates Inc. was charged 
December 14 for allegedly engaging in a $400 million fraudulent securities trading scheme. 
– U.S. Attorney’s Office, Northern District of Illinois (See item 8)  
 

• Officials announced December 16 that Deutsche Bank AG agreed to pay a total of $37 
million to resolve charges that the firm made materially false statements and omissions to 
its clients regarding the Dark Pool Ranking Model feature of one of its order routers. – U.S. 
Securities and Exchange Commission (See item 9)  

 

• Lynda.com announced it will notify about 9.5 million users worldwide that their user 
information may have been compromised after an unauthorized third party accessed a 
database containing the information. – SecurityWeek (See item 26)  

 

• Three Romanian nationals were extradited to the U.S. the week of December 12 and 
charged for their alleged roles in a $4 million cyber fraud scheme where the trio infected at 
least 60,000 devices, primarily in the U.S. – U.S. Department of Justice (See item 29)  
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Energy Sector 

1. December 18, KESQ 42 Palm Springs; KPSP 38 Cathedral City – (California) Gas 
leak leaves hundreds without heater, hot water. A gas leak in Cathedral City, 
California, prompted Southern California Gas crews to shut off gas service to more 
than 200 people December 17 while crews worked to make repairs and restore service. 
Source: http://www.kesq.com/news/gas-leak-leaves-hundreds-without-heater-hot-
water/221637030  

 
2. December 17, Associated Press – (Washington) Cascade Natural Gas agrees to pay 

$2.5M, after pipeline-safety complaint. The Washington Utilities and Transportation 
Commission announced December 17 that Cascade Natural Gas Corporation agreed to 
pay $2.5 million to resolve a July 2016 complaint after a staff investigation discovered 
that the company was unable to provide required safety documentation for almost 40 
percent of its high-pressure pipelines in the State.   
Source: http://www.seattletimes.com/seattle-news/cascade-natural-gas-agrees-to-pay-
25m-after-pipeline-safety-complaint/  
 

3. December 17, Ventura County Star – (California) Fuel tanker spills 2,000 gallons on 
Hueneme Road. Roughly 2,000 gallons of diesel fuel spilled after a fuel tanker 
overturned in Ventura County, California, December 17, causing Hueneme Road 
between Edison Drive and South Rice Avenue to be shut down for several hours while 
crews cleaned up the spill. Officials stated that the spill did not threaten any waterways. 
Source: http://www.vcstar.com/story/news/local/communities/port-
hueneme/2016/12/17/fuel-tanker-spills-2000-gallons-hueneme-road/95557130/  

 For another story, see item 34 

Chemical Industry Sector 

 See item 39 

Nuclear Reactors, Materials, and Waste Sector 

4. December 18, Boston Globe – (Massachusetts) Pilgrim nuclear plant still shut down 
after leaking valves found. The Pilgrim Nuclear Power Station in Plymouth, 
Massachusetts, remained shut down until further notice December 18 after operators 
closed the plant as a precaution December 15 when leaks were discovered in 3 steam 
isolation valves that prevent radioactivity from reaching the environment. The U.S. 
Nuclear Regulatory Commission’s inspection team is expected to return to the plant in 
January 2017 for a week of repair work. 
Source: https://www.bostonglobe.com/metro/2016/12/18/pilgrim-remains-shut-down-
after-leaking-valves-were-found-thursday/zf7sXizWFLUMXZa82pEeCI/story.html  

Critical Manufacturing Sector 

5. December 16, U.S. Consumer Product Safety Commission – (International) LG 
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Electronics recalls portable air conditioners due to fire hazard. LG Electronics Inc. 
issued a recall December 16 for around 466,000 of its portable air conditioners sold in 
the U.S. after the company received 4 reports of the units overheating and catching fire, 
which caused roughly $380,000 in property damage. The recall affects an additional 
36,000 units sold in Canada. 
Source: https://www.cpsc.gov/Recalls/2016/lg-electronics-recalls-portable-air-
conditioners  
 

6. December 16, U.S. Department of Labor – (Missouri) OSHA cites numerous hazards 
at Missouri sheet metal manufacturer after court orders employer to let inspectors 
investigate safety complaints. The Occupational Safety and Health Administration 
cited Hammond Sheet Metal Company, which operates at Barrington Manufacturing 
Corporation, with 1 repeated and 15 serious safety and health violations December 16 
after complaints of unsafe working conditions and employee injuries prompted a July 
2016  inspection at the El Dorado Springs, Missouri facility which revealed the 
company failed to evaluate the workplace for hazards, did not install adequate machine 
guarding, and failed to ensure workers used eye and face protection, among other 
violations. Proposed fines total $138,430.  
Source: 
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEA
SES&p_id=33564  

Defense Industrial Base Sector 

Nothing to report 

Financial Services Sector 

7. December 17, Southern California City News Service – (California) Recognize the 
Valley's 'Skipper Bandit' bank robber? The FBI continued to search December 16 
for a man dubbed the “Skipper Bandit,” who has allegedly robbed or attempted to rob 6 
banks, primarily in California’s San Fernando Valley, between July 2015 and July 
2016. 
Source: http://patch.com/california/encino/recognize-valleys-skipper-bandit-bank-
robber  
 

8. December 16, U.S. Attorney’s Office, Northern District of Illinois – (International) 
Suburban investment advisor charged with securities fraud for engaging in 
fraudulent allocation scheme. The president of Lisle, Illinois-based Capital 
Management Associates Inc. was charged December 14 for allegedly placing more than 
$400 million in securities trades without disclosing in advance if he was trading 
personal funds or client funds, waiting up to 5 days to allocate the trades so that he 
could choose the profitable ones for his personal accounts and assign the losing ones to 
the accounts of unsuspecting clients, as well as withdrawing more than $1 million in 
profits earned from the scheme from his personal accounts between July 2008 and 
August 2012. The charges allege that the defendant bought over 16,000 publicly traded 
securities, including shares in The Walgreen Company, British Petroleum, and 

https://www.cpsc.gov/Recalls/2016/lg-electronics-recalls-portable-air-conditioners
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Caterpillar Inc., among other firms. 
Source: https://www.justice.gov/usao-ndil/pr/suburban-investment-advisor-charged-
securities-fraud-engaging-fraudulent-allocation  
 

9. December 16, U.S. Securities and Exchange Commission – (International) Deutsche 
Bank settles charges of misleading clients about order router. The U.S. Securities 
and Exchange Commission (SEC) and New York Attorney General’s office announced 
December 16 that Deutsche Bank AG agreed to pay a total of $37 million to resolve 
charges that the firm made materially false statements and omissions to its clients 
regarding the Dark Pool Ranking Model feature of one of its order routers, SuperX+, 
where, due to a coding error, the bank updated the ranking model only once during a 2-
year period, causing at least 2 dark pools to receive inflated rankings and consequently 
generate millions of orders that SuperX+ would have sent elsewhere if the system was 
operating the way the bank described. The SEC also discovered that the firm manually 
overrode the Dark Pool rankings in select instances and manually assigned fill rates for 
new venues based on subjective judgment that was inconsistent with the venues’ real 
performance. 
Source: https://www.sec.gov/news/pressrelease/2016-264.html  

 For another story, see item 28 

Transportation Systems Sector 

10. December 19, Syracuse Post-Standard – (New York) North Syracuse fire chief 
describes chaotic, multiple vehicle I-81 crash that sends 2 to hospitals. Both 
directions of Interstate 81 in North Syracuse, New York, were closed for several hours 
December 18 – December 19 after a multiple-vehicle crash involving a semi-truck that 
sent at least 2 people to area hospitals. 
Source: 
http://www.syracuse.com/traffic/index.ssf/2016/12/north_syracuse_fire_chief_describe
s_chaotic_multi-vehicle_i-81_crash_that_sends.html  
 

11. December 18, WMAQ 5 Chicago – (Illinois) Plane slides off runway at O’Hare 
Airport. More than 170 flights at O’Hare International Airport in Chicago and an 
additional 28 flights at Chicago Midway International Airport were canceled the 
weekend of December 17 due to winter storms.  
Source: http://www.nbcchicago.com/news/local/plane-slides-off-runway-ohare-airport-
chicago-407310195.html 
 

12. December 17, Reuters – (Maryland) 2 dead in 55-vehicle collision on I-95 in 
Baltimore. Interstate 95 in Baltimore was closed for several hours December 17 after a 
fuel tanker skidded off the highway and exploded, causing a 55-vehicle pileup that 
killed 2 people.  
Source: http://www.newsweek.com/2-dead-collision-i-95-baltimore-533272  
 

13. December 17, KDVR 31 Denver – (Colorado) Snowstorm forces hundreds of flight 
cancellations at Denver International Airport. About 400 flights were canceled at 
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http://www.syracuse.com/traffic/index.ssf/2016/12/north_syracuse_fire_chief_describes_chaotic_multi-vehicle_i-81_crash_that_sends.html
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the Denver International Airport December 17 due to wintry conditions. 
Source: http://kdvr.com/2016/12/17/denver-international-airports-cancels-delays-
hundreds-of-flights/  
 

14. December 16, Orlando Sentinel – (Florida) Traffic moving again after semi 
overturned on SR 429 south near Ocoee. Southbound lanes of Florida State Road 
429 near Ocoee were closed for several hours December 16 after a semi-truck 
overturned.  
Source: http://www.orlandosentinel.com/news/traffic/os-overturned-semi-sr-429-
20161216-story.html  

For additional stories, see items 3 and 20 

Food and Agriculture Sector 

15. December 18, U.S. Food and Drug Administration – (National) VanLaw Food 
Products, Inc. announces voluntary recall of WinCo brand ranch dressing. 
VanLaw Food Products, Inc. issued a voluntary recall December 18 for one lot of its 
WinCo Brand Ranch Dressing products due to mislabeling and undeclared egg after it 
was discovered that a limited amount of the products had an incorrect back label that 
listed the product as a fat free dressing product. No illnesses or adverse reactions have 
been reported and the products were shipped to WinCo stores in eight States. 
Source: http://www.fda.gov/Safety/Recalls/ucm533826.htm  
 

16. December 17, U.S. Food and Drug Administration – (National) Williams-Sonoma 
announces the voluntary recall of Meyer Lemon Poppy Quick Bread. Williams-
Sonoma, Inc. issued a voluntary recall December 17 for limited quantities of its 
Williams-Sonoma Meyer Lemon Poppy Seed Quick Bread products due to potential 
Salmonella contamination discovered after the firm’s ingredient supplier issued a recall 
for its bulk milk powder used in the bread products due to Salmonella. The products 
were shipped to Williams-Sonoma retail stores nationwide.  
Source: http://www.fda.gov/Safety/Recalls/ucm533821.htm  
 

17. December 16, U.S. Food and Drug Administration – (National) Houdini Inc. recalls 
Blue Cheese Savory Twists, 7 oz box because of possible health risk. Houdini Inc. 
issued a recall December 17 for limited quantities of its Blue Cheese Savory Twists 
products sold in 7 ounce-boxes due to potential Salmonella contamination after traces 
of Salmonella were discovered at the manufacturing facility of the ingredient supplier 
for the powdered buttermilk used to make the blue cheese seasoning. No illnesses or 
adverse reactions have been reported and the products were shipped nationwide to 
consumers through Houdini Inc.’s Wine Country Gift Baskets and in Houdini Inc.’s 
wholesale division. 
Source: http://www.fda.gov/Safety/Recalls/ucm533815.htm  

Water and Wastewater Systems Sector 

18. December 19, WVUE 8 New Orleans – (Louisiana) Gov. heads to St. Joseph for 

http://kdvr.com/2016/12/17/denver-international-airports-cancels-delays-hundreds-of-flights/
http://kdvr.com/2016/12/17/denver-international-airports-cancels-delays-hundreds-of-flights/
http://www.orlandosentinel.com/news/traffic/os-overturned-semi-sr-429-20161216-story.html
http://www.orlandosentinel.com/news/traffic/os-overturned-semi-sr-429-20161216-story.html
http://www.fda.gov/Safety/Recalls/ucm533826.htm
http://www.fda.gov/Safety/Recalls/ucm533821.htm
http://www.fda.gov/Safety/Recalls/ucm533815.htm
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meeting on water emergency. The governor of Louisiana ordered lead testing for 
every home in St. Joseph after declaring a public health emergency for the town 
December 16 when officials discovered that water serving the town hall and some 
private homes was contaminated with elevated levels of lead or copper. The State 
provided a 30-day supply of bottled water to St. Joseph residents, which allows each 
resident 3 liters of water per day. 
Source: http://www.fox8live.com/story/34086488/gov-edwards-heads-to-st-joseph-for-
meeting-on-water-emergency 
 

19. December 17, Northwest Florida Daily News – (Florida) Health advisory issued from 
sewage spill near Regatta Bay. The Florida Department of Health in Okaloosa County 
issued a health advisory December 17 for the area of the Choctawhatchee Bay located 
east of the Mid-Bay Bridge to the Regatta Bay subdivision after the South Walton 
Utility Company, Inc. reported a sewer main leak near the Regatta Bay Golf & Yacht 
Club that caused 100,000 gallons of sewage to spill into the wetland. County health 
officials stated that sewage did not contaminate drinking water sources and water 
provided via the public water system is safe to drink. 
Source: http://www.nwfdailynews.com/news/20161217/health-advisory-issued-from-
sewage-spill-near-regatta-bay  
 

20. December 17, Maui News – (Hawaii) Water main break wreaks havoc in Kahului. 
The County of Maui Department of Water Supply reported a December 16 water main 
break in Kahului, Hawaii, that caused low water pressure for customers from Kahului 
to Spreckelsville for over 7 hours, triggered a water shortage backup plan at Kahului 
Airport, and shut down 2 eastbound lanes on Kaahumanu Avenue until further notice.  
Source: http://www.mauinews.com/news/local-news/2016/12/water-main-break-
wreaks-havoc-in-kahului/  

Healthcare and Public Health Sector 

 Nothing to report 

Government Facilities Sector 

21. December 19, WILX 10 Onondaga – (Michigan) Maple Valley Schools activities to 
resume at 3 p.m. following threat. Maple Valley Schools and Little Lions Child Care 
in Vermontville, Michigan, were closed December 19 while officials investigated a 
threat of violence made against the district through social media December 18.   
Source: http://www.wilx.com/content/news/Maple-Valley-Schools-closed-Monday-for-
developing-safety-related-issue-407382085.html 

 
22. December 16, KABC 7 Los Angeles – (California) Mudflows prompt school closure 

in Duarte after heavy rain in recent burn area. Classes at Valley View Elementary 
School in Duarte, California, were canceled December 16 after heavy rains caused 
mudflows in the area.  
Source: http://abc7.com/weather/mudflows-prompt-school-closure-in-duarte-after-
heavy-rain-in-burn-area/1659631/ 
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23. December 16, KESQ 42 Palm Springs – (California) Power outage leads to school 
closure at Cielo Vista Charter School in Palm Springs. Palm Springs Unified School 
District officials canceled classes at Cielo Vista Charter School in California December 
16 after Southern California Edison Co. crews informed the district that a main power 
line supplying electricity to the school was not working. Crews were working to repair 
the line.  
Source: http://www.kesq.com/news/power-outage-leads-to-school-closure-at-cielo-
vista-charter-school-in-palm-springs/216982069 
 

24. December 16, WDBJ 7 Roanoke – (Virginia) Big Island Elementary closing early 
due to power outage. Students at Big Island Elementary School in Bedford County, 
Virginia, were dismissed several hours early December 16 due to a power outage that 
also knocked out phone service to the school.  
Source: http://www.wdbj7.com/content/news/Big-Island-Elementary-closing-early-
due-to-power-outage-407078985.html 

 
Emergency Services Sector 

Nothing to report 

Information Technology Sector 

25. December 19, SecurityWeek – (International) Privilege escalation, RCE flaws 
patched in Nagios Core. A security researcher from Legal Hackers discovered the 
Nagios Core alerting and monitoring software is plagued by two vulnerabilities, one of 
which is a remote code execution (RCE) flaw that can be exploited by a man-in-the-
middle (MitM) attacker via the Rich Site Summary (RSS) feed feature, allowing the 
malicious actor to read and write arbitrary files on the compromised server, as well as 
execute code in the context of a Nagios user. Once an attacker achieves this level of 
access, the actor can exploit the second flaw to elevate their privileges to root, 
potentially causing the entire system to be compromised.  
Source: http://www.securityweek.com/privilege-escalation-rce-flaws-patched-nagios-
core 
 

26. December 19, SecurityWeek – (International) LinkedIn’s Lynda.com notifies users of 
data breach. Lynda.com, LinkedIn’s online learning platform, announced it will notify 
about 9.5 million users worldwide that their user information may have been 
compromised after the company became aware that a database containing user 
information had been accessed by an unauthorized third party. LinkedIn stated the 
passwords of roughly 55,000 Lynda.com users have been reset as a precaution, and 
there is no evidence that passwords were exposed or that any data was made publicly 
available.   
Source: http://www.securityweek.com/linkedins-lyndacom-notifies-users-data-breach 
 

27. December 19, SecurityWeek – (International) MacBooks leak disk encryption 
password. A security researcher discovered that an attacker with physical access to a 
locked or sleeping Apple MacBook can retrieve the FileVault 2 password in clear text 

http://www.kesq.com/news/power-outage-leads-to-school-closure-at-cielo-vista-charter-school-in-palm-springs/216982069
http://www.kesq.com/news/power-outage-leads-to-school-closure-at-cielo-vista-charter-school-in-palm-springs/216982069
http://www.wdbj7.com/content/news/Big-Island-Elementary-closing-early-due-to-power-outage-407078985.html
http://www.wdbj7.com/content/news/Big-Island-Elementary-closing-early-due-to-power-outage-407078985.html
http://www.securityweek.com/privilege-escalation-rce-flaws-patched-nagios-core
http://www.securityweek.com/privilege-escalation-rce-flaws-patched-nagios-core
http://www.securityweek.com/linkedins-lyndacom-notifies-users-data-breach
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by connecting a special device to the targeted device’s Thunderbolt port due to the fact 
that the direct memory access (DMA) attack protections are not active before the 
operating system (OS) has booted, thereby enabling an attacker to read and write 
memory from a MacBook device via the Thunderbolt device. The researcher found that 
the attack does not work if the targeted MacBook has been turned off as the password 
is no longer available in the memory. 
Source: http://www.securityweek.com/macbooks-leak-disk-encryption-password 
 

28. December 16, SecurityWeek – (International) Updated Tordow Android malware 
gets ransomware capabilities. Comodo security researchers warned that an updated 
version of the Tordow Android malware, dubbed Tordow v2.0 was spotted and is now 
able to act as a ransomware, steal login credentials, and manipulate banking data, as 
well as encrypt and decrypt files, and remove security software. The malware spreads 
through compromised variants of popular social media and gaming applications that are 
available for download via third-party Websites and behave like the legitimate apps, 
while they include embedded and encrypted malicious functions. 
Source: http://www.securityweek.com/updated-tordow-android-malware-gets-
ransomware-capabilities 

 
29. December 16, U.S. Department of Justice – (International) Three Romanian nationals 

indicted in $4 million cyber fraud scheme that infected at least 60,000 computers 
and sent 11 million malicious emails. Three Romanian nationals were extradited to 
the U.S. the week of December 12 and charged for their alleged roles in a $4 million 
cyber fraud scheme where the trio infected at least 60,000 devices, primarily in the 
U.S., by sending more than 11 million malicious emails that contained a malware that 
the group created in order to harvest personally identifiable information, such as credit 
card information and user names and passwords from the infected devices. The trio 
reportedly used the stolen credit card information to fund their criminal activities. 
Source: https://www.justice.gov/opa/pr/three-romanian-nationals-indicted-4-million-
cyber-fraud-scheme-infected-least-60000-computers 
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: http://www.it-isac.org  

 
Communications Sector 

 See item 28 

Commercial Facilities Sector 

30. December 19, WRC 4 Washington, D.C. – (Washington, D.C.) Fire destroys 
clubhouse at District Yacht Club. The clubhouse of the District Yacht Club Inc. in 
Washington, D.C., was destroyed by a fire December 19. No injuries were reported and 

http://www.securityweek.com/macbooks-leak-disk-encryption-password
http://www.securityweek.com/updated-tordow-android-malware-gets-ransomware-capabilities
http://www.securityweek.com/updated-tordow-android-malware-gets-ransomware-capabilities
https://www.justice.gov/opa/pr/three-romanian-nationals-indicted-4-million-cyber-fraud-scheme-infected-least-60000-computers
https://www.justice.gov/opa/pr/three-romanian-nationals-indicted-4-million-cyber-fraud-scheme-infected-least-60000-computers
mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://www.it-isac.org/
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the cause of the fire remains under investigation.  
Source: http://www.nbcwashington.com/news/local/Fire-Destroys-Building-Near-
District-Yacht-Club-407412155.html  
 

31. December 19, WPVI 6 Philadelphia – (New Jersey) Residents evacuated after fire at 
assisted living facility. A fire at Brandywine Living at Moorestown Estates in 
Moorestown, New Jersey, prompted the evacuation of 70 residents December 19. No 
injuries were reported.  
Source: http://6abc.com/news/residents-evacuated-after-fire-at-assisted-living-
facility/1663212/  
 

32. December 18, WFMY 2 Greensboro – (North Carolina) Classic Family Restaurant, 
businesses destroyed by fire in Denton. The Classic Family Restaurant and 6 other 
businesses in downtown Denton, North Carolina, were destroyed following a large fire 
December 17. The fire remains under investigation.  
Source: http://www.wfmynews2.com/news/local/fire-at-the-classic-restaurant-in-
denton/372066246  
 

33. December 17, Wichita Eagle – (Kansas) Apartment fire displaces three in southwest 
Wichita. A 2-alarm apartment fire in Wichita, Kansas, caused an estimated $120,000 
in damages and displaced 3 people December 17. No injuries were reported and the 
cause of the fire remains under investigation.  
Source: http://www.kansas.com/news/local/article121534367.html  

 
34. December 16, Sunnyside Daily Sun News – (Washington) Gas leak prompts Safeway 

shutdown. The Safeway, Inc. store in Sunnyside, Washington, was evacuated and 
closed until further notice December 16 while authorities responded to a gas leak in the 
store.  
Source: http://www.dailysunnews.com/news/2016/dec/16/gas-leak-prompts-safeway-
shutdown/ 
 

35. December 16, Pittsburgh Post-Gazette – (Pennsylvania) One dead, several injured in 
Munhall high-rise fire. A fire at the Parkview Towers apartment building in Munhall, 
Pennsylvania, prompted the evacuation of nearly 80 residents, injured 10 people, and 
killed 1 man December 16. The cause of the fire remains under investigation.   
Source: http://www.post-gazette.com/local/south/2016/12/16/apartment-building-fire-
in-Munhall-pittsburgh/stories/201612160178  
 

36. December 16, San Diego Union-Tribune – (California) Worker burned in Oceanside 
surf shop fire. A fire at Global Glassing Inc., a surfboard manufacturing shop in San 
Diego, caused an estimated $500,000 in damages and injured 1 person December 16. 
The shop was destroyed and a neighboring smog check facility sustained significant 
damage.  
Source: http://www.sandiegouniontribune.com/news/public-safety/sd-me-surf-fire-
20161216-story.html  
 

http://www.nbcwashington.com/news/local/Fire-Destroys-Building-Near-District-Yacht-Club-407412155.html
http://www.nbcwashington.com/news/local/Fire-Destroys-Building-Near-District-Yacht-Club-407412155.html
http://6abc.com/news/residents-evacuated-after-fire-at-assisted-living-facility/1663212/
http://6abc.com/news/residents-evacuated-after-fire-at-assisted-living-facility/1663212/
http://www.wfmynews2.com/news/local/fire-at-the-classic-restaurant-in-denton/372066246
http://www.wfmynews2.com/news/local/fire-at-the-classic-restaurant-in-denton/372066246
http://www.kansas.com/news/local/article121534367.html
http://www.dailysunnews.com/news/2016/dec/16/gas-leak-prompts-safeway-shutdown/
http://www.dailysunnews.com/news/2016/dec/16/gas-leak-prompts-safeway-shutdown/
http://www.post-gazette.com/local/south/2016/12/16/apartment-building-fire-in-Munhall-pittsburgh/stories/201612160178
http://www.post-gazette.com/local/south/2016/12/16/apartment-building-fire-in-Munhall-pittsburgh/stories/201612160178
http://www.sandiegouniontribune.com/news/public-safety/sd-me-surf-fire-20161216-story.html
http://www.sandiegouniontribune.com/news/public-safety/sd-me-surf-fire-20161216-story.html
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37. December 16, New York Post – (New York) Fire rages through Sag Harbor’s 
historic Main Street. A fire destroyed or damaged at least 5 buildings on Main Street 
in Sag Harbor, New York, including the Sag Harbor Cinema December 16.              
Source: http://nypost.com/2016/12/16/fire-rages-through-sag-harbors-historic-main-
street/  
 

38. December 16, Pittsburgh Post-Gazette – (Pennsylvania) 75 Brentwood residents 
forced out of homes after heating system leaks. Up to 75 residents of the Brentshire 
Gardens apartment complex in Brentwood, Pennsylvania, were displaced December 15 
after water damaged the building due to a malfunction in the heating system.  
Source: http://www.post-gazette.com/local/south/2016/12/16/Brentwood-apartments-
damaged-by-leaking-heating-system-remains-closed/stories/201612160182  
 

39. December 16, WCAX 3 Burlington– (Vermont) Burlington YMCA evacuated in cold 
due to chemical spill. The YMCA in Burlington, Vermont, was evacuated and closed 
for the day after a muriatic acid leak was discovered in the building’s mechanical room 
December 16. Firefighters were able to neutralize the chemical and a contractor cleaned 
up the spill.  
Source: http://www.wcax.com/story/34072306/burlington-ymca-evacuated-in-cold-
due-to-chemical-spill  

Dams Sector 

 Nothing to report 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://nypost.com/2016/12/16/fire-rages-through-sag-harbors-historic-main-street/
http://nypost.com/2016/12/16/fire-rages-through-sag-harbors-historic-main-street/
http://www.post-gazette.com/local/south/2016/12/16/Brentwood-apartments-damaged-by-leaking-heating-system-remains-closed/stories/201612160182
http://www.post-gazette.com/local/south/2016/12/16/Brentwood-apartments-damaged-by-leaking-heating-system-remains-closed/stories/201612160182
http://www.wcax.com/story/34072306/burlington-ymca-evacuated-in-cold-due-to-chemical-spill
http://www.wcax.com/story/34072306/burlington-ymca-evacuated-in-cold-due-to-chemical-spill
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About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday 
through Friday] summary of open-source published information concerning significant critical 
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on 
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport 

Contact Information 
Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS 

Daily Report Team at (703) 942-8590  

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 
instructions to Get e-mail updates when this information changes.  

Removal from Distribution List: Send mail to support@govdelivery.com.  

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201.  
To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov. 

Department of Homeland Security Disclaimer 
The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material.  
 

 

http://www.dhs.gov/IPDailyReport
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	Daily Open Source Infrastructure Report 20 December 2016
	Top Stories
	Fast Jump Menu

	Energy Sector
	Chemical Industry Sector
	Nuclear Reactors, Materials, and Waste Sector
	Critical Manufacturing Sector
	Defense Industrial Base Sector
	Financial Services Sector
	Transportation Systems Sector
	Food and Agriculture Sector
	Water and Wastewater Systems Sector
	Healthcare and Public Health Sector
	Government Facilities Sector
	Emergency Services Sector
	Information Technology Sector
	Internet Alert Dashboard

	Communications Sector
	Commercial Facilities Sector
	Dams Sector

	SERVICE INDUSTRIES
	PRODUCTION INDUSTRIES
	FEDERAL and STATE
	SUSTENANCE and HEALTH 
	Department of Homeland Security (DHS)  DHS Daily Open Source Infrastructure Report Contact Information
	About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday through Friday] summary of open-source published information concerning significant critical infrastructure issues. The DHS Daily Open Source Infrastructure Report...
	Contact Information
	Contact DHS
	Department of Homeland Security Disclaimer


