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Top Stories 

• The former president of the Bank of Union (BOU) in El Reno, Oklahoma, was charged 
December 13 after he and 4 co-conspirators allegedly caused the bank over $100,000,000 
in losses. – U.S. Attorney’s Office, Western District of Oklahoma (See item 2)  
 

• Federal officials approved December 13 a guilty plea and an $11.2 million settlement with 
a ConAgra Foods, Inc. subsidiary to resolve an investigation into a 2006 Salmonella 
outbreak linked to the firm’s Peter Pan peanut butter that sickened at least 625 people in 47 
States. – Associated Press (See item 11)  

 

• About 200,000 gallons of untreated wastewater spilled into Bear Creek in Mocksville, 
North Carolina, December 13 due to a force main break. – Salisbury Post (See item 14)  

 

• Yahoo Inc. reported December 14 that the data associated with more than 1 billion user 
accounts may have been compromised in an August 2013 breach. – SecurityWeek (See 
item 20)  
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Energy Sector 

 See item 3 
 
Chemical Industry Sector 

 Nothing to report 
 
Nuclear Reactors, Materials, and Waste Sector 

 Nothing to report 
 
Critical Manufacturing Sector 

1. December 14, U.S. Department of Labor – (Alabama) Alabama auto parts supplier to 
Kia and Hyundai, staffing agencies face $2.5M in fines after robot fatally crushes 
young bride-to-be. The U.S. Occupational Safety and Health Administration cited 
Joon LLC, doing business as Ajin USA, with 23 willful, serious, and other-than-serious 
violations, and cited its 2 staffing agencies with a total of 4 violations December 14 
after the death of an employee prompted an investigation of the Cusseta, Alabama 
facility which revealed that the company failed to utilize control procedures to prevent 
machinery from starting up during maintenance, failed to provide safety locks to isolate 
hazardous energy, and exposed employees to crushing and amputation hazards due to 
improper machine guarding, among other violations. Proposed penalties for the three 
companies total $2,565,621.  
Source: 
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEA
SES&p_id=33540  

 
Defense Industrial Base Sector 

Nothing to report 
 
Financial Services Sector 

2. December 14, U.S. Attorney’s Office, Western District of Oklahoma – (Oklahoma) 
Former bank president indicted in connection with $100,000,000 bank failure. The 
former president of the Bank of Union (BOU) in El Reno, Oklahoma, was charged 
December 13 after he and 4 co-conspirators allegedly defrauded BOU by issuing loans 
with under secured or unsecured collateral and falsifying financial statements for 
several bank borrowers, concealing the bank’s true financial condition from the Board 
of Directors and the Federal Deposit Insurance Corporation (FDIC), and originating 
nominee loans to circumvent the bank’s legal lending limit, among other fraudulent 
actions, from 2009 – 2013, which caused the bank more than $100,000,000 in losses. In 
January 2014, State banking regulators closed BOU due to the losses it incurred as a 
result of the scheme. 
Source: https://www.justice.gov/usao-wdok/pr/former-bank-president-indicted-

https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=33540
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=33540
https://www.justice.gov/usao-wdok/pr/former-bank-president-indicted-connection-100000000-bank-failure
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connection-100000000-bank-failure 
 
Transportation Systems Sector 

3. December 14, North Andover Eagle Tribune – (Massachusetts) Officials deal with 
overturned tanker truck. Massachusetts Route 28 was closed for several hours 
December 14 while HAZMAT crews worked to clean a spill after a semi-truck 
overturned, downing power lines and spilling up to 10,000 gallons of fuel on the 
roadway. The cause of the crash remains under investigation. 
Source: http://www.eagletribune.com/news/officials-deal-with-overturned-tanker-
truck/article_4f8ba99e-37a8-52d3-a0f3-8e6405c528a0.html  
 

4. December 14, WKRN 2 Nashville – (Tennessee) Semi crash, chemical fire closes I-24 
for hours, prompts evacuations. Interstate 24 in Rutherford County, Tennessee, was 
closed for over 12 hours December 14 after 2 semi-trucks collided, causing 1 to 
overturn and spill chlorine-based chemicals across the roadway, igniting a fire. 
Rutherford County Emergency Management crews evacuated 150 nearby homes due to 
HAZMAT concerns. 
Source: http://wkrn.com/2016/12/14/shelter-in-place-ordered-after-semi-overturns-in-
rutherford-county/  
 

5. December 14, KPNX 12 Mesa – (Florida) Orlando-bound Southwest flight from 
Phoenix diverted for medical emergency.  Southwest Airlines Flight 3016 traveling 
from Phoenix Sky Harbor International Airport to Orlando International Airport in 
Florida was diverted December 14 to Northwest Florida Beaches International Airport 
in Panama City, Florida, due to a medical emergency.  
Source: http://www.12news.com/news/local/valley/orlando-bound-southwest-flight-
from-phoenix-diverted-for-medical-emergency/370164993  
 

6. December 14, South Florida Sun-Sentinel – (Florida) Second truck crash on U.S. 27 
spills tons of gravel. Northbound lanes of U.S. Route 27 in Pembroke Pines, Florida, 
were closed for over 6 hours December 14 while crews worked to clear the debris after 
2 semi-trucks collided and spilled 25 tons of gravel onto the roadway.  
Source: http://www.sun-sentinel.com/local/broward/pembroke-pines/fl-pembroke-
pines-us27-trucks-crash-20161214-story.html  
 

7. December 14, WNCN 17 Goldsboro; WFMY 2 Greensboro – (North Carolina) Plane 
makes emergency landing at RDU. American Eagle Flight 4370 en route to 
Pittsburgh International Airport from Raleigh-Durham International Airport in 
Morrisville, North Carolina, was forced to turn around and make an emergency landing 
in Morrisville December 14 after a light in the plane indicated an emergency. The plane 
landed safely and no one was injured.  
Source: http://www.wfmynews2.com/news/local/plane-makes-emergency-landing-at-
rdu/370173727  

 

https://www.justice.gov/usao-wdok/pr/former-bank-president-indicted-connection-100000000-bank-failure
http://www.eagletribune.com/news/officials-deal-with-overturned-tanker-truck/article_4f8ba99e-37a8-52d3-a0f3-8e6405c528a0.html
http://www.eagletribune.com/news/officials-deal-with-overturned-tanker-truck/article_4f8ba99e-37a8-52d3-a0f3-8e6405c528a0.html
http://wkrn.com/2016/12/14/shelter-in-place-ordered-after-semi-overturns-in-rutherford-county/
http://wkrn.com/2016/12/14/shelter-in-place-ordered-after-semi-overturns-in-rutherford-county/
http://www.12news.com/news/local/valley/orlando-bound-southwest-flight-from-phoenix-diverted-for-medical-emergency/370164993
http://www.12news.com/news/local/valley/orlando-bound-southwest-flight-from-phoenix-diverted-for-medical-emergency/370164993
http://www.sun-sentinel.com/local/broward/pembroke-pines/fl-pembroke-pines-us27-trucks-crash-20161214-story.html
http://www.sun-sentinel.com/local/broward/pembroke-pines/fl-pembroke-pines-us27-trucks-crash-20161214-story.html
http://www.wfmynews2.com/news/local/plane-makes-emergency-landing-at-rdu/370173727
http://www.wfmynews2.com/news/local/plane-makes-emergency-landing-at-rdu/370173727


 - 4 - 

Food and Agriculture Sector 

8. December 15, NewYorkUpstate.com – (New York) 2,500 gallons of spilled cream 
turns Upstate NY creek white. A dairy truck transporting cream to the Saputo Dairy 
Foods plant in Fraser, New York, overturned and spilled 2,500 gallons of cream into 
the Platner Brook in Delaware County December 14. HAZMAT crews from multiple 
departments responded to the scene.   
Source: 
http://www.newyorkupstate.com/catskills/2016/12/2500_gallons_of_spilled_cream_tur
ns_upstate_ny_creek_white.html  
 

9. December 14, U.S. Food and Drug Administration – (Washington) Thomas Hammer 
Coffee Roasters Inc. issues allergy alert on undeclared milk, egg, soy, wheat in the 
Cranberry Orange Scone. Thomas Hammer Coffee Roasters Inc. issued a recall 
December 14 for 52 of its Cranberry Orange Scones products due to potential 
mislabeling and undeclared milk, egg, soy, and wheat after it was discovered that 
products containing milk, egg, soy, and wheat were distributed in packaging that did 
not reveal the presence of the allergens. No illnesses or adverse reactions have been 
reported and the products were distributed and sold at ten locations in Spokane and 
Spokane Valley, Washington. 
Source: http://www.fda.gov/Safety/Recalls/ucm533473.htm  
 

10. December 14, U.S. Food and Drug Administration – (International) H-E-B issues 
recall on raw shelled pistachios. HEB Grocery Company, LP (HEB) issued a recall 
December 14 for both its bulk and packaged raw shelled pistachios products due to 
potential Salmonella contamination. No illnesses or adverse reactions have been 
reported and the products were sold in HEB and Central Market Texas stores.  
Source: http://www.fda.gov/Safety/Recalls/ucm533472.htm  
 

11. December 13, Associated Press – (National) ConAgra to pay $11.2M to settle tainted 
peanut butter case. The U.S. Department of Justice approved December 13 a guilty 
plea and an $11.2 million settlement with a ConAgra Foods, Inc. subsidiary to resolve 
an investigation into a 2006 Salmonella outbreak linked to the firm’s contaminated 
Peter Pan peanut butter that sickened at least 625 people in 47 States.  
Source: http://www.cbs8.com/story/34037383/conagra-to-pay-112m-to-settle-tainted-
peanut-butter-case  

 
Water and Wastewater Systems Sector 

12. December 15, WECT 6 Wilmington – (North Carolina) 10,000 gallons of untreated 
wastewater spills in Brunswick County. Officials in Brunswick County, North 
Carolina, reported that about 10,000 gallons of untreated wastewater spilled from a 
sewer main in Shallotte December 14 due to a joint gasket failure. Crews isolated the 
spill and applied lime to stabilize the area, and officials were conducting testing to 
determine how much wastewater reached nearby waterways. 
Source: http://www.wect.com/story/34060121/10000-gallons-of-untreated-wastewater-
spills-in-brunswick-county 

http://www.newyorkupstate.com/catskills/2016/12/2500_gallons_of_spilled_cream_turns_upstate_ny_creek_white.html
http://www.newyorkupstate.com/catskills/2016/12/2500_gallons_of_spilled_cream_turns_upstate_ny_creek_white.html
http://www.fda.gov/Safety/Recalls/ucm533473.htm
http://www.fda.gov/Safety/Recalls/ucm533472.htm
http://www.cbs8.com/story/34037383/conagra-to-pay-112m-to-settle-tainted-peanut-butter-case
http://www.cbs8.com/story/34037383/conagra-to-pay-112m-to-settle-tainted-peanut-butter-case
http://www.wect.com/story/34060121/10000-gallons-of-untreated-wastewater-spills-in-brunswick-county
http://www.wect.com/story/34060121/10000-gallons-of-untreated-wastewater-spills-in-brunswick-county
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13. December 15, KVUE 24 Austin – (Texas) Officials in Corpus Christi: Don’t drink or 
use tap water. City of Corpus Christi officials warned residents December 14 not to 
use tap water until further notice after an unknown petroleum-based substance may 
have contaminated the city’s drinking water supply due to a back-flow incident in the 
industrial district. The U.S. Centers for Disease Control and Prevention reported the 
substance will not likely cause adverse side-effects. 
Source: http://www.kvue.com/news/local/officials-in-corpus-christi-dont-drink-or-use-
tap-water/370652342 

 
14. December 14, Salisbury Post – (North Carolina) 200,000 gallons of wastewater spills 

into Mocksville’s Bear Creek. A force main break near a tributary of Bear Creek in 
Mocksville, North Carolina, caused an estimated 200,000 gallons of untreated 
wastewater to spill into the creek in the South Yadkin River Basin December 13. 
Officials stated the force main break occurred after friction from rocks caused a pipe to 
fail.  
Source: http://www.salisburypost.com/2016/12/14/200000-gallons-wastewater-spills-
mocksvilles-bear-creek/ 
 

15. December 14, WTVA 9 Tupelo – (Mississippi) Pontotoc County water system issues 
boil-water notice. Officials in Pontotoc County, Mississippi, issued a boil water notice 
for more than 600 customers served by the Houlka-Washington water system following 
a system-wide loss of water pressure due to one or more line breaks.   
Source: http://www.wtva.com/news/Pontotoc_County_water_system_issues_boil-
water_notice.html 

 
 For another story, see item 8 
 
Healthcare and Public Health Sector 

 Nothing to report 

Government Facilities Sector 

16. December 15, KCRA 3 Sacramento – (California) 2 Manteca schools remain closed 
due to acid spill. Manteca High School and Lincoln Elementary School in Manteca, 
California, were closed December 15 after acid spilled at a nearby trucking facility 
December 14. Crews were working to contain the spill. 
Source: http://www.kcra.com/article/2-manteca-schools-remain-closed-due-to-acid-
spill/8503255 
 

17. December 13, WFMZ 69 Allentown – (Pennsylvania) Broken pipe forces early 
dismissal of school in Reading. Students at Northwest Elementary School in Reading, 
Pennsylvania, were dismissed several hours early December 13 after an outside pipe 
broke, restricting water flow to the school.    
Source: http://www.wfmz.com/news/berks/broken-pipe-forces-early-dismissal-of-
school-in-reading/208226303 
 

http://www.kvue.com/news/local/officials-in-corpus-christi-dont-drink-or-use-tap-water/370652342
http://www.kvue.com/news/local/officials-in-corpus-christi-dont-drink-or-use-tap-water/370652342
http://www.salisburypost.com/2016/12/14/200000-gallons-wastewater-spills-mocksvilles-bear-creek/
http://www.salisburypost.com/2016/12/14/200000-gallons-wastewater-spills-mocksvilles-bear-creek/
http://www.wtva.com/news/Pontotoc_County_water_system_issues_boil-water_notice.html
http://www.wtva.com/news/Pontotoc_County_water_system_issues_boil-water_notice.html
http://www.kcra.com/article/2-manteca-schools-remain-closed-due-to-acid-spill/8503255
http://www.kcra.com/article/2-manteca-schools-remain-closed-due-to-acid-spill/8503255
http://www.wfmz.com/news/berks/broken-pipe-forces-early-dismissal-of-school-in-reading/208226303
http://www.wfmz.com/news/berks/broken-pipe-forces-early-dismissal-of-school-in-reading/208226303
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 For another story, see item 19 
 

Emergency Services Sector 

18. December 13, Rock Hill Herald – (South Carolina) 2 doctors assaulted at maximum-
security S.C. prison. The South Carolina Department of Corrections is investigating 
December 12 after an inmate allegedly assaulted 2 doctors at the Gilliam Psychiatric 
Hospital in the Kirkland Correctional Institute maximum-security facility in Columbia.  
Source: http://www.heraldonline.com/news/state/article120675538.html  

 
 For another story, see item 19 

 
Information Technology Sector 

19. December 14, SecurityWeek – (International) SAP resolves multiple information 
disclosure flaws. SAP released its December 2016 security patches, which feature 20 
Patch Day Security Notes and updates for 2 previously released notes to resolve a total 
of 31 vulnerabilities affecting several SAP products, including an information 
disclosure flaw in SAP Business Objects Explorer which could be leveraged to reveal 
additional information such as system data or debugging information, among other 
patched flaws. The updates also resolve three flaws in 2 SAP for Defense Forces & 
Public Security components that could allow an attacker to read, alter, or delete 
restricted data. 
Source: http://www.securityweek.com/sap-resolves-multiple-information-disclosure-
flaws 
 

20. December 14, SecurityWeek – (International) Yahoo says newly discovered hack hit 1 
billion accounts. Yahoo Inc. reported December 14 that the data associated with more 
than 1 billion user accounts may have been compromised in an August 2013 breach 
after attackers reportedly accessed the company’s proprietary code to learn how to 
forge cookies. Yahoo officials claimed the breach was conducted by a State sponsored 
actor and the breach remains under investigation. 
Source: http://www.securityweek.com/yahoo-says-newly-discovered-hack-hit-1-
billion-accounts 
 

21. December 14, Agence France-Presse – (International) Ashley Madison dating site to 
pay $1.6 million over breach. Ruby Corp., the parent company of the Ashley Madison 
discrete dating Website, agreed December 14 to pay a $1.6 million penalty to settle 
charges with the U.S. Federal Trade Commission and State regulators after a hacker 
group released the data of 36 million users of the Website in 46 countries in 2015. The 
settlement requires Ashley Madison to implement a wide range of data security practice 
to better protect its users’ personal information from malicious actors in the future.  
Source: http://www.securityweek.com/ashley-madison-dating-site-pay-16-million-
over-breach 
 
 

http://www.heraldonline.com/news/state/article120675538.html
http://www.securityweek.com/sap-resolves-multiple-information-disclosure-flaws
http://www.securityweek.com/sap-resolves-multiple-information-disclosure-flaws
http://www.securityweek.com/yahoo-says-newly-discovered-hack-hit-1-billion-accounts
http://www.securityweek.com/yahoo-says-newly-discovered-hack-hit-1-billion-accounts
http://www.securityweek.com/ashley-madison-dating-site-pay-16-million-over-breach
http://www.securityweek.com/ashley-madison-dating-site-pay-16-million-over-breach
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Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: http://www.it-isac.org  

 
Communications Sector 

 Nothing to report 
 
Commercial Facilities Sector 

22. December 15, KABC 7 Los Angeles – (California) 2 firefighters injured battling 
dramatic blaze at Monterey Park strip mall. A fire at a strip mall in Monterey Park, 
California, prompted a 4-hour evacuation of 40 nearby residents and caused 1,759 
customers to temporarily lose power December 15. Two firefighters were injured and 
the cause of the fire remains under investigation.  
Source: http://abc7.com/news/2-firefighters-injured-battling-dramatic-blaze-at-
monterey-park-strip-mall/1657541/  
 

23. December 13, Flint Journal – (Michigan) False threat closes Macy’s store for several 
hours. The Macy’s store at Genesee Valley Center in Flint Township, Michigan, was 
closed for more than 3 hours December 13 after employees received a threatening 
phone call. Authorities searched the building and found nothing suspicious. 
Source: 
http://www.mlive.com/news/flint/index.ssf/2016/12/false_threat_closes_macys_stor.ht
ml  

 
Dams Sector 

 Nothing to report 
 

 
 
 
 
 
 

mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://www.it-isac.org/
http://abc7.com/news/2-firefighters-injured-battling-dramatic-blaze-at-monterey-park-strip-mall/1657541/
http://abc7.com/news/2-firefighters-injured-battling-dramatic-blaze-at-monterey-park-strip-mall/1657541/
http://www.mlive.com/news/flint/index.ssf/2016/12/false_threat_closes_macys_stor.html
http://www.mlive.com/news/flint/index.ssf/2016/12/false_threat_closes_macys_stor.html
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Department of Homeland Security (DHS)  
DHS Daily Open Source Infrastructure Report Contact Information 

 
About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday 
through Friday] summary of open-source published information concerning significant critical 
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on 
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport 

Contact Information 
Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS 

Daily Report Team at (703) 942-8590  

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 
instructions to Get e-mail updates when this information changes.  

Removal from Distribution List: Send mail to support@govdelivery.com.  

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201.  
To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov. 

Department of Homeland Security Disclaimer 
The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material.  
 

 

http://www.dhs.gov/IPDailyReport
mailto:cikr.productfeedback@hq.dhs.gov
http://www.dhs.gov/files/programs/editorial_0542.shtm
https://public.govdelivery.com/accounts/USDHS/subscriber/new?topic_id=USDHS_73
mailto:support@govdelivery.com
mailto:nicc@hq.dhs.gov
mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://www.dhs.gov/alerts
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