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Top Stories

North Dakota officials reported that crews contained around 16,800 gallons of oil that
spilled after a valve at an oil well on the Fort Berthold Indian Reservation near Killdeer
failed November 19. — Forum of Fargo-Moorhead (See item 1)

Florida health officials issued a health advisory for Lake Vivien and the Choctawhatchee
Bay in Shalimar November 21 after 2,800 gallons of sewage spilled following the overflow
of a wastewater manhole. — WJHG 7 Panama City/WECP 18 Panama City (See item 7)

The U.S. National Transportation Safety Board is investigating after a school bus
transporting 37 Woodmore Elementary School students overturned and crashed into a tree
in Chattanooga, Tennessee, November 21, killing 5 students and hospitalizing 12 others. —
Chattanooga Times Free Press (See item 11)

A fire at the Mike Raahauge Shooting Enterprises range in Corona, California, November
21 caused an estimated $2.5 million in damages and forced the facility to close until
November 25. — Los Angeles Times (See item 21)
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Enerqy Sector

1. November 21, Forum of Fargo-Moorhead — (North Dakota) Oil spill reported,
contained near Killdeer, N.D. The North Dakota Industrial Commission, Oil and Gas
Division reported that crews contained around 16,800 gallons of oil that spilled after a
valve at an oil well on the Fort Berthold Indian Reservation near Killdeer failed
November 19.

Source: http://www.inforum.com/news/4164187-oil-spill-reported-contained-near-
Killdeer-nd

Chemical Industry Sector

Nothing to report

Nuclear Reactors, Materials, and Waste Sector

2. November 20, Asbury Park Press — (New Jersey) Turbine fault shuts down Oyster
Creek power plant. Exelon Corp.’s Oyster Creek Nuclear Generating Station in Lacey
Township, New Jersey, shut down automatically November 20 due to a fault in the
plant’s turbine control system. Crews worked to repair and test the system before
returning it to service.

Source: http://www.app.com/story/news/local/land-environment/2016/11/20/turbine-
fault-shuts-down-oyster-creek-power-plant/94169596/

Critical Manufacturing Sector

Nothing to report

Defense Industrial Base Sector

Nothing to report

Financial Services Sector

Nothing to report

Transportation Systems Sector

3. November 22, Victorville Daily Press — (California) Head-on crash shuts down
Highway 395; three transported to local hospitals. A head-on collision injured 3
people and forced the closure of both directions of Highway 395 in Victorville,
California, for several hours November 21. The crash remains under investigation.
Source: http://www.vvdailypress.com/news/20161121/head-on-crash-shuts-down-
highway-395-three-transported-to-local-hospitals

4. November 19, WVEC 13 Hampton — (Virginia) Plane lands on belly, delays dozens of
flights at Norfolk airport. Dozens of incoming and outgoing flights at Norfolk
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International Airport in Virginia were diverted or delayed for 3 hours November 19
after a Malibu Piper Aircraft was forced to make an emergency landing at the airport
when the plane lost power immediately after takeoff. Crews removed the plane with a
crane and were working to clear the debris from the runway.

Source: http://www.13newsnow.com/news/local/mycity/norfolk/plane-lands-on-belly-
delays-dozens-of-flights-at-norfolk-international-airport/354080543

5. November 19, WPEC 12 West Palm Beach — (Florida) Lanes reopen after overturned
semi-truck shuts down 1-95. All northbound lanes of Interstate 95 in Hobe Sound,
Florida, reopened after being closed for several hours November 19 while crews
worked to clear the wreckage after a semi-truck overturned. HAZMAT crews
responded and cleaned up fuel that spilled during the crash.

Source: http://cbs12.com/news/local/overturned-semi-truck-shuts-downs-i-95

Food and Agriculture Sector

6. November 21, U.S. Food and Drug Administration — (National) Allergy alert issued
on mislabeled product for undeclared milk and soy in Heinz Homestyle Bistro Au
Jus Gravy. The Kraft Heinz Company issued a voluntary recall November 19 for
roughly 500 cases of its Heinz HomeStyle Bistro Au Jus Gravy products sold in 12-
ounce jars after it was discovered that some of the jars may be misbranded as Heinz
Pork Gravy and therefore may not indicate the presence of milk and soy. No consumer
complaints or illnesses have been reported and the products were distributed to retail
outlets nationwide.

Source: http://www.fda.gov/Safety/Recalls/ucm529981.htm

Water and Wastewater Systems Sector

7. November 22, WIJHG 7 Panama City/WECP 18 Panama City — (Florida) Health
advisories issued after 2,800-gallon sewage spill. Florida Department of Health
officials issued a health advisory for Lake Vivien, also known as Lake Clyde, and the
Choctawhatchee Bay in Shalimar November 21 after 2,800 gallons of sewage spilled at
the intersection of Bayshore Drive and Palm Boulevard following the overflow of a
wastewater manhole. Crews contained the spill and health officials reported that the
sewage did not contaminate any drinking water sources.

Source: http://www.wjhg.com/content/news/2800-gallons-of-sewage-spills--
402443886.html

8. November 21, WTAP 15 Parkersburg — (Ohio) Marietta under boil advisory as
Harmar water tank put back into service. Marietta, Ohio officials issued a boil water
advisory for the city November 21 while the 100,000 gallon Harmar Water Tank
returned to service after it was temporarily decommissioned in September to complete
repair work. Officials stated the advisory would continue through November 22,
Source: http://www.thenewscenter.tv/content/news/Harmar-water-tank-put-back-into-
service-402297285.html
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Healthcare and Public Health Sector

9.

10.

November 21, U.S. Food and Drug Administration — (National) Cantrell Drug
Company issues voluntary recall of select sterile drug products due to lack of
sterility assurance. Cantrell Drug Company issued a voluntary recall out of an
abundance of caution November 18 for select unexpired sterile drug products due to
lack of sterility assurance following an inspection at the company’s facility. The firm
has not received reports of adverse reactions and the products were distributed to health
care facilities nationwide.

Source: http://www.fda.gov/Safety/Recalls/ucm529776.htm

November 21, U.S. Food and Drug Administration — (National) Tri-Coast Pharmacy
Inc. voluntary recalling all sterile products prepared between May 17, 2016 and
November 17, 2016 due to concern over lack of sterility assurance. Tri-Coast
Pharmacy Inc. issued a voluntary recall November 18 for all of its unexpired sterile
products due to U.S. Food and Drug Administration concerns regarding the lack of
sterility assurance. There have been no reports of adverse reactions and the firm urged
consumers to discontinue the use of any products included in the recall.

Source: http://www.fda.gov/safety/recalls/ucm530154.htm

Government Facilities Sector

11.

12.

13.

November 22, Chattanooga Times Free Press — (Tennessee) 6 students in ICU after
school bus driver charged in crash that killed Woodmore Elementary students.
The U.S. National Transportation Safety Board is investigating after a school bus
transporting 37 Woodmore Elementary School students overturned and crashed into a
tree in Chattanooga, Tennessee, November 21, killing 5 students and hospitalizing 12
others. The driver was arrested and charged following the incident.

Source: http://www.timesfreepress.com/news/local/story/2016/nov/22/federal-
investigators-probe-crash-killed-mult/399118/

November 22, Softpedia — (International) US Government invites hackers to attack
US Army domains. The U.S. Department of Defense (DOD) and partner company
HackerOne reported November 22 that hackers can now register for the Hack the Army
bug bounty challenge, which will allow 500 security researchers to hack U.S. Army
domains and find unpatched vulnerabilities in exchange for a reward. DOD officials
reported the program concerns any public-facing Website that is owned, operated, or
controlled by the department, and is part of an effort to explore new security
approaches.

Source: http://news.softpedia.com/news/us-government-invites-hackers-to-attack-us-
army-domains-510418.shtml

November 22, Staunton News Leader — (Virginia) Wildfire spreads in national forest.
About 70 fire personnel worked November 22 to contain a roughly 2,700-acre wildfire
burning in the Mount Pleasant National Scenic Area of the George Washington and
Jefferson National Forest in Amherst County, Virginia. Crews began line construction
efforts to help contain the fire.
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Source: http://www.newsleader.com/story/news/local/2016/11/21/wildfire-george-
washington-national-forest/94218448/

14. November 22, WHKY 14 Hickory — (North Carolina) Wildfire at South Mountains
State Park reported to be 50% contained. Roughly 350 fire personnel reached 50
percent containment November 22 of the roughly 6,433-acre Chestnut Knob Fire
burning in the South Mountains State Park in North Carolina. Crews were assessing
potential damage to trail areas and stream crossings.

Source: http://www.whky.com/archive/item/13837-wildfire-at-south-mountains-state-
park-reported-to-be-50-contained#.WDRKA7IrKUI

15. November 22, Asheville Citizen-Times — (North Carolina) Chimney Rock reopens
Friday, Santa arrives Dec. 3. Officials reported that the Chimney Rock attraction at
Chimney Rock State Park in North Carolina will reopen November 25 after being
evacuated November 11 due to the roughly 7,100-acre Party Rock Fire burning in Lake
Lure. The Rumbling Bald section of the park remains closed while crews continue to
fight the fire.

Source: http://www.citizen-times.com/story/sports/outdoors/girls-gone-
outdoors/2016/11/21/chimney-rock-reopens-friday-santa-arrives/94235038/

16. November 21, Easton Express-Times — (Pennsylvania) Scrawled bomb threat causes
school evacuation. Classes were canceled at Lehigh Career and Technical Institute in
Schnecksville, Pennsylvania, November 21 after a student found a handwritten bomb
threat in the hallway of the school that prompted the evacuation of faculty and students
for roughly 2 hours. Authorities deemed the area safe after determining the threat was a
hoax.

Source: http://www.lehighvalleylive.com/lehigh-
county/index.ssf/2016/11/scrawled _bomb_threat causes_sc.html

Emergency Services Sector

17. November 21, Denver Post — (Colorado) Former chief of Sterling, Eagle fire
departments pleads guilty to theft, official misconduct. The former chief of the
Sterling Fire Department in Colorado pleaded guilty November 17 to stealing over
$20,000 from the department after he was accused of stealing more than $120,000
between 2010 and 2015 and using the money for personal expenses. The theft was
discovered after Sterling city officials noticed bookkeeping inconsistencies and missing
firefighting equipment after the former chief left the department in April 2016.

Source: http://www.denverpost.com/2016/11/21/former-chief-sterling-eagle-fire-
departments-pleads-qguilty-theft-official-misconduct/

Information Technoloqy Sector

18. November 22, SecurityWeek — (International) Office 365 flaw made fake Microsoft
emails look legitimate. A Turkey-based security researcher discovered a flaw in
Microsoft Office 365 that could be exploited by attackers to send malicious emails and
make them appear as if they were sent from a legitimate microsoft.com email address
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19.

after a test of different email services’ spam filters found that some of his phishing
emails that were marked as valid came from a spoofed microsoft.com address and were
forwarded through Outlook 365 to the Yandex email service. Additional testing found
that Gmail also accepted the spoofed microsoft.com emails that were forwarded from
Outlook as legitimate.

Source: http://www.securityweek.com/office-365-flaw-made-fake-microsoft-emails-
look-legitimate

November 21, SecurityWeek — (International) Code execution flaws patched in HDF5
library. The HDF Group released version 1.8.18 of its HDF5 library after researchers
from Cisco’s Talos Vulnerability Development Team discovered the library was
plagued with a total of 4 local heap-buffer overflow flaws that could allow an attacker
to execute arbitrary code in the context of the application using the library if they trick
a victim into opening a maliciously crafted file. The vulnerabilities are the result of a
failure to check if the number of dimensions for an array from a file is within bounds,
failure to check if certain message types support a specific flag, and insufficient
handling of select values in memory when parsing a Hierarchical Date Format (HDF)
file, among other failures.

Source: http://www.securityweek.com/code-execution-flaws-patched-hdf5-library

For another story, see item 12

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org

Communications Sector

Nothing to report

Commercial Facilities Sector

20.

21.

November 22, WGNO 26 New Orleans — (Louisiana) Back to back fires gut
Buttermilk Drop Bakery. The Buttermilk Drop Bakery & Cafe in New Orleans was
destroyed following 2 fires November 21 — November 22, including a 2-alarm blaze
that engulfed the entire facility and took firefighting crews approximately 3 hours to
control. No injuries were reported in the two fires and the cause of the second fire
remains under investigation.

Source: http://wgno.com/2016/11/22/back-to-back-fires-gut-buttermilk-drop-bakery/

November 21, Los Angeles Times — (California) Firefighters take cover when
ammunition explodes during blaze at Corona shooting range. A fire at the Mike
Raahauge Shooting Enterprises range in Corona, California, November 21 caused an
estimated $2.5 million in damages and forced the facility to close until November 25.
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The cause of the fire remains under investigation.
Source: http://www.latimes.com/local/lanow/la-me-In-raahauges-shooting-range-fire-
20161121-story.html

Dams Sector

Nothing to report
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Department of Homeland Security (DHS)
DHS Daily Open Source Infrastructure Report Contact Information

About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday
through Friday] summary of open-source published information concerning significant critical
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport

Contact Information

Content and Suggestions: Send mail to cikr.productfeedback@hg.dhs.gov or contact the DHS
Daily Report Team at (703) 942-8590

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow
instructions to Get e-mail updates when this information changes.

Removal from Distribution List: Send mail to support@govdelivery.com.

Contact DHS

To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@hqg.dhs.gov or (202) 282-9201.

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit
their Web page at www.us-cert.gov.

Department of Homeland Security Disclaimer

The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source
material.
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