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Top Stories 

• Mazda Motor Corporation issued a recall November 15 for 69,477 of its model years 2004 
– 2008 Mazda RX-8 vehicles sold in the U.S. due to a problem affecting the fuel pump’s 
sealing rings. – TheCarConnection.com (See item 2)  
 

• A disbarred Tulsa County, Oklahoma attorney pleaded guilty November 15 after he 
embezzled $587,000 from probate estate accounts at the Bank of Oklahoma from August 
2012 – October 2015. – KOTV 6 Tulsa (See item 3)  

 

• Three men were indicted November 15 for their alleged involvement in a more than $5 
million investment scam where the trio persuaded investors to funnel funds into a new 
social media platform they created. – Huntington Patch (See item 4)  

 

• Tennessee officials reported November 15 that code orange air quality alerts remain in 
effect for several regions across the State due to poor air quality stemming from 67 
wildfires that have burned a total of 15,914 acres. – WKRN 2 Nashville (See item 17)  
 

 
Fast Jump Menu 

PRODUCTION INDUSTRIES SERVICE INDUSTRIES 
• Energy  • Financial Services  
• Chemical  • Transportation Systems  
• Nuclear Reactors, Materials, and Waste  • Information Technology  
• Critical Manufacturing  • Communications  
• Defense Industrial Base  • Commercial Facilities  
• Dams  FEDERAL and STATE 
SUSTENANCE and HEALTH  • Government Facilities  
• Food and Agriculture  • Emergency Services  
• Water and Wastewater Systems  
• Healthcare and Public Health  

 



 - 2 - 

Energy Sector 

1. November 15, KCAU 9 Sioux City – (Iowa) Gas leak shuts down 6-8 block area in 
Estherville. Up to an 8-block area of Estherville, Iowa, was shutdown overnight 
November 15 – November 16 while Black Hills Energy crews worked to repair a 4-
inch natural gas line that was cut by a drilling crew November 15. One area home was 
evacuated, and the Demoney Elementary School and gym at Iowa Lakes Community 
College were also evacuated as a precaution. 
Source: http://www.siouxlandmatters.com/news/local-news/gas-leak-shuts-down-6-8-
block-area-in-estherville  
 

Chemical Industry Sector 

 Nothing to report 
 
Nuclear Reactors, Materials, and Waste Sector 

 Nothing to report 
 
Critical Manufacturing Sector 

2. November 15, TheCarConnection.com – (National) 2004-2008 Mazda RX-8 recalled 
for fire risk: nearly 70,000 U.S. vehicles affected. Mazda Motor Corporation issued a 
recall November 15 for 69,477 of its model years 2004 – 2008 Mazda RX-8 vehicles 
sold in the U.S. due to an issue with the fuel pump’s sealing rings, which can 
deteriorate over time when exposed to high temperatures and cause the pumps to leak 
fuel, thereby creating a fire hazard. Mazda has confirmed seven incidences of the 
sealing rings failing. 
Source: http://www.thecarconnection.com/news/1107294_2004-2008-mazda-rx-8-
recalled-for-fire-risk-nearly-70000-u-s-vehicles-affected 

 
Defense Industrial Base Sector 

Nothing to report 
 

Financial Services Sector 

3. November 15, KOTV 6 Tulsa – (Oklahoma) Former Tulsa attorney pleads guilty to 
embezzling almost $600K. A disbarred Tulsa County, Oklahoma attorney pleaded 
guilty November 15 after he embezzled $587,000 from probate estate accounts at the 
Bank of Oklahoma from August 2012 – October 2015 by illegally using checks made 
out to himself, diverting funds from the probate estates, and depositing the checks into 
his business and personal accounts to use for personal expenses.                                                                                                     
Source: http://www.newson6.com/story/33718591/former-tulsa-attorney-pleads-guilty-
to-embezzling-almost-600k  

4. November 15, Huntington Patch – (National) 2 Long Island men among trio charged 

http://www.siouxlandmatters.com/news/local-news/gas-leak-shuts-down-6-8-block-area-in-estherville
http://www.siouxlandmatters.com/news/local-news/gas-leak-shuts-down-6-8-block-area-in-estherville
http://www.thecarconnection.com/news/1107294_2004-2008-mazda-rx-8-recalled-for-fire-risk-nearly-70000-u-s-vehicles-affected
http://www.thecarconnection.com/news/1107294_2004-2008-mazda-rx-8-recalled-for-fire-risk-nearly-70000-u-s-vehicles-affected
http://www.newson6.com/story/33718591/former-tulsa-attorney-pleads-guilty-to-embezzling-almost-600k
http://www.newson6.com/story/33718591/former-tulsa-attorney-pleads-guilty-to-embezzling-almost-600k
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in $5M investment scam: DA. Three men were indicted November 15 for their 
alleged involvement in a more than $5 million investment scam where the trio 
persuaded investors to funnel funds into a new social media platform they created that 
was purportedly sponsored by Staples, Inc. and Myspace.com. The charges allege that 
the trio used the proceeds to cover personal expenses and the supposed business 
relationship with Staples and Myspace could not be verified. 
Source: http://patch.com/new-york/huntington/huntington-man-among-3-charged-5m-
investment-scam-da  

 
Transportation Systems Sector 

5. November 16, WFTV 9 Orlando – (Florida) CSX works to clear rail cars from tracks 
after 2-train derailment in Citra. A CSX Transportation spokesperson reported that 2 
of its freight trains collided in the Citra area of Marion County, Florida, November 15, 
causing multiple rail cars to derail and spilling diesel fuel. Officials were assessing the 
situation and working to determine the cause of the collision and the number of cars 
that derailed.  
Source: http://www.wftv.com/news/local/trains-collide-in-marion-county-causes-3000-
gallon-fuel-spill-officials-say/467733031 
 

6. November 16, KNIA 1320 AM Knoxville/KRLS 92.1 FM Pella – (Iowa) Name released 
of person killed in rollover crash on Highway 163. Highway 163 in Marion County, 
Iowa, was closed for 3 hours November 15 following a single-vehicle rollover crash 
that killed 1 person and injured 2 others.  
Source: http://kniakrls.com/2016/11/name-released-of-person-killed-in-rollover-crash-
on-highway-163/ 
 

7. November 16, KTLA 5 Los Angeles – (California) Overturned big rig temporarily 
blocks 5 Freeway in Santa Clarita; driver suspected of DUI. Two lanes of the 
southbound 5 Freeway in Santa Clarita, California, were closed for several hours 
November 15 – November 16 after a semi-truck overturned and spilled its load on the 
roadway.  The driver suffered minor injuries. 
Source: http://ktla.com/2016/11/15/big-rig-on-its-side-blocking-lanes-in-of-5-freeway-
in-santa-clarita-officials-search-for-driver/ 
 

8. November 16, Alaska Dispatch News – (Alaska) Man dies in crash on outbound 
Glenn Highway.  One person was killed and several others were injured November 15 
following a 4-vehicle collision on Glenn Highway in Anchorage, Alaska, that prompted 
the closure of the roadway for several hours. 
Source: https://www.adn.com/alaska-news/2016/11/15/outbound-glenn-highway-
closed-due-to-fatal-car-crash-police-say/ 
 

9. November 15, WBTS 8 Boston – (Massachusetts) MBTA: 2 hurt in crash between 
Silver Line bus and vehicle in Boston. Officials are investigating the cause of a 
collision involving a Massachusetts Bay Transportation Authority (MBTA) Silver Line 
bus and another vehicle at the intersection of William E. Mullins Way and Washington 
Street in Boston November 15. Two passengers were sent to an area hospital with 

http://patch.com/new-york/huntington/huntington-man-among-3-charged-5m-investment-scam-da
http://patch.com/new-york/huntington/huntington-man-among-3-charged-5m-investment-scam-da
http://www.wftv.com/news/local/trains-collide-in-marion-county-causes-3000-gallon-fuel-spill-officials-say/467733031
http://www.wftv.com/news/local/trains-collide-in-marion-county-causes-3000-gallon-fuel-spill-officials-say/467733031
http://kniakrls.com/2016/11/name-released-of-person-killed-in-rollover-crash-on-highway-163/
http://kniakrls.com/2016/11/name-released-of-person-killed-in-rollover-crash-on-highway-163/
http://ktla.com/2016/11/15/big-rig-on-its-side-blocking-lanes-in-of-5-freeway-in-santa-clarita-officials-search-for-driver/
http://ktla.com/2016/11/15/big-rig-on-its-side-blocking-lanes-in-of-5-freeway-in-santa-clarita-officials-search-for-driver/
https://www.adn.com/alaska-news/2016/11/15/outbound-glenn-highway-closed-due-to-fatal-car-crash-police-say/
https://www.adn.com/alaska-news/2016/11/15/outbound-glenn-highway-closed-due-to-fatal-car-crash-police-say/
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injuries.  
Source: http://www.nbcboston.com/news/local/MBTA-2-Hurt-in-Crash-Between-
Silver-Line-Bus-and-Vehicle-in-Boston-401336635.html 
 

10. November 15, KRCR 7 Redding/Chico – (California) Highway 299 remains closed 
due to active rock slide. California State Route 299 near Big Bar remained closed 
November 15 after an active rock slide forced the shutdown of the road November 14. 
Source: http://www.krcrtv.com/north-coast-news/eureka-news/trinity/rockslide-closes-
state-route-299-in-trinity-county/161130149 

Food and Agriculture Sector 

11. November 15, U.S. Food and Drug Administration – (National) 4C Foods Corp. 
voluntarily recalls 4C Grated Cheese, Homestyle Grated Cheese, and Cento 
Grated Cheese Brands net wt. 6 oz glass jars because of possible health risk. 4C 
Foods Corp. issued a voluntary recall November 15 for its 4C Grated Cheese, 
Homestyle Grated Cheese, and Cento Grated Cheese Brand products sold in 6-ounce 
jars after Federal testing revealed the products had the potential to be contaminated 
with Salmonella. No illnesses have been reported and the products were distributed 
nationwide.                                         
Source: http://www.fda.gov/Safety/Recalls/ucm529342.htm  
 

12. November 15, U.S. Department of Agriculture – (California) Piccadilly Fine Foods 
recalls Beef Shepherd’s Pie due to misbranding and undeclared allergens. 
Piccadilly Fine Foods issued a recall November 15 for roughly 144 pounds of its “Beef 
Shepherd’s Pie with Vegetables, Made with Beef Chuck Steak” products sold in 8- 
ounce packages due to mislabeling and undeclared anchovies after Federal inspectors 
discovered that the product label failed to declare that the products were made with 
Worcestershire sauce that contains anchovies. No illnesses or adverse reactions have 
been reported and the products were shipped to retail establishments in California. 
Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-
alerts/recall-case-archive/archive/2016/recall-107-2016-release  

 
Water and Wastewater Systems Sector 

13. November 16, WMBB 13 Panama City – (Florida) Woman accused of tampering with 
wastewater systems. A resident of Panama City, Florida, was charged the week of 
November 14 for allegedly tampering with and shutting off the power at several Bay 
County wastewater system sites, including the Panama City Beach Sewage facility.  
Source: http://www.mypanhandle.com/news/woman-accused-of-tampering-with-
wastewater-systems  

 
Healthcare and Public Health Sector 

 Nothing to report 

http://www.nbcboston.com/news/local/MBTA-2-Hurt-in-Crash-Between-Silver-Line-Bus-and-Vehicle-in-Boston-401336635.html
http://www.nbcboston.com/news/local/MBTA-2-Hurt-in-Crash-Between-Silver-Line-Bus-and-Vehicle-in-Boston-401336635.html
http://www.krcrtv.com/north-coast-news/eureka-news/trinity/rockslide-closes-state-route-299-in-trinity-county/161130149
http://www.krcrtv.com/north-coast-news/eureka-news/trinity/rockslide-closes-state-route-299-in-trinity-county/161130149
http://www.fda.gov/Safety/Recalls/ucm529342.htm
http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2016/recall-107-2016-release
http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2016/recall-107-2016-release
http://www.mypanhandle.com/news/woman-accused-of-tampering-with-wastewater-systems
http://www.mypanhandle.com/news/woman-accused-of-tampering-with-wastewater-systems
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Government Facilities Sector 

14. November 16, WGCL 46 Atlanta – (Georgia) Rough Ridge fire burns more than 
23,000 acres. More than 200 fire crews reached 30 percent containment November 15 
of the Rough Ridge Fire, which has burned through over 23,000 acres in the Cohutta 
Wilderness within the Chattahoochee National Forest in Fannin County, Georgia. 
Officials reported that a lightning strike sparked the fire.  
Source: http://www.wtvm.com/story/33719304/rough-ridge-fire-burns-more-than-
23000-acres 
 

15. November 15, Middletown Times Herald-Record – (New York) Wildfire burns 440 
acres in Harriman State Park. About 50 New York State Department of 
Environmental Conservation personnel reached 90 percent containment November 15 
of a 440-acre wildfire burning on the Orange County side of Harriman State Park. 
Crews also reached full containment of the 100-acre Pine Meadow Fire burning on the 
Rockland County side of the State park. 
Source: http://www.recordonline.com/news/20161115/wildfire-burns-440-acres-in-
harriman-state-park 
 

16. November 15, Associated Press – (New Hampshire) Brush fire in national forest 50 
percent contained. Crews reached 50 percent containment November 15 of a 327-acre 
fire burning in the White Mountain National Forest in New Hampshire. No structures 
are threatened or have been lost as a result of the fire.  
Source: http://www.caledonianrecord.com/news/regional/brush-fire-in-national-forest-
percent-contained/article_ab21ff6a-4b7d-5512-ae77-e61f9f79c692.html 
 

17. November 15, WKRN 2 Nashville – (Tennessee) More than 60 wildfires still burn in 
Tennessee; arson suspected in nearly half. Tennessee officials reported November 15 
that code orange air quality alerts remain in effect for several regions across the State 
due to poor air quality stemming from 67 wildfires that have burned a total of 15,914 
acres. The Tennessee Department of Health stated that more than 200 residents in 
Chattanooga have been hospitalized due to breathing difficulties related to the fires. 
Source: http://wkrn.com/2016/11/15/more-than-60-wildfires-still-burning-in-tennessee/ 
 

18. November 15, WPIX 11 New York – (New Jersey) School bus driver killed after fiery 
head-on collision with van in Colts Neck, NJ. A school bus driver was killed and a 
student was transported to the hospital November 15 after a vehicle traveling eastbound 
on Phalanx Road in Colts Neck, New Jersey, struck the school bus head-on, causing the 
bus to catch fire. The collision remains under investigation. 
Source: http://pix11.com/2016/11/15/1-injured-after-school-bus-collides-with-mini-
van-in-colts-neck-nj/ 
 

19. November 15, KXAS 5 Fort Worth – (Texas) 5 treated after school bus crash in 
Tarrant County. A school bus en route to Brewer High School in Fort Worth, Texas, 
was involved in a crash with another vehicle near the intersection of West Loop 820 
and Clifford Street November 15. Five people including three students were injured.  
Source: http://www.nbcdfw.com/news/local/5-Injured-in-Fort-Worth-School-Bus-

http://www.wtvm.com/story/33719304/rough-ridge-fire-burns-more-than-23000-acres
http://www.wtvm.com/story/33719304/rough-ridge-fire-burns-more-than-23000-acres
http://www.recordonline.com/news/20161115/wildfire-burns-440-acres-in-harriman-state-park
http://www.recordonline.com/news/20161115/wildfire-burns-440-acres-in-harriman-state-park
http://www.caledonianrecord.com/news/regional/brush-fire-in-national-forest-percent-contained/article_ab21ff6a-4b7d-5512-ae77-e61f9f79c692.html
http://www.caledonianrecord.com/news/regional/brush-fire-in-national-forest-percent-contained/article_ab21ff6a-4b7d-5512-ae77-e61f9f79c692.html
http://wkrn.com/2016/11/15/more-than-60-wildfires-still-burning-in-tennessee/
http://pix11.com/2016/11/15/1-injured-after-school-bus-collides-with-mini-van-in-colts-neck-nj/
http://pix11.com/2016/11/15/1-injured-after-school-bus-collides-with-mini-van-in-colts-neck-nj/
http://www.nbcdfw.com/news/local/5-Injured-in-Fort-Worth-School-Bus-Crash-MedStar-401277136.html
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Crash-MedStar-401277136.html 
  
 For another story, see item 1 

 
Emergency Services Sector 

 Nothing to report 
 
Information Technology Sector 

20. November 16, SecurityWeek – (International) Symantec patches DLL hijacking flaw 
in enterprise products. Symantec released updates to resolve a dynamic-link library 
(DLL) flaw affecting its IT Management Suite (ITMS) 8.0, Ghost Solution Suite (GSS) 
3.1, and Endpoint Virtualization (SEV) 7.x products, which could cause a rogue DLL 
file to be loaded by the software before the legitimate file, leading to arbitrary code 
execution, potentially with elevated privileges, as the affected products do not use an 
absolute path when loading DLL files during reboot or boot-up. 
Source: http://www.securityweek.com/symantec-patches-dll-hijacking-flaw-enterprise-
products 
 

21. November 16, SecurityWeek – (International) Serious flaws found in Lynxspring 
SCADA product. The Industrial Control Systems Cyber Emergency Response Team 
(ICS-CERT) published an advisory that revealed versions 1.1.8 and earlier of 
Lynxspring’s JENEsys building operating system, the BAS Bridge, is affected by four 
remotely-exploitable vulnerabilities after a security researcher discovered a flaw that 
could allow an attacker with read-only access to send maliciously crafted commands to 
the application and make changes within the app. The researcher also found a flaw that 
can be exploited to access a system without authentication by using a hardcoded 
username with no password, as well as a cross-site request forgery (CSRF) 
vulnerability that could allow an attacker to carry out various malicious actions if they 
convince a user into accessing a maliciously crafted link, among other flaws. 
Source: http://www.securityweek.com/serious-flaws-found-lynxspring-scada-product 
 

22. November 15, SecurityWeek – (International) Shazam for Mac keeps listening even 
when disabled. Synack security researchers reported that malware could silently spy 
on Apple Mac OS X users through the device’s Webcam and microphone by 
piggybacking on legitimate applications that utilize those components, such as the 
Shazam music discovery app, FaceTime, and Skype after finding that the Mac version 
of Shazam does not deactivate the device’s microphone once the user switches off the 
app. The researcher warned malware could leverage this flaw to capture audio from a 
device’s microphone without initiating a recording. 
Source: http://www.securityweek.com/shazam-mac-keeps-listening-even-when-
disabled 

 
 

http://www.nbcdfw.com/news/local/5-Injured-in-Fort-Worth-School-Bus-Crash-MedStar-401277136.html
http://www.securityweek.com/symantec-patches-dll-hijacking-flaw-enterprise-products
http://www.securityweek.com/symantec-patches-dll-hijacking-flaw-enterprise-products
http://www.securityweek.com/serious-flaws-found-lynxspring-scada-product
http://www.securityweek.com/shazam-mac-keeps-listening-even-when-disabled
http://www.securityweek.com/shazam-mac-keeps-listening-even-when-disabled
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Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: http://www.it-isac.org  

 
Communications Sector 

 Nothing to report 
 
Commercial Facilities Sector 

 Nothing to report 
 
Dams Sector 

 Nothing to report 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 

mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://www.it-isac.org/
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Department of Homeland Security (DHS)  
DHS Daily Open Source Infrastructure Report Contact Information 

 
About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday 
through Friday] summary of open-source published information concerning significant critical 
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on 
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport 

Contact Information 
Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS 

Daily Report Team at (703) 942-8590  

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 
instructions to Get e-mail updates when this information changes.  

Removal from Distribution List: Send mail to support@govdelivery.com.  

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201.  
To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov. 

Department of Homeland Security Disclaimer 
The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material.  
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