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Daily Open Source Infrastructure Report 
15 November 2016 

 
Top Stories 

• Mitsubishi Motors Corporation issued a recall November 10 for 194,616 of its model years 
2007 – 2015 Mitsubishi Outlander and Outlander Sport crossover vehicles due to separate 
issues affecting the vehicles’ windshield wipers. – TheCarConnection.com (See item 1)  
 

• A co-owner of Houston-based Fiango Home Healthcare Inc. was convicted November 10 
for her role in a $13 million Medicare fraud and money laundering scheme. – U.S. 
Department of Justice (See item 15)  

 

• About 1,400 firefighters worked November 13 to contain over a dozen wildfires that have 
scorched roughly 34,000 acres in the North Carolina mountains. – WNCN 17 Goldsboro; 
Associated Press (See item 16)  

 

• Nearly 60 firefighters worked November 14 to contain a 3-alarm fire at a construction site 
in the South End neighborhood of Charlotte, North Carolina, that caused $2 million in 
damages. – WSOC 9 Charlotte (See item 22)  
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Energy Sector 

 See items 3 and 26 
 
Chemical Industry Sector 

 See item 26 
 
Nuclear Reactors, Materials, and Waste Sector 

 Nothing to report 
 
Critical Manufacturing Sector 

1. November 10, TheCarConnection.com – (National) Mitsubishi Outlander, Outlander 
Sport recalled for windshield wiper woes: 195,000 vehicles affected. Mitsubishi 
Motors Corporation issued a recall November 10 for 194,616 of its model years 2007 – 
2015 Mitsubishi Outlander and Outlander Sport crossover vehicles sold in the U.S. due 
to separate issues affecting the vehicles’ windshield wipers, both of which can lead to 
corrosion, thereby preventing the windshield wipers from working properly. 
Source: http://www.thecarconnection.com/news/1107199_mitsubishi-outlander-
outlander-sport-recalled-for-windshield-wiper-woes-195000-vehicles-affected  
 

2. November 10, U.S. Department of Labor – (Ohio) Fuyao America Glass racks up 
$227K in OSHA penalties following six complaint inspections at Ohio auto glass 
plant in 2016. The Occupational Safety and Health Administration cited Fuyao Glass 
America Inc. with a total of 23 serious safety violations and 1 other-than-serious 
violation November 10 after complaints of unsafe working conditions prompted 8 
separate Federal inspections at the Moraine, Ohio facility which revealed multiple 
machine safety violations that exposed workers to amputation and electrical hazards, 
and found that the company failed to provide personal protective equipment, among 
other violations. Proposed penalties total $226,937. 
Source: 
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEA
SES&p_id=33396  
 

3. November 10, SecurityWeek – (International) IoT worm could hack all smart lights 
in a city. Researchers from the Weizmann Institute of Science in Israel and Dalhousie 
University in Canada demonstrated that an Internet of Things (IoT) worm targeting 
Philips Hue smart light bulbs could cause significant disruptions and outages to lighting 
systems in a city due to an issue related to the ZLL Touchlink protocol. The worm 
relies on the ZigBEE wireless technology to spread form one smart lamp to another, 
and enables the attacker to switch the smart bulbs on or off, permanently brick them, or 
abuse them for large-scale distributed denial-of-service (DDoS) attacks. 
Source: http://www.securityweek.com/iot-worm-could-hack-all-smart-lights-city 

 
 For another story, see item 26 

http://www.thecarconnection.com/news/1107199_mitsubishi-outlander-outlander-sport-recalled-for-windshield-wiper-woes-195000-vehicles-affected
http://www.thecarconnection.com/news/1107199_mitsubishi-outlander-outlander-sport-recalled-for-windshield-wiper-woes-195000-vehicles-affected
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=33396
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=33396
http://www.securityweek.com/iot-worm-could-hack-all-smart-lights-city


 - 3 - 

Defense Industrial Base Sector 

Nothing to report 
 
Financial Services Sector 

 Nothing to report 
 
Transportation Systems Sector 

4. November 14, Philomath Express – (Oregon) Toledo woman killed, Philomath teens 
survive Highway 20 crash. Highway 20 near Toledo, Oregon, was closed for several 
hours November 11 following a 2-vehicle collision that killed 1 person and injured 3 
others.  
Source: http://www.gazettetimes.com/philomathexpress/local/toledo-woman-killed-
philomath-teens-survive-highway-crash/article_f89fe001-5a2e-5d1f-b728-
c0e178f6071a.html 
 

5. November 13, San Jose Mercury News – (California) Saratoga: 1 teen dead, 2 injured 
in fiery Highway 9 crash. One person was killed and 2 others were injured November 
11 after their vehicle ran off Highway 9 in Saratoga, California, crashed into a tree, and 
ignited, prompting the closure of the highway for more than 3 hours.  
Source: http://www.mercurynews.com/2016/11/12/saratoga-crash-1-dead-2-injured-on-
highway-9/ 
 

6. November 12, WDRB 41 Louisville – (Kentucky) Crews respond to 22-car train 
derailment in Hardin County. Authorities are investigating after 22 cars of a CSX 
train derailed along Highway 434 in Hardin County, Kentucky, November 12, causing 
plastic pellets to spill on the tracks and prompting officials to close Highway 434 
between Joe Prather Highway to Happy Hollow Road until at least November 14. No 
injuries were reported. 
Source: http://www.wdrb.com/story/33693038/crews-respond-to-16-car-train-
derailment-in-hardin-county 
 

7. November 12, Prescott Daily Courier – (Arizona) Child dies in Highway 89 accident. 
Both directions of Arizona State Route 89 from Road 5 North to Old Highway 89 in 
Chino Valley, Arizona, were closed for several hours November 11 after a pedestrian 
was fatally struck by a vehicle. The incident remains under investigation. 
Source: http://www.dcourier.com/news/2016/nov/12/fatal-accident-shuts-down-
highway-89-chino-valley/ 
 

8. November 11, East Bay Times – (California) Martinez: Man killed in Highway 4 
collision. Highway 4 between Martinez and Hercules, California, was closed for more 
than 2 hours November 11 following a 2-vehicle collision that caused 1 vehicle to run 
off the roadway and overturn. One person was killed.  
Source: http://www.eastbaytimes.com/2016/11/11/contra-costa-county-fatal-crash-on-
highway-4-west-of-martinez/ 

http://www.gazettetimes.com/philomathexpress/local/toledo-woman-killed-philomath-teens-survive-highway-crash/article_f89fe001-5a2e-5d1f-b728-c0e178f6071a.html
http://www.gazettetimes.com/philomathexpress/local/toledo-woman-killed-philomath-teens-survive-highway-crash/article_f89fe001-5a2e-5d1f-b728-c0e178f6071a.html
http://www.gazettetimes.com/philomathexpress/local/toledo-woman-killed-philomath-teens-survive-highway-crash/article_f89fe001-5a2e-5d1f-b728-c0e178f6071a.html
http://www.mercurynews.com/2016/11/12/saratoga-crash-1-dead-2-injured-on-highway-9/
http://www.mercurynews.com/2016/11/12/saratoga-crash-1-dead-2-injured-on-highway-9/
http://www.wdrb.com/story/33693038/crews-respond-to-16-car-train-derailment-in-hardin-county
http://www.wdrb.com/story/33693038/crews-respond-to-16-car-train-derailment-in-hardin-county
http://www.dcourier.com/news/2016/nov/12/fatal-accident-shuts-down-highway-89-chino-valley/
http://www.dcourier.com/news/2016/nov/12/fatal-accident-shuts-down-highway-89-chino-valley/
http://www.eastbaytimes.com/2016/11/11/contra-costa-county-fatal-crash-on-highway-4-west-of-martinez/
http://www.eastbaytimes.com/2016/11/11/contra-costa-county-fatal-crash-on-highway-4-west-of-martinez/
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 For additional stories, see items 22 and 26 

Food and Agriculture Sector 

9. November 14, U.S. Department of Agriculture – (Illinois; Indiana; Missouri) Schnuck 
Markets Inc. recalls ready-to-eat chicken breast products that may be 
undercooked. Schnuck Markets Inc. issued a recall November 12 for roughly 62 
pounds of its ready-to-eat “Butter Garlic Marinated Grilled Chicken Breast” products 
after an internal investigation into a consumer complaint revealed that the chicken 
products may be undercooked. No adverse reactions have been reported and the 
products were shipped to 26 Schnuck retail locations in Missouri, Illinois, and Indiana.  
Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-
alerts/recall-case-archive/archive/2016/recall-106-2016-release  
 

10. November 11, U.S. Food and Drug Administration – (National) Agave Dream recalls 
several flavors of ice creams in pint size containers because of possible health risk. 
Agave Dream issued a recall November 10 for its ice cream products sold in 5 
variations after Federal personnel discovered samples that tested positive for Listeria 
monocytogenes in the facility of the firm’s contract manufacturer, Dr. Bob’s of Upland, 
LLC, and in finished product of another firm’s brand also manufactured at Dr. Bob’s. 
No illnesses have been reported and the products were distributed via retail outlets 
nationwide.  
Source: http://www.fda.gov/Safety/Recalls/ucm528981.htm  
 

11. November 11, U.S. Food and Drug Administration – (National) Free2b Foods issues 
allergy alert on undeclared milk ingredient in chocolate Sun Cups. Free2b Foods 
issued a recall November 10 for its chocolate Sun Cups products sold in single cup and 
double cup-packages due to the potential presence of undeclared milk ingredients in the 
products. One adverse reaction has been reported and the products were distributed via 
retail outlets nationwide.  
Source: http://www.fda.gov/Safety/Recalls/ucm529000.htm 
 

12. November 10, U.S. Food and Drug Administration – (National) Chocolate Shoppe Ice 
Cream Company expands recall of select products containing chocolate chip 
cookie dough pieces purchased from outside supplier Aspen Hills due to possible 
health risk. Chocolate Shoppe Ice Cream Company, Inc. expanded a previous recall 
November 10 for select ice cream products due to potential Listeria monocytogenes 
contamination in a chocolate chip cookie dough ingredient supplied by Aspen Hills, 
Inc. The products were distributed to various ice cream shops, via the Internet, and to 
limited grocery establishments nationwide.  
Source: http://www.fda.gov/Safety/Recalls/ucm528929.htm 

 
 For another story, see item 26 
 

http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2016/recall-106-2016-release
http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2016/recall-106-2016-release
http://www.fda.gov/Safety/Recalls/ucm528981.htm
http://www.fda.gov/Safety/Recalls/ucm529000.htm
http://www.fda.gov/Safety/Recalls/ucm528929.htm
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Water and Wastewater Systems Sector 

13. November 14,  KAFF 92.9 FM Flagstaff – (Arizona) Water boil order issued for 
Doney Park. Coconino County, Arizona officials issued a boil water advisory 
November 14 for Doney Park following the discovery of E.coli in the town’s water 
supply November 9. Crews are working to chlorinate and perform tests on the system.                                                                                                         
Source: https://gcmaz.com/water-boil-order-issued-for-doney-park/  

14. November 14, WXYZ 7 Detroit – (Michigan) Boil water advisory issued for Troy and 
Rochester Hills after 7-foot water main break. Officials issued a boil water advisory 
November 13 for Troy and Rochester Hills, Michigan, following a 7-foot water main 
break. The cause of the water main break remains under investigation. 
Source: http://www.wxyz.com/homepage-showcase/84-inch-water-main-break-in-troy-
residents-with-low-or-no-water-pressure  

 
 For another story, see item 26 
 
Healthcare and Public Health Sector 

15. November 11, U.S. Department of Justice – (Texas) Jury convicts home health 
agency owner in $13 million Medicare fraud conspiracy. A co-owner of Houston-
based Fiango Home Healthcare Inc. was convicted November 10 for her role in a $13 
million Medicare fraud and money laundering scheme where she and co-conspirators 
submitted fraudulent claims to Medicare for home-health services that were medically 
unnecessary or not provided, paid illicit kickbacks to physicians in exchange for 
authorizing the home-health services for Medicare beneficiaries, and used the money 
Medicare paid for the claims to pay kickbacks to patient recruiters for referring 
Medicare beneficiaries for services from February 2006 – June 2015. The group also 
falsified medical records to show that the Medicare beneficiaries qualified for and 
received Fiango’s home-health services.  
Source: https://www.justice.gov/opa/pr/jury-convicts-home-health-agency-owner-13-
million-medicare-fraud-conspiracy 

Government Facilities Sector 

16. November 14, WNCN 17 Goldsboro; Associated Press – (North Carolina) 1,400 
firefighters battle NC mountain wildfires that now top 33,000 acres. About 1,400 
firefighters worked November 13 to contain over a dozen wildfires that have scorched 
roughly 34,000 acres in the North Carolina mountains. Officials issued an evacuation 
order for part of Chimney Rock in Rutherford County near Lake Lure and mandatory 
evacuation orders remain in place for five other counties across the State.  
Source: http://wncn.com/2016/11/13/no-rain-for-nc-mountains-as-1400-firefighters-
battle-wildfires-exceeding-33000-acres/ 
 

17. November 13, WXIA 11 Atlanta – (Georgia) Rough Ridge fire now approaching 
17,000 acres. U.S. Forest Service officials reported November 13 the Rough Ridge 
Fire burning inside the Cohutta Wilderness area of the Chattahoochee National Forest 

https://gcmaz.com/water-boil-order-issued-for-doney-park/
http://www.wxyz.com/homepage-showcase/84-inch-water-main-break-in-troy-residents-with-low-or-no-water-pressure
http://www.wxyz.com/homepage-showcase/84-inch-water-main-break-in-troy-residents-with-low-or-no-water-pressure
https://www.justice.gov/opa/pr/jury-convicts-home-health-agency-owner-13-million-medicare-fraud-conspiracy
https://www.justice.gov/opa/pr/jury-convicts-home-health-agency-owner-13-million-medicare-fraud-conspiracy
http://wncn.com/2016/11/13/no-rain-for-nc-mountains-as-1400-firefighters-battle-wildfires-exceeding-33000-acres/
http://wncn.com/2016/11/13/no-rain-for-nc-mountains-as-1400-firefighters-battle-wildfires-exceeding-33000-acres/
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in Fannin County, Georgia, grew to roughly 17,000 acres while containment remained 
at 20 percent.  
Source: http://www.11alive.com/news/local/rough-ridge-fire-now-approaching-17000-
acres/351473887 
 

18. November 11, WLS 7 Chicago – (Illinois) Marist High School cancels classes Friday 
due to threat of violence. Marist High School in Chicago was closed November 11 
due to threats of violence relating to a planned protest at the school.   
Source: http://abc7chicago.com/news/marist-high-school-cancels-classes-friday-due-to-
threat-of-violence/1601883/ 
 

Emergency Services Sector 

Nothing to report 

Information Technology Sector 

19. November 11, SecurityWeek – (National) U.S. authorities reach settlement with 
Adobe over 2013 breach. Authorities in 15 States reached a $1 million settlement with 
Adobe Systems November 10 after the company reportedly failed to employ reasonable 
measures to protect its customers’ personal information and detect malicious activity 
within its network, causing a massive data breach in 2013 that compromised over 150 
million records. As part of the settlement, Adobe agreed to institute new policies and 
practices to prevent future breaches, including effectively separating payment card data 
from public-facing servers, performing ongoing risk assessments, and providing 
security training to employees, among other practices. 
Source: http://www.securityweek.com/us-authorities-reach-settlement-adobe-over-
2013-breach 
 

20. November 11, SecurityWeek – (International) Low-bandwidth “BlackNurse” DDoS 
attack can disrupt firewalls. Researchers from Danish telecom operator TDC warned 
that certain distributed denial-of-service (DDoS) attacks based on the Internet Control 
Message Protocol (ICMP) Type 3 Code 3 packets, dubbed “BlackNurse” can be highly 
effective over low bandwidths and can cause firewalls, including Cisco Adaptive 
Security Appliance (ASA) and SonicWall, to enter a temporary denial-of-service (DoS) 
condition. TDC reported that all the firewalls observed recovered once the DDoS 
attacks stopped. 
Source: http://www.securityweek.com/low-bandwidth-blacknurse-ddos-attacks-can-
disrupt-firewalls 
 

21. November 10, SecurityWeek – (International) High severity DoS flaw patched in 
OpenSSL. The OpenSSL Project released OpenSSL 1.1.0c resolving three 
vulnerabilities after a Google security researcher discovered a heap-based buffer 
overflow associated with Transport Layer Security (TLS) connections using 
ChaCha20-Poly1305 cipher suites that can lead to a denial-of-service (DoS) condition, 
which could result in a crash of OpenSSL. The update also addresses a moderate 
severity flaw that can cause applications to crash, and a low severity issue related to the 

http://www.11alive.com/news/local/rough-ridge-fire-now-approaching-17000-acres/351473887
http://www.11alive.com/news/local/rough-ridge-fire-now-approaching-17000-acres/351473887
http://abc7chicago.com/news/marist-high-school-cancels-classes-friday-due-to-threat-of-violence/1601883/
http://abc7chicago.com/news/marist-high-school-cancels-classes-friday-due-to-threat-of-violence/1601883/
http://www.securityweek.com/us-authorities-reach-settlement-adobe-over-2013-breach
http://www.securityweek.com/us-authorities-reach-settlement-adobe-over-2013-breach
http://www.securityweek.com/low-bandwidth-blacknurse-ddos-attacks-can-disrupt-firewalls
http://www.securityweek.com/low-bandwidth-blacknurse-ddos-attacks-can-disrupt-firewalls
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Broadwell-specific Montgomery multiplication procedure.  
Source: http://www.securityweek.com/high-severity-dos-flaw-patched-openssl 

 
Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: http://www.it-isac.org  

 
Communications Sector 

 Nothing to report 
 
Commercial Facilities Sector 

22. November 14, WSOC 9 Charlotte – (North Carolina) 3-alarm fire at South End 
townhomes ruled arson, fire officials say. Nearly 60 firefighters worked November 
14 to contain a 3-alarm fire at a construction site in the South End neighborhood of 
Charlotte, North Carolina, that caused $2 million in damages, prompted the evacuation 
of nearby apartment buildings, and shut down several area roads. No injuries were 
reported and officials are investigating the fire as a case of arson.    
Source: http://www.wsoctv.com/news/local/firefighters-battle-massive-3-alarm-fire-at-
south-end-construction-site/467004324  

 
23. November 14, WSOC 9 Charlotte – (North Carolina) Residents evacuated after fire 

breaks out at assisted living facility. Over 50 residents of the Carrillon Assisted 
Living facility in Lincolnton, North Carolina, were evacuated overnight November 14 
due to a fire. No injuries were reported and the cause of the fire remains under 
investigation.  
Source: http://www.wsoctv.com/news/local/residents-evacuated-after-fire-breaks-out-
at-assisted-living-facility/467016114  
 

24. November 14, KING 5 Seattle – (Washington) Fire burns Kent strip mall. A 3-alarm 
fire at a strip mall in Kent, Washington, damaged or destroyed 3 buildings November 
14. No injuries were reported and the cause of the fire remains under investigation. 
Source: http://www.king5.com/news/local/kent/3-alarm-fire-at-kent-strip-
mall/351525300  
 

25. November 13, Albany Times Union – (New York) Police follow leads in Crossgates 
shooting incident. Hundreds of people were evacuated from the Crossgates Mall in 
Guilderland, New York, for several hours November 12 after police received reports of 
shots being fired. The mall reopened for business November 13, although the incident 
remains under investigation.  
Source: http://www.timesunion.com/local/article/Heavy-police-presence-at-Crossgates-
Mall-in-10610368.php 

 

http://www.securityweek.com/high-severity-dos-flaw-patched-openssl
mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://www.it-isac.org/
http://www.wsoctv.com/news/local/firefighters-battle-massive-3-alarm-fire-at-south-end-construction-site/467004324
http://www.wsoctv.com/news/local/firefighters-battle-massive-3-alarm-fire-at-south-end-construction-site/467004324
http://www.wsoctv.com/news/local/residents-evacuated-after-fire-breaks-out-at-assisted-living-facility/467016114
http://www.wsoctv.com/news/local/residents-evacuated-after-fire-breaks-out-at-assisted-living-facility/467016114
http://www.king5.com/news/local/kent/3-alarm-fire-at-kent-strip-mall/351525300
http://www.king5.com/news/local/kent/3-alarm-fire-at-kent-strip-mall/351525300
http://www.timesunion.com/local/article/Heavy-police-presence-at-Crossgates-Mall-in-10610368.php
http://www.timesunion.com/local/article/Heavy-police-presence-at-Crossgates-Mall-in-10610368.php
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26. November 12, Tacoma News Tribune – (Washington) Fire scorches Nalley Valley 
business. A 2-alarm industrial fire at Ultra Poly Inc. in Tacoma, Washington, 
November 14 forced the closure of the facility until further notice and caused a 
significant amount of oil to enter the Thea Foss Waterway. The U.S. Environmental 
Protection Agency responded to the scene and the cause of the fire remains under 
investigation.  
Source: http://www.thenewstribune.com/news/local/article114378643.html  

 
Dams Sector 

 Nothing to report 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://www.thenewstribune.com/news/local/article114378643.html
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Department of Homeland Security (DHS)  
DHS Daily Open Source Infrastructure Report Contact Information 

 
About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday 
through Friday] summary of open-source published information concerning significant critical 
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on 
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport 

Contact Information 
Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS 

Daily Report Team at (703) 942-8590  

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 
instructions to Get e-mail updates when this information changes.  

Removal from Distribution List: Send mail to support@govdelivery.com.  

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201.  
To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov. 

Department of Homeland Security Disclaimer 
The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material.  
 

http://www.dhs.gov/IPDailyReport
mailto:cikr.productfeedback@hq.dhs.gov
http://www.dhs.gov/files/programs/editorial_0542.shtm
https://public.govdelivery.com/accounts/USDHS/subscriber/new?topic_id=USDHS_73
mailto:support@govdelivery.com
mailto:nicc@hq.dhs.gov
mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://www.dhs.gov/alerts
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