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Top Stories 

• An emeritus professor in Rochester, New York, pleaded guilty November 4 for allegedly 
concealing $200 million worth of assets from the U.S. Internal Revenue Service in offshore 
accounts at a Zurich, Switzerland-based bank. – Bloomberg (See item 2)  
 

• Highway 99 in Modesto, California, was closed for more than 14 hours November 5 while 
crews worked to clean up roughly 8,000 gallons of gasoline and diesel fuel that spilled 
after a fuel tanker veered off the roadway and overturned. – Modesto Bee (See item 8)  

 

• Officials from Greenville Health System’s Carolina Cardiology Consultants announced 
November 4 that it notified around 2,500 patients of a potential data breach after the 
patients’ records were improperly downloaded by a former employee of Ambucor Health 
Solutions. – Greenville Upstate Business Journal (See item 16)  

 

• Authorities are investigating the cause of an apartment fire in Salt Lake City that injured 3 
people, displaced 40 others, and caused an estimated $300,000 in damages November 7. – 
KSTU 13 Salt Lake City (See item 22)  
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Energy Sector 

1. November 7, Associated Press – (Alabama) An Alabama gas pipeline exploded, now 
back in service. Colonial Pipeline Co. reopened its main gasoline line in Shelby 
County, Alabama, November 6 following a 6-day shutdown after an explosion killed 1 
worker and injured 4 others October 31 when a piece of  excavation equipment struck 
the pipeline. Colonial Pipeline officials announced that it will take several days for the 
fuel delivery to return to normal.  
Source: http://www.kristv.com/story/33645316/an-alabama-gas-pipeline-exploded-
now-back-in-service 

 
 For another story, see item 8 

 
Chemical Industry Sector 

 Nothing to report 
 
Nuclear Reactors, Materials, and Waste Sector 

 Nothing to report 
 
Critical Manufacturing Sector 

 Nothing to report 
 
Defense Industrial Base Sector 

Nothing to report 
 
Financial Services Sector 

2. November 4, Bloomberg – (International) Credit Suisse said to hold accounts for 
latest U.S. tax felon. An emeritus professor in Rochester, New York, pleaded guilty 
November 4 for allegedly concealing $200 million worth of assets from the U.S. 
Internal Revenue Service through offshore accounts at a Zurich, Switzerland-based 
bank, and filing false tax returns from 2008 – 2014 that failed to disclose his earnings 
from his Swiss bank accounts. The professor agreed to pay the U.S. Government a 
$100 million penalty for neglecting to file Reports of Foreign Bank and Financial 
Accounts (FBARs) until 2011, including fraudulent ones from 2012 – 2013. 
Source: http://www.bloomberg.com/news/articles/2016-11-04/ex-professor-pleads-
guilty-to-hiding-200-million-from-irs 

 
Transportation Systems Sector 

3. November 7, WPLG 10 Miami – (Florida) 4 injured in Hallandale Beach crash; I-95 
closes at Pembroke Road exit. Southbound lanes of Interstate 95 in Hallandale Beach, 
Florida, were closed for roughly 4 hours November 6 following a three-vehicle 

http://www.kristv.com/story/33645316/an-alabama-gas-pipeline-exploded-now-back-in-service
http://www.kristv.com/story/33645316/an-alabama-gas-pipeline-exploded-now-back-in-service
http://www.bloomberg.com/news/articles/2016-11-04/ex-professor-pleads-guilty-to-hiding-200-million-from-irs
http://www.bloomberg.com/news/articles/2016-11-04/ex-professor-pleads-guilty-to-hiding-200-million-from-irs
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collision that injured four people. The cause of the crash remains under investigation. 
Source: http://www.local10.com/news/4-injured-in-hallandale-beach-crash-i-95-closes-
at-pembroke-road-exit- 
 

4. November 7, Southern California City News Service – (California) Motorcyclist killed 
on Harley after rear-ending OCTA bus. A motorcyclist was killed after colliding 
with an Orange County Transportation Authority bus on the 55 Freeway in Orange 
County, California, November 6, prompting the closure of the northbound lanes for 2 
hours.   
Source: http://mynewsla.com/orange-county/2016/11/07/motorcyclist-killed-on-harley-
after-striking-octa-bus/ 
 

5. November 7, WPRI 12 Providence – (Massachusetts) Police: 1 dead, 5 injured in 
Westport highway crash. Interstate 195 eastbound in Westport, Massachusetts, was 
closed for several hours November 6 after a vehicle veered off the roadway and 
overturned, killing one person and injuring five others. The cause of the crash remains 
under investigation.    
Source: http://wpri.com/2016/11/06/ma-state-police-1-person-dead-and-5-injured-after-
crash-on-195-east/ 
 

6. November 7, WTHR 13 Indianapolis; Paper of Montgomery County – (Indiana) Fire at 
Montgomery County Highway Dept. destroys nearly all of county’s snow plows; 
$3M damage. Authorities are investigating the cause of a November 6 fire at the 
Montgomery County Highway Department’s garage in Crawfordsville, Indiana, that 
destroyed 15 department vehicles and caused an estimated $3 million in damage.  
Source: http://www.wthr.com/article/montgomery-county-highway-dept-catches-fire 
 

7. November 7, KRBC 9 Abilene – (Texas) Tractor trailer crash leads to fuel spill and 
road closures. Both directions of Highway 84 in Tuscola, Texas, were closed for 
several hours November 6 after a semi-truck overturned, causing fuel to leak on the 
roadway. No injuries were reported.  
Source: http://www.bigcountryhomepage.com/news/main-news/tractor-trailer-crash-
leads-to-fuel-spill-and-road-closures 
 

8. November 5, Modesto Bee – (California) Highway 99 gas tanker crash snarls 
Modesto traffic, lanes reopen 14 hours later. Both directions of Highway 99 in 
Modesto, California, were closed for more than 14 hours November 5 while crews 
worked to clean up roughly 8,000 gallons of gasoline and diesel fuel that spilled after a 
fuel tanker veered off the roadway and overturned. The accident remains under 
investigation and the driver of the tanker truck was transported to an area hospital. 
Source: http://www.modbee.com/news/article112838958.html 
 

9. November 5, KOTV 6 Tulsa – (Oklahoma) Soft drink truck crash stops traffic on 
Cherokee Turnpike. The westbound lanes of the Cherokee Turnpike at the Highway 
59 interchange in Delaware County, Oklahoma, were closed for several hours 
November 5 after a semi-truck overturned. The cause of the crash remains under 

http://www.local10.com/news/4-injured-in-hallandale-beach-crash-i-95-closes-at-pembroke-road-exit-
http://www.local10.com/news/4-injured-in-hallandale-beach-crash-i-95-closes-at-pembroke-road-exit-
http://mynewsla.com/orange-county/2016/11/07/motorcyclist-killed-on-harley-after-striking-octa-bus/
http://mynewsla.com/orange-county/2016/11/07/motorcyclist-killed-on-harley-after-striking-octa-bus/
http://wpri.com/2016/11/06/ma-state-police-1-person-dead-and-5-injured-after-crash-on-195-east/
http://wpri.com/2016/11/06/ma-state-police-1-person-dead-and-5-injured-after-crash-on-195-east/
http://www.wthr.com/article/montgomery-county-highway-dept-catches-fire
http://www.bigcountryhomepage.com/news/main-news/tractor-trailer-crash-leads-to-fuel-spill-and-road-closures
http://www.bigcountryhomepage.com/news/main-news/tractor-trailer-crash-leads-to-fuel-spill-and-road-closures
http://www.modbee.com/news/article112838958.html
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investigation. 
Source: http://www.newson6.com/story/33637965/injury-truck-crash-stops-traffic-on-
cherokee-turnpike 

 
Food and Agriculture Sector 

10. November 7, U.S. Department of Agriculture – (National) OSI Industries, LLC 
recalls chicken products due to possible foreign matter contamination. OSI 
Industries, LLC issued a recall November 6 for roughly 21,403 pounds of its “On-Cor 
Chicken Patties Microwaveable” products due to potential foreign matter 
contamination after the company was notified of 3 consumer complaints concerning the 
presence of firm blue plastic found in the products. No adverse reactions have been 
reported and the products were shipped to retail outlets in six States.                                        
Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-
alerts/recall-case-archive/archive/2016/recall-103-2016-release  

11. November 7, U.S. Food and Drug Administration – (Pennsylvania) Crescent Vending 
Co. issues allergy alert on undeclared (wheat, soy, milk, and egg) in product. 
Crescent Vending Company issued a recall November 5 for 21 variations of its pre-
packaged food products sold in 4 – 8-ounce containers due to undeclared wheat, soy, 
milk, and egg. No illnesses have been reported and the products were distributed via 
refrigerated vending machines that the company owns and operates in Montgomery 
County, Pennsylvania.                                                    
Source: http://www.fda.gov/Safety/Recalls/ucm528146.htm 
 

12. November 4, U.S. Food and Drug Administration – (National) McConnell’s Fine Ice 
Creams recalls select 16oz. packages due to possible health risk. McConnell’s Fine 
Ice Creams issued a voluntary recall November 4 for 7 variations of its ice cream 
products sold in 16-ounce packages that were produced by Dr. Bob’s of Upland, LLC, 
a contract manufacturer, due to potential contamination with Listeria monocytogenes. 
No illnesses have been reported and the products were distributed to retail outlets in 41 
States.  
Source: http://www.fda.gov/Safety/Recalls/ucm528091.htm   
 

13. November 4, U.S. Food and Drug Administration – (National) OLMA-XXI, Inc. 
recalls two smoked fish products because of possible health risk. OLMA-XXI, Inc. 
issued a recall November 4 for its Premium Norwegian Salmon Smoked and Salmon, 
Turbot, Butterfish Smoked products sold in 8-ounce packages due to potential 
contamination with Listeria monocytogenes discovered during routine sampling by the 
Florida Department of Agriculture and Consumer Services, Division of Food Safety. 
No illnesses have been reported and the products were distributed via retail 
establishments and warehouses in 13 States. 
Source: http://www.fda.gov/Safety/Recalls/ucm528105.htm  

 

http://www.newson6.com/story/33637965/injury-truck-crash-stops-traffic-on-cherokee-turnpike
http://www.newson6.com/story/33637965/injury-truck-crash-stops-traffic-on-cherokee-turnpike
http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2016/recall-103-2016-release
http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2016/recall-103-2016-release
http://www.fda.gov/Safety/Recalls/ucm528146.htm
http://www.fda.gov/Safety/Recalls/ucm528091.htm
http://www.fda.gov/Safety/Recalls/ucm528105.htm
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Water and Wastewater Systems Sector 

14. November 7, WPMT 43 York – (Pennsylvania) Boil water advisory in effect in 
Duncannon, Perry County. Duncannon Borough Water System officials in Perry 
County, Pennsylvania, issued a boil water advisory for the system’s customers 
November 7 after disinfection system equipment failed at one of the borough’s wells. 
Borough officials took the well offline and were working to repair the equipment.  
Source: http://fox43.com/2016/11/07/boil-water-advisory-in-effect-in-duncannon-
perry-county/  
 

15. November 7, WLWT 5 Cincinnati – (Indiana) Police: SE Ind. water treatment plant 
burglars came into contact with E.coli. Authorities in Versailles, Indiana, reported a 
November 5 – November 6 burglary and vandalism incident at a local wastewater 
treatment plant. Officials stated that the suspected individual came into contact with E. 
coli strains located in an incubator at the plant site.  
Source: http://www.wlwt.com/article/police-se-ind-water-treatment-plant-burglars-
came-into-contact-with-ecoli/8253646  

 
Healthcare and Public Health Sector 

16. November 4, Greenville Upstate Business Journal – (South Carolina) Data breach 
affects 2,500 GHS patients. Officials from Greenville Health System’s Carolina 
Cardiology Consultants announced November 4 that it notified around 2,500 patients of 
a potential data breach after the patients’ records containing personal information were 
improperly downloaded by a former employee of Ambucor Health Solutions, a 
company providing remote-monitoring services for cardiac devices. Ambucor officials 
did not believe the personal data was misused. 
Source: http://upstatebusinessjournal.com/news/data-breach-affects-2500-ghs-patients/ 
 

Government Facilities Sector 

17. November 6, WTNH 8 New Haven – (Connecticut) Oil line rupture forces Monday 
closure of East Lyme High School. East Lyme High School in East Lyme, 
Connecticut, was closed November 7 while crews worked to repair a ruptured oil line. 
School officials were not sure when the building would reopen.  
Source: http://wtnh.com/2016/11/06/oil-line-rupture-forces-monday-closure-of-east-
lyme-high-school/ 
 

18. November 4, KIVI 6 Nampa – (Idaho) The Boise National Forest’s Pioneer Fire is 
officially 100% contained. Crews reached full containment November 3 of the 
Pioneer Fire, which burned nearly 300-square miles in the Boise National Forest in 
Idaho. The U.S. Forest Service has begun rehabilitation efforts and dispatched 
emergency response teams to identify potential hazards.  
Source: http://www.kivitv.com/news/the-boise-national-forests-pioneer-fire-is-
officially-100-contained 

 
 For another story, see item 21 

http://fox43.com/2016/11/07/boil-water-advisory-in-effect-in-duncannon-perry-county/
http://fox43.com/2016/11/07/boil-water-advisory-in-effect-in-duncannon-perry-county/
http://www.wlwt.com/article/police-se-ind-water-treatment-plant-burglars-came-into-contact-with-ecoli/8253646
http://www.wlwt.com/article/police-se-ind-water-treatment-plant-burglars-came-into-contact-with-ecoli/8253646
http://upstatebusinessjournal.com/news/data-breach-affects-2500-ghs-patients/
http://wtnh.com/2016/11/06/oil-line-rupture-forces-monday-closure-of-east-lyme-high-school/
http://wtnh.com/2016/11/06/oil-line-rupture-forces-monday-closure-of-east-lyme-high-school/
http://www.kivitv.com/news/the-boise-national-forests-pioneer-fire-is-officially-100-contained
http://www.kivitv.com/news/the-boise-national-forests-pioneer-fire-is-officially-100-contained
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Emergency Services Sector 

 Nothing to report 
 
Information Technology Sector 

19. November 7, SecurityWeek – (International) Critical privilege escalation flaws found 
in MySQL. Oracle Corporation released updates for its MySQL database management 
systems after a security researcher discovered an arbitrary code execution flaw and race 
condition issue in MySQL that a malicious actor could chain together to escalate 
privileges to root and fully compromise a targeted system. Percona released an update 
for its Percona Server for MySQL and Percona XtraDB cluster to address the same 
vulnerabilities in its software, and MariaDB released a patch for the race condition flaw 
in its software. 
Source: http://www.securityweek.com/critical-privilege-escalation-flaws-found-mysql 

 
20. November 5, SecurityWeek – (International) Android spyware targets executives. 

Security researchers form Skycure discovered an Android spyware, dubbed Exaspy 
could be leveraged to access a victim’s chats and messages, record audio during calls or 
in the background, take screenshots, and collect contact lists and call logs, among other 
malicious actions. The researchers found that the malware required physical access to a 
targeted device for installation, and once installed, the app runs under the name Google 
Services, disguising itself as the legitimate Google Play Services. 
Source: http://www.securityweek.com/android-spyware-targets-executives 
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: http://www.it-isac.org  

 
Communications Sector 

 Nothing to report 
 
Commercial Facilities Sector 

21. November 7, CNN – (Oklahoma) Oklahoma earthquake forces evacuations, school 
closures. A 5.0 magnitude earthquake in Cushing, Oklahoma, caused damage to 
several area buildings and forced evacuations of nearby residents November 6. No 
injuries were reported and Cushing Public Schools were closed November 7 to assess 
potential damages. 
Source: http://www.cnn.com/2016/11/07/us/oklahoma-earthquake/index.html 
 

22. November 7, KSTU 13 Salt Lake City – (Utah) Three injured, 40 displaced after 

http://www.securityweek.com/critical-privilege-escalation-flaws-found-mysql
http://www.securityweek.com/android-spyware-targets-executives
mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://www.it-isac.org/
http://www.cnn.com/2016/11/07/us/oklahoma-earthquake/index.html
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large apartment fire in Salt Lake City. Authorities are investigating the cause of an 
apartment fire in Salt Lake City that injured 3 people, displaced 40 others, and caused 
an estimated $300,000 in damages November 7. The cause of the fire remains under 
investigation. 
Source: http://fox13now.com/2016/11/07/two-injured-40-evacuated-after-large-
apartment-fire-near-trolley-square/  

 
23. November 5, KSTU 13 Salt Lake City – (Utah) At least 30 residents displaced in 

Price after treadmill ignites in gym. At least 30 residents were displaced after an 
apartment fire in Price, Utah, November 5 that damaged 15 of the 22 units in the 
building. No injuries were reported and authorities believe the fire began after a 
treadmill malfunctioned and ignited, and then spread to the residences above the gym. 
Source: http://fox13now.com/2016/11/05/large-apartment-fire-in-price/ 

 
24. November 5, WMAQ 5 Chicago – (Illinois) 5-alarm fire tears through Little Village 

warehouse. Around 200 firefighters responded to a 5-alarm fire at a vacant warehouse 
in Chicago November 5. No injuries were reported and the cause of the fire remains 
under investigation.  
Source: http://www.nbcchicago.com/news/local/5-alarm-fire-tears-through-little-
village-warehouse-400115311.html 
 

25. November 5, Columbus Ledger-Enquirer – (Georgia) The Ralston residents 
evacuated after fire ignites on first floor. Residents of the Ralston apartment complex 
in Columbus, Georgia, were evacuated for over 2 hours November 5 after a fire began 
on the first floor. No injuries were reported and the cause of the fire remains under 
investigation.  
Source: http://www.ledger-enquirer.com/news/local/crime/article112785398.html  
 

26. November 4, WFMZ 69 Allentown – (Pennsylvania) 2-alarm fire destroys business 
near Boyertown. A two-alarm fire destroyed K.C. Stoves and Fireplaces in 
Colebrookdale Township, Pennsylvania, November 4 and caused smoke damage to a 
neighboring antique shop. No injuries were reported and the cause of the fire remains 
under investigation.  
Source: http://www.wfmz.com/news/berks/2-alarm-fire-destroys-business-near-
boyertown/142920051 

 
Dams Sector 

 Nothing to report 
 
 
 
 
 

http://fox13now.com/2016/11/07/two-injured-40-evacuated-after-large-apartment-fire-near-trolley-square/
http://fox13now.com/2016/11/07/two-injured-40-evacuated-after-large-apartment-fire-near-trolley-square/
http://fox13now.com/2016/11/05/large-apartment-fire-in-price/
http://www.nbcchicago.com/news/local/5-alarm-fire-tears-through-little-village-warehouse-400115311.html
http://www.nbcchicago.com/news/local/5-alarm-fire-tears-through-little-village-warehouse-400115311.html
http://www.ledger-enquirer.com/news/local/crime/article112785398.html
http://www.wfmz.com/news/berks/2-alarm-fire-destroys-business-near-boyertown/142920051
http://www.wfmz.com/news/berks/2-alarm-fire-destroys-business-near-boyertown/142920051
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Department of Homeland Security (DHS)  
DHS Daily Open Source Infrastructure Report Contact Information 

 
About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday 
through Friday] summary of open-source published information concerning significant critical 
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on 
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport 

Contact Information 
Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS 

Daily Report Team at (703) 942-8590  

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 
instructions to Get e-mail updates when this information changes.  

Removal from Distribution List: Send mail to support@govdelivery.com.  

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201.  
To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov. 

Department of Homeland Security Disclaimer 
The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material.  
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