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Top Stories

o Mazda Motor Corporation issued a recall August 29 for 190,102 of its model years 2007 —
2012 Mazda CX-7 crossover vehicles sold in the U.S. due to a potential corrosion issue
with the front suspension ball joint fittings and the front lower control arm that can make
the vehicle difficult to steer. — TheCarConnection.com (See item 1)

« Officials reported that the Soberanes Fire burning in Monterey County, California, grew to
93,245 acres August 30 while containment remained at 60 percent. - KSBW 8 Monterey
(See item 14)

e Over 100 employees were evacuated from the Gap Inc. regional distribution facility in
Fishkill, New York, August 29 following a 6-alarm fire that caused an estimated $1 million
in damage. — WABC 7 New York (See item 20)

e The Louisiana National Guard and Plaquemine Parish officials plugged a 70-foot breach in
a levee in Plaguemine Parish August 28 after dropping nearly 247 sandbags on the marsh
side of the levee August 26 — August 28. — New Orleans Times-Picayune (See item 23)
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Enerqy Sector

Nothing to report

Chemical Industry Sector

Nothing to report

Nuclear Reactors, Materials, and Waste Sector

Nothing to report

Critical Manufacturing Sector

1. August 29, TheCarConnection.com — (National) 2007-2012 Mazda CX-7 recalled for
corrosion problem. Mazda Motor Corporation issued a recall August 29 for 190,102
of its model years 2007 — 2012 Mazda CX-7 crossover vehicles sold in the U.S. due to
a potential corrosion issue where water entering the front suspension ball joint fittings
can cause the ball joint fittings to corrode and the front lower control arm to separate
from the vehicle, thereby making the vehicle more difficult to steer and increasing the
risk of an accident.

Source:
http://www.thecarconnection.com/news/1105834 2007-2012-mazda-cx-7-recalled-for-
corrosion-problem

Defense Industrial Base Sector

Nothing to report

Financial Services Sector

See item 19

Transportation Systems Sector

2. August 30, WBIW 1340 AM Bedford — (Indiana) Martinsville man killed after being
struck by semi. Northbound lanes of Indiana State Route 37 in Martinsville, Indiana,
were closed for more than 2 hours August 28 after a pedestrian was fatally struck by a
semi-truck while crossing the interstate near the Indiana 252 intersection.

Source: http://www.wbiw.com/local/archive/2016/08/martinsville-man-Kkilled-after-
being-struck-by-semi.php

3. August 30, KFVS 12 Cape Girardeau— (Missouri) 3 taken to hospital after car hits
people pushing car along 1-55. Northbound Interstate 55 in Cape Girardeau, Missouri,
was closed for nearly 2 hours August 30 while officials investigated the scene after
vehicle struck 2 pedestrians that were pushing their broken down vehicle on the
roadway, sending 3 people to an area hospital with injuries.
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Source: http://www.kfvs12.com/story/32877442/3-taken-to-hospital-after-car-hits-
people-pushing-car-along-i-55

. August 29, San Francisco Bay City News — (California) Fatal crash blocks portion of
Foothill Expressway in Los Altos. Eastbound lanes of Foothill Expressway between
St. Joseph Avenue and Loyola Drive in Los Altos, California, were closed for several
hours August 29 while officials investigated the scene of a fatal single-vehicle crash. El
Monte Road and Interstate Highway 280 were used as alternative routes during the
investigation.

Source: http://abc7news.com/news/fatal-crash-blocks-portion-of-foothill-expressway-
in-los-altos/1489880/

. August 29, KWBE 1450 AM Beatrice — (Nebraska) One dead, two hospitalized in
Highway 75 crash in Nemaha County. Highway 75 in Peru, Nebraska, was closed for
approximately 3 hours August 29 while crews worked to clear the wreckage from a
fatal 2-vehicle crash involving a semi-truck and another vehicle that left 1 person dead
and injured 2 others.

Source: http://kwbe.com/local-news/one-dead-two-hospitalized-in-highway-75-crash-
in-nemaha-county/

. August 29, KITV 4 Honolulu — (Hawaii) Napo’opo’o road closure. Officials closed
Napo’opo’o Road near Kahau Place in South Kona, Hawaii, for several hours August
29 while crews worked to remove a downed utility pole from an earlier traffic accident.
Source: http://www.Kitv.com/story/32865283/napoopoo-road-closure

. August 29, KXRO 1320 AM Aberdeen- (Washington) DUI and reckless driving the
cause of Westport Highway backup. Authorities cited a Westport, Washington
resident for driving under the influence and reckless driving August 26 following a 2-
vehicle accident that forced the closure of both directions of Washington State Route
105 in Westport for more than 2 hours while officials investigated the accident. One
person was sent to an area hospital with injuries.

Source: http://www.kxro.com/dui-reckless-driving-cause-westport-highway-backup/

. August 29, Associated Press; KXAS 5 Fort Worth — (Texas) U.S. 377 reopens after
train derailment in Roanoke. U.S. 377 in Roanoke, Texas, reopened August 29 after
being closed for several hours at a time the week of August 22 while crews worked to
replace 1,600 feet of rail that was damaged when a Union Pacific train derailed near the
3000 block of North U.S. 377 August 21.

Source: http://www.nbcdfw.com/news/local/US-377-Reopens-After-Train-Derailment-
391620691.html

. August 29, KIRO 7 Seattle — (Minnesota) Man taken off Seattle-bound flight after
trying to open door mid-air. Alaska Airlines Flight 7 en route to Seattle-Tacoma
International Airport in Seattle, Washington, from John F. Kennedy International
Airport in New York was forced to make an emergency landing at Minneapolis-Saint
Paul International Airport in Minneapolis, Minnesota, August 29 after a passenger
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attempted to open the plane’s doors mid-air. The flight resumed after the passenger was
removed from the plane and transported to a hospital in Edina, Minnesota.

Source: http://www.kiro7.com/news/local/passenger-tries-to-open-alaska-airlines-door-
during-flight/431631474

10. August 29, Raleigh News & Observer — (North Carolina) Tractor-trailer hits, kills
walker on U.S. 70 in Durham. Eastbound lanes of Highway 70 in Durham, North
Carolina, were closed for over 2 hours August 29 while officials investigated after a
pedestrian was fatally struck by a semi-truck.

Source: http://www.newsobserver.com/news/local/counties/durham-
county/article98540432.html

11. August 29, Freeport Patch — (New York) Man killed in crash on Sunrise Highway.
Sunrise Highway in Freeport, New York, was closed for several hours August 29 while
officials investigated the scene of a 2-vehicle accident that killed 1 person and sent
another to an area hospital.

Source: http://patch.com/new-york/freeport/man-killed-crash-sunrise-highway

Food and Agriculture Sector

Nothing to report

Water and Wastewater Systems Sector

See item 15

Healthcare and Public Health Sector

12. August 29, U.S. Food and Drug Administration — (National) Impax Laboratories, Inc.
issues voluntary, nationwide recall for one lot of Lamotrigine Orally
Disintegrating Tablet 200 mg due to the potential for 100 mg blister cards being
packaged in 200 mg containers. Impax Laboratories, Inc. issued a voluntary recall
August 29 for its Lamotrigine Orally Disintegrating Tablet products sold in 200-
miligram (mg) packages due to mislabeling after it was discovered the blister packs
may contain 100-mg tablets instead of 200-mg tablets. The affected packages were
distributed to wholesale distributors and retail pharmacies nationwide.

Source:
http://www.fda.gov/Safety/Recalls/ucm518477.htm

Government Facilities Sector

13. August 30, Redding Record Searchlight — (California) Gap Fire burns 8,820 acres in
Klamath National Forest west of Yreka. Crews worked August 29 to contain the
8,820-acre Gap Fire burning near Yreka, California, in the Klamath National Forest
which has destroyed at least 9 structures, forced the evacuation of Horse Creek and
Hamburg, and prompted the closured of Highway 96. The cause of the fire remains
under investigation.
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Source: http://www.redding.com/news/fires/gap-fire-burns-5000-acres-in-klamath-
national-forest-west-of-yreka-3b39623e-c658-668b-e053-0100007ff-391676761.html

14. August 30, KSBW 8 Monterey — (California) Soberanes fire grows to more than
93,000 acres. Officials reported that the Soberanes Fire burning in Monterey County,
California, grew to 93,245 acres August 30 while containment remained at 60 percent.
Officials issued August 28 an evacuation warning for a small section of Monterey
County along the Pacific Coast Highway and stated that the fire has destroyed 57
homes, threatens 400 more, and killed 1 person.

Source: http://www.ksbw.com/article/soberanes-fire-grows-to-more-than-92000-
acres/2102060

15. August 29, KCPQ 13 Tacoma — (Washington) Beach at Lake Sammamish State Park
being closed after up to 15 swimmers became sick. Officials from Public Health of
Seattle and King County in Washington closed Tibbetts Beach at Lake Sammamish
State Park August 29 after up to 15 children became sick after swimming at the beach
August 26. The cause of the illness remains under investigation.

Source: http://g13fox.com/2016/08/29/beach-at-lake-sammamish-state-park-being-
closed-after-up-to-15-swimmers-became-sick/

16. August 29, Cache Valley Daily — (Utah) Crews double containment on Peterson
Hollow Fire. Crews reached 22 percent containment August 28 of the 1,202-acre
Peterson Hollow Fire burning near the Beaver Mountain Ski Resort in the Uinta-
Wasatch-Cache National Forest in Utah. Officials stated an area closure is in effect on
the Utah side of the State line and a trail closure remains in effect on the Idaho side.
Source: http://www.cachevalleydaily.com/news/local/article _47ff25a2-6df0-11e6-
b889-6381ab702ab5.html

17. August 28, KSTU 13 Salt Lake City — (Utah) Black Hawk helicopters dispatched to
assist crews fighting Box Canyon Fire. Crews reached 20 percent containment
August 27 of the 3,947-acre Box Canyon Fire burning in Summit County, Utah, which
has prompted the response of the Utah National Guard and forced the closure of
Ledgefork campground, Smith and Morehouse boat ramp, and Mud Lake Flats, among
other areas.

Source: http://fox13now.com/2016/08/28/black-hawk-helicopters-dispatched-to-assist-
crews-fighting-box-canyon-fire/

Emergency Services Sector

Nothing to report

Information Technoloqy Sector

18. August 30, Softpedia — (International) New and mysterious FairWare ransomware
targets Linux server. A Bleeping Computer analyst reported that at least 3 Linux
server administrators discovered that a ransomware variant, dubbed FairWare hacked
their servers, removed their Website root folders, and left a ransom note in the /root
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19.

folder demanding a 2 Bitcoin, or roughly $1,150, payment in order to retrieve the files.
The researcher stated there is no evidence that the ransomware encrypts the user’s files
and warned FairWare may be deleting the files and scamming victims after the ransom
is paid.

Source: http://news.softpedia.com/news/new-and-mysterious-fairware-ransomware-
targets-linux-servers-507740.shtml

August 29, SecurityWeek — (International) Kelihos botnet triples in size overnight.
MalwareTech researchers warned that the Kelihos botnet’s activity significantly
increased to 34,533 infections in August and discovered that the botnet was spamming
other malware after finding that Kelihos was distributing Wildfire ransomware as well
as banking trojans based on the Zeus source code. Researchers believe Kelihos started
distributing ransomware and banking trojans after the botnet’s operator realized the
malware was more profitable than its original pump and dump spamming campaigns.
Source: http://www.securityweek.com/kelihos-botnet-triples-size-overnight

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org

Communications Sector

Nothing to report

Commercial Facilities Sector

20.

21.

22,

August 30, WABC 7 New York — (New York) Huge fire burns through Gap facility in
Fishkill. Over 100 employees were evacuated from the Gap Inc. regional distribution
facility in Fishkill, New York, August 29 following a 6-alarm fire that caused an
estimated $1 million in damage. The cause of the fire remains under investigation and
no injuries were reported.

Source: http://abc7ny.com/news/6-alarm-fire-breaks-out-at-gap-facility-in-
fishkill/1490617/

August 30, WMTW 8 Poland Spring — (Maine) Crews battle 3-alarm fire on Forest
Avenue in Portland. Authorities are investigating August 30 the cause of a 3-alarm
fire at an apartment complex on Forest Avenue in Portland, Maine, that caused
significant damage to the building and forced the closure of Forest Avenue.

Source: http://www.wmtw.com/news/crews-battle-fire-on-forest-avenue-in-
portland/41429856

August 28, KPIX 5 San Francisco; San Francisco Bay City News — (California) 60
firefighters snuff out 4-alarm fire in San Jose storage center. Authorities are
investigating the cause of a 4-alarm fire at a Public Storage facility in San Jose,
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California, August 27. No injuries were reported.
Source: http://sanfrancisco.cbslocal.com/2016/08/28/60-firefighters-snuff-out-4-alarm-
fire-in-san-jose-storage-center/

Dams Sector

23. August 30, New Orleans Times-Picayune— (Louisiana) National Guard plugs levee
breach in Plaquemines Parish. The Louisiana National Guard and Plaguemine Parish
officials plugged a 70-foot breach in a levee in Plaguemine Parish August 28 after
dropping nearly 247 sandbags on the marsh side of the levee August 26 — August 28.
Officials stated the breach posed no threat to nearby residents or businesses.

Source:

http://www.nola.com/environment/index.ssf/2016/08/levee breach plaguemines paris.
html
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Department of Homeland Security (DHS)
DHS Daily Open Source Infrastructure Report Contact Information

About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday
through Friday] summary of open-source published information concerning significant critical
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport

Contact Information

Content and Suggestions: Send mail to cikr.productfeedback@hg.dhs.gov or contact the DHS
Daily Report Team at (703) 942-8590

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow
instructions to Get e-mail updates when this information changes.

Removal from Distribution List: Send mail to support@govdelivery.com.

Contact DHS

To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@hqg.dhs.gov or (202) 282-9201.

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit
their Web page at www.us-cert.gov.

Department of Homeland Security Disclaimer

The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source
material.
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