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Top Stories

e The U.S. Coast Guard reported that approximately 4,200 gallons of crude oil spilled from a
Texas Petroleum Investment Co. well into the Main Pass of the Mississippi River in
Louisiana August 2. — New Orleans Times-Picayune (See item 1)

« Rhode Island police are investigating August 2 after a card-skimming device was found on
an ATM at the Navigant Credit Union in Cumberland August 1 and the skimmed payment
information was used to steal more than $110,000 from ATMs across the State. - WPRI 12
Providence (See item 5)

e Two Detroit, Michigan residents were arrested in the Birmingham, Alabama, area July 28
after authorities found 177 stolen identities from over 25 banks in the duo’s possession. —
Birmingham News (See item 6)

« Officials from the Nashville Fire Department reported August 2 that approximately 2
million of gallons of water were contaminated after 5 gallons of oil spilled from a nearby
storm drain into the Cumberland River. - WZTV 17 Nashville (See item 19)
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Enerqy Sector

1. August 2, New Orleans Time-Picayune — (Louisiana) As much as 4,200 gallons of
crude oil spill into mouth of Mississippi River. The U.S. Coast Guard reported that
approximately 4,200 gallons of crude oil spilled from a Texas Petroleum Investment
Co. well into the Main Pass of the Mississippi River in Louisiana August 2 and 840
gallons spilled from the company’s pipeline into the river’s South Pass July 28. The
U.S. Coast Guard secured the pipe and installed a containment boom and officials were
investigating the cause of the spill.

Source:
http://www.nola.com/environment/index.ssf/2016/08/as_much_as_4200_gallons_of cr
u.html

Chemical Industry Sector

Nothing to report

Nuclear Reactors, Materials, and Waste Sector

Nothing to report

Critical Manufacturing Sector

2. August 2, U.S. Department of Labor — (Illinois) OSHA finds lack of adequate
machine guarding after worker has three fingers crushed at Chicago steel drum
manufacturer. The Occupational Safety and Health Administration cited Meyer Steel
Drum Inc., with 8 serious safety violations July 27 after a December 2015 incident
where an employee’s fingers were crushed while operating a metal coiler, prompting an
investigation at the Chicago facility which revealed that the company failed to install
adequate machine guards, failed to train forklift operators, and failed to lockout devices
to prevent unintentional machine start-ups, among other violations. Proposed penalties
total $46,800.

Source:
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS RELEA
SES&p id=32904

3. August 2, U.S. Department of Labor — (Missouri) OSHA cites Missouri machine shop
after welder electrocuted, dies. The Occupational Safety and Health Administration
cited Homeyer Precision Manufacturing with 11 serious and 1 other-than-serious safety
violations July 29 following a May incident where a worker died after being
electrocuted by a live cord, prompting an investigation at the Marthasville, Missouri
facility which revealed that the company failed to train employees on electrical safe
work practices, failed to isolate energy to machines and equipment, and failed to install
adequate machine guards, among other violations. Proposed penalties total $59,000.
Source:
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS RELEA
SES&p id=32940
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4. August 1, U.S. Department of Labor — (Arkansas) Worker’s death leads OSHA to

fine Nucor-Yamato Steel for poor loading operations at Arkansas steel mill. The
Occupational Safety and Health Administration cited Nucor-Yamato Steel Inc., with 8
serious violations July 29 after an employee’s death prompted an April 2016
investigation at the Blytheville, Arkansas facility which revealed that the company
exposed workers to unprotected open-sided doors, failed to daily inspect all functional
operating machines, and used a loading sling in excess of its recommended safe
working load, among other violations. Proposed penalties total $56,000.

Source:

https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS RELEA
SES&p_id=32907

Defense Industrial Base Sector

Nothing to report

Financial Services Sector

5. August 2, WPRI 12 Providence — (Rhode Island) Police: ATM skimming device used

to steal $110k. Rhode Island police are investigating August 2 after a card-skimming
device was found on an ATM at the Navigant Credit Union in Cumberland August 1
and the skimmed payment information was used to steal more than $110,000 from
ATMs across the State.

Source: http://wpri.com/2016/08/02/police-atm-skimming-device-used-to-steal-110k/

August 1, Birmingham News — (Alabama) 2 Detroit men busted in Alabama with 177
stolen identities. Two Detroit, Michigan residents were arrested in the Birmingham,
Alabama, area July 28 after authorities found 177 stolen identities from over 25 banks
in the duo’s possession.

Source:
http://www.al.com/news/birmingham/index.ssf/2016/08/2_detroit_men_busted_in_alab
am.html

Transportation Systems Sector

7.

8.

August 3, KGO 7 San Francisco — (California) At least 1 dead, 1 hospitalized in
crash off Hwy 9 in Santa Clara CO. Highway 9 in Santa Clara County, California,
was closed for several hours August 3 after a vehicle drove off a cliff, killing one
person and sending another to an area hospital with severe injuries. Authorities are
searching for one other passenger.

Source: http://abc7news.com/news/at-least-1-dead-1-hospitalized-in-crash-off-hwy-9-
in-santa-clara-co/1455062/

August 3, WFTS 28 Tampa — (Florida) 2 children, 1 adult in serious condition
following fatal collision in Dade City. Officials closed Old Lakeland Highway in
Pasco County, Florida, for several hours August 2 while they investigated the scene of
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10.

11.

12.

13.

14.

a fatal two-vehicle crash that left one person dead and sent three others to the hospital
with serious injuries.

Source: http://www.abcactionnews.com/news/local-news/1-killed-2-injured-in-traffic-
crash-in-dade-city

August 3, Chicago Patch; Chicago Sun-Times — (Illinois) Collision closes Route 83
ahead of morning commute. Northbound lanes of Route 83 in Addison, Illinois, were
closed for several hours August 3 after a head-on collision involving a U.S. Postal
Service semi-truck and another vehicle that sent both drivers to an area hospital with
injuries.

Source: http://patch.com/illinois/chicago/collision-closes-i-290-il-83-ahead-morning-
commute

August 2, WHAS 11 Louisville — (Kentucky) Hwy. 62, Shaw Station Rd. closed in
Grayson Co. after train crash. Highway 62 and Shaw Station Road in Grayson
County, Kentucky, were closed until further notice August 2 after a train engine and
truck collided, causing the train engine to lean off the tracks and spill diesel.
Source: http://www.whas11.com/news/traffic/accident-construction/hwy-62-shaw-
station-rd-closed-in-grayson-co-after-train-crash/286130402

August 2, WFTV 9 Orlando — (Florida) Three injured in crash involving Mears bus,
semi-truck. Northbound lanes of South John Young Parkway in Orange County,
Florida, were closed for several hours August 2 while officials investigated the cause of
a five-vehicle accident after two vehicles collided with a semi-truck, leaving three
people injured.

Source: http://www.wftv.com/news/local/two-vehicles-collide-with-semi-truck-in-
orange-county/415695318

August 2, Cleveland Daily Banner — (Tennessee) Highway 64 overturned truck
impacts Ocoee Traffic. One eastbound lane and one westbound lane of Highway 64 in
Ocoee, Tennessee, were closed for several hours August 2 while crews worked to clean
the wreckage after a semi-truck overturned. No injuries were reported.

Source: http://clevelandbanner.com/stories/highway-64-overturned-truck-impacts-
ocoee-traffic,39509

August 2, WXIA 11 Atlanta — (Georgia) Traffic back to normal after chicken guts
spill on 1-75. All exits of the Interstate 75 southbound and Interstate 285 westbound
interchange in Atlanta were closed for several hours August 2 while crews worked to
clear the wreckage after a semi-truck overturned and spilled nearly 55,000 pounds of
chicken parts onto the roadway.

Source: http://www.11alive.com/news/local/chicken-guts-spill-shuts-down-i-75-ramp-
t0-i-285/286215581

August 2, Pittsburgh Tribune-Review — (Pennsylvania) 1 dead in motorcycle crash on
Old William Penn Highway. William Penn Highway in Murrysville, Pennsylvania,
was closed for nearly 3 hours August 2 after a two-vehicle accident involving a
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motorcycle and another vehicle left the motorcyclist dead after he was thrown from his
bike and pinned under the other vehicle.
Source: http://triblive.com/news/adminpage/10895389-74/highway-crash-penn

Food and Agriculture Sector

15.

August 2, Food Safety News — (National) Montana E.coli outbreak sickens 36 people
from 9 states. Officials from the Dawson County Health Department in Montana
reported August 2 that over 36 people across 9 States have been sickened by an E.coli
0157 outbreak after eating an unknown food item at an all-class reunion held in Richey
July 15 - 17. Officials were testing food samples from the event to determine the
source of the bacteria.

Source: http://www.foodsafetynews.com/2016/08/129941/#.V6HY xfkrKUk

Water and Wastewater Systems Sector

16.

17.

18.

19.

August 3, WOOD 8 Grand Rapids— (Michigan) Kzoo road reopens after 2.7K gallon
sewage spill. Officials from the Kalamazoo Health and Community Services
Department announced August 2 that approximately 2,700 gallons of wastewater
spilled from a broken water main, prompting the shut-down of North Avenue between
Sprinkle Road and 26™ street while crews completed repairs. Officials advised anyone
who came in contact with the spill to thoroughly clean and disinfect shoes, clothing,
and skin.

Source: http://woodtv.com/2016/08/02/2-7k-gallon-sewage-spill-shuts-down-kzoo-
road/

August 2, Lexington Dispatch — (North Carolina) Heavy rains cause 11,272-gallon
wastewater spill in Thomasville. The City of Thomasville reported August 1 that
approximately 11,272 gallons of untreated wastewater spilled from a mixing block at
the East Davidson Pump Station into South Hamby Creek in the Yadkin/ Pee Dee River
Basin following heavy rains in the area.

Source: http://www.the-dispatch.com/news/20160802/heavy-rains-cause-11272-gallon-
wastewater-spill-in-thomasville

August 2, Harlingen Valley Morning Star — (Texas) Water pressure returns in Santa
Rosa, boil water notice still in effect. Residents in Santa Rosa, Texas, remained under
a boil water advisory August 2 following an equipment failure at the Santa Rosa Water
Treatment Plant the weekend of July 30. Officials stated the advisory will remain in
effect until the water test results are returned.

Source: http://www.valleymorningstar.com/news/latest_news/article_bb00d854-5917-
11e6-b926-83cda8242a6e.html

August 2, WZTV 17 Nashville — (Tennessee) 2 million gallons of water contaminated
by oil, fire department says. Officials from the Nashville Fire Department reported
August 2 that approximately 2 million of gallons of water were contaminated after 5
gallons of oil spilled from a nearby storm drain into the Cumberland River. Officials
stated the spill did not affect the area’s drinking source.
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Source: http://fox17.com/news/local/2-million-gallons-of-water-contaminated-by-oil-
fire-department-says

For additional stories, see items 1, 23, and 24

Healthcare and Public Health Sector

20.

August 2, U.S. Food and Drug Administration — (National) Teva Pharmaceuticals
initiates voluntary nationwide recall of seven lots of Amikacin Sulfate Injection
USP 500mg/2mL (250 mg/mL) and 1 gram/4mL (250mg/mL.) vials due to potential
of glass particulate matter. Teva Pharmaceuticals USA Inc., issued a voluntary recall
August 2 for seven lots of its Amikacin Sulfate Injection products sold in 500-
milligram and 1-gram vials due to potential contamination with glass particulates. No
adverse reactions have been reported and the vials were distributed to wholesalers,
retailers, and pharmacies nationwide.

Source: http://www.fda.gov/Safety/Recalls/ucm514656.htm

Government Facilities Sector

21.

22,

23.

24,

August 3, Eugene Register-Guard — (Oregon) Wildfire at Crater Lake National Park
continues to grow, now 720 acres. Crews worked August 2 to contain the 720-acre
Bybee Creek Fire burning at the Crater Lake National Park in Oregon, which has
prompted closures from the west Rim Drive from Discovery Point to North Junction.
Source: http://registerguard.com/rg/news/local/34638631-75/wildfire-at-crater-lake-
national-park-continues-to-grow-now-720-acres.html.csp

August 3, Ravalli Republic — (Montana) Evacuation order on Roaring Lion fire
expanded; US Highway 93 detour announced. Crews worked August 2 to contain the
4,392-acre Roaring Lion Fire burning in Ravalli County, Montana, which has prompted
mandatory evacuation orders for a total of 741 homes in the area.

Source: http://missoulian.com/news/state-and-regional/evacuation-order-on-roaring-
lion-fire-expanded-us-highway-detour/article_a79b7a76-7d40-5866-8ccd-
72842f86ee14.html

August 2, KXAS 5 Fort Worth— (Texas) Fort Worth ISD finds lead in drinking water
that exceeds recommended EPA levels. Fort Worth Independent School District
officials announced August 2 that they have been working to reduce the quantity of
lead in schools’ drinking water after tests in June and July 2016 revealed lead levels
exceeding the U.S. Environmental Protection Agency’s recommended limits at select
schools in the district.

Source: http://www.dallasnews.com/news/local-news/20160802-fort-worth-isd-finds-
lead-in-drinking-water-that-exceeds-recommended-epa-levels.ece

August 2, WTIC 61 Hartford — (Connecticut) Swimming closed at Silver Sands, Day
Pond and Wharton Brook due to elevated bacteria. The Connecticut Department of
Energy and Environmental Protection closed the swimming areas at Silver Sands State
Park, Wharton Brook State Park, and Day Pond State Park August 2 after water
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25.

26.

samples taken from the beaches indicated elevated levels of bacteria in the water.
Source: http://fox61.com/2016/08/02/swimming-closed-at-silver-sands-day-pond-and-
wharton-brook-due-to-elevated-bacteria/

August 2, Watsonville Patch — (California) Soberanes Fire grows to 43,400 acres,
18% contained. Crews reached 18 percent containment August 2 of the 43,400-acre
Soberanes Fire burning north of Big Sur in Monterey County, California. Officials
estimated that the fire will be contained by September.

Source: http://patch.com/california/watsonville/soberanes-fire-grows-43-400-acres-18-
contained

August 2, San Francisco Chronicle — (California) 1,700-acre fire near Lake
Berryessa forces evacuations. Crews worked August 2 to contain the 1,700-acre Cold
Fire burning in Yolo County, California, which has prompted evacuations of the
Canyon Creek Resort and Golden Bear Estates in Winters, and forced the closure of
Highway 128 from Monticello Dam to Pleasants Valley Road.

Source: http://www.sfgate.com/bayarea/article/200-acre-fire-near-Lake-Berryessa-
forces-9075683.php

Emergency Services Sector

Nothing to report

Information Technoloqy Sector

27.

28.

August 2, Help Net Security — (International) 36,000 SAP systems exposed online,
most open to attacks. ERPScan released a comprehensive SAP Cybersecurity Threat
Report which revealed the average number of security patches for SAP products per
year has decreased, while the amount of vulnerable platforms has increased and now
includes modern cloud and mobile technologies such as HANA. The report also found
that SAP’s Customer Relationship Management (CRM), Enterprise Portal (EP), and
Supplier Relationship Management (SRM) products are most vulnerable to flaws, and
that the U.S. is one of the three countries with the most exposed services, among other
findings.

Source: https://www.helpnetsecurity.com/2016/08/02/sap-cybersecurity-report/

August 2, Softpedia — (International) Google SEO trick leads users to online scam,
CryptMIC ransomware. Researchers from Malwarebytes discovered an active
campaign where malicious actors were abusing Google search featured snippets to
show links to compromised Websites and redirect users to online stores selling product
keys for Microsoft Office or hosting the Neutrino exploit kits (EK), which would in
turn infect the user’s device with the CryptMIC ransomware. Researchers found the
attackers could also actively search for third-party Websites listed in featured snippets
that run vulnerable content management systems (CMSs), and hack the sites to deliver
the ransomware.

Source: http://news.softpedia.com/news/google-seo-trick-leads-users-to-online-scam-
cryptmic-ransomware-506891.shtml
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29. August 2, SecurityWeek — (International) Google patches tens of critical
vulnerabilities in Android. Google released security patches for the Android operating
system (OS) resolving 81 vulnerabilities including 3 remote code execution (RCE)
flaws, 4 Elevation of Privilege (EoP) bugs, and 4 denial-of-service (DoS) flaws in
Mediaserver, a DoS issue in system clock, and a RCE flaw in libjhead, among other
vulnerabilities.

Source: http://www.securityweek.com/google-patches-tens-critical-vulnerabilities-
android

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org

Communications Sector

Nothing to report

Commercial Facilities Sector

30. August 3, WABC 7 New York — (New York) Fire destroys Whitestone, Queens,
supermarket. The Strawberry Farm supermarket in Whitestone, New York, was
considered a total loss August 2 following a 3-alarm fire that prompted the closure of
surrounding streets while crews worked to contain the blaze. The cause of the fire
remains under investigation.

Source: http://abc7ny.com/news/fire-destroys-supermarket-in-whitestone-
queens/1454706/

Dams Sector

Nothing to report
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Department of Homeland Security (DHS)
DHS Daily Open Source Infrastructure Report Contact Information

About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday
through Friday] summary of open-source published information concerning significant critical
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport

Contact Information

Content and Suggestions: Send mail to cikr.productfeedback@hg.dhs.gov or contact the DHS
Daily Report Team at (703) 942-8590

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow
instructions to Get e-mail updates when this information changes.

Removal from Distribution List: Send mail to support@govdelivery.com.

Contact DHS

To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@hqg.dhs.gov or (202) 282-9201.

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit
their Web page at www.us-cert.gov.

Department of Homeland Security Disclaimer

The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source
material.
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