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Top Stories

The FBI announced August 1 that a man dubbed the “Flip-Flop Bandit” was arrested July
29 after robbing a bank in Pooler, Georgia, and multiple others in North Carolina,
Tennessee, Oklahoma, and Arkansas. — WFMY 2 Greensboro (See item 4)

Northbound lanes of Interstate 75 in Bradenton, Florida, were closed for approximately 12
hours August 1 after a crash involving 2 semi-trucks and 3 other vehicles caused dozens of
gallons of diesel to spill onto the highway. — WTSP 10 St. Petersburg (See item 8)

New York officials announced August 1 that a bypass was installed around a leaking
sewage pipeline in Amsterdam the weekend of July 30 while crews work to replace the
faulty pipes after approximately 500,000 gallons of sewage spilled into the North
Chuctanunda Creek since July 25. — Albany Times Union (See item 18)

Dr. Web researchers discovered an Android trojan, dubbed Anrdoid.Spy.305 was plaguing
155 Android apps on the official Google Play Store and affecting over 2.8 million users in
order to deliver ads to a user’s device. — Softpedia (See item 25)
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Enerqy Sector

1. August 2, Chicago Pioneer Press; Chicago Tribune — (1llinois) Barrington Mobil
station to pay $20,000 for gasoline leak. The U.S. Environmental Protection Agency
(EPA) and the Illinois Attorney General’s office reached a $20,000 settlement with Shri
Balaji Inc., August 1 after an unknown amount of gas leaked from an underground tank
at the company’s Mobil gas station in Barrington, Illinois, in January and entered a
nearby sanitary sewer system, contaminated soil and groundwater, and caused vapors to
enter neighboring homes. As part of the settlement, Shri Balaji Inc. must submit a
remediation plan to the Illinois EPA, as well as soil and groundwater sampling and
monitoring tests.

Source: http://www.chicagotribune.com/suburbs/barrington/news/ct-bcr-gas-station-
leak-t1-0804-20160802-story.htmi

Chemical Industry Sector

Nothing to report

Nuclear Reactors, Materials, and Waste Sector

Nothing to report

Critical Manufacturing Sector

2. August 1, U.S. Department of Labor — (Wisconsin) Wisconsin shipyard faces nearly
$1.4M in OSHA penalties for exposing workers to lead, and other hazards while
retrofitting vessel. The Occupational Safety and Health Administration cited Fraser
Shipyards Inc., with 19 willful and 10 serious violations, and placed the company in its
Severe Violator Enforcement Program July 29 after complaints alleging unsafe
working conditions prompted an inspection at the Superior, Wisconsin facility which
revealed that the company overexposed workers to lead, failed to implement a lead
compliance program, and failed to provide training on lead and asbestos hazards,
among other violations. Proposed penalties total $1,395,000.

Source:
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS RELEA
SES&p id=32871

3. August 1, U.S. Department of Labor — (Texas) OSHA fines KWS Manufacturing Co.
for repeat, serious violations. The Occupational Safety and Health Administration
cited KWS Manufacturing Co., with three repeat and two serious violations July 28
following February and March inspections at the Burleson, Texas facility which
revealed that the company failed to install guards on the helicoid roll mill and lathes,
failed to provide medical evaluations for employees, and failed to install safety latches
on hooks, among other violations. Proposed penalties total $49,500.

Source:
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS RELEA
SES&p id=32874
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Defense Industrial Base Sector

Nothing to report

Financial Services Sector

4. August 1, WFMY 2 Greensboro — (National) ‘Flip-Flop’ bandit wanted in NC bank
robberies captured in GA. The FBI announced August 1 that a man dubbed the “Flip-
Flop Bandit” was arrested July 29 after robbing a bank in Pooler, Georgia, and multiple
others in North Carolina, Tennessee, Oklahoma, and Arkansas.

Source: http://www.wfmynews2.com/news/crime/multi-state-serial-robber-who-hit-
ark-banks-caught-in-georqia/285842777

5. August 1, Chicago Sun-Times — (lllinois) Feds: Tips led to capture of ‘North Center
Bandit.” A man dubbed the “North Center Bandit” was arrested July 29 after he
allegedly robbed a Chase Bank branch in Chicago June 8 and four other North Side
banks since October 2015.

Source: http://chicago.suntimes.com/news/feds-tips-led-to-capture-of-north-center-
bandit/

Transportation Systems Sector

6. August 2, KFSN 30 Fresno — (California) At least 5 dead in tour bus crash on
Highway 99 near Livingston. Highway 99 in Merced County, California, was closed
for several hours August 2 after a tour bus traveling from Mexico to Pasco, Washington
crashed into a pole, killing five people and injuring five others.

Source: http://abc30.com/news/at-least-5-dead-in-tour-bus-crashes-on-highway-99-
near-livingston/1453467/

7. August 2, Wisconsin State Journal — (Wisconsin) Liquid asphalt spill closed highway
for hours, Rock County Sheriff’s office says. Highway 14 in Rock County,
Wisconsin, was closed for about 5 hours August 1 after a semi-truck carrying nearly
3,000 gallons of liquid asphalt overturned and spilled its load on the highway. Traffic
was rerouted while crews worked to clean up the spill.

Source: http://host.madison.com/wsj/news/local/crime-and-courts/liquid-asphalt-spill-
closed-highway-for-hours-rock-county-sheriff/article _cca0d556-af0e-5f32-8¢c59-
8765b2015508.html

8. August 2, WTSP 10 St. Petersburg — (Florida) NB 1-75 lanes in Bradenton reopen
after multi-vehicle crash. Northbound lanes of Interstate 75 in Bradenton, Florida,
were closed for approximately 12 hours August 1 while crews worked to repair the
roadway after a multi-vehicle crash involving 2 semi-trucks and 3 other vehicles caused
dozens of gallons of diesel to spill onto the highway.

Source: http://www.wtsp.com/news/traffic/nb-i-75-lanes-closed-due-to-multi-vehicle-
crash-in-bradenton/285528903

9. August 1, KPTV 12 Portland/KPDX 49 Vancouver — (Oregon) Grand Ronde man dies
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in Hwy 22 crash in Yamhill County. Highway 22 in Grand Ronde, Oregon, was
closed for approximately 4 hours August 1 following a two-vehicle collision that left
one person dead and sent another to the hospital with non-life threatening injuries.
Source: http://www.kptv.com/story/32593394/grand-ronde-man-dies-in-hwy-22-crash-
in-yamhill-county

10. August 1, Arizona Republic— (Arizona) DPS: 1-10 east reopened after deadly wreck.

Interstate 10 near Tonopah, Arizona, was closed for several hours August 1 after a
semi-truck struck and killed a pedestrian.

Source: http://www.azcentral.com/story/news/local/southwest-valley-
traffic/2016/08/01/dps--10-east-closed-near-tonopah-1-dead-after-pedestrian-hit-
semitruck/87907584/

Food and Agriculture Sector

11.

12.

13.

August 2, U.S. Department of Agriculture — (National) Michael Angelo’s Gourmet
Foods, Inc. recalls shrimp scampi and meat lasagna products due to misbranding
and undeclared allergens. Michael Angelo’s Gourmet Foods, Inc., expanded a
previous recall August 1 to include an additional 1,452 pounds of its frozen shrimp
scampi and meat lasagna products due to misbranding and undeclared chicken, egg,
soy, or shrimp after the company received customer complaints stating that the shrimp
scampi packages may contain a chicken piccata product and the meat lasagna packages
may contain a shrimp scampi product due to a packaging error. There have been no
confirmed reports of adverse reactions and the products were shipped to distributors in
the southern U.S.

Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-
alerts/recall-case-archive/archive/2016/recall-059-2016-exp-release

August 1, U.S. Food and Drug Administration — (lowa; Minnesota; Wisconsin)
Allergen alert expansion: Kitchen Cravings Strawberry and Mixed Berry Parfaits
with trace peanuts or almonds. Kwik Trip, Inc., expanded a previous recall July 29 to
include additional lots of its Kitchen Cravings Strawberry and Mixed Berry Parfaits
products due to undeclared traces of peanuts or almonds after the company’s supplier,
Azar Nut Company, recalled additional lots of the granola it supplied the firm due to
undeclared peanuts or almonds. No illnesses have been reported and the products were
sold at Kwik Trip retail locations in Minnesota, Wisconsin, and lowa.

Source: http://www.fda.gov/Safety/Recalls/ucm514279.htm

August 1, U.S. Department of Labor — (Georgia) OSHA cites feed mill, contractors
after dust explosion Kills 1, injures 5. The Occupational Safety and Health
Administration cited JCG Farms of Alabama LLC, A to J Electrical Services, and D.
Sims Inc., with a total of 23 safety and health violations July 22 after a February
incident where an explosion at the Georgia chicken feed mill killed 1 worker and
injured 5 others, prompting an investigation at the Rockmart, Georgia facility which
revealed the company exposed employees to fire and explosion hazards, failed to
develop or implement an emergency action plan, and failed to properly train employees
to recognize hazards, among other violations. Proposed penalties for all three
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companies total $112,600.

Source:

https://www.osha.gov/pls/oshaweb/owadisp.show document?p table=NEWS RELEA
SES&p id=32877

14. August 1, U.S. Department of Labor — (Texas) Houston tortilla factory faces $106K
in federal penalties for exposing employees to amputation, machine, fall and
extreme heat hazards. The Occupational Safety and Health Administration cited La
Espiga de Oro Inc., with 25 serious violations August 1 after the agency received a
complaint of unsafe working conditions, prompting an investigation at the Houston
facility which revealed that the company exposed workers to struck-by hazards, failed
to protect workers from dangerous machinery, and exposed workers to electrical
hazards, among other violations. Proposed penalties total $106,700.

Source:
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS RELEA
SES&p_id=32898

15. August 1, U.S. Department of Labor — (West Virginia) OSHA cites Bradley, West
Virginia, logging company for exposing workers to multiple hazards while felling
trees at Raleigh County work site. The Occupational Safety and Health
Administration cited Switchback Timber Inc., with 1 willful, 1 repeat, 13 serious, and 3
other-than-serious safety violations July 21 after a complaint alleging multiple safety
hazards prompted an investigation at the Dorothy, West Virginia worksite which
revealed that the company failed to provide leg and face protection, failed to ensure
workers wore hardhats when outside machine cabs, and failed to ensure employees
used seatbelts, among other violations. Proposed penalties total $42,600.

Source:
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS RELEA
SES&p id=32895

16. July 30, Food Safety News — (National) Texas puts Blue Bell Creameries on a short
leash; imposes fine. The Texas Department of State Health Services announced July
30 that Blue Bell Creameries, L.P. agreed to pay an $850,000 fine after a Listeria
monocytogenes outbreak that hospitalized 10 people and killed 3 others from January
2010 — January 2015 was traced to 3 of the company’s production plants in Texas,
Oklahoma, and Alabama. As part of the agreement, Blue Bell must continue testing
ingredients, is required to hold finished products from distribution until negative test
results are returned, and must hire independent experts to assess its production plant,
among other requirements.

Source: http://www.foodsafetynews.com/2016/07/texas-puts-blue-bell-creameries-on-
a-short-leash-imposes-fine/#.VV596RfkrKUk

Water and Wastewater Systems Sector

17. August 1, Canon City Daily Record — (Colorado) Cotter reports 7,000-gallon leak on
property’s pipeline. Cotter Corp. officials announced August 1 that a hairline fracture
in a water line at its Canon City, Colorado milling facility leaked approximately 7,000
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gallons of water into the Sand Creek stream valley over a 48-hour period during the
weekend of July 30. Officials do not believe contaminated water left the company’s
property.

Source: http://www.canoncitydailyrecord.com/ci_30194836/cotter-reports-7-000-
gallon-leak-propertys-pipeline

18. August 1, Albany Times Union — (New York) DEC: 500,000 gallons of sewage
entered Mohawk tributary. The New York State Department of Environmental
Conservation (DEC) announced August 1 that a bypass was installed around a leaking
sewage pipeline in Amsterdam, New York, the weekend of July 30 in order to redirect
the city’s sewage while crews work to replace the faulty pipes after approximately
500,000 gallons of sewage spilled into the North Chuctanunda Creek, which feeds into
the Mohawk River, since July 25. The DEC urged all municipalities that draw from the
Mohawk River to sufficiently treat their drinking water.

Source: http://www.timesunion.com/local/article/Major-sewage-leak-mostly-fixed-in-
Amsterdam-8989038.php

Healthcare and Public Health Sector

19. August 1, ABC News — (Florida) 10 additional Zika cases found in Florida outbreak;
governor activates emergency response. Officials from the Florida Department of
Health confirmed 10 more cases of locally contracted Zika virus in northern Miami
August 1, prompting the governor to activate the emergency response team from the
U.S. Centers for Disease Control and Prevention (CDC) to help stop the outbreak.
Officials stated that of the 2,300 Florida residents tested for Zika virus, 372 have been
confirmed to be infected with the virus.

Source: http://abcnews.go.com/Health/10-additional-zika-cases-found-florida-outbreak-
governor/story?id=41043116

Government Facilities Sector

20. August 1, NBC News — (Montana) ‘Roaring lion’ fire burns 2K acres, evacuates 500
homes in Montana. Crews worked July 31 to contain the Roaring Lion Fire burning in
Ravalli County, Montana, which has burned through 2,000 acres, destroyed several
structures, forced the evacuation of 500 homes, and threatens an estimated 200 more.
The American Red Cross was assisting those displaced by the fire.

Source: http://www.wthr.com/article/roaring-lion-fire-burns-2k-acres-evacuates-500-
homes-in-montana

21. August 1, Associated Press; KTVB 7 Boise — (Idaho) Pioneer Fire grows to 38,000
acres, drones interfere again. Approximately 1,300 firefighters reached 30 percent
containment August 1 of the 38,072-acre Pioneer Fire burning near Idaho City, Idaho.
State Highway 21 was closed from north of Idaho City to south of Lowman as a
precaution.

Source: http://www.ktvb.com/news/local/pioneer-fire-grows-drones-interfere-
again/284735393
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22,

August 1, Toledo Blade — (Ohio) Observation deck of Perry monument closed
today. The U.S. National Park Service reported that the observation deck at the Perry’s
Victory and International Peace Memorial in Put-in-Bay, Ohio, was closed August 1
for repairs after lightning damaged the control system for the tower’s elevator July 31.
Crews were working to assess the damage.

Source: http://www.toledoblade.com/local/2016/08/01/Observation-deck-of-Perry-
monument-closed-today.html

Emergency Services Sector

Nothing to report

Information Technology Sector

23.

24,

25.

August 2, Softpedia — (International) Windows flaw reveals Microsoft account
passwords, VPN credentials. Researchers discovered an exploit affecting the way
Microsoft Windows handles old authentication procedures for shared network
resources where an attacker could embed a disguised link to a server message block
(SMB) resource inside a Webpage or an email viewed via Outlook that sends the
victim’s login credentials to authenticate on the malicious actor’s domain once the user
accesses the link via Internet Explorer, Edge, or Outlook. The exploit gives the hacker
access to the user’s Microsoft username, virtual private network (VPN) credentials, or
password, which is leaked as a NT LAN Manager (NTLM) hash.

Source: http://news.softpedia.com/news/windows-flaw-reveals-microsoft-account-
password-vpn-credentials-506868.shtml

August 1, Softpedia — (International) Data of 200 million Yahoo users pops up for
sale on the Dark Web. Yahoo is investigating a potential data breach after cyber-
criminal Peace_of Mind (Peace) published a listing on TheRealDeal Dark Web
marketplace that reportedly offers data on over 200 million Yahoo users for 3 bitcoin,
or approximately $1,800, including usernames, MD5-hashed passwords, dates of birth
for all users, and in some cases, backup email addresses, country of origin, and ZIP
codes for U.S. users.

Source: http://news.softpedia.com/news/data-of-200-million-yahoo-users-pops-up-for-
sale-on-the-dark-web-506864.shtml

August 1, Softpedia — (International) Trojan in 155 Google Play Android apps affects
2.8 million users. Security researchers from Dr. Web discovered a new variant of the
Android.Spy family trojan, dubbed Anrdoid.Spy.305 was plaguing 155 Android apps
on the official Google Play Store and affecting over 2.8 million users by collecting data
about the user’s device, including the email address connected to their Google user
account, the name of the app the trojan leverages for distribution, and the developer 1D
and software developer’s kit (SDK) version, among other details in order to deliver ads.
Google released a list of all the apps potentially impacted by the trojan.

Source: http://news.softpedia.com/news/trojan-in-155-google-play-android-apps-
affects-2-8-million-users-506849.shtml
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26. August 1, SecurityWeek — (International) SSL flaw in Intel Crosswalk exposes apps

to MitM attacks. Intel released updates for its Crosswalk framework after security
researchers from Nightwatch Cybersecurity discovered a serious vulnerability in the
Crosswalk Project library that allows malicious actors to launch man-in-the-middle
(MitM) attacks and capture sensitive information transmitted by the app after finding
that when a user makes a network request and accepts the initial error message
displayed by the app if an invalid Secure Socket Layer (SSL) certificate is found, the
app accepts all future SSL certificates without validation even when connections are
made via different WiFi hotspots and different certificates.

Source: http://www.securityweek.com/ssl-flaw-intel-crosswalk-exposes-apps-mitm-
attacks

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org

Communications Sector

Nothing to report

Commercial Facilities Sector

27. August 1, Doylestown Intelligencer — (Pennsylvania) 3-alarm fire in Doylestown

28.

Township draws crowd of onlookers. Authorities are investigating the cause of a
three-alarm fire at Grove Supply Inc., in Doylestown Township, Pennsylvania, August
1 that spread to multiple other businesses, burned through power lines, and prompted
the closure of surrounding roads while crews worked to contain the blaze. Five people
including three firefighters were transported to an area hospital for evaluation.

Source: http://www.theintell.com/news/local/alarm-fire-reported-in-doylestown-
township/article_d5f6ac90-582e-11e6-9452-f7ee8494bal0.html

August 1, Palm Beach Post — (Florida) Riviera Beach Boys & Girls Club reopened
after bomb threat. The Boys & Girls Club of Riviera Beach in Florida was evacuated
for more than 3 hours August 1 after receiving a phoned-in bomb threat. Authorities
deemed the area safe after no explosives were found in the facility.

Source: http://www.palmbeachpost.com/news/news/crime-law/police-riviera-beach-
boys-girls-club-evacuated-due/nr76Z/

Dams Sector

Nothing to report
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personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source
material.
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