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Top Stories

General Motors issued a recall July 30 for 32,913 of its model year 2016 Chevrolet Cruze
vehicles sold in the U.S. due to potentially improperly manufactured headlamps which can
lead to reduced nighttime visibility. — TheCarConnection.com (See item 4)

Severe storms that moved through Ellicott City, Maryland, July 31 caused flash floods that
damaged at least 25 buildings, killed 2 people, and prompted State officials to declare a
state of emergency in Howard County. — CNN (See item 17)

Maryland officials issued an emergency closing of the Patuxent River from the Howard
County line to the Baltimore Washington Parkway in Laurel after a blocked sewer line
caused approximately 2 million gallons of sewage to overflow into the Patuxent River July
29. — Baltimore Sun (See item 19)

Florida health officials reported July 29 that 4 individuals in Miami-Dade and Broward
counties have been infected with the Zika virus by local mosquitoes, marking the first cases
of mosquito-borne transmissions in the U.S. — CNN (See item 21)
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Enerqy Sector

1. July 29, KGET 17 Bakersfield — (California) Officials: 1,000 gallons of oil, water
leaked after pipeline broken by semi in northwest Bakersfield. Approximately
1,000 gallons of oil spilled in northwest Bakersfield, California, July 29 after a semi-
truck rolled over the cap of an injection well, causing a pipeline to break. HAZMAT
crews were working to clean up the spill.

Source: http://www.kerngoldenempire.com/news/top-stories/officials-1000-gallons-of-
oil-leaked-after-pipeline-is-broken-by-semi-in-northwest-bakersfield

2. July 29, MauiNow.com — (Hawaii) Propane leak forces evacuation of Emerald Plaza
in Lahaina. Emerald plaza in west Maui, Hawaii, was evacuated for more than 2 hours
July 29 after officials confirmed a leak at the bottom of a 1,150 gallon propane tank.
HAZMAT crews and AmeriGas personnel worked to offload the contents of the tank
into a mobile propane tanker before deeming the area safe.

Source: http://mauinow.com/2016/07/29/propane-leak-forces-evacuation-of-emerald-
plaza-in-lahaina/

Chemical Industry Sector

Nothing to report

Nuclear Reactors, Materials, and Waste Sector

Nothing to report

Critical Manufacturing Sector

3. July 30, TheCarConnection.com — (National) 2017 Audi Q7 recalled for airbag
problem caused by software glitch. VVolkswagen Group of America issued a recall
July 30 for 14,535 of its model year 2017 Audi Q7 vehicles sold in the U.S. due to a
software glitch that could cause the frontal airbags to deploy with excessive force in the
event of a crash, thereby increasing the risk of injury.

Source: http://www.thecarconnection.com/news/1105294 2017-audi-g7-recalled-for-
airbag-problem-caused-by-software-glitch

4. July 30, TheCarConnection.com — (National) 2016 Chevrolet Cruze recalled to fix
headlight problem. General Motors issued a recall July 30 for 32,913 of its model year
2016 Chevrolet Cruze vehicles sold in the U.S. due to potentially improperly
manufactured headlamps after the manufacturer’s etching software failed to mark the
lamps with an identifier code used to properly aim the headlights, thereby causing
reduced nighttime visibility and increasing the risk of an accident.

Source: http://www.thecarconnection.com/news/1105293 2016-chevrolet-cruze-
recalled-to-fix-headlight-problem
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Defense Industrial Base Sector

Nothing to report

Financial Services Sector

Nothing to report

Transportation Systems Sector

5.

August 1, Baton Rouge Advocate — (Louisiana) Southwest flight makes emergency
landing at New Orleans. Southwest Airlines Flight 775 en route to San Antonio,
Texas from Tampa, Florida was forced to make an emergency landing at Louis
Armstrong New Orleans International Airport in Louisiana July 29 after the pilots
noticed a pressurization issue.

Source: http://www.aviationpros.com/news/12238566/brief-southwest-flight-makes-
emergency-landing-at-new-orleans-airport-on-friday

July 31, San Francisco Bay City News — (California) One person died after solo
vehicle accident on highway in Hayward. The California Highway Patrol closed
Highway 880 in Hayward for several hours July 31 while crews worked to clear the
wreckage from a single-vehicle crash that blocked two lanes of the highway and left
one person dead.

Source: http://kron4.com/2016/07/31/one-person-died-after-in-solo-vehicle-accident-
on-highway-in-hayward/

July 31, WTAE 4 Pittsburgh — (Pennsylvania) Light rail service restored after
electrical fire. A portion of the T light rail system in Pittsburgh, Pennsylvania, was
closed for more than 5 hours July 31 while crews worked to restore power to the
system following an electrical fire between the First Avenue station and Steel Plaza
station.

Source: http://www.wtae.com/news/crews-called-to-scene-for-reports-of-smoke-at-
steel-plaza-t-station/40969094

July 31, WTVG 13 Toledo — (Ohio) SR 2 back open after meat truck overturns near
Davis Besse. State Route 2 in Port Clinton, Ohio, was closed for several hours July 31
while crews worked to clear the wreckage after a semi-truck transporting meat
overturned, spilling the meat on the roadway. Authorities are investigating the cause of
the crash.

Source: http://www.13abc.com/content/news/Meat-truck-overturns-near-Davis-Besse--
388777602.html

July 31, WKOW 27 Madison — (Wisconsin) 1 person killed in truck-motorcycle crash
in Sun Prairie. Highway T in Sun Prairie, Wisconsin, was closed for several hours
July 31 while crews cleared the wreckage from a two-vehicle crash involving a
motorcycle and another vehicle that left one person dead.
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10.

11.

12.

Source: http://www.wkow.com/story/32583170/2016/07/31/helicopter-sent-to-scene-
of-car-bike-rider-crash-in-sun-prairie

July 31, KNVU 610 AM Logan — (Utah) Motorcycle/vehicle accident on SR-91 Kills
Richmond man. State Route 91 in Cache Valley, Utah, was restricted to one lane in
each direction for more than 2 hours July 30 while officials cleared the wreckage of a
two-vehicle accident that left one person dead.

Source: http://www.cachevalleydaily.com/news/local/article_f23a0d12-56d9-11e6-
998d-77e9cdde357¢.html

July 29, Wilson Times — (North Carolina) Woman dies in head-on crash. Highway 58
in Wilson, North Carolina, was closed for more than 2 hours July 29 while crews
cleared the wreckage from a head-on collision involving a semi-truck that killed one
person and injured another.

Source: http://wilsontimes.com/stories/\Woman-dies-in-crash,70535

July 29, Salem Statesman Journal — (Oregon) Two killed in Hwy 213 crash near
Scotts Mills. Highway 213 near Scotts Mills, Oregon, was closed for approximately 4
hours July 28 after a fatal two-vehicle collision that sent three people to an area hospital
and left two people dead.

Source: http://www.statesmanjournal.com/story/news/2016/07/29/two-killed-hwy-213-
crash-near-silverton/87700004/

For another story, see item 20

Food and Agriculture Sector

13.

14.

July 31, U.S. Food and Drug Administration — (National) Hampton Creek issues
voluntary recall of mixes containing Native Forest Coconut Milk Powder because
of possible health risk. Hampton Creek issued a voluntary recall July 30 for select lots
of its baking mixes products that contain the Native Forest Coconut Milk Powder
ingredient due to potential Salmonella contamination after the ingredient tested positive
for Salmonella during a company-initiated testing program. No illnesses have been
reported and the products were distributed nationwide.

Source: http://www.fda.gov/Safety/Recalls/ucm514174.htm

July 30, U.S. Department of Agriculture — (Arizona) Santana’s Black Label Gourmet
Beef Jerky recalls beef jerky products produced without benefit of inspection.
Santana’s Black Label Gourmet Beef Jerky issued a recall July 29 for approximately
295 pounds of its beef jerky products sold in 4 variations after a third-party source
notified Federal personnel that the products were produced without the benefit of
Federal inspection. There have been no confirmed reports of adverse reactions and the
products were shipped to distributors and retail locations in Arizona.

Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-
alerts/recall-case-archive/archive/2016/recall-068-2016-release
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15. July 29, U.S. Food and Drug Administration — (New York; New Jersey) SM Fish Corp

16.

recalls select Ossie’s ready to eat Herring Salads because of possible health risk.
SM Fish Corp., issued a voluntary recall July 29 for select lots of its Ossie’s brand
ready-to-eat Herring Salads products sold in 14 variations due to potential Listeria
monocytogenes contamination after Federal personnel discovered Listeria in multiple
locations throughout the company’s facility. The company has ceased production and
no illnesses have been reported in connection with the products which were sold at the
company’s retail outlets in New York and New Jersey.

Source: http://www.fda.gov/Safety/Recalls/ucm514121.htm

July 29, U.S. Food and Drug Administration — (National) Additional package codes of
Watts Brothers Farms Organic Mixed Vegetables, Organic Super Sweet Corn,
and Organic Peas recalled because of possible health risk. ConAgra Foods Inc.,
expanded a previous recall July 28 to include additional packages of its Watts Brothers
Farms Organic Mixed Vegetables, Organic Super Sweet Corn, and Organic Peas
products due to potential Listeria monocytogenes contamination. There have been no
confirmed reports of adverse reactions and the products were distributed nationwide.
Source: http://www.fda.gov/Safety/Recalls/ucm514090.htm

Water and Wastewater Systems Sector

17.

18.

19.

August 1, CNN - (Maryland) Maryland county official: ‘Never seen such
devastation’. Severe storms that moved through Ellicott City, Maryland, July 31
caused flash floods that damaged or destroyed at least 25 buildings, killed 2 people,
damaged more than 170 vehicles, and prompted State officials to declare a state of
emergency in Howard County. Authorities estimated the flood caused millions of
dollars in damages.

Source: http://www.cnn.com/2016/07/31/us/maryland-flooding/

August 1, KTLA 5 Los Angeles — (California) Multiple businesses impacted after
water main break in Hollywood Hills: LAFD. Crews worked for several hours July
31 to repair an 8-inch water main burst in Hollywood Hills, California, that spilled
thousands of gallons of water, left about 30 customers with low water pressure, and
prompted the closure of all southbound lanes on Cahuenga Boulevard while crews
worked to clean up the spill.

Source: http://ktla.com/2016/07/31/water-line-break-causing-flooding-in-hollywood-
hills-fire-department/

July 30, Baltimore Sun — (Maryland) Estimated 2 million gallons of sewage spill into
Patuxent River. Maryland officials issued an emergency closing of the Patuxent River
from the Howard County line to the Baltimore Washington Parkway in Laurel after a
blocked sewer line caused approximately 2 million gallons of sewage to overflow into
the Patuxent River July 29. Officials closed Riverfront Park in Laurel and urged
residents to avoid the area.

Source: http://www.baltimoresun.com/news/maryland/howard/laurel/ph-ho-cf-glances-
sewage-overflow-0804-20160729-story.html
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Healthcare and Public Health Sector

20.

21.

July 30, Associated Press — (California) 4 killed after small medical plane crashes in
California. A Cal-Ore Life Flight medical transport plane crashed in a forest range
near the Arcata-Eureka Airport in northern California July 29 after the pilot reported
smoke in the cockpit. The National Transportation and Safety Board reported that four
bodies were recovered and the cause of the crash remains under investigation.

Source: http://www.fireengineering.com/ap-news/2016/07/30/4-killed-after-small-
medical-plane-crashes-in-california.html?dtc=2

July 29, CNN - (Florida) Florida health officials confirm Zika transmission.
Officials from the Florida Department of Health reported July 29 that 4 individuals in
Miami-Dade and Broward counties have been infected with the Zika virus transmitted
through infected mosquitoes in the area, marking the first cases of mosquito-borne
transmissions in the U.S. Health officials are collecting information and urine samples
from residents in the area as part of an effort to determine how many people have been
infected.

Source: http://www.cnn.com/2016/07/29/health/florida-health-officials-confirm-local-
zika-transmission/

Government Facilities Sector

22,

23.

24,

August 1, Fresno Bee — (California) Wildfire near Prather damages homes, burns
1,800 acres; 15 percent contained. Crews reached 15 percent containment August 1
of the Goose Fire which has burned 1,800 acres, damaged 300 homes, and threatens
200 more near Prather, California. Officials issued mandatory evacuation orders to the
area from Gooseberry Lane to Morgan Canyon Road and Gooseberry Lane to Lodge
Road.

Source: http://www.fresnobee.com/news/local/article92934807.html

July 31, San Francisco Bay City News; KABC 7 Los Angeles — (California) Monterey
Co. issues more evacuation orders due to Soberanes Fire. Crews reached 15 percent
containment July 31 of the Soberanes Fire which has burned 40,000 acres, threatens
over 2,000 structures, and destroyed 57 homes north of Big Sur in California. Officials
issued mandatory evacuation orders for portions of Cachagu and Tassajara.

Source: http://abc7news.com/news/monterey-co-issues-more-evacuation-orders-due-to-
soberanes-fire/1451112/

July 31, KIMA 29 Yakima — (Washington) Range 12 Fire: Officials say at 50,000
acres; burning in Yakima, Benton counties. Crews were working July 31 to contain
the more than 50,000-acre Range 12 Fire burning in Yakima and Benton counties in
Washington. Officials closed surrounding roads as a precaution.

Source: http://kimatv.com/news/local/training-center-fire-officials-say-now-at-25000-
plus-acres-entered-into-benton-county
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Emergency Services Sector

25.

July 29, Birmingham News — (Alabama) Fire chief stole more than $20,000 from
department, records claim. The chief of the Collins Chapel Fire Department in
Thorsby, Alabama, was arrested and charged July 28 for allegedly stealing more than
$20,000 from the fire department between January 2013 and June 2016 after he cashed
checks from the department’s Peoples South Bank in Clanton at a local business. The
investigation is ongoing.

Source:
http://www.al.com/news/birmingham/index.ssf/2016/07/small_town_fire_chief stole
mo.html

Information Technology Sector

26.

27.

28.

July 30, Softpedia — (International) Major cyber-crime campaign switches from
CryptXXX to Locky ransomware. Researchers from Palo Alto Networks reported
that Afraidgate, the largest source of ransomware infections via exploit kits (EK),
stopped delivering the CryptXXX ransomware and began distributing the Locky Zepto
variant after switching from Angler to the Neutrino EK. Researchers stated that
Afraidgate relies on malicious actors hacking Websites and adding malicious code to
the site to redirect users to the Neutrino EK, which are easy to discover due to the
“.top” domain extensions.

Source: http://news.softpedia.com/news/major-cyber-crime-campaign-switches-from-
cryptxxx-to-locky-ransomware-506801.shtml

July 30, Softpedia — (International) IP of ancient Conficker C&C domains
resurfaces in new website hacking scheme. Sucuri’s forensic team discovered hacked
Websites were redirecting their own traffic to one of their subdomains hosted on
another server, prompting an investigation into the Websites which revealed the sites
had been registered through NameCheap and were abusing the company’s FreeDNS
service to hijack legitimate sites by redirecting domain name queries to the server’s IP
address, which had been previously used to host command and control (C&C) servers
for the Conficker malware.

Source: http://news.softpedia.com/news/ip-of-ancient-conficker-c-c-domains-resurface-
in-new-website-hijacking-scheme-506797.shtml

July 29, SecurityWeek — (International) New “QRLJacking” attack targets QR code
logins. An independent researcher discovered that the Quick Response (QR) Login
process is susceptible to a RLJacking attack after finding a hacker could access the
login QR code from the target Website and place it into a phishing page in order to
trick the user into visiting the page and logging into the QR login process, thereby
sending the secret login token to the hacker instead of the authenticated Website and
allowing the hacker to hijack the session. Researchers stated that the attack can be
avoided by opting out of the QR Login feature and using a regular password for sites
and apps that offer QR logins.

Source: http://www.securityweek.com/new-grljacking-attack-targets-qr-code-logins
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29. July 29, IDG News Service — (International) Android trojan SpyNote leaks on
underground forums. Researchers from Palo Alto Networks reported a new Android
trojan dubbed SpyNote has been leaked on several underground forums and allows
hackers to steal users’ messages and contacts, record audio using the devices built-in
microphone, listen in on an user’s calls, and control the device’s camera, among other
illicit actions. Researchers stated the trojan, which prompts users for a long list of
permissions on installation, is capable of updating itself and installing other rogue
applications on the device.

Source: http://www.computerworld.com/article/3102107/security/android-trojan-
spynote-leaks-on-underground-forums.html#tk.rss_security

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org

Communications Sector

Nothing to report

Commercial Facilities Sector

30. July 31, WPVI 6 Philadelphia — (Pennsylvania) 3-alarm fire destroys lumber yard in
Gloucester County. The Colucci Lumber Company in Franklin Township,
Pennsylvania, was considered a total loss July 31 following a 3-alarm fire that sent 2
firefighters to an area hospital with injuries. The cause of the fire remains under
investigation.

Source: http://6abc.com/news/3-alarm-fire-destroys-lumber-yard-in-gloucester-
county/1451272/

Dams Sector

Nothing to report
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About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday
through Friday] summary of open-source published information concerning significant critical
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