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Top Stories 

 Reno, Nevada police arrested and charged a man December 26, connected to a string of 

violent crimes including a fire that happened at the Verdi Post Office, a shooting at the 

Sparks Police Department, and shootings and threats made at strip clubs. – KRNV 4 Reno 

(See item 27)  

The WiFi Protected Setup (WPS) PIN is susceptible to a brute force attack, the United 

States Computer Emergency Readiness Team (US-CERT) reported December 27. – United 

States Computer Emergency Readiness Team (See item 29)  

 

 
Fast Jump Menu 

PRODUCTION INDUSTRIES SERVICE INDUSTRIES 

• Energy  • Banking and Finance  

• Chemical  • Transportation  

• Nuclear Reactors, Materials and Waste  • Postal and Shipping  

• Critical Manufacturing  • Information Technology  

• Defense Industrial Base  • Communications  

• Dams  • Commercial Facilities  

SUSTENANCE and HEALTH  FEDERAL and STATE 

• Agriculture and Food  • Government Facilities  

• Water  • Emergency Services  

• Public Health and Healthcare  • National Monuments and Icons  

 
 

Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: LOW, Cyber: LOW 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 

[http://www.esisac.com]  

1. December 27, Northern Michigan Review – (Michigan) Grayling gas leak smelled 80 

miles away. A gas well leak in Crawford County caused a noticeable odor across 

northern Michigan December 24. Authorities reported that emergency responders were 

called to a gas well leak December 24 in Beaver Creek Township. Responders sealed 

the leak about an hour later. Beaver Creek Township is south of Grayling and the well 

belongs to BreitBurn Energy Partners. Reports as far away as Petoskey and the 

http://www.esisac.com/
http://www.esisac.com/
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Mackinac Bridge identified a noticeable gas odor throughout the morning. “There was 

a valve that failed on the well in question in Beaver Creek Township and there was a 

release of natural gas,” said the BrietBurn executive vice president. He estimated 

upwards of 135,000 cubic feet of gas leaked from the well. 

Source: http://articles.petoskeynews.com/2011-12-27/leak_30563383 

2. December 27, Aurora Advertiser – (Missouri) Some propane contaminated with 

anhydrous ammonia. The Missouri Propane Gas Commission issued an order 

regarding the use of propane that is suspected of being contaminated by anhydrous 

ammonia. Some customers of MFA and Sell Gas in the southwest Missouri counties of 

Christian, Dade, Douglas, Greene, Lawrence, Polk, Stone, Taney, and Webster may 

have received a recent propane delivery that was contaminated with anhydrous 

ammonia, the Aurora Advertiser reported December 27. The propane was delivered 

between November 30 and December 14 by a trucking company with a trailer that had 

previously been used to haul anhydrous ammonia but was not properly cleaned. All 

customers who received a tainted delivery have already been contacted by their 

propane suppliers. Officials expected the tanks to be changed out by December 26. The 

commission’s order also requires companies to replace any damaged piping, fittings, or 

valves. The contaminated product will either be hauled back to a refinery for 

reprocessing or burned according to approved protocols. With more than 100 propane 

plants, MFA sells more propane for home heating and farm use than any other 

company in Missouri and also serves customers in Kansas, Arkansas, Oklahoma, and 

Iowa, according to the company’s website. 

Source: http://www.auroraadvertiser.net/topstories/x1569723602/Some-propane-

contaminated-with-anhydrous-ammonia 

3. December 27, WTNH 8 New Haven – (Connecticut) Police chase ends in fiery tanker 

crash. A high speed police chase ended in a fiery scene in Southington, Connecticut, 

when a stolen vehicle crashed into a tanker truck December 27. Evacuations were 

ordered in the vicinity of Routes 10 and 322 in Southington following the crash. “Until 

we could ascertain exactly what was going on we evacuated a quarter mile in all 

directions,” said the Southington fire chief. The crash knocked out power in the 

immediate area and the smell of burning fuel was in the air. Shortly before the crash, 

another trooper spotted the stolen car near the Southington Truck Stop, sparking a 

pursuit. This time the driver of the stolen car lost control on Route 10 and slid into the 

tanker carrying gasoline. Firefighters were able to knock down the fire and cool the 

tanker while Hazmat Crews from Waterbury and Hartford determined how they would 

handle a tanker filled with 8,600 gallons of gasoline. The clean up of the gasoline 

continued into the night of December 27. Police say the driver of the vehicle that struck 

the tanker, and the pursuing officer were both taken to St. Mary’s Hospital. 

Source: http://www.wtnh.com/dpp/news/hartford_cty/southington-tanker-fire 

[Return to top]  

Chemical Industry Sector 

http://articles.petoskeynews.com/2011-12-27/leak_30563383
http://www.auroraadvertiser.net/topstories/x1569723602/Some-propane-contaminated-with-anhydrous-ammonia
http://www.auroraadvertiser.net/topstories/x1569723602/Some-propane-contaminated-with-anhydrous-ammonia
http://www.wtnh.com/dpp/news/hartford_cty/southington-tanker-fire
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4. December 25, KFVS 12 Cape Girardeau – (Kentucky) Crash and chemical spill close 

I-24 ramp in Calvert City. An early morning wreck December 25 caused a traffic 

nightmare on the Purchase Parkway interchange at Calvert City, Kentucky. Officials 

said a vehicle carrying a load of corrosive chemicals crashed at that exit. According to 

Marshall County Emergency Management, the material is a caustic solution of 

Potassium Hydroxide and Potassium Carbonate used in many industrial processes. 

Following HAZMAT guidelines, a 150 ft. perimeter was established around the crash 

site. An environmental clean-up crew was on site. Due to difficulty of off-loading 10 

bulk containers of material estimated at 39,900 pounds, the ramps may be blocked for 

an extended period, according to the Kentucky Transportation Cabinet. The Emergency 

Response Team and the environmental response crew on site indicated it may take 10 

to 12 hours for completion of recovery effort. The crash blocked the Westbound I-24 

ramp to southbound Purchase Parkway. The Southbound Purchase Parkway to 

Westbound I-24 ramp was closed as a precaution because it is downwind of the crash. 

Source: http://www.kfvs12.com/story/16391892/crash-and-chemical-spill-close-i-24-

ramp-in-calvert-city 

For more stories, see items 11 and 22  

 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

5. December 28, Nuclear Street – (Louisiana) Turbine problem trips reactor at 

Louisiana’s River Bend nuclear plant. The reactor at the River Bend nuclear plant 

near St. Francisville, Louisiana, shut down automatically after an issue in the turbine 

caused safety systems to trip, Nuclear Street reported December 28. The shutdown 

from 100 percent power was uncomplicated, according to the Nuclear Regulatory 

Commission. Plant operators were conducting an investigation into the reactor trip, 

which the report indicated was caused by a loss speed sensor in the turbine. 

Source: 

http://nuclearstreet.com/nuclear_power_industry_news/b/nuclear_power_news/archive/

2011/12/28/turbine-problem-trips-reactor-at-louisiana_2700_s-river-bend-nuclear-

plant-122802.aspx 

6. December 27, Quincy Patriot-Ledger – (Massachusetts) Potential leak prompts 

another shutdown at Plymouth nuclear plant. The Pilgrim nuclear plant in 

Plymouth, Massachusetts was shut down December 26 after a potential leak was 

detected in a valve meant to release steam in case of a sudden buildup of pressure. 

Workers at the plant began a controlled shutdown of the facility after a temperature 

change was detected in the valve that could indicate a leak, according to a Nuclear 

Regulatory Commission spokesman. The shutdown did not pose a health or safety risk 

to the public, he said. Crews began treating a containment chamber to make it safe for 

inspectors to enter it and assess the problem. 

Source: http://www.patriotledger.com/topstories/x987651521/Potential-leak-prompts-

second-shutdown-at-Plymouth-nuclear-plant-in-two-months 

http://www.kfvs12.com/story/16391892/crash-and-chemical-spill-close-i-24-ramp-in-calvert-city
http://www.kfvs12.com/story/16391892/crash-and-chemical-spill-close-i-24-ramp-in-calvert-city
http://nuclearstreet.com/nuclear_power_industry_news/b/nuclear_power_news/archive/2011/12/28/turbine-problem-trips-reactor-at-louisiana_2700_s-river-bend-nuclear-plant-122802.aspx
http://nuclearstreet.com/nuclear_power_industry_news/b/nuclear_power_news/archive/2011/12/28/turbine-problem-trips-reactor-at-louisiana_2700_s-river-bend-nuclear-plant-122802.aspx
http://nuclearstreet.com/nuclear_power_industry_news/b/nuclear_power_news/archive/2011/12/28/turbine-problem-trips-reactor-at-louisiana_2700_s-river-bend-nuclear-plant-122802.aspx
http://www.patriotledger.com/topstories/x987651521/Potential-leak-prompts-second-shutdown-at-Plymouth-nuclear-plant-in-two-months
http://www.patriotledger.com/topstories/x987651521/Potential-leak-prompts-second-shutdown-at-Plymouth-nuclear-plant-in-two-months
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[Return to top]  

Critical Manufacturing Sector 

7. December 27, U.S. Department of Labor – (Florida) U.S. Department of Labor’s 

OSHA cites Florida manufacturer for willful and serious safety violations, 

proposes nearly $110,000 in fines. The U.S. Department of Labor’s Occupational 

Safety and Health Administration (OSHA) December 27 cited Model Screw Products 

Inc. of Clearwater, Florida, for 18 safety violations. OSHA opened an investigation 

after receiving a complaint alleging that PVC piping was inappropriately being used for 

compressed air. OSHA’s inspection found that PVC piping used to transport 

compressed air had ruptured three times in June and in the third instance caused an 

employee to suffer hearing loss and trauma. One willful violation was cited for using 

PVC piping in this manner. Additionally, nine serious violations and eight other-than-

serious violations were cited during the inspection. 

Source: 

http://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEAS

ES&p_id=21567 

8. December 27, U.S. Consumer Product Safety Commission – (National) Navien recalls 

tankless water heaters due to risk of carbon monoxide poisoning. The U.S. 

Consumer Product Safety Commission, in cooperation with Navien America Inc., 

December 27 announced a voluntary recall of about 13,000 Navien Instantaneous or 

Tankless Water Heaters. An unstable connection can cause the water heater’s vent 

collar to separate or detach if pressure is applied. A detached vent collar poses a risk of 

carbon monoxide poisoning to the consumer. The units were sold from wholesale 

distributors to in-home installers nationwide from February 2008 through March 2009. 

Consumers should immediately stop using them, and check the model and manufacture 

year information on their water heater. Consumers with recalled water heaters should 

immediately contact Navien to schedule a free repair. Navien will replace all Nylon 66 

vent collars with PVC collars. Consumers who continue use of the water heaters while 

awaiting repair should have a working carbon monoxide alarm installed outside of 

sleeping areas in the home. 

Source: http://www.cpsc.gov/cpscpub/prerel/prhtml12/12074.html 

[Return to top]  

Defense Industrial Base Sector 
 

Nothing to report 

 

[Return to top]  

Banking and Finance Sector 

http://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=21567
http://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=21567
http://www.cpsc.gov/cpscpub/prerel/prhtml12/12074.html
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9. December 27, WCBS 880 FM New York – (New York; International) Feds recover 

nearly $300,000 in bogus $100 bills at JFK. U.S. Customs and Border Protection 

officers at John F. Kennedy International Airport said they found nearly $300,000 in 

counterfeit cash while inspecting a bag the week of December 19. The fake money was 

found in the bottom of the suitcases of woman arriving from Medellin, Colombia. The 

bags contained 46 packets of money. She suspect is a Colombian citizen. She has been 

turned over to agents of the Secret Service. 

Source: http://newyork.cbslocal.com/2011/12/27/feds-recover-nearly-300000-in-bogus-

100-bills-at-jfk/ 

10. December 24, Associated Press – (New York; Texas; Florida) NY attorney general, 

BNY Mellon settle probe into manipulative trading by subsidiary for $1.3M. The 

Bank of New York (BNY) Mellon Corp. will pay $1.3 million to three states to settle 

an investigation into manipulative trading of auction rate securities (ARS) facilitated by 

employees at one of the company’s subsidiaries, the New York attorney general’s 

office announced December 22. Under the agreement, BNY Mellon agreed to cease 

any further violations of New York’s Martin Act, which prohibits deception in offering 

securities. The deal ended a joint investigation with the Texas State Securities Board 

and the Florida Office of Financial Regulation. The $1.3 million is for penalties, fees, 

and costs to the three states. According to the agreement, in early 2008, Mellon 

Financial Markets (MFM) acting as an intermediary broker on behalf of Citizens 

Property Insurance Corp. enabled the Florida insurer to buy its own auction rate 

securities by placing bids as though they were from an independent third-party buyer. 

The bids at below-market rates resulted in the auctions clearing at rates significantly 

lower than would have resulted otherwise. “During the relevant period, Citizens’ bids 

through MFM reduced the clearing rate by over 520 basis points on average. 

Ultimately, this resulted in investors that held Citizens ARS earning approximately 

$6.7 million less in interest than they would have if Citizens had not bid in its own 

auctions,” according to the settlement agreement. The trading continued until the 

company’s compliance staff discovered and stopped it, the agreement noted. MFM 

earned about $300,000 in fees from that conduct. 

Source: http://www.washingtonpost.com/business/ny-attorney-general-bny-mellon-

settle-probe-into-manipulative-trading-by-subsidiary-for-

13m/2011/12/22/gIQALvUfBP_story.html 

[Return to top]  

Transportation Sector 

11. December 28, Greencastle Banner-Graphic – (Indiana) Driver identified in fatal I-70 

tanker crash. An Ohio truck driver was the lone victim of a December 26 tanker truck 

crash that left Interstate 70 in Indiana closed until early December 27. What caused the 

wreck remains unknown. Drug and alcohol test results will not be available for up to 

two weeks, but an Indiana State Police spokesman said there are no early indications of 

impairment. Indiana State Police and Putnam County emergency agencies responded to 

the overturned tractor-trailer just east of the 30-mile marker at 4:26 p.m. December 26. 

http://newyork.cbslocal.com/2011/12/27/feds-recover-nearly-300000-in-bogus-100-bills-at-jfk/
http://newyork.cbslocal.com/2011/12/27/feds-recover-nearly-300000-in-bogus-100-bills-at-jfk/
http://www.washingtonpost.com/business/ny-attorney-general-bny-mellon-settle-probe-into-manipulative-trading-by-subsidiary-for-13m/2011/12/22/gIQALvUfBP_story.html
http://www.washingtonpost.com/business/ny-attorney-general-bny-mellon-settle-probe-into-manipulative-trading-by-subsidiary-for-13m/2011/12/22/gIQALvUfBP_story.html
http://www.washingtonpost.com/business/ny-attorney-general-bny-mellon-settle-probe-into-manipulative-trading-by-subsidiary-for-13m/2011/12/22/gIQALvUfBP_story.html
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They found the driver dead at the scene and the tanker trailer broken nearly in half, 

spilling approximately 6,000 gallons of what State Police are identifying as a “highly 

flammable hazardous industrial solvent.” Radio dispatches indicated the liquid to be 

acetone. The truck was registered to Quality Carriers of Florida. The westbound vehicle 

left the roadway for an unknown reason and struck a cement bridge support near 

County Road 775 West. Hazardous materials responders from the Cloverdale Township 

and Greencastle fire departments were dispatched to the incident. Cleanup continued 

December 27 with hazmat crews from Indianapolis and New Albany. The westbound 

lanes were opened at approximately 5:20 a.m. December 27, followed by the eastbound 

lanes at approximately 6:30 a.m. Some motorists were evacuated after their vehicles 

became stuck in the median while attempting to make U-turns. No other evacuations 

have occurred or were anticipated. 

Source: http://www.bannergraphic.com/story/1798824.html 

12. December 28, Associated Press – (National) Flights delayed and diverted as wind 

gusts up to 50 mph impact holiday travelers. The skies above New York City were 

clogged with planes waiting to land in winds gusting up to 50 mph December 27, 

forcing long delays at two of the three major metropolitan airports and causing some 

flights to be diverted to other cities. A National Weather Service meteorologist said the 

delays occurred because the number of planes that can land each hour must be 

decreased in high winds, forcing some planes to circle the region or be diverted to other 

airports if fuel runs low. The Federal Aviation Administration (FAA) reported at 10 

p.m. that some arriving flights at Newark International Airport, New Jersey, were 

delayed an average of two hours and eight minutes while flights into LaGuardia 

Airport, New York, were delayed an average one hour and 34 minutes. Kennedy 

International Airport, New York, reported minor delays. By early December 27, all 

three airports were reporting average delays for arrivals and departures of less than 15 

minutes. A Delta spokeswoman based in Atlanta said two LaGuardia-bound Delta 

aircraft were diverted to Boston December 27 “as a direct result of the winds we were 

seeing in the three New York airports.” 

Source: http://www.washingtonpost.com/national/flights-delayed-and-diverted-as-

wind-gusts-up-to-50-mph-impact-holiday-

travelers/2011/12/28/gIQA3mXnLP_story.html 

13. December 27, Baltimore Sun – (Northeast) Feds shut down bus company that 

operates in Md. A bus company that served Baltimore, Maryland, has been shut down 

by federal transportation officials for being an “imminent hazard” to public safety. 

Double Happyness Travel Inc., of Huntingdon Valley, Pennsylvania, was found in 

violation of regulations on driver fitness, drug and alcohol testing, unsafe driving, and 

vehicle maintenance by inspectors for the Federal Motor Carrier Safety Administration. 

The six inspections covered the period from June 24 to November 18. Double 

Happyness Travel operated 19 motor coaches that provided low-cost service between 

New York City and Baltimore, Wilmington, Delaware, and Albany, New York. 

Source: http://articles.baltimoresun.com/2011-12-27/news/bs-md-bus-company-closed-

1228-20111227_1_public-safety-feds-driver 

http://www.bannergraphic.com/story/1798824.html
http://www.washingtonpost.com/national/flights-delayed-and-diverted-as-wind-gusts-up-to-50-mph-impact-holiday-travelers/2011/12/28/gIQA3mXnLP_story.html
http://www.washingtonpost.com/national/flights-delayed-and-diverted-as-wind-gusts-up-to-50-mph-impact-holiday-travelers/2011/12/28/gIQA3mXnLP_story.html
http://www.washingtonpost.com/national/flights-delayed-and-diverted-as-wind-gusts-up-to-50-mph-impact-holiday-travelers/2011/12/28/gIQA3mXnLP_story.html
http://articles.baltimoresun.com/2011-12-27/news/bs-md-bus-company-closed-1228-20111227_1_public-safety-feds-driver
http://articles.baltimoresun.com/2011-12-27/news/bs-md-bus-company-closed-1228-20111227_1_public-safety-feds-driver
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For more stories, see items 3 and 4  

 

[Return to top]  

Postal and Shipping Sector 
 

See item 27  

 

[Return to top]  

Agriculture and Food Sector 

14. December 28, Chicago Tribune – (Illinois) 2 dead, 5 wounded at Church’s Chicken 

in Englewood. Police are looking for the gunman who killed two people and wounded 

five others December 27 at a fast-food restaurant in the Englewood neighborhood on 

the South Side of Chicago, Illinois. The gunman had an argument with a person outside 

the Church’s Chicken restaurant, then chased the person inside and opened fire, police 

said. Two people were dead on scene and four others were taken to hospitals initially in 

critical condition, according to police and the Chicago Fire Department. It was not 

known whether the person being chased was among the victims. The people who died 

were in the area of the restaurant where customers pick up their food, one person at the 

scene said. An Emergency Medical Services Plan 1, which sends six ambulances to a 

scene, was called for the attack, said a Chicago Fire Department spokesman. 

Source: http://www.chicagotribune.com/news/local/breaking/chi-6-shot-in-south-side-

attack-20111227,0,2092476.story 

15. December 26, Epoch Times – (National) Peanut recalls affect snack makers. The 

U.S. Food and Drug Administration (FDA) recently announced the voluntary recall of 

snacks contaminated by peanuts, saying that two companies’ products were affected, 

the Epoch Times reported December 26. Eillien’s Candies Inc. recalled Yogurt Raisins, 

Granola Mix, and Cinnamon Granola Mix, and Maribel’s Sweets Inc. recalled its New 

York Handbag Collection chocolates because they might contain peanuts without the 

nuts being marked on product labels, the FDA said. Both companies, via the FDA’s 

website, said there have been no illnesses associated with the recalled products. 

“Consumers with recalled product should return it to the place of purchase for a full 

refund,” Eillien’s Candies said in a statement several days ago. Eillien’s said the recall 

affects products with a sell-by date before December 22. The recall also affects the 

Maribel’s products, which were distributed between November 1 and December 23, 

according to the FDA. 

Source: http://www.theepochtimes.com/n2/united-states/peanut-recalls-affect-snack-

makers-164707.html 

[Return to top]  

Water Sector 

http://www.chicagotribune.com/news/local/breaking/chi-6-shot-in-south-side-attack-20111227,0,2092476.story
http://www.chicagotribune.com/news/local/breaking/chi-6-shot-in-south-side-attack-20111227,0,2092476.story
http://www.theepochtimes.com/n2/united-states/peanut-recalls-affect-snack-makers-164707.html
http://www.theepochtimes.com/n2/united-states/peanut-recalls-affect-snack-makers-164707.html
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16. December 28, Auburn Citizen – (New York) Extra phosphorus gets into lake. An 

equipment breakdown this spring at the Groton Wastewater Treatment Plant in New 

York sent scores of pounds of extra phosphorus into Owasco Lake, a problem the plant 

manager and the Department of Environmental Control (DEC) said is now under 

control, The Auburn Citizen reported December 28. At the end of May, a mixer fan in 

one of the plant’s two 300,000 gallon tanks broke, putting the facility at half capacity 

and leading to the discharge of wastewater that had been only partially treated, the plant 

manager said. Workers drained the tank over several days then ordered replacement 

parts. The second tank was not full and running until September 21, he said. In the 

meantime, the phosphorus levels in the Owasco Lake Inlet near the plant rose sharply 

in June and July. For the first five months of the year, the plant averaged less than one 

pound of phosphorus per day being released into the inlet, well below state standards. 

In June, that number jumped to around four pounds a day, then to nearly 4.5 pounds a 

day in July. Some short-term tweaks in August brought the discharge down to about 1.5 

pounds a day in August and the rainy autumn pushed it over two pounds a day in 

September and October, but it has since returned to normal levels, officials said. The 

chairman of the Cayuga County Water Quality Management Agency said one pound of 

phosphorus can feed as much as 750 pounds of algae growth. Multiplied by 60 days, 

that means a lot of extra vegetation in a lake that is already struggling with blue-green 

algae and other invasive species. A DEC spokeswoman said the agency was aware of 

the problem, but chose not to issue a fine for the violation this summer. 

Source: http://auburnpub.com/news/local/extra-phosphorus-gets-into-

lake/article_59e16480-310d-11e1-97c5-001871e3ce6c.html 

17. December 28, 97.3 KIRO FM Tacoma – (Washington) Millions of gallons of raw 

sewage dumped into Snohomish River. Days of heavy rains pushed the City of 

Everett, Washington’s sewage treatment plant to the limit over the weekend of 

November 25, 97.3 KIRO FM reported December 28. “It was our maximum in terms of 

the amount of water coming from the city into the sewage treatment plant, which 

handles our sewage and also our rainfall,” the Everett Public Works director told KING 

5 Seattle. As the holding lagoons were quickly filling with rainwater, the city was 

forced to make a decision. It dumped at least 25 million gallons of raw sewage into the 

Snohomish River. The Public Works director said the city has spent millions updating 

its sewage system, which may mean they will not be fined for the spill. 

Source: http://mynorthwest.com/11/600959/Millions-of-gallons-of-sewage-spills-into-

Snohomish-River 

18. December 28, Associated Press – (California) Utility: Water main that broke in 

South SF was improperly designed. Human error is being blamed for a water main 

break that damaged several homes and vehicles in a south San Francisco neighborhood. 

The San Francisco Public Utilities Commission (SFPUC) said on December 27 that an 

engineer failed to properly design the water main. The result was that a crucial restraint 

that holds pipeline connections in place was missing. Two pieces of pipe eventually 

became disconnected, contributing to the 60-foot geyser on November 25 that sent 

more than a million gallons of water gushing through the neighborhood. A total 

damage estimate was not yet available, but six homeowners and the owners of nine 

http://auburnpub.com/news/local/extra-phosphorus-gets-into-lake/article_59e16480-310d-11e1-97c5-001871e3ce6c.html
http://auburnpub.com/news/local/extra-phosphorus-gets-into-lake/article_59e16480-310d-11e1-97c5-001871e3ce6c.html
http://mynorthwest.com/11/600959/Millions-of-gallons-of-sewage-spills-into-Snohomish-River
http://mynorthwest.com/11/600959/Millions-of-gallons-of-sewage-spills-into-Snohomish-River


 - 9 - 

vehicles have filed claims against the utility so far. The SFPUC said it is handling all 

the home repairs and is in the process of assessing vehicle damage. 

Source: 

http://www.therepublic.com/view/story/91ae0319b842494e9c7a1241ce5b6044/CA--

Water-Main-Break/ 

19. December 27, Sand Springs Leader – (Oklahoma) Water tower needs emergency 

repairs, officials say. Problems with a water tower in Sand Springs, Oklahoma, could 

cost the city as much as $100,000 more than expected after an independent review 

found serious problems with the container, a public works officials said. City 

councilors approved a request at a December 19 meeting for public works leaders to 

proceed at emergency status on the tower. The move allows them to forego the bidding 

process normally required for projects more than $50,000. The request from the public 

works department was a follow-up to an October 2010 request for $317,000 after the 

floor of the tank gave way. The public works director explained that current repairs 

follow a catastrophic failure that occurred when the base of the tower ruptured under 

the weight of water during filling and spilled two million gallons of water in about 20 

minutes. A third-party engineering report found an inadequate four-inch weld that burst 

under the weight of water. Problems with the soil under the tower were revealed during 

the third-party engineering firm’s failure analysis. Work will consist of excavating the 

soil under the tower and filling that space with concrete, officials said. Issues with the 

tank’s base were the root of the previous two problems with the tower, the public works 

director said. A timeline was not determined for project’s completion. 

Source: http://sandspringsleader.com/news/water-tower-needs-emergency-repairs-

officials-say/article_8cc4c9fa-30c2-11e1-9e2d-001871e3ce6c.html 

[Return to top]  

Public Health and Healthcare Sector 

20. December 28, Watertown Daily Times – (New York) Canton-Potsdam Hospital 

revisits emergency room security. Canton-Potsdam Hospital in Potsdam, New York, 

is increasing emergency room security after a Norfolk man shot himself in the chest 

with a 20-gauge shotgun in the nearby Massena Memorial Hospital emergency room 

entrance last month. Officials say the hospital had become too liberal in its visitation 

policies and needed to take measures to ensure proper patient care. Under Canton-

Potsdam’s new guidelines, emergency room patients will be allowed only one visitor at 

a time. Officials said they will make exceptions only for minors, who can be joined by 

both parents, or under special circumstances. After consulting with hospital employees 

and a security firm, leaders have also decided to lock all hospital entrances except those 

with emergency room access at 6:30 p.m. The ambulance doors and main entrance will 

be locked at 8:30 p.m., forcing late-night visitors to enter through the emergency 

department doors. A security guard will also be on duty during the weekend evening 

hours. The hospital is also considering additional security measures, including remote 

lock-down mechanisms, badge access to the emergency room, visual monitoring 

http://www.therepublic.com/view/story/91ae0319b842494e9c7a1241ce5b6044/CA--Water-Main-Break/
http://www.therepublic.com/view/story/91ae0319b842494e9c7a1241ce5b6044/CA--Water-Main-Break/
http://sandspringsleader.com/news/water-tower-needs-emergency-repairs-officials-say/article_8cc4c9fa-30c2-11e1-9e2d-001871e3ce6c.html
http://sandspringsleader.com/news/water-tower-needs-emergency-repairs-officials-say/article_8cc4c9fa-30c2-11e1-9e2d-001871e3ce6c.html
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equipment, and revised visitation policies for other areas of the hospital. 

Source: http://www.watertowndailytimes.com/article/20111228/NEWS05/712289897 

[Return to top]  

Government Facilities Sector 

21. December 28, Cincinnati Enquirer – (Ohio) Fire department scolds CPS. A 

Cincinnati Public Schools (CPS) building which burned December 26 was a fire hazard 

that was “totally unsecured” and potentially dangerous to the firefighters who went in 

to battle the blaze, the Cincinnati Fire Department (CFD) said, according to a 

December 28 report from the Cincinnati Enquirer. The CFD is still investigating the 

fire at the old Quebec Heights School, which is slated for demolition. No one was 

injured in the blaze, which started in the gym of the vacant K-8 school and did about 

$20,000 in damage, according to the fire department. CPS said they are increasing 

security at the building, which is in disrepair and has been subject to vandalism and 

trespassing since the district closed it in the summer of 2010. The fire department noted 

nearby fire hydrants had been disabled without department notification and almost all 

the doors and windows were either open or broken out, causing a hazard to the 

community. The insecure building, combined with the non-working hydrants “provide 

a dangerous environment for firefighters and children and the public,” according to a 

news release issued by District 2 Fire Department. A spokeswoman said CPS was 

unaware the fire hydrants were off and are working with the water department to get 

them turned back on, she said. The CFD was dispatched to the school December 26 for 

a report of heavy smoke coming from the building. They discovered a fire in the gym 

and tore up much of the wooden floor to make sure it was fully extinguished. 

Cincinnati Water Works shut off the building’s water supply in December 2010 at the 

district’s request, according to the water department. The district said it has since 

learned that the fire hydrants, which are located on district property, shared that water 

line. They did not get notice from the fire department or Water Works that the shutoff 

would also turn off the hydrants. As of December 27, the fire department had not cited 

the district for any violations. 

Source: http://news.cincinnati.com/article/20111227/NEWS01/312270042/Fire-

damages-old-Quebec-school?odyssey=tab|topnews|text|FRONTPAGE 

22. December 27, Los Angeles Times – (California) University of California system, 

UCLA professor charged in lab fire that killed staffer. Felony charges were filed 

December 27 against the University of California (UC) and a UC-Los Angeles (UCLA) 

chemistry professor in connection with a laboratory fire that killed a staff research 

assistant three years ago. On December 29, 2008, a woman was severely burned over 

nearly half her body when air-sensitive chemicals burst into flames during an 

experiment and ignited her clothing. The woman, who was not wearing a protective lab 

coat, died 18 days later. Her death raised questions about UCLA lab-safety practices, as 

well as her training and supervision by her professor. The L.A. County District 

Attorney’s Office charged the professor and the regents of the University of California 

with three counts each of willfully violating occupational health and safety standards, 

http://www.watertowndailytimes.com/article/20111228/NEWS05/712289897
http://news.cincinnati.com/article/20111227/NEWS01/312270042/Fire-damages-old-Quebec-school?odyssey=tab|topnews|text|FRONTPAGE
http://news.cincinnati.com/article/20111227/NEWS01/312270042/Fire-damages-old-Quebec-school?odyssey=tab|topnews|text|FRONTPAGE
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resulting in the woman’s death. An arrest warrant has been issued for the professor, 

who faces up to four and a half years in state prison, according to a district attorney’s 

spokeswoman. UCLA could be fined up to $1.5 million on each count. The woman was 

transferring up to 2 ounces of t-butyl lithium from one sealed container to another when 

a plastic syringe came apart in her hands, spewing a chemical compound that ignites 

when exposed to air. The synthetic sweater she wore caught fire and melted onto her 

skin, causing second- and third-degree burns. In May 2009, the California Division of 

Occupational Safety and Health fined UCLA a total of $31,875 after finding that the 

woman had not been trained properly and was not wearing protective clothing. 

Source: http://www.bellinghamherald.com/2011/12/27/2327005/university-of-

california-system.html 

3. December 24, Hartford Courant – (Connecticut) Federal fugitive arrested at I-95 

rest stop in Darien. State and federal authorities in Darien, Connecticut, arrested a 42-

year-old man wanted on a Federal Escape Warrant out of Illinois December 23. State 

police said the fugitive walked away from a halfway house in Marion, Illinois, where 

he had been serving a sentence. He was indicted by a federal grand jury in 2006 for 

threatening the life of a former U.S. President. Members of the U.S. Secret Service told 

state police they suspected the fugitive was near the Connecticut Service Plaza on I-95 

South in Darien. Troopers found a man matching the suspect’s description at the rest 

stop, arrested him, and transported him to Troop G in Bridgeport, where he was held 

until he could be turned over to U.S. Marshals. According to the Madison Record, the 

fugitive sent letters detailing how he would inflict bodily harm upon the then-President. 

In one of the letters, he asked the President how he would feel if he were to find a 

bullet waiting for him at the White House, the Madison Record reported. 

Source: http://articles.courant.com/2011-12-24/news/hc-darien-federal-escapee-1224-2-

20111224_1_state-police-george-w-bush-federal-grand-jury 

2

[Return to top]  

Emergency Services Sector 

24. December 28, Associated Press – (National) US police fatalities up 13 percent in 

2011 to 173. The number of fatalities from departments across the country caused by 

firearms made 2011 one of the deadliest years in recent history for U.S. law 

enforcement. Across the nation, 173 officers died in the line of duty, up 13 percent 

from 153 the year before, according to numbers as of December 28, compiled by the 

National Law Enforcement Officers Memorial Fund. The nonprofit group that tracks 

police deaths also reported that 68 federal, state, and local officers were killed by 

gunfire in 2011, a 15 percent jump from last year when 59 were killed. It marks the first 

time in 14 years that firearms fatalities were higher than traffic-related deaths. The data 

shows that 64 officers died in traffic accidents, down from the 71 killed in 2010. The 

police deaths were spread across 41 states and Puerto Rico. The largest number of 

fatalities was reported in Florida, where 14 officers were killed, followed by Texas 

(13), New York (11), California (10), and Georgia (10). The New York City Police 

Department and Puerto Rico Police Department, which both lost four officers, were the 

http://www.bellinghamherald.com/2011/12/27/2327005/university-of-california-system.html
http://www.bellinghamherald.com/2011/12/27/2327005/university-of-california-system.html
http://articles.courant.com/2011-12-24/news/hc-darien-federal-escapee-1224-2-20111224_1_state-police-george-w-bush-federal-grand-jury
http://articles.courant.com/2011-12-24/news/hc-darien-federal-escapee-1224-2-20111224_1_state-police-george-w-bush-federal-grand-jury
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law enforcement agencies that reported the most deaths. 

Source: http://www.thesunnews.com/2011/12/28/2570840/us-police-fatalities-up-13-

percent.html 

25. December 28, Palm Beach Post – (Florida) State officials fire 6 West Palm juvenile 

detention workers in connection with teen’s July death. The state announced the 

firings December 27 of a supervisor and five other employees at a West Palm Beach 

juvenile detention center where a teenager died in July, bringing the total fired after the 

death to nine. The Florida Department of Juvenile Justice took the action despite a 

request from the Palm Beach County State Attorney’s Office that it wait until the office 

completes its criminal investigation into the July 10 death at the Palm Beach Regional 

Juvenile Center. A confidential incident report obtained by The Palm Beach Post in 

July said the teenager appeared to be hallucinating when detention center guards went 

into his cell July 10. Even though he threw up, a nurse never arrived and guards did not 

call 911. He was given a soda and sent back to his cell, where he was found 

unconscious about six hours later. He was declared dead by paramedics at about two 

hours later. No cause of death has been released. The department fired three employees 

in the immediate aftermath of the teenager’s death. 

Source: http://www.palmbeachpost.com/news/state/state-officials-fire-6state-officials-

fire-6-west-palm-juvenile-detention-

2060275.html?cxntcid=breaking_news&viewAsSinglePage=true 

26. December 27, Scranton Times-Tribune – (Pennsylvania) Pa. man attacks officers, 

EMT responding to medical call. A Dickson City, Pennsylvania man with a reported 

drug overdose fought with the police officers and medical personnel responding to his 

home to treat him, according to a criminal complaint. Officers and medical personnel 

found the man lying on the floor of his home December 25, conscious with blood 

coming from his mouth, according to the complaint. He became aggressive when an 

emergency medical technician and a paramedic knelt down to treat him and, when an 

officer attempted to calm him down, attacked all three of them, according to the 

complaint. Two officers then attempted to get the man under control and he became 

“extremely violent,” trying to punch and kick the officers, according to the complaint. 

Both officers deployed their Tasers several times on him to no effect and found 

themselves engaged in a fight so intense that neither could reach their radios to call for 

backup, according to the complaint. It ultimately took eight officers to gain control of 

the man. He was arraigned early December 26 on two counts of aggravated assault and 

one count each of simple assault, harassment, and disorderly conduct. He was 

remanded to the Lackawanna County Prison in lieu of $50,000 bail. A preliminary 

hearing was scheduled for January 3. 

Source: http://www.emsworld.com/news/10577205/pa-man-attacks-officers-emt-

responding-to-medical-call 

27. December 27, KRNV 4 Reno – (Nevada) Police: Police station shooting, post office 

arson & other crimes linked. Reno, Nevada police are connecting a string of violent 

crimes to one man, including a fire that happened at the Verdi Post Office, a shooting at 

the Sparks Police Department, and shootings and threats made at strip clubs. Reno 

http://www.thesunnews.com/2011/12/28/2570840/us-police-fatalities-up-13-percent.html
http://www.thesunnews.com/2011/12/28/2570840/us-police-fatalities-up-13-percent.html
http://www.palmbeachpost.com/news/state/state-officials-fire-6state-officials-fire-6-west-palm-juvenile-detention-2060275.html?cxntcid=breaking_news&viewAsSinglePage=true
http://www.palmbeachpost.com/news/state/state-officials-fire-6state-officials-fire-6-west-palm-juvenile-detention-2060275.html?cxntcid=breaking_news&viewAsSinglePage=true
http://www.palmbeachpost.com/news/state/state-officials-fire-6state-officials-fire-6-west-palm-juvenile-detention-2060275.html?cxntcid=breaking_news&viewAsSinglePage=true
http://www.emsworld.com/news/10577205/pa-man-attacks-officers-emt-responding-to-medical-call
http://www.emsworld.com/news/10577205/pa-man-attacks-officers-emt-responding-to-medical-call
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police officers told News 4 December 26 that they arrested the man and charged him 

with arson, assault with a deadly weapon, shooting at an occupied building, and 

burglary. Police said he was the man behind a December 25 crime spree which started 

with a drive-by shooting at the Sparks Police Department. Those crimes allegedly 

continued with threats, shots fired, and fires set. The Bureau of Alcohol, Tobacco, 

Firearms, and Explosives was called in to investigate and shortly after, there was 

another report of shots fired with a similar description of the suspect. Police said they 

were able to track down the suspect after that shooting. They said he was armed but 

cooperative when arrested. So far, police have not said what the motive might be and 

more charges could be filed. He is being held in the Washoe County Jail on $50,000 

cash-only bail. 

Source: http://www.mynews4.com/mostpopular/story/sparks-police-verdi-post-office-

shooting-arson/yKQ4ZLBP1EuhLp8wdNJncg.cspx 

For another story, see item 3  

 

[Return to top]  

Information Technology Sector 

28. December 28, Softpedia – (International) 40 million Tianya members exposed after 

data breach. Tianya.cn, one of the largest Chinese social networking Web sites, 

suffered a data breach as a result of which 40 million users became exposed, Softpedia 

reported December 28. Usernames and passwords, all in clear text, were stolen by the 

hackers, Global Times reported. “The released information belongs to users who 

registered on our Web site before November 2009, when we saved information in clear 

text format. After that we started using encryption,” a tianya.cn customer service staff 

member said. The unencrypted data ended up online because the Web site’s 

administrators failed to delete, or at least secure, the old data stored on their servers 

before the systems were upgraded. 

Source: http://news.softpedia.com/news/40-Million-Tianya-Members-Exposed-After-

Data-Breach-243215.shtml 

29. December 27, United States Computer Emergency Readiness Team – (International) 

WiFi protected setup PIN brute force vulnerability. The WiFi Protected Setup 

(WPS) PIN is susceptible to a brute force attack, the United States Computer 

Emergency Readiness Team (US-CERT) reported December 27 after being notified by 

a member of the public who uncovered the vulnerability. A design flaw that exists in 

the WPS specification for the PIN authentication significantly reduces the time required 

to brute force the entire PIN because it allows an attacker to know when the first half of 

the 8 digit PIN is correct. The lack of a proper lock out policy after a certain number of 

failed attempts to guess the PIN on some wireless routers makes this brute force attack 

that much more feasible. The vulnerability affects all major brands of routers. 

Source: http://www.kb.cert.org/vuls/id/723755 

 

http://www.mynews4.com/mostpopular/story/sparks-police-verdi-post-office-shooting-arson/yKQ4ZLBP1EuhLp8wdNJncg.cspx
http://www.mynews4.com/mostpopular/story/sparks-police-verdi-post-office-shooting-arson/yKQ4ZLBP1EuhLp8wdNJncg.cspx
http://news.softpedia.com/news/40-Million-Tianya-Members-Exposed-After-Data-Breach-243215.shtml
http://news.softpedia.com/news/40-Million-Tianya-Members-Exposed-After-Data-Breach-243215.shtml
http://www.kb.cert.org/vuls/id/723755


 - 14 - 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 

visit their Web site: http://www.us-cert.gov 

 

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 

Analysis Center) Web site: https://www.it-isac.org  

 

 

[Return to top]  

Communications Sector 

30. December 27, Fort Myers News-Press – (Florida) Contractor who died on radio 

tower in Bonita Springs ID’d. The worker who died December 26 approximately 600 

feet above ground on a communications tower in Bonita Springs, Florida, has been 

identified. Deputies responded to the tower just before 5 p.m. December 26 in reference 

to man who appeared to be stuck in the tower. Collier County sent an aviation unit to 

assist and determined the man deceased. The man’s body has been transported to the 

medical examiner’s office where an autopsy will be conducted to determine his cause 

of death. Preliminary reports indicate the contractor’s death was accidental, the Bonita 

Springs deputy fire chief said. He was working on the tower’s electrical system when 

he died, the fire chief said. At the top, rescuers discovered the man was dead. Four 

teams of two men scaled the tower to retrieve the body, he said. A camera was hoisted 

and pictures were taken for workplace safety investigators, the fire chief said. Several 

radio stations and a couple of TV channels were knocked off the air, because rescuers 

turned off electricity, the fire chief said. Meridian Broadcasting rents the tower for Fox 

News 92.5, as do other stations. 

Source: http://www.news-

press.com/article/20111227/NEWS0102/312270028/0/NEWS0102/Contractor-who-

died-radio-tower-Bonita-Springs-ID-d?odyssey=nav|head 

31. December 27, Spaceflight Now – (International) Six Globalstar satellites on track for 

liftoff Wednesday. The launch of a Soyuz rocket with six Globalstar mobile 

communications will go forward December 28 despite the failure of a similar booster 

December 23, according to Globalstar and Russian officials. The satellites will 

replenish Globalstar’s fleet of communications satellites linking customers through 

voice and data messaging services. Investigators are still studying the December 23 

mishap, which caused the Soyuz rocket to fall in Siberia a few minutes after blasting 

off from the Plesetsk Cosmodrome in northern Russia. No injuries were reported, but 

some Russian news agencies said the crash resulted in property damage. Built by 

Thales Alenia Space of Italy, the satellites will finish deploying from a specially-built 

dispenser at about 1:49 p.m. Ground controllers will place each of the 1,543-pound 

satellites on different trajectories to enter the Globalstar constellation. The process will 

include raising their orbits to an altitude of 878 miles and carefully piloting the craft 

into precise positions in the fleet. Globalstar satellites are divided among eight orbital 

planes to evenly spread the spacecraft across the globe. The Louisiana-based 

mailto:sos@us-cert.gov
http://www.us-cert.gov/
https://www.it-isac.org/
http://www.news-press.com/article/20111227/NEWS0102/312270028/0/NEWS0102/Contractor-who-died-radio-tower-Bonita-Springs-ID-d?odyssey=nav|head
http://www.news-press.com/article/20111227/NEWS0102/312270028/0/NEWS0102/Contractor-who-died-radio-tower-Bonita-Springs-ID-d?odyssey=nav|head
http://www.news-press.com/article/20111227/NEWS0102/312270028/0/NEWS0102/Contractor-who-died-radio-tower-Bonita-Springs-ID-d?odyssey=nav|head
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company’s subscribers use the satellite network to make mobile phone calls and data 

transmissions, especially in rural zones where terrestrial coverage is spotty or non-

existent. The December 28 launch is the third of four missions to bolster Globalstar’s 

satellite network. Six more satellites are due for liftoff on another Soyuz booster in 

2012, following up on successful flights in October 2010 and July 2011. Some of the 

12 fresh satellites launched in the last two years have shown signs of trouble with their 

momentum wheels, which maintain the craft’s orientation in space. Globalstar’s 

existing constellation is mostly comprised of spacecraft launched between 1998 and 

2000. Built by Space Systems/Loral and designed for a seven-and-a-half year orbital 

life, the satellites are aging and need to be replaced. The new satellites are gradually 

restoring voice and duplex data service as they join the network. 

Source: http://www.spaceflightnow.com/soyuz/st24/111227preview/ 

[Return to top]  

Commercial Facilities Sector 

32. December 28, Associated Press – (Connecticut) 1 dead, 1 injured in Conn. 

apartment fire. One person was killed, another was injured, and two others were 

displaced by a fire in a Torrington, Connecticut apartment building December 27. 

Firefighters say an unidentified third-floor resident was found unresponsive and was 

declared dead. The Republican-American and The Hartford Courant report that 

firefighters tried to reach the third floor to rescue the resident, but were pushed back by 

the fire. Residents on the first and second floors were evacuated. Firefighters said the 

building was heavily damaged by smoke and water and was declared uninhabitable. 

The fire marshal is investigating. 

Source: 

http://abclocal.go.com/wabc/story?section=news/local/northern_suburbs&id=8482177 

For more stories, see items 14 and 27  
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National Monuments and Icons Sector 
 

Nothing to report 
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Dams Sector 

33. December 28, Associated Press – (Kansas) Improvements to Lake Alvamar dam to 

fortify flood protection around Lawrence. Work is scheduled to begin soon on a $1.4 

million project to strengthen and upgrade the dam at Lake Alvamar, which is currently 

not considered adequate to protect housing developments and two major highways in 

Lawrence, Kentucky, the Associated Press reported December 28. The vegetation-

http://www.spaceflightnow.com/soyuz/st24/111227preview/
http://abclocal.go.com/wabc/story?section=news/local/northern_suburbs&id=8482177


 - 16 - 

covered clay dam regulates the speed and amount of water flowing under Clinton 

Parkway, the South Lawrence Trafficway, and through a recreational complex. An 

upscale housing subdivision is upstream from the dam. Work on the dam is expected to 

be finished next fall, in time to allow the watershed lake to start holding water for the 

first time since 2007, when it was drained for repairs, but not allowed to refill because 

of safety concerns, the Lawrence Journal-World reported. Regulators classified the dam

as a “high hazard” structure because construction of housing and other hard surfaces 

upstream created dangers that did not exist when the dam was built to manage the flow 

of Yankee Tank Creek. Construction throughout the broad drainage area upstream has 

sent more water moving faster into the lake, said a member of the Wakarusa Watershed

Joint District No. 35, which is in charge of the project. Upgrading the structure became 

a priority because culverts beneath Clinton Parkway and the trafficway were built with 

the dam in place, but before the significant development upstream, he said. 

Source: 

http://www.therepublic.com/view/story/e0176771388344b3846193bb8ea0ca6b/KS--

Alvamar-Dam/ 
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