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Top Stories 

• The Washington Metropolitan Area Transit Authority will inspect the brakes on all of its 
5000 series rail cars — about 18 percent of its fleet — after a part fell off a moving train in 
Washington, D.C., damaged two more trains, and shut down service on two lines for hours. 
– Washington Post (See item 22)  

• An unpatched critical flaw in 64-bit Windows 7 leaves computers vulnerable to a full 
system crash, and could allow malicious kernel-level code to be injected into machines, 
Secunia warned. – The Register (See item 39)  
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: LOW, Cyber: LOW 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. December 20, Pensacola News Journal – (Florida) Man charged with stealing fuel. A 
longtime employee of a Pensacola, Florida fuel-tanker company has been charged with 
stealing more than $179,000 in diesel fuel from the business, the Pensacola News 
Journal reported December 20. The man is charged with grand theft in connection with 
the theft of about 15,804 gallons of diesel fuel over the past 2 years from Florida Rock 
and Tank Lines. A private investigator hired by the company alerted the Escambia 
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County Sheriff’s Office to the theft, which reportedly began in October 2009, 
according to an arrest report. Private investigators told deputies the man was seen 
pumping fuel from the company’s tanks into transport tanks, taking the fuel to a mini-
storage facility on North Palafox Street, then unloading it and selling it at a lower cost. 
The man is scheduled to appear in Escambia County Circuit Court January 6. He has 
been released from the Escambia County Jail on a $50,000 bond. 
Source: http://www.pnj.com/article/20111221/NEWS01/112210325/Man-charged-
stealing-fuel 

2. December 20, International Business Times – (International; Alabama) Shell abandons 
rig after Gulf Coast leak. Royal Dutch Shell officials announced one of the 
company’s wells in the Gulf of Mexico sprung a leak December 20. The leaking rig, 
located off the coast of Alabama spewed thousands of gallons of synthetic and 
biodegradable drilling fluid into the Gulf, and is located in the same underwater canyon 
as was BP’s Deepwater Horizon. U.S. Coast Guard officials said more than half of the 
reported leak is oil, according to the Associated Press. Shell confirmed the loss of 319 
barrels of drilling fluids from a booster line, which is separated from the actual well 
bore but provides additional drilling fluids, according to a statement on its Web site. 
The company has decided to temporarily abandon the well to make needed repairs. The 
source of the leak has not been disclosed. The drilling fluid used in this well, according 
to information gathered by its manufacturer Rheliant Systems on its company material 
safety sheet, is a mixture of water, quartz, calcium chloride, silica, calcium hydroxide, 
alkenes, and crystalline. The fluid is considered to have slight health affects, but may 
cause irritation in people’s eyes, skin, and respiratory tract, as well as cancer. 
Source: http://www.ibtimes.com/articles/270164/20111220/shell-abandons-rig-gulf-
coast-leak-oil.htm 

3. December 19, St. Petersburg Times – (Florida) Propane gas plant catches fire in 
Spring Hill; one person suffers minor injuries. A company employee was burned 
and about 15 neighboring homes were evacuated after gas ignited at a Heritage Propane 
plant on December 19 in Spring Hill, Florida, authorities said. Gas in a valve assembly 
was ignited and reached 40 to 50 feet into the air at the site, according to Hernando 
County officials. The burn victim was flown to an area hospital, but officials said the 
employee was expected to be fine. Firefighters quickly contained the fire, shut off the 
main gas line and let the leaking propane burn off to ensure it would not pose any 
future danger, officials said. Authorities at the scene were not sure of precisely how the 
fire started. 
Source: http://www.tampabay.com/news/publicsafety/fire/propane-gas-plant-catches-
fire-in-spring-hill-one-person-suffers-minor/1206946 

[Return to top]  

Chemical Industry Sector 

4. December 21, Gainesville Times – (Georgia) Explosion at Gainesville’s MyCelx kills 
an employee. An employee at MyCelx Technologies Corpporation near downtown 
Gainesville, Georgia, was killed December 20 following a small explosion after the 
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malfunction of a piece of equipment used to clean filters. Gainesville and Hall county 
firefighters responded to the incident. “It looks like (a chemical) solution created the 
explosion,” the Gainesville deputy fire chief said. He added it was similar to what 
happens when gas builds up in a grill and then flames up when it is lit. The company 
produces clean water technology solutions for commercial industrial markets 
worldwide, according to its Web site. 
Source: http://www.gainesvilletimes.com/section/6/article/60792/ 

5. December 20, U.S. Environmental Protection Agency – (Northwest) Idaho, Oregon, 
and Washington manufacturers failed to notify authorities about chemical 
releases. Three Northwest businesses violated federal community right-to-know 
reporting rules by failing to report releases of toxic chemicals on time to the federal 
Toxics Release Inventory (TRI). According to three separate settlements with the U.S. 
Environmental Protection Agency, Frazier Industrial Company, Formula Corp, and 
McClure Industries, Inc. will pay nearly $12,000 in combined penalties. Under the TRI 
Program, companies that use certain toxic chemicals are required to report annually 
about releases, transfers, and waste management activities. Frazier, located in 
Pocatello, Idaho, failed to report on time for releases of 1,2,4-trimethylbenzene in 2009 
and will pay a $4,100 fine. Formula, located in Auburn, Washington, failed to report on 
time for releases of glycol ethers at its facility in 2009 and will pay a $3,800 fine. 
Formula manufactures custom chemicals used in personal care, sanitary maintenance, 
and industrial cleaning markets. McClure Industries, Inc., located in Portland, Oregon, 
failed to report on time for releases of styrene in 2009 and will pay a $3,800 penalty. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/21f3abe2e7256bab8525796c007045e6?Op
enDocument 

For more stories, see items 2 and 24  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

6. December 20, Associated Press; WRCB 3 Chattanooga – (Tennessee) Radioactive 
material discovered in water around Sequoyah. Tennessee Valley Authority (TVA) 
officials reported finding elevated levels of tritium in a groundwater sample taken from 
one of two new onsite monitoring wells at the Sequoyah Nuclear Plant, WRCB 3 
Chattanooga and the Associated Press reported December 20. TVA said the elevated 
levels at the plant in Hamilton County, Tennessee, pose no threat to the health and 
safety of the public. “The newly installed groundwater monitoring wells were placed in 
an area known to have contained tritium that was previously reported,” the Sequoyah 
plant manager said. The highest level found in the sampling December 16 was about 
23,000 picocuries per liter. 
Source: http://www.wrcbtv.com/story/16363348/radioactive-material-discovered-in-
water-around-sequoyah 

[Return to top]  
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Critical Manufacturing Sector 

7. December 20, U.S. Department of Labor – (Ohio) U.S. Department of Labor’s 
OSHA cites Warren Fabricating and Machining in Hubbard, Ohio, for 10 safety 
violations including lack of machine guarding. The U.S. Department of Labor’s 
Occupational Safety and Health Administration cited Warren Fabricating and 
Machining Corp. December 20 for 10 serious safety violations, including a lack of 
machine guarding and training at its steel manufacturing plant in Hubbard, Ohio. 
Proposed fines total $47,000 following a November inspection. The violations included 
failing to develop machine-specific procedures to control energy sources and 
appropriate methods for securing machinery or equipment; conduct periodic 
inspections of energy control procedures; and provide training to workers on 
lockout/tagout procedures, among others. 
Source: 
http://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEAS
ES&p_id=21534 

8. December 20, U.S. Department of Labor – (Ohio) U.S. Department of Labor’s 
OSHA cites Colfor Manufacturing for exposing workers to hazardous energy 
sources during machine servicing. The U.S. Department of Labor’s Occupational 
Safety and Health Administration cited Colfor Manufacturing Inc. December 20 for 
four safety violations, including a repeat violation for failing to protect workers by 
locking out the energy sources of presses at its Malvern, Ohio facility, following an 
inspection that began in October. The company manufactures automotive parts using 
hot and cold forging methods. Proposed fines total $51,000. The three serious 
violations were for failing to use specific procedures for the control of hazardous 
energy, to use group hazardous energy control procedures for multiple exposed workers 
conducting maintenance on presses, and to inspect energy control procedures at least 
annually. A serious violation occurs when there is substantial probability that death or 
serious physical harm could result from a hazard about which the employer knew or 
should have known. 
Source: 
http://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEAS
ES&p_id=21537 

For another story, see item 24  
 
[Return to top]  

Defense Industrial Base Sector 

9. December 21, Pacific News Center – (International) Guam Shipyard’s. Ten months 
after it re-surfaced from sinking in Apra Harbor, Guam Shipyard’s dry dock “Big Blue” 
is still not operational, Pacific News Center reported December 21. A Guam Economic 
Development Authority administrator confirmed “Big-Blue” has not yet been certified 
as operational and therefore it can not accept any ship repair work that requires dry 

http://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=21534�
http://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=21534�
http://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=21537�
http://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=21537�


 - 5 - 

docking. 
Source: 
http://www.pacificnewscenter.com/index.php?option=com_content&view=article&id=
19534:20111221kk72-layoffs&catid=45:guam-news&Itemid=156 

10. December 21, Associated Press – (National) Southern Ore. family pleads not guilty 
in faulty military parts case. A southern Oregon family pleaded not guilty to charges 
it filled its U.S. military defense contracts with defective knockoffs rather than 
government-specified parts for Army helicopters and trucks — including a critical 
helicopter part. The Eugene Register-Guard reports a federal judge entered the plea on 
behalf of a man, his ex-wife, and three of the couple’s adult children December 20. The 
family faces charges including conspiracy to commit wire fraud, and money 
laundering. Two other longtime employees of the man’s Coos Bay company, Kustom 
Products Inc., also were arraigned December 20 in the case. All seven remain free. 
According to a federal grand jury indictment, the man’s firm collected more than $7.5 
million in government payments after selling “nonconforming, defective and 
counterfeit products” to the U.S. Department of Defense on at least 392 occasions. 
Source: 
http://www.therepublic.com/view/story/5470e94b48b040a59876e8d71f0cdf2d/OR--
Helicopter-Parts/ 

11. December 20, Associated Press – (International) Korean firm accused of illegal US 
military exports. A South Korean company was indicted in Cleveland on allegations it 
illegally exported infrared technology used by the U.S. military. Federal authorities 
said December 20 that EO System Co. Ltd. and three South Korean citizens are 
accused of exporting five telescopes from the United States to their country in 2005 
without required U.S. government approval. EO System’s attorney said he has been in 
communication with the government about the matter for several years. He said EO 
System intends to plead not guilty and press on with its defense. The government said 
the case is related to that of a former NASA employee in Cleveland who was sentenced 
in November to 14 months in prison for illegally shipping night-vision rifle scope 
equipment to South Korean companies. 
Source: http://www.washingtonpost.com/business/worldbusiness/company-accused-of-
illegal-export-of-us-military-infrared-technology-to-south-
korea/2011/12/20/gIQAjAi57O_story.html 

[Return to top]  

Banking and Finance Sector 

12. December 21, Tri-City Herald – (Washington) Pasco woman accused making fake 
money facing prison time. A Pasco, Washington woman is looking at federal prison 
time for helping her father and others bleach $5 bills and reprint them as $50s and 
$100s to use around the Spokane Valley, federal prosecutors announced December 20. 
She pleaded guilty earlier in December in federal court to one charge of manufacturing 
of counterfeit currency. She was part of a large-scale operation allegedly organized by 
her fatheer In total, about $5,000 of counterfeit money was passed, court documents 
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said. Prosecutors announced the woman was among five women to recently plead 
guilty for their role in the scheme, which was discovered when merchants and banks 
reported the fake cash. Secret Service agents and Spokane County sheriff’s 
investigators unraveled the scheme involving at least 11 people. The woman was 
accused of manufacturing money, along with five counts of passing counterfeit 
currency. The crimes were between Janaury 5 and March 24, 2010. Court documents 
stated the father manufactured and distributed fake money for at least 4 years by using 
a digital printer while living at different places in the Spokane Valley. His technique 
was to “wash” or “bleach” real $5 bills with commercially available chemical products, 
and reprint them at higher denominations on the genuine currency paper, documents 
said. He distributed the cash to others who would get to keep a percentage of the profit 
after using the bad money . “There were a total of at least 80 known passes of $50 and 
$100 counterfeit notes manufactured by the suspects,” court documents said. The 
woman was busted after she passed counterfeit bills while staying at a Motel 6 in 
Spokane in February 2010. She provided her driver’s license as part of the registration, 
documents said. The maximum penalty for the crime is 20 years in prison and a 
$250,000 fine. 
Source: http://www.thenewstribune.com/2011/12/21/1953545/pasco-woman-accused-
making-fake.html 

13. December 20, WTNH 8 New Haven – (Connecticut; Massachusetts; Rhode Island) 
Woman pleads guilty in ATM scheme. A New London, Connecticut woman pleaded 
guilty to one count of conspiracy to commit bank fraud December 19 for her part in an 
ATM skimming scheme. The scheme she was a part of spanned across southern New 
England. Between February and July, she and others conspired to install skimming 
devices on ATMs at 11 banks and one credit union in Connecticut, Massachusetts, and 
Rhode Island. The devices were able to capture information encoded on the magnetic 
strips of bank cards used by ATM customers. The stolen data allowed the group to 
create counterfeit bank cards they used to withdraw funds from customer accounts. She 
helped produce counterfeit ATM cards, wrote pin numbers of backs of cards and, on 
occasion, used the cards to make unauthorized withdrawals from ATMs. She also 
served as a lookout. More than 250 bank accounts were victimized and about 
$336,057.64 was stolen. She faces a 30-year maximum term of imprisonment, and a 
fine of up to $1 million. 
Source: http://www.wtnh.com/dpp/news/crime/woman-pleads-guilty-in-atm-scheme 

14. December 20, U.S. Department of Treasury – (International) Treasury designates 10 
shipping companies and chief executive tied to IRISL and Irano Hind. The U.S. 
Department of the Treasury December 20 announced the designation of 10 shipping 
and front companies and one individual based in Malta affiliated with the Islamic 
Republic of Iran Shipping Lines (IRISL), an entity facing international sanctions for its 
involvement in Iran’s efforts to advance its missile programs and transport military 
cargoes. The December 20 action is being taken as IRISL and its subsidiaries have 
increasingly relied upon multiple front companies and agents to overcome the impact 
of U.S. and international sanctions and increased scrutiny of their behavior. The entities 
and individual designated December 20 are owned or controlled by, or acting or 
purporting to act for or on behalf of, directly or indirectly, IRISL, Irano Hind, or ISI 
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Maritime. Pursuant to Executive Order 13382 –- which is aimed at freezing assets of 
proliferators of weapons of mass destruction and their supporters, excluding them from 
the U.S. financial and commercial systems –- Treasury designated: 10 Malta-based 
IRISL and Irano Hind affiliated shipping companies: BIIS Maritime Limited, ISIM 
Amin Limited, ISIM Atr Limited, ISIM Olive Limited, ISIM Sat Limited, ISIM Sea 
Chariot Limited, ISIM Sea Crescent Limited, ISIM Sinin Limited, ISIM Taj Mahal 
Limited, and ISIM Tour Limited; and the Chief Executive and Managing Director of 
Irano Hind, who is an Iranian national. The European Union also sanctioned these 
companies. 
Source: http://www.treasury.gov/press-center/press-releases/Pages/tg1388.aspx 

15. December 20, Bloomberg – (International) Absolute Poker founder Beckley pleads 
guilty in U.S. online fraud case. A founder of Absolute Poker of Costa Rica pleaded 
guilty December 20 in a U.S. illegal-gambling case that seeks at least $3 billion in 
forfeitures and penalties. He pleaded guilty before a U.S. magistrate judge in 
Manhattan to conspiracy to commit bank fraud and wire fraud, and conspiracy to 
violate an Internet gambling law. The sentencing guideline range in his plea agreement 
is 12 to 18 months in prison, the judge said. “I knew that it was illegal to accept credit 
cards from players to gamble on the Internet,” he said to the judge before his plea. The 
founder and other defendants helped conceal money received from U.S. gamblers by 
disguising it as payments to hundreds of non-existent online merchants purporting to 
sell items such as jewelry and golf balls, according to prosecutors. Prosecutors allege 
that after the U.S. enacted a law in 2006 barring banks from processing payments to 
offshore gambling websites, Absolute Poker, Isle of Man-based PokerStars, and 
Ireland-based Full Tilt Poker, worked around the ban to continue operating in the 
United States. 
Source: http://www.bloomberg.com/news/2011-12-20/online-poker-founder-beckley-
pleads-guilty-in-fraud-case-1-.html 

16. December 20, Northern Virginia Daily – (Virginia) Cars, cigarettes and stolen credit 
cards seized in probe. Two cars and more than 100 stolen credit cards and $21,000 
worth of cigarettes were seized December 19 in Woodstock, Virginia, thanks to an alert 
off-duty officer. The officer noticed a man buying cigarettes, and running multiple 
credit cards that were being declined at a Sheetz, an investigator said. Three men were 
arrested, and a search of their Winchester hotel room turned up more than 100 stolen 
credit cards, and more than $21,000 worth of cigarettes, the investigator said. Those 
were seized, as were two cars, he said. Woodstock police is investigating, along with 
the U.S. Secret Service. They were aided in the search by officers with the Frederick 
County and Shenandoah County sheriff’s offices. 
Source: http://www.nvdaily.com/news/2011/12/cars-cigarettes-and-stolen-credit-cards-
seized-in-probe.php 

[Return to top]  
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Transportation Sector 

17. December 21, Associated Press – (National) Interstates reopening after Great Plains 
snowstorm. Holiday travelers were breathing a sigh of relief December 21 after a 
storm that dumped up to 15 inches of snow and forced the closure of interstates across 
the Great Plains moved out of the region, allowing crews to clear drifts and stranded 
motorists to leave roadside hotels. The storm was blamed for at least two fatal car 
accidents as it crawled from New Mexico and Colorado through the Texas Panhandle, 
Oklahoma, and Kansas. The fierce winds and heavy snowfall closed several major 
roadways before weakening December 20 and moving into Missouri and toward the 
Great Lakes. Authorities still reported snow drifts of up to 10 feet high in southeast 
Colorado, and Texas officials warned drivers to stay off the road in the Panhandle so 
crews could remove ice and snow. Some highways in the western half of the Oklahoma 
Panhandle remained closed early December 21. Officials reopened Interstate 40 in the 
Texas Panhandle and New Mexico, and portions of Interstate 70 in western Kansas that 
had been closed December 20. New Mexico reopened a closed section of Interstate 25, 
the main route from Santa Fe to the Colorado line, after crews cleared drifts as high as 
5 feet. A Kansas Highway Patrol trooper said the patrol dealt with dozens of accidents 
in which motorists slid off highways December 20. The storm was blamed for at least 
six deaths, authorities said. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5jO_bxGJtzeW7KIs7YnAewt8D
TWmg?docId=8e6c1ed5ee0a42a1a7b322c88d668133 

18. December 21, Associated Press – (National) FAA issues rules to prevent tired airline 
pilots. Rules aimed at preventing airline pilots from flying while dangerously fatigued 
were issued December 21 by the Federal Aviation Administration (FAA), a move 
safety advocates have been urging for more than 2 decades. The rules update current 
pilot work schedule regulations, which largely date back to the 1960s, to reflect studies 
on how much time pilots need for rest, and an understanding of how travel through 
time zones and the human body clock’s response to light and darkness can affect 
performance. Carriers have 2 years to adapt to the new rules. The rules would limit the 
maximum number of hours a pilot can be scheduled to be on duty — including wait 
time before flights and administrative duties — to between 9 and 14 hours. The total 
depends upon the time of day pilots begin their first flight, and the number of time 
zones crossed. The maximum amount of time pilots can be scheduled to fly is limited 
to 8 or 9 hours, and pilots would get a minimum of 10 hours to rest between duty 
periods, a 2-hour increase over the old rules. Pilots flying overnight would be allowed 
fewer hours than pilots flying during the day. But cargo carriers — who do much of 
their flying overnight when people naturally crave sleep — are exempted from the new 
rules. The FAA said forcing cargo carriers to reduce the number of hours their pilots 
can fly would be too costly compared to the safety benefits. The charter airlines that 
transport nearly 90 percent of U.S. troops around the world had also lobbied heavily for 
an exemption to the new rules, saying military missions could be jeopardized. But FAA 
officials rejected those pleas. The rules will prevent about one and a half accidents a 
year, and an average of six deaths a year, FAA officials said. They will also improve 
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pilots’ health, officials said. 
Source: http://www.msnbc.msn.com/id/45754819/ns/travel-news/#.TvJAVFai9I5 

19. December 21, Associated Press – (District of Columbia) TSA: Daggers hidden in 
book at Reagan Airport. The Transportation Security Administration (TSA) said 
officers found two throwing daggers hidden in a hollowed-out book at a checkpoint at 
Reagan-Washington National Airport in Arlington, Virginia. A TSA spokesman said a 
passenger was stopped December 19 when officers found the knives in the person’s 
carry-on bag. The daggers measured just over a half-foot long and were hidden in the 
hard-cover book. The passenger was flying to Chicago and surrendered the knives and 
book. The TSA has the authority to fine passengers who bring deadly weapons into the 
airport checkpoint. It was not known if this was done in this case. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5gR67jw8FdJw1qexLqO_V156
Y-5Fw?docId=501c2489268e4315bf95d74171367b77 

20. December 21, Portsmouth Seacoast Online – (Maine; New Hampshire) ‘Treacherous’ 
roads cause crashes, closures throughout Seacoast. Icy roads contributed to crashes 
and road closures all over the Seacoast in New Hampshire and in southern Maine 
December 21 when emergency responders found 50 cars off the side of I-95 
southbound. Police reported at 9:22 a.m. the interstate had re-opened in both directions, 
after the southbound side was closed earlier. At about 6:15 a.m., a rolled-over car was 
reported off I-95, and arriving state police said they were checking drivers and 
passengers in 50 cars found to have slid off the highway. The Portsmouth police 
captain said his department responded to 17 crashes between 4 and 10 a.m. Portsmouth 
police reported “spinouts all over the place” and “accidents” across the city due to slick 
roads. C&J Bus announced it was temporarily suspending service until the roads 
became safer. That announcement was made at 7:30 a.m., and did not change as of 9:30 
a.m. 
Source: http://www.seacoastonline.com/articles/20111221-NEWS-111229954 

21. December 20, Associated Press – (New Jersey) 5 die when small plane crashes on 
major NJ highway. A small plane heading for Georgia crashed December 20 on a 
major New Jersey highway, spiraling out of control, hitting a wooded median and 
scattering wreckage across the road. All five people aboard were killed, but no one on 
the ground in Morris Township was injured. The pilot had discussed icy conditions 
with controllers just before the plane went down, but investigators were unsure what 
role, if any, icing played in the crash. The New York investment banking firm 
Greenhill & Co. said two managing directors, a director’s wife, and two children, were 
on the plane that crashed on Interstate 287. Wreckage was scattered over at least a half 
mile, with a section found lodged in a tree of a home about a quarter-mile away, near a 
highway entrance ramp. The crash closed both sides of the busy highway for hours, 
though several lanes were open again in time for the evening rush hour. The high-
performance Socata TBM-700 turboprop had departed from Teterboro Airport in New 
Jersey and crashed about 14 minutes into its flight. It was headed for DeKalb Peachtree 
Airport near Atlanta. 
Source: http://www.businessweek.com/ap/financialnews/D9ROH5G03.htm 
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22. December 20, Washington Post – (District of Columbia) Falling part from Metro 
train temporarily closes Orange and Blue lines. The Washington Metropolitan Area 
Transit Authority (Metro) will inspect the brakes on all of its 5000 series rail cars — 
about 18 percent of its fleet — after a part fell off a moving train outside L’Enfant 
Plaza in Washington, D.C., December 20, damaged two more trains, and shut down 
service along the heart of the Orange and Blue lines for hours. Adjacent stations filled 
with smoke, and hundreds of passengers had to be evacuated after the incident, which 
occurred about 9:45 a.m. By 1 p.m., service was running on a single track, and by 2 
p.m. on both tracks. During a news conference, the Metro general manager said it 
would be premature to guess why the “friction ring,” similar to a brake disc on a 
vehicle, became disconnected. He said it is “rare” for one of the parts to fall off. When 
the friction ring fell off a Blue Line train, there was a spark and smoke. The ring landed 
between the electrified third rail and the running rails, Metro officials said. Two Orange 
Line trains that were behind the Blue Line train heading in the direction of Vienna were 
damaged, the manager said. The Blue Line train kept going and passengers 
disembarked at the Smithsonian station. That train was taken out of service. Roughly 
300 passengers on the Orange Line train behind it were stranded when that train 
suffered damage to its “collector plates,” which pull power from the third rail, said 
Metro’s chief spokesman. Passengers were evacuated as emergency personnel made a 
human chain to guide them to the Smithsonian platform, D.C. Emergency Response 
officials said. Streets around the L’Enfant Plaza and Smithsonian stops were shut down 
as crews responded, and shuttle buses were used to move stranded passengers. 
Source: http://www.washingtonpost.com/local/commuting/falling-part-from-metro-
train-temporarily-closes-orange-and-blue-lines/2011/12/20/gIQAb0wz7O_story.html 

23. December 20, Chicago Daily Herald – (Illinois) Teen charged in Des Plaines train 
crashes. Des Plaines, Illinois police charged a 19-year-old man from Niles in two cases 
involving stolen cars abandoned on Metra’s North Central Service Line in late 
November and earlier this month. The man is charged with two counts of possession of 
a stolen motor vehicle. On December 7, Niles police arrested the suspect in a stolen 
vehicle, according to a news release. Property recovered from the suspect was traced 
back to a stolen vehicle involved in the Des Plaines Metra crash, police said. The 
suspect later admitted to Des Plaines police officers he was responsible for the stolen 
cars abandoned in Des Plaines, causing the train crashes, police said. Police had 
suspected the Des Plaines train crashes, which occurred a week apart, were somehow 
linked. Both crashes occurred around the same time, about 6 a.m. The cars were left on 
the Canadian National railroad track near the intersection of Rand and Seegers. The 
investigation involved several police departments as one vehicle had been stolen from 
Elgin, and another from Morton Grove. The suspect is set to appear at 9 a.m. December 
27, at the Skokie courthouse. 
Source: http://www.dailyherald.com/article/20111220/news/712209780/ 

24. December 20, Motor-Age – (International) Immediate call to check all R-134a 
Cylinders worldwide for contamination. Several months ago, Neutronics Inc., 
Refrigerant Analysis Division, was engaged by the ocean-going shipping industry to 
assist with a R-134a refrigerant contamination problem that reportedly resulted in 
several deaths and a significant interruption to ocean-going transport. During the course 
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of this activity, it was discovered the refrigerant-contamination problem was not 
isolated to a single industry, but had potentially penetrated the R-134a refrigerant 
supply for applications in many global markets including automotive. Much of the 
contaminated R-134a refrigerant has been shown to contain significant quantities of R-
40 (aka Methyl Chloride or Chloromethane). R-40 is extremely toxic, flammable and 
highly reactive when exposed to aluminum in that it forms a third, highly volatile 
compound. It is critical to note the safety concerns that R-40 is a harmful and 
dangerous material that is not suited for use in R-134a refrigeration air conditioning 
systems. Most, if not all of the contaminated R-14a has been found in counterfeit 
labeled “virgin” R-134a cylinders. In one instance, it was reported that “thousands” of 
30-pound R-134a refrigerant cylinders have been found to be counterfeits of name-
brand product. Other suspect virgin R-134a containers have also been found to contain 
large quantities of R-22 and R-12 refrigerants. Neutronics advised that all industries 
using R-134a refrigerant immediately test all cylinders thought to be virgin R-134a 
(including new 30-pound cylinders). This can be done with a Neutronics Ultima ID DX 
or HV series Refrigerant Identifier. Any cylinder that is “failed” by the identifier or 
found to contain 100 percent R134a with ANY “Air” or “Non(NCG)” should be 
isolated. 
Source: http://motorage.search-autoparts.com/motorage/Industry+News/Immediate-
call-to-check-all-R-134a-Cylinders-
world/ArticleStandard/Article/detail/753623?contextCategoryId=43145 

[Return to top]  

Postal and Shipping Sector 

25. December 21, Boston Herald – (Massachusetts) Police uncover load of gifts stolen 
before delivery. Somerville, Massachusetts police arrested a pair of suspects 
December 20 and recovered a sleigh load of gifts they said were diverted en route to 
their designated chimneys. The Somerville police chief said after cops noticed an 
uptick in reports of stolen packages, they put several officers on the case. Both suspects 
were charged with receiving stolen property and were scheduled to be arraigned 
December 21. Cops said they found more than 100 packages in one of the suspect’s 
homes. The gift pile was so big that police could not store it evidence room and are 
instead using a police academy classroom. 
Source: http://news.bostonherald.com/news/regional/view.bg?articleid=1390093 

[Return to top]  

Agriculture and Food Sector 

26. December 21, Canadian Press – (International) Certain jalapeno peppers recalled 
over salmonella fears. The Canadian Food Inspection Agency is warning the public 
not to eat certain fresh jalapeno peppers because they may be contaminated with 
Salmonella, the Canadian Press reported December 21. The affected peppers were 
imported from the United States and sold unlabelled from bulk at Safeway stores and 
various independent stores in Alberta, British Columbia, Manitoba, The Northwest 
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Territories, Ontario, Saskatchewan, and Yukon. They were also sold unlabelled from 
bulk or in 4.5-kilogram Cal Fresco brand cases. All of the affected jalapeno peppers 
were sold between December 3 and 20. 
Source: http://toronto.ctv.ca/servlet/an/local/CTVNews/20111221/cfia-jalapeno-
pepper-recall-111221/20111221/?hub=TorontoNewHome 

27. December 21, Food Safety News – (National) 16 ill in Salmonella ground beef 
outbreak. An outbreak linked to ground beef sold at Hannaford Supermarkets caused 
16 people in 7 states to become infected with an antibiotic-resistant strain of 
Salmonella Typhimurium, the Centers for Disease Control and Prevention (CDC) 
reported December 20. At least seven of those people have been hospitalized, 
according to the CDC. The antibiotic resistance of the pathogen may “be associated 
with an increase in the risk of hospitalization or possible treatment failure,” it noted. 
Cases in which the onset of illness occurred after November 19 might not yet be 
counted because it can take an average of 2 to 3 weeks between when a person 
becomes ill and when the illness is reported. Maine, New Hampshire, and New York 
each reported four cases associated with the outbreak, while single cases of outbreak-
related Salmonella infection were reported in Hawaii, Kentucky, Massachusetts, and 
Vermont. The link to Hannaford Supermarkets ground beef is based on epidemiologic 
and trace-back evidence. The CDC said 11 of the 16 infected people reported eating 
ground beef in the week before they became ill. Ten of those 11 said they purchased the 
meat from Hannaford stores, generally between October 12 and November 20. 
Hannaford recalled an undetermined amount of fresh ground beef December 15. 
Source: http://www.foodsafetynews.com/2011/12/16-ill-in-salmonella-ground-beef-
outbreak/ 

28. December 21, Food Safety News – (National) Allergen alert: Milk, soy, nuts, wheat 
in popcorn. Popcorn Palace of Schiller Park, Illinois, warned consumers December 20 
that some of its 1-gallon Value Bags contain various allergens — milk, soy, peanuts, 
tree nuts, and wheat — not disclosed on the packaging. The omission was discovered 
for popcorn products that would have been purchased after October 1, through some of 
the company’s fundraising programs. The company said 10 products are affected. The 
company said the omission has now been corrected with updated packaging that 
includes nutrition facts, ingredients, and allergens listed on every item. 
Source: http://www.foodsafetynews.com/2011/12/allergen-alert-milk-soy-nuts-in-
popcorn/ 

29. December 21, Food Safety News – (New York; Connecticut; New Jersey) Allergen 
alert: Undeclared milk in Dominican Bread. Gollo Desserts of Brooklyn, New York, 
is recalling its Pan Dominicano (Dominican Bread) because the package does not 
disclose milk as an ingredient, the New York State Agriculture Commissioner 
announced December 19. Routine sampling by New York State Department of 
Agriculture and Markets’ food inspectors and subsequent analysis of the product by the 
New York State Food Laboratory revealed the product contained milk allergens, which 
were not declared on the label. The product was sold in the New York City metro area, 
Long Island, New Jersey, and Connecticut. 
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Source: http://www.foodsafetynews.com/2011/12/allergen-alert-undeclared-milk-in-
dominican-bread/ 

30. December 21, Softpedia – (National) Butler Schein Animal Health customers 
exposed after data breach - Softpedia. Butler Schein Animal Health started sending 
“important security and protection notifications” to their customers after they 
discovered MyVetDirect.com servers were breached and customer credit card 
information may have been leaked, Softpedia reported December 21. “This incident 
may have resulted in the unauthorized acquisition of certain personal information about 
you in connection with one or more orders you placed through your veterinarian’s 
Website and which were filled by Butler Schein Animal Health,” reads a letter sent to 
customers. Names, addresses, telephone numbers, e-mail addresses, credit card, and 
billing information were stored in the affected databases. The incident was reported to 
the authorities as soon as it was discovered, but while the investigation continues, 
customers must take appropriate measures to make sure their assets are secured. There 
are no indications that any of the compromised information is being used for malicious 
purposes. 
Source: http://news.softpedia.com/news/Butler-Schein-Animal-Health-Customers-
Exposed-After-Data-Breach-242152.shtml 

31. December 20, CNN – (Texas) Drought may have killed a half-billion trees, Texas 
Forest Service says. As many as a half-billion trees may have died across Texas from 
the effects of the 2011 drought, the state’s forest service said. A survey released 
December 19 by the Texas Forest Service estimates 100 million to 500 million trees, or 
2 percent to 10 percent of the state’s 4.9 billion trees, have been killed by the severe 
drought, which began in 2010. So far, early estimates show the effects of the drought 
are numerous and widespread. The survey was the first of a three-part, long-term 
program that industry experts are using to gather scientific data that will help determine 
how many trees died in the drought. However in the spring, foresters plan to use 
satellite imagery and aerial photography for a more in-depth analysis that will check for 
leafing. 
Source: http://www.cnn.com/2011/12/20/us/texas-drought-
trees/index.html?hpt=hp_bn2 

32. December 20, Associated Press – (National) Okla. City company recalls misbranded 
meats. An Oklahoma City company is recalling 875 pounds of turkey filets mislabeled 
as center-cut steaks. The U.S. Department of Agriculture’s (USDA) Food Safety and 
Inspection Service announced the recall December 19 by Chef’s Requested Foods Inc. 
The product’s label reads “Chef’s Requested Center Cut Steak.” The USDA said in a 
December 20 news release that the product was distributed to retail stores in Arizona, 
California, Maryland, Ohio, and Texas. The mislabeling was discovered by a retailer 
who notified Chef’s Requested Foods — which notified the USDA. 
Source: http://www.mercurynews.com/news/ci_19585910 

[Return to top]  
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Water Sector 

33. December 21, Associated Press – (Maryland) Frederick officials say water quality 
restored after 3.5 million gallons of raw sewage spilled. City officials in Frederick, 
Maryland, said water quality has improved in Carroll Creek and the Monocacy River 
after 3.5 million gallons of raw sewage spilled from a waste water treatment plant 
December 12. Officials said December 21 that water quality returned to pre-spill 
conditions, noting they are now ending emergency water tests. County officials warned 
bacterial contamination levels are constantly changing because of the constantly 
flowing water. 
Source: 
http://www.therepublic.com/view/story/586e07c92aa646709a90c05e68dbb668/MD--
Frederick-Sewer-Plant/ 

For another story, see item 2  
 
[Return to top]  

Public Health and Healthcare Sector 

34. December 20, Associated Press – (Mississippi) Medical records stolen from Univ. of 
Miss. A computer assigned to a University of Mississippi Medical Center (UMMC) 
faculty member was stolen October 31 from a Jackson clinic after it was left unsecured. 
It contains records of two studies, one with 1,400 patients that include age, sex, race, 
ZIP code, and lab results, but excludes names and Social Security numbers. Records of 
the second study of about 75 patients include more sensitive information. A UMMC 
spokeswoman would not say if records included names. She also would not say what 
researchers were studying. The laptop is password protected. Patients in the larger 
study are being notified of the breach through letters mailed December 19 by the 
University of Mississippi and the health department. The University of Mississippi is 
contacting patients in the second database directly. 
Source: http://www.sunherald.com/2011/12/20/3643237/medical-records-stolen-from-
univ.html 

35. December 20, KPLC 7 Lake Charles – (Louisiana) Tornado damages DeQuincy 
hospital. The roof of DeQuincy Memorial Hospital in DeQuincy, Louisiana, was 
damaged by high winds associated with a small tornado December 20, officials said. 
The National Weather Service reported an EF1 tornado was spotted just before 8:30 
a.m. in the area. The Calcasieu Parish Office of Emergency Preparedness said the roof 
of one of the hospital wings was blown off. Patients were transported to other hospitals 
in the area. The National Weather Service said a survey showed a damage path 
stretched from one quarter mile southwest of the hospital to a half mile northeast of the 
facility. 
Source: http://www.kplctv.com/story/16361441/reports-of-roof-damage-at-dequincy-
memorial-hospital 

[Return to top]  
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Government Facilities Sector 

36. December 20, Associated Press – (Colorado) Damage from sorority house fire near 
University of Colorado could top $1 million. A fire official estimates a blaze in the 
attic of a sorority house near the University of Colorado caused about $1 million in 
damage in Boulder, Colorado. Authorities are investigating what caused the fire late 
December 19 at Kappa Alpha Theta. They said it appears to have been accidental. The 
Boulder chief fire marshal said there is significant water damage to the house, and part 
of the roof is damaged. The house mother was the only person home at the time of the 
fire. She was not injured. The Boulder Daily Camera reported it is not clear whether the 
house can be repaired before 62 students who are scheduled to live there next semester 
return from winter break. He said the damage could top $1 million. 
Source: 
http://www.therepublic.com/view/story/03d41bfaaad5462fb90cb9687369e2fe/CO--
Sorority-Fire/ 

For more stories, see items 18 and 48  
 
[Return to top]  

Emergency Services Sector 

37. December 21, Charleston Gazette – (West Virginia) Vehicles, cruisers burn in W.Va. 
State Police lot. Authorities said three Fayette County men targeted trucks confiscated 
during a federal auto theft investigation when they set fire to vehicles parked at the 
West Virginia State Police barracks in Rainelle. Five vehicles parked on the lot were 
set ablaze the week of December 12, and several of them exploded. No one was 
injured, but the fire damaged four additional vehicles and the barracks, a state police 
sergeant said. Two vehicles belonged to state police, including a police cruiser. The 
remaining three vehicles were collected as part of a federal car theft investigation, 
according to a criminal complaint. Police arrested three men in connection with the 
alleged arson December 18 and 19. Two other people were arrested because they 
allegedly helped plan the arson. The three men that were arrested, were each charged 
with eight counts of third-degree arson, one count of second-degree arson, and one 
count of conspiracy to commit a felony. They were being held in Southern Regional 
Jail in Beaver without bail. The other two suspects were arrested and charged with one 
count of conspiracy to commit a felony for their involvement in planning the alleged 
fires. They were being held in Southern Regional Jail in lieu of $250,000 bail each. The 
sheriff said the investigation is ongoing and more arrests may follow. 
Source: http://www.firehouse.com/topic/fire-prevention-and-investigation/vehicles-
cruisers-burn-wva-state-police-lot 

1. December 21, Reuters – (International) Law enforcement, impaired: Many cops 
have sleep disorders. A survey from the United States and Canada found 40 percent of 
police officers had symptoms of a sleep disorder, including sleep apnea and insomnia. 
Officers who screened positive for those disorders were also more likely to be burnt 
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out, depressed, or have an anxiety disorder. And over the next 2 years, they committed 
more administrative errors and safety violations and were more prone to falling asleep 
at the wheel than sound sleepers. Close to 5,000 police officers were surveyed on sleep 
problems and other topics. That included Philadelphia officers and Massachusetts state 
police as well as a broader range of other U.S. and Canadian cops. The officers were an 
average of 38- to 39-years-old, and most had been in the police force for more than 
decade. A doctor from Brigham and Women’s Hospital in Boston and his colleagues 
found that 40 percent of the officers screened positive for at least one sleep disorder. 
The most common was sleep apnea, which affected one-third of cops, followed by 
moderate or severe insomnia and shift work disorder, which consists of sleepiness and 
insomnia associated with working at night. On follow-up questionnaires sent out over 
the next 2 years, they were also 40 to 60 percent more likely to report making serious 
administrative errors, falling asleep while driving, or committing a fatigue-related error 
or safety violation during work. Poor sleepers reported more citizen complaints, and 
more often showed uncontrolled anger toward a suspect or citizen. 
Source: http://www.theatlantic.com/health/archive/2011/12/law-enforcement-impaired-
many-cops-have-sleep-disorders/250306/ 

For another story, see item 44  
 
[Return to top]  

Information Technology Sector 

39. December 21, The Register – (International) A simple HTML tag will crash 64-bit 
Windows 7. An unpatched critical flaw in 64-bit Windows 7 leaves computers 
vulnerable to a full “blue screen of death” system crash. The memory corruption bug in 
x64 Win 7 could also allow malicious kernel-level code to be injected into machines, 
Secunia warned. The 32-bit version of Windows 7 is immune to the flaw, which was 
pinned down to the win32k.sys operating system file — which contains the kernel 
portion of the Windows user interface and related infrastructure. Proof-of-concept code 
showing how to crash vulnerable Win 7 boxes was leaked: the simple HTML script, 
when opened in Apple’s Safari Web browser, quickly leads to the kernel triggering a 
page fault in an unmapped area of memory, which halts the machine at a blue screen of 
death. Although Safari is required to spark the system crash via HTML, modern 
operating systems should not allow usermode applications to bring down the machine. 
Microsoft is now investigating the vulnerability, which was first reported by Twitter 
user WebDEVil, although the company is racing against hackers tracing the code 
execution path to discover the underlying vulnerability in Windows 7. 
Source: http://www.theregister.co.uk/2011/12/21/win_7_bug_crash_risk/ 

40. December 21, H Security – (International) Critical holes in Firefox, Thunderbird 
and SeaMonkey. Mozilla developers not only gave the Firefox browser a faster 
JavaScript engine with their update to version 9.0, but they also closed various critical 
security holes. One critical flaw in previous versions of the browser allows an 
embedded OGG video element of “extreme” size to cause a crash that can potentially 
be exploited to inject malicious code. However, Mozilla is currently keeping the 

http://www.theatlantic.com/health/archive/2011/12/law-enforcement-impaired-many-cops-have-sleep-disorders/250306/�
http://www.theatlantic.com/health/archive/2011/12/law-enforcement-impaired-many-cops-have-sleep-disorders/250306/�
http://www.theregister.co.uk/2011/12/21/win_7_bug_crash_risk/�


 - 17 - 

specific details of this confidentially disclosed vulnerability a secret. Mozilla closed a 
hole that allowed attackers to access out-of-bounds memory areas and inject malicious 
code via specially crafted SVG files. Another critical issue addressed in Firefox 9.0 is a 
currently unspecified and potentially exploitable crash in the YARR regular expression 
library. Mozilla also took the opportunity in 9.0 to close other critical memory bugs. 
The vulnerabilities also exist in previous versions of SeaMonkey and are addressed in 
the Seamonkey 2.6 update. The Thunderbird e-mail client is vulnerable, but only the 
first vulnerability mentioned is rated as critical. Version 9.0 of Thunderbird will fix the 
issues but has not yet been released. 
Source: http://www.h-online.com/security/news/item/Critical-holes-in-Firefox-
Thunderbird-and-SeaMonkey-1399340.html 

41. December 20, KNTV 11 San Jose – (International) iPad factory explosion may lessen 
Apple’s supply. An explosion at a iPad supplier in Shanghai, China, that injured 61 
workers the weekend of December 17 and 18 may also mean fewer tablets for Apple, 
reports said December 20. The explosion at the Riteng Computer Accessory Co., a 
subsidiary of Apple supplier Pegatron Corp., was caused by a blast in dust-collection 
equipment, Pegatron said in a statement. The New York-based group China Labor 
Watch said preliminary reports indicated the explosion was caused by aluminum dust 
from polishing cases. Twenty-seven workers were hospitalized, but none had life-
threatening injuries. A similar explosion occurred last May at a Foxconn factory, 
another Chinese Apple supplier. The explosion is likely to cause a drop in iPad supply 
for Apple, according to Mobiledia. Apple has been expanding its manufacturing base to 
keep up with demand, including opening a plant in Brazil, and also readying for its iPad 
3 in the spring. A supply-chain disruption now could push back the iPad 3 launch and 
cost Apple millions. The blast also highlights the safety conditions at Apple’s Chinese 
suppliers, which will also take time and money away from Apple’s products. 
Source: http://www.nbcbayarea.com/blogs/press-here/IPad-Factory-Explosion-May-
Lessen-135939293.html 

42. December 20, threatpost – (International) Android application allows remote access - 
no permissions required. Mobile security researchers at the firm Viaforensics said 
they created a malicious mobile application that requires the phone user to grant no 
permissions during installation, but could give remote attackers the ability to install and 
execute malicious code on mobile devices running the Android operating system. The 
“No-permission Android App Remote Shell,” as they are calling it, does not take 
advantage of a security hole in Google’s Android. Rather, it exploits legitimate 
functionality that has been known about for a number of years, Viaforensics claimed in 
a blog post. The application provides access to a wide range of device features, 
allowing ViaForensics researchers to extract data about the device, control the 
application, read data from the SD Card, and potentially download other applications or 
exploits. Upon installation, once the device is locked, it connects to ViaForensics’s 
control server. 
Source: http://threatpost.com/en_us/blogs/android-application-allows-remote-access-
no-permissions-required-122011 
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43. December 19, Computerworld – (International) IBM, HP, Microsoft lead patching 
laggards, says bug buyer. IBM, Hewlett-Packard (HP), and Microsoft lead the list of 
companies that failed to patch vulnerabilities within 6 months of being notified by the 
world’s biggest bug bounty program, according to HP TippingPoint’s Zero-Day 
Initiative (ZDI). During 2011, TippingPoint — a division of HP — released 29 “zero-
day” advisories that provided information on vulnerabilities it reported to vendors 6 or 
more months earlier. Ten of the 29 were bugs in IBM software, 6 in HP’s own 
software, and 5 were in Microsoft products. ZDI acquired six SCADA vulnerabilities in 
2011 that affected software created by General Electric, Honeywell, and InduSoft. ZDI 
has not released any zero-day advisories for SCADA bugs it obtained, but the leader of 
TippingPoint’s security research team said TippingPoint was not above dropping one if 
a patch was not aggressively pursued. 
Source: 
http://www.computerworld.com/s/article/9222829/IBM_HP_Microsoft_lead_patching_
laggards_says_bug_buyer 

For more stories, see items 34, 45, and 46  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

44. December 21, WOWK 13 Huntington – (West Virginia) Phone service restored to 
Fort Gay residents. Wayne County residents in Fort Gay, West Virginia, who have a 
phone number with 648 exchanges were without phone service December 20, 
according to the county’s emergency dispatchers. Dispatchers said they were informed 
by Frontier Communications that service was expected to be restored at about 6 a.m. 
December 21. Dispatchers said anyone with a 648 exchange who has an emergency 
should go to the Fort Gay Fire Department for assistance. According to emergency 
dispatchers in Wayne County, phone service to Fort Gay residents with 648 exchange 
was restored December 21. 
Source: http://www.wowktv.com/story/16367113/phone-outage-affecting-some-fort-
gay-residents 

45. December 21, Bloomberg – (National) Verizon Wireless says 4G data service 
‘returning to normal’. Verizon Wireless, the largest U.S. mobile phone operator, said 
engineers are restoring 4G data service after the second disruption of the month 
occurred December 21. “Verizon Wireless 4G LTE service is returning to normal this 
morning after company engineers worked to resolve an issue with the 4G network 
during the early morning hours today,” the company said in an e-mailed statement. The 
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carrier did not disclose the nature of the repairs. Users began reporting a lack of 4G 
data connections on their phones and sporadic 3G service early December 21, a 
company spokesman said. Verizon Wireless’ 4G LTE Community forum shows users 
in Michigan, Virginia, Pennsylvania, Nevada, and New York said they lost service. 
Source: http://www.bloomberg.com/news/2011-12-21/verizon-wireless-probes-reports-
of-data-service-disruptions.html 

46. December 20, TCPalm.com – (Florida) AT&T working to ensure some Martin 
County Internet customers have restored service. Some AT&T Internet customers in 
Martin County, Florida, lost service during the weekend, and the company is still 
working to make sure the issue is fully resolved, a company spokeswoman wrote in an 
e-mail December 20 to Scripps Treasure Coast Newspapers. “AT&T experienced an 
outage in parts of Martin County [December 23] that resulted in intermittent 
interruptions in some customers’ Internet service,” she wrote. “Technicians spent the 
weekend troubleshooting the issue and replaced some bad electronics in one of our 
central offices [December 19]. We are still testing the fix to ensure the issue has been 
fully resolved.” The spokeswoman said she did not know how many people 
experienced outages. 
Source: http://www.tcpalm.com/news/2011/dec/20/att-working-to-ensure-some-martin-
county-have/ 

For more stories, see items 41 and 42  
 
[Return to top]  

Commercial Facilities Sector 

47. December 21, KSDK 5 St. Louis – (Illinois) BB gun shooting spree costs Madison 
County homeowners. A BB gun bandit or bandits are costing homeowners thousands 
of dollars in Madison County, Illinois, KSDK 5 St. Louis reported December 21. 
Investigators with the Madison County Sheriff’s Office said eight properties were shot 
up over the weekend of December 17 and 18. A captain said a person or people shot 
out five car windows and three residential windows in the Meadowbrook area with a 
pellet gun or a BB gun. He said things could have been a lot worse, especially because 
it happened at night when people were home. “Some of these BB guns are very 
powerful. They have high velocity and can definitely cause serious injury for 
someone,” said the captain. Owning a BB gun in Illinois is legal but, shooting it on a 
street and causing more than $500 in damage is considered a felony. 
Source: http://www.ksdk.com/news/article/292269/3/BB-gun-shooting-spree-in-
Madison-County- 

48. December 20, Reuters – (Colorado) Denver protest camp set ablaze in clash with 
police. A holdout group of anti-Wall Street protesters set fire to their tent camp in 
downtown Denver during an overnight raid by police that dismantled the site, 
authorities said December 20. Nine protesters were arrested during the confrontation, 
including one person on suspicion of felony arson, said a Denver police spokesman. He 
said when police arrived December 19, they were confronted by about 50 protesters, 
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and one person in the group set the “shanty town” of tents on fire. Once officers moved 
protesters back, firefighters extinguished the fire, and public works crews dismantled 
the camp. The anti-Wall Street protest in Denver was one of the last encampments left 
in a major U.S. city, in the nationwide Occupy movement. Larger protest camps in such 
cities as New York and Los Angeles were shut down by police in recent weeks. 
However, the Denver site, across the street from the state capitol building, had 
continued to draw demonstrators despite freezing temperatures and past crackdowns. 
The most recent raid was the third time police removed demonstrators from the site 
since October. 
Source: http://news.yahoo.com/denver-protest-camp-set-ablaze-clash-police-
201009383.html;_ylt=ArMJ93sT3Thj_VuDoOYHYUZvzwcF;_ylu=X3oDMTNubmlu
OWc5BG1pdANUb3BTdG9yeSBVU1NGBHBrZwMxZGUxOWM2Mi0zYzY1LTNi
MGUtYTkxMi00ZGFhMTg0MzBiYjEEcG9zAzEEc2VjA3RvcF9zdG9yeQR2ZXIDM
DU4ZGZ 

49. December 20, Springfield News-Leader – (Missouri) Suspicious fire damages New 
Apostolic Church. The Springfield, Missouri fire department, police department, and 
U.S. Bureau of Alcohol, Tobacco, Firearms, and Explosives are investigating a 
suspicious fire that damaged New Apostolic Church December 20. The assistant fire 
chief said someone apparently broke a window to gain access to the church and may 
have set the sanctuary on fire to cover the theft of some church items. “A couple of 
fires were set,” he said. The Springfield fire marshal said the fire caused an estimated 
$50,000 in damage. 
Source: http://www.news-
leader.com/article/20111221/NEWS01/112210395/Suspicious-fire-damages-New-
Apostolic-Church 

50. December 20, KGTV 10 San Diego – (California) Bottle bomb explodes in front of 
Santee home. A sheriff’s bomb squad was called to Santee, California, December 20 
after a bottle bomb exploded on a home’s front porch and another unexploded one was 
found nearby. Authorities said the family inside the home heard an explosion, went 
outside to see what happened, and saw two Gatorade bottles filled with a mysterious 
substance. One exploded while the other one did not. The family who lives in the home 
said the incident December 20 was the second time a bottle bomb went off in front of 
the house in the past 2 nights. 
Source: http://www.10news.com/news/30043728/detail.html 

51. December 20, Reuters – (Washington) Supremacist gets 32-year prison term for 
planting bomb. A white supremacist was sentenced to 32 years in prison December 20 
for planting a shrapnel bomb along the parade route of a Martin Luther King Jr. Day 
celebration in 2011 in Washington state. The sentence was the maximum penalty the 
suspect, a former U.S. soldier, could have received for the guilty plea he entered in 
September to federal weapons and hate-crime charges in connection with the failed 
bombing attempt. The sentencing in federal court came after the suspect attempted to 
withdraw his guilty plea, but the judge denied his request. He was arrested at his 
Colville, Washington, home March 9, about 2 months after the bomb he planted in a 
backpack was found unattended on a sidewalk bench in downtown Spokane by three 
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city workers. The device, with wires visible, had been left along the route of a January 
17 parade through the city planned for the national holiday. The workers who 
discovered it notified authorities about 30 minutes before the march was set to begin, 
and the event, attended by about 2,000 people, was rerouted while bomb disposal 
technicians were summoned and safely neutralized the device. The bomb was capable 
of causing serious injury or death had it exploded, the FBI said. 
Source: http://www.chicagotribune.com/news/sns-rt-us-usa-bomb-paradetre7bk06h-
20111220,0,2013194.story 

For more stories, see items 3 and 36  
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National Monuments and Icons Sector 
 

Nothing to report 
 
[Return to top]  

Dams Sector 

52. December 21, Associated Press – (New York) Dam spillway repaired, upgrade work 
progressing. New York City’s environmental protection commissioner said his agency 
finished work to repair the spillway of the Gilboa Dam in Schoharie County, New 
York, after it was damaged during Hurricane Irene. Record-breaking water flow eroded 
two sections of the spillway. A scheduled $350 million upgrade of the dam continues. 
The commissioner said the dam has been and continues to be safe. Residents of 
communities downstream of the dam feared it would give way during the hurricane, 
which brought severe flooding to the Schoharie Valley. County officials evacuated the 
flood zone downstream of the dam when higher than expected rainfall and the 
communication failure of some electronic sensors caused emergency sirens to go off. 
The dam is part of the city’s upstate water supply. 
Source: http://online.wsj.com/article/AP08a99c4f025145bfba57a88b07cf9307.html 
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