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Top Stories 

• Fierce winds and snow caused fatal road accidents, stranded dozens of motorists, and 
shuttered hundreds of miles of highways in five states December 20. – Associated Press 
(See item 17)  

• The U.S. Army Corps of Engineers did all it could to cope with record Missouri River 
flooding in 2011, although proposed changes could help avoid a disastrous repeat, said an 
expert panel in a new report. – Associated Press (See item 47)  
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: LOW, Cyber: LOW 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. December 20, Bureau of National Affairs – (National) EPA requires five more states 
to reduce summer emissions under cross-state rule. The U.S. Environmental 
Protection Agency (EPA) finalized a rule December 15 that requires five additional 
states to reduce emissions of nitrogen oxides from power plants during the summer 
ozone season under the Cross-State Air Pollution Rule. The five states being brought 
into the summertime nitrogen oxides program are Iowa, Michigan, Missouri, 
Oklahoma, and Wisconsin. The EPA also had proposed requiring Kansas to reduce 
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summertime nitrogen oxides emissions, but the state was excluded from the final rule 
because the agency said it does not have the authority to finalize a federal 
implementation plan for Kansas. It intends to address Kansas’s emissions in a separate 
rulemaking. 
Source: http://www.bna.com/epa-requires-five-n12884906436/ 

For more stories, see items 3 and 45  
 
[Return to top]  

Chemical Industry Sector 

2. December 20, WLEX 18 Lexington – (Kentucky) Overturned tanker leak in Eastern 
Kentucky. An overturned tanker resulted in a chemical leak in Floyd County, 
Kentucky, December 19. Police said a man was driving the tanker along US-23 near 
the Ivel community and may have fallen asleep at the wheel. The tanker flipped and 
came to rest in the median, blocking northbound lanes. It leaked liquid nitrogen, and 
police shut down the highway in both directions for a short time. The driver was taken 
to a hospital for treatment. 
Source: http://www.lex18.com/news/overturned-tanker-leak-in-eastern-kentucky 

3. December 19, Associated Press – (Colorado) Paint company to pay $1.65M in Colo. 
fire deaths. A California specialty painting company pleaded guilty December 19 to 
five counts of violating federal workplace safety rules that resulted in the deaths of five 
workers at a Colorado power plant in 2007. Under terms of its plea agreement, RPI 
Coating Inc. of Santa Fe Springs will pay $1.65 million in penalties and compensation, 
with most of that amount going to victims’ families. A judge sentenced RPI to 5 years 
of probation immediately after its plea. A count of obstruction of justice and separate 
charges against RPI’s owner and vice president were dismissed. The workers died after 
a fire broke out inside a pipeline in October 2007 at Minneapolis-based Xcel Energy 
Inc.’s hydroelectric plant near Georgetown, about 40 miles west of Denver. They were 
trapped when a flammable solvent they were using to clean an epoxy paint sprayer 
ignited. They were in a hard-to-reach part of the tunnel. A jury in June acquitted Xcel 
of all criminal charges. The company has paid millions of dollars in compensation to 
victims’ families. The U.S. Occupational Safety and Health Administration (OSHA) 
fined Xcel and RPI nearly $2 million over the accident. The $1.65 million that RPI 
Coating agreed to pay under the plea bargain includes $100,000 to OSHA to settle the 
fines, and $275,000 in attorney fees and costs. 
Source: 
http://www.boston.com/news/nation/articles/2011/12/19/calif_company_due_in_court_
for_colo_fire_deaths/ 

4. December 19, USGlass News Network – (Ohio) OSHA proposes $90,000 in fines to 
PPG. Pittsburgh-based PPG Industries’ Barberton, Ohio, specialty chemicals plant was 
cited by the U.S. Department of Labor’s Occupational Safety and Health 
Administration (OSHA) for four safety violations with proposed fines of $90,000. “An 
inspection was initiated September 26 after OSHA received a complaint alleging the 
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use of an unguarded winder machine in the facility Teslin department, which resulted 
in the citation for the willful violation,” a December 15 OSHA announcement said. “A 
willful violation is one committed with intentional knowing or voluntary disregard for 
the laws requirements, or with plain indifference to worker safety and health.” Located 
in Barberton and Norton, Ohio, PPG Barberton produces specialty chemicals, including 
optical products, precipated silica, and Teslin. 
Source: http://www.usgnn.com/newsPPG20111219.htm 

5. December 19, Casper Star-Tribune – (Wyoming) Butane leak from overturned 
tanker closes major Cheyenne highway. A major Cheyenne, Wyoming thoroughfare 
was closed December 19 after a tanker carrying butane rolled over on an interstate on-
ramp, according to police. South Greeley Highway was closed in both directions at the 
Interstate 80 interchange late in the afternoon as law enforcement and fire crews 
worked to contain the leaking chemical, according to a Cheyenne police sergeant. He 
said I-80 remained open, and that there was no immediate health threat to nearby 
residents and motorists. 
Source: http://trib.com/news/state-and-regional/butane-leak-from-overturned-tanker-
closes-major-cheyenne-highway/article_e608ec58-2a9b-11e1-bf65-0019bb2963f4.html 

For another story, see item 20  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

6. December 19, Associated Press – (Virginia) Much-awaiting Va. uranium mining 
report released. A National Academy of Sciences report on uranium mining 
concluded December 19 that Virginia must overcome “steep hurdles” before it can 
assure that a rich deposit of uranium can be safely extracted and processed as a mining 
company desires. The 290-page report is expected to guide the 2012 General Assembly 
if it considers ending a 30-year ban on uranium mining. The report does not 
recommend whether the ban be lifted or remain in place, but makes clear the state must 
address a number of environmental and public safety issues before mining can occur. 
The report points to many of the concerns raised by opponents, who have argued the 
East Coast’s wet, hurricane-prone climate is a risky environment for mining uranium, 
and milling. Full-scale uranium mining has never occurred on the East Coast, except as 
a byproduct of other mining. 
Source: http://washingtonexaminer.com/news/2011/12/much-awaiting-va-uranium-
mining-report-released/2017011 

[Return to top]  

Critical Manufacturing Sector 

7. December 20, U.S. Department of Transportation – (National) NHTSA recall notice - 
Kuryakyn aftermarket floorboards for Honda GL1800 motorcycles. Kuryakyn 
announced December 20 the recall of aftermarket floorboards for 21,600 model year 
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2001-2011 Honda GL 1800 (Goldwing) motorcycles. The floorboard mount may crack 
and break free from the mounting bolts that secure the mount to the motorcycle. The 
floorboard may separate from the vehicle, possibly resulting in injury or a crash. 
Kuryakyn will notify owners and provide replacement mount kits. 
Source: http://www-
odi.nhtsa.dot.gov/recalls/recallresults.cfm?start=1&SearchType=QuickSearch&rcl_ID=
11E054000&summary=true&prod_id=1387768&PrintVersion=YES 

[Return to top]  

Defense Industrial Base Sector 
 

Nothing to report 
 
[Return to top]  

Banking and Finance Sector 

8. December 20, Denver Post – (Colorado) ‘Wig Out Bandit’ strikes again. A man 
known as the “Wig Out Bandit” is suspected of robbing his eighth northeast Denver 
bank. The FBI said the First Bank branch at 2740 S. Colorado Blvd. was held up 
December 19 by a robber who got his nickname because he wore a wig in his first 
robbery August 1 at the Public Service Credit Union at 815 Colorado Boulevard. Crime 
Stoppers is offering a $2,000 reward. 
Source: http://www.denverpost.com/news/ci_19582239 

9. December 19, Cypress Creek Mirror – (Texas) Female bank bandit linked to at least 
3 heists. The FBI Bank Robbery Task Force is seeking a woman accused of 
committing at least three Houston-area bank robberies within the past month. The latest 
robbery occurred at the Capital One Bank in Houston December 16. The woman was 
captured in several photos taken by the bank’s security cameras. At about 2:40 p.m., 
she entered the bank and slid a note to the teller. The note demanded money and 
threatened the teller. The teller gave the woman some cash, but then the robber asked 
for more money. The teller told her she gave her all the money. The woman is believed 
to be responsible for at least two other area bank robberies — the robbery of a Compass 
Bank November 22, and the robbery of a Capital One Bank November 19. 
Source: http://www.yourhoustonnews.com/cypresscreek/news/female-bank-bandit-
linked-to-at-least-heists/article_993c1076-2a6e-11e1-bb06-001871e3ce6c.html 

10. December 19, WHTM 27 Harrisburg – (Pennsylvania) $30M judgment awarded in 
mortgage fraud case. The president of a now-defunct mortgage company and several 
of his former employees must pay more than $30 million in restitution to hundreds of 
central Pennsylvania families victimized by a Ponzi scheme that collapsed in the fall of 
2007, WHTM 27 Harrisburg reported December 19. The president and his wife were 
ordered to pay more than $28.6 million as the result of a lawsuit filed by the state 
attorney general’s office. The man was owner and president of OPFM, Personal 
Financial Management, Image Masters, and other related companies that operated in 
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Berks and Lancaster counties. He is currently serving a 12-year prison sentence after 
pleading guilty to mail fraud. His wife was the human resources manager for the 
companies. In addition, a former office manager and five mortgage consultants must 
pay nearly $1.5 million in restitution. State prosecutors said the employees acted “in 
concert” with the president in a scheme that encouraged families to borrow more 
money than necessary, with the promise of reducing their interest rate and/or an early 
loan pay-off. The money instead was used to conceal company losses and for the 
president’s personal debts and expenses, authorities said. 
Source: http://www.abc27.com/story/16354333/30m-judgment-awarded-in-mortgage-
fraud-case 

11. December 19, WRC 4 District of Columbia – (Virginia) Lenders lost $7 million in 
mortgage fraud scheme: U.S. attorney. An Ashburn, Virginia man has been charged 
by a federal grand jury with conspiracy and mortgage fraud for allegedly falsifying 
mortgage loan transitions, WRC 4 District of Columbia reported December 19. The 
scheme allegedly involved at least 25 homes in northern Virginia, and the lenders lost 
more than $7 million. He faces a 12-count indictment that accuses him of using his job 
as a realtor and owner of a title company from 2006 to 2008 to participate in a plan to 
defraud mortgage lenders and benefit financially from loan proceeds, commissions, and 
bonus payments. According to court documents, the man and other conspirators 
recruited unqualified purchasers and used them as nominal buyers in real estate 
transactions. The unqualified buyers were usually people with good credit but who did 
not have enough income or property in assets to qualify for the loan they received as a 
result of doing business with the realtor. He and others are accused of falsifying 
mortgage loan applications, creating fake documentation to support the applications, 
and adding unqualified buyers as signatories on their bank accounts to make it appear 
to lenders the applicants had enough in assets to qualify for the loan. The case is being 
investigated by the U.S. Postal Inspection Service and the FBI’s Washington Field 
Office. If convicted, the realtor faces a maximum penalty of 20 years in prison on each 
count. 
Source: http://www.nbcwashington.com/news/local/Lenders-Lost-7-Million-in-
Mortgage-Fraud-Scheme-US-Attorney-135898033.html 

12. December 19, U.S. Securities and Exchange Commission – (New York) SEC charges 
longtime Madoff employee with falsifying documents to deceive regulators. The 
Securities and Exchange Commission (SEC) December 19 charged a longtime 
employee of an investor who ran a Ponzi scheme with falsifying books and records in 
order to hide his fraudulent investment advisory operations from regulators. The SEC 
alleges the employee, who worked at Bernard L. Madoff Investment Securities LLC 
(BMIS), assisted in falsifying BMIS’s internal accounting records to misclassify 
hundreds of millions of dollars of income purportedly generated by BMIS’s operations. 
She also falsified financial statements filed with the SEC and other regulators as well as 
materials prepared to deceive SEC staff examiners, federal and state tax auditors, and 
other external reviewers. According to the SEC’s complaint, filed in federal court in 
New York, the woman played a central role in falsifying these records as directed by 
the firms owner and its director of operations. The woman joined this effort after she 
was promoted to controller in 1998, when she was instructed to falsely account for 
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these transfers of investor funds as adjustments to certain securities positions on 
BMIS’s stock record. The SEC’s complaint said she used these figures to calculate and 
overstate trading income purportedly generated by the firm’s market-making and 
proprietary trading operations. She included these bogus figures on financial 
statements, which she then filed with the SEC and other regulators. She and other 
BMIS personnel then falsified documents provided to regulators to obscure the firm’s 
advisory operations and the transfer of investor funds to bank accounts. The U.S. 
Attorney’s Office for the Southern District of New York December 19 announced 
parallel criminal charges against the employee, who has pled guilty and also consented 
to the entry of a partial judgment in the SEC’s civil case against her. Subject to court 
approval, the proposed partial judgment will impose a permanent injunction against the 
woman and require her to disgorge ill-gotten gains and pay a fine in amounts to be 
determined at a later date. 
Source: http://www.sec.gov/news/press/2011/2011-270.htm 

13. December 19, threatpost – (National) USAA warns members of sophisticated 
phishing scam. USAA is warning its members about a sophisticated phishing scam 
that attempts to install a malicious banking Trojan on members computers. The Texas-
based financial services association issued a notice to members December 19 about 
what it described as an “aggressive email phishing scam” directed at USAA members. 
The phishing e-mails have the subject line “Deposit Posted” and even include a 
randomly generated four digit “Security Zone” number that mimics the customer’s 
actual USAA member number, the firm said. USAA said the e-mail messages do not 
contain malicious links, but do ask members to open an attachment that, once opened, 
will install a “malicious banking virus” designed to steal user account information and 
that would “require a complete reinstall of your computers (sp) operating system.” 
Source: http://threatpost.com/en_us/blogs/usaa-warns-members-sophisticated-phishing-
scam-121911 

14. December 16, Bloomberg – (National) Man who inspired ‘Rudy’ film will pay 
$382,000 to settle sports-drink case. The former walk-on football player at the 
University of Notre Dame who inspired the 1993 film “Rudy,” agreed to pay $382,000 
to resolve U.S. regulatory claims he defrauded investors in his sports-drink company by 
touting fake taste tests and sales. He and 12 others generated more than $11 million in 
illicit profits by artificially pumping up the stock of Rudy Nutrition, the firm he 
founded, the Securities and Exchange Commission (SEC) said in a complaint filed 
December 16 in a federal court in Las Vegas. The company sent promotional press 
releases falsely claiming Rudy Nutrition outsold sports-drink Gatorade by 2 to 1 in the 
Southwest, and outperformed Gatorade and Powerade in several blind taste tests, 
according to the complaint. At the same time, the promoters traded Rudy Nutrition 
stock to inflate the price of unregistered shares they were selling to investors, the SEC 
said. The scheme ended in September 2008, when the SEC halted trading in Rudy 
Nutrition because of delinquent public filings, the agency said. The suspension blocked 
the participants’ plan to issue another 2 billion shares at the end of that month, the SEC 
said. 
Source: http://www.bloomberg.com/news/2011-12-16/sec-accuses-man-who-inspired-
rudy-of-fraud.html 
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[Return to top]  

Transportation Sector 

15. December 20, Auburn Journal – (National) Fraud guilty plea in Lincoln WECO 
aircraft repair case. One of six former employees of Lincoln, California’s WECO 
Aerospace Systems, who prosecutors said needlessly took safety risks by making bogus 
airplane repairs, has lodged a guilty plea. The employee pleaded guilty December 15 to 
a single count of conspiracy to commit fraud involving aircraft parts in interstate or 
foreign commerce. He is the first of the six to admit culpability in a case the U.S. 
Department of Justice (DOJ) alleges was a deliberate attempt from 2004 and 2007 to 
criminally avoid required procedures during servicing of starter generators. According 
to the plea agreement, the employee conspired with others at WECO to conceal facts 
about repairs from customers and the Federal Aviation Administration (FAA), and was 
aware WECO’s Burbank division did not perform some tests necessary to comply with 
maintenance requirements. He also admitted he was aware WECO Burbank used parts 
not approved for service by the FAA, and charged customers for used parts as if they 
were new. A DOJ spokesperson said total loss to customers at WECO Burbank for 
repairs and overhauls not done properly was about $1.38 million between 2004 and 
2007. Customers include private aviation companies in California, Florida, Georgia, 
Pennsylvania, Indiana, and Arizona, as well the City of Los Angeles, and the DHS. The 
employee faces a maximum of 15 years in prison and a fine of $500,000. Sentencing is 
scheduled for May 14 in Sacramento. 
Source: 
http://auburnjournal.com/detail/195938.html?content_source=&category_id=2&search
_filter=&user_id=&event_mode=&event_ts_from=&event_ts_to=&list_type=&order_
by=&order_sort=&content_class=1&sub_type=&town_id= 

16. December 20, Mineral Wells Index – (Texas) Multi-vehicle wreck shuts down I-20. A 
wreck in the eastbound lane of Interstate 20, just west of Strawn, Texas, December 19 
caused a chain reaction, involved seven or more vehicles –- including some 18-
wheelers –- and closed down both directions of traffic most of the day. According to a 
Texas Department of Public Transportation Brownwood district engineer, the wreck 
occurred in the eastbound lane about two-thirds of the way down “Ranger Hill” 
between 11 a.m. and noon. He said debris from the accident shut the entire roadway 
down. As of 5:50 p.m. December 19, the engineer reported the eastbound lane 
remained closed, but the westbound lane was clear to traffic. According to KTAB 24 
Abilene, a state trooper reported a woman was taken to the hospital in critical condition 
with a broken neck. 
Source: http://mineralwellsindex.com/local/x1253557570/Multi-vehicle-wreck-shuts-
down-I-20 

17. December 20, Associated Press – (National) Blizzard closes highways from New 
Mexico to Kansas. Fierce winds and snow that caused fatal road accidents and 
shuttered highways in five states, crawled deeper into the Great Plains December 20, 
with forecasters warning that pre-holiday travel would be difficult if not impossible 
across the region. Hotels were filling up quickly along major roadways from eastern 
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New Mexico to Kansas, and nearly 100 rescue calls came in from motorists in the 
Texas Panhandle as blizzard conditions closed part of Interstate 40, a major east-west 
route, December 19. About 10 inches of snow had fallen in western Kansas before 
dawn December 20 and several more inches along with strong wind gusts were 
expected, a National Weather Service meteorologist said. Snowpack and icy conditions 
forced the closure of roadways across western and southwestern Kansas, including a 
western section of the I-70, the main thoroughfare that traverses the state. The storm 
was blamed for at least six deaths December 19, authorities said. Four people were 
killed when their vehicle collided with a pickup truck in part of eastern New Mexico 
where blizzard-like conditions are rare, and a prison guard and inmate died when a 
prison van crashed along an icy roadway in eastern Colorado. In northern New Mexico, 
snow and ice shuttered all roads from Raton to the Texas and Oklahoma borders about 
90 miles away. Travel throughout the region was difficult. New Mexico shut down a 
portion of Interstate 25, the major route heading northeast of Santa Fe into Colorado. 
Source: http://www.csmonitor.com/USA/Latest-News-Wires/2011/1220/Blizzard-
closes-highways-from-New-Mexico-to-Kansas 

For more stories, see items 2, 3, 5, 21, 27, and 31  
 
[Return to top]  

Postal and Shipping Sector 
 

Nothing to report 
 
[Return to top]  

Agriculture and Food Sector 

18. December 20, KSAT 12 San Antonio – (Texas) Customers, waiters robbed at 2 
restaurants. San Antonio police arrested two men who they said robbed two 
restaurants December 19. Mimi’s Cafe and Hills & Dales Ice House were both targeted 
within 30 minutes of each other, investigators said. Police believe two men were 
waiting outside Mimi’s after it closed. They reportedly stole $2,000 to $3,000 from the 
wait staff, and took about 30 credit cards that had been kept from customers who forgot 
them, police said. About 20 minutes later, police believe the same two men robbed 
customers at Hills & Dales. Investigators said they took cell phones, purses, ID’s, credit 
cards, alcohol, cigars, and an unknown amount of cash. Investigators said they are 
trying to determine if the suspects were involved in other restaurant robberies. 
Source: http://www.ksat.com/news/Customers-waiters-robbed-at-2-restaurants/-
/478452/6264836/-/h3vk5v/-/ 

19. December 20, KETV 7 Omaha – (Nebraska) Copper thieves hit food bank 
building. Food Bank for the Heartland officials in Omaha, Nebraska said December 19 
they are dealing with almost $100,000 worth of repairs after copper thieves broke into 
their old building. Just as the food bank was about to sell its old building, it got the 
news that thieves went hunting for copper there. According to police, the thieves went 
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over a barbed-wire fence, climbed up onto the roof, and shredded the building’s HVAC 
system. 
Source: http://www.ketv.com/news/30034464/detail.html 

20. December 20, Salt Lake Tribune – (Utah) Arson dismissed as cause in Utah’s Fur 
Breeders Agricultural Co-op blaze. Fire investigators dismissed arson and are leaning 
toward an accidental cause for a fire that heavily damaged the Fur Breeders 
Agricultural Cooperative complex in Sandy, Utah, December 19. The Sandy Fire 
deputy chief acknowledged reports that investigators were looking into the possibility 
that welding activity may have been a factor in the fire. No firm dollar estimate was 
available, but the animal feed business sustained extensive damage. Firefighters 
initially were stymied in efforts to directly attack the flames because of the location of 
an attic between two rooftops where an addition had been built, the deputy chief said. 
The fire was reported in an attic around a refrigeration unit. Power lines over the 
rooftop were cut, triggering limited and short-lived electrical outages for about 1,200 
customers in the area. Firefighters and police also evacuated neighboring buildings as 
concerns rose over on-scene sulfur and ammonia tanks being compromised. 
Source: http://www.sltrib.com/sltrib/news/53152723-78/fire-cline-sandy-
agricultural.html.csp 

[Return to top]  

Water Sector 

21. December 20, Chicago Tribune – (Illinois) Pilsen streets flooded by water main 
break. A large main cracked open in the Pilsen neighborhood of Chicago December 
19, pouring a river of water into streets, basements, and businesses. A spokesman for 
the Chicago Water Department said crews worked to close off valves to stem the flow 
to the 36-inch cast iron main which carries water from one end of the city to another. 
Blue Island and Ashland avenues between 18th and 19th streets were closed as city 
workers erected barriers and many residents reported flooded homes. 
Source: http://www.chicagotribune.com/news/local/breaking/chi-crews-on-scene-of-
water-main-break-in-pilsen-neighborhood-20111220,0,3445560.story 

22. December 20, WKRG 5 Mobile – (Louisiana) Two dead in Louisiana after unclean 
water used in neti pots. Louisiana health officials are warning residents not to use 
nonsterilized tap water in neti pots after the deaths of two people who exposed their 
brains to a deadly amoeba while flushing out their nasal passages, WKRG 5 Mobile 
reported December 20. The amoeba, Naegleria fowleri, can be found in lakes and 
ponds as well as in contaminated lukewarm tap water. The organism does not pose a 
threat when ingested, but if it becomes lodged in a person’s nose it can end up in the 
brain and cause an infection. It usually causes death within 1 to 12 days, according to 
the U.S. Centers for Disease Control and Prevention. The Louisiana Department of 
Health and Hospitals issued its warning after a 51-year-old woman in DeSoto Parish 
died after rinsing her sinuses with a neti pot, a small vessel used to pour warm water 
into one nostril and out the other. Earlier in 2011, a 20-year-old man near New Orleans 
died after contracting the infection in the same way. The Louisiana state epidemiologist 
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urged neti-pot users to fill the pots only with distilled, sterile, or previously boiled 
water, and to rinse and dry them after each use. Deaths involving neti pots are rare. 
Most deaths from the amoeba, including three last summer, occur in Southern states 
during the summer, when people swim in warm freshwater where Naegleria fowleri 
lurks. 
Source: http://www2.wkrg.com/news/2011/dec/20/two-dead-louisiana-after-unclean-
water-used-neti-p-ar-2902434/ 

23. December 20, Muskogee Phoenix – (Oklahoma) Sewage pours onto streets. An 
estimated 62,000 gallons of untreated wastewater spilled onto the streets of Muskogee, 
Oklahoma, during the weekend of December 17 and 18 because of blocked sewer lines. 
The superintendent of the wastewater treatment plant said an estimated 60,000 gallons 
spilled from a backed-up sewer line, and an additional 2,000 gallons boiled up through 
a manhole cover. The blockage could have been caused by the accumulation of grease 
or roots breaching the main sewer lines where the spills occurred, he added. 
Source: http://muskogeephoenix.com/local/x907916253/Sewage-pours-onto-streets 

[Return to top]  

Public Health and Healthcare Sector 

24. December 19, KXAS 5 Dallas-Fort Worth – (Texas) Man pulls gun at Fort Worth 
health clinic. Fort Worth, Texas, police have taken a man into custody after he pulled a 
gun inside a health clinic December 19. After arriving at the Texas Health Center, the 
man at some point became agitated and made a reference to shooting someone. he then 
pulled out his gun. Fort Worth police arrived at the clinic and began talking with the 
man, who refused to drop his weapon. Officers then used their stun guns to disable the 
man before taking him in to custody. The service road to northbound east Loop 820 
was closed while the incident was being investigated. 
Source: http://www.nbcdfw.com/news/breaking/Armed-Person-Reported-at-Fort-
Worth-Business-135867068.html 

25. December 19, WJXT 4 Jacksonville – (Florida; National) Man threatened to rape 
child patients in calls to hospitals. More than 1,200 phone calls to hospitals across the 
country threatening to rape young female patients has landed a Jacksonville, Florida 
man in prison for 20 years, the U.S. Department of Justice said December 19. Between 
September and October 2010, he made more than 1,250 calls to hospitals using 
sexually explicit language, threatening to sodomize and or rape young girls, according 
to court documents. At his sentencing hearing, prosecutors showed the convict had 
been making similar calls for 40 years. 
Source: http://www.news4jax.com/news/Man-threatened-to-rape-child-patients-in-
calls-to-hospitals/-/475880/6157806/-/jjb65nz/-/index.html 

For more stories, see items 26, 28, 34, and 35  
 
[Return to top]  
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Government Facilities Sector 

26. December 19, Associated Press – (District of Columbia) Graduate student at George 
Washington University dies after contracting meningitis. A graduate student at 
George Washington University in Washington, D.C., has died after contracting 
meningococcal meningitis, a rare and potentially fatal disease, the Associated Press 
reported December 19. The university said the week of December 12 the student lived 
in off-campus housing. It said it has notified about 35 students, faculty, and staff who 
may have been in close contact with the student and that no other cases of meningitis 
have been reported. Meningitis is an inflammation of the membranes surrounding the 
brain and spinal cord that can be treated with antibiotics if caught early enough. 
Source: http://www.washingtonpost.com/local/graduate-student-at-george-washington-
university-dies-after-contracting-meningitis/2011/12/19/gIQAvas53O_story.html 

27. December 19, Madison Capital Times – (Wisconsin) UW biochemistry building 
mostly reopened after chemical spill. Linden Drive and most of a University 
Wisconsin-Madison (UW) biochemistry building were back open again late the 
afternoon of December 19 after being closed down most of the day for a chemistry 
spill, according to UW police. One person suffered a minor injury and the Madison 
hazardous materials team responded, authorities reported. Only the fifth floor of the 
building remained closed at around 3:45 p.m., where the final remnants of the spill 
were being cleaned. The spill of an unknown chemical was reported at 10:13 a.m. in a 
lab in the building near Henry Mall, according to a Madison Fire Department 
spokesman. Firefighters set up ventilation equipment to clear fumes from the building. 
Linden Drive on campus was closed near the building. The injured person had been in 
the lab and suffered a cut. 
Source: http://host.madison.com/ct/news/local/education/university/update-uw-
biochemistry-building-mostly-reopened-after-chemical-spill/article_e37459e4-2a6b-
11e1-a0e7-001871e3ce6c.html 

28. December 19, WIAT 42 Birmingham – (Alabama) 3 schools to reopen after Shigella 
illnesses. Eight students in Alabama have become ill from a form of bacteria called 
Shigella. Six students from a Springville, Alabama elementary school were confirmed 
with the illness the week of December 12. Two additional cases surfaced at the high 
school and middle school, prompting a shutdown so officials could take cleaning of the 
schools a step further. Everything from desks to water fountains, even door knobs and 
lockers were cleaned. All three schools were scheduled to reopen for class December 
20. 
Source: http://www.cbs42.com/content/localnews/story/3-Schools-To-Reopen-After-
Shigella-Illnesses/fEsXryxTekOkaYoyG0qbdA.cspx 

29. December 19, SchoolBook – (New York) Council mandates city alerts on PCB 
dangers. The New York City Council voted December 19 to require the city to notify 
parents when toxic chemicals are discovered in the fluorescent light fixtures 
illuminating many of the classrooms in city schools. The law, which has the support of 
the mayor, makes it mandatory for the Department of Education to give parents and 
school staff regular updates on the status of PCB light fixtures and the city’s actions to 
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replace them. For years, parent and community groups, as well as the U.S. 
Environmental Protection Agency, have warned the city that prolonged exposure to the 
chemical compound could harm students, but until recently the mayoral administration 
disputed the urgency of removing the fixtures. 
Source: http://www.nytimes.com/schoolbook/2011/12/19/council-mandates-city-alerts-
on-pcb-dangers/ 

For more stories, see items 13 and 15  
 
[Return to top]  

Emergency Services Sector 

30. December 20, CNN – (Connecticut) Justice Department says a Conn. police 
department targeted Latinos. In a scathing report, the U.S. Department of Justice 
(DOJ) December 20 accused the East Haven Police Department (EHPD) in Connecticut 
of engaging in a pattern of widespread discrimination against Latinos in violation of the 
Constitution and federal law. The DOJ described the discrimination as “deeply rooted 
in the Department’s culture,” and cited a statistical analysis showing how Latinos were 
“intentionally targeted” for traffic stops. It provided the example of a particular 
officer’s stops — 40.5 percent of which were of Latino drivers. Overall, the 
investigation found that 19.9 percent of traffic stops made by the EHPD were of Latino 
drivers, concluding it “shows pervasive discrimination against Latinos on every level of 
EHPD traffic enforcement activity.” The report also said officers targeted Latinos by 
focusing on customers leaving Latino businesses. In addition to the high rate of traffic 
stops, the report accused some EHPD officers of conducting unauthorized immigration 
investigations. The DOJ said it will meet with community leaders, as well as with 
municipal agencies to address the concerns in the report. 
Source: http://www.cnn.com/2011/12/19/us/connecticut-police-
discrimination/index.html?hpt=us_c2 

31. December 20, Denver Post – (Colorado) Colorado officer, inmate killed in prison-
van crash on icy I-70 near Limon. A Corrections Corporation of Americaâ�� van 
transporting nine inmates and two staff members from its Kit Carson Correctional 
Facility in Burlington, Colorado, to the state-run prison in Limon flipped between 
Genoa and Limon December 19. One inmate and one corrections officer were killed. 
The eight prisoners and one staff member who survived were taken to Lincoln 
Community, a hospital that has 15 beds, fewer than a dozen regular nurses on staff, and 
has been known to go days without a single true emergency, said the associate dean of 
rural health at the University of Colorado. By late afternoon, with an icy drizzle coating 
Interstate 70, drivers who had slammed into one another or skidded off the highway 
filled the tiny hospital — it has two emergency beds — with 17 patients. About half a 
dozen of them had serious injuries. 
Source: http://www.denverpost.com/news/ci_19582234 

32. December 20, Associated Press – (Iowa) Iowa deputies find bombs while booking 
man in jail. An Iowa man faces charges after authorities said two explosive devices 
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were found on him while he was being booked in the Shelby County jail on a theft 
charge December 18. The sheriff’s office said the man was being booked at the jail in 
Harlan, Iowa, when deputies found a device on his body. Deputies removed it, took it 
to the jail’s driveway, and evacuated the area. Deputies then found another device in 
his backpack. Authorities determined the devices were safe enough to be taken out of 
the city and destroyed. The suspect faces several charges, including possession of an 
incendiary device. 
Source: http://www.chicagotribune.com/news/chi-ap-ia-jailbomb,0,3638876.story 

33. December 20, Buffalo News – (New York) Lackawanna firefighters cite concerns on 
asbestos. Lackawanna, New York city firefighters are on edge after learning they may 
have been exposed to elevated levels of asbestos in a firehouse being renovated. A 
handful of firefighters showed up at the December 19 city council meeting to express 
concerns about asbestos abatement work being done inside Fire House 3 at 2990 South 
Park Avenue. The building was evacuated December 17 after lab tests on two wipe 
samples from the station revealed asbestos, a carcinogen known to cause serious 
respiratory problems, including mesothelioma. Asbestos abatement work on the piping 
of an old boiler system had been under way since about mid-November, firefighters 
said. They said they became concerned after noticing a significant amount of dust in the 
air. Firefighters took samples to be tested by an independent lab. When the lab tests 
came back positive for asbestos December 8, firefighters took the results to city hall. 
The mayor said the city hired a firm to conduct hand wipe sampling. Two of the 
samples came back positive for asbestos, he said. The city had to get approval from the 
state department of environmental conservation for cleanup, and the state required the 
building be shut down during the work. 
Source: http://www.buffalonews.com/city/communities/lackawanna/article679829.ece 

34. December 19, KHON 2 Honolulu – (Hawaii) HMC closes emergency rooms, other 
hospitals over-loaded. Since December 16, a private ambulance provider has been 
transporting patients from Hawaii Medical Center West (HMC) to hospitals across 
Oahu, Hawaii, after HMC announced it was “winding down” operations after a deal to 
sell its two Oahu hospitals fell through in bankruptcy court. Few anticipated things 
would move so quickly; on December 19 several hospitals informed Emergency 
Medical Services their emergency rooms were over-loaded and they asked to divert 
patients to other hospitals. Pali Momi Center, Kaiser, and the Queen’s Medical Center 
were reported to be under re-route status, meaning unless patients are in critical 
condition they have no more room, less than 8 hours after HMC closed its emergency 
rooms at Ewa and Liliha. Patients and those in the medical industry were shocked, 
surprised, and appalled after HMC closed its emergency rooms. 
Source: http://www.khon2.com/mostpopular/story/HMC-closes-emergency-rooms-
other-hospitals-over/OdQ4sVByEUuA0SLvPvz7Kg.cspx 

35. December 19, Houston Chronicle – (Texas) St. Joseph emergency room 
evacuated. The emergency room at St. Joseph Hospital in Houston, Texas, was 
evacuated December 19 after a formaldehyde leak. An employee noticed a leak in a 
stock room, and firefighters and a haz-mat team were called shortly after, authorities 
said. Crews evacuated everyone in the 150-foot vicinity as they worked to clean up the 
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half-gallon leak. Three or four people were treated at the hospital for minor exposures. 
Formaldehyde, which is widely used as an industrial germicide and disinfectant, is a 
colorless gas often found in water-based solutions. If exposed to the toxin, an adult can 
become ill or die. KHOU 11 Houston reported the haz-mat team has the spill cleaned 
up. 
Source: http://blog.chron.com/newswatch/2011/12/st-joseph%E2%80%99s-emergency-
room-evacuated/?wwparam=1324319732 

For more stories, see items 15, 17, and 41  
 
[Return to top]  

Information Technology Sector 

36. December 20, The Register – (International) Mobiles forced to send premium-rate 
texts in new attack. Cyber criminals may be able to force mobile phones to send 
premium-rate SMS messages or prevent them from receiving messages due to security 
weaknesses in mobile telecoms standards. The weakness involves the handling of 
messages directed towards SIM Application Toolkits — applications preloaded onto 
SIM cards by mobile operators. The applications can be used for functions such as 
displaying available credit or checking voice mail, as well as handling value-added 
services, such as micro-payments. SIM Toolkits receive commands via specially 
formatted and digitally signed SMS messages. These messages are processed without 
appearing in a user’s inbox and without triggering any other alert. The encryption 
scheme is robust, but problems might arise because error messages are automatically 
sent out if a command cannot be executed. The SIM Toolkit service message can be 
configured so responses are made via SMS to a sender’s number or to the operator’s 
message center, creating two possible attack scenarios. 
Source: http://www.theregister.co.uk/2011/12/20/sim_toolkit_attack/ 

37. December 20, The Register – (International) Atari and Square Enix cough to 
exposing users’ privates. Atari apologized to gamers following a security breach that 
exposed their names and e-mail addresses, leaving users at heightened risk of spam. 
The gaming company blamed the minor breach (no credit cards or mobile phone 
numbers were exposed) on problems introduced during a migration to a new cloud-
based server platform. Separately, game developer Square Enix admitted the weekend 
of December 17 and 18 that it lost up to 1.8 million user data records to attackers 
including names, addresses, and phone numbers following a hack attack on its Web 
site. Personal details of gamers in the United States and Japan spilled as a result of the 
breach at Square Enix, which also did not involve credit card details. 
Source: http://www.theregister.co.uk/2011/12/20/atari_gaming_security_fail/ 

38. December 20, Softpedia – (International) KOOBFACE botnet uses TDS to ensure a 
bigger profit. The KOOBFACE botnet, known for using pay-per install and pay-per 
click mechanisms to help its controllers earn millions, was recently upgraded with a 
sophisticated traffic direction system (TDS) that handles all traffic referenced to 
affiliate Web sites. According to Trend Micro researchers, the TDS redirects traffic to 
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locations that earn crooks affiliate cash for each user they fool into accessing the sites. 
Since Google implemented some security mechanisms that make sure botnets can no 
longer create fake e-mail accounts useful for spamming and creating social media 
profiles, the cybercriminals began relying on Yahoo! Mail. Once the e-mail accounts 
are made, the botnet uses them to create other accounts on social networking sites such 
as Twitter, Tumblr, FriendFeed, FC2, livedoor, So-net, and Blogger. In the third part of 
the process, images are collected with the help of a new binary component that gathers 
pictures of celebrities, cars, and anything else that might attract unsuspecting users. In 
the next stage, dedicated pieces of malware begin creating blog accounts and retrieve 
content for them from the command and control server. The posts from these rogue 
blogs are designed specifically to make sure they will pop up among the first results in 
search engines. By using an obfuscated JavaScript code that references the botnet’s 
TDS domain, they are able to track the number of visits to each rogue blog post and 
redirect victims to the affiliated sites that help them earn money. To make sure as many 
Internet users as possible land on their Web sites, social media sites are also flooded 
with links. 
Source: http://news.softpedia.com/news/KOOBFACE-Botnet-Uses-TDS-to-Ensure-a-
Bigger-Profit-241896.shtml 

39. December 19, Computer Business Review – (International) Malware authors rush to 
release Java exploit packs. Researchers at M86 are warning that exploits for a 
recently-discovered Java vulnerability are available in the wild, meaning cyber 
criminals could target unpatched systems. The security firm also warned this news 
shows authors are getting much faster at updating exploit kits when new vulnerabilities 
are discovered. While it used to take authors a month or more, some authors are now 
updating their kits even before a patch is released. Although a patch was released to fix 
the Java vulnerability, any unpatched systems are still at risk, M86 warns. The 
Blackhole, Phoenix, and Metasploit export kits are the ones that rush-released new 
versions to exploit the vulnerability, called CVE-2011-3544, which exploits the Rhino 
Javascript engine. An attacker can use the script to generate an error object, which can 
then give them full privileges. The attacker can then execute code will full permissions, 
M86 said. 
Source: http://security.cbronline.com/news/malware-authors-rush-to-release-java-
exploit-packs-191211 

40. December 16, IDG News Service – (International) Flash Player scam charges victims 
for free program via SMS. A scheme that charges people via SMS for what should be 
a free copy of Adobe Systems’ Flash player is apparently undergoing a test run on a 
Russian social network, according to security vendor Bitdefender. The scam was 
uncovered after a Bitdefender customer found a suspicious link to a Flash Player update 
on Vkontakte, a social networking service for Russian speakers, according to a senior 
e-threat researcher for Bitdefender. If clicked, the link leads to the Flash Player 
application, but a drop-down menu then asks what country the user is located in as well 
as their mobile phone number and operator. Adobe does not ask for any of that 
information during a normal installation. If the person is located outside of Russia, the 
installer instructs the person to send a message to a short code to receive an 
“activation” code for the program, the researcher said. Russian users are not charged, 
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perhaps because the scam would be reported quickly to authorities, he said. The 
scammers have apparently signed up for SMS payment processing services for 
countries such as the United Kingdom. According to the drop-down menus, the 
scammers arranged for SMS payments on networks including O2, Vodafone, and 
Orange, as well as AT&T in the United States. The scam is not widespread yet, which 
the researcher said may mean the scammers are conducting a trial run to see how well it 
works before hitting other social networking sites such as Facebook. 
Source: 
http://www.computerworld.com/s/article/9222741/Flash_Player_scam_charges_victims
_for_free_program_via_SMS?taxonomyId=17 

For another story, see item 13  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

41. December 19, KMTR 16 Springfield – (Oregon) Hundreds lose 911 service after 
thieves make off with copper phone lines. Century Link said hundreds in Oregon 
were left without phone service December 18. Some were unable to call 911 after 
thieves made off with hundreds of feet of copper phone lines. The wire theft left parts 
of Douglas, Curry, and Coos County without phone service. They were alerted to the 
problem at 8 p.m. December 18 after their fiber optic cable began bouncing information 
back. They say they traced the problem to a portion of the line just outside of Tenmile. 
Officials said someone climbed a telephone pole and cut the cable, making off with an 
estimated 600 feet of copper cable. In the process they damaged a fiber optic line, the 
only outside connection Tenmile and Camas Valley have to the outside world, 
including 911. Officials said the outage was so severe, even a quick fix wasn’t easy. 
They said they spliced the line temporarily on the ground so they could get those 
circuits up and operating. Century Link said all phone lines have been restored. 
Douglas County sheriff’s deputes said within the last year, three separate phone line 
jackings have led to widespread outages. 
Source: http://www.kmtr.com/news/local/story/Hundreds-lose-911-service-after-
thieves-make-off/icyVaeCc80uHItoraDJV4w.cspx 

For more stories, see items 36, 38, and 40  
 
[Return to top]  

 

http://www.computerworld.com/s/article/9222741/Flash_Player_scam_charges_victims_for_free_program_via_SMS?taxonomyId=17�
http://www.computerworld.com/s/article/9222741/Flash_Player_scam_charges_victims_for_free_program_via_SMS?taxonomyId=17�
mailto:sos@us-cert.gov�
http://www.us-cert.gov/�
https://www.it-isac.org/�
http://www.kmtr.com/news/local/story/Hundreds-lose-911-service-after-thieves-make-off/icyVaeCc80uHItoraDJV4w.cspx�
http://www.kmtr.com/news/local/story/Hundreds-lose-911-service-after-thieves-make-off/icyVaeCc80uHItoraDJV4w.cspx�


 - 17 - 

Commercial Facilities Sector 

42. December 20, Clarksville Leaf-Chronicle – (Tennessee) Man injured in meth lab 
explosion, 4 families displaced. A man was seriously injured following a meth lab 
explosion December 20 in Clarksville, Tennessee. Several families living in the 
apartment building were displaced after the building was condemned. An explosion 
was reported at the building, where emergency medical service personnel found a man 
outside screaming for help. Windows in an apartment were blown out and siding on the 
building was separated, officials said. A fire was burning in the apartment and the fire 
department extinguished it. Officials determined a methamphetamine lab was the origin 
of the fire. The 19th Judicial District Task Force was notified and responded. The 
director and an agent went inside and found numerous “one pots” inside, and extensive 
damage to the bathroom area. The apartment building is now condemned and four 
families including some with children have been displaced. 
Source: http://www.theleafchronicle.com/article/20111220/NEWS01/111220001 

43. December 20, WBAL 11 Baltimore – (Maryland) Man shot, killed in Towson Town 
Center mall parking lot. A man was shot and killed in the parking lot of Nordstrom at 
Towson Town Center in Towson, Maryland, December 19. A Baltimore County police 
detective said officers found the man’s body on a sidewalk outside Nordstrom. 
Detectives said they do not believe the shooting was random. People near the scene 
said they heard several gunshots. A person inside the mall when the shooting occurred 
said no one was allowed to enter or leave. Shoppers said they were not notified by mall 
officials about the shooting. The mall remained open through the investigation. The 
mall reopened December 20 at its regularly scheduled time. 
Source: http://www.wbaltv.com/news/30033333/detail.html 

44. December 19, Gainesville Sun – (Florida) Navy explodes old grenade found in brush 
in Alachua County. The U.S. Navy sent a crew to Alachua County, Florida December 
19 to detonate a Vietnam-era grenade. The Alachua County sheriff’s office said the 
weapon was found by a resident clearing brush on wooded property. Under the bomb 
squad’s policies, military officials are notified when military ammunition is found. The 
Navy sent over a crew from Jacksonville to get a first-hand look at the device a 
sheriff’s spokesman said. “They (Navy crew) decided it was not safe to transport so 
they detonated it here and took the remnants with them back to Jacksonville,” he said. 
Source: http://www.gainesville.com/article/20111219/ARTICLES/111219594?tc=ar 

45. December 19, KGTV 10 San Diego – (California) North Park gas leak prompts 
evacuations. A natural gas leak prompted the brief evacuation of dozens of residents in 
the North Park neighborhood of San Diego, December 19. The damaged 2-and-a-half 
inch-diameter utility line began spewing methane fumes into the air, according to the 
San Diego Fire-Rescue Department. About 60 people were cleared out of a dozen 
nearby addresses as a precaution while San Diego Gas & Electric personnel worked to 
halt the leak, which took about 20 minutes. 
Source: http://www.10news.com/news/30032273/detail.html 

For more stories, see items 20 and 21  
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National Monuments and Icons Sector 
 

Nothing to report 
 
[Return to top]  

Dams Sector 

46. December 20, Associated Press – (Washington) Work resumes on Elwha dam 
removal. Demolition at the Elwha Dam in Port Angeles, Washington, resumed 
December 19, about 2 weeks earlier than expected. Work was suspended November 1 
for a “fish window” — to prevent sediment from harming the late fall run of chum 
salmon in the lower Elwha River. 
Source: http://www.djc.com/news/co/12036276.html 

47. December 20, Associated Press – (National) Panel: Corps not to blame for Missouri 
River flood. The U.S. Army Corps of Engineers did what it could with the record 
flooding on the Missouri River in 2011, although proposed changes could help avoid a 
disastrous repeat, especially since such floods could become more frequent, an expert 
panel said in a report released December 20. The 99-page analysis said “climatic 
extremes” appear to be getting “bigger and more frequent,” with the experts calling for 
updated flood probability models and procedures. It did not cite climate change as a 
factor, saying the issue was “beyond the scope of this report.” The Corps said the 
floods caused $630 million in damage to levees, dams, and channels built to control the 
river. The Corps manages the 2,341-mile-long river, which flows from Montana 
through North Dakota, South Dakota, Nebraska, Kansas, Iowa, and Missouri. The 
report said the 2011 flood was the “the largest of the period of record in terms of runoff 
volume, and it stressed the mainstream reservoir system and its operators as never 
before.” An expert from the panel said May rainfall in Montana exceeded 300 percent 
of normal, surprising everyone and causing the biggest problems. However, he said 
such unusual weather may be a more common part of the weather cycle. The experts 
said their first suggestion would be to ensure more federal money is available to repair 
and maintain the current system of spillways, tunnels, and other infrastructure. Other 
recommendations included improved monitoring of pending snowmelt in Plains states, 
as is done in the northern Rocky Mountain that feed the river. They also suggested 
better collaboration with weather forecasting and water monitoring agencies, improved 
monitoring systems for tributaries, and an update of the master manual that guides 
management for all authorized uses on the river. 
Source: http://www.sacbee.com/2011/12/20/4135383/panel-corps-not-to-blame-for-
missouri.html 
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