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Top Stories 

• Three former mortgage and real estate brokers were found guilty December 15 of fraud for 
their scheme that recruited straw buyers to obtain hundreds of homes, swindling banks out 
of $24 million. – Las Vegas Review-Journal (See item 15)  

• Several federal agencies confirmed in recent tests that transmitters a telecommunications 
firm wants to use to create a national, wireless broadband network caused "harmful 
interference to the majority" of GPS receivers as well as a flight-safety system. – 
Nextgov.com (See item 45)  
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: LOW, Cyber: LOW 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. December 16, Associated Press – (Louisiana) BP settles with maker of failed 
blowout preventer. Cameron International, the maker of the Deepwater Horizon 
blowout preventer that failed to stop the massive oil spill in the Gulf of Mexico in 
2010, has agreed to pay $250 million to BP under a legal settlement, BP said December 
16. BP said it was "in their mutual best interests, and the agreement is not an admission 
of liability by either party." The companies are dropping all claims against one another, 
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they said. The settlement comes in advance of a federal trial over the oil spill. The non-
jury trial is scheduled to begin in February and determine fault in the April 20, 2010, 
explosion and subsequent oil spill off the Louisiana coast of more than 200 million 
gallons of oil. BP said it would use the $250 million from Cameron to pay for the cost 
of cleaning up from the spill and paying individual damages claims by people, 
businesses, and government entities hurt by the spill. BP said it has spent about $7.5 
billion so far on those claims. But the British company faces billions of dollars in 
additional damages and fines. 
Source: http://news.yahoo.com/bp-settles-maker-failed-blowout-preventer-
114654866.html 

2. December 16, Detroit News – (Michigan) High winds knock out power to thousands 
in Metro Detroit. The winds that howled into Detroit, December 15 left up to 19,000 
homes and business without power during the night, but that number has since dropped 
to about 2,400. The winds blew down from Canada, according to the National Weather 
Service in White Lake Township. Wind gusts of 51 mph were recorded in Ann Arbor, 
50 in Saginaw, 48 in Pontiac, 46 at Metropolitan Airport, and 43 mph in Ypsilanti. 
Source: http://www.detnews.com/article/20111216/METRO/112160413/-
1/mobilescore/High-winds-knock-out-power-thousands-Metro-Detroit 

3. December 16, Associated Press – (National) Judge approves $12M in penalties for 
refinery co. The U.S. Justice Department (DOJ) issued the largest criminal fine ever 
imposed in Louisiana for violations of the Clean Air Act. A federal judge in Lafayette 
December 15 approved a $10 million fine and $2 million in community service 
payments to be paid by Texas-based Pelican Refining Company LLC for felony 
violations of the act, and obstruction of justice. A DOJ news release noted Pelican 
admitted to several violations at its Lake Charles refinery, including the use of required 
equipment that did not work or was poorly maintained. Also, a pilot light in a flare 
tower where gases were burned off did not work — so employees used an emergency 
flare gun to re-ignite the gases. Pelican pleaded guilty and agreed to the payments in 
October. The DOJ said the Pelican vice president who oversaw operations at the Lake 
Charles refinery since 2005 from an office in Houston pleaded guilty July 6 to 
negligently placing persons in imminent danger of death and serious bodily injury as a 
result of the releases. Pelican's former asphalt facilities manager pleaded guilty October 
31 to a negligent endangerment charge under the Clean Air Act. 
Source: http://www.canadianbusiness.com/article/62357--judge-approves-12m-in-
penalties-for-refinery-co 

[Return to top]  

Chemical Industry Sector 

4. December 15, Kalamazoo Gazette – (Michigan) Barrels containing acids at 
hazardous levels prompt further EPA investigation of former Rock-Tenn paper 
mill site in Otsego. The former Rock-Tenn paper mill site on Helen Avenue in Ostego, 
Michigan, is under the scrutiny of the U.S. Environmental Protection Agency (EPA) 
after some of the 200 barrels and crates discovered at the site in November were found 
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to contain acids at hazardous waste levels. “Anyone coming in contact with the acid 
would receive severe burns,” said the EPA's on-scene coordinator. He said the EPA 
will use its authority under the "Superfund law" to identify activities, materials, and 
parties that contributed to the waste. The coordinator was at the site December 14, 
collecting soil samples to check for polychlorinated biphenyls, PCBs. "We were able to 
locate the area previously identified by Michigan Department of Environmental Quality 
(DEQ) as being stained by oil," he said. Test results will be available in January. Those 
tests are in response to a DEQ report to the EPA that Cogswell Property LLC, the site's 
owner before it reverted to Allegan County for unpaid taxes, drained transformers on a 
paved area near the site without containing the oils they drained. A DEQ environmental 
quality analyst said transformers often contained oils laden with PCBs, a pollutant 
being removed from sediments of the Kalamazoo River as part of its Superfund 
cleanup. Cogswell failed to do required testing to determine the oils in the transformers 
the company drained. The 32-acre site includes mill buildings. 
Source: 
http://www.mlive.com/news/kalamazoo/index.ssf/2011/12/barrels_containing_acid_at_
haz.html 

5. December 15, Ventura County Star – (California) Camarillo intersections closed 
after crash, pool chemical spill. Several Camarillo, California intersections were 
closed December 15 after a car crash caused a pool chemical spill, officials said. The 
crash was reported shortly before 7 a.m. near the intersection of Carmen Drive and East 
Ponderosa Drive. A vehicle ran a red light and struck a vehicle carrying pool cleaners, 
causing 18 gallons of the chemicals to spill, said a Ventura County sheriff. Initial 
reports from the Ventura County Fire Department indicated chlorine spilled into a 
storm drain. At least four intersections were closed for hours while city officials 
cleaned up the spill. 
Source: http://www.vcstar.com/news/2011/dec/15/camarillo-intersections-closed-after-
crash-pool/ 

For another story, see item 42  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

6. December 16, The Guardian – (International) Fukushima is in cold shutdown, says 
Japanese prime minister. Japan's prime minister December 16 announced that the 
Fukushima nuclear power plant had been brought to a state of "cold shutdown", a 
significant step towards resolving the crisis, 9 months after it was struck by a powerful 
earthquake and tsunami. Cold shutdown is achieved when the temperature of water 
used to cool nuclear fuel rods remains below boiling point and radiation emitted by the 
reactors is no higher than the government-set limit for the public of one millisieverts a 
year. The plant's operator managed to bring water temperatures to below boiling point 
for the first time in September. Officials said the temperatures inside reactors number 
one to three, which all suffered meltdown, now range from 38C to 68C (100F to 154F.) 
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Source: http://www.guardian.co.uk/world/2011/dec/16/fukushima-cold-shutdown-
japanese-pm1?newsfeed=true 

7. December 16, U.S. Nuclear Regulatory Commission – (National) NRC approves 
prioritization of Japan lessons-learned task force recommendations. The Nuclear 
Regulatory Commission announced December 16 it approved the staff’s prioritization 
of the Near-Term Task Force recommendations on lessons learned from the incident at 
the Fukushima Daiichi nuclear plant in Japan, and supports action on the Tier 1 and 
Tier 2 recommendations. Tier 1 recommendations are those Task Force 
recommendations the staff determined could be implemented without unnecessary 
delay, and for which sufficient resources are available. Tier 2 includes 
recommendations that cannot be initiated in the near term due to factors that include the 
need for further technical assessment and alignment, dependence on Tier 1 issues, or 
availability of critical skill sets. 
Source: 
http://www.pennenergy.com/index/power/display/9839613443/articles/pennenergy/po
wer/nuclear/2011/december/nrc-approves_prioritization.html 

8. December 16, WHTC 1450 AM Holland – (Michigan) Palisades power plant forced 
to shut down again. For the fifth time this year, the Palisades Nuclear Plant in Covert, 
Michigan, was forced to shut down the reactor because of mechanical failure December 
14. This time the problem is being blamed on a valve failure that led to the automatic 
shut down of two feed water pumps, and the manual shut down of the reactor, which 
went according to procedure. The Nuclear Regulatory Commission (NRC) has said the 
staff did not follow proper procedure in September, causing an electrical short circuit 
that led to another shut down of the reactor. The NRC has been threatening closer 
monitoring of plant operations due to the frequency of unplanned shutdowns this year. 
Source: http://whtc.com/news/articles/2011/dec/16/palisades-power-plant-forced-to-
shut-down-again/ 

9. December 16, Reuters – (International) Russia seizes Iran-bound radioactive 
material. Russia's customs service said December 16 it had seized radioactive sodium-
22, an isotope that is used in medical equipment but has no weapons use, from the 
luggage of a passenger planning to fly from Russia to Iran. The service said in a 
statement that the material could be obtained only "as a result of a nuclear reactor's 
operations" but did not say when it had been discovered at Moscow's Sheremetyevo 
international airport. The material triggered an alarm in the airport's radiation control 
system, and a luggage search led to the discovery of 18 pieces of the radioactive metal 
packed in individual steel casings, it said. The passenger boarded the plane for Tehran 
and left Russia, the customs service said. It added that the passenger was an Iranian 
national. Russian law enforcement agencies opened a criminal investigation into the 
incident. Sodium-22 can be used for calibrating nuclear detectors and in medical 
equipment, nuclear experts said. 
Source: http://www.reuters.com/article/2011/12/16/us-russia-iran-radioactive-
idUSTRE7BF0PH20111216 

[Return to top]  

http://www.guardian.co.uk/world/2011/dec/16/fukushima-cold-shutdown-japanese-pm1?newsfeed=true�
http://www.guardian.co.uk/world/2011/dec/16/fukushima-cold-shutdown-japanese-pm1?newsfeed=true�
http://www.pennenergy.com/index/power/display/9839613443/articles/pennenergy/power/nuclear/2011/december/nrc-approves_prioritization.html�
http://www.pennenergy.com/index/power/display/9839613443/articles/pennenergy/power/nuclear/2011/december/nrc-approves_prioritization.html�
http://whtc.com/news/articles/2011/dec/16/palisades-power-plant-forced-to-shut-down-again/�
http://whtc.com/news/articles/2011/dec/16/palisades-power-plant-forced-to-shut-down-again/�
http://www.reuters.com/article/2011/12/16/us-russia-iran-radioactive-idUSTRE7BF0PH20111216�
http://www.reuters.com/article/2011/12/16/us-russia-iran-radioactive-idUSTRE7BF0PH20111216�


 - 5 - 

Critical Manufacturing Sector 

10. December 16, U.S. Department of Transportation – (Nissan) NHTSA recall notice - 
Nissan Sentra battery terminal. Nissan announced December 14 the recall of 33,803 
model year 2010-2011 Sentra vehicles equipped with MR20 engines, manufactured 
from May 11, 2010 to May 22, 2010, and July 8, 2010 to October 25, 2010. The zinc 
coating applied to the terminal stud bolt was thicker than specification. This can result 
in a voltage drop that may cause difficulty starting the vehicle and could cause damage 
to the engine control module. This issue can cause the engine to stall while the vehicle 
is in motion and it may not be possible to restart the engine after it stopped, increasing 
the risk of a crash. Nissan will notify owners, and dealers will replace the positive 
battery terminal and cover. 
Source: http://www-
odi.nhtsa.dot.gov/recalls/recallresults.cfm?start=1&SearchType=QuickSearch&rcl_ID=
11V579000&summary=true&prod_id=724828&PrintVersion=YES 

11. December 15, Consumer Reports – (National) Recall: Hamilton Beach toasters—fire 
hazard. Hamilton Beach Brands recalled about 14,000 classic chrome two-slice 
toasters because of a fire hazard, the Consumer Product Safety Commission announced 
December 15. When the toasters are first plugged into an outlet, the heating element 
can be energized although the toaster lifter is in the up or off position, which can pose a 
fire hazard if the toaster is near flammable items. Hamilton Beach received five reports 
of toasters being energized when first plugged into an outlet. There have been no 
reports of injuries or property damage. The recalled toasters were sold at mass 
merchandisers and department, grocery, and home center stores nationwide from 
August through November. Some of the toasters were sent to consumers as 
replacements for model 22600 toasters recalled in June. 
Source: http://news.consumerreports.org/recalls_safety/2011/12/recall-hamilton-beach-
toastersfire-hazard.html?EXTKEY=I72RSSB 

For another story, see item 42  
 
[Return to top]  

Defense Industrial Base Sector 
 
See item 42  

 
[Return to top]  

Banking and Finance Sector 

12. December 16, WCBS 2 New York; Associated Press – (New York) DA: 55 indicted in 
NYC cyber crime ring. The Manhattan District Attorney’s office in New York 
indicted 55 people who are accused of running an identity theft and cyber crime ring, 
WCBS 2 New York and the Associated Press reported December 16. Prosecutors said 
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in indictments that participants in the scheme had jobs that involved processing donor 
or customer checks. One worked at the UJA-Federation, a major Jewish charity. 
Prosecutors said she and other members of the ring harvested people’s personal 
information from the checks and provided it to accomplices. Then the accomplices 
would forge checks, deposit them in still other associates’ bank accounts, and withdraw 
the money as soon as it cleared. UJA-Federation issued a statement in response to the 
indictments, indicting it fired the employee. "The district attorney’s office has advised 
us that no donor suffered any financial losses, and that banks and credit card companies 
were targeted by and were the victims of this crime ring," it said. The 55 suspects are 
accused of stealing about $2 million from several different banks and companies, 
including TD Bank, Citibank, Chase, American Express, and Discover. Sources said 
several defendants are linked to a Brooklyn street gang called The Outlaws and at least 
one person in the case was killed during the 18-month investigation. The suspects were 
expected to be arraigned December 16. 
Source: http://newyork.cbslocal.com/2011/12/16/da-55-indicted-in-nyc-cyber-crime-
ring/ 

13. December 16, msnbc.com; Reuters; Associated Press – (National) SEC charges ex-
Fannie, Freddie CEOs with fraud. Federal regulators charged six former executives 
— including former CEOs — at mortgage giants Fannie Mae and Freddie Mac with 
securities fraud December 16, alleging they misled investors about their exposure to 
risky subprime mortgage debt. The civil charges were filed in two separate lawsuits in 
federal court in New York City. "Fannie Mae and Freddie Mac executives told the 
world that their subprime exposure was substantially smaller than it really was," said 
the director of the Securities and Exchange Commission's (SEC) Enforcement 
Division. He added these misstatements "misled the market about the amount of risk on 
the company's books." The SEC said both firms agreed to cooperate with the agency 
and entered into non-prosecution agreements. Freddie Mac and Fannie Mae have been 
propped up by about $169 billion in federal aid since they were rescued by the 
government in 2008. Fannie and Freddie own or guarantee about half of U.S. 
mortgages, or nearly 31 million loans.  
Source: http://bottomline.msnbc.msn.com/_news/2011/12/16/9494796-sec-charges-ex-
fannie-freddie-ceos-with-fraud 

14. December 15, Washington Examiner – (District of Columbia; Maryland; Virginia) 
Man convicted in credit card-skimming ring. A Laurel, Maryland man was 
convicted December 15 in a card-skimming ring that prosecutors said ripped off at least 
780 people. A federal jury in Alexandria, Virginia, found the suspect guilty of 
conspiracy and aggravated identity theft charges. The defendant and four others led an 
identity-theft ring that stole credit card numbers from restaurant customers in the 
Washington, D.C. region. They recruited servers to swipe customers' credit card 
numbers, re-encoded those numbers on credit and gift cards, then used the cards to buy 
merchandise and additional gift cards at stores in Virginia, Maryland, and 
Pennsylvania, according to prosecutors and court documents. The ring operated from 
January 2010 to June 2011, and left at least 780 victims. The other four ring members 
pleaded guilty for their roles in the scheme. 
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Source: http://washingtonexaminer.com/local/crime-punishment/2011/12/man-
convicted-credit-card-skimming-ring/2008111 

15. December 15, Las Vegas Review-Journal – (Nevada) Three found guilty in mortgage 
fraud case. Federal jurors who faulted the courtroom demeanor of one defendant and 
the competency of an expert witness returned guilty verdicts December 15 in Las 
Vegas, against three people in a lengthy trial involving multimillion-dollar mortgage 
fraud. The former mortgage broker and former real estate broker recruited straw buyers 
to secure 227 homes valued at more than $107 million, federal prosecutors said. Also 
found guilty was a former Las Vegas mortgage broker who was the former owner of 
Secured Mortgage Services. With the defendants' knowledge — and in many cases 
their help — most of the scores of straw buyers the pair recruited from 2003 to 2008 
lied to lenders about their income and assets, their intent to live in the homes 
purchased, and their ability to afford the mortgages. The actual loss to banks is about 
$24 million. Jurors found the former mortgage broker guilty on 14 counts, including 
bank fraud, mail fraud, wire fraud, and conspiracy. The real estate broker was found 
guilty on 12 counts, including bank fraud, mail fraud, wire fraud, and conspiracy. The 
third defendant was found guilty of three mail fraud charges, one count of wire fraud, 
and one count of conspiracy. 
Source: http://www.lvrj.com/news/three-found-guilty-in-mortgage-fraud-case-
135692808.html 

16. December 15, WDSU 6 New Orleans – (Louisiana) 'Paw-Paw Bandit' admits to 
string of bank heists. A Metairie, Louisiana man dubbed the "Paw-Paw Bandit" 
pleaded guilty in federal court December 15 to a single count of bank robbery. The man 
was charged in connection with the August 5 robbery of a Whitney National Bank in 
Metairie. In court, he also admitted to robbing four other banks over a 2-month span. 
He picked up his nickname following the release of bank surveillance photos that 
showed what appeared to be an older man as the robber of several area banks. When 
the suspect was caught, arresting officers found a stash of cash linking him to the 
robberies. He could be sentenced to as many as 20 years in prison, and a fine of up to 
$250,000. 
Source: http://www.wdsu.com/r/30008580/detail.html 

17. December 15, St. Louis Post-Dispatch – (Missouri) 'Logo Bandit' robs fifth St. 
Louis-area bank in three months. Police said a suspected serial bank robber struck a 
PNC Bank in St. Louis December 15. About 10:30 a.m., a man in a hooded Adidas coat 
handed a note demanding money to a teller, police said. The man did not show a 
weapon but implied he had one. He ran off with an undisclosed amount. Authorities 
believe the December 15 bank robbery is at least the man's fifth since September. 
Investigators labeled him the "Logo Bandit" because he wears hats and sweatshirts 
featuring brand-name or athletic logos. Investigators said the man robbed a US Bank in 
Kirkwood September 6, a Truman Bank in Clayton November 15, a US Bank in Des 
Peres November 21, and a Commerce Bank in Clayton December 1. 
Source: http://www.stltoday.com/news/local/metro/logo-bandit-robs-fifth-st-louis-area-
bank-in-three/article_e6e49c16-274f-11e1-9b41-001a4bcf6878.html 
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18. December 15, Agence France-Presse – (Utah) U.S. Ponzi scheme targeted Mormons: 
SEC. U.S. financial regulators charged a father and son in Utah December 16 with 
operating a $220-million property investment Ponzi scheme that targeted fellow 
members of the Mormon church. The Securities and Exchange Commission (SEC) 
charged the pair with selling shares in their purported real estate business, and using the 
funds from some investors to pay returns promised to others. The SEC said that since 
2008, the two solicited investments into their business of ostensibly buying, 
rehabilitating, and then renting out properties. The pair appeared to use the 
memberships in the Utah-based Church of Jesus Christ of Latter-Day Saints — the 
Mormon church — "to make connections and win over the trust of prospective 
investors," the SEC said. Securities were sold without registering with the SEC as 
required by law. Moreover, the funds raised were often not used for investing into 
properties, with some moved from one entity to another to keep investors happy while 
the entities lost money. "They have essentially been operating a shell game intended to 
raise additional funds from new or existing investors in order to meet the rapidly 
growing financial obligations of their operation," the SEC said. 
Source: 
http://www.google.com/hostednews/afp/article/ALeqM5j0OqG_xudf2MhfOrzOHIbvY
D7NvA?docId=CNG.903f8dc21dad4620c0e41129a8b95585.671 

19. December 15, Associated Press – (International) U.S. government blames Hezbollah 
for role in $300 million money laundering scheme. Federal authorities blamed 
Lebanese financial institutions December 15 for wiring more than $300 million into the 
United States in a money-laundering scheme they said used the U.S. financial system to 
benefit the militant group Hezbollah. The U.S. government said in the lawsuit filed in a 
Manhattan, New York federal court it seeks nearly a half-billion dollars in money-
laundering penalties from some Lebanese financial entities, 30 U.S. car buyers, and a 
U.S. shipping company. It also said it is entitled to claim their assets as forfeitable 
under U.S. money-laundering laws. Prosecutors said the $300 million was wired from 
Lebanon to the United States, and was used to buy used cars and ship them to West 
Africa. They said Hezbollah money-laundering channels were used to ship proceeds 
from the car sales and narcotics trafficking back to Lebanon. The accusations came 2 
days after an indictment in federal court in Alexandria, Virginia, accused a fugitive of 
leading a drug conspiracy that provided income for Hezbollah, an Iranian-backed 
Lebanese militant group the U.S. has branded a terrorist organization. 
Source: http://www.washingtonpost.com/national/us-government-blames-hezbollah-
for-role-in-300-million-money-laundering-
scheme/2011/12/15/gIQAL3MgwO_story.html 

For another story, see item 39  
 
[Return to top]  

Transportation Sector 

20. December 16, Associated Press – (California) 60 Freeway won't reopen 
today. Delays encountered by crews working feverishly to dismantle a fire-damaged 
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bridge over the Pomona (60) Freeway in Montebello, California will prevent this major 
traffic artery from being re-opened December 16, pushing the reopening back to 
December 17 at the earliest, according to transit and law enforcement officials. The 
demolition of the Paramount Boulevard overcrossing was delayed December 15 
because of the discovery of potentially toxic materials, which, in turn, required the 
contractor doing the work to pull additional permits, they said. The freeway was shut 
down December 14 after a double-tanker truck carrying 8,800 gallons of gasoline 
caught fire and came to rest under the overpass, damaging half of it. A decision on 
whether to also demolish the side of the bridge that is over the freeway's westbound 
lanes was pending. The California Highway Patrol (CHP) said the eastbound Pomona 
Freeway was closed from the Long Beach (710) Freeway to Paramount Boulevard, and 
the westbound freeway from Rosemead Boulevard to Wilcox Avenue. The delays in 
dismantling the bridge resulted from the discovery of a clutch of fiber-optic cables 
encased in tubing believed to contain asbestos, officials said. Simply removing the 
cables that run the length of the bridge is unfeasible since it would knock out telephone 
service in the area. A preliminary investigation indicated the truck's brakes may have 
overheated, a CHP officer said. 
Source: http://www.presstelegram.com/news/ci_19554459 

21. December 15, WGRZ 2 Buffalo – (New York) Buffalo TSA agent finds 9-inch knife 
on passenger. Transportation Security Administration (TSA) agents at the Buffalo 
Niagara International Airport in Cheektowaga, New York, found a a 9-inch ceramic 
knife on a passenger with a ticket to travel to Atlanta December 14. The knife was 
found hidden in the passenger's pants pocket during a pat-down by a TSA officer. The 
passenger requested the pat-down, telling TSA officers he thought the scanner was 
likely to detect the ceramic knife. Police did not allow the passenger past the 
checkpoint, and he was forced to re-book his flight for December 15. 
Source: http://www.wgrz.com/news/article/146220/37/Buffalo-TSA-Agent-Finds-9-
Inch-Knife-on-Passenger 

22. December 15, Associated Press – (California) Man arrested with gun at Burbank 
airport. Federal authorities said a 68-year-old man was arrested at Burbank, 
California's Bob Hope Airport after a loaded semiautomatic handgun was found in his 
carry-on bag. The Transportation Security Administration (TSA) said the unregistered 
.40-caliber Glock G23 loaded with 10 rounds was detected December 15 by TSA 
personnel. The man was booked on an Alaska Airlines flight to Seattle. The TSA said 
the man was arrested on a state charge of carrying a loaded firearm in a checkpoint. 
Source: http://www.sacbee.com/2011/12/15/4126414/man-arrested-with-gun-at-
burbank.html 

23. December 15, Fond du Lac Reporter – (Wisconsin) Weight restrictions placed on 12 
deteriorating Fond du Lac County bridges. A bridge over Mullet Creek in Forest, 
Wisconsin, is one of many in the county that has vehicle weight restrictions due to its 
deteriorating condition. The Fond du Lac County Highway Department has posted a 
40-ton weight limit and closed the southbound shoulder on the County Trunk G bridge 
located eight-tenths of a mile south of Highway 23, the Fon du Lac Reporter reported 
December 15. “Due to deterioration of the bridge’s superstructure (girders), the bridge 
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needs to be restricted to ensure safe travel,” said the county highway engineer. 
”Restricting use of the structure with continued inspections and monitoring will help 
ensure its integrity and allow for continued use until its replacement.” However, a 
timeline for its replacement has not been determined. The bridge was constructed with 
concrete girders in 1929 and widened with steel girders in 1960. The engineer said the 
bridge was posted with a weight limit in the 1980s, but the department of transportation 
strengthened the bridge in 1988, removing the need for posting. There are 12 bridges 
posted with restrictions, 2 along county trunk highways and 2 within the City of Fond 
du Lac, the engineer said. A shortage of funding is an issue in getting the bridges 
replaced. Besides the bridge over Mullet Creek, another county bridge posted with 
weight restriction is on County Trunk K over Taycheedah Creek. 
Source: http://www.fdlreporter.com/article/20111216/FON0101/111215126/Weight-
restrictions-placed-12-deteriorating-Fond-du-Lac-County-
bridges?odyssey=tab|topnews|text|FRONTPAGE 

For more stories, see items 5 and 45  
 
[Return to top]  

Postal and Shipping Sector 
 

Nothing to report 
 
[Return to top]  

Agriculture and Food Sector 

24. December 16, Associated Press – (Texas; Southwest) Texas drought takes cow 
numbers down by 600K. The worst drought in Texas' history has led to the largest-
ever 1-year decline in the leading cattle-state's cow herd, raising the likelihood of 
increased beef prices as the number of animals decline and demand remains strong, the 
Associated Press reported December 16. Since January 1, the number of cows in Texas 
dropped by about 600,000, a 12 percent decline from the roughly 5 million cows the 
state had at the beginning of 2011, said a man who monitors beef markets for the Texas 
AgriLife Extension Service. The man said many cows were moved, but others were 
slaughtered. He said in Texas, Oklahoma, New Mexico, Louisiana, and Arkansas, 
about 200,000 more cattle were slaughtered in 2011, a 20 percent increase over 2010. 
Source: http://news.yahoo.com/texas-drought-takes-cow-numbers-down-600k-
082208305.html 

25. December 16, Food Safety News – (Northeast) 14 ill in Salmonella outbreak linked to 
ground beef. Fourteen people were confirmed infected with an antibiotic-resistant 
strain of Salmonella in an outbreak that led to a recall of ground beef from a 
Northeastern chain of grocery stores. In a news alert issued December 16, the U.S. 
Department of Agriculture's Food Safety and Inspection Service (FSIS) said 
Hannaford, a Scarborough, Maine-based grocery chain, is recalling an undetermined 
amount of fresh ground beef that may be contaminated with Salmonella Typhimurium. 
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The various packages of ground beef were prepared and sold at Hannaford stores 
throughout Maine, Massachusetts, New Hampshire, New York, and Vermont. The link 
between the illness outbreak and the Hannaford ground beef is based on "epidemiologic 
and traceback investigations, as well as in-store reviews," according to the FSIS, which 
is working with the Centers for Disease Control (CDC) and its state health partners. 
Because of what it called "Hannaford's limited records," the FSIS said it has not 
determined who supplied the beef to the grocery chain. The FSIS said the CDC 
reported 14 infected people. Eleven of those individuals reported consuming ground 
beef. Ten of the 14 case-patients said they had purchased ground beef at Hannaford 
stores between October 12 and November 20. 
Source: http://www.foodsafetynews.com/2011/12/14-ill-in-salmonella-outbreak-linked-
to-ground-beef/ 

26. December 16, Food Safety News – (National) Allergen alert: Anchovies in the 
meatloaf. B. Roberts Foods of Charlotte, North Carolina, is recalling about 130 pounds 
of meatloaf entrees because of misbranding and an undeclared allergen, the U.S. 
Department of Agriculture's Food Safety and Inspection Service (FSIS) announced 
December 15. The meatloaf was made with Worcestershire sauce that includes 
anchovies, a known allergen, which is not noted on the label. A grocery store employee 
discovered the top and bottom labels on the entrees did not match — "Meatloaf with 
Red Skin Mashed Potatoes" entrees had mistakenly been given bottom labels intended 
for "Homestyle Meatloaf with Tomato Sauce." The recall is for 17-ounce refrigerated 
packages of "Harris Teeter, Fresh Foods Market, American Cuisine, Meatloaf with Red 
Skin Mashed Potatoes." The entrees were distributed to grocery stores in Delaware, 
Florida, Georgia, Maryland, North Carolina, South Carolina, Tennessee, Virginia, and 
Washington, D.C. 
Source: http://www.foodsafetynews.com/2011/12/allergen-alert-anchovies-in-the-
meatloaf/ 

27. December 16, Food Safety News – (National) Allergen alert: Soy in ravioli. Rising 
Moon Organics is recalling its frozen Rising Moon Organics Mediterranean Garlic & 
Herb Ravioli because an incorrect back label on some packages does not list soy in the 
ingredients statement, Food Safety News reported December 16. The problem is the 
result of mislabeling by the co-packer. The front of the package is correctly labeled 
Mediterranean Garlic & Herb Ravioli, however, the back of the retail package is 
incorrectly labeled Four Cheese Tortelloni. The recalled product was distributed 
through retail stores in the eastern and central regions of the United States. 
Source: http://www.foodsafetynews.com/2011/12/allergen-alert-soy-in-ravioli/ 

28. December 16, KDFW 4 Dallas-Forth Worth – (Texas) 3-alarm fire burns downtown 
Dallas restaurant. A massive fire in a Dallas, Texas, restaurant December 16 
prompted the evacuation of a downtown loft building and destroyed the restaurant. A 
passerby spotted flames and smoke shooting out the front door of Sabor Taco Bar. 
When firefighters arrived, they found heavy flames inside. The 20-story Davis Building 
Lofts and apartments are attached to the building where the restaurant is housed. 
Dozens of residents were awakened by piercing fire alarms or the smell of smoke. 
Firefighters had to break into Ravenna Italian restaurant to gain access to Sabor and 
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properly fight the fire. Ravenna sustained heavy smoke damage. 
Source: http://www.myfoxdfw.com/dpp/news/3-Alarm-Fire-Burns-Downtown-Dallas-
Restaurant-121611 

29. December 15, Federal Computer Week – (National) USDA lacks proper IT security 
posture. An inspector general (IG) found U.S. Department of Agriculture (USDA) 
systems and networks continue to have numerous flaws despite efforts to bolster the IT 
security posture, Federal Computer Week reported December 15. In the Federal 
Information Security Management Act audits for 2009 and 2010, the IG made 33 
recommendations for bolstering overall security. By the end of 2011, the department 
had met only six of those recommendations, a new IG report noted. In 2009, the IG 
recommended the USDA focus its efforts on a select number of priorities, instead of 
trying to achieve numerous goals during a short period. The USDA and its agencies 
received recommendations on working together to identify and complete one or two 
critical objectives before moving onto the next priorities. Although the IG noted the 
USDA took a collaborative approach to address these problems, its efforts were not 
enough. For example, during 2010 and 2011, the USDA funded 14 separate projects 
with none fully implemented during 2011. Instead, funding was slashed and the 
majority of the projects were scaled back, pushing adoption dates further ahead, the 
report states. The IG found also that the USDA lacked policy and procedures to oversee 
systems that contractors operated on agencies’ behalf. 
Source: http://fcw.com/articles/2011/12/15/flawed-it-security-program-at-usda.aspx 

For another story, see item 14  
 
[Return to top]  

Water Sector 

30. December 16, Associated Press – (Arizona) EPA orders water company serving part 
of Douglas to cut arsenic levels or face big fines. The U.S. Environmental Protection 
Agency (EPA) ordered a water company serving parts of Douglas, Arizona, to cut 
arsenic levels by 2013 or face big fines, the Associated Press reported December 16. 
The Monte Vista Water Co. faces fines of $37,500 a day if it does not implement a plan 
to cut arsenic in the water it supplies to its 150 customers. The EPA lowered the 
amount of the naturally occurring carcinogen allowed from 50 parts per billion (ppb) to 
10 ppb in 2001 and gave providers 5 years to comply. Monte Vista's water is only 
slightly above the threshold. 
Source: 
http://www.therepublic.com/view/story/dd6dd7dd2db74559b9b5dc4bac2abc5b/AZ--
Douglas-Arsenic-Water/ 

31. December 16, Dover Fosters Daily Democrat – (New Hampshire) Crack in floor of 
Rochester water tower suspected in leak: Scare closed area for a quarter-mile 
around, forced evacuation of 1,000. Public works crews in Rochester, New 
Hampshire, determined the likely cause of a water tower leak December 13, which 
drew an emergency response from several communities and evacuated nearly 1,000 
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people for more than 8 hours, was a single crack on the steel floor at the base of the 
tank. According to a city engineer, while the cause of the leak is still being looked into, 
so far no other cracks or holes have been found. Crews placed large stones around the 
base of the tank December 13, where a ring of water still sat, to try to bind soil together 
and prevent any movement. On December 14, crews were back at the tower using a 
small pump to remove the last few inches of water from the tank, and evaluations were 
done of the soil around the tank, which officials said was "liquified" by the floodwaters 
from the leak. No cracks were found in the pipe that leads into the tower, officials said, 
nor any on the interior of the tank shell. The fuel pipe and mixer equipment, some of 
which was added in during a refurbishment project 3 years ago to improve water 
quality, also did not appear to be damaged. The soil around the tank was still holding 
up as of December 15, the city engineer said, adding the tank had not moved at all since 
the leak. 
Source: 
http://www.fosters.com/apps/pbcs.dll/article?AID=/20111216/GJNEWS_01/71216993
6 

32. December 14, Chicago Sun-Times – (Illinois) EPA Claims Untreated Sewage Water 
Dumped In City Waterways. Federal and state environment protection agencies filed 
a lawsuit December 14 claiming Chicago's Metropolitan Water Reclamation District 
(MWRD) discharged untreated sewage into waterways in the Chicago area. According 
to the suit filed in federal court, the MWRD discharged untreated sewage into 
waterways in and around the city, including the Chicago River, Calumet Sag channel, 
Addison Creek, and the Des Plaines River. The suit alleges the MWRD lacks the 
capacity in its combined storm water and waste water collection, treatment, discharge, 
and disposal system to fully treat the waters at its treatment facilities. The suit seeks a 
permanent injunction preventing MWRD from committing further violations, and an 
order to comply with the Clean Water Act and its National Pollutant Discharge 
Elimination System permits. The suit also seeks the MWRD to pay a civil penalty to 
the federal and state government of up to $27,500 daily for each CWA violation after 
January 30, 1997 — March 15, 2004. The MWRD would pay a penalty of up to 
$32,500 daily for a violation after March 15, 2004 – January 12, 2009, and pay up to 
$37,500 daily for violations after January 12, 2009. The MWRD filed a consent decree 
December 14 the federal and state agencies approved, according to the MWRD 
executive director. The decree states two reservoirs are being completed for water 
storage. The Thornton Composite Reservoir will be completed by December 31, 2015, 
and will have 7.9 billion gallons of storage capacity. 
Source: http://chicago.cbslocal.com/2011/12/14/epa-claims-untreated-sewage-water-
dumped-in-city-waterways/ 

33. December 14, Denver Post – (Colorado) Colorado prison sewage flowed into 
Arkansas River for three days, health department says. Raw sewage from three 
state prisons in Canon City, Colorado, spilled, indirectly, into the Arkansas Riverâ�� 
from early December 11 until it was discovered December 13, the department of 
corrections and state health department said December 14. A sewer line in the East 
Canon City Prison Complex backed up, spilled into a wastewater lagoon, then reached 
a creek that empties into the Arkansas River about a mile away, officials said. The 
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sewer serves about 2,000 men from Fremont Correctional Facility, Four Mile 
Correctional Center, and Skyline Correctional Center, according to the department of 
corrections. The line was apparently jammed by a foreign object which is under 
investigation, corrections' spokeswoman said. The amount of sewage that reached the 
river was not available. The river is a source of drinking water, recreation, and 
irrigation for southern Colorado, including the city of Pueblo, and farms on the Eastern 
Plains, as well as Kansas, Oklahoma, and Arkansas. 
Source: http://www.denverpost.com/breakingnews/ci_19550243 

For another story, see item 4  
 
[Return to top]  

Public Health and Healthcare Sector 

34. December 15, KMOV 4 St. Louis – (Missouri) Living center for disabled adults 
catches fire. Part of the Chapel Ridge Living Center in Mineral Point, Missouri, caught 
fire December 15. An employee noticed smoke coming from one of the residence 
rooms and when fire crews got there they found the center filled with smoke. 
Firefighters found the fire in a residence's room and quickly put it out. However, 
according to the Irondale assistant fire chief, the heat and smoke damage will make the 
center unlivable for several weeks. Two staff member and a maintenance man were 
able to get all 30 residents out of the building and to covered shelter. They were all 
eventually moved to a second building on the property. Fire crews were on the scene 
for 6 hours and the cause of the fire is still unknown. 
Source: http://www.kmov.com/news/local/Living-center-for-dis-135649113.html 

35. December 15, Bloomberg – (National) Heart device parts recalled. St. Jude Medical 
said December 15 its Riata defibrillator leads, which the company stopped selling last 
year, had been recalled by the Food and Drug Administration (FDA) because of their 
potential to injure or kill patients. The devices remain implanted in an estimated 79,000 
patients, St. Jude said. The company voluntarily sent a letter to doctors November 28 
informing them the wires, which are used to connect the devices to the heart, had a 
higher failure rate than was previously known. The FDA deemed the letter a Class 1 
recall, its most serious designation, because of its potential risks. The wires inside some 
leads can penetrate the insulation, compromising the device’s integrity. The devices 
may inappropriately shock some patients and fail to deliver necessary therapy to others. 
Source: http://www.nytimes.com/2011/12/16/business/fda-recalls-faulty-leads-in-heart-
device.html?_r=1 

[Return to top]  

Government Facilities Sector 

36. December 16, Reuters – (Minnesota) Three shot at courthouse in northern 
Minnesota. A man found guilty of a sex crime shot a county prosecutor at the Cook 
County Courthouse in Grand Marais, Minnesota, three times, and a second man 
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multiple times before he was caught, authorities said December 16. A 42-year-old man 
was arrested shortly after the December 15 shooting, and was being held in the county 
jail, the state public safety department said. The Cook County attorney shot twice in the 
abdomen and once in the groin was in fair condition, and was recovering after surgery, 
said a hospital spokeswoman. A second man was listed in good condition at a hospital 
December 16 after also sustaining multiple gunshot wounds. A third person was treated 
and released from an area hospital December 15. The suspect was found guilty 
December 15 of a sex crime in a jury trial. The judge was talking with jurors in the 
courtroom at the small courthouse after the conclusion of the trial when they heard 
shots fired in another part of the courthouse. The Cook County Courthouse does not 
have metal detectors. It remained closed December 16 as the investigation continued. 
Source: http://news.yahoo.com/three-people-shot-courthouse-northern-minnesota-
010306185.html;_ylt=AkSW7cKMtRpWnmeF9FbuGclvzwcF;_ylu=X3oDMTNuY2Z
oazlmBG1pdANUb3BTdG9yeSBVU1NGBHBrZwMzN2UxZmNiZS04ZGM0LTM2N
TQtYTcxMy1iNzMzNDQ0NzdjYzIEcG9zAzEEc2VjA3RvcF9zdG9yeQR2ZXIDN2Q 

37. December 16, WLEX 18 Lexington – (Kentucky) Two buildings remain closed after 
EKU mercury spill. Officials at Eastern Kentucky University (EKU) in Richmond, 
Kentucky, said a mercury spill is a bigger problem than first thought. Investigators said 
workers moving equipment at the Moore Science Center December 15, discovered the 
spill. Mercury was traced from room 108 to an elevator in the northeast corner of the 
building. The elevator went to a loading dock where the leaking equipment was placed 
on contracted moving trucks. It was moved to the new science building, which was also 
contaminated. "Presently, we know there is contamination of the first floor of Moore, 
the northeast elevator of Moore, the loading dock of Moore, two of the moving 
contractors trucks, the loading dock of the new science building, and the third floor of 
the new science building," the EKU spokesperson said. Officials said both buildings 
would likely remain closed December 16, as crews work to clean up the spill. 
Source: http://www.lex18.com/news/two-buildings-remain-closed-after-eku-mercury-
spill 

38. December 15, WTAM 1100 Cleveland – (Ohio) Students to face discipline in email 
bomb threats. Multiple students have been determined to be involved in a series of 
bomb threats e-mailed over the past few weeks to Orange High School in Pepper Pike, 
Ohio, WTAM 1100 Cleveland reported December 15. In a statement from the Orange 
High School principal posted on the district’s Web site, he said “The students 
determined to be involved in these incidents will be disciplined appropriately." The e-
mailed threats were mostly bomb threats, but one also threatened a chemical attack. 
The school was closed for 3 days after the first couple of threats were made. The FBI 
has said the threats were sent through a system that covers up the IP address of the 
computer from which the messages were sent. 
Source: http://www.wtam.com/cc-
common/news/sections/newsarticle.html?feed=122520&article=9517896 

39. December 15, New York Post – (New York) Latest Columbia hack bust. A fourth 
suspect was arrested in the nearly $6 million hacking scam that rocked Columbia 
University in New York City in 2010, law-enforcement sources said. A 10-year 
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employee who worked in the school’s procurement department surrendered to the 
Manhattan district attorney's squad in New York December 13 and was charged with 
grand larceny, the sources said. "He knew how to match up the paperwork so a red flag 
wouldn’t be raised. It was an inside job," said one source characterizing the employee's 
role in the scam that spanned from October through December 2010. Three alleged 
accomplices, none of whom was affiliated with Columbia, were captured and indicted 
on grand-larceny charges. All four are accused of rerouting 56 payments from the 
university’s accounts-payable division to a bank account in the name of a business 
allegedly owned by one of the men. 
Source: 
http://www.nypost.com/p/news/local/manhattan/latest_columbia_hack_bust_qOHLg7s
P563tgkuGosLv7J 

For more stories, see items 29 and 45  
 
[Return to top]  

Emergency Services Sector 

40. December 15, Associated Press – (Alaska) Police: Man called in threats to avoid 
urine tests. Police said an Alaska man twice called in bomb threats to a probation 
office to avoid urine tests. An Anchorage police spokesman said the 44-year-old was 
arrested December 15 on two counts of terroristic threatening. The spokesman said 
bomb threats were called into the Alaska Department of Corrections Adult Probation 
Office November 22 and November 23 — the same days the man was scheduled for 
surprise urine tests. The spokesman said those on probation receive a card with a 
certain color on it and must call in every day to see if they must be tested. The man had 
been called for testing on both days that bomb threats were called in. He was scheduled 
to be arraigned December 16. 
Source: 
http://www.salon.com/2011/12/16/police_man_called_in_threats_to_avoid_urine_tests/ 

41. December 15, Associated Press – (Arizona) Feds issue scathing report against Ariz. 
sheriff. A scathing U.S. Justice Department (DOJ) report released December 15 found 
that the Maricopa County, Arizona's sheriff's office carried out a blatant pattern of 
discrimination against Latinos and held a "systematic disregard" for the Constitution 
amid a series of immigration crackdowns that turned the lawman into a prominent 
national political figure. The sheriff struck a defiant tone in response to the report, 
calling it a politically motivated attack by the U.S. President's administration that will 
make Arizona unsafe by keeping illegal immigrants on the street. The government 
found the sheriff's office committed a wide range of civil rights violations against 
Latinos, including unjust immigration patrols and jail policies that deprive prisoners of 
basic Constitutional rights. The report will be used by the DOJ to seek major changes 
such as new policies against discrimination, and improvements of staff and officers. 
The sheriff faces a January 4 deadline for saying whether he wants to work out an 
agreement to make the changes. If not, the federal government will sue him, possibly 
putting in jeopardy millions of dollars in federal funding for Maricopa County. The 
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fallout from the report was swift. The DHS announced it is severing its ties with the 
sheriff, stripping his jail officers of their federal power to check whether inmates in 
county jails are in the county illegally, a move that was meant to speed up deportation. 
Apart from the civil rights probe, a federal grand jury also has been investigating the 
sheriff's office on criminal abuse-of-power allegations since at least December 2009, 
and is specifically examining the investigative work of the sheriff's anti-public 
corruption squad. The DOJ said it had not yet established a pattern of alleged 
wrongdoing by the sheriff's office in the three areas where they will continue to 
investigate: complaints of excessive force against Latinos, botched sex-crimes cases, 
and immigration efforts that have hurt the agency's trust with the Hispanic community. 
Source: http://news.yahoo.com/feds-issue-scathing-report-against-ariz-sheriff-
050533368.html 

For another story, see item 33  
 
[Return to top]  

Information Technology Sector 

42. December 15, Computerworld – (International) Adobe promises Reader zero-day 
patch on Friday. Adobe said it would release a patch December 16 for an older 
version of the Reader PDF viewer to stymie attacks like those aimed at major defense 
contractors earlier in December. Nine days ago, the company confirmed a critical bug 
in Reader and promised to fix the flaw in Reader and Acrobat 9.x the week of 
December 12. The exploits uncovered by security researchers were aimed specifically 
at Reader 9.x using malformed PDF documents attached to bogus e-mails. A day after 
Adobe acknowledged the vulnerability, researchers at Symantec confirmed attacks 
targeted defense contractors, as well as individuals working in the telecommunications, 
manufacturing, computer hardware, and chemical sectors. The attacks spiked 
December 1, Symantec said. The attackers may have been hoping to steal confidential 
information from the targeted firms. If opened by the recipient, the malicious PDF 
hijacked the Windows PC, then infected those machines with "Sykipot," a general-
purpose backdoor trojan that was first spotted being used in March 2010 as the payload 
in attacks exploiting a then-unpatched bug in Microsoft's Internet Explorer (IE) 6 and 
IE7. Later research by Symantec and others found hints of Chinese involvement: Code 
remnants were in the Simplified Chinese character set, and the malware's command-
and-control server was traced to a Chinese IP address. 
Source: 
http://www.computerworld.com/s/article/9222712/Adobe_promises_Reader_zero_day_
patch_on_Friday?taxonomyId=17 

43. December 15, The Register – (International) Stolen, remote-wiped iPhones still get 
owner's iMessages. Victims of iPhone theft have discovered that remotely wiping their 
device will not stop iMessage content being delivered to the thief, who can continue to 
respond under the owner's name. The flaw was spotted by a man whose wife had her 
iPhone stolen and promptly deactivated the mobile number, remotely wiped the data, 
and changed both Apple ID and password. However, despite all the action taken, the 

http://news.yahoo.com/feds-issue-scathing-report-against-ariz-sheriff-050533368.html�
http://news.yahoo.com/feds-issue-scathing-report-against-ariz-sheriff-050533368.html�
http://www.computerworld.com/s/article/9222712/Adobe_promises_Reader_zero_day_patch_on_Friday?taxonomyId=17�
http://www.computerworld.com/s/article/9222712/Adobe_promises_Reader_zero_day_patch_on_Friday?taxonomyId=17�


 - 18 - 

husband discovered messages sent using iMessage were being received by the buyer of 
the stolen handset, in addition to being delivered to his wife's new handset, and shared 
the experience with Ars Technica. Not only was the receiver-of-stolen-goods getting 
messages addressed to the man's wife, but the thief was able to respond to the 
messages. It appears the problem is not unique to the couple, but has hit many iPhone 
users, a problem which will presumably increase as iMessage gains ground. iMessage 
works by automatically turning SMS and MMS messages into Internet traffic when a 
data connection is available at both ends. It only operates where both parties have an 
iPhone, and are connected to the Internet, but when activated it does provide a free 
messaging service. 
Source: http://www.theregister.co.uk/2011/12/15/imessage_persistant/ 

44. December 15, Dark Reading – (International) Old smartphones leave tons of data for 
digital dumpster divers. A recent exploration made by a digital forensics company 
into a handful of phones found in the smartphone secondary market showed how easy it 
is to glean information from old or lost phones, even if a factory reset has been 
committed. An expert from Access Data gave Dark Reading information on his 
findings from his informal research and explained some of the repercussions for 
corporations and consumers who do not pick, manage, or dispose of their phones 
wisely. The director of mobile forensics for AccessData said, "I'd guess if you went and 
grabbed 10 phones [from recycling companies], 60 percent are going to contain data." 
He said at the behest of a customer interested in the data lingering on phones sold by 
used phone resellers and consumers using Craigslist and eBay, he used AccessData's 
tools to do an in-depth forensics dive into five handsets acquired from this market. The 
phones were the iPhone 3G, Sanyo 2300, HTC Wildfire, LG Optimus, and HTC Hero. 
Of those five, the iPhone and the old Sanyo had not been reset and contained what the 
director called logical data — active account sign-ons, contacts, and calendar 
information easily usable by any person who turns on the phone. Even though all of the 
Android phones had been wiped through a factory reset, four of the five phones also 
included data that would take someone with forensics tools and knowledge to extract 
from more hidden storage locations. Some of the details available within those phones 
included user account information, Social Security numbers, geo-location tags, deleted 
text messages, and a resume. 
Source: http://www.darkreading.com/security/news/232300628/old-smartphones-leave-
tons-of-data-for-digital-dumpster-divers.html 

For another story, see item 45  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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Communications Sector 

45. December 15, Nextgov.com – (National) It's official: LightSquared interferes with 
GPS. The U.S. defense and transportation departments, along with the multiagency 
positioning, navigation and timing executive committee confirmed December 15 in 
identical statements that transmitters that start-up cellular company LightSquared plans 
to use for a national wireless broadband network caused "harmful interference to the 
majority" of general purpose Global Positioning System receivers in recent tests. 
LightSquared's plans also hit another speed-bump when the House approved an 
amendment to the 2012 National Defense Authorization Act barring the Federal 
Communications Commission from giving LightSquared the green light for 
commercial operation until Defense Department concerns about GPS interference from 
the company's network are resolved. In addition, the statement said, "separate analysis 
by the Federal Aviation Administration also found interference with a flight safety 
system designed to warn pilots of approaching terrain," but did not specify the system. 
A federal source who declined to be identified said FAA determined the LightSquared 
network caused interference with the GPS-enabled Enhanced Ground Proximity 
Warning System, which alerts pilots if they are too close to the ground. Preliminary 
analysis of test data showed the LightSquared transmitters caused "no significant 
interference with cellular phones" equipped with GPS chips, the statement said. 
Source: http://www.nextgov.com/nextgov/ng_20111215_8381.php 

46. December 15, Fairbanks Daily News-Miner – (Alaska) Snow frozen fast to KUAC 
radio tower reduces broadcasting power. A recent blast of warm weather, freezing 
rain and snow has reduced the broadcast signal of KUAC 89.9, creating reception 
problems in the Fairbanks, Alaska, area, a KUAC general manager said December 15. 
The extreme temperature changes and the raincreated a thick layer of ice and snow that 
stuck hard to the antenna. It is not the normal dust-like winter snow, but something that 
is closer to an icy glue. When the ice and snow build up on the antenna in thick layers, 
the transmitter has to reduce power to prevent damage to the equipment, which leads to 
a weaker signal for listeners, he said. The general manager said he went to the tower 
December 14 and tried to knock some of the snow off with a rubber mallet. It is too 
dangerous to climb the tower now and remove the ice by hand. The antenna is about 
16-17 years old and was ordered without plastic radomes, which would provide some 
protection. They are not available as an add-on for this antenna, he said. A new antenna 
is the only long-term solution to this problem, which has been made much worse by the 
unusual winter weather of recent years. 
Source: http://newsminer.com/pages/full_story/push?blog-entry-
Snow+frozen+fast+to+KUAC+radio+tower+reduces+broadcasting+power 
&id=16800739&instance=blogs_editors_desk 

47. December 15, Hawaii 24/7 – (Hawaii) AT&T has major cellphone outage in Kona 
Thursday. AT&T Wireless confirmed to Hawaii 24/7 that a large area in Kailua-Kona 
was without cellphone service December 15. Hawaii 24/7 had reports of an outage 
since at least 2 p.m. AT&T Wireless reported that they were made aware of the outage 
at 4:05 p.m. The outage covers a large area of Kailua-Kona with an AT&T 
representative saying customers would have to travel 10 miles or more out of town for 
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service. AT&T reports that engineers are working on the problem, but gave an 
estimated the time of repair of 10:53 a.m. December 16. AT&T services in other parts 
of the Big Island appeared to be unaffected by the outage. 
Source: http://www.hawaii247.com/2011/12/15/att-has-major-cellphone-service-
interruption-in-kona-thursday-dec-15/ 

For more stories, see items 20, 42, 43, and 44  
 
[Return to top]  

Commercial Facilities Sector 

48. December 15, NorthJersey.com – (New Jersey) Bomb squad called to disable device 
found at Ringwood shopping center. An officer’s investigation into a faulty brake 
light ended in the evacuation of a Ringwood, New Jersey shopping center and the arrest 
of a man accused of making a bomb found in the car December 14, authorities said. 
The officer followed the car as it drove into the Fieldstone shopping center where it 
parked, and the officer kept driving a short distance until his computer showed the 
license plate was stolen off another vehicle. The officer went back to the parked car and 
found what appeared to be a 4-inch pipe bomb made from a white PVC pipe with a 
fuse. Police called the sheriff’s office bomb squad during the hours-long investigation. 
Police shut down the shopping center for 3 hours. The bomb squad disabled the device, 
rendering it safe. Investigators did not find any additional explosives in the car and did 
not immediately find the car’s owner. Detectives went to the home where the owner 
rents a room and found PVC piping, black powder, and fuse-making material similar to 
the fuse on the bomb in the car, the chief said. The suspect, whom investigators said 
was hiding in the woods behind the shopping center, contacted police, and turned 
himself in. 
Source: 
http://www.northjersey.com/news/crime_courts/Bomb_squad_called_to_disable_devic
e_found_at_Ringwood_shopping_center.html 

49. December 15, Cleveland Daily Banner – (Tennessee) Plant blaze ruled 
arson. Investigators with the Cleveland, Tennessee Fire Department and the Tennessee 
Bomb and Arson division continued December 14 to dig through rubble left by a fire 
which destroyed the old Cleveland Chair Co. building the week of December 5. The 
cause of the fire has been determined to be arson. Tons of bricks, twisted metal, and 
wood are on the ground outside and inside the remains of the 100-year-old structure. 
The director of human resources for Jackson Furniture Co., which owns the property, 
said the site presents many dangers. A section of a road was shut down December 15 to 
through-traffic as investigators utilized heavy equipment to clean out the area where the 
fire was thought to have originated. 
Source: http://www.clevelandbanner.com/view/full_story/16795239/article-Plant-
blaze-ruled-arson?instance=main_article 

50. December 15, WTVT 13 Tampa Bay – (Florida) At ice rink, carbon monoxide leak 
found. Largo Fire Rescue and the Clearwater Ice Arena in Clearwater, Florida agree 
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carbon monoxide sensors are needed, WTVT 13 Tampa reported December 15. On 
December 14, the private hockey rink was evacuated and 23 children were treated with 
oxygen. Four of those children were transported to hospitals after carbon monoxide 
built up to dangerous levels. The fumes were traced to faulty gaskets in a giant gas-
burning dehumidifier. The machine is outside the building and the gaskets are supposed 
to stop fumes from getting inside. The arena briefly re-opened December 15 but was 
closed again by fire officials. Large fans were used to pull out the remaining tainted air. 
The facility was then reopened. 
Source: http://www.myfoxtampabay.com/dpp/news/local/pinellas/at-ice-rink-carbon-
monoxide-leak-found-12152011 

For more stories, see items 12, 28, and 51  
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National Monuments and Icons Sector 
 

Nothing to report 
 
[Return to top]  

Dams Sector 

51. December 16, Cincinnati Enquirer – (Indiana) Crews shore up dam at Hidden Valley 
Lake. Crews were expected to complete repairs December 16 on the Hidden Valley 
Lake dam in Indiana that holds back 2 billion gallons of water, said the manager of the 
private community of 1,830 homes and nearly 5,400 residents. “There is absolutely no 
water coming out of the dam,” the manager said. Soil on the ”dry” side of the earthen 
dam, 200 feet away from the lake shore, had slipped in a “miniature landslide,” he said. 
Engineers confirmed there was no problem with the integrity of the dam, and that the 
slippage affected only the surface, the manager noted. The slippage was blamed on this 
year’s record-breaking rainfall. A maintenance man noticed the slippage near the lake’s 
southeast side December 6. The repair process required crews to remove water-soaked 
soil and replace it with new soil that is being formed into step-like ledges. Topsoil was 
added to the surface, along with grass seed and coconut-and-straw erosion mats. The 
earthen dam along the 150-acre lake is the largest of its kind built in Indiana by a 
private community, the manager said. 
Source: 
http://communitypress.cincinnati.com/article/AB/20111215/NEWS01/312150204/Cre
ws-shore-up-dam-Hidden-Valley-Lake?odyssey=mod|newswell|text|communities|s 

52. December 15, KFVS 12 Cape Guirdeau – (Missouri) New Madrid city leaders 
keeping close eye on flooding. The city of New Madrid, Missouri, was closely 
watching flooding in the area, KFVS 12 Cape Girardeau reported December 15. 
According to the city administrator, crews were in emergency mode most of the week 
of December 12. The city said the levee wall that surrounds a lagoon in New Madrid 
County was beginning to slide, and it has gotten worse because of recent flooding in 
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the area. The lagoon area was affected by flooding in the spring of 2011. 
Source: http://www.kfvs12.com/story/16333315/corps-in-new-madrid-county-
opertating-in-emergency-mode 
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