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Top Stories 

• A Security Metrics study of computer storage systems used by 2,736 merchants found they 
stored unencrypted data on more than 378 million credit cards. – Softpedia (See item 12)  

• Two doctors who own a mental health clinic in Houston were charged for trying to bilk 
Medicare out of more than $90 million for treatments that were unnecessary, and in some 
cases, never provided. – Houston Chronicle (See item 28)  
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: LOW, Cyber: LOW 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. December 14, Bloomberg – (National) BP oil spill shows blowout systems need 
redesign, panel says. Blowout preventers, which are supposed to seal off an oil well in 
an emergency, must be redesigned to prevent failures like the one in 2010 at BP Plc’s 
Macondo well in the Gulf of Mexico, according to the final report of a technical panel. 
The U.S. government and the energy industry “misplaced trust” in the ability of 
blowout preventers to act as fail-safe mechanisms, a committee of the National 
Academy of Engineering and National Research Council said in a report December 14. 
The 57-foot valve systems, which stand atop deep-water wells, were not designed or 
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tested for the conditions that existed when the Macondo well exploded, the report 
found. A blowout at the Macondo well in April 2010 killed 11 workers aboard 
Transocean Ltd.’s Deepwater Horizon drilling rig off the coast of Louisiana, causing it 
to sink and resulting in the biggest offshore U.S. oil spill in history. An estimated 4.9 
million barrels of crude went into the Gulf while operators fought for 87 days to seal 
the well. If the blowout preventer had cut off the flow of oil and gas from the well, the 
rig might not have sunk and the spill probably would have been smaller, the report 
found. 
Source: http://www.businessweek.com/news/2011-12-14/bp-oil-spill-shows-blowout-
systems-need-redesign-panel-says.html 

2. December 13, Associated Press – (Nebraska) Neb. pipeline spill much smaller than 
estimated. The estimated size of the mess created after a bulldozer ruptured two fuel 
pipelines has been reduced considerably, but the 119,028-gallon spill remains one of 
the worst in Nebraska. Pipeline operator Magellan Midstream Partners cut its estimate 
of the spill’s size December 12 to less than half its original 252,000-gallon estimate. 
The spill that started December 10 included gasoline, diesel, and jet fuel. The pipeline 
southwest of Nemaha has been repaired and resumed operations. However, the cleanup 
of spilled fuel will take longer because some soil will have to be replaced and a nearby 
creek must be cleaned up. This incident remains the biggest pipeline spill in Nebraska 
since 2001. 
Source: http://www.businessweek.com/ap/financialnews/D9RJP5B80.htm 

For more stories, see items 16, 26, and 30  
 
[Return to top]  

Chemical Industry Sector 

3. December 15, Lewiston Sun Journal – (Maine) Derailed train car spills sodium 
chloride in Rumford. A Pan Am Railways car derailed near Rumford, Maine, 
December 14, causing about 20 gallons of sodium chloride to leak out, officials said. 
The Rumford fire chief said the department responded at about 2 p.m. to the railroad 
property near Smith Crossing on Route 108. “A train car was derailed and part of the 
rail punctured an unloading valve causing the leak,” he said. The fire department set up 
an isolation zone of 300 feet. Pan Am contracted ENPRO Environmental to assist in the 
cleanup. By 8:30 p.m., the fire department had left, but an ENPRO agent was still on 
the scene cleaning up. The fire chief said the Maine Department of Environmental 
Protection was notified of the spill. 
Source: http://www.sunjournal.com/news/river-valley/2011/12/15/derailed-train-car-
spills-sodium-chloride-rumford/1128522 

4. December 15, Tulsa World – (Oklahoma) Acid leak reroutes traffic; residents 
evacuated. A tanker truck leaking hydrochloric acid caused authorities to close the 
Turner Turnpike near Sapulpa, Oklahoma, and evacuate the area for nearly 6 hours 
December 14. The truck driver noticed the leak and notified authorities, a Sapulpa 
police major said. It was unclear how long the tank had been leaking or how much of 
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the 4,500 gallons of acid it had contained made it onto the roadway, an Oklahoma 
Highway Patrol (OHP) lieutenant said. Officials closed the turnpike and began 
evacuating homes and businesses about 2:40 p.m. The OHP had reopened all lanes by 
8:30 p.m., and people were allowed back into the evacuated area. The evacuation 
affected about 500 people, the police major said. Hazardous material crews determined 
the leak was caused by a loose fitting. They contained the leak about 6:30 p.m. while 
awaiting the arrival of a second truck, onto which the remaining acid was transferred. 
Source: 
http://www.tulsaworld.com/news/article.aspx?subjectid=11&articleid=20111215_82_A
10_ULNSof222040 

For more stories, see items 23 and 26  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

5. December 15, Chattanooga Times Free Press – (Tennessee) NRC flags Sequoyah 
plant over shutdowns. Federal regulators gave the Sequoyah Nuclear Plant near 
Soddy-Daisy, Tennessee, a “white” safety finding — the first level of safety concerns 
that triggers stepped up federal inspections, the Chattanooga Times Free Press reported 
December 15. Sequoyah received notice of the finding in a November letter from the 
Nuclear Regulatory Commission after the plant’s Unit 1 reactor had its fourth 
unplanned “scram” — or shutdown — in less than a year. A fifth shutdown occurred in 
the reactor after the plant had moved into the white rating, a Tennessee Valley 
Authority spokesman acknowledged. 
Source: http://timesfreepress.com/news/2011/dec/15/nrc-flags-sequoyah-plant-over-
shutdowns/ 

6. December 15, Associated Press – (International) Slovaks hold 7 suspected of 
radioactive sale plan. Slovak police said December 15 that they have arrested seven 
men suspected of planning to sell an unspecified radioactive material. A police chief 
said the material originated in a former Soviet country, has an estimated value of 
$649,650, and had not yet been transported to Slovakia. Six suspects are Slovak 
nationals and one is a Czech. Slovak and Czech police, who have followed the group 
since 2009, cooperated in the arrests. The Slovak police chief declined to give more 
details, including what the material was and who may want to buy it. The suspects face 
up to 10 years in prison if convicted of illegal trade with radioactive materials. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5gTxVaQmRfbvXEaVabrRVIW
NB0bOw?docId=07b9548d3e9b4eeebb6e500bc880f2c3 

[Return to top]  
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Critical Manufacturing Sector 

7. December 15, U.S. Department of Transportation – (National) NHTSA recall notice - 
Ford F-series theft protection standard violation. Ford announced December 15 the 
recall of 16,091 model year 2011 F-150 vehicles manufactured from September 9 
through September 22, and model year 2012 F-250, F-350, F-450, and F-550 Heavy 
Duty vehicles manufactured from September 12through September 22. These vehicles 
fail to comply with the requirements of federal motor vehicle safety standards 
regarding theft protection. The transmission can be shifted out of the park position 
without pressing the brake pedal due to a brake shift interlock switch problem. This 
will allow the operator to inadvertently shift the vehicle into gear without the brake 
pedal being depressed, increasing the risk of a crash or injury to a nearby pedestrian. 
Ford will notify owners, and dealers will inspect the brake shift interlock switch 
function and replace the switch if necessary. 
Source: http://www-
odi.nhtsa.dot.gov/recalls/recallresults.cfm?start=1&SearchType=QuickSearch&rcl_ID=
11V582000&summary=true&prod_id=1033769&PrintVersion=YES 

8. December 15, U.S. Department of Transportation – (National) NHTSA recall notice - 
Nissan Juke turbocharger boost sensor bracket. Nissan announced December 15 the 
recall of 28,294 model year 2011 Nissan Juke vehicles manufactured from April 9, 
2010 through May 12, 2011. The turbocharger boost sensor bracket may separate from 
the air inlet tube due to a defective weld. If the bracket comes off, the vehicle could 
stall without warning, increasing the risk of a crash. Nissan will notify owners, and 
dealers will check the lot number on the air inlet tube and replace it if necessary. 
Source: http://www-
odi.nhtsa.dot.gov/recalls/recallresults.cfm?start=1&SearchType=QuickSearch&rcl_ID=
11V583000&summary=true&prod_id=975794&PrintVersion=YES 

9. December 14, U.S. Department of Labor – (Texas) US Department of Labor’s OSHA 
cites Boomerang Tube in Liberty, Texas, following severe injuries to three 
workers. The U.S. Department of Labor’s Occupational Safety and Health 
Administration (OSHA) December 14 cited Boomerang Tube LLC for six willful, nine 
serious, and one other-than-serious violation at the company’s facility in Liberty, 
Texas, where three employees were seriously injured within 5 months. The OSHA 
began an investigation June 14 in response to a complaint from one of the injured 
employees that workers faced unsafe conditions while operating cranes and slitter, 
rolling, and thread machines; performing service and maintenance work; and stacking 
and loading pipes in the yard and on trucks at the company’s work site. The willful 
violations were cited for failing to repair a damaged under-hung crane; ensure the use 
of lockout/tagout procedures to control the energy sources of equipment; and provide 
the required machine guarding on the pipe-manufacturing line. The serious violations 
include failing to repair defective hook latches on operating cranes; ensure the facility 
was clear of trip and fall hazards; and failing to ensure that loads did not exceed the 
rated capacity of industrial trucks. 
Source: 
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http://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEAS
ES&p_id=21516 

[Return to top]  

Defense Industrial Base Sector 

10. December 14, Military Times – (International) Balance issue contributed to Libya F-
15 crash. An F-15E crashed in Libya March 21 in part because of a lack of balance on 
the aircraft, as well as the pilot conducting a maneuver at untested altitude, U.S. Air 
Forces in Europe (USAFE) announced December 13. An accident investigation board 
found the Strike Eagle departed from controlled flight because it “exceeded the critical 
angle of attack,” according to a USAFE news release. Although the pilot was 
performing an acceptable maneuver, he performed it at an altitude that had never been 
tested. Lateral asymmetry — an unbalanced aircraft — was also faulted. The pilot and 
his weapons system officer successfully ejected in rebel-held territory east of Benghazi. 
What remained of the aircraft was destroyed so foreign forces could not salvage it later, 
according to the release. 
Source: http://www.militarytimes.com/news/2011/12/air-force-f-15-board-maneuver-
resulted-libya-crash-121411w/ 

11. December 14, Defense News – (National) USAF board blames pilot, not oxygen 
system, in F-22 crash. A U.S. Air Force Accident Investigation Board (AIB) report is 
blaming the November 16, 2010, crash of an F-22 Raptor on the pilot who died in the 
mishap, despite a malfunction of the jet’s bleed air intakes, which caused an automatic 
shutdown of multiple aircraft systems, including the primary oxygen system, Defense 
News reported December 14. An aircraft’s engine bleed air system extracts air from a 
jet engine’s compressor section to generate power and supply gases for the life-support 
system, among other aircraft systems. The AIB report confirms Defense News’ 
September 8 report, in which an industry source and a pilot both said a bleed air 
malfunction caused the crash by shutting down the oxygen system. The AIB, however, 
places the blame on the pilot for not reacting quickly enough to activate the jet’s 
emergency oxygen system or recover from a dive he inadvertently entered into as he 
struggled to regain his air supply. The F-22’s on-board oxygen generating system, 
which supplies breathing air to the pilot and has been under investigation for most of 
2011, did not malfunction and was not a contributing factor, the report said. However, 
the crucial device did shut down because of the bleed-air problem. 
Source: http://www.defensenews.com/story.php?i=8568683&c=AME&s=AIR 

[Return to top]  

Banking and Finance Sector 

12. December 15, Softpedia – (International) Hackers feast on unencrypted credit card 
data stored by merchants. A report released by Security Metrics December 15 states 
the number of merchants that store customer credit card data in an unencrypted form is 
higher than ever. The latest Merchant Data Security Report reveals that 71 percent of 
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the businesses that participated in the study stored unencrypted credit card data, and 
many were highly vulnerable to SQL injection attacks. With the use of a tool called 
PANscan, Security Metrics scanned the systems of 2,736 merchants, including hard 
drives, networks, and attached storage devices in search of unencrypted primary 
account numbers (PAN) and magnetic stripe track data. The scan found a total of 
378,748,700 cards, which translates into an 8 percent increase when compared to 2010. 
Old, non-PCI compliant, payment applications are problematic and easy to hack, but 
new payment systems can turn out to be just as insecure if they are not configured 
correctly. Other problems emerge from the improper removal of payment-information-
containing files. Many believe if they delete a file, it is as good as gone, but this is not 
the case. Even if the information is not available for the user, hackers can easily recover 
it from the device’s unassigned storage space. While a large part of the sensitive data is 
stored unknowingly by employees who are just not trained to handle sensitive data, in 
many situations merchants do not bother to make sure the data is safely tucked away 
from malicious cybercriminal operations. 
Source: http://news.softpedia.com/news/Hackers-Feast-on-Unencrypted-Credit-Card-
Data-Stored-by-Merchants-240850.shtml 

13. December 15, NewsCore – (International) Parcel bomb intercepted at public office 
in Rome. Authorities intercepted a parcel bomb December 15 at a branch of Italy’s tax-
collecting organization Equitalia, almost a week after another parcel bomb exploded at 
a separate branch in Rome. The device was handed over to police for further 
investigation, the ANSA news agency reported. Experts examining the package had 
found a “dark powder inside [the parcel],” a police spokesman told Agence France-
Presse The parcel bomb discovery follows two recent similar incidents, one at another 
Equitalia branch in Rome. The Italian far-left group Federazione Anarchia Informale 
(Informal Anarchist Federation), also known as FAI, claimed responsibility for sending 
a bubble-wrapped parcel bomb to an Equitalia branch December 9. The director who 
opened the parcel bomb suffered burns to his right hand. The group also claimed 
responsibility for sending a parcel bomb addressed to the CEO of Deutsche Bank in 
Frankfurt on December 7. That bomb was intercepted by authorities, who confirmed it 
contained explosives and shrapnel. In claiming responsibility for the Frankfurt attack, 
the FAI said it would target “banks, bankers, ticks and bloodsuckers” with three 
attacks. 
Source: http://www.myfoxphoenix.com/dpps/news/parcel-bomb-intercepted-at-public-
office-in-rome-dpgonc-20111215-fc_16395158 

14. December 14, Washington Post – (District of Columbia.; New Jersey) D.C. lawyer 
pleads guilty to securities fraud. A Washington, D.C. lawyer who was recorded 
plotting to cover up an insider trading scheme, pleaded guilty December 14 to 
securities fraud, obstruction of justice, and other charges. He was charged with stealing 
and passing to co-conspirators inside information from some of the nation’s most 
prominent corporate law firms, where he was employed — Cravath Swaine & Moore, 
Skadden Arps, Fried Frank, and Wilson Sonsini. The scheme lasted 17 years and netted 
more than $37 million in illicit profits, the U.S. attorney’s office in Newark, New 
Jersey, said. The man’s lawyer said his client received less than $2 million, but thought 
he was being given roughly a third of the proceeds. Two co-conspirators previously 
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pleaded guilty. In a recorded phone call in March, when investigators were closing in, 
the defendant told the middleman to get rid of a phone he had used. According to a 
court filing, he was also recorded saying he got rid of his computer and an iPhone he 
had used to look up stock quotes. The man has given the government information about 
others he had reason to believe may have engaged in insider trading, including a 
lawyer, his attorney said. He has agreed to forfeit $415,000. 
Source: http://www.washingtonpost.com/business/economy/dc-lawyer-pleads-guilty-
to-securities-fraud/2011/12/14/gIQAL0kluO_story.html 

15. December 14, Des Moines Register – (Iowa) Two metro developers indicted for 
bank fraud. Two prominent Des Moines, Iowa developers were indicted December 14 
for bank and wire fraud by a federal grand jury. The men were each accused of two 
counts of bank fraud, and seven counts of wire fraud, prosecutors said during a hearing. 
They noted a federal grand jury indicted the two men in November. The men were 
arraigned December 14 in federal court, where they entered not guilty pleas, and were 
released on the own recognizance. The two men were partners in the Oaks 
Development Co., which once was one of the largest development companies in the 
state. If convicted, they face a maximum penalty of 30 years in prison, and a $1 million 
fine on each of the nine counts. The Des Moines Register reported in 2009 that one of 
the men and other area developers were under investigation for fraud related to bank 
loans for various commercial and residential real estate projects during the boom in 
home and commercial construction. He filed for bankruptcy in 2009, but then asserted 
his right against self-incrimination 73 times with no explanation in a court hearing. 
After that, a judge dismissed his bankruptcy petition, citing a federal law forbidding a 
debtor from unreasonable delays in providing financial information to creditors as well 
as the bankruptcy trustee. In 2008, at least a dozen banks filed lawsuits seeking 
payment and property from Oaks Development. Lenders claimed they were owed about 
$21 million and sought foreclosure on at least 70 pieces of property, which included 
three large pieces of undeveloped land, three condominium projects, about 20 homes, 
17 lots, and other commercial properties in the Des Moines metro area. 
Source: 
http://www.desmoinesregister.com/article/20111214/NEWS/111214032/0/AMES/?ody
ssey=nav|head 

For more stories, see items 22 and 41  
 
[Return to top]  

Transportation Sector 

16. December 14, Los Angeles Times – (California) Freeway explosion: Tanker truck 
fire so hot it exploded concrete. The fire that erupted after a tanker truck exploded on 
the 60 Freeway near Montebello, California was so hot it caused a concrete overpass to 
explode, authorities said December 14. The Montebello fire chief said the truck driver 
reported his rear trailer ablaze before he came to a stop under the Paramount Boulevard 
bridge. The fire escalated, causing extremely high temperatures and he was forced to 
abandon the truck before he could pull completely off to the side of the freeway. The 
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driver and a passenger were able to escape, authorities said. A California Highway 
Patrol (CHP) official said a passing motorist saw the flames and called 911. The 
freeway was shut down between the 605 and 710 freeways, and it would be several 
hours before it reopened. “Traffic isn’t going to flow through here anytime soon,” a 
CHP officer said. “The bridge’s integrity is something of great concern.” The fire chief 
said California Department of Transportation officials will examine the bridge once 
firefighters and haz-mat experts determine it is safe. Her said several times since the 
initial blaze, the tank reignited. The Montebello city manager said the bridge 
substructure has damage. 
Source: http://latimesblogs.latimes.com/lanow/2011/12/60-freeway-shut-for-commute-
as-tanker-fire-causes-concrete-overpass-to-explode.html 

17. December 14, WTTG 5 District of Columbia – (Maryland) Driver purposely crashes 
bus into building. A veteran Prince George’s County, Maryland bus driver, was 
arrested after police said she purposely crashed her school bus into a portable building 
on the bus lot, December 14. Three of her coworkers inside the lounge were injured and 
taken to the hospital. Sources said the driver went to her supervisor December 7 
reporting that her coworker was harassing her. On December 9, her supervisor and 
school leaders met with her and her coworker. They told her during their investigation 
they did not find any evidence of harassment. So, on December 12 the driver went to 
court to get a peace order against the co-worker. “The judge dismissed the case. It is 
our understanding that she was upset about the case,” said a Prince George’s county 
police spokeswoman. While she was in court, the coworker she was upset with was 
transferred to another location. The school district said the driver has been placed on 
administrative leave without pay pending the outcome of the investigation. 
Source: http://www.myfoxdc.com/dpp/news/maryland/driver-purposely-crashes-bus-
into-building-121411 

18. December 14, KJTV 34 Lubbock – (Texas) LIA flights back on schedule despite an 
FAA system being down. Airline flights into and out of Lubbock Preston Smith 
International Airport in Lubbock, Texas are back on schedule for the most part, thanks 
to improving weather conditions, KJTV 34 Lubbock reported December 14. However, 
the Federal Aviation Administration’s (FAA) Instrument Landing System (ILS) 
equipment was still offline, as it has been since December 12. An FAA spokesperson 
said tests indicate there is likely some kind of radio interference disrupting the ILS 
signal. He said all the moisture in the air December 12-13 seemed to make the 
problems worse. The spokesperson said the ILS will remain out of operation until 
technicians can pinpoint the source of the problem. 
Source: http://www.myfoxlubbock.com/news/local/story/Lubbock-LDA-FAA-ILS-
lynn-lunsford/SrVYRBh2f0aqo4DZOK_2Wg.cspx 

19. December 14, Allentown Morning Call – (New Jersey; New York) Lincoln Tunnel: 
Overturned tractor-trailer on Route 495 cleared; 30-minute delays 
continuing. Delays into New Jersey at the Lincoln Tunnel have dissipated after a 
tractor-trailer overturned just after 5 a.m. December 14 on the Route 495 Westbound 
Helix in New Jersey, just west of the tunnel. The Helix was closed and traffic detoured, 
causing 30-45 minute delays for traffic heading into the city. There were 30-minute 

http://latimesblogs.latimes.com/lanow/2011/12/60-freeway-shut-for-commute-as-tanker-fire-causes-concrete-overpass-to-explode.html�
http://latimesblogs.latimes.com/lanow/2011/12/60-freeway-shut-for-commute-as-tanker-fire-causes-concrete-overpass-to-explode.html�
http://www.myfoxdc.com/dpp/news/maryland/driver-purposely-crashes-bus-into-building-121411�
http://www.myfoxdc.com/dpp/news/maryland/driver-purposely-crashes-bus-into-building-121411�
http://www.myfoxlubbock.com/news/local/story/Lubbock-LDA-FAA-ILS-lynn-lunsford/SrVYRBh2f0aqo4DZOK_2Wg.cspx�
http://www.myfoxlubbock.com/news/local/story/Lubbock-LDA-FAA-ILS-lynn-lunsford/SrVYRBh2f0aqo4DZOK_2Wg.cspx�


 - 9 - 

delays heading west out of the city due to volume. New Jersey Transportation 
Department reported the volume of vehicles diverting from the Lincoln Tunnel also 
caused delays of up to 30 minutes at the Holland Tunnel. As of 8:20 a.m., the Helix had 
reopened and New Jersey Transit Bus resumed its normal schedule. The tractor-trailer 
accident forced some buses to divert to Secaucus Junction Rail Station and transfer 
passengers to New Jersey Transit Rail. 
Source: http://www.mcall.com/news/traffic/alerts/mc-lincoln-tunnel-route-495-tractor-
trailer-overtu-20111214,0,884615.story 

For more stories, see items 2, 3, 4, and 30  
 
[Return to top]  

Postal and Shipping Sector 
 

Nothing to report 
 
[Return to top]  

Agriculture and Food Sector 

20. December 15, Food Safety News – (California) Charges filed in SF food safety 
certification scam. Two former San Francisco Department of Public Health employees 
have been accused of soliciting fees, allegedly in exchange for helping restaurant and 
food service managers cheat on exams to gain state-required food-handler certification, 
the San Francisco Chronicle and other California news outlets reported December 14. 
The district attorney and city attorney announced that felony bribery charges were filed 
against two men, who they claim sought payments of about $100 to $200 to help some 
350 restaurants managers pass the certification tests. The pay-to-pass scheme, which 
reportedly occurred over 18 months in 2007 and 2008, was disclosed by a restaurant 
whistleblower to the health department, which notified the city attorney. The case was 
then turned over to the district attorney. The suspects were fired, following an 
investigation, and the food-safety certifications they had approved were invalidated. 
Because some restaurant employees who allegedly paid the suspects thought the fees 
were legitimate, they will not be prosecuted, the officials said. 
Source: http://www.foodsafetynews.com/2011/12/ex-inspectors-charged-in-sf-food-
safety-certification-bribe-scam/ 

21. December 15, Food Safety News – (National) Allergen alert: Egg in Korean rice 
cakes. Rhee Bros. of Hanover, Maryland, is recalling 8-ounce packages of Assi brand 
Korean Cake (Gyeong Dan) because they contain undeclared egg as an ingredient, 
Food Safety News reported December 15. Sampling by New York state food inspectors 
discovered that labels did not reveal the presence of egg. The recalled 8-ounce Assi 
brand Korean Cakes are packaged in plastic wrap on a tray. The cakes were distributed 
nationwide to Asian retail food stores. 
Source: http://www.foodsafetynews.com/2011/12/allergen-alert-egg-in-korean-rice-
cakes/ 
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22. December 14, seattlepi.com – (Washington) Prosecutors: Hacker stole Seattleites’ 
credit card info for drug money. A Seattle grand jury indicted a Maryland man 
accused of hacking into the credit card systems of several Seattle businesses and using 
stolen funds to fuel his heroin addiction, seattlepi.com reported December 14. 
Currently in inpatient treatment for drug addition, the man is facing federal hacking 
charges related to a string of high-tech thefts from Seattle restaurant-goers. Federal 
prosecutors in Seattle contend he was selling credit card information through an online 
black market while also using the cards himself. A search of computer equipment tied 
to him allegedly uncovered information stolen from 4,800 credit cards, as well as 
dozens of malicious software programs meant to enable theft. Asserting the suspect 
may have had help, a Seattle detective said those responsible for the thefts planted 
malicious software – malware — into the computer systems at several businesses. The 
malware then relayed customers’ credit card information to a server allegedly 
controlled by the suspect. 
Source: http://www.seattlepi.com/local/article/Prosecutors-Hacker-traded-Seattleites-
stolen-2403725.php 

[Return to top]  

Water Sector 

23. December 15, New Castle News Journal – (Ohio) Pollution woes worsen at site near 
Del. City. Federal scientists discovered a new pollution plume from the massively 
contaminated former Metachem Products plant near Delaware City, Ohio, increasing 
the urgency of an attempt to map groundwater flows around the area, the New Castle 
News Journal reported December 15. Well tests on a separate property west of the 
former chlorinated benzene plant found contamination hundreds of times higher than 
federal drinking-water limits about 150 feet below ground in an area that officials once 
insisted was safe and beyond the range of plant spills. The contamination was found as 
federal scientists continue to pore over results of a groundwater “stress test” around the 
plant, the latest phase of a $100 million-and-rising cleanup. The cleanup effort focused 
on protecting the Potomac Aquifer, which provides drinking water to millions of people 
in the coastal mid-Atlantic. Regulators have banned the use of groundwater anywhere 
in the vicinity. Residents in the area have their drinking water piped in from distant 
public supplies. The U.S. Geological Survey (USGS) led an effort aimed to duplicate 
an “inconclusive,” partially completed 1990 test of deep aquifer vulnerability to surface 
spills financed by Standard Chlorine of Delaware, the toxic chemical plant’s original 
owner. A USGS researcher recommended the new tests based on concern about 
unknown groundwater connections and pollution threats to “existing and future public 
water supplies” that tap more distant portions of the deep Potomac Aquifer. 
Source: 
http://www.delawareonline.com/article/20111215/NEWS08/112150325/Pollution-
woes-worsen-at-site-near-Del-City?odyssey=tab|mostpopular|text|FRONTPAGE 

24. December 14, Gaithersburg Gazette – (Maryland) Frederick sewage spill caused by 
explosion. The 3.5 million gallons of raw sewage that spilled out of a Frederick, 
Maryland wastewater treatment plant and into Carroll Creek December 11 was caused 
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by an underground explosion, according to city officials. The deputy director of the 
city’s department of public works said in an e-mail the 9-hour spill is still under 
investigation, but that it was caused by an underground explosion inside an electrical 
conduit that interrupted electrical service to the plant. That disruption caused a failure 
in the plant’s ability to pump or treat the sewage, he wrote. He did not say what caused 
the explosion. The spill has no effect on the city’s water supply, and signs have been 
placed in the area of the spill to let residents know to avoid the area. The spill occurred 
about a mile downstream of where the city withdraws its drinking water out of the 
Monocacy River. 
Source: http://www.gazette.net/article/20111212/NEWS/712129931/1009/frederick-
sewage-spill-caused-by-explosion&template=gazette 

25. December 14, KXAS 5 Dallas-Fort Worth – (Texas) Sewer break in McKinney 
makes mess. A sewer line break in McKinney, Texas, unleashed what city officials 
estimated was about 100,000 gallons of household wastewater into Rowlett Creek, 
KXAS 5 reported December 14. The McKinney wastewater superintendent said he 
believes it is the largest break the city has ever reported, and blamed erosion along the 
riverbank for the issue with the pipe. The mess was contained and the final piece of the 
new line will be installed by the end of the week. Officials reported no evidence of a 
fish kill or other problems. The superintendent said he believes the wastewater was 
diluted by the normal creek flow. The Texas Commission on Environmental Quality 
was notified of the incident. 
Source: http://www.nbcdfw.com/news/local/Sewer-Break-in-McKinney-Makes-Mess-
135621163.html 

26. December 14, Reuters – (National) Coal ash taints 20 U.S. sites: report. Toxic 
contamination from coal ash, a waste product of coal-fired power plants, has been 
detected in groundwater and soil at 20 sites in 10 states, an environmental watchdog 
group reported December 13. These sites are the latest to contribute to a total of 157 
identified by the U.S. Environmental Protection Agency (EPA) and the Environmental 
Integrity Project, which released the report. Most states do not require ash ponds to be 
lined, have any construction standards, or any monitoring or cleanup requirements, the 
report’s editor said, adding that almost half the wastes from coal-burning in the United 
States are dumped this way. Nineteen of the 20 newly identified sites show 
groundwater contaminated with arsenic or other toxic metals exceeding the maximum 
contaminant level listed in the Safe Drinking Water Act. The 20th site showed 
contaminated soil with arsenic 900 times the federal screening level for site cleanups, 
the report said. 
Source: http://www.reuters.com/article/2011/12/14/us-coal-ash-report-
idUSTRE7BD2D220111214 

27. December 13, Associated Press – (Nevada) Las Vegas health officials test stool 
samples amid claims of tainted water at marathon. Health officials are testing stool 
samples from runners in the Rock ‘n’ Roll Marathon in Las Vegas who said water 
passed out during the race made them sick. The Las Vegas Review-Journal reported 
Southern Nevada Health District officials are testing for stomach flu and other diseases, 
and expect results later the week of December 12. Dozens of participants posted stories 
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on Facebook about nausea, vomiting, and severe stomach pain after the December 4 
race. Race organizers had filled lined buckets with hydrant water, which was used to 
fill cups offered to racers along the course. Some runners complained the water tasted 
odd or unclean. Las Vegas Valley Water District officials said the hydrant water was 
tested and found to be safe days before the race. The event drew 44,000 runners. 
Source: http://www.washingtonpost.com/national/health-science/las-vegas-health-
officials-test-stool-samples-amid-claims-of-tainted-water-at-
marathon/2011/12/13/gIQAh7lZsO_story.html 

[Return to top]  

Public Health and Healthcare Sector 

28. December 14, Houston Chronicle – (Texas) 3 arrested in $90 million Medicare fraud 
scheme. Two physicians and owners of Spectrum Care, a Houston mental health 
program, were arrested December 14, charged with trying to bilk Medicare out of $90.4 
million for treatments from 2006 that “were not medically necessary, and in some 
cases, never provided,” federal authorities contend. Both physician were charged in the 
alleged phony treatment scheme, which involved kickbacks to the owner of an assisted 
living facility in exchange for finding and funneling patients to the clinic. The assisted 
living facility owner was also arrested December 14. All three are charged with 
conspiracy to commit health care fraud and conspiracy to pay and receive illegal health 
care kickbacks. Since 2006, the doctors had been submitting bills to Medicare for 
supposed treatment at their “partial hospitalization program,” known as a PHP. The 
arrests come just 2 months after a Houston Chronicle investigation uncovered hundreds 
of millions in Medicare dollars spent to shepherd mentally fragile Texans by 
ambulance to mental health clinics and PHPs where patients claimed they watched TV 
and ate junk food. The indictment accused all three defendants of paying Medicare 
beneficiaries cash and cigarettes if they came to Spectrum. Spectrum is one of nearly 
two dozen community mental health centers and PHPs in Harris County that have 
collected millions in Medicare dollars, but require no license to operate in Texas, the 
Chronicle’s investigation in October found. The patients are mostly poor, and live in 
personal care homes, assisted living facilities or apartments arranged by caretakers and 
caseworkers. The arrests were part of a larger operation involving many agencies, 
including the FBI, U.S. Health and Human Services’ Office of Inspector General, the 
Texas Attorney General’s Medicaid Fraud Unit, and the U.S. Attorney’s Office for the 
Southern District of Texas. 
Source: http://www.chron.com/news/houston-texas/article/3-arrested-in-90-million-
Medicare-fraud-scheme-2403896.php 

29. December 13, KPIC 4 Roseburg – (Oregon) Arrest made in hospital bomb 
scare. Roseburg, Oregon, police arrested a man December 12 and charged him with 
possession of a hoax destructive device and disorderly conduct for placing a hoax bomb 
in the ladies bathroom at Mercy Hospital last week. Roseburg police had searched the 
hospital floor by floor last week after an employee found what appeared to be a bomb 
in the women’s restroom in an administrative area of the hospital. The Oregon State 
Police Bomb Squad took the device to Medford, where it was destroyed. 

http://www.washingtonpost.com/national/health-science/las-vegas-health-officials-test-stool-samples-amid-claims-of-tainted-water-at-marathon/2011/12/13/gIQAh7lZsO_story.html�
http://www.washingtonpost.com/national/health-science/las-vegas-health-officials-test-stool-samples-amid-claims-of-tainted-water-at-marathon/2011/12/13/gIQAh7lZsO_story.html�
http://www.washingtonpost.com/national/health-science/las-vegas-health-officials-test-stool-samples-amid-claims-of-tainted-water-at-marathon/2011/12/13/gIQAh7lZsO_story.html�
http://www.chron.com/news/houston-texas/article/3-arrested-in-90-million-Medicare-fraud-scheme-2403896.php�
http://www.chron.com/news/houston-texas/article/3-arrested-in-90-million-Medicare-fraud-scheme-2403896.php�


 - 13 - 

Source: http://www.kval.com/news/local/Arrest-made-in-hospital-bomb-scare-
135508663.html 

[Return to top]  

Government Facilities Sector 

30. December 14, Edmond Sun – (Oklahoma) Couple faces military jet fuel theft 
charge. A federal grand jury indicted an Oklahoma couple for conspiracy to steal jet 
fuel and defraud the United States, the Edmond Sun reported December 14. The 
indictment claims Latimer Trucking, owned and operated by a male defendant, 
subcontracted to provide several drivers and trucks capable of hauling about 7,500 
gallons of jet fuel from facilities in the state to various military bases. The other, female 
defendant was employed by Latimer and kept the business and payroll records. It is 
alleged Latimer’s drivers made an average of two deliveries per truck per day to 
designated military bases and that Latimer’s trucks, which normally burn diesel fuel, 
can also operate on jet fuel. The JP-8 jet fuel contains a fuel system icing inhibitor used 
by military aircraft. Without JP-8’s additives, the operation of the aircraft is endangered 
at high altitudes where temperatures are below freezing. The indictment alleges the 
defendants conspired to steal the jet fuel intended for delivery to the military, and use 
that fuel to operate its fleet of trucks to substantially reduce operating costs. 
Specifically, it is alleged the owner of the company directed his truck drivers to steal jet 
fuel after picking up loads from a Conoco facility in Oklahoma City or the Wynnewood 
Refinery. The drivers were then to divert some of the fuel into storage tanks at one of 
Latimer’s business locations or directly into truck saddle tanks before delivering the 
load to the military installation. To do so, it is alleged drivers would remove the seal 
intended to prevent theft or contamination, divert the fuel, and replace the seal prior to 
delivery. Upon delivery, the company would present military personnel with bills of 
lading that falsely represented it was a full load. It is also alleged Latimer drivers would 
steal additional fuel by not unloading all of the fuel at the destination, and later 
transferring the remainder into tanks owned by Latimer at one of their locations. If 
convicted, each defendant faces up to 5 years in prison and a fine of $250,000, plus 
mandatory restitution. 
Source: http://www.edmondsun.com/local/x818655103/Couple-faces-military-jet-fuel-
theft-charge 

For another story, see item 20  
 
[Return to top]  

Emergency Services Sector 
 

Nothing to report 
 
[Return to top]  
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Information Technology Sector 

31. December 15, Help Net Security – (International) Silent updating for Internet 
Explorer. Microsoft announced that in 2012 Internet Explorer will be updated 
“silently” to its newest possible version. This new silent update will eliminate the pop-
up window that currently allows users to opt-out or postpone the update. Silent 
updating is generally seen as a big improvement to security on the Internet. Being on 
the newest possible Internet Explorer brings a significant increase in security and 
robustness to malware infections due to better architecture, sandboxing, and the 
included URL filtering feature. 
Source: http://www.net-security.org/secworld.php?id=12114 

32. December 15, Information Age – (International) Japanese game developer Square 
Enix hacked. Japanese video game developer Square Enix said servers holding 1.8 
million customers’ details were accessed the week of December 12. The compromised 
server related to the ‘Square Enix Members’ service, and held details of users in North 
America and Japan. In a statement, Square Enix said it reported the breach to the 
Japanese government and informed all Square Enix members. Its own investigation 
found no credit card details or user logins were taken, but Square Enix said it would be 
conducting a broader investigation over the coming days. The affected service will 
remain unavailable as a result. A spokeswoman told Agence France-Presse the affected 
servers stored the customers’ names and e-mail addresses, and many members also 
registered their postal addresses and phone numbers. 
Source: http://www.information-age.com/channels/security-and-
continuity/news/1679498/japanese-game-developer-square-enix-hacked.thtml 

33. December 15, Softpedia – (International) Cybercriminals steal more than $1 million 
from Android users in 2011. A recent study by Lookout Mobile Security reveals 
mobile malware has become a reality as cyber criminals managed to illegally earn more 
than $1 million from Android users alone. Experts estimate that in 2012 things will 
worsen. The figures show the likelihood for an Android user to encounter a malicious 
element has risen from 1 percent to 4 percent from the beginning of 2011. Reportedly, 
Android customers worldwide have a 36 percent chance of clicking on a link that will 
eventually point to a malware-filled Web site. When it comes to monetization trends, 
experts believe malevolent software that sends SMS messages to premium rate 
numbers will represent the favorite method utilized by crooks to fill their pockets. Even 
though many believed botnet networks will be used at a larger scale, so far they have 
not made their presence felt. 
Source: http://news.softpedia.com/news/Cybercriminals-Steal-More-than-1-Million-
from-Android-Users-in-2011-240949.shtml 

34. December 15, Softpedia – (International) GlobalSign certificate authority details 
ComodoHacker security incident. After temporarily shutting down their certificate 
issuance services in September, GlobalSign released a report with conclusions on the 
events that took place after they learned ComodoHacker breached their systems. The 
company stated no rogue certificates were issued and no customer data was exposed. 
The evidence indicates no root certificate keys and associated Hardware Security 
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Modules (HSM), Issuing Authorities and associated HSMs, or Registration Authority 
services were compromised. The certificate authority’s infrastructure was left 
undamaged by the cybercriminal operation. The company reports only a peripheral 
Web server on which the public Web site was hosted was compromised, but the server 
was not part of the certificate issuance infrastructure. GlobalSign claimed only HTML 
pages, publicly available PDF documents, and the key and certificates assigned to 
globalsign.com were exposed to the hacker, but both the key and the certificate were 
revoked. Customers were impacted only between September 6 and 15 when the 
issuance was temporarily halted. During that period, third party security solutions 
providers such as Fox-IT and Cyber Security Japan were contacted for the purpose of 
analyzing and reinforcing the breached infrastructure. GlobalSign continues to 
collaborate with authorities while they gather more evidence on ComodoHacker, and 
the other actors involved. 
Source: http://news.softpedia.com/news/GlobalSign-Certificate-Authority-Details-
Security-Incident-240870.shtml 

35. December 14, The Register – (International) Newfangled graphics engine for 
browsers fosters data theft. Software developers at Google, Apple, Adobe, and 
elsewhere are grappling with the security risks posed by an emerging graphics 
technology, which in its current form could expose millions of Web users’ sensitive 
data to attackers. The technology, known as CSS shaders, is designed to render a 
variety of distortion effects, such as wobbles, curling, and folding. It works by 
providing programming interfaces Web developers can call to invoke powerful 
functions from an end user’s graphics card. However, it could also be exploited by 
malicious Web site operators to steal Web-browsing history, Facebook identities, and 
other private information from unsuspecting users, a security researcher on Google’s 
Chrome browser warned recently. 
Source: http://www.theregister.co.uk/2011/12/14/browser_image_theft_threat/ 

36. December 14, Computerworld – (International) Google ships Chrome 16, patches 15 
vulnerabilities. Google patched 15 vulnerabilities in Chrome December 13, and 
updated the browser to version 16. Six of the 15 vulnerabilities patched were rated 
“high,” while 7 were labeled “medium” and another 2 were tagged as “low.” Several of 
the bugs, including a pair attributed to an independent researcher, were found using 
Google’s memory error detection tool, AddressSanitizer. Four of the flaws were related 
to Google’s parsing of PDF documents — the browser includes a built-in PDF viewer, 
eliminating the need to launch Adobe’s free Reader application — while two others 
were found in Chrome’s processing of scalar vector graphics images. 
Source: 
http://www.computerworld.com/s/article/9222665/Google_ships_Chrome_16_patches_
15_vulnerabilities?taxonomyId=17 

For more stories, see items 12 and 22  
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Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

37. December 14, South Florida Sun-Sentinel – (Florida) T-Mobile outage, service woes 
hit South Florida. T-Mobile customers in some parts of South Florida reported service 
outages and problems December 14. The cellphone company confirmed “a network 
issue in parts of Miami.” It said most service has been restored and vowed to “keep 
everyone posted,” according to a brief statement. Some customers reported difficulty 
completing calls in Broward and Palm Beach counties starting December 13. A posting 
on the unoffficial T-Mobile blog TmoNews.com linked the woes to a fiber optic cable 
being accidentally cut. 
Source: http://articles.sun-sentinel.com/2011-12-14/business/fl-tmobile-outage-
20111214_1_t-mobile-customers-service-woes-outage 

For another story, see item 33  
 
[Return to top]  

Commercial Facilities Sector 

38. December 15, WTSP 10 St. Petersburg – (Florida) Ice skating rink evacuated due to 
carbon monoxide. Members of the Tampa Bay Junior Lightning youth hockey team 
had to be evacuated from their rink in Clearwater, Florida, December 14 after players 
became ill and dangerously high levels of carbon monoxide were detected in the 
building. Largo Fire Rescue crews were called to the Clearwater Ice Arena and arrived 
to find numerous kids with symptoms of carbon monoxide poisoning. In all, 23 people 
had to be treated, 4 of the most seriously ill were transported to local hospitals. It is 
unclear what caused the carbon monoxide levels to jump dangerously high. Many 
suspect the Zamboni, which has been known to cause similar problems at other rinks 
across the county. But investigators said another machine, the building’s dehumidifier 
is also suspected, because when it was turned off, carbon monoxide levels immediately 
began to drop. 
Source: http://www.wtsp.com/news/article/226407/250/Ice-skating-rink-evacuated-
due-to-carbon-monoxide 

39. December 14, Kalamazoo Gazette – (Michigan) Red Cross provides shelter at 
Kalamazoo County Expo Center for tenants displaced by two fires at Comstock 
Village Apartments. The American Red Cross established a shelter in Kalamazoo, 
Michigan for hundreds of residents displaced by two separate fires at a Comstock 
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Township apartment complex December 14. Comstock Public Schools volunteered to 
help transport residents to the shelter and to give bus rides to any students staying at the 
shelter. Officials said 260 residents were evacuated from 106 units at the complex. The 
residents were not allowed to return December 14 because of further inspections that 
revealed safety concerns about structural damage from the fire. 
Source: 
http://www.mlive.com/news/kalamazoo/index.ssf/2011/12/more_than_300_residents_e
vacua.html 

40. December 14, WUSA 9 Washington D.C. – (Maryland; Virginia) Brazen woman 
bandit believed to have hit ten churches during services. WUSA 9 Washington, 
D.C. reported December 14 as many as 10 churches from Leesburg, Virginia to 
Bethesda, Maryland, may have been hit by the same woman bandit who steals purses 
and wallets during Sunday services. She often walks right into the church office first 
stealing keys from desks, and then lets herself in to other locked rooms to search for 
valuables. Leaders at one church said they had good surveillance video of the woman 
and gave it to Fairfax County, Virgina Police. They believe the same woman has 
continued to victimize churches eluding police by moving to other counties and cities. 
Fairfax and Loudoun counties said their detectives are working together to track the 
woman down. 
Source: http://wusa9.com/news/article/179745/373/Brazen-Woman-Bandit-Believed-
To-Have-Hit-Ten-Churches-During-Services 

41. December 13, WYFF 4 Greenville – (South Carolina) Shopping continues after 
woman is killed In Walmart. After a woman was stabbed to death in a Walmart in 
Greenville, South Carolina, December 10, the store has experienced criticism for 
staying open following the fatal attack. Deputies said they were called to the Walmart 
about a physical altercation at the store. Witnesses told deputies a man and a woman 
got into a fight and that the man stabbed the woman and fled. The woman was found 
with injuries and taken to the hospital where she died, according to the coroner. She 
was an employee of Woodforest Bank inside the Walmart store, and was working at the 
time of the incident. Officials said the victim’s husband was under guard at Greenville 
Memorial Hospital, and was charged with murder December 11. The suspect drove 
away from the scene but crashed his car before being arrested. 
Source: http://www.wyff4.com/r/29968862/detail.html 

For more stories, see items 4 and 12  
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National Monuments and Icons Sector 
 

Nothing to report 
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Dams Sector 

42. December 13, Billings Gazzette – (Montana) Lockwood Irrigation District repairs 
river dike. Repair work on a Yellowstone River dike that serves the Lockwood 
Irrigation District in Montana is nearing completion, the manager of the irrigation 
district said December 13. The half-mile-long dike was heavily damaged by flooding 
last spring. The repair project started July 27, and December 12 trucks dumped their 
400th load of sandstone. The work cost $170,000 so far, of which the Federal 
Emergency Management Agency (FEMA) has paid $35,000. The district is applying 
for additional financial help from FEMA. The dike funnels Yellowstone River water 
into the district’s pumping station, ensuring a steady supply of water when the river is 
low. The Lockwood Water and Sewer District also uses that water supply when needed, 
the manager said. 
Source: http://billingsgazette.com/news/local/lockwood-irrigation-district-repairs-river-
dike/article_ec2e9d44-14e0-5612-9d35-d50f07571093.html?oCampaign=hottopics 
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