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Top Stories 

• The Houston Ship Channel, the busiest U.S. petrochemical port, was shut indefinitely 
December 13 after two vessels collided in heavy fog, a U.S. Coast Guard spokesman said. 
– Reuters (See item 16)  

• An electronic device used to control machinery in industrial facilities contains major 
weaknesses that could allow attackers to take it over remotely, the U.S. Industrial Control 
Systems Cyber Emergency Response Team warned. – The Register (See item 34)  

 
Fast Jump Menu 

PRODUCTION INDUSTRIES SERVICE INDUSTRIES 
• Energy  • Banking and Finance  
• Chemical  • Transportation  
• Nuclear Reactors, Materials and Waste  • Postal and Shipping  
• Critical Manufacturing  • Information Technology  
• Defense Industrial Base  • Communications  
• Dams  • Commercial Facilities  
SUSTENANCE and HEALTH  FEDERAL and STATE 
• Agriculture and Food  • Government Facilities  
• Water  • Emergency Services  
• Public Health and Healthcare  • National Monuments and Icons  

 
 
Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: LOW, Cyber: LOW 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. December 14, Houston Business Journal – (Texas) Texas drillers must disclose 
fracking chemicals. Oil and natural gas drillers in Texas will be required to report the 
chemicals they use in hydraulic fracturing effective February 1. The Texas Railroad 
Commission approved the new rule December 13 and said companies will also be 
required to disclose the amount of water they use. Drillers will be required to report all 
information to the public Web site FracFocus.org. However, if a chemical is deemed a 
trade secret it does not have to be listed, unless the Texas attorney general or a court 
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determines otherwise. 
Source: http://www.bizjournals.com/houston/morning_call/2011/12/texas-drillers-
must-disclose-chemicals.html 

2. December 14, Associated Press – (New Mexico) NM reaches settlement over air 
quality violations. A subsidiary of Xcel Energy Inc. reached an $800,000 settlement 
with the New Mexico Environment Department over alleged air quality violations at 
the Cunningham natural gas power plant in Hobbs, New Mexico, the Associated Press 
reported December 14. The settlement stemmed from an administrative order issued 
last year against the plant. The order alleged thousands of instances of excessive 
nitrogen oxide emissions between 2005 and 2009. The settlement includes a civil 
penalty and a supplemental environmental project. 
Source: http://www.canadianbusiness.com/article/61892--nm-reaches-settlement-over-
air-quality-violations 

3. December 13, Associated Press – (Colorado) Colorado approves disclosure of 
fracking chemicals. Colorado will require energy companies to disclose the 
concentrations of all chemicals in hydraulic fracturing and also ask drillers to make 
public some information about ingredients considered trade secrets after new rules were 
approved December 13. Colorado regulators unanimously approved the new rules, 
which take effect in April. The guidelines are similar to those required by a first-in-the-
nation law passed in Texas this year, but go further by requiring the concentrations of 
chemicals to be disclosed. Also, if Colorado drillers claim a trade secret, they would 
still have to disclose the ingredient’s chemical family. In emergencies, companies 
would have to tell health care workers what those secret ingredients were. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5g9ORd4ntZGYIkAZQADqLW
ypXF9tg?docId=155fc21d4ccf4a04bac0aeea04889754 

For more stories, see items 14, 16, and 34  
 
[Return to top]  

Chemical Industry Sector 

4. December 14, Buffalo News – (New York) Hazardous waste hauler pleads guilty. A 
Buffalo, New York hazardous waste hauler could be sent to prison for up to 14 years 
after pleading guilty December 13 in Niagara and Erie counties to using forged weight 
permits on his trucks. The owner of Pierce Trucking pleaded guilty in each county to 
second-degree criminal possession of a forged instrument. The maximum prison 
sentence is 7 years in each county. The hauler admitted to forging New York 
Department of Transportation permits for about 20 of his company’s trucks, said a 
Niagara County assistant district attorney. A state police investigator said each 
“overweight permit” costs $750 a year and allows the truck to carry more than the 
nominal limit of 80,000 pounds of hazardous waste. The hauler’s trucks used the phony 
permits to make 264 documented trips to the CWM Chemical Services landfill in Porter 
between August 2010 and June 2011, according to a state environmental investigator. 

http://www.bizjournals.com/houston/morning_call/2011/12/texas-drillers-must-disclose-chemicals.html�
http://www.bizjournals.com/houston/morning_call/2011/12/texas-drillers-must-disclose-chemicals.html�
http://www.canadianbusiness.com/article/61892--nm-reaches-settlement-over-air-quality-violations�
http://www.canadianbusiness.com/article/61892--nm-reaches-settlement-over-air-quality-violations�
http://www.google.com/hostednews/ap/article/ALeqM5g9ORd4ntZGYIkAZQADqLWypXF9tg?docId=155fc21d4ccf4a04bac0aeea04889754�
http://www.google.com/hostednews/ap/article/ALeqM5g9ORd4ntZGYIkAZQADqLWypXF9tg?docId=155fc21d4ccf4a04bac0aeea04889754�


 - 3 - 

Officials said the trucks hauled a variety of hazardous materials from all over the 
Northeastern United States to CWM, which is the only licensed hazardous waste 
disposal site in the Northeast. Sentencing will take place in March. 
Source: http://www.buffalonews.com/city/police-courts/courts/article671356.ece 

5. December 13, Jackson Citizen Patriot – (Michigan) Two semitrailers involved in 
crash on I-94; one lane closed east of Concord Road. A lane of eastbound I-94 east 
of Concord Road was closed because of a two-semitrailer crash reported about 9 a.m. 
December 13 in Parma Township, Michigan. A tractor-trailer was heading east when 
the truck struck a tractor-trailer parked on the highway shoulder loaded with more than 
25,000 pounds of chemicals, according to a statement from the Jackson County 
Sheriff’s Office. After the collision, both tractor-trailers were stopped along the 
highway between mile markers 127 and 128. Neither over-turned, and the sheriff’s 
office reported there were no injuries. Traffic was slowed for several hours. The parked 
truck was loaded with 25,200 pounds of chemicals stored in 50-gallon containers. 
There has not been a report of any leakage. Rescue personnel were investigating, and 
will ask for a hazardous materials crew if needed, the sheriff’s office stated. 
Source: 
http://www.mlive.com/news/jackson/index.ssf/2011/12/two_semitrailers_involved_in_
c.html 

For more stories, see items 1, 3, 16, and 34  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

6. December 13, Associated Press – (Nebraska) More issues found at Neb. nuke 
plant. Several new problems were found at the Fort Calhoun nuclear power plant in 
Fort Calhoun, Nebraska, federal regulators said December 13, so inspectors will be 
watching the plant even more closely as repairs from flooding are made. The tougher 
oversight will likely further delay its restart from early next year until the spring as it 
makes repairs from summer flooding. The Nuclear Regulatory Commission (NRC) said 
none of the new issues represents a public safety threat, but the increasing problems, 
combined with the prolonged shutdown, require more scrutiny. The plant has been shut 
down since April, when it was being refueled. Flooding along the Missouri River then 
forced it to remain closed as floodwaters surrounded the plant. An NRC spokesman 
said the new problems include deficiencies in the Omaha Public Power District’s 
emergency response, and either a design or installation flaw that contributed to a fire in 
June. Inspectors also found flaws in the utility’s analysis of how the plant would 
withstand different accident conditions such as earthquakes, tornadoes, or loss of 
coolant. 
Source: http://www.fresnobee.com/2011/12/13/2648126/apnewsbreak-more-issues-
found.html 

For another story, see item 34  
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[Return to top]  

Critical Manufacturing Sector 

7. December 13, U.S. Department of Labor – (Ohio) US Department of Labor’s OSHA 
fines Heat Seal in Cleveland $95,000 for 15 safety and health violations, including 
lack of machine guards on press brakes. The U.S. Department of Labor’s 
Occupational Safety and Health Administration (OSHA) December 13 cited Heat Seal 
LLC of Cleveland with 15 safety and health violations, including one willful safety 
violation for failing to ensure machine points of operation were guarded. The willful 
safety violation was for failing to ensure points of operation were guarded on four press 
brakes and one shear. Nine serious safety violations were for failing to guard foot 
pedals on press brakes, train employees on the use of a portable fire extinguisher, train 
employees on the operation of powered industrial trucks, conduct weekly press 
inspections. Others included three lockout/tagout violations. and a failure to implement 
a hearing conservation program. 
Source: 
http://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEAS
ES&p_id=21504 

For another story, see item 34  
 
[Return to top]  

Defense Industrial Base Sector 

8. January 1, National Defense Magazine – (National) Air Force ‘snubs’ F-22 engine 
cracks. The U.S. Air Force has developed a small rubber plug that could shave $20 
million from lifecycle costs over the course of the F-22 program, according to the 
January 2012 issue of National Defense Magazine. The fighter aircraft is prone to 
cracks that develop in the J-seal, a metallic material on an inlet case that mates the 
engine to the airframe. The problem has led to additional inspections and costly repairs. 
The Air Force Research Laboratory has designed and patented a “snubber” to act as a 
vibration damper and prevent cracks from developing in the engines. The product is 
made from a specialized silicone rubber. When cracks were discovered on an F-22 
before the snubber, the engine was removed so workers could drill the crack to keep it 
from growing. If something went wrong during this process, the $362,000 inlet case 
would have to be replaced. Each snubber is slightly bigger than a quarter and costs just 
$35. It takes seven of them to cover the problem areas on each engine. The Air Force 
intends to install them on both engines of all F-22s, officials said. 
Source: 
http://www.nationaldefensemagazine.org/archive/2012/January/Pages/AirForce%E2%8
0%98Snubs%E2%80%99F-22EngineCracks.aspx 

For another story, see item 34  
 
[Return to top]  
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Banking and Finance Sector 

9. December 13, Indianapolis Business Journal – (Indiana; Michigan) Investment 
adviser Hauke agrees to plead guilty in $7M fraud. A former Fishers investment 
manager agreed December 13 to plead guilty to one count of securities fraud in 
Indianapolis, a charge that carries a maximum penalty of 25 years in prison. Federal 
prosecutors charged the manager with masking huge losses in his hedge fund for years 
as part of a scheme that ultimately resulted in 67 investors losing more than $7 million. 
Immediately after filing the criminal information in federal court in Indianapolis, the 
U.S. attorney’s office submitted a plea agreement. The agreement, which requires court 
approval, would prevent the government from recommending a prison sentence of 
more than 17 years. Indiana’s securities division began investigating the manager early 
in 2011 after a co-worker told the state about irregularities he had discovered. The FBI 
soon joined the probe. In August, the Indiana Business Journal reported the man’s 
hedge fund had invested millions of dollars into Michigan real estate 7 years ago 
without telling clients, and that the holdings ended up nearly worthless. Rather than 
fess up, the man created fake account statements for clients and used money from new 
investors to pay off earlier ones. In court papers, prosecutors alleged he diverted some 
investor funds for personal use, including paying off the mortgage on his home. 
Source: http://www.ibj.com/investment-adviser-hauke-agrees-to-plead-guilty-in-7m-
fraud/PARAMS/article/31345 

10. December 13, Bloomberg – (National) SEC sues Security Investor Protection Corp. 
over Stanford claims. The U.S. Securities and Exchange Commission (SEC) 
December 12 sued the federal Securities Investor Protection Corp. (SIPC), seeking an 
order forcing it to create a claims process for victims of an alleged investment fraud. 
The SEC, in papers filed in federal court in Washington, D.C., said it had determined in 
June that thousands of those alleged victims may be entitled to SIPC coverage and that 
the agency’s unwillingness to act compelled the commission to sue. The SEC sued the 
head of the Stanford Group and three of his businesses in February 2009, claiming they 
were part of a $7 billion Ponzi scheme centered on the sale of certificates of deposit by 
Antigua-based Stanford International Bank. The financier was indicted by a U.S. grand 
jury in Houston 4 months later. 
Source: http://www.bloomberg.com/news/2011-12-13/sec-sues-security-investor-
protection-corp-over-stanford-claims.html 

11. December 13, New York Times – (National) Former Washington Mutual executives 
settle F.D.I.C. lawsuit. Former executives at Washington Mutual reached a $64 
million agreement December 12 to settle a civil lawsuit with the government, according 
to officials with the Federal Deposit Insurance Corporation (FDIC), which pursued the 
case after the savings and loan collapsed in 2008. The deal is one of the larger amounts 
recovered in a financial crisis case, though only about $400,000 in total will be paid by 
the executives, according to a person briefed on the settlement but not authorized to 
discuss it. The FDIC initially sought $900 million in the case, which it filed in March. 
Much of the settlement will come from insurance policies the company took out for the 
executives, who are also releasing Washington Mutual from financial claims they have 
against it. The settlement money will be distributed among Washington Mutual’s 
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creditors. It will not benefit the FDIC fund because it did not lose money when 
Washington Mutual foundered and was sold in part to JPMorgan Chase & Company, 
FDIC officials said. The FDIC accused executives of pushing Seattle-based 
Washington Mutual to the brink by making risky bets to reap short-term profits for 
themselves. In an unusual move, the FDIC also accused the wives of two of the 
executives of helping them shield some compensation from the company from legal 
claims. 
Source: http://www.nytimes.com/2011/12/14/business/ex-bank-executives-settle-fdic-
suit.html 

For another story, see item 39  
 
[Return to top]  

Transportation Sector 

12. December 13, Albany Times-Union – (New York) Canal repairs to cost $50M. The 
New York State Thruway Authority will spend $50 million over the next 2 years to 
repair the canal system after it was devastated by floodwaters from tropical storms Lee 
and Irene, according to its capital budget, the Albany Times-Union reported December 
13. Flooding ruined dams and prompted the Erie Canal to close between Vischer Ferry 
and Amsterdam from September until late November, when it opened for a brief 
season-ending stint. Officials plan to spend $4 million dredging the canal over the 
section, as well as $14 million for repairs to Locks 7, 8, and 9. The work will begin 
next year. The authority plans to spend $1.5 billion on maintenance and other repairs to 
the highway and canal it operates over the next 4 years, almost all of it financed with 
bonds. 
Source: http://www.timesunion.com/local/article/Canal-repairs-to-cost-50M-
2401233.php 

13. December 13, KCBD 11 Lubbock – (Texas) Delays, cancellations caused by glitch at 
Lubbock Airport. Recent delays and cancellations at Preston Smith International 
Airport in Lubbock, Texas, have been attributed to a problem with the airport’s 
Instrument Landing System (ILS), KCBD 11 Lubbock reported December 13. Part of 
the problem has been the overcast, low-visibility weather. However, the big issue 
comes down to a technological problem the Federal Aviation Administration (FAA) is 
having with Lubbock’s ILS, which is not currently in operation. Lubbock’s airport has 
two ILS’s, however, their additional one was disabled because of runway construction. 
There is another device at the airport used to navigate planes, however, not all carriers 
use that technology. Since December 12, when the ILS began having issues, there have 
been at least five cancellations and at least three delays. On December 13, most delays 
ranged from 5 to 20 minutes long. There were some delays expected for December 14. 
Source: http://www.kcbd.com/story/16318567/delays-cancellations-caused-by-glitch-
at-lubbock-airport 

14. December 13, Los Angeles Times – (California) Big-rig with 250 gallons of fuel burns 
on I-15 near Barstow. A big-rig carrying 250 gallons of highly explosive fuel was 
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burning December 13 on Interstate 15 east of Barstow, California, in San Bernardino 
County, authorities said. The driver escaped, the California Highway Patrol (CHP) said. 
The CHP shut down the interstate near Fort Irwin Road as rescue crews responded. The 
fire was reported at 7:30 p.m.. The CHP initially said the vehicle was fully engulfed in 
flames, but later reported that only the cab was ablaze. It was unclear whether anyone 
else was inside the vehicle and whether the driver was injured. 
Source: http://latimesblogs.latimes.com/lanow/2011/12/big-rig-burns-15-
freeway.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed:+lan
owblog+(L.A.+Now)&utm_content=Google+Feedfetcher 

15. December 13, Corning Leader – (New York) Officials: Man had gun at Elmira-
Corning airport. A man was arrested December 12 at the Elmira-Corning Regional 
Airport in New York, after a loaded gun and two knives were found in his carry-on 
luggage. The weapons were discovered as the man attempted to pass through security. 
The Transportation Security Administration (TSA) held the man and contacted the 
Chemung County Sheriff’s Office, which took the man into custody on state charges. 
Federal charges are pending. The man was preparing to board a Detroit-bound flight, 
according to the TSA. His final destination was not immediately known. According to 
authorities, the man was carrying a .38-caliber revolver with five rounds of 
ammunition, a 9-inch knife, and a utility knife. 
Source: http://www.the-leader.com/features/x931417904/Officials-Man-had-gun-at-
Elmira-Corning-airport 

16. December 13, Reuters – (Texas) Collision shuts Houston Ship Channel 
indefinitely. The Houston Ship Channel, the busiest U.S. petrochemical port, was shut 
indefinitely December 13 after two vessels collided in heavy fog, a U.S. Coast Guard 
(USCG) spokesman said. There were no fires after a tanker and a cargo vessel collided 
at about 8 a.m. near the Texas City Dike, which is in the lower end of the channel 
between Galveston and Texas City. There was no oil or chemicals spilled in the 
collision on the 53-mile waterway that routes vessels from the Gulf of Mexico to the 
huge complex of refineries in Houston and Texas City, a USCG spokesman said. He 
said the tanker was believed to be carrying the chemical acetone, a cleaning solvent. It 
was not known what the cargo vessel was carrying. The vessels involved were the 
tanker Charleston and the cargo vessel Harvest Sun, both about 50,000 tons dead 
weight, and about 600 feet long, the USCG said. The Charleston was northbound, 
headed to Houston. The Harvest Sun was southbound, headed from Houston to Texas 
City. Both vessels anchored safely outside the channel, awaiting investigators, the 
USCG spokesman said. He said Houston Pilots had stopped boarding vessels due to the 
fog prior to the accident, and it was unclear when the fog would lift or boarding would 
resume. 
Source: http://www.reuters.com/article/2011/12/13/us-shipping-houston-collision-
idUSTRE7BC1H020111213 

For more stories, see items 4, 5, and 24  
 
[Return to top]  
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Postal and Shipping Sector 

17. December 12, Oakdale Patch – (Minnesota) Suspect in rash of Oakdale mail thefts 
arrested. Police arrested a 20-year-old St. Paul man who investigators think was 
connected with rashes of mail theft in Oakdale and Woodbury, Minnesota in 
November, Oakdale Patch reported December 12. An investigator with the U.S. Postal 
Inspection Service said the arrestee is also suspected of stealing mail from Maplewood, 
St. Paul, Lake Elmo, Little Canada, and Roseville. St. Anthony police stopped the man 
in Falcon Heights for a traffic violation, and then the mail was discovered, a St. 
Anthony investigator said. The U.S. Postal investigator said it appears the suspect was 
looking for cash, anything of value, and personal information in the mail. 
Source: http://oakdale.patch.com/articles/arrestee-found-in-possession-of-oakdale-
mail#photo-8689410 

[Return to top]  

Agriculture and Food Sector 

18. December 14, Chicago Sun-Times – (Illinois) 99 firefighters put out blaze started in 
Chinese restaurant on west side. Firefighters extinguished an extra-alarm fire in a 
Chinese restaurant that damaged two other buildings December 14 in the West Side 
Austin neighborhood in Chicago. Emergency crews responded to a fire in a 1-story 
building, according to fire media affairs. Ninety-nine firefighters eventually were used 
to battle the fire. The fire started in a Chinese restaurant, police said. Two nearby 
buildings also sustained minor damage, but crews managed to confine most of the 
flames to the restaurant. Residents in the two nearby buildings were led out and a 
Chicago Transit Authority bus was provided as a place to stay as crews fought the fire. 
Source: http://www.myfoxchicago.com/dpp/news/metro/firefighters-blaze-fire-chinese-
restaurant-west-side-cicero-20111214 

19. December 14, Food Safety News – (Mississippi) 59 in Mississippi ill from Salmonella 
tied to one restaurant. The Salmonella outbreak in Corinth, Mississippi, has been 
pinned on Don Julio’s Mexican Restaurant. Food Safety News reported December 14 
there is no threat to the general public in the state’s northeast, according to the state 
health department. However, the restaurant is closed indefinitely after 59 of its 
customers and employees returned cultures positive for Salmonella. Fear that multiple 
restaurants and/or a food producer or supplier might be responsible for the outbreak 
rose the week of December 5 when Magnolia Regional Health Center began filling up 
with people with symptoms. As more people became ill, state and district health 
officials moved into the town of 1,500 to conduct tests and food-history interviews. 
Don Julio’s shutdown was voluntary and the owners said they would remain closed 
until all food samples taken from the restaurant were tested. Because it has now been 
designated as the source of the Salmonella outbreak, Don Julio’s will be allowed to re-
open only after an improvement plan is reached with state health authorities. 
Source: http://www.foodsafetynews.com/2011/12/salmonella-outbreak-hits-59-one-
restaurant-named/ 
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20. December 14, Lubbock Avalanche-Journal – (Texas) Gas explosion at Mrs. Camp’s 
sends four to hospital. Four employees of Mrs. Camp’s Bakery in Lubbock, Texas, 
were treated for injuries after a gas explosion at the bakery December 13. The Lubbock 
Fire Department said the explosion did not cause a fire. The explosion began with a gas 
leak in the bakery’s commercial oven. The oven cannot be used until repairs are made, 
and two more gas leaks were discovered in other areas of the kitchen. Numerous repairs 
must be made before the bakery reopens. The bakery has several plumbing and 
electrical code deficiencies to correct, and damage caused by the explosion must be 
repaired, according to the fire marshal’s office. 
Source: http://lubbockonline.com/local-news/2011-12-13/gas-explosion-mrs-camps-
sends-four-hospital#.Tui_21bcxfU 

21. December 13, Central Florida News 13 Orlando – (Florida) Pesticide to blame for 
dead bees in Brevard County. Officials said they know what killed hundreds of 
thousands of bees in Brevard County, Florida, Central Florida News 13 Orlando 
reported December 13. It was a pesticide that wiped out hundreds of beehives in the 
Malabar area. Two beekeepers were affected. In September, state agriculture 
investigators thought a pesticide was to blame. Tests now confirm that finding, but 
nobody knows where the pesticide came from. Beehive owners said the mass kill-off 
cost them as much as $500,000. 
Source: http://www.cfnews13.com/article/news/2011/december/357358/Pesticide-to-
blame-for-dead-bees-in-Brevard-County.html?hpt=us_bn5 

22. December 13, Watertown Daily Times – (Wisconsin) Emil’s fined by OSHA. The U.S. 
Department of Labor’s Occupational Safety and Health Administration (OSHA) cited 
Emil’s Pizza Inc. with nine alleged safety and health violations, including one willful 
violation for exposing workers to an oxygen deficient atmosphere at its frozen pizza 
manufacturing plant in Watertown, Wisconsin. Proposed fines total $76,300, the 
Watertown Daily Times reported December 13. OSHA initiated an inspection of the 
plant in June following a complaint. A willful health violation was issued for exposing 
workers to an oxygen-deficient environment when processing pizzas in the liquid 
nitrogen cryogenic freezer. The company was cited for eight serious violations, 
including three health violations for failing to implement a respirator program, train 
workers on how to use air monitoring equipment, and train workers on the hazards of 
liquid nitrogen. The five serious safety violations are for failing to use the guard on the 
packing machine, which exposed workers to burns; train employees in evacuation 
procedures; and review an emergency action plan, including developing a procedure to 
account for personnel after an evacuation, clear exit routes, and maintain floors in a dry 
condition. 
Source: http://www.wdtimes.com/news/local/article_580fba28-25b2-11e1-a64a-
001871e3ce6c.html 

23. December 13, KRIV 26 Houston – (Texas) Man accused of tainting water bottles at 
gas station. A man was accused of injecting an unknown substance into bottled water 
on sale at a Shell station on the Katy Freeway in Houston, December 8. The 26-year-
old is charged with tampering with a consumer product, a second-degree felony. An 
employee witnessed what happened and made sure no customers bought the water. 
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Investigators said surveillance videos show the man clearly using a syringe to inject 
two bottles of water with an unknown substance. The man was in jail on a $100,000 
bond. Lab tests could reveal what was injected into the water. If convicted, the man 
faces two to 20 years in prison and up to a $10,000 fine. 
Source: http://www.myfoxhouston.com/dpp/news/local/111213-man-accused-of-
tainting-water-bottles-at-gas-station 

For another story, see item 34  
 
[Return to top]  

Water Sector 

24. December 13, Associated Press – (New Hampshire) Fracture, leak in 1 million-gallon 
NH water tank prompt evacuations of homes, small airport. A fracture and leak in 
Rochester, New Hampshire’s 1 million-gallon water tank led officials who feared it 
would collapse to evacuate homes, a nearby pediatrics practice, and a small airport 
December 13. The leak was at the base of the water tank, the Rochester city manager 
said. The tank did not appear to be at risk of collapsing, but there was a potential it 
could, the manager said in an e-mail to city employees. City officials drained the tank 
and advised the city’s 30,000 residents their water pressure would be reduced. Officials 
lifted the evacuation order at 9 p.m. and reopened roads that had been closed. Officials 
said the tank was 90 percent full when the leak was detected, and everyone within a 
quarter-mile of the tank was ordered to leave. 
Source: http://www.washingtonpost.com/national/fracture-in-1-million-gallon-nh-
water-tank-prompts-evacuations-of-homes-hospital-
airport/2011/12/13/gIQA303NsO_story.html 

25. December 13, KRQE 13 Albuquerque – (New Mexico) Millions of gallons of water 
lost. Freezing temperatures caused Ruidoso, New Mexico, to lose more than 3 million 
gallons of water in just a few days as a result of burst pipes, KRQE 13 Albuquerque 
reported December 13. Village officials said nearly 70 percent of residents do not live 
in Ruidoso full time, and most of the houses are vacation homes, which makes utility 
workers’ jobs difficult in the winter. Officials said the village lost around 1 million 
gallons of water overnight through water line breaks that were primarily in vacant 
homes. As of December 13, 64 leaks had been found and water shut off to those homes. 
Still, the village lost nearly 2.5 million gallons of water in just days. An official said 
this water loss may have escalated the next stage in their drought conservation plan. 
Source: http://www.krqe.com/dpp/weather/millions-of-gallons-of-water-lost 

26. December 13, Associated Press – (Iowa) 378,000 gallons of wastewater spills into 
Des Moines River, equipment malfunction blamed. Malfunctioning equipment at a 
pumping station in Des Moines, Iowa, caused about 378,000 gallons of untreated 
wastewater to be emptied into the Des Moines River. The Iowa Department of Natural 
Resources said the spill happened early December 12. The city discovered the problem 
and equipment that failed was repaired by late morning. The discharge occurred 
downstream of the city’s drinking water intake, but water samples were being collected 
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upstream and downstream of the spill site. Both the Des Moines and Ottumwa Water 
Works were notified of the incident. 
Source: 
http://www.therepublic.com/view/story/ee47892245ec4e21b0eb1efd5f48173c/IA--
Wastewater-Discharge/ 

27. December 13, Port Angeles Peninsula Daily News – (Washington) 91,600 gallons of 
sewage accidentally spill into Port Angeles Harbor. A pump station failure that 
began December 10 caused 91,600 gallons of untreated sewage to spill into Port 
Angeles Harbor, Washington. The city attributed a malfunctioning electrical feed to the 
pump station as the cause. Power was expected to be restored the afternoon of 
December 13. Heavy rainfall reportedly causes 32 million gallons of untreated sewage 
and stormwater on average to overflow each year. The city is completing a $40-million 
project to solve the problem. 
Source: 
http://www.peninsuladailynews.com/article/20111213/news/312139988/91600-gallons-
of-sewage-accidentally-spill-into-port-angeles-harbor 

For another story, see item 34  
 
[Return to top]  

Public Health and Healthcare Sector 

28. December 14, St. Petersburg Times – (Florida) Two doctors and a director arrested 
in raid of Land O’Lakes clinic. Pasco County, Florida, sheriff’s deputies raided the 
Harbour Medical Group in Land O’Lakes, Florida, December 13, and arrested three 
staff members, two doctors and the clinic’s director, following a year-long investigation 
of the clinic, which deputies said was actually a pill mill and was not licensed. A 
loophole in state law had allowed medical clinics to operate without a license as long as 
they accepted only cash and did not bill private insurance, Medicare, or Medicaid. The 
Harbour, which was spelled Harbor on the door sign, was listed as a “physicians clinic” 
in county tax records. Charges of operating a pain clinic without a license and of 
morphine trafficking were cited. 
Source: http://www.tampabay.com/news/publicsafety/crime/two-doctors-and-a-
director-arrested-in-raid-of-land-olakes-clinic/1206040 

29. December 13, KRIV 26 Houston – (Texas) Cigarette lighter causes flash fire inside 
hospital. Cy-Fair firefighters were dispatched to the North Cypress Medical Center in 
Cypress, Texas, December 13, following a flash fire at the medical center. A patient 
was injured. A Harris County fire marshal’s investigator said the patient was using a 
cigarette lighter while oxygen was being administered. That combination led to the 
mattress and the blankets catching on fire. Hospital staff worked quickly and managed 
to contain the fire to that second-story room. 
Source: http://www.myfoxhouston.com/dpp/news/local/111213-cigarette-lighter-
causes-flash-fire-inside-hospital 
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For more stories, see items 24 and 34  
 
[Return to top]  

Government Facilities Sector 

30. December 14, Associated Press – (Maryland) 16 people treated for pepper spray at 
Essex high school. Baltimore County police said 16 people were treated for exposure 
to pepper spray after a school resource officer used the chemical to break up a fight in a 
high school in Essex, Maryland. It happened December 14 in the front lobby at 
Chesapeake High School. The affected people were taken to local hospitals and the 
school was evacuated for about 45 minutes while firefighters ventilated the building. 
One student was arrested. 
Source: http://www.cecilwhig.com/news/state_news/article_4a45287c-2654-11e1-
8236-001871e3ce6c.html 

31. December 13, Salem News – (Ohio) KSU Salem City Center evacuated for gas 
leak. The Kent State University Salem City Center on North Lincoln Avenue in Salem, 
Ohio, was evacuated December 13 for a gas leak after two classrooms of students on 
the third floor reported feeling ill. City firefighters evacuated the building, checked the 
inside with a meter and found nothing while awaiting the arrival of Columbia Gas. 
Three ambulance crews also responded. No patients were transported to the hospital, 
with 11 patient refusals reported. Columbia Gas found multiple minor carbon 
monoxide leaks in the boiler room, with the exhaust vent being investigated as the 
possible cause. The building was deemed safe for everyone to return, with all 
firefighters clearing the scene after a few hours. 
Source: http://www.salemnews.net/page/content.detail/id/548842/KSU-Salem-City-
Center-evacuated-for-gas-leak.html?nav=5007 

[Return to top]  

Emergency Services Sector 

32. December 14, Homeland Security Today – (New York; District of Columbia) 
Emegency alerts soon to go wireless in New York, Washington, metro areas. The 
Federal Emergency Management Agency (FEMA) is scheduled December 15 to 
conduct a final check of a wireless emergency alert system that broadcasts to consumer 
mobile devices in the area of New York City, the official in charge of the program 
revealed December 13. Should all go well with the final check, FEMA could activate 
the Integrated Public Alert and Warning System (IPAWS) program in the New York 
metropolitan area immediately December 15, switching on the capability to send 
targeted disaster alert messages to individuals affected by an emergency, the FEMA 
assistant administrator for National Continuity Programs said before a panel of the 
House Transportation Committee. FEMA plans a similar check in Washington, D.C., 
by the end of December, followed immediately by activating the system in that 
metropolitan region, he told the House Transportation emergency management 
subcommittee. Once fully implemented, IPAWS will enable federal, state or local 
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public safety officials in the cities to send 90-character emergency messages to 
participating wireless providers through their cell towers to mobile devices with a 
Commercial Mobile Alert System (CMAS) capability, the FEMA assistant 
administrator explained. The CMAS technology does not suffer from the sort of 
congestion seen by many wireless devices when networks become overloaded, so all 
capable devices in a specific area would receive an IPAWS alert. While carriers in New 
York and Washington will have the capability to transit the emergency alerts to anyone 
in those cities sometime this month, the rest of the nation will receive IPAWS in the 
months after a nationwide rollout begins in April 2012. 
Source: http://www.hstoday.us/industry-news/general/single-article/emergency-alerts-
soon-to-go-wireless-in-new-york-washington-metro-
areas/7f36ed25456287227b3e431e5e9f937b.html 

33. December 12, Salt Lake Tribune – (Utah) Officers find stolen police equipment, 
including uniform, during drug bust. Salt Lake City, Utah police found stolen police 
equipment during a drug bust December 9. Officers entered the home of a 31-year-old 
man on a narcotics search warrant at about 10:30 p.m. They found various amounts of 
methamphetamine, heroin, and cocaine, as well as a rifle and ammunition, police 
announced December 12. More surprisingly, they found a West Jordan Police 
Department uniform sweater, pepper spray, and other police equipment inside the 
man’s home. West Jordan police are investigating how the man obtained the 
equipment. Salt Lake City police officers booked the man into jail on suspicion of 
possession of a controlled substance, possession of a firearm by a restricted person, and 
possession of stolen property. 
Source: http://www.sltrib.com/sltrib/news/53098919-78/police-equipment-officers-
possession.html.csp 

For another story, see item 3  
 
[Return to top]  

Information Technology Sector 

34. December 14, The Register – (International) SCADA vuln imperils critical 
infrastructure, feds warn. An electronic device used to control machinery in water 
plants and other industrial facilities contains serious weaknesses that allow attackers to 
take it over remotely, the U.S. Industrial Control Systems Cyber Emergency Response 
Team warned. Some models of the Modicon Quantum PLC used in industrial control 
systems contain multiple hidden accounts that use predetermined passwords to grant 
remote access, the agency said in an advisory issued December 14. Palatine, Illinois–
based Schneider Electric, the maker of the device, produced fixes for some of the 
weaknesses, and continues to develop additional mitigations. The programmable logic 
controllers reside at the lowest levels of an industrial plant, where computerized sensors 
meet the valves, turbines, or other machinery being controlled. The default passwords 
are hard-coded into Ethernet cards the systems use to funnel commands into the 
devices, and gets temperatures and other data out of them. The Ethernet modules also 
allow administrators to remotely log into the machinery using protocols such as telnet, 
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FTP, and the Windriver Debug port. According to a blog post published December 12 
by an independent security researcher, the NOE 100 and NOE 771 modules contain at 
least 14 hard-coded passwords, some of which are published in support manuals. Even 
in cases where the passcodes are obscured using cryptographic hashes, they are easy to 
recover thanks to documented weaknesses in the underlying VxWorks operating 
system. As a result, attackers can exploit the weakness to log into devices and gain 
privileged access to their controls. 
Source: 
http://www.theregister.co.uk/2011/12/14/scada_bugs_threaten_criticial_infrastructure/ 

35. December 14, IDG News Service – (International) Hitachi-LG Data Storage execs 
plead guilty to price fixing. Three executives at Hitachi-LG Data Storage agreed to 
plead guilty and serve prison time in the United States for their participation in a series 
of conspiracies to rig bids and fix the prices of optical disk drives sold to large 
computer makers, the U.S. Department of Justice (DOJ) announced December 13. The 
three executives conspired with others to suppress competition by rigging bids for 
optical disk drives sold to Dell and Hewlett-Packard, and to fix prices for optical disk 
drives sold to Microsoft, the DOJ said. The conspiracies happened at various times 
between November 2005 and September 2009. Under a plea agreement in federal court 
in California, two of the executives each agreed to serve 8 months in prison, and the 
third agreed to serve 7 months in prison. Each also agreed to pay a $25,000 fine. 
Source: 
http://www.computerworld.com/s/article/9222648/Hitachi_LG_Data_Storage_execs_pl
ead_guilty_to_price_fixing?taxonomyId=17 

36. December 14, The Register – (International) York CompSci student pleads guilty to 
Facebook hack. A computer enthusiast from York in the United Kingdom admitted to 
hacking into Facebook. The man pleaded guilty to hacking into the social networking 
site between April and May 2011 at a hearing December 13. The court heard the 
incident sparked a major security alert amid fears some form of industrial espionage 
was involved, the BBC reported. The man, a computer science student, previously 
advised Yahoo! on how to improve the security of its Web site. Although his 
subsequent actions against Facebook were not maliciously motivated, they were 
unauthorized and resulted in the extraction of what a prosecutor described as “highly 
sensitive intellectual property.” The man downloaded and stored code he wanted to 
work with offline. Although he attempted to delete his tracks, he was tracked down and 
arrested, after which he freely admitted his actions, which violated the U.K.’s 
Computer Misuse Act. Evidence of the hack was discovered during a routine security 
check. In a statement, Facebook explained its decision to file a criminal complaint, 
adding the “attack did not involve an attempt to compromise or access user data.” A 
sentencing hearing against the man is set for February 17. 
Source: http://www.theregister.co.uk/2011/12/14/facebook_hack_prosecution/ 

37. December 14, Infosecurity – (International) Use of the Black Hole exploit kit and 
Java exploits is growing. Security experts are increasingly concerned about the growth 
of Java as the application of choice for criminals. Java either is or will imminently 
become the favorite application attack vector, surpassing even PDF and SWF files. A 
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security expert with Kaspersky Lab wrote that a Java exploit first published in October 
and used in drive-by attacks has found its way into the Black Hole exploit kit, aimed 
primarily at users in Russia, the United States, the United Kingdom, and Germany. 
“Java is probably the vector most commonly exploited by cybercriminals,” said a 
SophosLabs security expert, “and we don’t see any sign of this situation changing 
anytime soon. The Black Hole exploit pack is the most commonly used malicious 
software installer that SophosLabs have been seeing in the last three months.” 
According to Oracle, there are more than 13 million devices running Java. Criminals 
are turning to Java because they are businessmen — they tend to perform cost-benefit 
analyses. The problem with Java, said an ESET senior research fellow, comes “from 
the fragmentation of its implementations across platforms and devices. He noted he is 
unsure “how far it’s possible to fix it across the board.” 
Source: http://www.infosecurity-magazine.com/view/22669/use-of-the-black-hole-
exploit-kit-and-java-exploits-is-growing/ 

38. December 13, Computerworld – (International) Microsoft scratches BEAST patch at 
last minute, but fixes Duqu bug. Microsoft issued 13 security updates December 13, 1 
less than expected, that patched 19 vulnerabilities in Windows, Internet Explorer (IE), 
Office, and Windows Media Player. The company scrapped one bulletin it planned to 
deliver after SAP said the patch broke some of its software. The scrubbed security 
update was to fix the secure socket layer (SSL) 3.0 and transport layer security (TLS) 
1.0 bug demonstrated in September by researchers who crafted a hacking tool dubbed 
BEAST (Browser Exploit Against SSL/TLS). SAP, the German developer that creates 
enterprise business operations and management software, was the third-party vendor 
who reported compatibility problems. Microsoft added it would rather pull a bulletin 
than “ship something that might inconvenience customers.” Microsoft did patch the 
vulnerability exploited by the Duqu intelligence-gathering trojan, however; that flaw 
was the subject of an advisory the company issued in early November after news broke 
of what some called a possible precursor to the next Stuxnet. 
Source: 
http://www.computerworld.com/s/article/9222639/Microsoft_scratches_BEAST_patch
_at_last_minute_but_fixes_Duqu_bug?taxonomyId=17 

39. December 13, threatpost – (International) Adobe pushes fix for ColdFusion cross site 
scripting hole. No word on Reader, Acrobat patch. Adobe released a patch 
December 13 for a vulnerability affecting versions of its ColdFusion Web application 
development platform. A company spokeswoman said the company still has not set a 
date for an emergency patch for a critical and previously unknown hole in both the 
Adobe Reader and Adobe Acrobat applications, after promising to issue a fix the week 
of December 12. The vulnerability affects ColdFusion versions 9.01, 9.0, 8.0.1, and 8.0 
running on Microsoft Windows, Apple’s Mac, and the UNIX operating systems, and 
could be used in a cross site scripting attacks against those platforms, states an Adobe 
security bulletin. However, a developer who helped discover the hole said it did not 
allow malicious code to be executed in tests he performed. ColdFusion is a 
development platform used to create rich Internet applications. Web developers 
working for the Federal Reserve Bank of Atlanta discovered the cross site scripting 
vulnerability as part of an internal development project, according to a senior Web 
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developer at the bank. He and a colleague reported the hole to Adobe in August, then 
worked with Adobe staff to fix it. He told threatpost that staff at the Federal Reserve 
Bank never found a way to use the hole to run malicious code on vulnerable systems. 
Source: http://threatpost.com/en_us/blogs/adobe-pushes-fix-coldfusion-cross-site-
scripting-hole-no-word-reader-acrobat-patch-121311 

40. December 13, CNET News – (International) Google pulls more SMS fraud-related 
Android apps. Google removed five additional apps from the Android Market that 
mobile-security firm Lookout alleges appear to be engaged in SMS fraud targeting 
Europeans. The apps were removed after Lookout discovered them December 13, a 
Lookout representative told CNET. That brings the total number of apps removed that 
Lookout has dubbed “RuFraud” (Russian Fraud) to 27, the representative said. The 
apps, which appear to be free versions of legitimate games or wallpaper, are designed 
to charge premium SMS toll rates on European phones, Lookout said. The rates are 
buried within the terms of service, and users may not realize they will be charged $5 
per SMS, according to the firm. Google confirmed December 12 it removed 22 
Lookout-identified fraudulent apps before the firm found the 5 additional ones. 
Source: http://news.cnet.com/8301-1009_3-57342638-83/] 

41. December 13, H Security – (International) Carrier IQ finds bug that has been saving 
SMS texts. Carrier IQ admitted in a report it has been saving some SMS text messages, 
but that the contents were not readable. Carrier is still responding to inquiries after it 
tried to silence a security researcher with a cease and desist order. The company later 
lifted that order but the researcher’s further disclosures have put the company on the 
defensive. The latest issue is the firm found a bug while auditing software. Carrier said 
the bug only occurs “in some unique circumstances,” when SMS messages are received 
during a call: the messages would be embedded in layer 3 radio messages and not 
decoded. The firm said it has remedied the bug. The disclosure came as Carrier is under 
further pressure to disclose more of how it operates. The report it issued also gives 
further details on how Carrier collects and processes data from mobile devices, 
including some details on its Mobile Service Intelligence Platform. 
Source: http://www.h-online.com/security/news/item/Carrier-IQ-finds-bug-that-has-
been-saving-SMS-texts-1394601.html 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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Communications Sector 

42. December 14, WSAZ 3 Huntington/Charleston – (West Virginia) Vandalism causes 
phone and Internet outage. Vandalism was to blame for a December 14 phone and 
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Internet outage in parts of Cabell and Lincoln Counties, West Virginia. A spokesperson 
for Frontier Communications said about 1,000 customers were affected. Those 
customers are in Salt Rock and Hamlin. Service was expected to be restored around 
noon December 14. The vandalism happened the night of December 13. 
Source: 
http://www.wsaz.com/news/headlines/Vandalism_Causes__Phone_and_Internet_Outag
e__135580713.html?storySection=story 

For more stories, see items 32, 36, 40, and 41  
 
[Return to top]  

Commercial Facilities Sector 

43. December 14, Winona Daily News – (Minnesota) Arson suspected: Three Winona 
fires in 6 weeks might be linked, officials say. A December 13 fire that severely 
damaged a Winona, Minnesota apartment complex is the third in a three-block area of 
Winona in the past 6 weeks, and the Winona Fire Department is investigating all three 
as possible cases of arson. Firefighters were called to a two-story apartment building 
with four units. Fire officials said the fire started in a first-floor storage room 
underneath the building’s fourth unit. That unit suffered significant structural and 
smoke damage, while the other three suffered smoke damage. The building will be 
uninhabitable for some time. The December 13 fire, and two fires at nearby residences 
in November all have an absence of accidental cause, a fire official said. The first fire 
was November 1 and left the house a near-total loss. The second spread from the 
kitchen area to the attic, the department said. 
Source: http://www.winonadailynews.com/news/local/article_492563a2-260a-11e1-
9d03-0019bb2963f4.html 

44. December 14, St. Petersburg Times – (Florida) Blaze damages Pinellas Park pawn 
shop. A December 14 fire at a pawn shop caused extensive damage to the store, 
according to the fire department in Pinellas Park, Florida. Fire crews responded to a fire 
at Value Pawn and Jewelry. The fire was extinguished within 10 minutes of their 
arrival on scene but not before it caused substantial smoke and heat damage throughout 
the structure, said a fire official. 
Source: http://www.tampabay.com/news/publicsafety/fire/blaze-damages-pinellas-
park-pawn-shop/1206191 

45. December 14, WNBC 4 New York – (New York) Woman crushed to death by 
Midtown elevator, 2 others traumatized. A woman was crushed and killed by an 
elevator that began rising as she was stepping onto it in an office building in Midtown, 
New York, December 14. Two other people were injured in the accident. The woman 
was identified as an employee with advertising agency Y&R, which is a major tenant in 
the building. Officials said she was halfway onto the elevator when it took off, without 
its doors closing. She died after she was crushed between the elevator and the shaft 
wall. The other two people were already on the elevator. Their injuries were minor. 
Officials from the Buildings Department and New York City Fire Department were on 
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scene. The building is 25 stories tall and was built in the 1920s. 
Source: http://www.nbcnewyork.com/news/local/Elevator-Fall-285-Madison-Avenue-
135579358.html 

For more stories, see items 18 and 24  
 
[Return to top]  

National Monuments and Icons Sector 
 

Nothing to report 
 
[Return to top]  

Dams Sector 

46. December 14, McMurray Almanac – (Pennsylvania) Work begins on renovating 
Canonsburg Lake Dam. A $2-million project to bring the Canonsburg Lake dam up to 
new standards implemented by Pennsylvania’s Department of Environmental 
Protection is under way, and expected to be completed by July 2012, the McMurray 
Almanac reported December 14. Along with placing rock anchors for the dam, a pump 
house will be demolished, a lower-level outlet to the dam will be replaced, as will a 
training wall, which keeps water within the dam’s spillway. Canonsburg Lake Dam is 
one of 18 dams across the state that has been classified by the fish and boat commission 
as a high-hazard dam. At some point after work on the dam is completed, the lake will 
be dredged to remove decades worth of silt buildup and restore its deep-water habitat. 
Source: http://www.thealmanac.net/alm/story11/12-14-2011-Cbg-Lake-Dam-work- 

47. December 14, NZ News Wire – (International) Dozens evacuated as dam collapses. A 
day of torrential rain caused Nelson, New Zealand officals to declare a state of 
emergency after a dam wall collapsed in Golden Bay, prompting the evacuation of two 
dozen people December 14. The deluge was not expected to end until noon December 
15. High tide was expected to peak around 1:30 a.m. Some 24 people were evacuated 
and taken to safety after the dam burst at Pohara, a Nelson police spokeswoman said. 
Nelson city and eastern Golden Bay were experiencing the worst flooding. The 
declaration of a state of emergency gives civil defense more powers to acquire 
additional resources, and allows police to order people to evacuate. 
Source: http://news.msn.co.nz/nationalnews/8389791/emergency-declared-in-deluged-
nelson 

48. December 14, Associated Press – (Louisiana) Corps begins inspections along 
Mississippi River. Due to high river conditions, the U.S. Army Corps of Engineers 
activated the first phase of flood fight procedures to monitor levees along the 
Mississippi River. Closely coordinating efforts with local levee authorities, the New 
Orleans District said December 14 it will begin patrolling the levees along the 
Mississippi River from Baton Rouge to Venice, and will continue to do so twice 
weekly while the river remains high. Officials said the process is a proactive measure 

http://www.nbcnewyork.com/news/local/Elevator-Fall-285-Madison-Avenue-135579358.html�
http://www.nbcnewyork.com/news/local/Elevator-Fall-285-Madison-Avenue-135579358.html�
http://www.thealmanac.net/alm/story11/12-14-2011-Cbg-Lake-Dam-work-�
http://news.msn.co.nz/nationalnews/8389791/emergency-declared-in-deluged-nelson�
http://news.msn.co.nz/nationalnews/8389791/emergency-declared-in-deluged-nelson�


 - 19 - 

triggered when the river reaches 11 feet and is forecast to continue to rise. The National 
Weather Service’s latest forecast showed a crest of 12 feet at the Carrollton Gage set 
for December 23. 
Source: 
http://www.therepublic.com/view/story/049303ddb94b42abbcb0d2f54f5ab2e3/LA--
Mississippi-River-Inspections/ 

49. December 13, KVAL 13 Eugene – (Oregon) Willamette rivers to stay higher, longer 
after rain. The U.S. Army Corp of Engineers warned that winter storms could cause 
waters in Oregon’s Willamette Valley to rise and stay high longer than normal until 
critical repairs to several dams are made, KVAL 13 Eugene reported December 13. 
Nearly all spillway gates have been fixed at the Dexter Dam in a project that has lasted 
more than a year, but at many of the other Corps dams work is not yet complete. 
Engineers feared the gates can not take the stress from high water and could break. As a 
precaution to prevent this, the reservoirs behind dams such as Lookout Point are being 
drawn down very low to store more water in the event of huge storms. Repairs still 
have to be completed upstream from Dexter Dam at Lookout Point Dam, and six other 
Corps dams in the region. Officials said there is no way to predict when all 13 
Willamette Basin dams will be fixed because funding still must be approved by 
Congress. 
Source: http://www.kval.com/news/local/Willamette-rivers-to-stay-higher-longer-after-
rain-135551168.html 

For another story, see item 12  
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