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• A cybercrime gang that primarily targets the chemical industry and defense firms launched 
a new series of attacks involving malware-laden e-mails purporting to be from security 
vendor Symantec. – IDG News Service (See item 5)  

• Occupy protesters disrupted operations at ports, railroads, and highways across the West 
Coast and in Midwestern cities, including Denver and Houston. – CNN (See item 14) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: LOW, Cyber: LOW 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. December 13, Associated Press – (Kentucky) Man pleads guilty to making up 
pipeline permit. A Tennessee man pleaded guilty to creating a fake permit to build two 
gas pipelines under Barren River, the Associated Press reported December 13. The U.S. 
attorney's office in Louisville, Kentucky, said the man, who was working as a 
consultant, submitted a fraudulent U.S. Army Corps of Engineers permit authorization 
letter to an inspector for the Kentucky Department of Environmental Protection in 
Bowling Green in January 2008. Two pipelines were built in 2007, and prosecutors said 
in a statement the letter was made up. The man faces up to 5 years in prison and a fine 
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of up to $250,000 when he is sentenced March 13 in federal court. 
Source: http://www.wdef.com/news/state/story/Man-pleads-guilty-to-making-up-
pipeline-permit/jRfCGt7aeE28CpSMqiJ5bw.cspx 

2. December 13, Associated Press – (Georgia) Road reopens after car crash leads to 
explosions, power loss for 10,000 in metro Atlanta. A major thoroughfare through 
northwest suburbs in Atlanta reopened after a car crash knocked out power to 10,000 
customers. WSB Radio Atlanta reported the crash happened at 5:30 p.m. December 12 
on Windy Hill Road near South Cobb Parkway. A witness told WSB 2 Atlanta that a 
car struck a curb, went airborne, and struck power lines in the area, sparking two loud 
explosions. A Georgia Power spokesman said a transmission pole was hit, damaging 
the pole and line. Authorities said power was not restored until around 8 p.m., and 
Windy Hill reopened around 2 a.m. December 13. Police said the driver had only minor 
injuries and declined to go to the hospital. 
Source: 
http://www.therepublic.com/view/story/c90e52f0f5264562bf531e267aa7ad56/GA--
Power-Outage-Crash/ 

3. December 12, Lincoln Journal Star – (Nebraska) Pipeline fixed near Nemaha; fuel 
pumping resumes. Thousands of gallons of fuel from two ruptured pipelines flowed 
downhill through a farm field and into a creek, contaminating soil and water, the 
Nebraska Department of Environmental Quality said December 12. The extent of the 
contamination is unknown, but emergency response crews sent in by the pipeline's 
owner, Magellan Midstream Partners, built a small dam on the creek to prevent 
pollutants from flowing downstream into the Little Nemaha River and eventually the 
Missouri River. Magellan said the pipeline, which was struck and ruptured by a 
bulldozer December 10, was repaired and pumping resumed by December 12. The 
National Response Center described the spill as "major" on the agency's Web site. The 
8-inch and 12-inch Magellan pipelines supply refined products to terminals in 
Bellevue, Omaha, Sioux City, and points north, and from a branch pipeline to Lincoln 
and Doniphan. 
Source: http://journalstar.com/news/local/pipeline-fixed-near-nemaha-fuel-pumping-
resumes/article_97ce305c-051f-5e9f-a93a-34f7ab9e00c2.html 

4. December 12, WTRF 7 Wheeling – (West Virginia) Fire erupts in gas well holding 
tank in Marshall County. Authorities said a fire erupted in a holding tank at a gas 
well site on Rines Ridge in Marshall County, West Virginia, December 12. Authorities 
said residents within 1 mile of the area were evacuated as a precautionary measure. The 
emergency management director said there were no injuries and the fire was self 
contained. 
Source: http://www.wtrf.com/story/16309282/authorities-rush-to-gas-well-fire-in-
marshall-county 

For another story, see item 39  
 
[Return to top]  
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Chemical Industry Sector 

5. December 13, IDG News Service – (International) Industrial espionage gang sends 
malicious e-mails in security vendor's name. A cybercrime gang that primarily 
targets companies from the chemical industry has launched a new series of attacks that 
involve malware-laden e-mails purporting to be from security vendor Symantec, IDG 
News Service reported December 13. The gang's original industrial espionage effort 
against chemical and defense firms went from July through September. The "Nitro" 
attacks sent e-mails with a variant of the Poison Ivy backdoor crafted for targeted 
companies. Despite being publicly exposed in an October Symantec report, the gang 
has continued its efforts, and stuck to many of the same techniques, the security vendor 
said in a December 12 blog post. "The same group is still active, still targeting 
chemical companies, and still using the same social engineering modus operandi," 
Symantec researchers said. "That is, they are sending targets a password-protected 
archive, through email, which contains a malicious executable." The new attacks are 
using Symantec's October report to trick victims. One e-mail that was intercepted was 
crafted to appear as if it were sent by Symantec's technical support department, and 
warns recipients that many enterprise computers were infected with Poison Ivy. The 
rogue message include a special removal tool from Symantec to help customers scan 
systems. Attached to the e-mail is a 7-Zip archive called the_nitro_attackspdf.7z 
containing a malicious executable, and a copy of Symantec's October report. Symantec 
said the executable connects to a command-and-control (C&C) server hosted by the 
provider used in the previous attacks. Other attack e-mails claim to originate from 
Adobe Systems and contain a fake upgrade for Adobe Reader. Symantec took down the 
domain name used by the new C&C server, and alerted the hosting provider. 
Source: 
http://www.pcworld.com/businesscenter/article/246104/industrial_espionage_gang_sen
ds_malicious_emails_in_security_vendors_name.html 

For more stories, see items 8 and 39  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

6. December 13, Brattleboro Reformer – (Vermont) Protesters 'occupy' VY 
headquarters. Members of the Shut It Down Affinity Group, a group opposed to the 
continued operation of the Vermont Yankee Nuclear Power Plant in Vernon, Vermont, 
trespassed into the plant's offsite headquarters in Brattleboro, December 12 when they 
found the doors open. The front doors had been propped open by workers repairing 
damage caused by an arson fire in September. The protestors then "occupied" the board 
room and spray painted slogans on the pavement in front of the main entrance. A 
Windham County sheriff's deputy asked the group to leave several times before they 
complied. Several members of the group were also arrested August 30 for unlawful 
trespass at the gates of the power plant itself. 
Source: http://www.reformer.com/localnews/ci_19534024 
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7. December 13, Associated Press – (International) Swiss charge 3 men in nuclear 
smuggling case. Three Swiss engineers were charged with breaking arms export laws 
by aiding a Pakistani-led nuclear smuggling ring that supplied Libya's atomic weapons 
program, Swiss prosecutors said December 13. The formal indictment followed almost 
a decade of politically charged investigation. The three engineers are suspected of 
providing technology and know-how to the nuclear smuggling network of a well-
known Pakistani scientist who was the architect of Pakistan's nuclear weapons 
program, the federal prosecutors office in Bern said in a statement. An unidentified 
fourth defendant will be charged in separate legal proceedings with breaking Swiss 
arms exports laws, prosecutors said. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5jf6wSjVK_6bzo44cg5hga90cd
qtA?docId=ae93c8602aa144d7bc230184edde0a69 

[Return to top]  

Critical Manufacturing Sector 

8. December 13, KUSA 9 Denver – (Colorado) Fire destroys metal plating business, 
firefighters decontaminated. Firefighters from seven different agencies fought a blaze 
at Colorado Precision Plating in Longmont, Colorado, December 12. Authorities said 
there were large amounts of chemicals inside, making for a very dangerous situation. 
The haz-mat team was called to the scene, but firefighters said the building was still 
very hot the morning of December 13, and no one was cleared to go inside. According 
to a Boulder County sheriff's commander, it could be days before fire investigators go 
inside due to the hazardous materials. When the firefighters stared working on the fire, 
they did not know what was inside. Several firefighters had to be decontaminated, but 
were unaffected by the chemicals. 
Source: http://www.9news.com/news/article/235452/188/Fire-destroys-metal-plating-
business-firefighters-decontaminated 

9. December 12, Beaver Dam Daily Citizen – (Wisconsin) $48,000 in copper taken from 
MEC plant. More than 9,000 pounds of copper were reported stolen from the Mayville 
Engineering Co. (MEC) Horicon Street Plant in Mayville, Wisconsin, the Beaver Dam 
Daily Citizen reported December 12. According to a Mayville police report, 9,543 
pounds of copper valued at $48,378 was taken. A report filed December 5 said the theft 
took place at about 6 p.m. December 3. Police said someone forcibly entered the plant 
and used a MEC forklift to load the copper onto a truck. The same plant was targeted 
twice in 2010. 
Source: http://www.wiscnews.com/bdc/news/local/article_bb48a6b0-2547-11e1-814f-
0019bb2963f4.html 

10. December 12, U.S. Department of Labor – (Mississippi) U.S. Department of Labor's 
OSHA cites Mississippi's Howard Industries for safety violations at Laurel 
radiator plant; proposes $59,000 in penalties. Howard Industries was cited by the 
U.S. Department of Labor's Occupational Safety and Health Administration (OSHA) 
December 12 for eight safety violations following an inspection of the company's 
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radiator manufacturing plant in Laurel, Mississippi. Two repeat violations were cited 
for failing to use lockout/tagout devices for the energy sources of equipment to prevent 
accidental start-ups during servicing, and permitting employees to operate equipment 
without an electrical ground. Six serious violations were cited for slip and fall hazards, 
allowing employees to stand on a wood pallet attached to a forklift without guardrails, 
failing to provide employees with an apron and face shield when handling chemicals, 
not conducting a hazard assessment to identify personal protective equipment for 
workers handling chemicals, permitting employees not to wear face shields while 
grinding, and failing to evaluate the hazards associated with confined spaces. 
Source: 
http://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEAS
ES&p_id=21486 

For another story, see item 39  
 
[Return to top]  

Defense Industrial Base Sector 
 
See item 5  

 
[Return to top]  

Banking and Finance Sector 

11. December 12, Bangor Daily News – (Maine) Limerick woman pleads guilty to theft 
of $10,000 from Key Bank branch. A woman pleaded guilty December 12 in federal 
court to stealing $10,000 between the summer or fall of 2010 and July 2011 from her 
former employer, Key Bank. She was working as a client services manager at the 
Kennebunk, Maine branch at the time of the thefts, according to the prosecution’s 
version of events to which she pleaded guilty. The theft was discovered July 18 when 
an unscheduled audit of the woman's drawer was conducted. In an interview that same 
day, she admitted to a bank investigator she had been stealing from her drawer for 
about 8 months, and had taken steps to conceal her theft. 
Source: http://bangordailynews.com/2011/12/12/news/court/limerick-woman-pleads-
guilty-to-theft-of-10000-from-key-bank-branch/?ref=mostReadBox 

12. December 12, Montreal Gazette – (International) Man arrested in Montreal after 
violent U.S. bank robbery. A Canadian police tactical squad in Montreal, Quebec, 
arrested a man wanted in the U.S. by the FBI as a suspect in a violent bank robbery in 
Virginia where a police officer was fired upon in October. The man was arrested 
without incident in downtown Montreal December 11, according to a Montreal police 
constable. The armed robbery he was sought for was carried out October 14 in 
Winchester, Virginia. A man walked into the bank in the middle of the afternoon, 
pointed a revolver at three tellers, and left after they handed him money. Police officers 
arrived as the robber was fleeing. The robber fired shots at one officer, who was not 
struck. According to information released by the FBI, the man is also a suspect in other 

http://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=21486�
http://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=21486�
http://bangordailynews.com/2011/12/12/news/court/limerick-woman-pleads-guilty-to-theft-of-10000-from-key-bank-branch/?ref=mostReadBox�
http://bangordailynews.com/2011/12/12/news/court/limerick-woman-pleads-guilty-to-theft-of-10000-from-key-bank-branch/?ref=mostReadBox�


 - 6 - 

armed robberies, including three in Pennsylvania, and one in Delaware. 
Source: 
http://www.montrealgazette.com/news/Suspect+bank+robbery+nabbed+Montreal/5844
038/story.html 

For another story, see item 34  
 
[Return to top]  

Transportation Sector 

13. December 13, San Antonio Express-News – (Texas) Fire at airport sparks 
evacuation, stalls plane on tarmac. Operations are back to normal December 13 at the 
San Antonio International Airport in San Antonio where a small fire sparked an 
evacuation and caused a loaded plane to wait on the tarmac for nearly 2 hours, an 
airport spokesman said. He said an electrical fire started in the basement of Terminal B 
around 10:30 p.m. December 12. A plane that had just landed and was preparing to 
come into a gate at Terminal B was forced to wait on the tarmac for about 2 hours, he 
said. “Finally they determined it would take longer than expected, and we brought the 
plane over to Terminal A, where it deboarded,” he said. The affected terminal handles 
flights for American Airlines and Continental Airlines, according to the airport's Web 
site. 
Source: http://www.mysanantonio.com/news/local_news/article/Fire-at-airport-sparks-
evacuation-stalls-plane-2399050.php 

14. December 13, CNN – (National) Oakland Port reopens after protesters disrupt 
overnight operations. California's Oakland port terminal re-opened December 13 after 
Occupy protestors shut the facility down overnight, but the disruption "cost the Port 
and City of Oakland vital resources," a statement from officials said. "They hurt the 
many businesses that pay taxes and help us create jobs," said the communications 
manager for the port. On December 12, a statement from the port authority said there 
were "some delays of truck traffic" but said the port remained operational. But by 
Monday night, the protests had disrupted workers ability to get to work and impaired 
the port's ability to operate, officials said. Officials said the disruptions resulted in a 
backlog of of work to get through, cost workers shifts and wages, and caused a negative 
ripple effect for people up and down the West Coast. Demonstrations took place 
December 12 in Los Angeles, Seattle, Houston, and Portland, Oregon. Organizers said 
the goal was to shut down ports to "disrupt the economic machine that benefits the 
wealthiest individuals and corporations." In Houston, police arrested 20 protesters after 
dozens of police on foot and on horseback confronted a group who blocked an 
interstate on-ramp, authorities said. Groups of up to six protesters got down on the 
pavement and interlocked arms and legs, while a larger group stood near them yelling 
slogans. Officers set up barricades to cordon off protesters to free the ramp for traffic. 
Most protesters could be seen moving behind the barricades, with a few exceptions, 
including those who had lain down. Police handcuffed some protesters. Six face felony 
charges of using criminal instruments to block a public roadway, said a Houston police 
department spokesman. In Long Beach, California, protests caused isolated traffic 
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delays but did not hinder port operations, according to the police chief. About 80 
protesters demonstrated outside the gate of San Diego's port but caused no disruption, a 
port spokesman said. A spokesman for the port in Portland said the protests had 
partially shut down the port there. In addition to the West Coast port blockades, 
demonstrators in Salt Lake City and Denver said they were planning to disrupt 
operations of Wal-Mart distribution facilities. About 40 to 50 people protested at the 
Denver facility, CNN affiliate KCNC 4 Denver reported. 
Source: http://www.cnn.com/2011/12/13/us/occupy-ports/?hpt=hp_t2 

15. December 13, Bellingham Herald – (Washington) Bellingham protesters arrested 
after blocking railroad tracks; about a dozen arrested. Bellingham, Washington 
police arrested about a dozen protesters after they linked themselves together and laid 
down on railroad tracks for more than 3 hours December 12. About 80 to 100 protesters 
blocked the tracks and an intersection near downtown Bellingham starting at noon, in 
what they said was a show of solidarity with Occupy Oakland and other events aimed 
at shutting down ports on the West Coast. After several warnings from police, most of 
the protesters moved away from the tracks except for a handful who refused to move. 
Several had connected themselves together with bicycle locks around their necks. 
Around 3 p.m., officers began arresting protesters one at a time. Arrests lasted several 
hours because officers had to use a saw to cut the bike locks on some protesters’ necks. 
Those arrested were put onto a bus to Whatcom County Jail, where a police spokesman 
said they likely would remain overnight on suspicion of second-degree criminal 
trespassing, and obstructing an officer. The protest reportedly delayed two trains, one 
heading north and the other south, though that could not be confirmed with Burlington 
Northern Santa Fe Railway (BNSF) December 12. 
Source: http://www.thenewstribune.com/2011/12/12/1943408/bellingham-protesters-
arrested.html 

16. December 13, Associated Press – (California) Multiple big-rigs collide in Interstate 5 
truck tunnel in mountains north of Los Angeles. The California Highway Patrol 
(CHP) was investigating the cause of a crash December 12 involving at least eight big-
rigs on rain-slicked Interstate 5 in the mountains north of Los Angeles, California. 
Three people received minor injuries in the collision in the southbound lanes of the I-5 
truck tunnel near State Route 14, authorities said. Four tankers containing gas, crude 
oil, milk, and chemicals were involved in the crash, but none ruptured. KCAL 9 Los 
Angeles footage showed a tangle of trucks and traffic backed up behind them for miles. 
Dozens of firefighters from Los Angeles city and county initially responded to the 
scene, along with California Highway Patrol officers. It had been raining throughout 
the day in the Los Angeles area, but it was not known if weather contributed to the 
crash, authorities said. 
Source: http://www.washingtonpost.com/national/multiple-big-rigs-collide-in-
interstate-5-truck-tunnel-in-mountains-north-of-los-
angeles/2011/12/13/gIQAXFIHrO_story.html 

17. December 12, Boston Globe – (Northeast) Amtrak resumes New York-Boston rail 
service. Amtrak resumed service between New York and Boston early the afternoon of 
December 12, hours after the route was compromised when a tree fell onto the 
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overhead wire system in Guilford, Connecticut, resulting in a loss of power to the 
trains. One of two tracks was operating, an Amtrak spokesman said. He said that as 
crews worked to restore service on the second track, there could be some congestion 
delays along the route, though nothing longer than 45 minutes. 
Source: http://www.boston.com/Boston/metrodesk/2011/12/amtrak-suspends-new-
york-boston-service-due-tree-falling-wire/AY1en1ZXkHFPxrn8uxF79M/index.html 

18. December 12, Baltimore Sun – (Maryland) Rocks from rail overpass damage 15 cars 
on beltway in Lansdowne. About 15 vehicles driving on the inner loop of Interstate 
695 in southwestern Baltimore County, Maryland, were damaged December 12 after 
hundreds of rocks from a railroad overpass fell onto the busy highway, according to 
Maryland State Police. No injuries were reported, but vehicles were damaged with 
dents, scratches, and cracked windshields. Police began receiving reports from 
motorists just before 7 p.m. that rocks were falling from the Hollins Ferry railroad 
overpass. Officials from the Maryland State Highway Administration responded and 
helped clear rocks from I-695, which was temporarily closed. CSX, which operates the 
railroad overpass, planned to inspect the overpass and suspended train traffic across the 
overpass until an inspection was completed. 
Source: http://articles.baltimoresun.com/2011-12-12/news/bs-md-train-debris-
20111212_1_overpass-rocks-train-traffic 

For more stories, see items 1, 2, 3, and 27  
 
[Return to top]  

Postal and Shipping Sector 

19. December 13, Massachuetts Institute of Technology Tech – (Massachusetts) MIT fined 
$125k for shipping unlabled hazardous materials. The Massachusetts Institute of 
Technology (MIT) in Cambridge, Massachusetts paid the Federal Aviation 
Administration (FAA) a $125,000 fine for failure to properly label hazardous materials 
shipped through Federal Express that resulted in a fire August 25, 2009, the MIT Tech 
reported December 13. The fine was negotiated down from the FAA’s proposed 
$175,000 fine and was paid last month, the FAA spokesman said. MIT has agreed to 
host a 1-day symposium on FAA shipping regulations as part of the settlement, 
according to the managing director of MIT’s Environmental Health and Safety 
department. 
Source: http://tech.mit.edu/V131/N59/faapenalty.html 

[Return to top]  

Agriculture and Food Sector 

20. December 13, Belleville News-Democrat – (Illinois) Ex-grain elevator owner pleads 
guilty: Breese man admits fraud. A Clinton County, Illinois grain elevator operator 
pleaded guilty to two counts of mail fraud and could face up to 20 years for each 
offense. The man entered his plea December 12 in federal court for offenses committed 
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during an 11-month period in 2007-2008, when he defrauded and withheld information 
from the Illinois Department of Agriculture, and a bank. During his plea, the man 
admitted that in December 2006, he falsely increased an insurance claim by $34,400 
regarding a fire at his former grain elevator, Consolidated Exchange. He also admitted 
to defrauding the First State Bank of Eldorado by selling $87,161.76 worth of grain that 
was collateral for a loan taken out by his businesses, Consolidated Exchange Inc. and 
Grain Exchange LLC, and then hiding the sale from the bank holding the loan. 
Source: http://www.bnd.com/2011/12/13/1977534/ex-grain-elevator-owner-pleads.html 

21. December 13, Occupational Health & Safety – (Colorado) OSHA busts Colorado 
food manufacturer for 28 safety violations. The U.S. Occupational Safety and Health 
Administration (OSHA) cited McKeefe Ventures, doing business as Colorado Blue 
Ribbon Foods LLC in Rocky Ford, Colorado, for 28 alleged safety and health 
violations after conducting a follow-up inspection in June to verify corrective actions 
had taken place from a previous inspection. Proposed fines total $116,160, 
Occupational Heath & Safety reported December 13. The OSHA cited the company for 
7 repeat, 18 serious, and 3 other-than-serious violations. The repeat violations relate to 
hazards associated with respiratory protection, material storage, powered industrial 
trucks, and machine guarding. Similar violations were cited in 2010 at the same 
facility. The serious violations include improper preventive maintenance of the 
anhydrous ammonia system, no lockout procedures for de-energizing equipment prior 
to performing maintenance activities, inadequate personal protective equipment, 
inadequate housekeeping, and various electrical hazards. The other-than-serious 
violations include failing to properly maintain OSHA 300 logs for injuries and illnesses 
and to inspect fire extinguishers. 
Source: http://ohsonline.com/articles/2011/12/13/osha-busts-colorado-food-
manufacturer-for-28-safety-violations.aspx?admgarea=news 

22. December 13, Dubuque Telegraph Herald – (Wisconsin) 1 person hurt, 15 cattle 
killed in barn fire. One person suffered minor injuries and 15 cattle died in a barn fire 
December 12 west of Stitzer, Wisconsin. According to the Lancaster Fire chief, fire 
crews from Stitzer, Lancaster, and Fennimore, along with Fennimore EMS responded 
to the Herman and Peggy Maier farm. When they arrived, they found a milking parlor 
engulfed in flames. It was attached to a larger, free-stall barn that had almost 400 head 
of cattle. Firefighters quickly contained the fire in the milking parlor. Firefighters and 
bystanders moved the cattle to safety, but 15 animals died. 
Source: http://www.thonline.com/news/tri-state/article_5a6eeb37-1400-56f7-ad83-
86d81c6fe408.html 

23. December 13, Food Safety News – (National) More dog food recalled due to 
aflatoxins. Three more labels of dry dog food from another manufacturer have been 
added to the recall list because of levels of aflatoxins above acceptable limits, Food 
Safety News reported December 13. Advanced Animal Nutrition, which said it had no 
reports of adverse health effects related to the dog food, become the third company 
with the problem. Advanced Animal Nutrition said the recalled dog food was 
distributed in Missouri, Arkansas, and Louisiana. Like Iams and Cargill, at issue for 
Advanced Animal Nutrition are levels of fungus or mold growth, often associated with 
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corn, that at high levels can cause liver damage. 
Source: http://www.foodsafetynews.com/2011/12/three-more-labels-of-dry/ 

24. December 13, Food Safety News – (International) First E. coli outbreak linked to 
crabmeat. Plymouth, England residents December 12 learned about an E. coli 
O157:H7 outbreak that occurred in their city in August when nine people were infected 
by eating crabmeat, Food Safety News reported December 13. The Plymouth Herald 
reported the outbreak was unusual because it marked the first time that E. coli O157:H7 
was associated with the consumption of crabmeat. The report was the first public 
disclosure about the nearly 4-month-old outbreak that has been under investigation by 
environmental and health officials since it occurred. Local environmental health 
officials and the United Kingdom's Health Protection Agency are focusing their 
investigation on an unapproved crab supplier. They apparently suspect a link between it 
and those who became ill. 
Source: http://www.foodsafetynews.com/2011/12/first-e-coli-outbreak-linked-to-
crabmeat/ 

For another story, see item 3  
 
[Return to top]  

Water Sector 

25. December 13, Associated Press – (Maryland) Power outage causes Frederick sewage 
spill. Frederick, Maryland officials said 3.5 million gallons of raw sewage spilled into 
Carroll Creek after a waste water treatment plant lost power for about 9 hours 
December 11 and 12. The spill occurred about 500 feet upstream from the Monocacy 
River, which supplies the city's drinking water. The city said the water supply was not 
affected because the creek enters the river about a mile downstream from where the 
water supply is drawn, however, the spill temporarily closed a road near the plant. The 
city said power from a generator stopped the sewage spill about 3 a.m. December 12, 
and the cause of the outage is under investigation. 
Source: http://www.abc2news.com/dpp/news/state/power-outage-causes-frederick-
sewage-spill 

26. December 12, Mount Clemens Daily Tribune – (Michigan) Last month's heavy rains 
caused sewage overflows into Lake St. Clair. Recent heavy rainstorms caused local 
sewer systems to dump an unprecedented amount of sewage, 1.5 billion gallons, into 
Lake St. Clair in Michigan over a 2-day period, the Mount Clemens Daily Tribune 
reported December 12. The pollution discharges came as the area received 3 to 4 inches 
of rain, causing sewer overflows on November 29-30 at 11 sites, many of them located 
along the Clinton River or its tributaries, which flow into the lake. The huge spills came 
as the county had already set a record for overflows in one year. The new totals stand at 
5.8 billion gallons for 2011. The 1.5 billion gallons discharged in less than a week 
doubles the total for all of 2010. Public works officials reported that, in most cases, the 
combined sewage and rainwater was skimmed, settled, and treated with chlorine before 
being released into the waterways. The mayor, in a letter to a U.S. Representative, said 
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the city needs federal assistance to remedy the "massive" problems with its 50-year-old 
infrastructure. 
Source: 
http://www.dailytribune.com/articles/2011/12/12/news/doc4ee62bbc49b59148125982.t
xt?viewmode=fullstory 

27. December 12, Augusta Chronicle – (Georgia) Georgia DOT fined by EPA for 
Interstate 20 sediment runoff. The Georgia Department of Transportation will pay 
$307,500 in civil fines and $24,000 in restoration costs for violations associated with 
the Walton Way and Interstate 20/Bobby Jones Expressway construction projects, 
according to a U.S. Environmental Protection Agency (EPA) enforcement activity 
summary released the week of December 5. The EPA’s Region IV office cited 16 
entities throughout six southeastern states for unauthorized discharge of sediment into 
streams and waterways. Such activities threaten water quality and damage natural 
ecosystems and habitat. The Augusta case generated the largest such fine, according to 
the summary, which covered the fiscal year ending September 30. The federal penalties 
followed other enforcement actions by the Georgia Environmental Protection Division, 
which settled four cases from 2006 to 2009. According to the EPA order, the waters 
impacted by the violations included Crane Creek, Rae’s Creek, Rock Creek, and the 
Augusta Canal. 
Source: http://chronicle.augusta.com/news/government/2011-12-12/georgia-dot-fined-
epa-interstate-20-sediment-runoff?v=1323721498 

For more stories, see items 3 and 39  
 
[Return to top]  

Public Health and Healthcare Sector 

28. December 12, Chicago Tribune – (Illinois) Whooping cough cases increasing across 
Chicago area. Pertussis — whooping cough — cases have grown throughout the 
Chicago area, with some counties reporting their highest numbers in nearly 5 years. 
Statewide, 1,100 people have contracted pertussis in 2011 through November, health 
officials said. There were 1,057 cases all of last year. There have been more than 650 
confirmed cases of whooping cough in McHenry, DuPage and Lake counties. 
Confirmed cases have spiked over the last few weeks. In McHenry County, what 
started with eight cases among students at Cary-Grove High School in Cary has grown 
into an outbreak with more than 200 cases — a county record — affecting as many as 
16 communities and at least 33 schools. "The majority of cases are definitely at the 
schools," a spokeswoman for the McHenry County Health Department said. There have 
been 138 confirmed cases in Lake County, prompting health officials last week to issue 
an alert urging residents to be aware of the symptoms, including coughing, spasms, and 
vomiting. The county expects to surpass its previous record of 164, which is its highest 
number in 5 years, according to a Lake County Health Department epidemiologist. 
Source: http://articles.chicagotribune.com/2011-12-12/news/ct-met-whooping-cough-
1211-20111212_1_whooping-cough-cases-public-health-outbreaks 
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29. December 9, San Francisco Bay City News – (California) SF General, UCSF fined for 
errors jeopardizing patient health. Five San Francisco, California-area hospitals were 
issued $215,000 in penalties by the California Department of Public Health (CDPH) for 
noncompliance with policies and administrative errors that could have resulted in 
serious injury or death, the state agency announced December 8. According to the 
CDPH, South San Francisco's Kaiser Foundation Hospital maintained dozens of 
medications at temperatures below those recommended by the Centers for Disease 
Control and the World Health Organization, citing a survey that suggests exposure to 
freezing temperatures can result in irreversible loss of potency. According to a 
statement of deficiencies issued by the public health department, over a 32-month 
period between 2006 and 2009, about 4,900 patients received comprised vaccines used 
to prevent diphtheria, tetanus, pertussis, hepatitis, and pneumonia. Palo Alto's Lucile 
Packard Children's Hospital was issued a violation after the CDPH determined from a 
December 2010 survey that pharmacy technicians failed to properly dilute an 
intravenous medicine used to treat low chloride levels. According to the violation 
issued to the hospital, the error resulted in a newborn patient being administered 
higher-than-intended doses. That patient experienced seizures after receiving the first 
dose, and had to be treated with anticonvulsant drugs, even after discharge from the 
hospital. San Francisco General Hospital was issued its second violation after a female 
patient was admitted for a complete mastectomy but instead received a partial 
mastectomy. UCSF Medical Center was fined after a surgeon erroneously made an 
incorrect incision. The surgery was supposed to be on the patient's right eye, but instead 
the initial incision was made on the patient's left eye. It was the sixth administrative 
penalty issued to UCSF Medical Center. Sutter Solano Medical Center in Solano 
County was fined $50,000 for a 2009 violation that resulted in a sponge being left 
inside a woman who underwent a Cesarean section at the hospital. 
Source: http://sfappeal.com/news/2011/12/sf-general-ucsf-fined-for-errors-
jeopardizing-patient-health.php 

[Return to top]  

Government Facilities Sector 

30. December 13, msnbc.com; Associated Press; Reuters – (Washington) Two Army 
helicopters crash at Washington base, four soldiers killed. Two U.S. Army 
helicopters crashed December 12 at Joint Base Lewis-McChord in an accident that 
killed four soldiers, a military spokesman said. The two-seat OH-58D Kiowa Warrior 
observation helicopters crashed after 8 p.m. in the southwest training area of the 
sprawling base near Tacoma, Washington, according to the Army. KIRO 7 Seattle 
reported local fire crews reached the crash sites, but there were no survivors. It was not 
immediately clear whether the aircraft collided or crashed separately. There were no 
injuries on the ground, KCPQ 13 Tacoma reported. Base officials secured the crash site 
late December 12 and immediately began an investigation. The Combat Readiness 
Center at Fort Rucker, Alabama, will lead the overall investigation into the accident, 
the base spokesman said. 
Source: http://usnews.msnbc.msn.com/_news/2011/12/13/9405586-two-army-
helicopters-crash-at-washington-base-four-soldiers-killed 
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31. December 13, Associated Press – (Texas) Texas school may build protective wall 
after 2 students shot while trying out for basketball. School officials in Edinburg, 
Texas, confined students to campus buildings and pondered erecting a cinder-block 
wall to block bullets from hunters on adjacent ranchland, December 13, a day after two 
middle school boys were shot while trying out for the basketball team on an outdoor 
court. There are no laws in Texas prohibiting hunting on private land next to schools or 
using high-powered rifles. The boys, ages 13 and 14, were in a parking lot that had 
been converted into a temporary basketball court behind Harwell Middle School when 
they were shot at about 4:45 p.m. December 12. There were about 50 children there 
trying out for the team. One boy going for a layup was shot just under the right arm, 
and the other was shot in the back while awaiting his turn. Four coaches immediately 
rushed children inside the building while other staff tended to the wounded students, 
she said. Both boys underwent surgery and were in stable condition. Investigators were 
able to retrieve a bullet from one of the boys. The Hidalgo County sheriff said they will 
check for a ballistics match with rifles taken from three men who were questioned. Two 
of the men were shooting target practice about 800 yards, or nearly a half-mile, from 
where the boys were shot, the sheriff said. “Their initial statement leads us to believe 
that they were in the right line of trajectory." He said the men were released, but are 
still under investigation. A third man remained in custody December 13 who was 
caught trespassing on adjacent land and carrying an AR-15 assault rifle. The sheriff 
said he was in the country illegally and could face trespassing charges in addition to his 
immigration violation. 
Source: http://www.washingtonpost.com/local/education/investigators-question-
hunters-suspected-of-wounding-2-students-outside-texas-middle-
school/2011/12/13/gIQARwSFrO_story.html 

For more stories, see items 19 and 28  
 
[Return to top]  

Emergency Services Sector 

32. December 12, Maui Now – (Hawaii) Kihei pole fire temporarily downs 911 
lines. Emergency 911 lines on the island of Maui, Hawaii, were out of service for about 
an hour December 11 as the result of a fire in Kihei that damaged Hawaiian Telcom 
fiberoptic lines. Crews continued repairs into the night to fix service for cell and 
Internet customers. Fire officials said the top of a power pole was on fire between the 
power line and the fiber optic cable. The Maui fire captain said the fire burned through 
and severed the fiber optic line. He said the high voltage line had to be disconnected so 
that crews could put water on the pole to douse the fire. 
Source: http://mauinow.com/2011/12/12/kihei-pole-fire-temporarily-downs-911-lines/ 

For more stories, see items 8, 41, and 47  
 
[Return to top]  
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Information Technology Sector 

33. December 13, IDG News Service – (International) Windows Phone bug reportedly 
disables messaging. A reported vulnerability in Windows Phone causes its messaging 
features to be disabled after the device is sent a specific SMS or chat message. The bug 
was reported to the blog Winrumors, according to the researcher who administers the 
Web site. He wrote he and the reporter were notifying Microsoft. In a video, the 
Winrumors administrator shows that after a Windows Phone device receives the 
message, it shuts down. Upon reboot, the messaging hub tile does not work despite 
repeated attempts. The denial-of-service issue also occurs if a person is sent a specific 
Facebook or Windows Live Messenger chat message. Winrumors ran tests on the HTC 
Titan, the Samsung Focus Flash, and others running the 7740 version of Windows 
Phone 7.5 and the Mango RTM build 7720, the administrator wrote. "At this stage, 
there doesn't appear to be a workaround to fix the messaging hub apart from hard 
resetting and wiping the device," he wrote. The bug appears to have other strange 
effects. He found a live tile featuring updates from a Facebook friend will lock up if 
that friend posts a particular message. He wrote that problem could be avoided by 
initially booting up a device, getting past the lock screen quickly, and then removing 
the live tile before it flips over and locks the device. 
Source: 
http://www.computerworld.com/s/article/9222620/Windows_Phone_bug_reportedly_di
sables_messaging?taxonomyId=17 

34. December 13, Softpedia – (International) Google Wallet stores too much 
unencrypted data, researchers say. A recent forensic analysis performed by 
researchers from ViaForensics showed while Google’s Wallet application can be highly 
useful for smartphone owners, doing a good job protecting their assets, there are some 
issues that may be security risks. During the experiment, performed on a rooted device, 
three methods of breaking the Wallet’s security were attempted: mad-in-the-middle 
(MitM) attacks, forensic analysis on the data stored on a device, and examination of 
system logs. The first conclusions were that MitM attacks are no match for the 
application since during account setup and during credit card add, the attempts of the 
experts failed. In the second phase, the forensic analysis, the app’s cache directory 
revealed pictures of some credit cards, the most significant information that could be 
seen being the card’s expiration date. However, before the research was finished, 
Google issued an update that resolved this issue. The SQL databases revealed the most 
information on the device’s owner, including credit card balance, limits, expiration 
date, cardholder name, transaction dates, and locations. All the data was left 
unencrypted. Another security bug patched by Google is the delete transaction or reset 
function did not actually delete the data, the researchers proving it could be easily 
recovered. 
Source: http://news.softpedia.com/news/Google-Wallet-Stores-Too-Much-
Unencrypted-Data-Researchers-Say-240288.shtml 

35. December 12, Computerworld – (International) Google pulls 22 more malicious 
Android apps from Market. Google removed nearly two dozen malware-infected 
apps from its official Android Market in the last several days, a security company said 
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December 11. So far in 2011, Google pulled more than 100 malicious Android apps 
from its download distribution channel. Lookout Security said it and other vendors 
notified Google of several recent waves of malicious apps — 22 apps altogether — that 
reached the Android Market. Google removed those programs from the e-mart, said 
Lookout. Lookout spotted nine malware-infected apps the week of December 5, and 
another 13 the weekend of December 10 and 11. The company dubbed the malware 
bundled with the fake apps "RuFraud", and said the code sent spurious text messages to 
premium numbers, racking up revenues for the criminals. While North American users 
were not affected — RuFraud was written not to target the United States, for instance 
— people in France, Germany, Italy, Poland, Russia, the United Kingdom, and several 
other eastern European and central Asian countries were. As in previous malicious app 
campaigns, the RuFraud apps borrowed elements of legitimate apps, but did not simply 
snatch complete apps, then re-package them with malicious code, said Lookout. The 
recent RuFraud operations began with horoscope apps, then moved on to Android 
phone wallpapers and downloaders posing as accessories to bestselling games such as 
"Angry Birds", and "Cut the Rope", then finished with a round of fake games, 
Lookout's researchers said. That last run accounted for the majority of downloads 
before Google pulled the apps. Lookout estimated about 14,000 copies of the fake 
games were grabbed by users. 
Source: 
http://www.computerworld.com/s/article/9222595/Google_pulls_22_more_malicious_
Android_apps_from_Market?taxonomyId=17 

36. December 12, H Security – (International) Winamp update closes security holes. The 
developers at Nullsoft, a division of AOL Music, released version 5.623 of their 
Winamp media player for Windows to fix several bugs and close three security holes 
found in previous builds. According to security specialist Secunia, the new update 
addresses three vulnerabilities, rated as "highly critical", that could be exploited to 
compromise a victim's system. These include two integer overflow errors in the 
in_avi.dll plug-in, and an issue in the in_mod.dll plug-in that could lead to a heap-based 
buffer overflow and the execution of arbitrary code. For an attack to be successful, a 
victim must first open a specially crafted file. The problems were confirmed in version 
5.622; other builds may also be affected. 
Source: http://www.h-online.com/security/news/item/Winamp-update-closes-security-
holes-1394031.html 

37. December 12, Help Net Security – (International) Spam campaign bypasses Gmail 
filters, employs Google Docs. Every so often, online crooks and spammers use Google 
Docs to host phishing forms or documents with embedded malicious links. One such 
spam campaign is currently delivering a simplistic e-mail with a link to a Google Docs 
to inboxes around the world. A Stanford researcher identified the campaign and found 
the e-mail effectively bypassed Google's spam filters — a rare occurrence. The link 
lead an untitled document touting fake/novelty university diplomas and degrees. 
Google Docs displays the number of people who viewed the document, so the 
researcher could see how many people were viewing it — which means they followed 
the link. "I saw 7 other people taking a look at the document while writing this post so 
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it is clear that this campaign is active and successful," he commented. 
Source: http://www.net-security.org/secworld.php?id=12089 

38. December 12, threatpost – (International) DNS hijacks now being used to serve 
Black Hole Exploit Kit. Attackers have been going after various pieces of the DNS 
infrastructure for a while, and it is not unusual for there to be organized campaigns that 
target certain industries or geographic regions. Lately, however, researchers are seeing 
a pattern where attackers add new names to existing domains and use those sub-
domains to piggyback on the good reputation of sites and push counterfeit goods, pills, 
etc. Now, attackers are using the attack to push exploits via the Black Hole Exploit Kit. 
The attacks have been ongoing for a few months, and, while they are simple in theory, 
researchers are unable to figure out how the attackers managed to compromise the 
domains and get access to the DNS records to add their own sub-domains. Attackers 
have been able to alter domain records of dozens of existing, legitimate sites, including 
local government agencies, small businesses, community banks, and others and then 
inserted new sub-domain names into the records. Researchers at the SANS Internet 
Storm Center have been looking into the attacks and identified dozens of domains 
affected and poisoned with the insertion of myriad sketchy sub-domains pushing fake 
pharmaceuticals, loans, and other Internet spam staples. 
Source: http://threatpost.com/en_us/blogs/dns-hijacks-now-being-used-serve-black-
hole-exploit-kit-121211 

39. December 9, Industrial Control Systems Cyber Emergency Response Team – 
(International) ICS-ALERT-11-343-01—Control System Internet 
Accessibility. October 28, 2010, Industrial Control Systems Cyber Emergency 
Response Team (ICS-CERT) published an alert titled “ICS-ALERT-10-301-01 — 
Control System Internet Accessibility.” The alert warned control system owners and 
operators a search engine called SHODAN was being used to locate Internet facing 
control systems. ICS-CERT is issuing this new alert to warn of an uptick in related 
activity and urge asset owners and operators to audit their control systems 
configurations and verify whether or not they are susceptible to an attack via this 
vector. ICS-CERT is tracking and responded to multiple reports of researchers using 
SHODAN, Every Routable IP Project, Google, and other search engines to discover 
Internet facing control systems. ICS-CERT coordinated this information with the 
identified control system owners and operators to notify them of their potential 
vulnerability to cyber intrusion and attack. When appropriate, ICS-CERT also 
coordinates with the corresponding sector Information Sharing and Analysis Centers or 
international Computer Incident Response Team to notify asset owners. In many 
instances, the exposed systems were unknowingly or unintentionally configured with 
potentially unsecure access authentication and authorization mechanisms. ICS-CERT 
works with the asset owner/operators and vendor or systems integrators whenever 
possible to remove any default credentials and secure these systems from attack. In 
cases where unauthorized access was identified, ICS-CERT assisted control system 
owners and operators with system and firewall data analysis to determine the extent of 
the intrusion and whether any configuration changes might have been made to the 
system. The use of readily available and generally free search tools significantly 
reduces time and resources required to identify Internet facing control systems. In turn, 
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hackers can use these tools to easily identify exposed control systems, posing an 
increased risk of attack. Conversely, owners and operators can also use these same 
tools to audit their assets for unsecured Internet facing devices. 
Source: http://www.us-cert.gov/control_systems/pdf/ICS-ALERT-11-343-01.pdf 

For more stories, see items 5, 32, and 40  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

40. December 13, Lancaster Intelligencer Journal; Lancaster New Era – (National) 
Windstream's nationwide outage shuts down Internet service for thousands 
here. More than a million Windstream customers nationwide, including thousands in 
Lancaster, Pennsylvania, were without Internet service for more than 5 hours December 
13. Internet service was lost about 4:30 a.m., a Windstream spokesman said. It was 
restored in most areas at 9:30 a.m., he said. However, some Lancaster customers did 
not get service back until about 10:45 a.m. The spokesman said the problem originated 
with a DNS server. The cause of the outage remains under investigation, he said. 
Windstream has 1.35 million Internet customers in 29 states. Windstream telephone 
service was not affected. 
Source: http://lancasteronline.com/article/local/549810_Windstream-s-nationwide-
outage-shuts-down-internet-service-for-thousands-here.html 

41. December 12, Associated Press – (New Jersey) Verizon apologizes for alert that 
warned customers to ‘take shelter now’. A Verizon “emergency” alert the company 
texted to its wireless customers December 12 triggered hundreds of calls from 
concerned residents to local and state offices. The company sent the alert to customers 
in Middlesex, Monmouth, and Ocean counties in New Jersey, warning of a ”civil 
emergency” and telling people to “take shelter now.” The message was meant to be a 
test but it was not labeled as such, Verizon later admitted. Within about 90 minutes, the 
state homeland security and emergency management offices posted on Twitter that no 
emergency existed, but by then people called a variety of local, county, and state 
agencies to express their concerns. In Monmouth County, the number of calls to the 
county 911 call center doubled between noon and 1 p.m. to more than 170, compared to 
the same time the week of December 5, a county sheriff’s department spokeswoman 
said. Verizon did not say why the message was sent without being labeled as a test, or 
whether the December 12 incident was the first time such a mistake occurred. 
Source: http://www.washingtonpost.com/national/verizon-apologizes-for-alert-that-
warned-customers-to-take-shelter-now/2011/12/12/gIQArFnWqO_story.html 
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For more stories, see items 32, 33, 34, 35, 37, and 38  
 
[Return to top]  

Commercial Facilities Sector 

42. December 13, Rochester Democrat and Chronicle – (New York) Wayne teens 
accused of throwing bomb into senior center. Two teens from Ontario, New York, 
were accused of throwing an explosive chemical bomb into a crowded senior citizens 
center December 9. The Wayne County Sheriff’s Office said December 12 that the 
teens are accused of going to Brown Square Village and throwing a plastic bottle 
containing noxious chemicals into the common area of the complex. “The bottle called 
a 'Works Bomb' contained ingredients which when mixed caused a chemical reaction 
and the results cause the plastic bottle to explode,” according to the sheriff’s office. A 
resident inside the common area kicked the bottle outside before it exploded. The teens 
were charged with second-degree reckless endangerment and unlawfully possessing 
noxious material. Brown Square Village has 92 bedroom apartments. 
Source: http://www.democratandchronicle.com/article/20111213/NEWS01/312140006 

43. December 13, WZTV 17 Nashville – (Tennessee) Bomb squad recovers grenade from 
apartment complex in Madison. Police evacuated an apartment building and called 
out the bomb squad in Davidson County, Tennessee, after finding a grenade December 
12. Police were at the location on a drug complaint when an individual consented to his 
apartment being searched. He told police he was in possession of a live grenade, said a 
police official. As a precaution, the complex was evacuated and the device was 
recovered by the bomb squad. The man was arrested on unrelated charges, and other 
charges are possible. 
Source: 
http://www.fox17.com/newsroom/top_stories/videos/wztv_vid_10294.shtml?wap=0 

44. December 13, WBRC 6 Birmingham – (Alabama) Homewood apartment fire leaves 
dozens homeless. Dozens of Homewood, Alabama, families were looking for a new 
place to live following an apartment fire December 12. The fire happened at Highland 
Peak Apartments. Two buildings were heavily damaged. Fire officials said the fire 
started in a lower apartment and quickly spread to other units. The Red Cross said 
about 60 people were affected by the fire. 
Source: http://www.myfoxal.com/story/16309933/homewood-apartment-fire-leaves-
dozens-homeless 

45. December 13, WRC 4 Washington, D.C. – (District of Columbia) Gunman fired 
randomly at homes. A children's playground in northeast Washington, D.C. was 
behind crime tape December 13 after an overnight police-involved shooting that left 
one dead. Police said the suspected gunman had been walking down the middle of the 
street and randomly firing at the houses. D.C. police went to the Clay Terrace 
neighborhood after reports of multiple shots fired. The police chief said an initial caller 
indicated a man was walking down Clay Terrace firing at houses, and apartment 
buildings. The suspected gunman continued shooting when officers arrived, the chief 
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said, leading officers to shoot the suspect. The chief said it was unclear if any residents 
had been injured or what damage was done in the shooting. She said the suspect fired 
multiple shots, shooting "for a period of time." The suspect died of his wounds. 
Source: http://www.msnbc.msn.com/id/45649363/ns/local_news-
washington_dc/#.Tud1WFbcxfU 

46. December 11, WAFB 9 Baton Rouge – (Louisiana) Fire damages historic church 
building. The largest Vietnamese church in Baton Rouge, Louisiana was damaged after 
flames tore through one of its main buildings December 11. The two-alarm fire at St. 
Anthony Catholic Church started on the second floor of a church apartment building 
located behind the main sanctuary. It housed 21 studio apartments, and church offices. 
The fire destroyed three units upstairs, and the rest of the upstairs suffered extensive 
smoke damage. The first floor has water damage in the area below where the fire 
started. 
Source: http://www.wafb.com/story/16302240/flames-gutted-largest 

47. December 9, KSAZ 10 Phoenix – (Arizona) Mesa man arrested in Molotov cocktail 
case. A Mesa, Arizona man was arrested on suspicion of assembling a dozen 
explosives and throwing several of them at his mother and police. Mesa police said the 
man was arrested December 8 after he allegedly threw a Molotov cocktail at his mother 
and her boyfriend as they drove past him. The bomb missed the vehicle and exploded 
in the street. The suspect reportedly put together at least 12 Molotov cocktails in his 
mother's home using glass bottles, gasoline, and cloth pieces. When police approached 
the home, two of the bombs were thrown in their direction but failed to cause any harm. 
He was arrested on suspicion of criminal damage, aggravated assault, and misconduct 
involving weapons. 
Source: http://www.myfoxphoenix.com/dpp/news/crime/Mesa-Explosives-Arrest-12-9-
2011 

For more stories, see items 4 and 14  
 
[Return to top]  

National Monuments and Icons Sector 
 

Nothing to report 
 
[Return to top]  

Dams Sector 

48. December 12, Associated Press – (Midwest) Corps shy of Missouri River levee-
repair money. The U.S. Army Corps of Engineers currently has only enough money 
available to fix 11 of 68 Missouri River levees, and is draining extra water from 
upstream reservoirs to nurse the flood-battered system through 2012. Officials made 
the announcement December 12 during a meeting of the Missouri River Flood Task 
Force in suburban Kansas City. The damaged levees are located in Missouri, Nebraska, 
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Iowa, and Kansas. The Corps said the $68 million available is sufficient only to help 
pay for the most crucial projects. The goal is to fix those levees at least enough to 
protect against a 25-year flood, although many previously provided 100-year flood 
protection. The Corps said it would cost $253 million to make all the repairs needed in 
the Missouri River Basin. 
Source: http://www.kcautv.com/story/16309021/corps-shy-of-missouri-river-levee-
repair-money 
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