
 - 1 - 

 

Homeland Security  
Daily Open Source Infrastructure Report 
13 December 2011 

 

 

 
Top Stories 

• Hundreds of Occupy protesters blocked gates at some of the West Coast’s busiest ports 
December 12, causing the partial shutdown of several of them. – Associated Press (See 
item 17)  

• As many as 1 million customers of Restaurant Depot and Jetro may have had their credit 
card information stolen by hackers based in Russia. – Softpedia (See item 23)  
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: LOW, Cyber: LOW 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. December 11, KRIS 6 Corpus Christi – (Texas) Semi rolls, spills diesel fuel near 
Alice. Texas Department of Public Safety (DPS) troopers said the weather is to blame 
for an accident December 11, involving a semi-truck filled with diesel fuel. The 
incident happened close to the Alice Airport in Corpus Christi, Texas. Troopers said the 
driver of the rig was speeding on the wet roads and over-corrected while going around 
a curve, causing the trailer and the cab to buckle. Troopers said the semi rolled twice 
and landed hard, causing about 500 gallons of diesel fuel to leak on the road. The Alice 
Fire Department and DPS took control, cleaning up, and diverting traffic while a haz-
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mat crew drove down from San Antonio to clean up the fuel. Drivers were diverted for 
most of the day. 
Source: http://www.msnbc.msn.com/id/45634778/ns/local_news-
corpus_christi_tx/#.TuY19VavlYQ 

2. December 11, Associated Press – (California) 1,700 gal. of diesel fuel spills at UC 
Berkeley. A diesel fuel tank at the University of California in Berkeley overflowed, 
spilling about 1,700 gallons that flowed into nearby waterways and forced the closure 
of a campus building, authorities said December 11. Several government agencies 
including the U.S. Environmental Protection Agency, the U.S. Coast Guard, and the 
California Department of Fish and Game joined university officials in cleaning up and 
assessing the effects of the spill. Much of the fuel flowed into Strawberry Creek, which 
runs through campus and is home to many plants and wildlife. Some of it reached the 
San Francisco Bay. The spill was discovered December 10 when a campus police 
officer noticed a strange odor coming from the creek. The smell was traced to Stanley 
Hall, a large classroom and research building, where a tank used to fuel an emergency 
generator had overflowed due to an equipment failure while it was receiving fuel from 
a larger nearby storage tank. The building was closed and the spill was quickly 
contained. 
Source: http://www.nctimes.com/news/state-and-regional/gal-of-diesel-fuel-spills-at-
uc-berkeley/article_3081e788-98f7-5c4f-81b0-c8e12430e02d.html 

3. December 11, Associated Press – (Nebraska) Magellan pipeline ruptures near 
Nemaha, Neb. A pipeline carrying petroleum from Kansas City, Missouri, to Omaha, 
Nebraska, ruptured, spilling an estimated 252,000 gallons. A Magellan Midstream 
Partners spokesman said a landowner hit the pipeline with a bulldozer December 10 
near Nemaha, Nebraska. Magellan’s control room in Tulsa, Oklahoma, noticed a drop 
in pressure and quickly shut down the line. The company spokesman said there are two 
pipes that run through the area and both were affected. He said an initial estimate put 
the spill at 252,000 gallons but that could be revised as a crew cleans up the area and 
fixes the pipes. A Magellan crew was at the site December 11. 
Source: http://www.kmov.com/news/mobile/Magellan-pipeline-ruptures-near-Nemaha-
Neb-135409203.html 

For more stories, see items 4 and 25  
 
[Return to top]  

Chemical Industry Sector 

4. December 12, KRIV 26 Houston – (Texas) Pasadena refinery catches fire, 2 
injured. A chemical refinery in Pasadena, Texas, caught fire December 10, alarming 
residents who could hear explosions. According to a spokesman for the Pasadena 
Chemical Refining Plant, the fire broke out around 7 p.m. The company said the sludge 
at the bottom of a tank caught fire. While nearby residents said they heard at least two 
explosions, the company would only confirm there was a fire. A spokesman for the 
Pasadena Police Department said two people sustained non-life threatening injuries. 
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One of the injured was sent to the hospital. Officials said the incident was treated as a 
structure fire and not an explosion, and a shelter-in-place for some residents was lifted 
after a brief amount of time. 
Source: http://www.myfoxhouston.com/dpp/news/local/111210-pasadena-refinery-
catches-fire,-2-injured 

5. December 10, WRAL 5 Raleigh – (North Carolina) Truck carrying chemical reactor 
vessel breaks down for second time. A truck carrying a stainless steel pressurized 
chemical reactor vessel broke down for the second time in a week December 10 and 
caused heavy delays on I-540 West in Raleigh, North Carolina police said. Officials 
closed several lanes of I-540W for about 3 hours while crews worked to move the 
truck. All lanes were reopened just after 12:30 p.m. The rocket-shaped reactor vessel 
raised eyebrows earlier in the week when some tires on the truck carrying it were 
flattened en route from Winterville to a chemical plant under construction in 
Tennessee. Authorities said problems occurred December 10 when an axle broke as the 
truck tried to move the 150-ton reactor that is more than 125 feet long. 
Source: http://www.wral.com/news/local/story/10487194/ 

6. December 10, Abilene Reflector-Chronicle – (Kansas) Fertilizer plant to be ‘storage 
only site’ for now. The owner of an Abilene, Kansas fertilizer plant was told by the 
Dickinson County Commission to stop processing acids with anhydrous ammonia. The 
panel signed a letter dated December 8 demanding the owner of Abilene Products cease 
operation of any activities other than the “production, storage and wholesaling of 
anhydrous ammonia” until he has applied for and received the appropriate permit. They 
said they believe the “reacting” of chemicals such as phosphoric acid with anhydrous 
ammonia to produce fertilizer is beyond the scope of activities allowed through a 
conditional use approved in 2007. They based their action on events from December 2 
when a citizen called 911 about breathing difficulties and the smell of anhydrous 
ammonia. The county’s emergency management director contacted the plant owner and 
asked him to shut down a reactor processing phosphoric acid with ammonia. The plant 
owner said a regular customer had trucked in a portable reactor to process the 
phosphoric acid that comes on railroad cars with the anhydrous ammonia stored at the 
business. He said that as of December 8, no acids were being reacted with anhydrous 
ammonia. 
Source: http://www.abilene-rc.com/view/full_story/16731837/article-Fertilizer-plant-
to-be-Ã¢Â�Â�storage-only-siteÃ¢Â�Â�-for-now?instance=homefirstleft 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

7. December 12, Forbes – (International) Fukushima ocean radiation was 50 million 
times above normal, but no threat: scientists. A month after the Fukushima nuclear 
accident in Japan, concentrations of cesium-137 in the ocean near the plant peaked at 
50 million times above normal levels, according to a study by the Woods Hole 
Oceanographic Society. Forbes reported December 12 that an American and two 
Japanese scientists published a paper tracking radiation releases into the ocean. 

http://www.myfoxhouston.com/dpp/news/local/111210-pasadena-refinery-catches-fire,-2-injured�
http://www.myfoxhouston.com/dpp/news/local/111210-pasadena-refinery-catches-fire,-2-injured�
http://www.wral.com/news/local/story/10487194/�
http://www.abilene-rc.com/view/full_story/16731837/article-Fertilizer-plant-to-be-Ã¢Â�Â�storage-only-siteÃ¢Â�Â�-for-now?instance=homefirstleft�
http://www.abilene-rc.com/view/full_story/16731837/article-Fertilizer-plant-to-be-Ã¢Â�Â�storage-only-siteÃ¢Â�Â�-for-now?instance=homefirstleft�


 - 4 - 

Concentrations of cesium-137, a radioactive isotope with a 30-year half-life, at the 
plants’ discharge points to the ocean peaked at more than 50 million times 
normal/previous levels. Despite the alarming concentrations, the radiation rapidly 
diluted in the currents northwest of the plant, the scientists stated, and they should pose 
little or no threat to human and marine life. However, the scientists said it is unknown 
how the isotopes may affect bottom dwelling and subsurface marine life. The 30-year 
half-life of the isotopes makes their accumulation in sediments or groundwater a 
concern. 
Source: http://www.forbes.com/sites/jeffmcmahon/2011/12/12/fukushima-ocean-
radiation-was-50-million-times-above-normal-but-no-threat-scientists/ 

8. December 9, The Bay Net – (Maryland) Commission reports event at Calvert 
Cliffs. A spokesman for theNuclear Regulatory Commission (NRC) reported 
December 9 that the operators of Calvert Cliffs Nuclear Power Plant in Lusby, 
Maryland, submitted a notification to the agency regarding “an unanalyzed condition 
that could impact the plant’s common control room.” According to a NRC spokesman, 
the condition “involves a gap in a concrete barrier that could allow steam from a line 
break to enter the control room and affect plant safety operations.” The plant’s operator 
classified the situation as “non-emergency.” The issue was temporarily addressed by 
taking the Unit 2 steam generator blow-down system out of service. The company and 
the NRC stated they will review the case to find a permanent solution and determine 
why the issue was not noticed previously. 
Source: http://www.thebaynet.com/news/index.cfm/fa/viewstory/story_ID/25404 

[Return to top]  

Critical Manufacturing Sector 
 

Nothing to report 
 
[Return to top]  

Defense Industrial Base Sector 

9. December 9, Air Force News – (National) Air Force inspecting F-22 oxygen 
systems. The U.S. Air Force is inspecting the emergency oxygen system on its F-22 
Raptor air-superiority fighters, Air Force News reported December 9. The system is a 
self-contained supply of liquid oxygen mounted on the jet’s ejection seat and is used in 
case there is a failure of the main life-support system. It is separate from the aircraft’s 
main oxygen systems, which have been under investigation for much of the year due to 
a string of airborne incidents where pilots have experienced symptoms resembling 
hypoxia. “The Air Force is implementing an immediate action time compliance 
technical order (TCTO) on the F-22 backup oxygen system,” a December 8 Air 
Combat Command (ACC) release said. “This system is known as the Emergency 
Oxygen System (EOS) and is designed to be used on rare occasions when pilots 
experience indications or physiological symptoms that suggest there may be a problem 
with their air supply.” An Air Force spokesman said since the Raptor fleet returned to 
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the air in September after a 4-month grounding, pilots have been using the backup 
system more often than usual. “We have used the EOS on less than one percent of the 
flights since we returned to flying status and experienced performance anomalies on a 
small number of EOS activations,” the ACC statement reads. “These anomalies have 
been analyzed by technicians, and corrective measures have been validated and 
verified.” The inspection was ordered “simply as a prudent step to ensure the full 
functionality of the EOS given increased usage under current operating procedures,” 
the ACC statement reads. “As of December 7, approximately 85 percent of the F-22s’ 
EOS bottles had been inspected,” the spokesman said. “The main focus of the TCTO is 
inspecting the EOS bottles and returning them to service.” 
Source: http://www.airforcetimes.com/news/2011/12/dn-air-force-inspecting-f22-
oxygen-systems-120911/ 

[Return to top]  

Banking and Finance Sector 

10. December 12, CBS News – (International) SEC probes major companies’ Syria, Iran 
ties. The Securities and Exchange Commission (SEC) has asked at least a dozen U.S.-
listed companies to fully explain their business relations — which were apparently 
undisclosed in some cases — with Iran and Syria, the Financial Times (FT) reported 
December 11. Among the companies being asked to provide the information are global 
giants including Sony, Caterpillar, and American Express. The article says the 
companies have conducted business with the countries, listed as “state sponsors” of 
terrorism by the U.S. government and heavily sanctioned as a result, in many cases by 
going through international subsidiaries which operate outside the confines of U.S. 
sanctions. As global outrage rises in light of the Syrian regime’s crackdown on 
opposition protests, and an Iranian student siege on the British Embassy in Tehran, 
some U.S. lawmakers have pushed for the subsidiary loophole to be closed, according 
to the FT. “The notion that a foreign subsidiary of a U.S. company can conduct 
business that would be sanctionable in the US ... undermines our efforts to prevent Iran 
from achieving a nuclear-weapons capability,” the ranking Democrat on the House 
foreign affairs committee, told the FT. 
Source: http://www.cbsnews.com/8301-503543_162-57341135-503543/sec-probes-
major-companies-syria-iran-ties/ 

11. December 12, phillyBurbs.com – (Pennsylvania) Huntingdon Valley man charged 
with bank fraud. A man from Huntington Valley, Pennsylvania, was charged with one 
count of bank fraud, according to a U.S. attorney, phillyBurbs.com reported December 
12. It is alleged that from about May to July 2010, the suspect conducted a check kite 
scheme resulting in a loss of about $658,979 to First Niagara Bank. If convicted, the 
defendant faces a maximum possible sentence of 30 years imprisonment, a 5-year term 
of supervised release, a $1 million fine, a $100 special assessment, and restitution of 
$658,979 to First Niagara Bank. The case was investigated by the FBI. 
Source: http://www.phillyburbs.com/news/local/courier_times_news/huntingdon-
valley-man-charged-with-bank-fraud/article_e0c3a288-d0bb-59cb-9abc-
d25b4120c4d6.html 
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12. December 12, U.S. Securities and Exchange Commission – (Florida) SEC charges 
GlaxoSmithKline subsidiary and former CEO with defrauding employees in stock 
plan. The Securities and Exchange Commission (SEC) December 12 charged a Coral 
Gables, Florida subsidiary of pharmaceutical company GlaxoSmithKline (GSK) and 
the subsidiary’s former chairman and chief executive officer (CEO) with defrauding 
employees and other shareholders in the firm’s stock plan by buying back stock at 
severely undervalued prices. Stiefel Laboratories Inc. omitted key data that would have 
alerted employees their stock was worth much more. Instead, the information was 
confined to the then-CEO, members of his family, and some senior managers. “Stiefel 
and [its CEO] profited at the expense of their employee shareholders who lost more 
than $110 million by selling their stock based on the misleading valuations they were 
provided,” the director of the SEC’s Miami Regional Office said. According to the 
SEC’s complaint, Stiefel bought more than 750 shares of company stock from 
shareholders between November 2006 and April 2007. The CEO knew five private 
equity firms had submitted offers to buy preferred stock in November 2006 based on 
equity valuations that were about 50 to 200 percent higher. Between July 2007 and 
June 2008, Stiefel purchased more than 350 additional shares of company stock from 
shareholders and bought more than 1,050 shares from shareholders outside the plan at 
even lower prices. At the time, the CEO knew about the November 2006 private equity 
valuations and that a prominent private equity firm had bought preferred stock based on 
a valuation more than 300 percent higher than that used for stock buybacks. Between 
December 3, 2008 and April 1, 2009, Stiefel also purchased more than 800 shares of its 
stock from shareholders even though the CEO knew that equity valuation was low and 
misleading, in part because he was negotiating the sale of the company. On January 26, 
2009, GSK expressed interest in a Stiefel acquisition and signed a confidentiality 
agreement 2 days later. As late as March 16, 2009, the CEO ordered that the ongoing 
negotiations not be disclosed to employees, and he misled shareholders to believe the 
for, would remain family-owned. On April 20, 2009, Stiefel announced GSK would 
acquire the company for a value that amounted to more than 300 percent higher than 
the per share price Stiefel had been paying to buy back shares from its shareholders. 
Source: http://www.sec.gov/news/press/2011/2011-261.htm 

13. December 12, IDG News Service – (International) Three Bulgarians arrested in 
connection with phishing scheme against US banks. Bulgarian authorities arrested 
three men December 7 on charges of being part of an international cybercriminal gang 
that targeted U.S. bank customers. The men were detained last week in Sofia and 
Burgas following a joint investigation by the computer crime division of the Bulgarian 
Chief Directorate for Combating Organized Crime and the FBI. The gang sent phishing 
e-mails that appeared to originate from major U.S. banks and directed recipients to fake 
online banking Web sites with the purpose of stealing user names and passwords, the 
Bulgarian Interior Ministry said in a statement. The men allegedly used the stolen 
information to transfer money from bank accounts belonging to victims. Investigators 
said the three suspects used online payment services such as libertyreserve.com, 
paypal.com, webmoney.ru, moneybookers.com, and others. During raids at the three 
men’s homes police officers seized mobile phones, computer systems containing 
hacking programs, laptops, storage media devices, receipts of numerous money 
transactions, as well as stolen online banking credentials. 
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Source: 
http://www.pcworld.com/businesscenter/article/246022/three_bulgarians_arrested_in_c
onnection_with_phishing_scheme_against_us_banks.html 

14. December 11, Sacramento Bee – (California) Sacramento man among 11 indicted in 
mortgage fraud case. A Sacramento, California man who was sentenced to 2 years in 
state prison for attempted extortion was among 11 people indicted in connection with 
one of the largest mortgage fraud cases to hit Sacramento. On December 8, a federal 
grand jury charged the man with wire and mail fraud as part of an investigation into 
mortgage fraud that has so far yielded indictments against 45 people. Many of the 
defendants are members of the local Russian-American community. Collectively, they 
are charged with defrauding more than $16 million from several lenders. A U.S. 
attorney said immigration officials had issued a deportation warrant against the 
defendant due to his previous conviction on the state extortion charge. Two other 
Sacramento residents were ordered detained. Public records show one of the men is 
part-owner of a North Highlands restaurant called Kavkaz VIP. He also is co-owner of 
a mortgage company called M & A Marketing. The second man detained was an M & 
A employee. According to the grand jury, M & A recruited “straw buyers” who took 
out mortgage loans using phony documents for homes that later went into foreclosure. 
The latest group to face indictment bought seven homes in Sacramento, West 
Sacramento, and Lincoln, and obtained home equity loans on the properties before 
walking away from them. The foreclosures resulted in losses of more than $1.5 million 
to lenders. According to the grand jury, the man charged on December 8 helped recruit 
straw buyers for homes in Sacramento and Lincoln, and got a $10,000 fee from a local 
tax preparer, a central figure in the ongoing federal probe. 
Source: http://www.sacbee.com/2011/12/10/4112882/sacramento-man-among-11-
indicted.html 

15. December 9, Bank Info Security – (National) Phishing targets FDIC. The Federal 
Deposit Insurance Corporation (FDIC) is warning banks about another strand of 
phishing attacks feigning to come from the FDIC, Bank Info Security reported 
December 9. In an e-mail alert, the FDIC warned that the e-mails appear to be coming 
from “insurance@fdic.gov,”, subscriptions@fdic.gov”, “alert@fdic.gov”, and 
“accounts@fdic.gov.” The fraudulent e-mails include the subject lines “FDIC: Your 
business account”, “FDIC: About your business account”, “Insurance coverage of your 
business account”, or other similar variations. The e-mails also include a malicious link 
that claims to offer critical information about financial institutions. The claim states: 
“We have important news regarding your bank. This includes information on the 
acquiring bank (if applicable), how your accounts and loans are affected, and how 
vendors can file claims against the receivership.” The FDIC said recipients of the e-
mails should be mindful of any electronic correspondence that appears to come from 
the FDIC, and reiterated that it does not issue unsolicited e-mails to consumers or 
business accountholders. 
Source: http://www.bankinfosecurity.com/articles.php?art_id=4318 

For another story, see item 23  
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[Return to top]  

Transportation Sector 

16. December 12, Chicago Tribune – (Illinois) Chicago police fatally shoot man at train 
station. Chicago police shot and killed a man at an ‘L’ station December 11 when he 
pointed two pistols at officers. A spokesman for the Fraternal Order of Police (FOP) 
said it appeared a gunman may have committed “suicide by cop.” The incident began 
with officers responding to calls of a man with a gun at the Western/Cermak Pink Line 
station at about 8 p.m., according to a police and FOP spokesman. When officers from 
the Monroe District arrived, they found the man holding a gun to his own head, he said. 
The officers tried calming the man, but he pulled a second handgun and pointed both at 
officers. The officers, put in a “defensive posture,” fired their weapons, striking the 
man. He was later pronounced dead, the spokesman said. The shooting is being 
investigated by the independent police review authority, which investigates all police-
involved shootings. 
Source: http://www.officer.com/news/10522455/chicago-police-fatally-shoot-man-at-
train-station 

17. December 12, Associated Press – (National) Occupy protesters blocking gates at 
West Coast ports, halt operations at some. Hundreds of Wall Street protesters 
blocked gates at some of the West Coast’s busiest ports December 12, causing the 
partial shutdown of several in a day of demonstrations they hope will cut into the 
profits of the corporations that run the docks. The closures affected some of the 
terminals at the ports in Oakland, California, Portland, Oregon, and Longview, 
Washington, though it was not immediately clear how much the shutdowns would 
affect operations and what the economic loss would be. From California to as far away 
as Vancouver, British Columbia, protesters picketed gates, beating drums, carrying 
signs such as “Shutdown Wall St. on the Waterfront” and causing longer wait times for 
trucks. There were a handful of arrests by the late afternoon, but no major clashes with 
police. While the demonstrations were largely peaceful and isolated to a few gates at 
each port, local officials in the union that represents longshoremen and, in some cases, 
port officials, determined the conditions were unsafe for workers. In Oakland, shipping 
companies and the longshoremen’s union agreed to send home about 150 workers, 
essentially halting operations at two terminals, and leaving a long line of big rigs 
outside one of the entrances. In Portland, authorities shuttered two terminals after 
protestors blocked semitrailers from making deliveries, and arrested arresting two 
people who were carrying weapons. And in Longview, workers were sent home out of 
concerns for their “health and safety.” Port officials erected fences and told workers to 
stay home, a port spokesman said. 
Source: http://www.washingtonpost.com/business/occupy-protesters-seek-to-shut-
down-west-coast-ports-despite-rejection-by-longshore-
union/2011/12/12/gIQA3zP3oO_story.html 

18. December 12, Boston Business Journal – (Massachusetts; New York; Connecticut) 
Amtrak suspends service between New York and Boston. Amtrak canceled Acela 
and Northeast Regional trains between Boston and New York City, December 12. 
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Amtrak suspended its service between New York and Boston after a tree fell at about 8 
a.m. on overhead wires near Guilford, Connecticut, cutting electric power to the train 
tracks. Work was underway to remove the tree, according to an Amtrak news release. 
However, Amtrak had no time estimate for a restoration of service. Amtrak was issuing 
refunds to ticketed travelers, and offering the ability to rebook without fee or penalty. 
Service from New York to Washington D.C. was not affected, Amtrak said. 
Source: http://www.bizjournals.com/boston/news/2011/12/12/amtrak-nyc-boston-
trains-canceled.html 

19. December 12, Associated Press – (Wisconsin) Wis. man suspected in drunken crash 
that injured 6. Columbia County, Wisconsin authorities said a suspected drunken 
driver slammed into a bridge, causing major damage to the structure, and sending six 
passengers to a hospital. The sheriff’s office said the single-vehicle crash was reported 
December 11 about 1:15 a.m. in the Town of Lodi. Deputies said the car struck the 
bridge and flipped over. Some of the occupants were thrown from the vehicle. None of 
the passengers were wearing a seatbelt. The driver was arrested and jailed on six 
tentative charges of first-offense drunken driving causing injury. 
Source: http://www.chicagotribune.com/news/chi-ap-wi-drunkencrash-
colu,0,1684643.story 

20. December 11, WAGA 5 Atlanta – (Georgia) Gun discharges at Atlanta’s airport. A 
gun found in the carry-on luggage of a passenger attempting to make it past the main 
security checkpoint at Atlanta’s Hartsfield-Jackson International Airport December 11, 
accidentally discharged on authorities investigating the incident. A Transportation 
Security Administration (TSA) spokesperson said the gun was discovered around 9 
a.m. while going through X-ray screening. TSA officials alerted the Atlanta Police 
Department to the gun being found. A small caliber round described as “snake shot” 
was discharged inside the carry-on bag while officers were handling it. TSA officials 
said the shot was contained to the carry-on bag. Atlanta police took the gun and the 
unidentified passenger into custody. 
Source: http://www.myfoxatlanta.com/dpp/news/local_news/gun-discharges-at-
atlanta%E2%80%99s-airport-20111211-tm 

21. December 10, Associated Press – (Indiana; Kentucky) FHA: Inspectors misjudged 
Sherman Minton cracks. The Federal Highway Administration (FHA) has determined 
that cracks in a key weight-bearing beam on the Sherman Minton Bridge between 
Indiana and Kentucky were improperly classified by inspectors for years before the 
span carrying Interstate 64 traffic over the Ohio River was ordered closed in 
September, a report said December 10. An FHA memo updated within the past week 
said cracks in welded areas were detected at least 30 years ago and should have been 
deemed “critical” in inspection findings, the Louisville Courier-Journal reported. Also, 
the most recent company hired to inspect the bridge gave Indiana “incorrect advice” 
about the cracks’ condition, the newspaper quoted the memo as saying. Indiana and 
federal officials said the cracks were not severe enough to warrant closing the bridge. 
But the discovery the cracks were “critical” — a trigger for additional inspections or 
other immediate action — prompted the work that found a separate, hidden crack on 
the bridge, resulting in its September 9 closure. The memo said the cracks were caused 
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by hydrogen being caught in the metal during welding. Previously, inspectors believed 
the cracks developed from fatigue, a FHA administrator said. Officials closed the 
nearly 50-year-old bridge in September after a crack was found in a steel support beam, 
leading to traffic delays as about 80,000 vehicles that used the span each day were 
funneled onto the area’s two other Ohio River bridges. 
Source: http://www.chicagotribune.com/news/chi-ap-in-bridgeclosed-
find,0,7348285.story 

22. December 9, Federal Aviation Administration – (National) FAA proposes $777,000 
civil penalty against Horizon Air. The Federal Aviation Administration (FAA) is 
proposing a $777,000 civil penalty against Horizon Air Industries for allegedly 
operating 32 Bombardier Dash-8-400 turboprop aircraft on 49,870 flights when the 
aircraft were not in compliance with Federal Aviation Regulations. The FAA alleged 
Horizon installed new external lighting systems on the aircraft, but did not conduct 
required tests for radio frequency and electromagnetic interference before returning the 
aircraft to service. Horizon operated the aircraft between October 19, 2009 and March 
17, 2010, before the FAA discovered the compliance problems during routine 
surveillance. Horizon immediately completed tests and inspections of all 32 aircraft 
before further flights. Horizon Air has 30 days from receipt of the civil penalty letter to 
respond. 
Source: http://www.faa.gov/news/press_releases/news_story.cfm?newsId=13262 

For more stories, see items 1 and 5  
 
[Return to top]  

Postal and Shipping Sector 
 

Nothing to report 
 
[Return to top]  

Agriculture and Food Sector 

23. December 12, Softpedia – (International) Restaurant Depot informs customers of 
data breach, 1 million credit cards involved. Customers of cash and carry food 
wholesalers’ Restaurant Depot and Jetro were informed the company headquartered in 
New York City recently fell victim to a hacking operation and all of their customers’ 
credit cards information may have fallen into the hands of cybercriminals, Softpedia 
reported December 12. During the period between September 21 and November 18, 
unauthorized individuals managed to obtain cardholder names, credit card numbers, 
expiration dates, and card verification numbers of consumers who made purchases at 
one of the stores. The breach was discovered November 9 and the company 
immediately started taking action. They hired Trustwave to investigate the affected 
devices and set up mechanisms to prevent further such incidents from occurring. 
According to Finextra, Trustwave found malicious software was carefully placed on 
credit card processing systems used in the stores owned by Restaurant Depot. All the 
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data obtained by the malware was sent to a server located in Russia. The estimated 
number of individuals that may be affected by the incident is as high as 1 million. 
Source: http://news.softpedia.com/news/Restaurant-Depot-Informs-Customers-of-Data-
Breach-1-Million-Credit-Cards-Involved-240028.shtml 

24. December 12, Food Safety News – (National) Guilty plea in sale of conventional corn 
as organic. An Oregon man is facing up to 20 years in prison and a $250,000 fine after 
entering a guilty plea, Food Safety News reported December 12. His crime was one 
count of wire fraud for falsely labeling regular corn as organic corn in a $450,000 sale. 
The sale of 4.2 million pounds of corn was to Eden Prairie, Minnesota-based Grain 
Millers Inc. It became the federal crime of wire fraud when the suspect faxed Grain 
Millers Inc. the paperwork claiming the shipment involved organic corn from a U.S. 
Department of Agriculture (USDA)-certified organic grower in Milton Freewater, 
Oregon. Federal prosecutors said the suspect was using several aliases to conceal his 
schedule, purchasing the “organic corn” from several conventional corn growers. Grain 
Millers Inc., in turn, mislabeled the corn as “organic.” A U.S. district attorney for 
Oregon said the integrity of USDA’s organic program was at stake. She said this is the 
fifth federal indictment for violations of the National Organic Program. 
Source: http://www.foodsafetynews.com/2011/12/fax-sale-of-mislabeled-organic-corn-
costly-for-oregon-man/ 

25. December 12, seattlepi.com; KOMO 4 Seattle – (Washington) Cops may have 
arrested Pierce fast-food bandit. Police arrested a man suspected in a string of 
robberies at fast food restaurants across the South Sound, Washington area over the 
past 2 months. Detectives from Lakewood police were out in plain clothes, keeping 
tabs on Subway shops and pizza parlors, because those have always been the suspect’s 
target. On December 11, they watched a man walk into a Subway shop, allegedly rob 
the place, and then walk out. When he got into his car to leave, detectives were waiting 
for him. They boxed in his car and made the arrest. Detectives said they can only 
positively connect him to the December 11 robbery, but a spokesman for Lakewood 
police said they are certain they have their serial robber — a man suspected of hitting 
almost 30 pizza parlors, sandwich shops, and gas stations in Pierce County. The 
robberies spanned Parkland, Puyallup, Tacoma, Lakewood, and Spanaway beginning 
October 12. Police said sometimes the suspect would hit multiple stores in the same 
night. 
Source: http://www.seattlepi.com/local/komo/article/Cops-may-have-arrested-Pierce-
fast-food-bandit-2396813.php 

26. December 11, Food Safety News – (California) Allergen alert: Wheat in chorizo 
sausage. Silva Sausage of Gilroy, California is recalling about 2,290 pounds of chorizo 
sausage because the product contains wheat, which is not noted on the label, the U.S. 
Department of Agriculture’s Food Safety and Inspection Service (FSIS) announced 
December 10. During a label review, FSIS discovered cereal that contained wheat, was 
used in the sausage and was inadvertently left off the product labels. The recall is for 5-
pound vacuum packs of NETO’S MEXICAN CHORIZO 4/1. The sausage was 
produced between October 1 and December 9 and distributed for institutional use in 
Santa Clara, California. 
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Source: http://www.foodsafetynews.com/2011/12/allergen-alert-wheat-in-chorizo-
sausage/ 

27. December 11, Food Safety News – (National) Cilantro recalled due to possible 
Salmonella. A California produce distributor, Pacific International Marketing, or 
Pacific, is recalling 6,141 cartons of cilantro due to potential Salmonella contamination, 
Food Safety News reported December 11. A sample of the cilantro tested positive for 
Salmonella, according to the U.S. Food and Drug Administration (FDA). The source of 
the contamination is unknown, the Salinas-based distributor said. The cilantro came 
from Salt River farming, located in Phoenix, and was distributed through retailers in 
California, Arizona, Massachusetts, New Jersey, Indiana, South Carolina, and 
Missouri. The California Department of Public Health, FDA, and Pacific are 
coordinating the recall. 
Source: http://www.foodsafetynews.com/2011/12/cilantro-recalled-due-to-possible-
salmonella/ 

28. December 11, KMGH 7 Denver – (Colorado) Police: Man damages $100K of data 
wiring at King Soopers. Arvada, Colorado police are looking for a man who entered a 
busy King Soopers December 4 and cut data-transmission wiring, causing an estimated 
$100,000 damage. The man entered an area of the store that few people access and 
began cutting data cables, an Arvada police spokeswoman said. This caused many of 
the store’s electronic systems, including cash registers, to fail. When the cash registers 
stopped working, the supermarket was forced to close. 
Source: http://www.thedenverchannel.com/news/29973934/detail.html 

29. December 10, Food Safety News – (California) Bottled iced tea may contain glass 
fragments. Tejava of Calistoga, California said December 9 it is recalling certain 
production lots of Tejava Premium Iced Tea in 12-ounce glass bottles as a 
precautionary measure due to the possible presence of glass fragments that could be 
harmful if swallowed. There are cases, four-packs, and single bottles being recalled. 
Source: http://www.foodsafetynews.com/2011/12/bottled-iced-tea-may-contain-glass-
fragments/ 

30. December 10, Food Safety News – (Southeast) Chicken recalled for possible Listeria 
contamination. A Raeford, North Carolina-based company is recalling about 4,140 
pounds of cooked chicken breasts that may be contaminated with Listeria 
monocytogenes, the U.S. Department of Agriculture’s Food Safety and Inspection 
Service (FSIS) announced December 9. According to the recall news release, a 
customer’s laboratory sample of House of Raeford Farms chicken breasts tested 
positive for Listeria monocytogenes. The recall is of 18- to 22-pound boxes containing 
two 9- to 11-pound “BONELESS OVEN ROASTED CHICKEN BREAST.” The 
products were shipped to delicatessens and food service institutions for further 
processing in Florida, Georgia, North Carolina, and South Carolina. 
Source: http://www.foodsafetynews.com/2011/12/chicken-breasts-recalled-for-
possible-listeria-contamination/ 

For another story, see item 6  
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[Return to top]  

Water Sector 

31. December 12, Chicago Tribune – (Indiana) Water main break prompts boil order, 
closes schools in East Chicago. East Chicago, Indiana, a city of about 30,000 people, 
remained under a boil order December 12 following a major water main break that also 
prompted the closing of nine schools. Residents and business owners were asked to boil 
all cooking and drinking water and to conserve water, according to a statement on the 
city’s Web site. The boil order is due to a large main break that occurred December 11, 
officials said. It was unclear how long the boil order would last, though a recorded 
message said city water crews were working with contractors to repair the break. 
Source: http://www.chicagotribune.com/news/local/breaking/chi-water-main-break-
prompts-boil-order-in-east-chicago-20111211,0,3551701.story 

32. December 11, Gaithersburg Gazette – (Maryland) 800,000 gallons of sewage blows 
up from manhole in Accokeek. About 800,000 gallons of sewage overflow erupted 
from a manhole in Accokeek, Maryland, near the Piscataway Wastewater Treatment 
Plant after heavy rainfall December 7, according to the Washington Suburban Sanitary 
Commission (WSSC). A WSSC spokeswoman said December 9 a large amount of 
diluted sewage started building up in the pipes leading to the Piscataway Plant before it 
overflowed an estimated 1,750 gallons of diluted wastewater into storm drains on plant 
grounds December 8. The Piscataway Plant overflow lasted for 35 minutes. Two other 
overflows December 7 at wastewater stations were reported. At the Fort Washington 
Forest station, an estimated 7,250 gallons of diluted wastewater overflowed into a 
storm drain leading to Tinkers Creek, which joins Piscataway Creek. The overflow 
lasted for about 4 hours. Broad Creek Wastewater Pumping Station overflowed an 
estimated 847,000 gallons of diluted sewage. The spill continued for about 8 hours. 
Both pumping stations never lost power, and all pumps are fully operational, according 
to the WSSC, which said signs were posted in those areas advising people to stay away 
for at least 30 days. Notifications were made to the Maryland Department of the 
Environment, and the Prince George’s County Health Department. 
Source: http://www.gazette.net/article/20111211/NEWS/712119989/1029/800000-
gallons-of-sewage-blows-up-from-manhole-in-accokeek&template=gazette 

33. December 10, Anderson Independent Mail – (South Carolina) Boil-water advisory 
extended to West Union. A boil-water advisory put into effect December 9 for 
Walhalla, South Carolina, was extended December 10 to include West Union. Walhalla 
officials issued a bulletin asking residents to conserve water and advised people to boil 
all water used for drinking. The advisory had not been lifted by that evening. 
According to the Walhalla utilities director, a malfunctioning valve on the city’s 
waterlines in the vicinity of the city’s treatment plant underwent emergency repairs 
December 9. 
Source: http://www.independentmail.com/news/2011/dec/10/boil-water-advisory-
extended-west-union/ 
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34. December 9, Associated Press – (Nebraska) Hickman residents urged to boil water 
after hole found in water tower. Residents of Hickman, Nebraska, were being urged 
to boil their drinking water after a hole was found in the city’s water tower. The 
Lincoln Journal Star said December 9 the boil advisory would be in effect until at least 
December 12. The city administrator said a customer reported a three-quarters-inch 
hole in the bottom of the tower December 8. By the following day, the water was 
drained, the rust hole was fixed, and the tower was being refilled. The state health 
department tested the water over the weekend of December 10 and 11, results were 
expected December 12. 
Source: 
http://www.therepublic.com/view/story/79fbac6beff24da6bdf9bb65445f97a5/NE--
Hickman-Water/ 

35. December 9, KPAX 8 Missoula – (Montana) Contamination scare leaves Eureka 
without water for days. Eureka, Montana residents were asked not to use any water 
for fear of contamination December 9 after people were seen on top of the town water 
tank. A person living nearby saw people on top of the tank December 5 and called 
authorities. The tank was immediately shut off for fear of spreading contaminated water 
to Eureka residents. To prevent sickness, the town was instructed to not use any water. 
The water was tested twice and by December 8, the results showed the water was safe. 
City officials held a meeting December 9 to decide whether or not to pursue those who 
may have caused the disruption of service. 
Source: http://www.ktvq.com/news/contamination-scare-leaves-eureka-without-water-
for-days/ 

36. December 8, Associated Press – (Indiana) Former NE Ind. sewer president pleads 
guilty to diverting wastewater around a meter. A former president of a northeastern 
Indiana sewer and water district has pleaded to diverting thousands of gallons of 
sewage wastewater around a meter to avoid being billed by Fort Wayne. The Fort 
Wayne Journal Gazette reported the president pleaded guilty in Allen Superior Court 
December 6 to a felony charge of corrupt business influence. As part of the plea 
agreement, an additional charge of theft will be dismissed when he is sentenced. The 
president claimed that in May, he diverted the wastewater to keep the district within its 
contractual daily limit. According to court documents, he will have to pay $150,000 in 
restitution. The court documents said if he is able to pay restitution by January 15, he 
will face a suspended prison sentence. 
Source: 
http://www.therepublic.com/view/story/9cd4d88304034cc7971cbc0b24294f25/IN--
Sewage-Bypass/ 

For another story, see item 2  
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Public Health and Healthcare Sector 

37. December 12, Techworld – (Georgia) Hospital turns away patients after ‘virus’ 
disrupts network. Gwinnett Medical Center in Lawrenceville, Georgia, had to turn 
away patients December 7 after being hit by a computer virus that downed the 
institution’s network, and sent staff back to using paper records. The unidentified 
malware started to cause problems for the medical center and got progressively worse 
until the hospital was forced to divert all non-emergency admissions to other medical 
centers. By December 9, the IT team had the outbreak under control and it was able to 
go back to using the computerized records system the following day, local media 
reported. The source of the outbreak is still not clear, nor has the malware been 
identified. But given the symptoms mentioned in reports, a worm infection seems the 
most likely cause, which could have spread rapidly across the hospital’s network 
forcing IT to pull connectivity to avoid it spreading further. The standard procedure for 
a fast-spreading worm is immediate isolation followed by a hunt for the point where the 
malware entered the network, most likely a laptop or USB stick brought into the 
hospital by a staff member. “It’s not affecting patient care in any way, shape or form,” 
a spokeswoman said, adding patient data was not at risk. 
Source: http://news.techworld.com/security/3324420/hospital-turns-away-patients-
after-virus-downs-network/ 

[Return to top]  

Government Facilities Sector 

38. December 9, KNSD 7 San Diego – (Florida) Marines find source of chemical 
exposure. Two Marines and two civilians were decontaminated and taken to a local 
hospital December 9 after being exposed to remnants of CS gas in San Diego, 
California. Emergency crews were called to the east gate of Marine Corps Air Station 
Miramar December 9 after two guards and two civilians reported feeling nauseated and 
had discomfort in their throats and eyes, according to base officials. The gate was 
closed as emergency responders worked to determine the cause. The four patients were 
decontaminated and taken to a local hospital for further examination. The gate was 
closed for nearly 3 hours as a precautionary measure, according to base officials. 
Source: http://www.nbcsandiego.com/news/local/Hazmat-Incident-at-MCAS-Miramar-
135333528.html 

39. December 8, Reuters – (Washington) Man pleads guilty in Seattle plot against 
military. One of two men accused of plotting to storm a military recruitment center in 
Seattle, Washington with machine guns and grenades in retaliation for U.S. military 
conduct in Afghanistan pleaded guilty December 8 to conspiracy and weapons 
offenses. Under his plea deal with federal prosecutors, the man will face a prison term 
of 27 to 32 years when he is sentenced in April, the U.S. attorney’s office said in a 
statement. 
Source: http://www.reuters.com/article/2011/12/08/us-security-seattle-plea-
idUSTRE7B72MB20111208 
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For more stories, see items 2, 31, and 41  
 
[Return to top]  

Emergency Services Sector 

40. December 12, WPMT 43 York – (Pennsylvania) Police: Man charged after calling 
Cumberland County 911 over 15 times. A Cumberland County, Pennsylvania man is 
charged with disorderly conduct after placing more than 15 non-emergency calls to 911 
dispatchers. Police said the man repeatedly called Carlisle Police and Cumberland 
County 911 November 10 and 11. It is unclear what he said to emergency workers 
during the phone calls. However, officers did go to his house to check on his welfare. 
Investigators warned him to stop calling after they determined there was no emergency 
taking place. Despite the warnings, the man continued to harass emergency workers. 
Source: http://www.fox43.com/news/wpmt-man-charged-after-calling-911-over-
fifteen-times,0,2766686.story?track=rss 

41. December 12, Softpedia – (National) Major US law enforcement Website shut down 
after data breach. The official website of the Coalition of Law Enforcement and 
Retail (clearusa.org) has been shut down after hackers supporting the AntiSec 
movement managed to obtain access to thousands of account details, leaking them all 
online. A hacker called Exphin1ty is responsible for this latest operation against a 
government institution. He states this is a form of retaliation against the “American law 
enforcement’s inhumane treatments of occupiers.” Identification numbers, the dates 
when accounts were created, names, titles, agency names, addresses, cities, states, zip 
codes, e-mail addresses, phone numbers, and hashed passwords were posted online by 
the hacker. Exphin1ty claims military and law enforcement personnel, federal agents, 
security companies, and even large corporations such as Microsoft may be affected by 
the breach. The CLEAR USA Web site is now displaying a message that states the 
“account has been suspended”, which means that its owners are working on fixing the 
security issues that left it vulnerable. 
Source: http://news.softpedia.com/news/Major-US-Law-Enforcement-Website-Shut-
Down-After-Data-Breach-239859.shtml 

42. December 8, Los Angeles Times – (California) FBI seeking bomber who tossed 
Molotov cocktails into police post. The FBI is offering $5,000 for help in finding and 
prosecuting the person who authorities said threw two Molotov cocktails at a police 
outpost near the University of California (UC), Santa Barbara in November and left 
taunting graffiti messages. A surveillance video released by the Santa Barbara Sheriff’s 
Department December 8 showed a suspect hurling two projectiles at the Isla Vista foot 
patrol building about 7:45 p.m. November 15. The devices did not injure anyone. But 
they caused damage to the exterior of the building, and caused a windshield on a 
nearby patrol vehicle to shatter, authorities said. A witness reported seeing a lone 
person, dressed in black, running south from the scene. On the next day, graffiti 
containing references to the attack was found on and around Snidecor Hall, located on 
the UC Santa Barbara campus about 500 yards from the bombing site, Santa Barbara 
sheriff’s deputies said. The markings included the words “Crazy Irish,” possibly the 
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suspect’s moniker, officials said. 
Source: http://latimesblogs.latimes.com/lanow/2011/12/fbi-offers-reward-for-suspect-
in-santa-barbara-firebombing.html 

For another story, see item 48  
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Information Technology Sector 

43. December 12, The Register – (International) Web scam-busting trio thwarted by 
mystery DDoS rocket. Several anti-scam sites were knocked offline the week of 
December 5 by fierce and well-organized distributed denial of service (DDoS) attacks. 
The sites — 419eater.com, scamwarners.com, and aa419.org (Artists Against 419) — 
were swamped with junk traffic for several days. During the attack, the sites’ 
administrators turned to blogs, Facebook, and other alternative channels to distribute 
news of newly detected fake payment sites and other urgent anti-fraud information. 
“These websites and their users provide excellent exposure for online fraud activities 
and have been responsible for allowing thousands of prospective victims to detect a 
scam in play, and get out before losses are incurred,” a reader who informed The 
Register about the attacks explained. “They also work actively to kill fake bank sites, 
fake freight forwarding sites and other criminal resources.” Both 419eater.com and 
scamwarners.com were back operating normally by December 12, while aa419.org 
remained sluggish. 
Source: http://www.theregister.co.uk/2011/12/12/anti_scam_sites_ddos_blitz/ 

44. December 10, V3.co.uk – (International) Attackers target Adobe flaw as wait for 
patch continues. Malware writers are continuing to exploit a high-profile zero-day 
flaw in Adobe Acrobat and Reader, using a spam attack to spread the remote code 
execution vulnerability in the wild. The attack arrives as an unsolicited financial report 
claiming to be from Barclay’s Capital, according to security firm Sophos. The attached 
PDF file launches the Reader and Acrobat attack, and specially crafted code within the 
file targets the vulnerability and attempts to download malware-serving trojans. “We 
have started seeing a small number of targeted samples in Sophos Labs of attackers 
trying to use this vulnerability in e-mail attachments. The e-mails are well-crafted and 
look very believable,” a Sophos senior security adviser said in a blog post. Adobe has 
been working to address the flaw with an out-of-cycle security fix scheduled to arrive 
sometime the week of December 12. 
Source: http://www.v3.co.uk/v3-uk/news/2131601/attackers-aim-adobe-flaw-wait-
patch-continues 

45. December 9, IDG News Service – (International) Two zero-day vulnerabilities found 
in Flash Player. Two newly discovered vulnerabilities in Adobe’s Flash Player can be 
exploited to execute arbitrary code remotely, according to advisories from the U.S. 
Computer Emergency Readiness Team and various security research companies. The 
security flaws were discovered by Russian vulnerability research firm Intevydis. The 
exploits developed by Intevydis for the zero-day Flash Player vulnerabilities can bypass 
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Windows anti-exploitation features including DEP and ASLR, and can escape the 
Internet Explorer sandbox, Intevydis’s CEO said December 6. The company published 
a video showing the exploits in action on Windows, and promised to release Mac OS X 
implementations as well. Flash Player vulnerabilities can be exploited by embedding 
maliciously crafted Flash content into Web sites or PDF documents. Adobe Reader and 
Acrobat are generally affected by Flash Player flaws because they incorporate a Flash 
playback component. 
Source: 
http://www.computerworld.com/s/article/9222546/Two_zero_day_vulnerabilities_foun
d_in_Flash_Player?taxonomyId=17 

For more stories, see items 13, 23, 37, and 41  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

46. December 10, Whittier Daily News – (California) Phone carriers grapple with face 
wind-related service problems. The recent wind-related power outages that left 
thousands of residents and businesses in California without power have been well 
documented in recent days. But major phone carriers, including AT&T, Verizon and 
others, have been grappling with their own problems, the Whittier Daily News reported 
December 10. Many lines for land-line phone service were knocked down by the raging 
winds.”Basically, there have been some safety issues,” a spokeswoman for AT&T said. 
“We had to wait for Edison to get in there and make sure things were were safe before 
we could start repairs.” AT&T runs some of its lines along Southern California Edison 
power poles, while others are supported by AT&T’s own poles. “We’re dealing with 
damaged poles all across Arcadia, Pasadena, South Pasadena and Alhambra,” she said. 
“We’ve replaced about 20,000 feet of wires that were completely pulled down by 
branches and debris.” She said 10,000 AT&T customers were without service at one 
time or another as a result of the windstorms. But that number has been whittled down 
significantly. By December 9, only about 150 customers were still without service. T-
Mobile issue a statement that said some customers in the Los Angeles area may have 
experience temporary voice and messaging service disruption. By December 2, most 
service was restored, and the network was 100 percent back by December 5, despite the 
continued lack of commercial power in some locations, the company said. Verizon said 
places where commercial outages occurred resulted in minimal service interruptions. 
Verizon sustained damage to some of its poles, but the infrastructure is now intact and 
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fully restored, the company said. 
Source: http://www.whittierdailynews.com/news/ci_19516565 

[Return to top]  

Commercial Facilities Sector 

47. December 11, WBAL 11 Baltimore – (Maryland) Former employee arrested in 
Goodwill robberies. Baltimore County police in Maryland charged a man in 
connection with a string of armed robberies targeting Goodwill stores, WBAL 11 
Baltimore reported December 11. County police charged the suspect with five counts of 
armed robbery, and three counts of use of a handgun in the commission of a crime of 
violence. Investigators said he used to work at a Goodwill store. He is charged with 
robbing two different Goodwill sites during business hours while customers shopped in 
the stores on three occasions. 
Source: http://www.wbaltv.com/news/29968757/detail.html 

48. December 10, WFXT 25 Boston – (Massachusetts) Three firefighters injured in blaze 
near Fenway Park. Three Boston firefighters were taken to the hospital December 10 
after helping to put out a two-alarm fire. The fire broke out on the first floor of a 5-
story apartment building. It took around 1 hour for firefighters to put out the flames. An 
electrical inspector was called to the scene after the fire was doused. Damage to the 
building is estimated at $200,000. One firefighter was taken to the hospital after 
complaining of chest pains, while two others were taken to the hospital after being 
electrocuted. 
Source: http://www.myfoxboston.com/dpp/news/local/three-firefighters-injured-in-
blaze-near-fenway-park-20111210 

49. December 9, Annapolis Capital – (Maryland) More than 100 evacuated in apartment 
fire. More than 100 people were evacuated from their apartments at Claiborne Place in 
Annapolis, Maryland, after a fire December 9. Firefighters found a small but smoky 
fire in a bathroom on the 10th floor. The bathroom exhaust fan’s motor had burned out 
and fallen into a pile of clothes, which ignited. Three alarms were called so there were 
enough firefighters and paramedics to assist the more than 100 people who were 
evacuated, many of whom are seniors or have disabilities. Dozens of firefighters were 
on the scene from the city of Annapolis, Anne Arundel County, and the U.S. Naval 
Academy. 
Source: http://www.hometownannapolis.com/news/for/2011/12/09-41/More-than-100-
evacuated-in-apartment-fire.html 

For another story, see item 10  
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National Monuments and Icons Sector 
 

Nothing to report 
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Dams Sector 

50. December 9, Associated Press – (North Dakota; International) International task 
force established to help form management plan for Souris River next year. An 
international task force was been formed December 8 to help develop a plan for 
management of the Souris River in 2012. The basin experienced record flooding earlier 
this year due to heavy spring snowmelt and rain, flooding that affected more than 4,000 
homes and businesses in Minot, North Dakota. The task force will have state, federal, 
and Canadian provincial officials. It was set up during a meeting December 8 in St. 
Paul, Minnesota, that included representatives of the U.S. Army Corps of Engineers, 
U.S. Fish and Wildlife Service, Saskatchewan Watershed Authority, North Dakota 
Water Commission, the North Dakota congressional delegation, and the governor of 
North Dakota. 
Source: 
http://www.therepublic.com/view/story/4b9c0e36fc3c4f72a38e1c12bba158bf/ND--
ND-Flooding-Souris-River/ 

51. December 9, WKRC 12 Cincinnati – (Ohio) Heavy rain damages Hidden Valley 
dam, causing slippage. Heavy rains near Hidden Valley Lake, Indiana, caused soil 
erosion behind its dam and resulted in Dearborn County emergency management 
placing it on a watch list. Four and a half inches of rain fell December 5 and 6 resulting 
in a slip of about a foot. The Hidden Valley Lake community manager said “We’re 
monitoring it every 6 hours. We’re sending reports to the state of Indiana on a regular 
basis, FEMA is in coordination and so is Homeland Security...” Officials stressed that 
what happened on the backside of the dam is not a leak. The Dearborn County 
Emergency Management director said “All indications are it’s just a surface slip. 
Topsoil slip. It doesn’t look like there’s any problems with the dam itself.” 
Nevertheless, Hidden Valley Lake is spending about $30,000 to fix the slide. They plan 
to cut it out, reinforce, and secure it. Repair work began December 12. More than 5,000 
people live in and around the lake. 
Source: http://www.local12.com/mostpopular/story/Heavy-Rain-Damages-Hidden-
Valley-Dam-Causing/76nWN6Ww5ESMNjGR38aWqA.cspx 
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