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• The Lockheed Martin RQ-170 Sentinel spy drone — designed to be virtually invisible to 
radar and which carries advanced communications and surveillance gear — that Iran 
claims to have shot down, was shown on the nation’s state-owned Press TV channel 
December 7. – Bloomberg (See item 6)  

• Four residents of Romania were charged for their alleged participation in a multimillion-
dollar scheme to remotely access point-of-sale systems at more than 150 Subway 
restaurants and other U.S. merchants, and steal payment card data of more than 80,000 
customers. – IDG News Service (See item 22)  
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: LOW, Cyber: LOW 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. December 9, Associated Press – (West Virginia) Documents show MSHA didn’t 
want to answer questions about previous methane leaks at W.Va. mine. Newly 
disclosed records show U.S. Labor Department officials stopped independent 
investigators from questioning how federal regulators handled methane leaks from the 
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floor of the Upper Big Branch mine several times before last year’s disaster. In April 
2010, 29 men died at Massey Energy’s Montcoal, West Virginia mine in an explosion 
the federal Mine Safety and Health Administration (MSHA) said was sparked by worn 
and broken equipment, fueled by a deadly buildup of methane and coal dust, and 
allowed to propagate because of clogged and broken water sprayers. The Charleston 
Gazette said investigative interview transcripts released this week by the MSHA show 
an independent investigation team appointed by a former governor wanted to know 
how the agency had handled similar methane leaks in 1997, 2003 and 2004. A MSHA 
coal administrator said the agency’s ongoing internal review will likely report that 
inspectors could have done more to follow up on earlier incidents involving methane. 
Source: 
http://www.therepublic.com/view/story/ab1f02805a854a238b8e88fc8516c774/WV--
Mine-Explosion-MSHA/ 

2. December 9, Oklahoma City Oklahoman – (Wyoming) EPA study says hydraulic 
fracturing likely contaminated drinking water in Wyoming town. The 
Environmental Protection Agency (EPA) announced December 8 it suspects hydraulic 
fracturing in a shallow natural gas well in Wyoming contaminated a town’s drinking 
water. After 3 years of study, the agency concluded chemicals found in the aquifer and 
in individual wells were consistent with those used in hydraulic fracturing. The agency 
issued a report that will be open for public comment and scientific review. If it is 
finalized with the same conclusions, it could provide the first documented case where 
“fracking” contaminated groundwater. Though there have been incidents in which 
“flowback” water used in a well was improperly handled, the industry has countered 
criticisms by saying there had not been a documented case where the process itself 
caused contamination. The EPA study in Pavillion, Wyoming, began in 2008 after 
residents complained their water smelled and tasted bad. The residents lived near a gas 
field controlled by Encana, a Canadian energy company. According to the EPA, the 
agency constructed two monitoring wells to sample water in the aquifer. “EPA’s 
analysis of samples taken from the agency’s deep monitoring wells in the aquifer 
indicates detection of synthetic chemicals, like glycols and alcohols consistent with gas 
production and hydraulic fracturing fluids, benzene concentrations well above Safe 
Drinking Water Act standards, and high methane levels,” the agency said in a 
statement. 
Source: http://newsok.com/epa-study-says-hydraulic-fracturing-likely-contaminated-
drinking-water-in-wyoming-town/article/3630442 

[Return to top]  

Chemical Industry Sector 

3. December 9, Salem Today’s Sunbeam – (New Jersey) Under the settlement 
agreement, DuPont will pay $725,000 in penalties to state. The New Jersey 
Department of Environmental Protection (DEP) has reached an agreement with DuPont 
Co. that requires the firm to pay a fine of $725,000 and upgrade procedures for 
handling hazardous materials at its Chambers Works plant in Deepwater, the DEP 
announced December 8. The agreement reached through an administrative consent 
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order, stems from investigations of incidents between 2009 and the present of spills and 
handling problems at the plant, its hazardous waste disposal landfill, drum and 
container storage areas, a rail siding, and its industrial wastewater treatment plant. A 
DuPont spokeswoman said many of the infractions at the 1,455-acre site on the 
Delaware River involved minor leaks and spills, or record keeping and labeling 
problems. The DEP said the consent order contains a compliance schedule requiring 
DuPont to: evaluate and improve, site-wide and area specific procedures relating to the 
storage, identification and accumulation of waste; provide a list of actions to be 
undertaken to prevent spills and discharges; remove waste from the wastewater holding 
tank; perform upgrades to the landfill; characterize, remove and dispose all waste rail 
cars from the siding area and upgrade rail car management. In 2006, DuPont agreed to 
upgrade equipment and pay a $105,000 fine as a result of a DEP investigation that 
logged more than 220 incidents of spills and discharges. Discharges occurred as a result 
of faulty or inoperable pumps, leaking valves and gaskets, valves inadvertently left 
open, cracks in containment structures, and accidents. The upgrades worked as 
intended, but problems started arising again in mid-2008, according to the DEP. The 
consent order addresses more than 60 violations resulting from subsequent DEP 
inspections of the facility, according to the state agency. 
Source: 
http://www.nj.com/salem/index.ssf/2011/12/under_the_settlement_agreement.html 

4. December 8, Associated Press – (Utah; International) Man accused of giving drug 
recipes to relative pleads not guilty to stealing trade secrets. A scientist accused of 
stealing trade secrets from a Utah chemistry company pleaded not guilty December 8 to 
federal charges, including newly filed counts of computer fraud. The 42-year-old 
originally was charged in November with a single theft charge. Prosecutors have since 
added a second charge of theft of trade secrets, and two counts of computer fraud. If 
convicted on all counts, he faces up to 10 years in prison. Authorities say the man who 
had worked for Frontier in North Logan, e-mailed drug recipes to a brother-in-law in 
India. Investigators say that man was setting up a competing company to undercut 
Frontier on prices it charges for pharmaceutical chemicals. Frontier supplies the 
chemicals for research. The company’s chief executive has said Frontier is the only 
firm that can make large, pure quantities of an organic chemical used as an ingredient 
in new drugs, solar cells and batteries. The chemical is 2,2’-dipyrromethane. Court 
papers show the suspect’s moves were tracked on a company computer in October. The 
company says it learned the brother-in-law planned to make a 5-month supply for a 
competing German company, Porphyrin Systems. The indictment on the new charges 
accused the suspect of stealing a recipe for a second chemical. The computer fraud 
charges alleged he was not authorized to take the information from a protected 
database. A trial was set for February 13. 
Source: http://www.washingtonpost.com/business/man-accused-of-giving-drug-
recipes-to-relative-pleads-not-guilty-to-stealing-trade-
secrets/2011/12/08/gIQAJ9UcfO_story.html 

For more stories, see items 2 and 15  
 
[Return to top]  
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Nuclear Reactors, Materials and Waste Sector 
 

Nothing to report 
 
[Return to top]  

Critical Manufacturing Sector 

5. December 5, U.S. Department of Transportation – (National) NHTSA recall notice - 
Ford Fusion and Mercury Milan wheel studs. Ford announced a recall December 5 
of 128,616 Ford Fusion and Mercury Milan vehicles equipped with 17-inch steel 
wheels and built from April 1, 2009 through April 30, 2009, and from December 1, 
2009 through November 13, 2010. The wheel studs may fracture, potentially causing a 
wheel to separate. While driving, multiple stud fractures could occur at the wheel 
location, and the operator may experience vibration and/or wheel separation, increasing 
the risk of a crash. Ford will notify owners, and dealers will inspect the rear brake disc 
surface for flatness and replace the discs as necessary. Additionally, the wheel lug nuts 
will be replaced on all four wheels. 
Source: http://www-
odi.nhtsa.dot.gov/recalls/recallresults.cfm?start=1&SearchType=QuickSearch&rcl_ID=
11V574000&summary=true&prod_id=664803&PrintVersion=YES 

[Return to top]  

Defense Industrial Base Sector 

6. December 9, Bloomberg – (International) Iran shows off downed U.S. spy drone on 
TV as U.S. assesses loss of technology. The downed Lockheed Martin RQ-170 
Sentinel spy drone, which is designed to be virtually invisible to radar and carries 
advanced communications and surveillance gear, made a 2 and a half minute television 
debut December 7 on Iran’s state-owned Press TV channel. U.S. intelligence officials 
are assessing the apparent loss of its highly classified technology. The official Iranian 
Republic News Agency reported the foreign ministry December 7 protested the 
“violation of Iran’s airspace by a U.S. spy drone on [December] 4,” the day Iranian 
forces claimed to have shot down the aircraft, 140 miles inside the Iranian border from 
Afghanistan. Several U.S. officials said the greatest concern is access to the aircraft 
could give Russian or Chinese scientists insight into its flight controls, communications 
gear, video equipment, and any self-destruct or return-to-base mechanisms. In addition, 
they said, the remains of the RQ-170 could help a technologically sophisticated military 
or science establishment develop infrared surveillance and targeting technology that 
under some conditions are capable of detecting stealth aircraft such as drones, and the 
new Lockheed Martin F-35s. 
Source: http://www.bloomberg.com/news/2011-12-09/iran-shows-off-downed-spy-
drone-as-u-s-assesses-technology-loss.html 

[Return to top]  
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Banking and Finance Sector 

7. December 9, Associated Press – (International) Anarchists claim letter bomb at Italy 
tax office; same group hit Deutsche Bank. A letter bomb exploded December 9 at an 
office of Italy’s tax collection agency, wounding the organization’s director. Police said 
an Italian anarchist group that sent a letter bomb to Deutsche Bank in Frankfurt, 
Germany, December 7 claimed responsibility. A Rome police official said the 
December 9 bomb was contained in a yellow bubble envelope mailed to the director’s 
attention at an Equitalia office outside Rome. The tax agency director underwent 
surgery after suffering injuries to a hand and his face, caused when a glass desktop was 
shattered by the explosion, an Equitalia official told the ANSA news agency. Italy’s 
Anarchist Federation claimed responsibility. The note included in the package was 
“very similar” to that contained in the Deutsche Bank letter bomb, which did not 
explode, a police official said. The group, known in Italy as FAI, warned in its 
Deutsche Bank note there would be three “explosions” in its latest campaign. Last year 
around Christmas, the anarchist group sent package bombs to three Roman embassies, 
injuring two. On December 7 in Frankfurt, a routine mailroom screening found a bomb 
in a small package addressed to the Deutsche Bank chief executive officer. The 
explosive was deactivated without incident. Tucked next to the bomb was a letter of 
responsibility. Written in Italian, it promised “three explosions against banks, bankers, 
ticks and bloodsuckers,” according to the Hesse state criminal office. Germany’s 
federal prosecutors’ office, responsible for national security and terrorism probes, said 
December 9 it is taking over the investigation. The letter contained about 50 grams of 
explosive and a fully functional trigger, it said. 
Source: http://www.washingtonpost.com/world/europe/italian-police-say-package-
bomb-explodes-at-tax-collection-office-in-rome-injuring-
1/2011/12/09/gIQAWzfihO_story.html 

8. December 9, Chicago Tribune – (Illinois) Lawyer found guilty in home mortgage 
fraud scheme. A federal jury convicted a veteran Chicago criminal-defense lawyer 
December 8 of taking part in a $9 million mortgage fraud scheme that took advantage 
of unqualified home buyers in economically depressed neighborhoods in the city. He 
was convicted of five counts of mail and wire fraud, according to the U.S. attorney’s 
office in Chicago. He and three others allegedly acquired at least 40 residences — often 
homes in need of extensive repairs — and quickly resold them at inflated prices. Two 
of the men allegedly financed the purchases. The other two defendants allegedly 
recruited unqualified buyers by enticing them with false sales offers and promises of 
prompt repairs and renovations, according to court documents. Prosecutors alleged the 
criminal-defense lawyer and others urged buyers to sign closing documents they had 
never seen, and falsely inflated the amount of money posted by buyers for down 
payments, making it more likely lenders would approve loans. The scheme allegedly 
took place from 2002 to 2006 and defrauded banks, mortgage lenders, and the U.S. 
Department of Housing and Urban Development. Prosecutors are seeking forfeiture of 
at least $4.2 million. 
Source: http://www.chicagotribune.com/news/local/ct-met-attorney-mortgage-fraud-
20111209,0,2144418.story 
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9. December 8, Deseret News – (California; Utah) Man arrested, charged in Utah-
based investment fraud scheme. An investment manager was arrested December 8 in 
San Diego for his alleged role in a $25 million investment fraud. He has been charged 
with four counts of wire fraud and one count of making and subscribing a false income 
tax return, according to an indictment unsealed December 8 in the District of Utah. He 
was the chief executive officer (CEO) and managing partner of Utah-based US 
Ventures, founded in 1999. According to the indictment, he recruited investors from 
October 2005 to April 2007 by making false representations about the firm. It states he 
falsely claimed US Ventures used proprietary trading software that was consistently 
profitable; it had more than $32 million under management and generated returns of 0.8 
percent per trading day; and it would retain a 30 percent share of investors’ profits as a 
management fee. The indictment states US Ventures raised more than $25 million from 
investors. The CEO allegedly generated and distributed reports to investors containing 
false daily returns, when US Ventures actually was steadily losing money. Between 
October 2005 and April 2007, the investment firm lost more than $10 million in 
trading, the indictment states. It says profit figures listed in the reports also were 
fabricated. The CEO and US Ventures also made “profit distributions” to investors that 
consisted of funds solicited from new investors, the indictment ates. It also alleges the 
CEO misappropriated investors’ funds to support his lavish lifestyle, and his then-
wife’s eBay business. In 2006, he diverted more than $1.2 million to a business account 
used for his personal use, according to the indictment. He filed a personal tax return for 
that year claiming gross income of $27,500. 
Source: http://www.deseretnews.com/article/705395561/Man-arrested-charged-in-
Utah-based-investment-fraud-scheme.html 

10. December 8, Santa Rosa Press Democrat – (California; International) Credit , debit 
scam hits more than 1,000 Ukiah-area bank customers. Hundreds of Ukiah, 
California area residents had their credit and debit card information breached the week 
of December 5, resulting in fraudulent charges and blocked and canceled cards. The 
illegal usages were made outside of the county, a Ukiah police detective said. Illegal 
transactions occurred as far away as Milan, Italy. The department is following leads to 
determine how and where the breach occurred, and whether it could be related to the 
Lucky’s Supermarket card skimming incident, he said. The breach affected debit and 
credit cards issued by multiple banks in the Ukiah area, but is not believed to have 
occurred within the institutions, he said. As a precaution, Savings Bank of Mendocino 
County blocked access to about 1,000 debit cards that Master Card notified them could 
have been compromised, a bank spokeswoman said. Only a small percentage of those 
account holders reported their accounts were accessed by an unauthorized party, she 
said. Other area banks also were blocking at-risk debit and credit cards, the detective 
said. He suspects there were multiple skimming devices being used to steal information 
from credit and debit card scanners. 
Source: 
http://www.pressdemocrat.com/article/20111208/ARTICLES/111209524/1036/busines
s?p=all&tc=pgall 

11. December 8, Brownsville Herald – (Texas) More victims of RGV scam located, 
facing credit card charges. Police investigators located three victims in Brownsville, 
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Texas, of a scam that involves stealing the identity of Rio Grande Valley residents who 
recently died, the Brownsville Herald reported December 8. Detectives estimate the 
scammers charged more than $100,000 at local stores like Lowes, Best Buy, Home 
Depot, and K-Mart, a Brownsville police spokesman said. The scam starts with a 
newspaper obituary as scammers read about a death and called the family, posing as a 
life insurance agent. They collect personal information about the person who died, and 
use it to add themselves as an authorized user on a credit card, police reports said. 
Investigators are working with the McAllen Police Department and La Feria Police to 
locate more victims. The police spokesman said the investigation will likely span 
months as detectives try to locate all the victims and unearth the total amount spent by 
the scammers. Brownsville police arrested two men in connection with the scam the 
week of November 28, but do not know how many in total are involved in the crime 
ring. Those men face charges of fraudulent use of identifying information, credit card 
abuse, and engaging in organized criminal activity. 
Source: http://www.brownsvilleherald.com/news/brownsville-134634-located-
victims.html 

12. December 8, Associated Press – (California) Ex-CA fund manager indicted in $20M 
Ponzi scheme. A former California fund manager was charged with defrauding 
investors out of at least $20 million as part of a Ponzi scheme. He was charged 
December 7 with 41 felony counts, including loan fraud and obstruction of justice. If 
convicted of all counts, he faces life in prison. He is scheduled to surrender to federal 
authorities in Los Angeles December 9 when he is expected to be arraigned. 
Prosecutors said the man told investors he would use their money to purchase corporate 
bonds backed by the Troubled Asset Relief Program. Instead, they said, the man 
funneled the money to support his family’s lavish lifestyle. He was charged with 10 
counts. 
Source: http://www.sfgate.com/cgi-
bin/article.cgi?f=/n/a/2011/12/08/state/n134018S06.DTL 

13. December 8, New York Times – (National) Trader pleads guilty in 17-year 
investment scheme. A trader implicated in a 17-year scheme pleaded guilty December 
8 to receiving confidential tips about company takeovers from a lawyer who worked at 
some of the nation’s most prestigious law firms. He pleaded guilty in a federal court in 
Newark, New Jersey, to insider trading, obstruction of justice, and money laundering in 
a conspiracy that netted some $37 million. In addition to forfeiting money earned off 
the trades as well as homes purchased with the proceeds, he could face as much as 25 
years when sentenced on the four felony counts in March 2012. The scheme is among 
the more complex unveiled in the midst of a federal crackdown on insider trading. 
Prosecutors alleged the relatively anonymous trader received tips from a journeyman 
lawyer who worked at some of the biggest deal-making law firms in the country. The 
tips were not shared directly. They were passed, for 17 years, through a middle man 
who both men knew, according to charges filed. Starting in 1994, he passed some 30 
tips about clients of the powerhouse merger and acquisitions teams he worked with at 
Cravath Swaine & Moore; Skadden, Arps, Meagher & Flom; Fried Frank; and Wilson 
Sonsini. After trading on the tips, the trader would withdraw tens of thousands of 
dollars in profits from ATMs and deliver them to the middle man. The middle man 
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pleaded guilty to charges of insider trading in April, admitting his role in the scheme. 
Source: http://dealbook.nytimes.com/2011/12/08/investor-pleads-guilty-in-17-year-
insider-trading-scheme/ 

For more stories, see items 22 and 27  
 
[Return to top]  

Transportation Sector 
 
See item 3  

 
[Return to top]  

Postal and Shipping Sector 

14. December 9, KABC 7 Los Angeles – (California) Hollywood shooting suspect killed 
by LAPD. Los Angeles Police Department police officers shot and killed a gunman in 
Hollywood just outside a FedEx location December 9. Authorities responded to a report 
that a man was shooting at cars in the 1400 block of Vine Street just before 10:30 a.m. 
The suspect shot someone, and when police arrived they opened fire on the suspect, 
killing him. The condition of the victim the suspect shot was not known. 
Source: 
http://abclocal.go.com/kabc/story?section=news/local/los_angeles&id=8461354 

[Return to top]  

Agriculture and Food Sector 

15. December 9, Associated Press – (Wisconsin) OSHA cites Cargill Meat 
Solutions. The U.S. Occupational Safety and Health Administration (OSHA) has cited 
Cargill Meat Solutions Corp. for 23 violations at its Milwaukee production plant. The 
agency is proposing fines of $146,400. OSHA said Cargill failed to develop “normal 
operating procedures” for starting ammonia refrigeration systems and conduct 
equipment inspections and testing at required times, among other things. Cargill said 
there were no employee injuries, ammonia releases, or food safety issues associated 
with the alleged violations. A Cargill spokesman said the alleged violations center 
primarily on documentation. He said the company has an emergency response plan in 
place to address ammonia releases. 
Source: http://www.canadianbusiness.com/article/61275--osha-cites-cargill-meat-
solutions 

16. December 9, Food Safety News – (International) Mislabeled Chinese honey leads to 
criminal busts. After a 4-month investigation, federal authorities have indicted a group 
of importers for allegedly smuggling Chinese honey into the United States, Food Safety 
News reported December 9. Since September, agents from U.S. Immigration and 
Customs Enforcement’s Homeland Security Investigations and the U.S. Customs and 
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Border Protection have seized more than 5 million pounds of intentionally mislabeled 
Chinese honey at customs warehouses near 11 U.S. ports, or being shipped to honey-
packing operations. According to a U.S. attorney, the lengthy investigation of the 
honey smuggling resulted in a grand jury issuing indictments against three individuals 
for smuggling honey from China. The illicit honey came from more than 120 large 
ocean-going shipping containers unloaded at large and small ports. Each metal box was 
packed with 64 steel drums each holding 644 pounds of honey. Investigators told Food 
Safety News field agents expect to seize additional containers, which could result in 
additional indictments. The indictment detailed precise instructions for personnel at 
shipping warehouses to cover or remove labels on drums and shipping documents, 
which fraudulently claimed the contents were Rice Fructose Syrup or other products. 
The bogus labels were replaced with new labels saying “amber honey.” The switch, 
according to investigators, was to avoid paying about $2.5 million in anti-dumping 
duties. Investigators said the honey was consigned to several major packers, but the 
indictment named only Groeb Farm in Belleview, Florida, and Glorybee Foods in 
Eugene, Oregon. 
Source: http://www.foodsafetynews.com/2011/12/mislabeled-chinese-honey-leads-to-
criminal-busts/ 

17. December 9, Food Safety News – (National) Allergen alert: Peanuts in the almond 
clusters. See’s Candies of San Francisco is recalling 3,600 boxes of 8-ounce almond 
clusters because they may contain peanuts, Food Safety News reported December 9. 
See’s said it has reports of allergic reactions. The recalled candy was distributed to 
See’s Holiday Gift Centers and licensee locations in Arizona, California, Colorado, 
Hawaii, Indiana, Kansas, Maryland, Michigan, North Carolina, Nevada, New York, 
Nebraska, Oklahoma, Oregon, Virginia, Washington, Florida, Georgia, Tennessee, 
Texas, Mississippi, and Louisiana. The recall is only of 8-ounce boxes labeled “See’s 
Candies Almond Clusters with the code SF 088/12 visible. 
Source: http://www.foodsafetynews.com/2011/12/allergen-alert-peanuts-in-the-
almond-clusters/ 

18. December 9, Food Safety News – (National) Listeria Cantaloupe outbreak ends as 
most deadly in 100 years. A 28-state Listeria outbreak is over, with the distinction of 
being the most deadly outbreak of food-borne illness in the United States in 100 years, 
Food Safety News reported December 9. In the end, one out of every five of the victims 
died from the Listeria contamination spread by a locally grown but widely distributed 
variety of cantaloupes from Colorado. Thirty of 146 persons infected died. A 
miscarriage suffered by an Iowa woman was also blamed on outbreak-related 
listeriosis. The Colorado Department of Public Health and Environment received the 
first report of a Listeria infection in September. The news of the first fatalities 
coincided with Jensen Farms recalling all the Rocky Ford-brand cantaloupes it had 
shipped for the season — at least 1.5 million melons. CDC’s final report said only two 
other produce outlets, Kansas-based Carol’s Cuts and New York-based Fruit Fresh Up, 
recalled product. Those companies had purchased whole cantaloupes from Jensen 
Farms and cut them up for retail sale. The onset of illnesses was from July 31 to 
October 27. The U.S. Food and Drug Administration previously reported that its 
investigation found Listeria contamination on cantaloupes and equipment at the Jensen 
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Farms packing facility in Granada, Colorado. 
Source: http://www.foodsafetynews.com/2011/12/listeria-outbreak-ends-as-most-
deadly-in-100-years/ 

19. December 9, Duluth News Tribune – (Minnesota) Dozens ill after attending events at 
Duluth ballroom. The Minnesota Department of Health is investigating the outbreak 
of a food-borne illness reported the week of December 5 by people who attended two 
events at the Greysolon Ballroom in Duluth, Minnesota December 3. The health 
department has identified more than 40 people who reported becoming ill after eating at 
the ballroom and “we suspect there could be more,” said an official with the 
department’s communications office. About 250 people attended one event, and 100 
attended the other at the Greysolon. The outbreak was first reported to the health 
department December 6. The food was served by Greysolon Ballroom By Blackwoods, 
and the business is cooperating. As part of the investigation, investigators will check 
whether there are enough hand-washing sinks at the establishment, if the refrigeration 
temperatures are adequate, and whether any employees have been ill. 
Source: http://www.duluthnewstribune.com/event/article/id/216810/group/homepage/ 

20. December 9, Merced Sun-Star – (California) Machine fire causes $100,000 in 
damage. The Merced County Fire Department responded early December 8 to a 
fertilizer dryer-hopper fire in Livingston, California that caused an estimated $100,000 
in damage before it was brought under control. The machine was about 30 feet high 
and located next to one of the main buildings at the facility. Firefighters extinguished 
the fire by gaining access to the roof of the building next to the hopper. Fire damage 
was mostly contained to the dryer-hopper, with some fire having gone through attached 
conduits. 
Source: http://www.mercedsunstar.com/2011/12/09/2150681/machine-fire-causes-
100000-in.html 

21. December 8, U.S. Department of Agriculture – (National) Company recalls 25 oz. 
bags of Albertsons’ sausage ravioli, beef ravioli. D’Orazio Foods, Inc., a Bellmawr, 
New Jersey, establishment, is recalling about 161,000 pounds of frozen stuffed pasta 
products that were produced without the benefit of federal inspection, the U.S. 
Department of Agriculture’s Food Safety and Inspection Service (FSIS) announced 
December 8. There are five types of ravioli being recalled. The products were 
distributed to distribution centers in California, Illinois, Indiana, Ohio, Oregon, Texas, 
and Utah. The problem was discovered as part of a routine food safety assessment 
conducted by FSIS at the facility. While conducting the assessment, the agency 
determined the pasta products were produced during a second shift when FSIS 
inspection personnel were not on-site, as required, during operating hours. 
Source: http://www.oaoa.com/news/ravioli-77160-recalls-sausage.html 

22. December 8, IDG News Service – (International) Four charged with hacking point-
of-sale computers. Four residents of Romania have been charged for their alleged 
participation in a multimillion-dollar scheme to remotely access point-of-sale systems 
(POS) at more than 150 Subway restaurants and other U.S. merchants, and steal 
payment card data, the U.S. Department of Justice (DOJ) said. The four-count 
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indictment, unsealed December 7, charges the four Romanians with conspiracy to 
commit computer fraud, wire fraud, and access device fraud. From 2008 until May 
2011, the four suspects conspired to remotely hack into more than 200 U.S.-based 
merchants’ POS or “checkout” computer systems to steal customers’ credit, debit, and 
gift card numbers and related data, the DOJ said. Subway restaurant systems were 
compromised in New Hampshire, New York, California, and elsewhere, according to 
the indictment. A POS system allows merchants to process customer purchases and 
typically includes a computer, monitor, credit-card processing system, signature 
capture device, and a customer pin pad device. The four compromised the payment 
card data of more than 80,000 customers, and made millions of dollars worth of 
unauthorized purchases, the DOJ said. 
Source: 
http://www.computerworld.com/s/article/9222520/Four_charged_with_hacking_point_
of_sale_computers?taxonomyId=17 

23. December 8, Associated Press – (Minnesota) Minn. gets new setback in fight against 
Asian carp. Tests have found signs of Asian carp in the Mississippi River north of a 
key physical barrier keeping the invasive species of fish from spreading into many of 
Minnesota’s most popular lakes, officials said December 8. The sensitive tests detected 
DNA from silver carp in the water above the Coon Rapids Dam, which is upstream 
from Minneapolis, the Minnesota Department of Natural Resources said. Nineteen out 
of 48 water samples taken near the dam in September tested positive for silver carp 
DNA, and three of the positive results were from above the dam. No live Asian carp 
have been caught there yet, and experts are not ruling out the possibility of false 
positives. 
Source: 
http://www.salon.com/2011/12/08/minn_gets_new_setback_in_fight_against_asian_car
p/ 

For more stories, see items 32 and 39  
 
[Return to top]  

Water Sector 

24. December 9, Elyria Chronicle-Telegram – (Ohio) Boil alert prompts reverse 911 
inquiries. A couple of people complained of flu-like abdominal symptoms after a water 
plant malfunction December 6 that led to a boil alert, according to a representative for 
the Elyria Health Department. The boil alert was lifted shortly after 7 a.m. December 8 
after the Ohio Environmental Protection Agency said the water was safe, the acting 
Elyria safety-service director said. It is unknown whether the symptoms were related to 
water issues, said the director of environmental health. The boil alert was issued after 
water plant workers noticed a pump that feeds aluminum chlorohydrate was shut off, 
according to the superintendent of water. The alert included all areas served by the 
Elyria Water Department — Elyria, Amherst, Elyria Township, Sheffield Township, 
and Carlisle Township. The city is conducting an investigation to determine if human 
error or an equipment malfunction was at fault. 
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Source: http://chronicle.northcoastnow.com/2011/12/09/boil-alert-prompts-reverse-
911-inquiries/ 

25. December 8, Loudoun Times – (Virginia) Loudoun Water reveals cause of well shut-
down. Unforeseen hydraulic transients in the raw water main caused Loudoun Water to 
shut down a well in the Raspberry Falls section of Leesburg, Virginia in August, 
according to a report released December 5. The transients in this case were rapid 
fluctuations in flow and pressure that allowed the well pump to operate at higher 
discharge rates than it was designed to maintain, the report said. Known as Well F, the 
well was recently put online by Loudoun Water, after another well –- PW-1 –- was 
permanently shut down in November 2010 when the Virginia Department of Health 
(VDH) determined it to contain groundwater under the direct influence of surface 
water. Well F was taken offline August 9 after residents found turbidity –- sediment or 
dirt –- in their water. It remains offline and will not be brought online until a VDH 
response plan is put in place to reduce the potential for future turbidity, Loudoun Water 
officials said. A contractor and the VDH conducted a series of pumping and water 
quality tests to determine the cause of the elevated turbidity. The tests were modified as 
a result of the 5.8 magnitude earthquake the area experienced August 23. The quake 
struck more than 2 hours into the planned 3-day program. The earthquake, along with 
eight smaller aftershocks that followed, shook local bedrock aquifers and caused 
reports of turbidity in several wells in Loudoun County, according to Loudoun Water. 
Source: 
http://www.loudountimes.com/index.php/news/article/loudoun_water_reveals_cause_o
f_well_shut-down898/ 

For more stories, see items 2, 3, and 39  
 
[Return to top]  

Public Health and Healthcare Sector 

26. December 8, Associated Press – (National) FDA panel wants more risk information 
on Yaz pills. Federal health experts said December 8 that drug labeling for Yaz and 
other widely-used birth control pills should be updated to emphasize recent data 
suggesting a higher risk of blood clots with the drugs than older contraceptive pills. The 
Food and Drug Administration’s panel of experts voted 21-5 that labeling on the 
popular drugs made by Bayer is inadequate and needs more information about the 
potential risk of blood clots in the legs and lungs. In an earlier vote, panelists voted 15-
11 that the pills remain a beneficial option for preventing pregnancy. The majority 
ruling amounts to a vote of confidence for keeping the drugs on the market, though 
well over a third of panelists voted against the drug’s overall benefit, citing numerous 
alternatives available. 
Source: 
http://www.boston.com/business/articles/2011/12/08/fda_panel_wants_more_risk_infor
mation_on_yaz_pills/ 
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27. December 7, Miami Herald – (Florida) Miami VA Hospital employee charged with 
identity theft. An employee at the Veterans Administration Medical Center in Miami 
has been charged with selling the personal identities of disabled patients who receive 
services at the hospital, authorities said December 7. The investigation into alleged ID 
theft began last year when the VA’s Office of Inspector General received several 
complaints from veterans who reported their identities had been stolen and 
unauthorized credit card accounts opened in their names at Citibank. In late 2010, 
investigators made an arrest in a credit-fraud probe and the suspect said he had a 
contact at the VA Medical Center in Miami who supplied personal identity information, 
according to a criminal complaint. He will be arraigned December 12 on charges of 
aggravated identity theft, and unlawfully selling the personal information of at least 22 
military veterans. 
Source: http://www.miamiherald.com/2011/12/07/2536190/miami-va-hospital-
employee-charged.html 

[Return to top]  

Government Facilities Sector 

28. December 9, Washington Post – (Virginia) Shooter at Virginia Tech was not a 
student at university. The man who shot and killed a police officer on the campus of 
Virginia Polytechnic Institute and State University (Virginia Tech) December 8, then 
took his own life with the same gun, was not a student, authorities said December 9. A 
Virginia State Police spokeswoman said police have found no prior connection between 
the gunman and the campus police officer shot during a routine traffic stop shortly after 
12:15 p.m. She said police are “very confident” the shooter acted alone. Police believe 
he sought refuge in a campus greenhouse after the officer was shot in a parking lot near 
Virginia Tech’s football stadium. He was next spotted by a Montgomery County 
sheriff’s deputy in the rear of a campus parking lot, the spokeswoman said. As the 
deputy drove across the parking lot, he lost sight of the man for a moment. When he 
reached the rear of the parking lot, the man was prone on the ground, dead of a gunshot 
wound that police believe was self-inflicted. 
Source: http://www.washingtonpost.com/local/2011/12/09/gIQA9uVuhO_story.html 

29. December 9, Softpedia – (California) City of Glendale Web site flaws revealed by 
TeaMp0isoN. Wanting to further prove that government Web sites are not secure, 
hackers from TeaMp0isoN found a persistent cross-site scripting vulnerability in the 
official Web site of the City of Glendale, California. No damage whatsoever was done 
to the site, the only reason why the operation took place was to show how “security is 
just an illusion.” One of the hackers contacted Softpedia after he found the XSS flaw in 
the site’s search engine, and said he was amazed at how outdated the security was. 
“They are running .ASP net which is used in the 90s, have not bothered to update to 
PHP which is more secure. Running Windows on an important Web site with .ASP is 
asking for trouble,” said the hacker. 
Source: http://news.softpedia.com/news/City-of-Glendale-Website-Flaws-Revealed-by-
TeaMp0isoN-Exclusive-239484.shtml 
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30. December 8, Computerworld – (National) Feds launch cloud security standards 
program. Federal agencies will soon have a government-wide security standard for 
assessing, authorizing and monitoring cloud products and services. The Federal Chief 
Information Officer December 8 unveiled the Federal Risk and Authorization 
Management Program (FedRAMP), which establishes a set of baseline security and 
privacy standards all cloud service providers will need to meet to sell their products to 
government agencies. The program requires that all agencies use only FedRAMP-
certified cloud services and technologies for public clouds, private clouds, hybrid 
clouds, and community clouds. The program also covers all cloud service models, 
including Software as a Service (SaaS) and Platform as a Service (PaaS). FedRAMP 
will also provide federal agencies with standard procurement language to use in 
requests for proposals from cloud service vendors. A Joint Authorization Board, 
comprising of security experts from the DHS, General Services Administration, and the 
Department of Defense will be responsible for updating the FedRAMP security 
requirements on an ongoing basis. A group of third-party assessors hired from the 
private sector will be responsible for independently assessing cloud service providers 
and certifying their compliance with the standards. 
Source: 
http://www.computerworld.com/s/article/9222525/Feds_launch_cloud_security_standa
rds_program?taxonomyId=17 

For more stories, see items 6, 27, 35, and 36  
 
[Return to top]  

Emergency Services Sector 

31. December 8, Homeland Security Today – (International) US, Canada announce 
comprehensive border security plan. The U.S. President and Canadian prime 
minister announced an ambitious and far-reaching joint Beyond the Border (BTB) 
Action Plan December 7 designed to strengthen mutual border security, improve the 
sharing of threat intelligence, and enhance disaster resilience –- the ability to mitigate, 
respond to, and recover from catastrophic disruptions. The planwas first announced 
February 4, when the U.S. President and prime minister initially put forth their 
respective governments’ plans, saying “we share responsibility for the safety, security, 
and resilience of the United States and of Canada in an increasingly integrated and 
globalized world.” According to a “fact sheet” about the new joint US/Canadian border 
plan released by the White House, “the BTB Action Plan sets out joint priorities for 
achieving a new long-term security partnership in four key areas, guided by mutual 
respect for sovereignty and our separate constitutional and legal frameworks that 
protect individual privacy.” The plan includes addressing threats early; promoting trade 
facilitation, economic growth, and jobs; strengthening cross-border law enforcement; 
and protecting shared critical infrastructure, including enhancing continental and global 
cybersecurity. 
Source: http://www.hstoday.us/industry-news/general/single-article/us-canada-
announce-comprehensive-border-security-
plan/8bcf73612fd99536956b506feab517fe.html 
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32. December 8, Associated Press – (Virginia) Hampton man pleads to impersonating 
FBI in robbery. A Hampton, Virginia, man has pleaded guilty to robbing a Food Lion 
while impersonating an FBI agent. The Newport News Daily Press reported the 27-
year-old pleaded guilty December 7 to obstructing commerce by robbery, possessing a 
firearm in a crime of violence, and impersonating an officer or employee of the United 
States. Police said the suspect and another man entered the store in Newport News 
October 21 and claimed to be FBI agents. A vendor was shot in the leg, and store 
employees were threatened with devices the suspects claimed were bombs. Sentencing 
is set for February 28 in federal court. The suspect faces up to 33 years in prison, 
including a mandatory 10-year term on the firearms charge that must run consecutively 
with the other convictions. 
Source: http://hamptonroads.com/2011/12/hampton-man-pleads-guilty-impersonating-
fbi-robbery 

For another story, see item 36  
 
[Return to top]  

Information Technology Sector 

33. December 8, Computerworld – (International) Microsoft plans 20 patches next week, 
will fix Duqu and BEAST bugs. Microsoft announced December 8 it will issue 14 
security bulletins the week of December 12 to patch 20 vulnerabilities in Windows, 
Internet Explorer (IE), Office, and Windows Media Player. Among the patches will be 
ones that plug the hole used by the Duqu intelligence-gathering trojan, and fix the 
secure socket layer 3.0 and transport layer security 1.0 bug popularized 3 months ago 
by the Browser Exploit Against SSL/TLS hacking tool. Three of the 14 updates were 
tagged with Microsoft’s “critical” label, while the remaining 11 were marked 
“important.” Bugs in 10 of the updates could be exploited by attackers to remotely 
plant attack code on unpatched PCs, Microsoft said in its monthly advance notification 
that precedes each Patch Tuesday. A number of those bulletins were pegged as 
important, a move Microsoft makes when the bugs cannot easily be exploited because 
the pertinent components are not switched on by default, or because defensive 
technologies like ASLR and DEP help protect users. 
Source: 
http://www.computerworld.com/s/article/9222530/Update_Microsoft_plans_20_patche
s_next_week_will_fix_Duqu_and_BEAST_bugs?taxonomyId=17 

For more stories, see items 4, 29, 30, 34, 35, and 36  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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[Return to top]  

Communications Sector 

34. December 9, Tampa Tribune – (Florida) Verizon outage hits long-distance. Much of 
Verizon’s long-distance telephone service in Florida turned off December 8 after a 
piece of network equipment broke down near Orlando. The outage appeared to start 
about 1:30 p.m., a Verizon spokesman said. By 5:37 p.m., the system was back to 
normal, he said. The outage affected some data services that travel over long-distance 
lines, including some wide-area networks at companies. Depending on how calls were 
routed, customers trying to call to or from Tampa received error messages. Verizon 
provides service to about 1 million access lines in Pinellas and Hillsborough counties, 
and portions of Polk, Pasco, Manatee, and Sarasota counties. Local phone service did 
not appear to be affected, and Verizon’s cellular service appeared to be functioning as 
well. 
Source: http://www2.tbo.com/news/news/2011/dec/09/menewso1-verizon-outage-hits-
long-distance-ar-332760/ 

35. December 8, Sioux Falls Argus Leader – (South Dakota) Cell service suffers second 
outage. A backhoe operator near Chamberlain, South Dakota, accidentally cut a 
CenturyLink fiber optic line December 8, just 200 feet from where it was severed 
December 6, knocking out cell phone service for central South Dakota AT&T 
customers, and affecting some state government services, including the state lottery. 
The mid-morning outage lasted about 5 hours and did not affect 911 service, a 
CenturyLink spokesman said. The fiber line fed data to six cellular towers, and an 
AT&T spokesman said customers in Pierre, Winner, and Okreek lost voice and data 
service. Verizon customers were not affected. The deputy commissioner of the bureau 
of information and telecommunications said the state government uses CenturyLink for 
local calling in larger cities. CenturyLink crews fully repaired the line by 4 p.m. 
Source: http://www.argusleader.com/article/20111209/NEWS/312090009/Cell-service-
suffers-second-outage 

36. December 8, Florida Today – (Florida) Line cut disrupts phone, Internet service in 
West Melbourne, Palm Bay. An AT&T line cut the morning of December 8 caused 
telephone and Internet disruptions for as many as 6,000 telephone and Internet 
customers in West Melbourne and Palm Bay, Florida. The outage could have lasted 
until the morning of December 10. A contractor for West Melbourne cut the line while 
working on a waterline project on Minton Road, the city manager said. The outage 
impacted customers differently, he said; some had phone, but not Internet service, 
others had Internet, but not phone, while more were without both services. Included in 
those without services were the West Melbourne City Hall and the police department. 
The outage did not affect emergency medical, fire, and police calls to 9-1-1. 
Source: 
http://www.floridatoday.com/article/20111208/BREAKINGNEWS/111208007/Line-
cut-disrupts-phone-internet-service-West-Melbourne-Palm-Bay 

[Return to top]  
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Commercial Facilities Sector 

37. December 9, KTUL 8 Tulsa; CNN – (Oklahoma) Woman arrested for making meth 
in Wal-Mart. Police arrested a woman they said mixed meth chemicals inside a Wal-
Mart store in Tulsa, Oklahoma, KTUL 8 Tulsa and CNN reported December 9. Police 
said the suspect had been in the store for about 6 hours, taking chemicals from bottles 
and mixing them in order to make meth. One police officer received minor injuries 
when the chemicals in the bottle burned his hand. A Tulsa police officer said it was the 
first time he had seen anyone actually try to mix meth in a store. 
Source: http://www.wnem.com/story/16225831/woman-arrested-for-making-meth-in-
wal-mart 

38. December 8, WCTV 46 Thomasville – (Florida) 2nd fire at Maclay Blvd. shopping 
center ruled arson. A fire at a Tallahassee, Florida gift shop has been ruled arson, and 
it happened just two doors down from a restaurant that was set on fire 2 months ago, 
WCTV 46 Tallahassee reported December 8. The shop is a total loss. The fire 
happened just two doors down from Sage. The restaurant was set on fire in October. 
Authorities are now trying to determine if the fires are the work of the same arsonist. 
Source: 
http://www.wctv.tv/home/headlines/TFD_Responds_to_Commercial_Fire_on_McClay
_135235733.html?storySection=story 

39. December 7, Miami Herald – (Florida) Hollywood canal free of sewage spill, city 
says. The Hollywood, Florida canal where millions of gallons of raw sewage was 
dumped following a sewer main break in November has been declared safe for 
swimmers, fishermen, and other recreation, city officials announced December 7. 
Water quality test results for the C-10 canal and adjacent finger canals showed the 
levels of fecal coliform bacteria had dropped below the state’s standard, said a city 
spokeswoman. Levels of dissolved oxygen in the canal also returned to normal, though 
workers will continue to aerate the water. Officials with the Broward County 
Development and Environmental Regulation Division started touring the canal 
December 2, and plan to continue inspecting it through the week of December 5. City 
officials said the burst was caused when a contractor working on a sewer line did not 
finish work before the sewage flow started. The added pressure caused a 40-year-old 
section of pipe to burst. The city may face fines from the state’s department of 
environmental protection. 
Source: http://www.miamiherald.com/2011/12/07/2536152/hollywood-canal-free-of-
sewage.html 

For more stories, see items 19 and 40  
 
[Return to top]  

National Monuments and Icons Sector 

40. December 9, KMOV 4 St. Louis – (Missouri) Fire crews wrap up 5-alarm fire fight at 
downtown St. Louis warehouse. A fire that broke out in an old warehouse in 
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downtown St. Louis, December 8, was fully extinguished December 9 after crews 
fought the five-alarm blaze for nearly 19 hours. Late December 8, officials worried the 
commercial-style building could collapse. Fire officials said the two top floors of the 
building caught fire sometime between 11 and 11:30 a.m. Authorities said the building 
is a 6-story, warehouse, formerly the Crunden Martin Manufacturing Co. It is on the 
National Register of Historic Places. When firefighters arrived, flames and smoke were 
seen shooting from the top two floors. Two departments responded to the scene 
initially, but a third department with a haz-mat team was dispatched a short time later. 
Fire officials said two additional fire crews were called to the scene, making the blaze a 
five-alarm fire. There were several explosions, and part of the roof collapsed. About 
200 firefighters battled the blaze, pouring thousands of gallons of water into the 
building; workers in an adjoining building were evacuated because of fears the fire 
would spread. 
Source: http://www.kmov.com/news/local/5-alarm-fire-engulfs-downtown-St-Louis-
building-135258388.html 
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Dams Sector 
 

Nothing to report 
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