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Top Stories 

• Security researchers at Symantec confirmed December 7 that hackers used an unpatched 
Adobe Reader vulnerability to target people who worked at defense, telecommunications, 
chemical, and computer hardware companies. – Computerworld (See item 12)  

• A gunman who killed a police officer December 8 after being pulled over in a traffic stop 
at Virginia Tech University in Blacksburg, Virginia, is believed to be dead, a law 
enforcement official said. – Associated Press (See item 32)  
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: LOW, Cyber: LOW 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. December 8, Associated Press – (Montana) Mining at Signal Peak still on hold as 
workers try to bring down carbon monoxide levels. Mining remains on hold at the 
underground Signal Peak coal mine south of Roundup, Montana, as workers attempt to 
lower concentrations of a dangerous gas in a sealed-off area. A mine spokesman said 
there is no projection for when mining will resume. A spokeswoman with the Mine 
Safety and Health Administration said agency engineers are due at the mine near 
Roundup December 8 to evaluate its ventilation system. Since the week of November 
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28, workers have been pumping nitrogen into a previously-mined area where high 
levels of carbon monoxide were found, prompting the removal of about 45 workers. A 
Signal Peak spokesman said work above ground is continuing, and no layoffs are 
expected among the mine's 300 workers. 
Source: 
http://www.therepublic.com/view/story/d8a576c68c8a464390f164c9950dcae0/MT--
Mine-Evacuated/ 

2. December 8, Pittsburgn Post-Gazette – (Pennsylvania) Three of dirtiest coal-fired 
plants in Western Pa., report finds. Three of the 10 dirtiest coal-fired power plants in 
the nation are located in Western Pennsylvania, according to a new report that also 
ranks the state first overall in emissions of toxic air pollutants such as arsenic, 
chromium, hydrochloric acid, lead, and mercury. The report was issued December 7 by 
the Environmental Integrity Project, Earthjustice and the Sierra Club, and was based on 
the self-reported industry emissions in the U.S. Environmental Protection Agency's 
(EPA) 2010 Toxics Release Inventory. The report ranked Genon's Shawville Power 
Plant in Clearfield County third dirtiest in the nation, followed by EME's Homer City 
Power Plant in Indiana County, and FirstEnergy's Bruce Mansfield Power Plant in 
Beaver County. States ranking behind Pennsylvania for worst overall power plant 
emissions are, in order, Ohio, Indiana, Kentucky, and Texas. Pennsylvania is 
downwind from all but Texas. Pennsylvania leads the nation in emissions of lead and 
arsenic, and has increased its arsenic emissions over the last decade, from 15,861 
pounds in 2001 to 17,666 pounds in 2010. The EPA proposed the first national 
standards to control toxic pollution from power plants — mainly mercury, fine 
particles, heavy metals and acid gases — in March 2011, but delayed promulgating 
them in September. The EPA is poised to adopt them later this month. 
Source: http://www.post-gazette.com/pg/11342/1195455-455.stm 

3. December 8, Carroll County Times – (Maryland) Two injured, fuel spilled after 
collision involving tanker truck. A crash involving a tanker truck spilled 8,000 
gallons of diesel fuel and sent two people to the hospital, December 7, in Carroll 
County, Maryland. A fuel tanker, owned by Westminster-based Bosley Oil, Inc., struck 
a Buick in front of the Royal Farms store on Md. 140 near Bethel Road, causing the 
tanker to overturn crossing an embankment and coming within feet of striking active 
gas and diesel fuel pumps, as well as a propane hauler parked in the lot of the Royal 
Farms. Police said the tanker, was traveling west on 140 when the car made a left turn 
in front of it. The fuel tanker struck a large sign in the parking lot, which pierced the 
front chamber of the fuel tanker holding about 8,000 gallons of diesel fuel. Some of the 
fuel spilled into the drainage system at the rear of the store, police said. Md. 140 was 
closed for nearly 2 hours while police and other state and local agencies responded. 
Area businesses were evacuated by first responders until the area was deemed safe. 
Source: http://www.carrollcountytimes.com/news/local/two-injured-fuel-spilled-after-
colliision-involving-tanker-truck/article_f6a23566-20f9-11e1-839d-001871e3ce6c.html 

4. December 8, Scranton Times-Tribune – (Pennsylvania) Cabot study shows 'no 
relationship' between methane in water and drilling. A recent study by Cabot Oil 
and Gas Corporation geologists published in the Oil and Gas Journal found that 
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methane is "ubiquitous" in Susquehanna County, Pennsylvania groundwater in a 
pattern that reflects the contours of the region's geology, and that there is "no 
relationship between dissolved methane and oil and gas activities," the Scranton Times-
Tribune reported December 8. The study included more than 1,700 water wells that 
were sampled before nearby gas drilling. A spokeswoman for the Pennsylvania 
Department of Environmental Protection, which determined that faulty Cabot gas wells 
caused methane to seep into Susquehanna County water supplies, said the agency needs 
to fully review the report before commenting on it. 
Source: http://thetimes-tribune.com/news/cabot-study-shows-no-relationship-between-
methane-in-water-and-drilling-1.1242404#axzz1fxSbihHz 

5. December 8, Associated Press – (Connecticut) New storm knocks out power to 
thousands in Conn. Utilities are working to restore power to thousands of customers 
in Connecticut following strong storms and high winds that whipped the state 
December 7. Fewer than 12,000 Connecticut Light & Power customers were without 
power midday December 8, down from more than 20,000 earlier in the day. The utility 
said more than 500 crews were brought in to restore electricity. Tree limbs brought 
down power lines, primarily affecting customers in eastern and southeastern 
Connecticut. Many stray branches still dangling precariously after the October storm 
fell to the ground in the new storm, blocking some roads. 
Source: http://www.courant.com/news/local/statewire/hc-ap-ct-storm-
outagesdec08,0,2980593.story 

6. December 7, KHOU 11 Houston – (Texas) Texas City: Coast Guard responds to 
partial collapse of retaining wall. The U.S. Coast Guard is responding to a partially 
collapsed retaining wall at Enterprise dock 11 in the Port of Texas City, Texas, 
December 7. Watchstanders at Marine Safety Unit (MSU) Texas City received a report 
that a 150-foot section of the retaining wall at dock 11 had partially collapsed at 11:30 
a.m. Two pipelines containing 1,000 barrels of crude oil were threatened. Crews were 
removing the oil, and all oil was expected to be removed by December 7. A team from 
MSU Texas City was sent to investigate the report. All operations were suspended at 
the facility and there were no reports of injuries or pollution due to the collapse. The 
Port of Texas City is open to all traffic. A Broadcast Notice to Mariners has been issued 
cautioning mariners to transit the waters at slow speed in the vicinity of the incident. 
The cause of the collapse is under investigation. 
Source: http://www.khou.com/news/local/Texas-City--135222618.html 

7. December 7, Platts – (Ohio; Virginia) Surface coal mine accidents in Ohio, Virginia 
claim two. Deadly accidents at U.S. surface coal mines in Ohio and Virginia killer two 
workers in the past 2 days. December 7, a miner working in an excavator died when a 
highwall nearby collapsed at Fairbanks Coal's Fairbanks No. 4 surface mine in Wise 
County, Virginia, according to a Mine Safety and Health Administration (MSHA) 
spokeswoman. She said an inspector is on site and an accident investigation team has 
been assembled. A spokesman with the Virginia Department of Mines, Minerals and 
Energy, confirmed December 7 the MSHA issued a closure order for the entire mine 
site. The fatality is the first coal-mining death in 2011 for Virginia. In Ohio, a coal 
miner became that state's second coal-related fatality of 2011 when he died December 6 
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from injuries suffered in an accident last weekend at Oxford Resource Partners' No. 3 
surface mine in Perry County. The bulldozer operator was hospitalized with a collapsed 
lung, a broken neck and several cracked and broken ribs. He was in a coma initially, 
and then eventually died. The accident is under investigation by both the state, and the 
MSHA. 
Source: http://www.platts.com/RSSFeedDetailedNews/RSSFeed/Coal/6744073 

[Return to top]  

Chemical Industry Sector 

8. December 8, SurfKY.com – (Kentucky) Explosion at industrial plant sends three to 
the hospital. Three men were sent to the hospital December 7 following an explosion 
and fire at Polymer Partners LLC on Commonwealth Drive near KY-136 in Henderson 
Corporate Park in Henderson, Kentucky. Officials said the incident occurred around 2 
p.m. and was the result of an equipment malfunction. Polymer Partners produces black 
concentrates and colorant. It manufactures specialty compounds, including 
conventional and super conductive black resins. According to the Henderson County 
Emergency Management director, ambulances transported three men to the hospital for 
treatment of burns. Two of the three were airlifted to the burn intensive care unit at 
University of Louisville Hospital. Two others were treated at the scene and released. 
Source: http://surfky.com/index.php/lakes/68-local-owensboro-top-news/7954-
explosion-at-industrial-plant-sends-three-to-the-hospital 

9. December 7, Kankakee Daily Journal – (Illinois) Kankakee: BASF employees 
evacuated following leak. An unknown number of employees at BASF Corp., 
formerly Cognis, a specialty chemistry company located at 2525 S. Kensington Avenue 
in Kankakee, Illinois, were evacuated December 7 following a leak of some type of 
liquid. The Kankakee Fire Department chief said the Kankakee County/MABAS 
Division 7 Hazardous Materials Response Team — consisting of various local fire 
departments — was called to monitor the incident. Workers in the area of the plant 
where the incident occurred were cleared, the chief said. 
Source: http://daily-journal.com/archives/dj/display.php?id=483716 

10. December 7, U.S. Environmental Protection Agency – (Texas) Fertilizer company 
agrees to pay $1.8 million penalty to resolve hazardous waste violations. The U.S. 
Environmental Protection Agency (EPA) December 7 announced Agrifos, a former 
phosphoric acid and phosphate fertilizer producer in Pasadena, Texas, agreed to pay a 
$1.8 million penalty and conduct an environmental project to resolve alleged violations 
of the Resource Conservation and Recovery Act, and the Clean Air Act. Violations 
include processing and disposing of hazardous wastewater without a permit, and 
improper routing of effluent from a scrubber through a cooling tower. The settlement is 
designed to reduce releases of hazardous wastewater into waterways, including the 
Houston Ship Channel. Agrifos produces sulfuric acid and ammonium sulfate 
fertilizers. Under the agreement, Agrifos will spend $600,000 to construct a stormwater 
collection and containment barrier around its fertilizer production unit to eliminate or 
minimize impact on the environment. The structure will contain all spills and leaks 
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from the fertilizer production unit, and collect contaminated stormwater runoff from 
wet weather events for reuse in the production process. Based on the average rainfall at 
the facility, the barrier is expected to capture more than 1 million gallons of 
contaminated stormwater annually for reuse. This is the fifth enforcement action related 
to the Agrifos site in the last 3 years. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/6438b5a186d50af48525795f006d00db?Op
enDocument 

For more stories, see items 2, 4, 12, and 30  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

11. December 7, Associated Press – (Ohio) Ohio nuclear plant had more cracks. The 
operator of the Davis-Besse nuclear power plant in Oak Harbor, Ohio, where cracks 
were discovered in the plant's concrete shell told the Associated Press December 7 it 
alerted regulators in November to more cracks found near the top of the structure. 
Regulators were aware of the additional cracks before they signed off on allowing the 
plant, which was shut down in October, to restart the week of December 5, a 
FirstEnergy spokeswoman said. The company previously had only publicly stated that 
cracks at the plant were near the bottom of the shield building's wall. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5hW2go5tiaFp_PVzykUDZSf-
c1BcQ?docId=10fdaddad62d49e49955afa1dd8cc6e2 

[Return to top]  

Critical Manufacturing Sector 
 
See item 12  

 
[Return to top]  

Defense Industrial Base Sector 

12. December 7, Computerworld – (International) Symantec confirms Flash exploits 
targeted defense companies. Security researchers at Symantec confirmed December 7 
that exploits of an unpatched Adobe Reader vulnerability targeted defense contractors, 
among other businesses. "We've seen [this targeting] people at telecommunications, 
manufacturing, computer hardware and chemical companies, as well as those in the 
defense sector," said a senior security manager in Symantec's security response group. 
Symantec mined its global network of honeypots and security detectors — and located 
e-mail messages with attached malicious PDF documents — to reach that conclusion. 
Adobe warned Reader and Acrobat users hackers were exploiting a "zero-day" bug on 
Windows PCs December 6, crediting Lockheed Martin's security response team and the 
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Defense Security Information Exchange (DSIE), a group of major defense contractors 
that share information about computer attacks, with reporting the vulnerability. 
Symantec found attack e-mails dated November 1 and November 5. It also published 
an image of a redacted e-mail of the attack's bait — the promise of a 2012 guide to 
policies on new contract awards — that it said was a sample of the pitches that tried to 
dupe recipients into opening the attached PDF. Opening the PDF also executed the 
malicious code — likely malformed 3-D graphics data — compromising the targeted 
PC and letting the attacker infect the machine with malware. That malware, Symantec's 
senior security manager said, was identical to what was used in early 2010 by hackers 
exploiting a then-unpatched bug in Microsoft's Internet Explorer 6 (IE6) and IE7. 
Symantec labeled the malware "Sykipot" in 2010. "[The malware] is a general-purpose 
backdoor. One of the interesting things about it is it uses a form of encryption of the 
stolen information, which helps the attack hide what information is stolen," the security 
manager said. Sykipot encrypts the pilfered data after it has been retrieved, but while it 
is still stored on the company's network, as well as when it is transmitted to a hacker-
controlled server. Those command-and-control servers are still operating, the manager 
said. Because of the similarities — using Sykipot, which is not widely in play, and 
exploiting zero-day vulnerabilities — Symantec suspects the same group of hackers 
who launched the attacks against IE6 and IE7 in 2010 were also responsible for the 
Reader-based attacks seen in November. 
Source: 
http://www.computerworld.com/s/article/9222496/Symantec_confirms_Flash_exploits
_targeted_defense_companies?taxonomyId=17 

[Return to top]  

Banking and Finance Sector 

13. December 8, Pasadena Star-News – (California) Tri-Cities Bandit pleads guilty. A 
serial robber pleaded guilty to six bank heists which included banks in Pasadena and La 
Verne, California, officials said December 7. The robber, who was dubbed by the FBI 
as the "Tri-Cities Bandit," entered his plea December 6 at a Los Angeles federal court. 
His alleged accomplice and getaway driver has a trial set for January 10. The FBI 
created the moniker because the bandit initially robbed banks in Pasadena, Glendale, 
and Burbank. He started robbing banks in June and presented tellers a note demanding 
large bills. He was charged with 10 bank robberies and 2 attempted robberies in 
communities that included Pasadena, Los Angeles, Chino Hills, La Verne, and 
Glendale. Court documents estimated the amount taken at $21,229. Both the robber and 
getaway driver were arrested by deputies after robbing the First California Bank in 
Westlake Village August 19. 
Source: http://www.pasadenastarnews.com/ci_19495192 

14. December 8, Associated Press – (International) Letter bomb sent to Deutsche Bank 
chief. German authorities said December 8 a letter bomb addressed to the chief 
executive of Deutsche Bank in Frankfurt, Germany, contained a fully functional bomb, 
capable of exploding had it not been intercepted in the bank's mailroom. The bomb was 
intercepted after a routine X-ray screening December 7 in the mailroom of the bank's 
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Frankfurt headquarters, prosecutors and police from Hesse state said in a joint 
statement. The authorities refused to give details on the matter, citing an ongoing 
investigation. A Deutsche Bank spokesman said the bank alerted police immediately 
after the package came to the attention of mailroom workers during a routine screening. 
The New York City Police Department (NYPD) said it was alerted to the scare late 
December 7, causing the department to dispatch patrols to the bank's offices in the city 
"solely as a precaution." A NYPD spokesman said the return address on the letter was 
the European Central Bank — the governing body for the 17-nation common European 
currency, which has its headquarters just across the park from Deutsche Bank in 
downtown Frankfurt. 
Source: http://www.cbsnews.com/8301-202_162-57339174/letter-bomb-sent-to-
deutsche-bank-chief/ 

15. December 8, Softpedia – (Massachusetts; International) Jeanne D’Arc Credit Union 
insider breach discovered after one year. A recent security incident involving a 
Massachusetts financial institution called Jeanne D’Arc Credit Union shows it is not 
necessary for hackers to be involved for data leaks to occur, Softpedia reported 
December 8. More precisely, one of their employees that left the company in December 
2010 took with her some files that contained private data belonging to customers, 
including Social Security numbers and loan account numbers, reported DataBreaches. 
The incident would not have been discovered if the woman's latest employer did not 
notice the information after she left her new job. She claimed the data was taken on a 
USB drive to be used in her new job, and the files were never copied to other 
computing devices. "We have recovered the thumb drive device that contained the 
computer files in question. We have obtained a sworn affidavit from our former 
employee indicating that she made no unauthorized use or further disclosure of the 
disclosed personal information," reads a letter sent by the organization to the state 
attorney general's office. Jeanne D’Arc also stated their former employee and her new 
employer assured them the data would not be disclosed to other parties, and they 
implemented new systems to prevent such incidents in the future. All individuals were 
notified on the breach and they were advised on how to monitor their bank accounts. 
Source: http://news.softpedia.com/news/Jeanne-D-Arc-Credit-Union-Insider-Breach-
Discovered-After-One-Year-239326.shtml 

16. December 8, U.S. Securities and Exchange Commission – (National) SEC charges 
Wachovia with fraudulent bid rigging in municipal bond proceeds. The Securities 
and Exchange Commission (SEC) December 8 charged Wachovia Bank N.A. with 
fraudulently engaging in secret arrangements with bidding agents to improperly win 
business from municipalities and guarantee itself profits in the reinvestment of 
municipal bond proceeds. The SEC alleges Wachovia generated millions in illicit gains 
during an 8-year period when it fraudulently rigged at least 58 municipal bond 
reinvestment transactions in 25 states, and Puerto Rico. Wachovia won some bids 
through a practice known as "last looks" in which it obtained information from bidding 
agents about competing bids. It also won bids through "set-ups" where the bidding 
agent deliberately obtained non-winning bids from other providers to rig the field in 
Wachovia’s favor. Wachovia facilitated some bids rigged for others to win by 
deliberately submitting non-winning bids. It agreed to settle the charges by paying $46 
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million to the SEC that will be returned to affected municipalities or conduit borrowers. 
Wachovia also entered into agreements with the Justice Department, Office of the 
Comptroller of the Currency, Internal Revenue Service, and 26 state attorneys general 
that include the payment of an additional $102 million. The settlements arise out of 
long-standing parallel investigations into widespread corruption in the municipal 
securities reinvestment industry in which 18 individuals have been criminally charged 
by the Justice Department’s Antitrust Division. 
Source: http://www.sec.gov/news/press/2011/2011-257.htm 

17. December 7, Associated Press – (New York) Nearly 100 people charged in New 
York check fraud ring. Nearly 100 people formed a check fraud ring in New York 
that systematically exploited a banking loophole to steal more than $450,000 by 
depositing bogus checks and withdrawing money before they bounced, prosecutors said 
December 7. With a handful of bosses recruiting dozens of people to carry out the 
scheme — and even driving them to out-of-state casinost — the group methodically 
overdrew TD Bank accounts, a Manhattan district attorney (DA) said as he announced 
94 people were indicted. The bank noted no customer account data were compromised. 
Three main bosses, aided by six other leaders, enlisted people to open savings accounts 
at TD locations with nominal sums and then had them deposit worthless checks, the 
DA said. The accounts were not subject to policies that prevent money deposited into 
checking accounts from being available immediately and the ringleaders knew that The 
suspects quickly transferred the money to TD checking accounts they also opened, 
prosecutors said. Then, they withdrew as much as they could at cash machines, 
sometimes getting as much as $5,000 at once, by traveling to casinos in Connecticut 
and Atlantic City, New Jersey, where the machines had high or no limits on the size of 
withdrawals. The group's leaders would escort the complicit account-holders to the 
casinos one by one. The account-holders then made themselves scarce when the bank 
tried to contact them to discuss the overdrawn accounts, which were opened under their 
real names, prosecutors said. The recruiters got most of the stolen money, generally 
paying each account-holder a few hundred dollars, prosecutors said. The DA said 
prosecutors believe the bank's losses may be more than $1 million. The bank spotted 
the pattern, which dates at least to August 2009, and brought in authorities. The U.S. 
Postal Inspection Service aided the 18-month investigation, which involved video and 
physical surveillance, computer forensics, and extensive analysis of credit card, 
banking, and phone records, authorities said. Each defendant faces grand larceny or 
conspiracy charges, or both. 
Source: http://www.foxnews.com/us/2011/12/07/nearly-100-people-charged-in-new-
york-check-fraud-ring/ 

18. December 7, Orange County Register – (California) O.C. pair nabbed in $6 million 
loan-mod scam. Two Orange County, California men were arrested December 7 on 
charges of theft and conspiracy in what state prosecutors called a $6 million mortgage 
modification scam that victimized thousands of financially troubled homeowners across 
the nation. Both pleaded not guilty at an arraignment in Orange County Superior Court 
December 7 and were expected to post bail later. They face a maximum of 36 years in 
state prison if convicted on all counts. A third man, a disbarred Tennessee lawyer, also 
was charged in the case, state prosecutors said. According to the 37-count felony 
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complaint, the Orange County men operated Green Credit Solutions in Irvine, which 
charged thousands of homeowners facing foreclosure $3,500 apiece in up-front fees in 
exchange for attorney services that never were provided. Instead, state prosecutors 
maintain, Green Credit and its related companies did little, if anything, on behalf of its 
clients. The mortgage-aid firm also maintained falsely it had a lawyer on staff and was 
affiliated with a law firm with a network of attorneys, state prosecutors said. According 
to the attorney general's office, Green Credit later was renamed as Guardian Credit 
Services and Get My Credit Grade as complaints to the California Department of Real 
Estate, the California State Bar, and the Better Business Bureau began piling up. The 
state bar successfully petitioned to have the mortgage-aid firms shut down in January 
2010, along with four other firms affiliated with the men: Green Credit Services, 
Erickson Law Group, Green Credit Law, and PacWest Funding. 
Source: http://www.ocregister.com/articles/state-330475-credit-law.html 

19. December 7, San Antonio Express-News – (Texas) S.A. couple indicted in mortgage 
fraud. A San Antonio couple was indicted December 7 on allegations of helping out in 
a mortgage fraud scheme that resulted in $50 million in losses to lenders. They face 
federal charges of bank fraud, engaging in a monetary transaction in property derived 
from unlawful activity, and conspiracy. They are the latest to be charged in a sweep 
called "Operation Stolen Dreams" by the Justice Department, FBI, and Internal 
Revenue Service. According to court records, the couple is accused of aiding a 
mortgage scam by a man who ran Supreme Mortgage Group LLC, one of several 
entities used in a scheme blamed primarily on a Dallas man. The man and his wife are 
among 22 people indicted in San Antonio in June 2010 on charges they conspired in a 
flipping scheme that caused $50 million in loans to go into default. That indictment 
said that from May 17, 2005, through February 21, 2008, the man obtained properties 
at or about market value, then offered people $10,000 to $25,000 each to act as straw 
buyers for the homes at inflated prices. Using falsified documents, he obtained 
mortgage loans for the straw buyers and then let the mortgages go into default. The 
scheme, the indictment alleges, was aided by appraisers, title officers, escrow officers, 
mortgage processors, and others who helped submit false documentation and 
information to lenders. 
Source: http://www.mysanantonio.com/news/local_news/article/S-A-couple-indicted-
in-mortgage-fraud-2373857.php 

[Return to top]  

Transportation Sector 

20. December 8, Framingham MetroWest Daily News – (Massachusetts) Tractor-trailer 
flips, then blocks I-495 in Marlborough. A North Carolina man will be cited by 
police after flipping his tractor-trailer on Interstate 495 December 7 in Massachusetts, 
police said. State police said the driver was merging onto I-495 South from Rte. 20 in 
Marlborough when his payload shifted, causing the truck to flip. State police said 
another driver in a box truck swerved to avoid the tractor-trailer and ended up in the 
grass on the median strip. The crash was reported to local police at about 10:40 a.m. 
The flipped truck leaked diesel fuel, prompting police to close all southbound lanes 
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until shortly before 1 p.m. By 4 p.m., the highway still was not completely open — 
state police said the right lane and breakdown lane were still closed for cleanup. The 
driver will be cited for speeding and driving with an unsecured load, state police said. 
Source: http://www.metrowestdailynews.com/news/x530347486/Tractor-trailer-flips-
then-blocks-I-495-in-Marlborough 

21. December 8, Dayton Beach News-Journal – (Florida) DeBary man stopped at 
Orlando airport faces weapons charge. A Florida man told police he "completely 
forgot" he had placed a loaded handgun inside his carry-on luggage at Orlando 
International Airport in Orlando, Florida. The man was charged with carrying a 
concealed weapon December 4. Transportation Security Administration officials found 
a semi-automatic .38-caliber Keltec handgun with five live rounds in his carry-on as 
they scanned the bag with an X-ray machine, according to an arrest affidavit from 
Orlando police. The man said he had forgotten he placed the gun inside the carry-on 
and "had no intention of bringing a loaded handgun aboard the aircraft," the arrest 
affidavit shows. He has a concealed weapons permit and does not have a criminal 
history, police said. He was released from the Orange County Jail on $500 bail shortly 
after his arrest. 
Source: http://www.news-journalonline.com/news/local/west-
volusia/2011/12/08/debary-man-stopped-at-orlando-airport-faces-weapons-charge.html 

22. December 7, Associated Press – (District of Columbia) Protesters arrested in DC 
after K Street shutdown. More than five dozen protesters were arrested December 7 
after shutting down K Street in Washington D.C., home to many of the city's influential 
lobbying firms, in a mass demonstration that snarled mid-day traffic in the nation's 
capital. The arrests came as demonstrators from across the country converged on K 
Street for a march that included participants from Occupy Wall Street encampments as 
well as other groups sympathetic to their message. D.C. police had made 62 arrests by 
5:30 p.m., said a spokeswoman. Sixty-one of the arrests were for obstructing a public 
highway, and an additional arrest was made for a misdemeanor assault on a police 
officer. A group of about three dozen protesters clad in rain gear and protective 
covering were carried into police vans after lying down in the middle of a busy 
intersection and ignoring repeated orders to move. Earlier, 11 protesters affiliated with 
the American Dream Movement were separately arrested and charged with obstructing 
a public highway. Later December 7, about a dozen more were arrested at the U.S. 
Supreme Court. The demonstration created a commuting headache downtown, as 
police shut down neighboring streets and cars lined up waiting for protesters to pass. 
Demonstrators set up tents on K Street NW near McPherson Square, the site of the 
Occupy DC encampment. Some buildings along K Street took precautions by adding 
extra security guards amid warnings that the protesters planned to enter certain firms 
and companies. 
Source: http://www.heraldextra.com/news/national/protesters-arrested-in-dc-after-k-
street-shutdown/article_5e300f39-2dee-5a46-9897-93f2b22ccb59.html 

For more stories, see items 3, 5, and 6  
 
[Return to top]  
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Postal and Shipping Sector 

23. December 7, KSBY 6 San Luis Obispo – (California) Chemical spill from UPS 
package causes evacuation at local facility. San Luis Obispo city firefighters spent 
the morning responding to a report of a chemical spill from a package at the UPS 
facility in Sacramento, California. The San Luis Obispo fire marshal said the spill was 
reported to the San Luis Obispo Fire Department some time after 8 a.m. December 7. 
The fire marshal said firefighters assessed the situation, and found fuming hydrochloric 
acid leaking from a package. The chemical has various uses and is used in industrial 
situations. Firefighters determined the situation did not require a full haz-mat scene, but 
the building was evacuated as a precaution. 
Source: http://www.ksby.com/news/chemical-spill-from-ups-package-causes-
evacuation-at-local-facility/ 

[Return to top]  

Agriculture and Food Sector 

24. December 8, Food Safety News – (National) CDC says romaine likely cause of St. 
Louis outbreak. The 2-month investigation into the St. Louis E. coli O157:H7 
outbreak is over, Food Safety News reported December 8. Although there is not enough 
proof to determine the definitive source, investigators said the evidence points to one 
lot of romaine lettuce from a single California farm. The first announcement the 
investigation was over came December 6 when the Missouri Health Director spoke to 
the state's house appropriations committee. She explained it can be difficult to pinpoint 
the cause of foodborne illness, especially when the apparent source is perishable 
produce. The Centers for Disease Control and Prevention (CDC) followed up 
December 7 with its report. CDC said the outbreak was linked to romaine lettuce and 
involved 60 confirmed cases in 10 states. Previously, the St. Louis outbreak was 
thought to include only 37 cases in Missouri, and perhaps a handful of scattered cases 
in surrounding states. Testing of 55 food samples by Missouri's state lab failed to turn 
up any of the outbreak E. coli bacteria, and Missouri's health director said that while 
romaine was the apparent cause, records kept by the unidentified California grower 
who may have supplied the lettuce were "insufficient to complete the picture." CDC, 
however, said romaine is the "likely source of the illnesses in this outbreak, and 
contamination likely occurred before the product reached retail stores." As of 
December 4, 60 persons had been infected with bacteria with that genetic fingerprint in 
10 states including 37 in Missouri, 9 in Illinois, 3 in Kansas and in Minnesota, 2 in 
Indiana and 1 in Arizona, Arkansas, Georgia, Kentucky, and Nebraska. The CDC 
report said the infections occurred between October 10 and November 4. 
Source: http://www.foodsafetynews.com/2011/12/investigation-fails-to-nail-romaine-
lettuce-for-outbreak/ 

25. December 8, Food Safety News – (Mississippi) Source unknown in Mississippi 
Salmonella cases. It is not unusual for Mississippi's 82 counties to log 200 confirmed 
cases of Salmonella a month, yet a cluster of 11 cases that popped up in the northeast 
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town of Corinth is getting the attention of state health officials, Food Safety News 
reported December 8. No definitive source for Corinth outbreak has been determined. 
Some experiencing symptoms were admitted to the local hospital, the top administrator 
of Magnolia Regional Health Center said. Health officials are interviewing those who 
were treated to find out what foods they ate recently, and if they did any dining out. 
Food samples were taken from some local restaurants, but none have yet been closed 
by the state. 
Source: http://www.foodsafetynews.com/2011/12/cause-not-known-for-mississippi-
salmonella-cases/ 

26. December 8, Food Safety News – (National) Cargill recalls dog food for elevated 
aflatoxin levels. In another recall of dry dog food for elevated levels of aflatoxin, 
Cargill Animal Nutrition December 7 said it was pulling two regional brands of its dry 
dog food — River Run and Marksman. Aflatoxins are produced by Aspergillus, a 
common fungus that can be the result of moldy corn or other grains. The recalled dry 
dog food, which was manufactured at Cargill's Lecompte, Louisiana, facility between 
December 1, 2010, and December 1, 2011, and distributed in Kansas, Missouri, 
Northeast Oklahoma, Arkansas, Louisiana, Mississippi, Tennessee, Western Kentucky, 
Southeast Indiana, Southern Illinois, Hawaii, Guam, the U.S. Virgin Islands, and 
limited areas of Florida and California. 
Source: http://www.foodsafetynews.com/2011/12/cargill-recalls-dog-food-for-elevated-
aflatoxin-levels/ 

27. December 8, Food Safety News – (Illinois; Indiana; Texas) Cheese recalled due to 
possible Listeria contamination. Fair Oaks Dairy Products of Indiana is recalling 
certain half-pound retail packaged cheeses and cheese gift boxes because they may be 
contaminated with Listeria monocytogenes, Food Safety News reported December 8. 
The company said laboratory analysis confirmed a 4-year aged Cheddar cheese 
marketed in half-pound packages contained Listeria. As a result, the firm is recalling 
half-pound retail packaged cheeses and cheese gift boxes produced in its plant from 
September 30 through November 17 and distributed primarily in Illinois and Indiana. 
Fair Oaks said it contacted the U.S. Food and Drug Administration (FDA), and that all 
remaining inventory was quarantined and will be destroyed under FDA supervision. 
The recalled varieties include 24 types of cheese. The cheeses were sold at the Fair 
Oaks Dairy store in Northwest Indiana, directly to other stores, and through distributors 
primarily in northern and central Indiana and northeast Illinois. One store in the 
Sulphur Springs, Texas area also received the cheese. 
Source: http://www.foodsafetynews.com/2011/12/listeria-test-spurs-cheese-recall/ 

28. December 6, MaineBiz – (Maine) Shipyard Brewing pays federal fine. Portland, 
Maine-based Shipyard Brewing paid a $175,000 fine the summer of 2011 after the 
federal government alleged the company altered some labels on its beer bottles, 
Mainebiz reported December 6. Shipyard Brewing LLC and Pugsley Brewing LLC — 
the name under which Shipyard brews non-Shipyard beer brands — each paid $87,500 
in July in a settlement with the Alcohol and Tobacco Tax and Trade Bureau (TTB). 
TTB said it accepted the offer from Shipyard and Pugsley after it claimed the brewery 
had altered government-approved labels and sold malt beverages without valid labels. 
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The bureau also cited the brewer for having inaccurate data about the producer and/or 
place of production on certain labels and cartons. The alleged infractions occurred 
between May of 2005 and July 2008. 
Source: http://www.mainebiz.biz/news48844.html 

For another story, see item 10  
 
[Return to top]  

Water Sector 

29. December 7, Associated Press – (New Mexico; South Central) EPA cites 
Albuquerque with Clean Water Act violations; advocacy group calls for city 
action. Federal regulators cited Albuquerque, New Mexico, twice in 2011 with 
violating provisions of the Clean Water Act (CWA), and environmentalists are 
concerned failure to correct the problems could ultimately affect the Rio Grande River. 
The U.S. Environmental Protection Agency (EPA) in late October issued an 
administrative order against Albuquerque forstorm water permit violations. The order, 
which stems from a 2009 audit, accuses the city of failing to implement an effective 
program for managing the stormwater that races down the city's streets and through its 
drains and arroyos each time it rains or snows. The order also said the city failed to 
develop goals for assessing the effectiveness of its management practices. The deputy 
director of the city's municipal development department said city officials were 
surprised by the order given that a similar audit was done in 2007 and the city received 
a "clean bill of health" at that time. In recent years, the EPA has cited four communities 
in its five-state South-Central region with violating the CWA's stormwater provisions. 
Among them was Dallas, which was forced to spend more than $3.5 million on fines, 
the creation of two wetland areas and programs to limit the amount of pollution 
entering its stormwater system. Estimates for bringing Albuquerque into compliance 
range from $1.9 million to $3 million, according to reviews done by an engineering 
firm and city employees. If Albuquerque fails to meet the EPA's demands, it could end 
up paying more. 
Source: 
http://www.therepublic.com/view/story/c72eae20eb70427c8d6ba74b8fd50edf/NM--
Albuquerque-Clean-Water/ 

For more stories, see items 4 and 10  
 
[Return to top]  

Public Health and Healthcare Sector 

30. December 8, City News Service – (California) Two San Diego hospitals fined for 
waste violations. The district attorney's (DA) office has reached settlements totaling 
nearly $400,000 in two separate lawsuits against two hospitals in San Diego — Scripps 
Health and Sharp Memorial — for improperly handling, transporting, and storing 
medical waste at the hospitals and a city of San Diego landfill. County department of 
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environmental health officials found multiple violations of the State Medical Waste 
Management Act and Hazardous Waste Control Act during various inspections of 
Scripps Health and Sharp Memorial hospitals and the Miramar Landfill, according to 
the D.A.'s office, which announced the settlements December 7. Violations included 
unlawful disposal of medical and/or hazardous waste such as blood and tissue; failing 
to separate medical waste properly; unlawful transportation of medical and hazardous 
waste; and various violations of other storage, transfer, and permitting requirements. 
Both hospitals have now agreed to adhere to proper waste disposal practices and to 
engage in additional projects to benefit the environment. The judgment against Scripps 
Health calls for the firm to pay $272,870 in civil penalties and costs. Sharp will pay 
$102,939 in penalties and costs. 
Source: http://www.kpbs.org/news/2011/dec/08/two-san-diego-hospitals-fined-waste-
violations/ 

[Return to top]  

Government Facilities Sector 

31. December 8, Waterbury Republican-American – (Connecticut) Cops: New Milford 
teen spiked brownies with antipsychotic drug. A year-long investigation culminated 
December 7 in the arrest of an 18-year-old man accused of spiking brownies with a 
strong sedative and serving it to classmates and a staff member at New Milford High 
School in New Milford, Connecticut. Police did not release the name of the accused, 
who was held on $10,000 bond pending appearance in Bantam Superior Court 
December 7, citing his age, 17, at the time of the alleged incident. Police said the 
investigation was lengthy in part because of the lab analysis to determine what 
substance was involved. Police said the brownies were laced with quetiapine, a widely-
prescribed antipsychotic drug used to treat schizophrenia and bipolar disorder sold 
under the brand names Seroquel and Ketipinor. 
Source: http://www.rep-am.com/news/local/doc4ee0b7739fb2d379877005.txt 

32. December 8, Associated Press – (Virginia) Official: Virginia Tech gunman who 
killed cop believed to be dead. The gunman who killed a police officer December 8 
after being pulled over in a traffic stop at Virginia Polytechnic Institute and State 
University (Virginia Tech) in Blacksburg, Virginia, is believed to be dead, a law 
enforcement official told the Associated Press. Virginia Tech officials said on the 
school’s Web site that a weapon was recovered near a second body found in a parking 
lot on campus. It was not immediately clear if the second body was that of the gunman. 
School officials also said there was no longer an active threat that afternoon and that 
normal activities could resume. The officer’s shooting prompted a lockdown that lasted 
for hours. As police hunted for the killer, the school applied the lessons learned nearly 
5 years ago, warning students and faculty members via e-mail and text message to stay 
indoors. It was the first gunfire on campus since 33 people were killed in the deadliest 
mass shooting in modern U.S. history. The university sent updates about every 30 
minutes, regardless of whether they had any new information, a school spokesman said. 
The campus was quieter than usual because classes ended December 7 and students 
were preparing for exams, which were to begin December 9. The school postponed 
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those tests. The shooting came soon after the conclusion of a hearing where Virginia 
Tech was appealing a $55,000 fine by the U.S. Education Department in connection 
with the university’s response to the 2007 rampage. Since the massacre, the school 
expanded its emergency notification systems. Alerts now go out by electronic message 
boards in classrooms, by text messages, and other methods. Other colleges and 
universities have put in place similar systems. Universities are required under the Clery 
Act to provide warnings in a timely manner and to report the number of crimes on 
campus. During about a 1-hour period during the December 8 incident, the university 
issued four separate alerts. 
Source: http://www.suntimes.com/9324302-417/official-virginia-tech-gunman-who-
killed-cop-believed-dead.html 

33. December 8, WTOP 103. 5 FM Washington D.C. – (Maryland) Teen charged after 
stabbing in school parking lot. A 17-year-old was charged with attempted homicide 
December 7 after police said she stabbed another teenager when attempting to break up 
a fight in Silver Spring, Maryland. She is being charged as an adult after police say she 
stabbed a 17-year-old Montgomery Blair High School student in the parking lot of 
Northwood High School where both girls had attended a basketball game. The girl told 
police she saw the victim involved in a physical altercation with one of hers' friends 
shortly after 9 p.m. December 6 and used a knife she had in her jacket pocket to 
intercede. Police said she stabbed the victim several times in the back before fleeing in 
her car. The victim, who is a Montgomery Blair High School student, was stabbed 
several times in her lower torso. She was transported to Suburban Hospital with non-
life-threatening injuries. 
Source: http://www.wtop.com/?nid=41&sid=2660012 

34. December 7, Associated Press – (Washington) Man to plead guilty in Seattle military 
terror plot, lawyer says. One of two men charged with planning to attack a Seattle 
military recruiting station last summer has agreed to plead guilty, his lawyer said 
December 7. The man's attorney confirmed he will plead guilty to multiple charges in 
federal court December 8, after the change-of-plea hearing was posted in the court 
calendar. The 32-year-old from Los Angeles was arrested in June along with the man 
from Seattle in an FBI sting. Federal prosecutors said the men were taken into custody 
when they arrived at a warehouse garage to pick up machine guns to use in the attack. 
Source: http://www.foxnews.com/us/2011/12/07/man-to-plead-guilty-in-seattle-
military-terror-plot-lawyer-says/ 

35. December 7, Associated Press – (Florida) USF library evacuated after grenade 
found. Campus police evacuated parts of the University of South Florida library in 
Tampa, Florida, after workers found an old grenade in a box with other donated items. 
Police said the third, fourth and fifth floors of the library were evacuated December 7. 
The bomb squad responded and reopened the area about an hour later. Workers were 
going through a box of items donated to the library's special collections section when 
they found the grenade — believed to be from World War I or World War II. Police 
determined the device was not dangerous. 
Source: http://www.miamiherald.com/2011/12/07/2535987/usf-library-evacuated-after-
grenade.html 
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For another story, see item 22  
 
[Return to top]  

Emergency Services Sector 

36. December 8, Los Angeles Times – (California) LAPD commanders' personal 
information posted on website. Personal information about more than two dozen 
members of the Los Angeles Police Department's (LAPD) command staff was 
anonymously posted on a Web site, officials said December 7. The LAPD is 
investigating who may be behind the site, which listed officers' property records, 
campaign contributions, biographical information, and, in a few cases, the names of 
children and other family members. In the last few months, hackers have tried to break 
into servers of many public agencies including the LAPD, the Fullerton Police 
Department, and the Bay Area Rapid Transit system. Department officials said it 
appeared the data was gleaned from public records, and there was no evidence the 
LAPD's computer records were breached. The information was posted on a site that 
allows users to anonymously input data. This type of site has increasingly been used to 
post personal data of individuals who raise the ire of online activists. The practice is 
known as "doxing." For much of December 7, most of the links to the site could not be 
accessed, but the information reappeared on a separate Web site late in the day. The 
LAPD commander said the department could not move to shut the site down because 
officials could not prove the data was illegally obtained. Several postings were linked 
from a publicly available Twitter account, where unnamed activists claimed 
responsibility for the document dump. Some of the posts reference the computer 
hacking group "Anonymous" as well as Occupy L.A., but no specific links to either 
could be established. Los Angeles police said there has been a recent uptick in attempts 
to hack into the department's computers and Web site. None have been successful. 
Source: http://www.latimes.com/news/local/la-me-lapd-information-
20111208,0,4831352.story 

37. December 8, KXTV 10 Sacramento – (California) Former correction officer: Riot at 
New Folsom State Prison. Four of the nine inmates injured at California State Prison, 
Sacramento in Folsom — aka New Folsom State Prison — have been treated, released 
from the hospital, and sent back to prison. The riot broke out around 12:30 p.m. 
December 7, in the exercise yard of the Level 4 maximum security area. Many of the 
inmates are murderers and gang members serving a life term. At least nine inmates 
were taken to area hospitals, some with stab wounds from inmate-on-inmate fights. 
Late December 7, officers recovered five stabbing weapons and the facility remained 
on lockdown. Authorities still do not know how the riot started. Prison officials said 
December 7 the riot was not planned, and it lasted about 10 minutes. Once things were 
under control and under lockdown, guards had prisoners sit in the yard so they could 
search for weapons. Some of the prison staff responding to the riot were hurt, but their 
injuries were minor. Because some of the inmates were stabbed by fellow inmates, 
officers said it is critical they find the weapons used to prevent further attacks. Inmates 
in maximum security have made weapons using toothbrushes and razors, according to 
prison officials. 
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Source: http://www.news10.net/news/article/166990/2/Former-Correction-Officer-
Riot-at-New-Folsom-State-Prison 

38. December 7, WSMV 4 Nashville – (Tennessee) Firefighters let home burn over $75 
fee — again. Firefighters stood by and watched a South Fulton County, Tennessee, 
house burn to the ground the week of December 5 because the homeowners did not pay 
the annual subscription fee for fire service. It is the second time in 2 years firefighters 
in the area have watched a house burn because of unpaid fees. Last year, a family lost 
all of their possessions in a house fire, along with three dogs and a cat, because the fire 
fee was not paid. People in the city of South Fulton have fire protection, but those in 
the surrounding county do not unless they pay a $75 annual fee. The city makes no 
exceptions. The homeowner and her boyfriend said they were aware of the policy, but 
thought a fire would never happen to them. The city has received a lot of criticism over 
its policy, but has refused to change it. 
Source: http://usnews.msnbc.msn.com/_news/2011/12/07/9272989-firefighters-let-
home-burn-over-75-fee-again 

39. December 6, Tulsa World – (Oklahoma) Four Okla. officers sentenced in police 
corruption case. A former Bureau of Alcohol, Tobacco, and Firearms agent was 
sentenced to 21 months in federal prison December 6 for his role in a police corruption 
case. His hearing was the last of four December 6 in U.S. District Court in Oklahoma 
for officers who were convicted or pleaded guilty in the police corruption case. In 
earlier hearings, three officers received between four months and 10 years in prison. 
The U.S. District judge gave the retired corporal the longest term of three officers: 10 
years in prison and five years probation. Another former officer was sentenced to four 
months in a federal prison plus four years probation. Another officer was sentenced to 
42 months in prison and is expected to serve about 20 months of that. The former 
federal agent pleaded guilty to drug conspiracy May 6. He also was indicted on 
possession of methamphetamine with intent to distribute, possession of a firearm in 
relation to a drug-trafficking crime, and money laundering (aiding and abetting.) All 
those counts were dismissed by the judge as a result of the former agent's plea 
agreement and cooperation with prosecutors. The former agent testified that he, and 
two other officers stole thousands of dollars during one drug arrest. He said he and the 
other officer got $4,500 each and that the third officer got about $4,000. 
Source: http://www.officer.com/news/10475119/four-okla-officers-sentenced-in-
police-corruption-case 

For another story, see item 32  
 
[Return to top]  

Information Technology Sector 

40. December 7, Computerworld – (International) Facebook disables bug used to expose 
Zuckerberg photos. A spokeswoman for Facebook confirmed December 7 a flaw was 
discovered in the mechanism that allows the social network's users to report photos on 
the site that violate the company's terms of service. Before it was disabled, the flaw was 
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used to gain access to users' photos, including private photos. "The bug allowed anyone 
to view a limited number of another user's most recently uploaded photos irrespective 
of the privacy settings for these photos," the company said in a statement. "This was the 
result of one of our recent code pushes and was live for a limited period of time. Upon 
discovering the bug, we immediately disabled the system, and will only return 
functionality once we can confirm the bug has been fixed," the statement added. 
Source: 
http://www.computerworld.com/s/article/9222494/Facebook_disables_bug_used_to_ex
pose_Zuckerberg_photos?taxonomyId=17 

41. December 6, Sophos – (International) Beware Adobe software upgrade notification – 
malware attached! Cybercriminals have widely spammed out a malware attack posing 
as upgrades for Adobe Acrobat Reader and Adobe X Suite Advanced. The e-mails, 
which pretend to come from Adobe, have a ZIP file attached that contains a version of 
the Zeus trojan, designed to steal banking information from compromised computers. 
The risk is that less technical-savvy computer users might believe the e-mail is 
legitimate, and be tricked into installing malware onto their computer thinking it is an 
official Adobe update. Each e-mail is slightly different, incorporating different 
reference numbers in the subject line, attached filename, and message body. The 
samples seen so far by Sophos all carry malware in the file "Adobe Systems Software 
Critical Update Dec 2011.exe" contained within the ZIP. 
Source: http://nakedsecurity.sophos.com/2011/12/06/beware-adobe-software-upgrade-
notification-malware-attached/ 

For more stories, see items 12 and 42  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

42. December 8, CNET – (National) Verizon says 4G LTE back up and 
running. Verizon Wireless said December 8 it restored 4G LTE service to customers 
across the country who got stuck on a slower connection for the past day and a half. 
The company's network operations team resolved a technical issue the night of 
December 7, but did not disclose the cause of the problem, which forced some 
customers off its high-speed network and on to the slower 3G service since late 
December 6. Some customers complained of losing 3G access as well, dropping down 
to the 2G level, which is primarily designed for voice and text messages. For this 
outage, Verizon noted customers were still able to make calls, send and receive text 
messages, and use 3G data. The outage appeared to be intermittent, with customers 
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affected at random times and locations. 
Source: http://news.cnet.com/8301-1035_3-57339218-94/verizon-says-4g-lte-back-up-
and-running/ 

For more stories, see items 12 and 40  
 
[Return to top]  

Commercial Facilities Sector 

43. December 8, Salinas Californian – (California) Nine Salinas families evacuated after 
attic fire. At least nine families were evacuated from two buildings in an apartment 
complex in Salinas, California, December 7 after a fire broke out in an attic. Part of a 
road was blocked off as firefighters worked to contain the fire at the Gabilan Plaza 
Apartments. The attic fire was most likely caused by electrical malfunctions, a fire 
official said. A total of 30 firefighters responded to the two-alarm fire. Salinas Police 
helped the fire department with evacuations. 
Source: http://www.thecalifornian.com/article/20111208/NEWS01/112080310/Nine-
Salinas-families-evacuated-after-attic-fire 

44. December 8, KTLA 5 Los Angeles – (California) Fire destroys part of church in 
Santa Ana. A massive fire destroyed a building under construction at a church in Santa 
Ana, California, December 8. When firefighters arrived, flames had already completely 
engulfed the 9,000-square-foot addition. It took about 60 firefighters to bring the fire 
under control. The fire was contained to the structure that was under construction. 
Firefighters saved the main part of the church. 
Source: http://www.ktla.com/news/landing/ktla-santa-ana-church-
fire,0,3953182.story?track=rss 

45. December 8, KMOV 4 St. Louis – (Missouri) 5-alarm fire engulfs downtown St. 
Louis building. Fire crews were called to a commercial style building in downtown St. 
Louis after a fire broke out on two top floors the morning of December 8. Fire officials 
said the building caught fire some time between 11 a.m. and 11:30 a.m. Authorities 
said the building is a six-story warehouse, formerly the Crunden Martin Manufacturing 
Co. When firefighters arrived, flames and smoke were seen shooting from the top two 
floors. Two departments responded to the scene initially, but a third department with a 
haz-mat team was dispatched a short time later. Fire officials later said two additional 
fire crews were called to the scene, making it a five-alarm fire. Crews were still on the 
scene 2 hours after the fire sparked. Officials did not say if the building was occupied 
or vacant. 
Source: http://www.kmov.com/news/local/5-alarm-fire-engulfs-downtown-St-Louis-
building-135258388.html 

For more stories, see items 3 and 22  
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National Monuments and Icons Sector 
 

Nothing to report 
 
[Return to top]  

Dams Sector 

46. December 8, Knoxville News Sentinel – (Tennessee) TVA opens spill gates of all nine 
dams in Tennessee River system. Responding to recent heavy rainfall, the Tennessee 
Valley Authority (TVA) opened nine of the 14 gates December 7 at Fort Loudoun 
Dam, making it the last of the nine dams in the Tennessee River system to start spilling. 
The other eight dams have been spilling for a little more than a week. Parts of the 
Knoxville region have recorded close to 2 inches in rainfall so far this month, figures 
show. Precipitation already was 5 or more inches above normal. Fort Loudoun's release 
should last about a week. 
Source: http://www.knoxnews.com/news/2011/dec/08/tva-opens-spill-gates-of-all-nine-
dams-in-river/ 

47. December 7, Nebraska City News Press – (Nebraska) Work on Percival levee may 
begin Thursday. Crews and equipment are mobilized outside of Percival, Iowa, to 
begin reconstruction of the Missouri River levee 550. Work is anticipated to begin 
December 8, but clearance had not been given by property owners and the U.S. Army 
Corps of Engineers December 7. A resident said he expects repairs to include moving 
the levee farther from the river and closer to 185th Avenue. He said the new levee will 
likely encroach on his land, but he has not been shown the exact location. The Corps 
said it will repair the levee to a 15-year-flood protection by March 1, but restoring it to 
the pre-flood condition will take more than a year. 
Source: http://www.ncnewspress.com/features/x663695966/Work-on-Percival-levee-
may-begin-Thursday 

48. December 5, PennWell – (California) Draft U.S. study endorses dam safety work at 
3.65-MW Stampede Dam. The Bureau of Reclamation issued a draft environmental 
assessment endorsing a plan to modify 3.65-MW Stampede Dam to prevent dam failure 
during extreme floods on California's Little Truckee River December 5. Reclamation 
performed risk analyses of the dam, finding it cannot safely pass floodwaters in 
accordance with Reclamation's Public Protection Guidelines. It said modifications are 
needed to prevent potential overtopping during an extreme flood. The environmental 
assessment chooses a preferred alternative that would increase the height of the 239-
foot-tall zoned earthfill dam by 11.5 feet. The mechanically stabilized earth increase 
would provide additional emergency storage. The spillway would be modified to 
accommodate the raised embankment and limit peak flows to maintain current flood 
operations. Additionally, two small earthen dikes would be constructed in low-lying 
areas on the south rim of the reservoir. Reclamation said there would be no changes to 
the operation of Stampede Reservoir, and that reservoir levels and flow releases to the 
Little Truckee would continue unchanged. 
Source: http://www.hydroworld.com/index/display/article-
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display/4057356729/articles/hrhrw/damsandcivilstructures/2011/12/draft-
u_s__study_endorses.html 
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