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• Hundreds of customers who used their debit cards at a California supermarket chain had 
money stolen from their bank accounts while company executives diligently checked self-
checkout terminals at the chain's 233 stores. – Santa Rosa Press Democrat (See item 10)  

• Adobe confirmed December 6 an unpatched vulnerability in Adobe Reader is being 
exploited by hackers in attacks that may be targeting defense contractors. – Computerworld 
(See item 32)  
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: LOW, Cyber: LOW 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. December 6, Casper Star-Tribune – (Wyoming) Two suffer injuries in fire, 
explosions at Wyoming natural gas site. A fire at a natural gas compressor station 
south of Pinedale, Wyoming December 6 set off two explosions, sent smoke billowing 
into the sky, and injured two people, authorities said. The Sublette County Sheriff’s 
Office received calls shortly after noon reporting a fire, thick black smoke and venting 
natural gas at the Falcon compressor station, part of a system in the Upper Green River 
Basin that gathers and transports gas produced in the Jonah and Pinedale Anticline 
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fields. Firefighters, medical personnel and deputies responded. The fire will be allowed 
to burn out under firefighters’ supervision, the sheriff’s office said. The company, 
Enterprise Products Partners, halted the flow of natural gas to and from the station, 
isolating it from the gathering system, a company spokesman said. The station is part of 
the Jonah Gas Gathering System, which gathers gas from the fields for delivery to 
regional gas processing plants and major interstate pipelines. 
Source: http://trib.com/news/state-and-regional/two-suffer-injuries-in-fire-explosions-
at-wyoming-natural-gas/article_1e7e73ac-e3a0-563a-bff1-0b6a716457da.html 

2. December 6, Associated Press – (California) Thousands still powerless after Calif. 
wind. Thousands of southern Californians still without power endured frigid overnight 
temperatures, a week after one of the most violent windstorms in years ravaged the 
region. Some 10,280 southern California Edison customers remained without service, 
down from about 350,000 in the immediate aftermath of last week's storm. The utility 
hoped to have power restored to everyone within 24 hours, a spokeswoman said 
December 6. The outages, caused mostly by downed trees, were centered in the San 
Gabriel Valley northeast of Los Angeles. In Pasadena, 325 miles of streets were 
affected by downed tree limbs, fallen power poles, and other debris. Damage and 
cleanup costs had not been determined but will run into the millions of dollars, said the 
city's emergency management coordinator. A preliminary estimate put damage and 
cleanup costs from the winds last week at $3.8 million in areas serviced by the Los 
Angeles County Department of Public Works. The cleanup might take weeks to 
complete. 
Source: http://www.usatoday.com/weather/storms/story/2011-12-06/california-wind-
storm-power-outages/51674800/1 

3. December 6, WBRC 6 Birmingham – (Alabama) Diesel fuel released at Oxford gas 
station. Approximately 420 gallons, or 10 barrels, of diesel fuel were released 
December 6 at a gas station in Oxford, Alabama. The fuel spill caused part of 
Friendship Road to be closed to traffic to protect the public and allow crews to clean up 
the spill. Colonial Pipeline shut down the fuel line to control the flow. They restarted 
the gasoline line at 11 a.m. at a reduced rate, according to Colonial. Oxford fire and 
police departments responded. The cleanup and repair work were continuing. The 
company is investigating the cause of the incident. 
Source: http://calhouncounty.myfoxal.com/news/news/101800-diesel-fuel-released-
oxford-gas-station 

4. December 6, Associated Press – (West Virginia) W.Va. announces Arch Coal unit 
settlement. West Virginia environmental officials said an Arch Coal Inc. subsidiary 
agreed to pay $350,000 in penalties for unpermitted mine discharges in Logan County. 
The West Virginia Department of Environmental Protection (DEP) said the proposed 
settlement with Mingo Logan Coal Co. was filed December 6. Under the consent 
decree, the coal firm does not admit liability for alleged violations. According to the 
DEP, the penalties stem from discharges into Proctor Hollow and Buffalo Creek in 
2009. The proposed settlement would direct $300,000 to a state fund dedicated to 
stream restoration. The remaining $50,000 would be given over 5 years to the Buffalo 
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Creek Watershed Association. 
Source: http://www.businessweek.com/ap/financialnews/D9RF7MP80.htm 

For more stories, see items 14 and 40  
 
[Return to top]  

Chemical Industry Sector 

5. December 6, Fresno Bee – (California) Acid spill closes Highway 198 near 
Coalinga. The California Highway Patrol (CHP) said Highway 198 in the Coalinga 
area was anticipated to reopen about 6:30 p.m. December 6, after being closed for 
several hours while crews cleaned up a wrecked big rig leaking a form of sulfuric acid. 
A rig overturned on the highway near Parkfield Grade shortly before 11 a.m., the CHP 
said. Highway 198 was closed from Firestone Avenue to the Monterey-Fresno county 
line so crews could clean up acid flowing from a small, slow leak. Eastbound Highway 
198 was closed at the county line. The westbound lanes were closed at Firestone 
Avenue to the crash site. 
Source: http://www.fresnobee.com/2011/12/06/2639824/acid-spill-closes-highway-
198.html 

6. December 6, Eastern Arizona Courier – (Arizona) Roads closed due to acid 
spill. Several roads around Thatcher, Arizona were closed for hours the morning of 
December 5 after a Bulk Transportation (BT) tank trailer intermittently leaked sulfuric 
acid from the intersection of Highway 70 and Norton Road to the Freeport McMoRan 
Copper & Gold Inc. Safford mine. The Graham County Sheriff's Office was alerted at 
about 7:57 a.m. Deputies closed Norton Road, parts of Reay Lane and Safford/Bryce 
Road as well as Freeport McMoRan Road. The BT terminal manager told a lieutenant 
the driver failed to seal the tanker's lid, and acid escaped every time the truck stopped 
or turned. A haz-mat team from FMI joined a crew from BT and the Graham County 
Highway Department to spread soda ash on the acid to neutralize it. Roads were 
reopened at about 12:30 p.m. 
Source: 
http://www.eacourier.com/articles/2011/12/06/news/breaking_news/doc4ede57d7f1519
983920824.txt 

For another story, see item 4  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

7. December 7, Associated Press – (South Carolina) SC nuke plant had flaws, NRC 
says. Federal safety regulators said December 7 that parts of a safety system at the 
Oconee Nuclear Station near Seneca, South Carolina, would not have worked if they 
had been needed. The Nuclear Regulatory Commission said the finding means there 
will be increased oversight and inspection of the Duke Energy plant. This summer, 
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Oconee engineers determined pressurized heater breakers used in the station’s standby 
shutdown facility were not working properly. That facility is designed to shut down the 
plant in case something like a tornado or flood means normal shutdown modes cannot 
be used. An Oconee spokeswoman said the problem was fixed promptly, and Duke was 
not appealing the findings. 
Source: http://chronicle.augusta.com/latest-news/2011-12-07/sc-nuke-plant-had-flaws-
nrc-says 

[Return to top]  

Critical Manufacturing Sector 
 

Nothing to report 
 
[Return to top]  

Defense Industrial Base Sector 

8. December 6, Defense News – (National) F-22 production line back on track: 
Lockheed. Lockheed Martin said their F-22 Raptor production line is back on track 
after the U.S. Air Force's fleet-wide grounding of the jet disrupted deliveries to the 
service, Defense News reported December 6. We are delivering jets," said a Lockheed 
spokeswoman. "The last one delivered was 4185. 4195 will be delivered in late spring 
2012." Tail number AF 09-4185 has technically been delivered with the signing of a 
DD-250 form, but the fifth-generation fighter is currently undergoing government flight 
tests. After the completion of the tests the week of December 5, the Air Force's 1st 
Fighter Wing will fly the jet to Langley Air Force Base in Virginia, where it will be 
based. 
Source: http://www.defensenews.com/story.php?i=8490569&c=AME&s=AIR 

9. December 5, Maritime Reporter & Engineering News – (National) Lessons learned 
from first littoral combat ships lead to improvements in follow-on ships. The U.S. 
Navy and its shipbuilding partners have incorporated lessons learned from the first two 
Littoral Combat Ships (LCS) in the design and construction of the follow-on ships, 
Maritime Reporter & Engineering News reported December 5. LCS 1 is the USS 
Freedom, built by a team led by Lockheed Martin, and commissioned in November 
2008. Commissioned in 2010, the USS Independence (LCS 2) was built at Austal USA. 
Several ships of each design are under construction at the two builders’ shipyards. Fort 
Worth (LCS 3) completed builder ‘s sea trials in Lake Michigan October 24, and is due 
to be commissioned in 2012. Coronado (LCS 4) will launch this December. Milwaukee 
(LCS 5) is under construction, and construction of Jackson (LCS 6) has begun. LCS 1 
had some reserve buoyancy issues, structural cracks, corrosion problems in the vicinity 
of water jet tunnels, and water was coming through the anchor hawse pipe in heavy 
seas. To provide additional buoyancy, buoyancy tanks were attached on the stern on 
each side of the stern door. In LCS 3, the hull was lengthened below the water line 
providing more buoyancy without the tanks, and space for an additional 10 percent fuel 
capacity. With the extra length, the ship is faster. The anchor windlass, used to raise 
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and lower the anchor, usually found on the main deck of most combatants, is inside the 
ship on LCS 1. Water came into the ship in heavy seas. By having the opening on the 
deck, any water coming through the hawse flows overboard. The LCS 1 design will 
have a more robust shaft seal system and improvements to the stern door leading from 
the waterborne mission zone top the sea to reduce the impact of salt water corrosion, as 
well as larger bridge windows. LCS 1 has a 5-meter ridged hull inflatable boat (RHIB) 
as a lifeboat on the port side. Design improvements will permit heavier loads to be 
carried on the stern ramp. This way, the 11-meter RHIB can remain on the ramp 
between evolutions instead of being stowed and unstowed each time, a time-consuming 
task. The program excecutive officer (PEO) said LCS 2 construction required too many 
labor hours. The Austal ships now feature a more modular and economic construction 
process. Large blocks of the ship are built with all the installed piping and wiring, and 
are mostly complete and tested when fitted to the other parts of the ship. In addition, 
the LCS 4 centerline waterjets are larger so as to take full advantage of the General 
Electric LM2500 gas turbines. The Austal ship has also experienced corrosion 
problems. Both designs need more cathodic protection, the PEO said. The Navy and the 
builders are installing both additional sacrificial anodes known as zincs and an 
impressed current system. With the changes, the PEO said both production lines should 
now be quite stable. 
Source: http://www.marinelink.com/news/improvements-littoral341595.aspx 

For another story, see item 32  
 
[Return to top]  

Banking and Finance Sector 

10. December 7, Santa Rosa Press Democrat – (California) Outwitted by high-tech 
scammers, Lucky delayed warning customers of security breach. Lucky 
Supermarket executives, foiled by criminals using wireless technology to download 
customer financial information from self-checkout terminals in Petaluma, California, 
and across the Bay Area, delayed notifying customers because they thought they had 
prevented a security breach, the Santa Rosa Press Democrat reported December 7. 
However, as officials took 3 weeks to diligently check each terminal at the company's 
233 stores, criminals continued to access debit card and pin numbers and then began 
draining cash from bank accounts of Lucky customers. Most debit and credit card 
skimmers store data and then are physically retrieved by someone who downloads the 
information, the chief financial officer (CFO) of Lucky's corporate owner, Save Mart 
Supermarkets, said. Because Lucky officials seized the devices, they believed any data 
in them was secure. On December 6, reports from Petaluma residents who discovered 
unauthorized withdrawals from their bank accounts after shopping at Lucky continued 
to pour into the Petaluma Police Department and swelled to 112, a Petaluma police 
lieutenant said. Also, more reports of suspicious bank withdrawals flooded the 
company's customer service hotline, company officials said. Officials eventually 
learned the devices transmitted financial data using Bluetooth wireless technology. The 
U.S. Secret Service is investigating what appears to be a widespread scheme. They sent 
the device for analysis to a unit with special technology skills, the CFO said. Lucky 
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Supermarkets maintenance crews first noticed a suspicious device November 3 in a self 
checkout terminal at a Mountain View store, company officials said. On November 11, 
technicians began examining terminals at the company's stores across California and 
Nevada. They discovered out-of-place computer boards at 15 stores and removed them 
that day. The last suspicious device was removed November 16, and by November 22 
technicians had checked all of the company's 233 stores. The computer devices had 
been installed in one terminal per store. On November 23, the company posted an alert 
about the breach on its Web site, which it updated to include all 23 stores December 6. 
Source: 
http://www.pressdemocrat.com/article/20111206/ARTICLES/111209657/1033/news?p
=all&tc=pgall&tc=ar 

11. December 6, KMOV 4 St. Louis – (Missouri) 'Logo bandit' connected to multiple 
bank robberies in St. Louis area. The FBI believes there is a serial bank robber 
working in the St. Louis area, and agents are calling him the "logo bandit," KMOV 4 
St. Louis reported December 6. The suspect has been connected to four area bank 
robberies. The robberies happened over the last 3 months. In each case, officials said 
the suspect had a similar physical description, a similar method of operation of using a 
demand note but no weapon, and each time he was seen wearing clothing or a baseball 
cap with a logo. 
Source: http://www.kmov.com/news/local/Logo-bandit-connected-to-multiple-bank-
robberies-in-St-Louis-area-135145958.html 

For another story, see item 28  
 
[Return to top]  

Transportation Sector 

12. December 7, Associated Press – (Michigan) Fire in Detroit destroys 6 city buses 
costing $2M. Officials said an early-morning fire December 7 at a Detroit Department 
of Transportation bus yard destroyed six buses costing more than $2 million. A 
firefighter injured a shoulder while hauling hose to fight the blaze, and one bus driver 
suffered smoke inhalation while helping move away other buses. By about 6:30 a.m., 
fire officials reported the blaze was contained. A roof on the building where the buses 
burned collapsed. A spokesman for the mayor told the Associated Press that the buses 
each cost about $350,000. He said replacement would be covered by fire insurance. He 
credited drivers who drove other buses away through smoke for limiting the damage. 
Source: http://www.chicagotribune.com/news/chi-ap-mi-busyardfire-
detro,0,3987598.story 

13. December 6, New York Times – (New York) Council hears transit plans for a 
blizzard. For the Metropolitan Transportation Authority (MTA) in New York City, an 
A train in the Rockaways, stranded for hours during the blizzard last December, 
became an enduring example of the agency’s bungled response to the storm. On 
December 7, as agency officials testified before a city council committee about its level 
of readiness for a similar storm, a transit executive admitted the stranded passengers 
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had been simply forgotten. The admission came as committee members questioned the 
president of New York City Transit and other officials on what the transportation 
agency has done to avoid the kinds of errors it made during the storm. He offered a 
remedy: consumer advocates whose only job is to monitor stalled trains and buses. 
Advocates are just one change among many that the agency has made, the president 
said. Transit workers have undergone emergency-response training, and in a crisis, the 
agency will no longer wait for the city to declare an emergency before acting, bringing 
situation rooms, command centers, and an emergency coordinator into play. The city’s 
mantra of “run at all costs” has been dialed back, he said, in exchange for a more 
measured approach that could call for curtailing bus and subway service before a storm 
hits. 
Source: http://www.nytimes.com/2011/12/07/nyregion/mta-details-winter-emergency-
plans-to-city-council.html?partner=rss&emc=rss 

14. December 6, Journal of Commerce – (National) Error could cause thousands of 
TWIC cards to be rejected. The Transportation Security Administration (TSA) 
indicated some 26,000 holders of the Transportation Worker Identification Credential 
(TWIC) may not be able to use their cards at an electronic reader because of an 
encoding error, the Journal of Commerce reported December 6. The TWIC is a tamper-
resistant biometric credential for maritime workers requiring unescorted access to 
secure areas of port facilities, outer continental shelf facilities, and vessels regulated 
under the Maritime Transportation Security Act of 2002, and all U.S. Coast Guard-
credentialed merchant mariners. The TSA said a system error caused a federal code 
number to be incorrectly embedded on the card’s microchip, and the agency said the 
error was fixed April 5. The TSA did not say why it took until November to notify 
holders. TWIC holders who received cards before April 5 “could potentially” have it 
rejected by an electronic reader, the TSA said. Right now, only a handful of ports and 
terminals have electronic readers working. All told, the TSA has issued 1.8 million 
TWICs. The agency has published a list of card serial numbers that may have the 
encoding problem. The agency will replace cards free of charge. However, if the 
credential is being used at locations without a reader, the holder does not have to 
replace it right way. 
Source: http://www.joc.com/portsterminals/error-could-cause-thousands-twic-cards-be-
rejected 

15. December 6, Los Angeles Times – (California) Copper thieves target BART train 
lines in Bay Area. San Francisco Bay Area transit authorities reported two separate 
incidents involving bandits cutting cables and disturbing train tracks, in the quest for 
copper. The Bay Area Rapid Transit (BART) police were called December 4 after a 
driver operating a moving train spotted a man on the tracks. He escaped but left behind 
damaged equipment, according to the San Francisco Chronicle. Two days earlier, a 
transit police officer was patrolling a station at 2 a.m. when he noticed a suspicious 
pickup truck. The officer questioned two people in connection with possible copper 
theft, but they denied wrongdoing. Transit agencies in the Bay Area acknowledge 
copper theft is common and has caused delays in some previous maintenance projects. 
Officials worry the thieves may endanger themselves and train riders. Damage from 
thefts can sometimes leave electrical wires exposed and cause service delays. 
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Source: http://latimesblogs.latimes.com/lanow/2011/12/copper-thieves-in-the-bay-area-
target-bart-train-lines.html 

For more stories, see items 1, 2, 3, 5, and 6  
 
[Return to top]  

Postal and Shipping Sector 
 

Nothing to report 
 
[Return to top]  

Agriculture and Food Sector 

16. December 7, Food Safety News – (National) Some Iams dry dog food recalled. A 
production lot of dry Iams dog food was recalled due to high aflatoxin levels, according 
to Iams manufacturer, the Procter & Gamble Co. Procter & Gamble said no illnesses 
had been reported, but advised consumers who purchased the recalled product to stop 
feeding it to their pets and to discard it. Aflatoxin is a naturally occurring mycotoxin 
from the growth of various species of Aspergillus, a fungus, and can be harmful to pets' 
livers, or fatal if consumed in significant quantities. 
Source: http://www.foodsafetynews.com/2011/12/production-lot-of-iams-dry-dog-
food-recalled/ 

17. December 7, KDVR 31 Denver – (National) Uncle Ben's rice recalled. Mars Food U.S. 
issued a recall December 7 for its Uncle Ben's Whole Grain White Rice Garden 
Vegetable product because it contains undeclared milk. The company said the recall 
affects two date codes of the boxed rice sold in 31 states. The undeclared milk can pose 
a serious health risk to people who have an allergy or severe sensitivity to milk. 
Source: http://www.kdvr.com/news/kdvr-uncle-bens-rice-recalled-
20111207,0,6555935.story?track=rss&utm_source=feedburner&utm_medium=feed&ut
m_campaign=Feed:+kdvr-news+(KDVR+-+Local+News) 

18. December 6, KLCC 89.7 Eugene – (National) Springfield man pleads guilty to selling 
corn falsely labeled as organic. A Springfield, Oregon, man pleaded guilty to wire 
fraud for selling more than 4.2-million pounds of corn, falsely labeled as organic. 
According to the plea agreement and court documents, the man doubled his profits by 
selling conventionally grown corn as organic. He sold it for more than $450,000. He 
falsified the paperwork when selling the corn to Grain Millers, Inc. It then sold the corn 
to customers who used it as livestock feed to produce organic dairy and meat products. 
Those were sold to the public with the USDA-certified organic label. 
Source: http://klcc.org/Feature.asp?FeatureID=2944 

19. December 6, WINK 11 Fort Myers – (Florida) Lee Health Department warns red 
tide impacting shellfish. The Lee County, Florida, Department of Health issued a 
warning December 6 against harvesting and eating local shellfish. "If you were to go 
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out on your boat and try and harvest shellfish, you could have some health problems by 
doing so," a Lee County Department of Health official said. The massive red tide 
bloom off the Lee and Collier coast is impacting seafood, by potentially poisoning 
shellfish such as oysters and clams. 
Source: http://www.winknews.com/Local-Florida/2011-12-06/Lee-Health-Department-
warns-red-tide-impacting-shellfish 

For more stories, see items 10 and 35  
 
[Return to top]  

Water Sector 

20. December 7, Elyria Chronicle-Telegram – (Ohio) Boil alert issued for Elyria, 
Amherst and Elyria Township, parts of Sheffield Township. A boil alert for the 
cities of Elyria and Amherst, as well as in Elyria Township in Ohio, is in effect until 10 
p.m. December 7. Sheffield Township residents who have Elyria water are also 
affected, according to a township trustee. The alert was triggered by a pump at the 
water plant in Lorain malfunctioning December 6, according to the assistant safety 
services director. The malfunction caused increased levels of turbidity or cloudy water. 
The cause of the problem is under investigation. 
Source: http://chronicle.northcoastnow.com/2011/12/07/boil-alert-issued-for-elyria-
and-township/ 

21. December 6, Florida Independent – (Florida; Southeast) EPA penalizes Clean Water 
Act violators, including three in Florida. The U.S. Environmental Protection Agency 
(EPA) announced December 6 it issued Consent Agreements and Final Orders against 
25 entities throughout the Southeast for violations of the Clean Water Act (CWA). 
Three Florida wastewater utilities were also penalized, for improperly disposing of 
sewage sludge. As part of the settlements, the responsible parties have agreed to pay 
$184,317 in civil penalties, and spend an additional $284,791 to come into compliance. 
Ten entities were cited for alleged stormwater-related violations of the CWA, which are 
a leading cause of impairment to the nearly 40 percent of water bodies nationwide that 
are not currently meeting water quality standards. Wastewater utilities in 14 
municipalities, including Florida, were also penalized for “failing to provide biosolids 
reports and/or otherwise failing to comply with Section 503 of the CWA covering 
requirements for land disposal of sewage sludge.” Plantation, Lake City and Starke 
were each fined $900 for their failure to comply. 
Source: http://floridaindependent.com/59674/epa-clean-water-act-violations 

For another story, see item 4  
 
[Return to top]  

Public Health and Healthcare Sector 
 

Nothing to report 
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[Return to top]  

Government Facilities Sector 

22. December 6, Associated Press – (Texas) Texas welfare office shooting: mom denied 
food stamps for months, shoots own kids. A San Antonio woman who, for months, 
was unable to qualify for food stamps pulled a gun in a Texas welfare office December 
5 and staged a 7-hour standoff with police that ended with her shooting her two 
children before killing herself, officials said. The children, a 10-year-old boy and a 12-
year-old girl, remained in critical condition December 6. The shooting took place at a 
Texas Department of Health and Human Services (TDHHS) building in Laredo, Texas, 
where police said about 25 people were inside at the time. The woman first applied for 
food stamps in July but was denied because she did not turn in enough information. A 
TDHHS spokeswoman did not know what she specifically failed to provide. 
Source: http://www.huffingtonpost.com/2011/12/06/texas-welfare-office-
shooting_n_1132281.html 

23. December 6, KGTV 10 San Diego – (California) Bottle bomb explodes in El Capitan 
HS classroom. An apparent bottle bomb detonated inside a Lakeside, California high 
school classroom during school hours December 6. According to authorities, the device 
exploded inside a classroom at El Capitan High School shortly before 3 p.m. A 
Grossmont Union High School District spokeswoman said a 2-liter bottle containing an 
unknown substance was placed in a trash can inside the classroom during the school's 
7th period. Santee Fire Department officials and San Diego County sheriff's deputies 
were summoned to investigate and later determined a pressurized chemical reaction 
occurred in a bottle bomb, causing the explosion and setting off fire alarms. No 
students or staff members were seriously injured, but one student was transported to a 
hospital after complaining of ringing in the ears, eye irritation, and a headache. School 
officials said there was some smoke as a result of the explosion. All other El Capitan 
students were dismissed from school as normal, and the sheriff's department confirmed 
classes will resume as scheduled December 7. An unidentified student was booked into 
juvenile hall after an interview with deputies at the Santee station, according to the 
sheriff's department. 
Source: http://www.10news.com/news/29937490/detail.html 

24. December 6, Cleveland Sun News – (Ohio) Bomb threats result in longer days at 
Orange High School in Pepper Pike. Orange School District officials have 
lengthened the high school day in order to make up a 3-day shut-down in early 
November to deal with e-mailed bomb and bio-chemical threats, which remain under 
investigation by Pepper Pike Police and the FBI in Pepper Pike, Ohio. School officials 
confirmed the execution of an FBI search warrant December 6 at a West Orange Hill 
Circle address. No one will confirm the target is the alleged source of e-mail bomb 
threats that shut down the high school November 7 to 9 and led to security crackdowns. 
The FBI is in charge of that investigation and a school district spokesman said he 
believed the search was related to the bomb threats. 
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Source: http://www.cleveland.com/chagrin-
valley/index.ssf/2011/12/bomb_threats_result_in_longer.html 

25. December 6, KCEN 6 Temple – (Texas) Teen arrested after bomb threat made to 
Texas A&M Library. A 16-year-old teen was arrested and charged with a terroristic 
threat after it was discovered he made a bomb threat to the Sterling C. Evans Library on 
Texas A&M University's campus in College Station, Texas. The library and adjoining 
facilities, including the library annex, Cushing Library, and the student computing 
center building were evacuated and secured December 5 when the threat came in. After 
an investigation by the university police department, it was determined the bomb threat 
was a hoax. The threat was sent to a staff member through the Texas A&M University 
Library Chat Resource Service, Texas A&M University Police said. Investigators 
determined it was sent from a computer within the Goose Creek Independent School 
District in Baytown. The teen was charged with a terroristic threat, a third degree 
felony, punishable by 2 to 10 years imprisonment, and a fine of up to $10,000. 
Source: http://www.kcentv.com/story/16201356/teen-arrested-after-tamu-bomb-threat 

For another story, see item 14  
 
[Return to top]  

Emergency Services Sector 

26. December 6, Associated Press – (New Hampshire) Escaped prison inmate reportedly 
captured in New Hampshire. A burglary suspect who escaped from a New Hampshire 
jail 5 days earlier and vowed revenge on two people in Maine was caught December 6, 
police said. The escapee was captured the evening of December 6 by U.S. marshals 
near a grocery store in Rochester, New Hampshire, where he had been picked up in a 
vehicle by a friend, a Maine state police spokesman said. The escapee did not have a 
gun, like authorities had suspected, and was arrested without incident. The inmate 
escaped from an Ossipee, New Hampshire, jail December 1 by scaling a razor-wire 
fence in the recreation yard. Police believed he had a gun and appeared to hold a 
grudge against two people with whom he once had a personal relationship. The 
inmate's father was arrested December 2 and was charged with hindering apprehension 
after being accused of leaving supplies for his son outside his Alfred, Maine home. 
Police said the package included food, water, medical supplies, blankets, and clothing. 
The inmate stole a car in Wakefield, New Hampshire, after escaping from jail, police 
said. The vehicle was found abandoned on a logging road in Alfred. 
Source: http://www.foxnews.com/us/2011/12/06/escaped-prison-inmate-reportedly-
captured-in-new-hampshire/ 

[Return to top]  

Information Technology Sector 

27. December 7, IDG News Service – (International) Cross-site scripting flaws plague 
Web apps, report says. Cross-site scripting flaws are the most prevalent 
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vulnerabilities found in Web applications, posing a risk to data and intellectual 
property, according to a study of thousands of applications by vendor Veracode 
released December 7. Veracode analyzed more than 9,900 applications that were 
submitted to its cloud-based scanning service over the last 18 months. For Web 
applications, 68 percent contained cross-site scripting flaws, Veracode found in its 
study. Cross-site scripting is an attack in which a script drawn from another Web site is 
allowed to run even though it should not, and it can be used to steal information or 
potentially cause other malicious code to run. Veracode also found that 32 percent of 
Web applications contained a SQL injection problem, a type of issue where commands 
entered into Web-based forms are executed, potentially returning sensitive data. Other 
prevalent flaws Veracode found were CRLF (Carriage Return Line Feed) injection 
issues, which can allow an attacker to control a Web application or steal information, 
the report said. 
Source: 
http://www.computerworld.com/s/article/9222474/Cross_site_scripting_flaws_plague_
web_apps_report_says?taxonomyId=17 

28. December 7, Help Net Security – (International) Fake Verizon notification carries 
malware. A spam e-mail campaign aiming to infect users with a banking trojan is 
currently underway and is targeting mobile carrier customers, Microsoft has warned, 
Help Net Security reported December 7. The e-mail purports to be coming from 
Verizon, and tries to make the recipient feel a sense of urgency by claiming it contains 
important account information from Verizon Wireless. The message starts with the 
unusual greeting of "Hello Dear!," and proceeds to try and convince the users they have 
to pay a rather large bill (the amount varies from $250 to over $1,500). "View all your 
recent bills in application materials," says the e-mail, and offers an attached ZIP file 
named Verizon-Wireless-Account-StatusNotification_#######.zip, with random 
numbers used in the name. The archive contains a similarly named executable, which is 
detected as a variant of the Zeus banking trojan, and Microsoft warns a similar 
campaign carrying the same payload has already been started using e-mails pretending 
to deliver a critical update for Adobe Acrobat Reader and Adobe X Suite. 
Source: http://www.net-security.org/malware_news.php?id=1926 

29. December 7, H Security – (International) XSS vulnerabilities can affect embedded 
browsers in mobile apps. A security researcher has noted the use of embedded 
browsers in mobile applications can make those applications vulnerable to cross site 
scripting (XSS) attacks, H Security reported December 7. Developers of mobile 
software found it can be effective to embed a smartphone operating system's Web 
browser and then create their user interface using HTML, CSS, and JavaScript. The 
user interface is then more portable to other devices and is easier to customize using 
CSS. However, this convenience comes at a cost. A researcher, who is presenting his 
findings at TakedownCon, found some developers do not clean the data being sent to 
their HTML-based user interface. 
Source: http://www.h-online.com/security/news/item/XSS-vulnerabilities-can-affect-
embedded-browsers-in-mobile-apps-1391326.html 

http://www.computerworld.com/s/article/9222474/Cross_site_scripting_flaws_plague_web_apps_report_says?taxonomyId=17�
http://www.computerworld.com/s/article/9222474/Cross_site_scripting_flaws_plague_web_apps_report_says?taxonomyId=17�
http://www.net-security.org/malware_news.php?id=1926�
http://www.h-online.com/security/news/item/XSS-vulnerabilities-can-affect-embedded-browsers-in-mobile-apps-1391326.html�
http://www.h-online.com/security/news/item/XSS-vulnerabilities-can-affect-embedded-browsers-in-mobile-apps-1391326.html�


 - 13 - 

30. December 6, The Register – (International) CNET slammed for wrapping Nmap 
downloads with cruddy toolbar. CNET has come under fire for wrapping downloads 
of the popular Nmap network analysis tool and other open-source software packages 
with a toolbar of dubious utility. Nmap is a popular open-source network auditing and 
penetration-testing tool that allows sysadmins to run network troubleshooting and 
penetration tests. Over the last few days, users who downloaded the tool from CNET 
popular download.com site have been, by default, offered it in conjunction with the 
Babylon Toolbar. Sysadmins can opt out of receiving the toolbar, which changes their 
browsing experience, home page, and default search engines, but they are clearly 
directed towards accepting the software, Sophos demonstrates. The developer of Nmap 
cried foul over the way the toolbar has been pushed, objecting in a post to the North 
American Network Operators' Group mailing list. He added that consumers 
downloading VLC, the popular open-source media player software, are also being 
offered the Babylon toolbar, via what he described as a a "trojan installer." Several anti-
virus firms apparently agree with this assessment because CNET's Nmap installer is 
already detected as a trojan by BitDefender and F-Sc and as a potentially unwanted 
program by Panda, McAfee, and others, according to VirusTotal. 
Source: http://www.theregister.co.uk/2011/12/06/cnet_nmap_toolbar_wrapping_row/ 

31. December 6, IDG News Service – (International) Symantec says spam levels fall to 
lowest in three years. Global spam fell to the lowest level in 3 years in a sign that 
spammers may be getting a better rate of return by hitting social-media Web sites 
instead, according to the latest figures released December 6 from Symantec. About 70.5 
percent of all e-mail was spam, a still-high figure but one that is much lower than a few 
years ago, when it was well over 90 percent. Symantec calculated the percentage by 
analyzing some 8 billion messages it processed a day in November, according to the 
company's latest MessageLabs Intelligence Report. Spam volumes dipped in March 
after Microsoft, law enforcement, and other companies joined forces to take down 
Rustock, a large botnet responsible for sending up to 30 billion spam messages per day. 
Source: 
http://www.computerworld.com/s/article/9222447/Symantec_says_spam_levels_fall_to
_lowest_in_three_years?taxonomyId=17 

32. December 6, Computerworld – (International) Hackers exploit Adobe Reader zero-
day, may be targeting defense contractors. Adobe confirmed December 6 an 
unpatched vulnerability in Adobe Reader is being exploited by criminals. Those attacks 
may have been aimed at defense contractors. Adobe promised to patch the bug in the 
Windows edition of Reader and Acrobat 9 no later than the end of the week of 
December 12. "A critical vulnerability has been [found] in Adobe Reader X (10.1.1) 
and earlier versions for Windows and Macintosh, Adobe Reader 9.4.6 and earlier 9.x 
versions for Unix, and Adobe Acrobat X (10.1.1) and earlier versions for Windows and 
Macintosh," Adobe said in an early-warning e-mail. "This vulnerability could cause a 
crash and potentially allow an attacker to take control of the affected system." The 
company issued a security advisory with what information it was willing to share. 
Adobe acknowledged the vulnerability is being exploited in what it called "limited, 
targeted attacks" against Reader 9.x on Windows, but did not provide any additional 
information about where and when the attacks were occurring, or who had been 
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targeted. Adobe identified the bug as a "U3D memory corruption vulnerability." U3D 
(universal 3D) is a compressed file format standard for 3-D graphics data promoted by 
a group of companies, including Adobe, Intel, and Hewlett-Packard. Reader 
vulnerabilities are typically exploited by attackers using malicious PDF documents that
are attached to e-mail messages with baited subjected heads that try to dupe recipients 
into opening the document. Doing that also executes the malicious code — in this case,
likely malformed U3D data — hidden in the PDF, compromising the victim's PC and 
letting the attacker infect the machine with other malware. The attacks exploiting the 
unfixed flaw may have targeted U.S. defense contractors: Adobe originally credited the
security response teams at both Lockheed Martin and MITRE with reporting the 
vulnerability. 
Source: 
http://www.computerworld.com/s/article/9222454/Hackers_exploit_Adobe_Reader_ze
o_day_may_be_targeting_defense_contractors?taxonomyId=17 

For more stories, see items 10, 33, 34, and 38  
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Communications Sector 

33. December 7, WLFI 18 Lafayette – (Indiana) Cut fiber behind Frontier outage. A cut 
fiber was to blame for a service outage for Frontier Communications customers in the 
Lafayette, Indiana area December 6. A Frontier Communications manager said the 
fiber was cut somewhere between Lafayette and Milford. He said the cut fiber impacts 
high speed and long-distance customers. As of 6:45 p.m. December 6, he said some 
service had already been restored. 
Source: http://www.wlfi.com/dpp/news/local/cut-fiber-behind-frontier-outage 

34. December 7, Associated Press – (South Dakota) Outage hits AT&T wireless 
customers in central South Dakota; cut fiber optic line is blamed. A cut Century 
Link fiber optic line was blamed for an outage that affected AT&T wireless customers 
in South Dakota December 6. KCCR 1240 Pierre reported voice and data services were 
disrupted for about 7 hours December 6. Police in Pierre said there was no apparent 
disruption to the emergency 911 system in the capital city. The state public utilities 
commission gathered information December 7 about the outage that ended about 11 
p.m. December 6. 
Source: http://www.aberdeennews.com/news/sns-bc-sd--
cellserviceoutage,0,4108517.story 
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For another story, see item 28  
 
[Return to top]  

Commercial Facilities Sector 

35. December 7, Palm Springs Desert Sun – (California) Fire, explosion rip through 
Cathedral City strip mall. A fire and explosion destroyed a stretch of Date Palm Plaza 
in Palm Springs, California, December 6, and damaged shops and restaurants 
throughout the strip mall. A police officer spotted the flames near Date Palm Drive and 
Converse Road about 12 a.m., and firefighters encountered heavy smoke when they 
arrived, a Cathedral City fire captain said. As the fire spread south from Carniceria La 
Michoacana, near the middle of the center, an explosion rocked shops to the north, 
blowing out glass and debris. No one was at the damaged businesses when the fire 
broke out, and no firefighters were hurt; they evacuated before the blast. The cause and 
cost of the blaze has not been determined, but the damage was extensive. Carniceria La 
Michoacana, Metro PCS and the Acapulco travel agency were reduced to rubble. The 
front wall and window of Ming's Chinese Cuisine bowed out toward the parking lot. In 
all, eight businesses were damaged or destroyed, according to the fire department. 
South of those businesses, other stores sustained smoke damage and were unable to 
open December 6 because they lacked power and water. The shops share a common 
attic, so wiring will have to be checked before businesses can reopen, a fire official 
said. The fire itself was not especially challenging to fight, the battalion chief added. It 
took crews about an hour to put out the flames. In all, more than 40 firefighters from 
Cathedral City, Palm Springs, and the Riverside County Fire Department battled the 
blaze, he said. 
Source: http://www.mydesert.com/article/20111207/NEWS0803/112070313/Fire-
explosion-rip-through-Cathedral-City-strip-mall 

36. December 7, San Francisco Chronicle – (California) Chemical smell in South City 
forces evacuations. Pesticides in garbage bins in a San Francisco neighborhood 
December 6 forced one person to go to the hospital and about 25 homes to be 
evacuated temporarily, authorities said. Responders received a call at about 3 p.m. 
reporting a building inspector at a home undergoing renovations at 552 Second Lane 
became ill from a chemical odor, the fire safety inspector and acting fire marshal said. 
About 30 minutes later, residents on the same side of Second Lane as the home where 
the chemicals were found, as well as others in nearby areas of Magnolia and Spruce 
avenues were evacuated. A hazardous materials team from Belmont responded and 
removed samples from the garbage bins. Initial testing found the material to be a 
pesticide, but the acting fire marshal said additional testing will take place. The 
building inspector was taken to San Mateo Medical Center, where she was expected to 
be released, he said. Residents remained out of the homes at 7:30 p.m., but fire officials 
said they hoped to allow them to return within a few hours. 
Source: http://www.sfgate.com/cgi-
bin/article.cgi?f=/c/a/2011/12/06/BAMT1M9AA9.DTL 
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37. December 7, Los Angeles Times – (California) Occupy San Francisco camp cleared 
by police; 70 arrested. Police cleared the Occupy San Francisco camp December 7 
and arrested 70 campers and protesters at the foot of Market Street. Police and other 
law enforcement officers converged on the camp at Justin Herman Plaza about 1 a.m., 
giving protesters 5 minutes to clear out, an officer from the San Francisco Police 
Department told the San Francisco Chronicle. The 70 were arrested on suspicion of 
illegal lodging and camping in a public park, he said. Two were held on an additional 
charge of felony assault on a police officer after they picked up and threw a metal chair 
at an officer, he said. After the raid, public works crews power-washed the area while 
officers wearing riot helmets looked on. The encampment at the plaza had been in place 
for about 2 months. The tent city was set up in mid-October to protest bank bailouts 
and economic injustice. 
Source: http://latimesblogs.latimes.com/lanow/2011/12/occupy-san-francisco-camp-
cleared-70-arrested.html 

38. December 6, threatpost – (International) Personal information of 3.5 million poker 
players spilled online. Customers of the online poker Web site Ultimate Bet (UB) are 
the victims of a data breach that spilled the private information of up to 3.5 million of 
its customers online over the weekend of December 3 and 4. Ultimate Bet, a property 
of the Cereus Poker Network, saw a slew of customer information posted online 
including players' names, screen names, birth dates, e-mail addresses, phone numbers, 
and mailing and IP addresses. Users’ UB account numbers were also found online in 
addition to their VIP, Affiliate, and Blacklist statuses, all which are unique to the site. 
Customers’ credit card numbers and Social Security numbers did not appear to have 
been leaked in this particular incident. According to a report on PokerNewsDaily.com, 
the information was initially posted on the Two Plus Two poker strategy forums and 
taken offline shortly after. Even though it was only available for a short period, the 
information was quickly copied and distributed across various online mediums. Poker 
news site Subject: Poker reported that while the leaked data is organized by country, 
the bulk of it is inconsistently labeled. A column labeled "Password" does not appear to 
be composed of typical passwords, according to the report. Information about 2 million 
U.S. accounts, 319,000 Canadian accounts, 137,000 U.K. accounts, and 1 million 
accounts from other countries were leaked. 
Source: http://threatpost.com/en_us/blogs/personal-information-35-million-poker-
players-spilled-online-120611 

39. December 6, News of Cumberland County – (New Jersey) Fire displaces residents 
from two dozen apartments at Bridgeton Villas; blaze called suspicious. Police and 
fire officials investigated an early morning fire that tore through an entire building of 
the Bridgeton Villas apartment complex on Cottage Avenue in Bridgeton, New Jersey, 
December 6. Officers arrived on the scene of the fire shortly before 5 a.m., where they 
discovered several residential apartments and a dumpster engulfed in flames. The 
building consumed by the fire contains 24 apartment numbering between 101 and 124. 
Police assisted fire and emergency personnel in waking and evacuating dozens of 
tenants. No injuries were reported. A Bridgeton Police Department captain said the fire 
seemed centered between apartments 117-120, which includes the complex office. 
Those forced to evacuate were housed at Salvation Army headquarters on West 
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Commerce Street until a final determination was made as to which apartments could be 
entered. The Bridgeton Salvation Army reported the afternoon of December 6 about 40 
families had a temporary stay at their location. The director of the American Red Cross 
Southern Shore Chapter said preparations were being made at Buckshutem Road 
School to accommodate between 50 and 60 people. Response teams from Atlantic and 
Gloucester counties were assisting Cumberland in their effort the afternoon of 
December 6. The cause of the fire is unknown but was deemed suspicious. 
Source: 
http://www.nj.com/cumberland/index.ssf/2011/12/fire_displaces_residents_from_1.htm
l 

40. December 5, Assoicated Press – (North Dakota) Recreational vehicle explodes in 
front of convenience store, injuring 1 person. Fire officials in Williston, North 
Dakota, said a recreational vehicle (RV) exploded in front of a convenience store 
December 4, injuring at least one person and igniting a fire yards away from the store's 
gasoline pumps. The Williston fire chief told the Williston Herald the driver of the RV 
was attempting to light a propane tank when the explosion happened outside the 
Herman Oil store. He said one person was taken to the hospital with potentially life-
threatening injuries. He said the driver pulled into the parking lot to check his vehicle 
before the fire occurred. The fire is under investigation but the fire chief said it was 
more than likely caused by a problem with the propane tank. A firefighter was also 
treated for a minor cut. 
Source: 
http://www.therepublic.com/view/story/1c5c1f914fdf46248a9f208a5822134f/SD--RV-
Explodes/ 

[Return to top]  

National Monuments and Icons Sector 

41. December 7, State Journal-Register – (Illinois) Teen arrested for allegedly stealing 
sword from Lincoln's Tomb. A 16-year-old boy was arrested December 6 for stealing 
the copper sword brandished by a Civil War artillery statue atop the Lincoln Tomb 
State Historic Site. He was not trying to make money by selling it for scrap, 
Springfield, Illinois police said. The boy was arrested after police received a tip from 
Crime Stoppers. He faces charges of theft and criminal trespass to state-supported 
property. Two other people also could face criminal trespass charges, police said. The 
theft is believed to have been the first to state property at the site since 1890. The statue 
is on the rear of the tomb, about 15 feet off the terrace floor. The boy broke off the 
roughly 3-foot-long sword at the handle. Police said it is highly unlikely the boy knew 
the sword he took was the only copper sword on any of the statues. The boy confessed 
the damage happened in October. He said he climbed the statue after Oak Ridge 
Cemetery closed and grabbed the blade of the sword, which came loose and fell, 
breaking into two pieces. At least two other people were with the boy at the time, 
police said. He admitted hiding part of the sword in a broken-down van parked in an 
alley west of the 2300 block of North Third Street. He kept the smaller piece, police 
said. Police returned both pieces of the sword to the Illinois Historic Preservation 
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Agency December 6. 
Source: http://www.sj-r.com/top-stories/x1626870554/Missing-sword-from-Lincolns-
Tomb-recovered 

[Return to top]  

Dams Sector 

42. December 7, Kennewick Tri-City Herald – (Washington) Ice Harbor Dam gets new 
gantry crane. Ice Harbor Dam on the Snake River in Walla Walla and Franklin 
counties in Washington received a new crane December 6, the first since the project 
opened 50 years ago. The new $1.8 million crane took 21 months to build. It is rated 
for 40 tons of lifting capacity and replaces the dam's original crane's 35-ton lifting 
capacity. The Ice Harbor's operations project manger said the new crane will lift 
stoplogs used to block water flows at the downstream side so maintenance can be done 
on the dam's interior, and to service each of the dam's six turbine units. The new crane 
is positioned on rails that run almost 600 feet of the width of the dam, providing access 
for lifting all of the heavy steel stoplogs, which are typically 33 feet wide, about 2 feet 
thick, and up to 9 feet high. 
Source: http://www.tri-cityherald.com/2011/12/07/1744262/ice-harbor-dam-gets-new-
gantry.html 

43. December 6, Associated Press – (South Dakota) Corps to cut flow from Gavins Point 
Dam to increase storage for runoff on Missouri River. The U.S. Army Corps of 
Engineers is preparing to decrease the flow from Gavins Point Dam in South Dakota to 
increase flood control storage on the Missouri River, which had record flooding this 
year. The Corps plans to gradually decrease the release starting December 8. Officials 
said the current release rate of 40,000 cubic feet per second (cfs) will be decreased by 
3,000 cfs each day until December 14, when the flows will be set at 20,000 cfs for the 
winter. The Corps initially planned to decrease the flow the week of November 28, but 
extended the high release to add additional storage for the runoff season next spring. 
The Missouri River had a summer of flooding because of heavy rain and melting snow. 
Source: 
http://www.therepublic.com/view/story/92373488e7104630ac3b5247e20e5da3/NE--
Missouri-River-Reservoir-Release/ 

44. December 6, Associated Press – (Missouri) Corps of Engineers says it's shutting 
down repair work on Birds Point levee. High river levels and forecasts for more rain 
have prompted the U.S. Army Corps of Engineers to halt repair work on the Birds Point 
levee in Missouri that was blown up earlier this year at the height of flooding along the 
Mississippi River. The Corps said December 6 it will begin closing down repair work 
on the Birds Point project area because forecasts call for sustained high river levels and 
additional wet weather. The planned shutdown will take about 10 days, said the 
commander of the Corps' Mississippi Valley Division. The Corps said the recent rain 
hampered its efforts to restore the levee, which was 62.5 feet high before the explosion. 
The Corps had been working to raise the levee to 55 feet before the spring rainy season. 
The Corps said in a news release that before shutting down the repair work, crews will 
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bring the levee system up to 55 feet using temporary repair tools, such as sandbags. 
Construction projects in the region typically stop between December and May because 
of weather, the Corps said. 
Source: 
http://www.therepublic.com/view/story/b1237b10ce0649b9872758748af28f7a/MO--
Birds-Point-Weather/ 

45. December 6, St. Joseph News-Press – (Missouri) Forest City Levee District 
reinstated. A levee district in Holt County, Missouri, facing about $4 million in 
damage incurred during the summer flood has been reinstated in a U.S. Army Corps of 
Engineers program. Previously told by the Corps that the district had failed its 
inspections and would not qualify for federal help, the president of the Forest City 
levee district confirmed it had been reinstated December 6. One of the few levees in 
Holt County that was not breached, Levee L497 contained a hole 20 to 30 feet deep, 
more than a quarter-mile long, and more than 100 yards wide. Exempt from federal aid, 
the levee district faced potentially having to pay millions of dollars to have it repaired. 
In mid-May, the Corps sent the district a letter stating it would no longer be eligible for 
federal funding, due to failed inspections. 
Source: http://www.newspressnow.com/news/29935826/detail.html 

46. December 6, Associated Press – (International) Decision looms on first Mekong 
mainstream dam. Impoverished Laos is poised to erect the first dam across the 
Mekong River’s mainstream as it pursues its goal of being Asia’s battery despite 
intense opposition from downstream countries and environmental groups. In what has 
become southeast Asia’s biggest environmental battle, opponents said the dam in 
central Laos would open the door for a building spree of many as 10 others on the 
Mekong in Laos and Cambodia, degrading its fragile ecology and affecting the 
livelihoods of millions of residents. A regional river management forum is expected 
December 8 to approve, reject, or postpone a decision on the $3.5 billion Xayaburi dam 
during a meeting in Cambodia of four southeast Asian nations through which the 
mighty, 3,000-mile-long river flows. However, there are signs Laos is prepared to go 
ahead with the project with or without the Mekong River Commission’s approval — 
since the decisions are not legally binding — raising questions about the effectiveness 
of a 15-year project to jointly manage the river. 
Source: 
http://www.salon.com/2011/12/07/decision_looms_on_first_mekong_mainstream_dam
/ 

[Return to top]  
 
 
 

 
 

http://www.therepublic.com/view/story/b1237b10ce0649b9872758748af28f7a/MO--Birds-Point-Weather/�
http://www.therepublic.com/view/story/b1237b10ce0649b9872758748af28f7a/MO--Birds-Point-Weather/�
http://www.newspressnow.com/news/29935826/detail.html�
http://www.salon.com/2011/12/07/decision_looms_on_first_mekong_mainstream_dam/�
http://www.salon.com/2011/12/07/decision_looms_on_first_mekong_mainstream_dam/�


 - 20 - 

 
DHS Daily Open Source Infrastructure Report Contact Information  

 
About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday through Friday] 
summary of open-source published information concerning significant critical infrastructure issues. The DHS Daily 
Open Source Infrastructure Report is archived for ten days on the Department of Homeland Security Web site: 
http://www.dhs.gov/iaipdailyreport 

Contact Information 
Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS 

Daily Report Team at (703)387-2267  

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 
instructions to Get e-mail updates when this information changes.  

Removal from Distribution List: Send mail to support@govdelivery.com.  

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@dhs.gov or (202) 282-9201.  
To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov. 

Department of Homeland Security Disclaimer 
The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material.  
 

 

http://www.dhs.gov/iaipdailyreport�
mailto:cikr.productfeedback@hq.dhs.gov�
mailto:support@govdelivery.com�
mailto:support@govdelivery.com�
mailto:support@govdelivery.com�
mailto:nicc@dhs.gov�
mailto:soc@us-cert.gov�
http://www.us-cert.gov/�

