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• Unlawful policies and practices implemented by Performance Coal Co. and Massey Energy 
caused the 2010 West Virginia mine explosion that killed 29 men, the Mine Safety and 
Health Administration said in its report on the disaster that included the largest fine in the 
agency’s history. – Charleston State Journal (See item 4)  

• Drivers were stranded all over New Mexico as a winter snowstorm shut major highways, 
caused several accidents, and closed many schools. – Associated Press (See item 12)  
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: LOW, Cyber: LOW 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. December 6, WCBS 2 New York – (New Jersey) 500 gallons of diesel fuel spill onto 
highway after tanker overturns in Secaucus. Several homes had to be evacuated 
December 6 after a diesel tanker truck overturned, spilling fuel in Secaucus, New 
Jersey. The crash happened around midnight on Route 3. The driver of the truck said he 
was cut off and forced to swerve into the woods. The truck overturned spilling 
hundreds of gallons of diesel fuel onto the road. Hazmat crews responded and worked 
to keep the fuel contained and from spilling into a nearby stream. Police evacuated 
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eight homes as a precaution, worried the fuel might catch fire. They were allowed back 
in their homes a few hours later. Only about 500 of the 3,000 gallons of the diesel fuel 
inside the tanker made its way onto the highway. 
Source: http://newyork.cbslocal.com/2011/12/06/500-gallons-of-diesel-fuel-spill-onto-
highway-after-tanker-overturns-in-secaucus/ 

2. December 6, Baltimore Sun – (Maryland) Gasoline tanker overturns in Bowie, 
driver injured. A portion of Route 3 in Prince George’s County in Maryland remained 
closed early December 6 following a multi-vehicle accident in which a gasoline tanker 
truck overturned. A county fire and rescue spokesman said the tanker was carrying 
9,000 gallons of gas late December 5 when the crash happened near Route 450 in 
Bowie. The driver was taken to a hospital with minor injuries and was listed in good 
condition. The fire spokesman said about 100 gallons spilled from the truck, but it was 
eventually contained. As of 6:15 a.m. December 6, the northbound lanes of Route 3 
remained closed. The southbound lanes had reopened. 
Source: http://www.baltimoresun.com/news/breaking/bal-md-tanker-truck-overturns-
bowie-1206,0,3780724.story 

3. December 6, Associated Press – (West Virginia) Feds unveil record settlement in 
W.Va. mine blast. The owner of a West Virginia mine where 29 men died in the 
deadliest U.S. coal-field accident in decades will pay $210 million, the largest 
settlement ever in a federal investigation of the Massey Energy Company mine disaster, 
prosecutors said December 6. A U.S. attorney said the deal would compensate victims’ 
families, pay fines and improve underground safety. It also does not prevent the future 
prosecutions of individuals on criminal charges in the April 2010 blast. The agreement 
between federal authorities and Alpha Natural Resources, the new owner of the Upper 
Big Branch mine includes $46.5 million in criminal restitution to miners’ families, 
$128 million to fund cutting-edge mine safety upgrades, research and training, and $35 
million in penalties for safety violations. The upgrades include digital sensors that 
continuously monitor air flow and methane gas levels; foam based rock-dusting gear 
that is pending U.S. Mine Health and Safety Administration approval and allows 
miners to tamp down coal dust levels around the clock; meters that measure coal dust 
levels; and an oxygen supply system similar to what firefighters rely on, to allow 
miners to avoid changing air masks while escaping from an underground accident. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5hj_OSPjrZ7pk0Vsz6KP6Vz25
KA2A?docId=f12aba7095824ed8b1bb696cf385ab37 

4. December 6, Charleston State Journal – (West Virginia) MSHA: Unlawful company 
policies at root of Upper Big Branch explosion. The U.S. Mine Safety and Health 
Administration (MSHA) December 6 released its report on the April 5, 2010 explosion 
at the Upper Big Branch Mine in Montcoal, West Virginia, that killed 29 men in one of 
the deadliest mine accidents in decades. The report concluded the root cause of the 
explosion was the, “unlawful policies and practices,” implemented by Performance 
Coal Co. (PCC) and Massey Energy. Performance Coal owns the mine and was a 
subsidiary of Massey at the time. Massey has since been purchased by Alpha Natural 
Resources. “The evidence ... demonstrates that PCC/Massey promoted and enforced a 
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workplace culture that valued production over safety, including practices calculated to 
allow it to conduct mining operations in violation of the law,” the report’s executive 
summary states. The investigation pointed to examples of “systematic, intentional and 
aggressive efforts by PCC/Massey to avoid compliance with safety and health 
standards,” the summary indicates. The report also accuses the companies of attempting 
to hide noncompliance with federal and state rules. During the investigation, witnesses 
testified mine management intimidated miners by telling them that reporting safety 
violations would threaten their jobs, the summary states. The report concluded that 
because of this, no safety or health complaints were made to the MSHA. Other findings 
outlined in the executive summary include: the firms established a system to give 
warning when safety inspectors were headed to the mine; the companies kept two sets 
of safety and health hazard books; the explosion was caused by, “a methane ignition 
that transitioned into a small methane explosion that then set off a massive coal dust 
explosion”; basic safety precautions could have prevented the explosion as the mine 
lacked working methane gas detection methods and proper ventilation; the companies 
allowed significant amounts of coal dust to accumulate. Shortly after the report was 
released, the MSHA announced it would fine Performance Coal nearly $11 million; the 
largest fine in agency history. The MSHA also issued 369 citations and orders, 
including 21 flagrant violations. 
Source: http://www.statejournal.com/story/16196771/federal-upper-big-branch-report-
due-tuesday 

5. December 5, Fuel Fix – (National) MIT study shows U.S. must protect power grid 
from cyberattacks. The United States needs standards to guard against cyber attacks 
on power lines that run to homes and businesses, according to a Massachusetts Institute 
of Technology (MIT) report released December 5. Federal standards to secure the 
nation’s high-voltage electricity grid against sabotage from hackers, disgruntled 
employees, and terrorists do not cover almost 6 million miles of lower-voltage power 
lines, according to the study. The study focuses on challenges to the U.S. power 
network over the next two decades, including the addition of renewable sources of 
energy, such as wind and solar power, and electricity pricing. U.S. officials are 
studying whether reliability may be jeopardized by attacks on the network or by 
Environmental Protection Agency rules, which utilities say will force them to shut 
down some generating plants fueled by coal and oil. The MIT study also calls for 
designation of a single federal agency to combat cyber attacks on the U.S. power 
network. 
Source: http://fuelfix.com/blog/2011/12/05/mit-study-shows-u-s-must-protect-power-
grid-from-cyberattacks/ 

For another story, see item 21  
 
[Return to top]  

Chemical Industry Sector 
 
See item 21  
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[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

6. December 6, Associated Press – (Vermont) NRC to review Vermont Yankee repair 
mistake. The Nuclear Regulatory Commission (NRC) said December 6 it plans to 
review an incident at the Vermont Yankee nuclear power plant in which both backup 
diesel generators were not operating at the same time. A NRC spokesman said the 
generators were out of service for about 2 minutes at the Vernon, Vermont plant 
December 2 after a technician sent to work on one mistakenly disconnected the other 
from its fuel supply. The plant continued to operate normally during the incident. The 
generators are used in the event of a power outage. Vermont Yankee has other backup 
systems, including batteries and a tie to a nearby hydroelectric dam. 
Source: http://www.vpr.net/news_detail/92667/nrc-to-review-vermont-yankee-repair-
mistake/ 

[Return to top]  

Critical Manufacturing Sector 
 

Nothing to report 
 
[Return to top]  

Defense Industrial Base Sector 

7. December 5, Honolulu Star-Advertiser – (Hawaii) Marine fatal helicopter crash due 
to mechanical failure. A portion of an official investigation concluded an aging U.S. 
Marine Corps CH-53D Sea Stallion helicopter crashed March 29 in Kaneohe Bay in 
Hawaii as a result of a “catastrophic mechanical failure,” the Honolulu Star-Adviser 
reported December 5. One man was killed and three other crew members were injured 
after the 88-foot-long helicopter made a “hard impact” landing from an altitude of 
about 300 feet while on a night training flight, the Marine Cops said. 
Source: http://www.staradvertiser.com/news/breaking/135078958.html 

8. December 5, Washington Post – (North Dakota) Missile component damaged in 
accident. A U.S. Air Force (USAF) crew damaged a component of an unarmed 
intercontinental ballistic missile while performing maintenance near a North Dakota 
base November 17, prompting a partial evacuation, military officials said December 5. 
USAF officials said no one was hurt in the incident near Minot Air Force Base, but it 
was immediately reported to the highest levels of the Pentagon. USAF officials said 
they initially decided to withhold information about the lapse because it did not pose a 
risk to public safety, and because they wanted to avoid needless alarm over nuclear 
weapons safeguards. They confirmed the incident December 5 in response to queries 
from the Washington Post. A spokesman for the USAF’s Global Strike Command said 
technicians were conducting “routine maintenance” on a section of a Minuteman III 
missile when a “small replaceable component” was damaged. He said the component, 
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which he would not describe for security reasons, was not attached to the missile. He 
said the missile was not armed with a warhead at the time, and that no nuclear materials 
were involved. 
Source: http://www.washingtonpost.com/world/national-security/missile-component-
damaged-in-accident/2011/12/05/gIQArdroXO_story.html 

[Return to top]  

Banking and Finance Sector 

9. December 6, U.S. Securities and Exchange Commission – (International) SEC freezes 
assets of four Chinese citizens charged with insider trading. The Securities and 
Exchange Commission (SEC) December 6 announced it froze assets of four Chinese 
citizens and a Chinese-based entity charged with insider trading in advance of a merger 
announcement by educational companies based in London and Beijing. The SEC 
moved quickly to obtain an emergency court order to freeze assets 2 weeks after the 
suspicious trading by the four individuals, who have U.S.-based brokerage accounts. 
Some of them already attempted to liquidate or transfer their illicit profits. The SEC 
alleges they purchased American Depository Shares (ADS) of Beijing-based Global 
Education and Technology Group in 2 weeks leading up to a November 21 public 
announcement of a planned merger with London-based Pearson plc. Their illicit gains 
totaled more than $2.7 million. The SEC also charged All Know Holdings Ltd. and one 
or more unknown purchasers of Global Education stock in its complaint filed 
December 5 in the federal court in Illinois. According to the SEC’s complaint, Pearson 
and Global each announced before trading began November 21 that Pearson agreed to 
acquire all of Global’s outstanding stock for $294 million. Global’s stock price 
increased 97 percent that day. The SEC alleges the four defendants made their 
purchases of Global’s ADS shares while in possession of material, non-public data 
about the merger. A Global co-founder and chairman of the board apparently tipped 
them about the pending acquisition. On November 18, the last trading day before the 
acquisition announcement, their purchases accounted for more than 35 percent of the 
entire day’s trading volume for the firm’s shares, which trade on the NASDAQ. The 
SEC seeks permanent injunctions, disgorgement of ill-gotten gains with prejudgment 
interest, and financial penalties. 
Source: http://www.sec.gov/news/press/2011/2011-253.htm 

10. December 5, Los Angeles Times – (National) SEC touts its crackdown on insider 
trading. Even as it fends off criticism in other areas, the Securities and Exchange 
Commission (SEC) is pointing to its crackdown on insider trading as proof of its 
effectiveness. Always a high priority, the agency significantly boosted the number of 
cases brought against Wall Street traders and hedge-fund managers, according to data it 
released to Congress late the week of November 28. The SEC said it lodged 53 cases 
against 138 people and corporate entities in fiscal 2010, a 43 percent increase from 
2009. It said it filed 57 cases against 124 people and entities in fiscal 2011. The agency 
also developed new investigative techniques, including the creation of a market abuse 
unit that focuses on a variety of practices, including complex insider-trading cases, the 
agency enforcement chief told the Senate Committee on Homeland Security and 
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Governmental Affairs. 
Source: http://latimesblogs.latimes.com/money_co/2011/12/sec-crackdown-insider-
trading.html 

11. December 5, Reuters – (National) CFTC tightens limits on brokerages using 
customer funds. The Commodity Futures Trading Commission (CFTC) unanimously 
approved tighter limits on how brokerage firms can use customer funds December 5, a 
measure the now-bankrupt MF Global encouraged the agency to delay. The CFTC rule 
prevents brokerage firms, known as futures commission merchants, from conducting 
“in-house” repurchase transactions and restricts them from investing customer money 
in foreign sovereign debt. It is not clear whether the rule would have prevented MF 
Global from misappropriating as much as $1.2 billion in customer money, in what 
regulators believe was an unprecedented breach of client funds. It appears the push to 
finalize the rule gained momentum after the brokerage’s collapse shook faith in 
regulators’ ability to protect commodity traders. The measure was finalized in a 5-0 
vote. It was initially in October 2010, but stalled because there was not enough 
commissioner support. The agency also passed two lesser-known measures as it races 
to put in place the sweeping overhaul of U.S. financial regulations ordered by 2010’s 
Dodd-Frank law. It is well behind schedule having implemented some 20 rules so far, 
with most of the high-profile and controversial rules yet to come. Currently, futures 
commission merchants are allowed to engage in internal repurchases, or “repo” 
agreements. The transactions allow firms to take customer funds and invest them in a 
range of securities such as sovereign debt. Under the new rule, the agency will permit 
companies to invest consumer funds in securities such as Treasuries, agency debt, 
corporate notes, and commercial paper. Potentially risky foreign sovereign debt will no 
longer be permitted. Transactions between affiliates of a company where the two 
entities exchange money or funds also are restricted by the new rule. Firms would still 
be able to enter into agreements using customer funds with an external third party. 
Source: http://www.reuters.com/article/2011/12/05/us-financial-cftc-meeting-
idUSTRE7B410420111205 

For another story, see item 36  
 
[Return to top]  

Transportation Sector 

12. December 6, Associated Press – (New Mexico) New Mexico struggles with winter 
blast aftermath as snow closes, schools, highways in south. New Mexico continued 
December 6 to deal with the aftermath of a severe winter storm as more schools closed 
and the southern part of the state saw closed highways and weather-related car pileups. 
Motorists sought emergency shelter overnight as state officials closed both directions of 
Interstate 40 from Albuquerque to Gallup — part of the historic Route 66 — after 
blowing snow caused near-zero visibility. It was open December 6, but traffic was 
moving slowly because of ice. Roads still closed December 6 included Interstate 25 
between Las Cruces and Belen, Interstate 10 between Lordsburg to Las Cruces, and 
U.S. Highway 70 between Alamogordo and Las Cruces. A number of crashes were 
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reported on I-10 between Las Cruces and Deming, and there was a multiple-car pileup 
on I-10 east of the Las Cruces airport. Meteorologists said heavy snow was not to 
blame for the highway closures but rather strong winds brushing light snow across 
roads, making visibility difficult. Some areas, such as Tajique, saw 2-foot snow drifts. 
The New Mexico Department of Transportation said the department worked December 
5 with Las Cruces police and the housing authority to make sure that drivers who were 
not close to home could pull over and stay in a temporary shelter until conditions 
improved. 
Source: http://www.washingtonpost.com/national/winter-storm-blankets-most-of-new-
mexico-with-snow-shuts-schools-and-
highways/2011/12/06/gIQAeVWoYO_story.html?tid=pm_national_pop 

13. December 6, Associated Press – (Texas) Police shoot, kill suspect on train in 
Dallas. An undercover police operation erupted in gunfire aboard an Amtrak train 
idling at Union Station in downtown Dallas, leaving a suspect dead and an undercover 
narcotics officer and a bystander wounded. The incident happened about 4 p.m. 
December 5 as Amtrak’s Texas Eagle from San Antonio to Chicago was nearing 
departure. According to a police spokesman, three plainclothes officers were 
performing an inspection when they found a suspicious man aboard the train. The 
officers confronted the suspect, who drew a handgun and opened fire. An officer 
returned fire, killing the man. The wounded officer and bystander, who also was a 
passenger, were taken to a hospital. The wounds suffered by the officer and nearby 
male passenger were not life-threatening. A Dallas police statement identified the 
wounded officer as a member of the Dallas Police Department’s Narcotics Division. 
Source: http://lacrossetribune.com/news/national/police-shoot-kill-suspect-on-train-in-
dallas/article_b52dc952-34eb-5c43-9b3c-4449cf2b4d0a.html 

14. December 5, Reuters – (New Jersey) Disarmed grenades found in woman’s luggage 
at Newark airport. Authorities at Newark Liberty International Airport in Newark, 
New Jersey discovered five disarmed grenades in the luggage of a woman seeking to 
board a flight to Belgium, the Transportation Security Administration (TSA_ said 
December 5. The TSA said baggage screeners found the grenades while X-raying the 
woman’s checked luggage December 3. A TSA spokeswoman said the woman 
surrendered the items to authorities without incident and was then allowed to board the 
flight. The spokeswoman did not say why the woman was carrying the grenades. 
Source: http://www.reuters.com/article/2011/12/06/us-grenades-airport-luggage-
idUSTRE7B505420111206 

For more stories, see items 1, 2, and 31  
 
[Return to top]  

Postal and Shipping Sector 
 

Nothing to report 
 
[Return to top]  
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Agriculture and Food Sector 

15. December 6, Bloomberg – (International) Radioactive cesium in Meiji milk spurs 
recall. Radioactive cesium was found in milk powder made by a Meiji Holdings Co. 
unit in Japan raising concern that radiation from a nuclear plant is contaminating baby 
food, Bloomberg reported December 6. Meiji found traces of cesium-137 and cesium-
134 in batches of “Meiji Step” made in March, the Tokyo-based company said. Levels 
in the 850-gram cans are within safety limits and do not pose a health risk. The 
investigation was made following a complaint from a consumer in November. The 
finding highlights the radiation threat to food in Japan 9 months after the Fukushima 
nuclear plant was wrecked by an earthquake and tsunami. Prolonged exposure to 
radiation in the air, ground, and food can damage DNA, causing leukemia and other 
cancers. While infants are especially susceptible, the milk powder may not be a 
significant threat if contamination is limited to small quantities in isolated batches, said 
a food safety consultant. The company is recalling 400,000 cans of “Meiji Step,” a 
powdered milk formulated for babies older than 9 months, packaged in April and 
mostly distributed in May. 
Source: http://www.bloomberg.com/news/2011-12-06/radioactive-cesium-found-in-
meiji-baby-formula-spurs-recall-shares-fall.html 

16. December 6, msnbc.com; Reuters – (International) Deadly Coca-Cola drink was 
poisoned, Chinese cops say. Chinese police believe a child who died after drinking a 
Coca Cola-made yogurt drink was probably the victim of deliberate poisoning, state 
media reported December 6. A testing agency found no toxins in samples from the 
same batch of the drink. “The police’s technical tests and investigations have 
preliminarily confirmed that this incident is a criminal case in Changchun, which 
reaffirms that it is not related in any way to our product quality,” a spokeswoman for 
Coca-Cola said. A boy died in Changchun city in Jilin province after he drank the 
strawberry-flavored Pulpy Milky yogurt drink November 28, and his mother was 
severely ill after consuming the same drink. Another mother and her daughter became 
ill after drinking another bottle of the same drink in Jilin a few days earlier, but 
recovered, a Coca-Cola spokeswoman said. Police have reached the “preliminary 
conclusion” that the drink was tampered with, the official Xinhua news agency said, 
citing the provincial public security office. Investigators in both cases found highly 
toxic pesticides present in the remains of the drinks, according to the report. 
Source: http://worldnews.msnbc.msn.com/_news/2011/12/06/9244491-deadly-coca-
cola-drink-was-poisoned-chinese-cops-say 

17. December 6, Associated Press – (New Jersey) Grocery store clerk killed, 3 
customers injured in Camden, NJ shooting. A grocery store clerk was been killed 
and three customers have been injured during a robbery in Camden, New Jersey. Police 
said the shootings occurred around 8:45 p.m. December 5 at Bernard Grocery in the 
city’s Cramer Hill neighborhood. 
Source: 
http://www.therepublic.com/view/story/fb31964d1c164658b36686f4da29adf9/NJ--
Clerk-Killed-Camden/ 
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18. December 3, Occupational Health & Safety – (Oklahoma) OSHA pounds meat 
manufacturer for exposing workers to fall hazards. The Occupational Safety and 
Health Administration (OSHA) cited Sigma Processed Meats Inc. for 16 serious and 3 
repeat violations following an inspection that found workers were exposed to fall and 
other hazards at the company’s processing plant in Seminole, Oklahoma, Occupational 
Health & Safety reported December 3. Proposed penalties total $204,800. OSHA’s 
Oklahoma City Area Office began its investigation June 1 at the company’s plant after 
receiving a complaint. Serious violations include failing to provide guardrails as fall 
protection for employees working on elevated walking/working surfaces, to provide an 
adequate emergency action plan, to provide personal protective equipment such as 
goggles or face shields, to train employees on the use of hazardous chemicals, and to 
address hazards created by deficiencies in the company’s process safety management 
system for anhydrous ammonia. The repeat violations include failing to develop and 
implement a lockout/tagout program for isolation of energy sources as well as to 
provide training for employees on the use of lockout/tagout devices. 
Source: http://ohsonline.com/articles/2011/12/03/osha-pounds-meat-manufacturer-for-
exposing-workers-to-fall-hazards.aspx?admgarea=news 

For another story, see item 40  
 
[Return to top]  

Water Sector 

19. December 6, Associated Press – (Iowa) Keokuk pump malfunction blamed for 
sewage spill. Iowa officials said an estimated 5,000 to 6,000 gallons of untreated 
sewage was spilled into the Mississippi River at Keokuk, Iowa December 5. Officials 
blamed the spill on a pump malfunction at a lift station on the north side of the town. A 
starter on one pump burned out, and the circuit breaker had tripped on another pump 
there. The circuit breaker was reset, which let officials pump the sewage back to the 
plant for treatment. Repairs were being made on the other pump. 
Source: http://www.chicagotribune.com/news/chi-ap-ia-sewagespill-
keoku,0,1965173.story 

20. December 6, Omaha World-Herald – (Nebraska) Town to fix sewage pipe, 
regroup. After the floodwaters of 2011 receded, officials of Plattsmouth, Nebraska, a 
community of 6,500 residents, learned city facilities would require repairs expected to 
total $1.5 million. Repairs require fixing a pipe that is dumping raw sewage into the 
Missouri River; demolishing00 and replacing three water wells; cleaning the 
wastewater treatment plant; and making repairs to the drinking water facility. Officials 
also are studying long-term solutions to avoid flood damage in the future. The flood-
related costs started building in June. The wastewater-treatment plant quit operating 
shortly after a 24-inch effluent pipe carrying raw sewage broke apart. The old clay 
sewage pipe will be replaced by plastic pipeline sometime early next year at a cost of 
about $450,000. The city also will spend about $100,000 to clean out the sediment and 
silt left in the waste-water-treatment plant from the flooding. Plattsmouth’s drinking 
water facility needs about $50,000 in repairs, although a tank used to inject carbon 
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dioxide into the water will have to be replaced at a cost of about $130,000. Also, an 
adjacent storage facility will have to be torn down. In a report to the city council, 
officials said Plattsmouth is working with the Federal Emergency Management Agency 
and the state to receive reimbursement. 
Source: http://www.omaha.com/article/20111206/NEWS01/712069939 

21. December 6, Denver Post – (Colorado) Sand Creek trench done, catching gasoline-
like leak near Denver refinery. A trench dug to catch toxic chemicals seeping into 
Sand Creek in Commerce City, Colorado has been completed, and the U.S. 
Environmental Protection Agencyâ�� (EPA) is preparing to hand off primary 
oversight of cleanup at Suncor Energy’s refinery site north of Denver to the state health 
department. As of December 5, between 2,730 and 2,814 gallons of a gasoline-like 
liquid oozing from creek banks had been collected in the trench, said an EPA 
emergency response manager. He said the EPA will be involved as the cleanup 
continues under health department direction. Samples drawn from water in the creek 
and from the South Platte River showed significantly elevated levels of cancer-causing 
benzene and other chemicals. A fisherman reported the spill to state officials November 
27 and remediation began November 28. Updated results were not available December 
5, but the manager said “the benzene should drop off” with the trench in place. 
Source: http://www.denverpost.com/news/ci_19477567 

22. December 5, Milwaukee Journal Sentinel – (Wisconsin) Methane pipe problem 
means soaring electric bill for MMSD. The Milwaukee Metropolitan Sewerage 
District has received an unexpected utility bill of $4,000 a day since early November as 
it buys electricity for the South Shore sewage treatment plant in Oak Creek, Wisconsin 
to replace energy customarily generated with methane, district officials said December 
5. The expense amounted to an estimated $84,000 last month, but the unbudgeted bill 
could soar to a total of $448,000 by the end of February if repairs to the plant’s 
methane gas distribution system require a projected 3 additional months to complete. In 
November, South Shore plant workers were repairing a section of corroded iron pipe 
used to drain water vapor from other pipes in the system when they determined 
corrosion problems were more widespread, according to the district technical services 
director. Methane was leaking from an undetermined location, so the network of pipes 
used to deliver gas to above ground storage tanks and turbine generators was shut down 
for safety reasons. Methane continues to be produced at the sewage plant, and the 
volume that cannot be burned in turbines — 13 million cubic feet of the gas in 
November — is burned in two flares because there is no place to store it. The district’s 
commission held a special meeting December 5 to approve spending up to $235,000 to 
replace all of the 375 feet of 3-inch drain pipe. A private operator of district facilities, 
was hired to do the work and study the condition of 600 more feet of larger gas 
distribution pipe at the plant. 
Source: http://www.jsonline.com/news/milwaukee/methane-leak-means-soaring-
electric-bill-for-sewer-district-9c3anle-135058523.html 

[Return to top]  
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Public Health and Healthcare Sector 

23. December 6, Bloomberg – (National) Bayer withheld Yasmin data from U.S., 
former agency chief says. A Bayer AG unit withheld from U.S. regulators findings by 
company researchers of increased reports of blood clots in users of its Yasmin birth-
control pills, the former head of the Food and Drug Administration said. The former 
FDA commissioner, in a document unsealed December 5 in federal court in Illinois, 
said Bayer did not include an analysis “that demonstrated an increase in the U.S. 
reporting rate” for venous thromboembolism (VTE), or clots, in a 2004 review of 
Yasmin’s safety provided to the agency. The report also did not include an earlier draft 
opinion by company researchers that “spontaneous reporting data do signal a difference 
in the VTE rates for Yasmin” compared with other oral contraceptives, he said, quoting 
the draft. The company also promoted the oral contraceptive for unapproved uses, 
particularly for treatment of premenstrual syndrome. Bayer faces more than 10,000 
lawsuits over injuries allegedly caused by the contraceptives. Lawyers suing the 
drugmaker cited FDA reports of at least 50 deaths tied to the pills from 2004 to 2008. 
The first trials are scheduled for next month in federal court in Illinois, and state court 
in Philadelphia, Pennsylvania. 
Source: http://news.businessweek.com/article.asp?documentKey=1376-
LVQYL56S972I01-7V9D1IMKMU35U8DIJ4NU7MFOEJ 

[Return to top]  

Government Facilities Sector 

24. December 5, KXTV 10 Sacramento – (California) 2 arrested in Rio Linda school 
vandalism. Crews spent December 5 boarding up windows and sweeping broken glass 
at Rio Linda Elementary School in Rio Linda, California. Vandals broke 23 windows at 
the school. A neighbor heard a pellet gun being fired early December 5 and called the 
Twin Rivers Police Department. When officers arrived, they found one person jumping 
over the school fence. A police helicopter spotted another person. Police took those two 
men into custody. The damage was estimated at several thousand dollars. 
Source: http://www.news10.net/news/article/166584/2/2-arrested-in-Rio-Linda-school-
vandalism 

25. December 5, KMSP 9 Eden Prairie – (Minnesota) Maple Grove teacher on leave 
after science class explosion. A Maple Grove Junior High science teacher is on paid 
leave while the school district investigates an experiment mishap that burned four 
students in Maple Grove, Minnesota, KMSP 9 Eden Prairie reported December 5. 
Three students were treated and released from Hennepin County Medical Center for 
burns they received in the methanol-fueled explosion December 1. A fourth student 
suffered severe burns to his face and was hospitalized until the weekend of December 3 
and December 4. 
Source: http://www.myfoxtwincities.com/dpp/news/matt-achor-maple-grove-teachr-
leave-methanol-dec-5-2011 
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26. December 5, Associated Press – (Pennsylvania) Philly school to be closed amid 
hazmat probe. A Catholic high school in Philadelphia was closed December 6 while 
officials investigate what caused dozens of people to seek treatment for eye and skin 
irritation during a weekend cheerleading competition. The Archdiocese of Philadelphia 
said Father Judge High School was closed December 5 for a previously scheduled in-
service day. Officials inspected the school’s gym, but could not determine the source of 
the irritant that forced dozens of people to seek medical treatment December 4. The 
archdiocese said the school would remain closed December 6 so officials could do 
additional testing. 
Source: http://www.wtrf.com/story/16193804/philly-school-to-be-closed-amid-hazmat-
probe 

27. December 5, WNBC 4 New York – (New York) Bronx school evacuated after pepper 
spray incident. About 14 people were overcome December 5 after pepper spray was 
released in a school cafeteria in the Bronx borough of New York City. Banana Kelly 
High School was evacuated at 2 p.m. after students sprayed the substance. Ten children 
and four adults were affected, according to officials on the scene. Nine of the students 
were taken to Lincoln Hospital for evaluation. The school was evacuated, sending close 
to 1,000 students into the street. 
Source: http://www.nbcnewyork.com/news/local/135044618.html 

For more stories, see items 7, 8, and 12  
 
[Return to top]  

Emergency Services Sector 

28. December 6, KMSP 9 Eden Prairie – (Minnesota) 2 Airlifted after Cambridge 
Ambulance Crash. Officials said two people were airlifted after an Allina ambulance 
crashed with another vehicle in Cambridge, Minnesota, December 5, while transporting 
a patient to Abbott Northwest Hospital in Minneapolis for treatment. The crash 
happened as the ambulance was leaving Cambridge Hospital just before 2 p.m. A 
Minnesota State Patrol lieutenant said the ambulance had been traveling southbound 
with lights and siren on when a car pulled out in front of it. Officials said the 
ambulance broadsided the car and then collided with a garbage truck. According to 
Allina, the patient who was being transported to Minneapolis was returned to 
Cambridge Hospital for evaluation before a helicopter arrived to transport the patient to 
Abbott Northwestern Hospital. The lieutenant said the man driving the car was airlifted 
from the scene and was taken to another hospital with non-life threatening injuries. The 
two-person ambulance crew was also taken to Cambridge Hospital for evaluation 
following the crash. 
Source: http://www.myfoxtwincities.com/dpp/news/3-Injured-in-Ambulance-Crash-in-
Cambridge-Minn-dec-5-2011 

29. December 6, Detroit Free Press – (Michigan) Hutaree member pleads guilty; FBI 
report released. On December 5, the FBI released a report which offers a first-of-its-
kind glimpse into the inner workings of the Hutaree militia group accused of plotting a 
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violent anti-government revolt in the backwoods of southeastern Michigan. The report 
was disclosed on the same day one of the group’s members pleaded guilty to his role in 
the plot, admitting he was a Hutaree member, and one of the group’s goals was to use 
explosive bombs against local and federal law enforcement officers. His admissions 
mirrored the conclusions of the FBI report. The report cited the findings of a 
confidential informant who had infiltrated the group, and suspected an attack was 
imminent. On December 5, nearly 2 years later, one of the members cut a deal with the 
government in admitting to his role in the plot — a confession that will land him in 
prison for 5 years. The deal spared him a potential life sentence. The remaining eight 
defendants are scheduled to go on trial February 7. 
Source: http://www.freep.com/article/20111206/NEWS01/112060341/Hutaree-
member-pleads-guilty-FBI-report-released 

30. December 5, Washington Post – (Oregon) Warning shots, chemical spray used to 
break up fights involving 50 inmates at Oregon prison. Guards at a state 
penitentiary in Salem, Oregon, fired warning shots and used chemical spray to break up 
multiple fights involving about 50 inmates in the prison yard. An Oregon corrections 
department spokeswoman said two staffers and one inmate suffered minor injuries in 
the December 5 fights. She said many inmates were taken to disciplinary segregation. 
Inmates who were not involved were being returned to their housing units. The prison 
has been placed on modified lockdown, with all activities and visits canceled. Oregon 
State Police were notified and the fights are under investigation. 
Source: http://www.washingtonpost.com/national/warning-shots-chemical-spray-used-
to-break-up-fights-involving-50-inmates-at-oregon-
prison/2011/12/05/gIQA8NmwXO_story.html 

31. December 4, New York Post – (New York) Man walks into B’klyn stationhouse with 
fake ‘bomb’. A man walked into a stationhouse in the Bay Ridge section of Brooklyn, 
New York City, December 4 and claimed he was carrying an explosive device. “I have 
a bomb!” the 40-year-old allegedly shouted when he entered the 68th Precinct’s 
headquarters, police sources said. Police whisked him outside and told him to leave the 
“bomb,” which was wrapped in a bag, on the street. The officers notified the 
emergency service unit in an adjoining building, and the New York City Police 
Department Bomb Squad also responded to secure the scene and shut down the block. 
Inside the bag was an empty propane tank, part of a lamp, and a section of circular 
hose, sources said. As he was taken into custody, the man said he had planted another 
bomb in a blue van parked outside a building located about 2 miles away on Fort 
Hamilton Parkway near 83rd Street. Police rushed to the scene and evacuated the 
building. They then checked the van but found nothing suspicious, and residents were 
allowed to return to their apartments. The man is charged with placing a false bomb 
and making terrorist threats, both felonies. He was taken to Lutheran Hospital for a 
psychiatric evaluation. 
Source: 
http://www.nypost.com/p/news/local/brooklyn/man_tells_klyn_firehouse_he_has_fPQ
MnHqLhVte3P5v02uDYJ?CMP=OTC-rss&FEEDNAME= 
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Information Technology Sector 

32. December 6, Softpedia – (International) HP publishes list of LaserJet printers 
susceptible to malicious firmware update. After the controversial study about HP 
LaserJet printers that could be set on fire was released to the public, HP quickly came 
forward to defend its reputation, Softpedia reported December 6. The first move they 
made was to publish November 30 the list of devices that could be impacted by the 
installation of an unauthorized printer firmware. “A potential security vulnerability has 
been identified with certain HP printers and HP digital senders. The vulnerability could 
be exploited remotely to install unauthorized printer firmware,” reads the security 
bulletin. HP LaserJet Enterprise 500 color M551, HP LaserJet Enterprise 600 M602, 
HP LaserJet M3035, HP Color LaserJet CP4005, HP LaserJet P4515, and HP LaserJet 
Enterprise M4555 MFP are just a few of the models out of the 40 or so listed by the 
company. Essentially, customers who purchased HP LaserJet models that were 
manufactured before 2009 may be susceptible to the attack. Meanwhile, until they 
come up with a more permanent solution to the issue, an advisory was published so 
customers can learn how to secure their devices against unauthorized access. 
Source: http://news.softpedia.com/news/HP-Publishes-List-of-LaserJet-Printers-
Susceptible-to-Malicious-Firmware-Update-238526.shtml 

33. December 6, H Security – (International) Opera 11.60 fixes security bugs. Version 
11.60 of Opera has been released and closes three security holes in the Web browser, H 
Security reported December 6. Code-named “Tunny,” the update addresses a 
vulnerability affecting some two- and three-letter top-level domains (TLD) that could 
allow cookies to be set for the TLD itself; these cookies could then be read by other 
sites using that TLD. A problem related to a weakness in the SSL v3.0 and TLS 1.0 
specifications, which could be used for eavesdropping attacks against some 
applications, and a cross-domain information leakage problem in the JavaScript “in” 
operator have also been fixed. 
Source: http://www.h-online.com/security/news/item/Opera-11-60-fixes-security-bugs-
1390865.html 

34. December 5, threatpost – (International) Carberp and Black Hole exploit kit 
wreaking havoc. In the last month, there has a been a major spike in the volume of 
Carberp infections related to attacks from sites hosting Black Hole, mostly exploiting 
Java vulnerabilities, threatpost reported December 5. Much of the jump in activity 
occurred in Russia, and the attackers are targeting online payment systems primarily. 
However, the rise in Carberp infections is not limited to Russia. Researchers at Eset 
found in November that infections by the trojan tripled overall from the previous 
month. Attackers are using sites that have previously been infected with Black Hole as 
launching points for drive-by download attacks against visitors and install Carberp after 
the exploit attempt succeeds. 
Source: http://threatpost.com/en_us/blogs/carberp-and-black-hole-exploit-kit-wreaking-
havoc-120511 

For more stories, see items 5 and 36  
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Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

35. December 5, Bryan County News – (Georgia) Repairs to GPB radio tower in 
Pembroke under way. Repairs to Savannah’s Georgia Public Broadcasting (GPB) 
radio tower located in Pembroke are under way as the company works to restore full 
power after a lightning strike damaged the tower in November, Byran County News 
reported December 6. While the company makes repairs, GPB moved the programming 
to an alternative tower. The temporary signal does not provide complete coverage to 
the greater Savannah area, so some listeners may experience outages or lower signal 
strength. People who listen to WSVH 91.1 as well as viewers of the GPB television 
station, Savannah’s WVAN 9, may experience intermittent outages as repairs are made. 
WSVH listeners can access GPB Radio via live stream at 
http://www.gpb.org/radio/listen-live. 
Source: http://www.bryancountynews.net/section/101/article/17398/ 

[Return to top]  

Commercial Facilities Sector 

36. December 6, Softpedia – (International) International Checkout hacked, customer 
credit cards abused. International Checkout customers received e-mails that alert them 
to the fact the organization has recently fallen victim to a cyberattack which resulted in 
the theft of a large quantity of personal information, including credit card details, 
Softpedia reported December 6. It seems the breach was discovered sometime in mid-
September, and an investigation was immediately started. Besides the fact that the 
authorities were notified of the issue, the credit card information from the databases 
was removed to make sure no one still had access. Even though the information was 
encrypted, the attacker managed to obtain the encryption key that was stored in a 
separate location. The company is advising customers to closely monitor their bank 
account statements for any suspicious transactions. Bank account numbers were not 
exposed, but credit cards numbers were, and in some situations the financial institutions 
involved may recommend changing the account number. 
Source: http://news.softpedia.com/news/International-Checkout-Hacker-Customer-
Credit-Cards-Abused-238650.shtml 

37. December 5, White Plains Journal News – (New York) Port Chester building closed 
after fire reveals violations, authorities say. A multi-business building in Port 
Chester, New York has been closed indefinitely after an early morning fire December 5 
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exposed numerous code violations, authorities said. The Port Chester fire chief said 
about a dozen stores and offices would not be opened any time soon because of the 
violations, most of them with the electrical system. An overloaded circuit in the rear of 
an office caused a fire late December 4 that burned undiscovered overnight. 
Firefighters found smoke pouring out of the building and broke down the front door of 
an office to find heat and smoke problems. The fire apparently started in the rear of the 
office, but heat and smoke damage was found upstairs too. The fire was under control 
after about 15 minutes, but firefighters remained on the scene for several hours 
afterward. About 35 firefighters in four engines and a ladder truck were on the scene, 
along with the fast team from the town of Mamaroneck, the county’s cause & origin 
investigators, and the village building inspector. 
Source: http://www.lohud.com/article/20111205/NEWS02/111205003/Smoky-fire-
damages-offices-downtown-Port-Chester 

38. December 5, Associated Press – (Florida) Navy training mine washes ashore on Fla. 
beach. A bomb squad December 5 removed a U.S. Navy training mine that authorities 
said washed ashore on Miami Beach, Florida, in an area dotted by numerous 
condominiums. Police cordoned off the area around the beached mine with yellow tape 
and kept bystanders away as fire rescue crews and a bomb squad arrived. Photos of the 
6-foot-long, 2-foot-wide mine were sent to the Navy, a fire rescue spokesman said. The 
mine was loaded onto a truck and hauled away. The mine, which was painted white, 
still appeared to be live but it was not as explosive as a regular mine. It was not 
immediately known how the mine washed ashore or where it came from. 
Source: http://www.militarytimes.com/news/2011/12/ap-navy-training-mine-washes-
ashore-beach-120511/ 

39. December 5, Associated Press – (Maryland) Authorities say 2 suffer injuries after 
upper-level escalator at FedEx Field suddenly stops. Authorities said two men were 
taken to hospitals for minor injuries after an escalator at FedEx Field in Kent, Maryland 
came to a sudden stop as the crowd was leaving the stadium following a National 
Football League game, December 4. It is not clear why the upper-level escalator at 
Gate A came to a stop as a large portion of the crowd began to leave just before the end 
of the Washington Redskins home game, but Prince George’s County police are 
investigating. Authorities said several people were evaluated, but just two people were 
taken to the hospital. 
Source: http://www.washingtonpost.com/local/authorities-say-2-suffer-injuries-after-
upper-level-escalator-at-fedex-field-suddenly-
stops/2011/12/05/gIQAbPtIVO_story.html 

For more stories, see items 1, 5, 31, and 40  
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National Monuments and Icons Sector 
 

Nothing to report 
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Dams Sector 

40. December 5, Associated Press – (Missouri; Illinois) Corps of engineers warns of 
flood risk at Birds Point Levee. The U.S. Army Corps of Engineers said it is likely 
there will be more flooding along a Mississippi River floodway in southeast Missouri 
in the near future. Based on forecasts of unseasonably high river levels there is a 
“significant risk” of more flooding along the Birds Point Floodway that was inundated 
earlier this year. In May, the Corps blew three holes in the levee to relieve pressure at 
the height of the Mississippi River flooding that was threatening nearby Cairo, Illinois. 
About 130,000 acres of farmland were damaged, along with dozens of homes. The 
Corps said weather patterns that include heavy rains in the region are expected through 
the middle of December. Higher than usual levels of precipitation are also forecast 
through spring. 
Source: http://www.kait8.com/story/16043513/corps-of-engineers-warns-of-flood-risk-
at-birds-point-levee 
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About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday through Friday] 
summary of open-source published information concerning significant critical infrastructure issues. The DHS Daily 
Open Source Infrastructure Report is archived for ten days on the Department of Homeland Security Web site: 
http://www.dhs.gov/iaipdailyreport 

Contact Information 
Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS 

Daily Report Team at (703)387-2267  

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 
instructions to Get e-mail updates when this information changes.  

Removal from Distribution List: Send mail to support@govdelivery.com.  

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@dhs.gov or (202) 282-9201.  
To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visi
their Web page at www.us-cert.gov. 

Department of Homeland Security Disclaimer 
The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material.  
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