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• For the third time in 5 months, Flying Food Group of Chicago is recalling ready-to-eat 
food items produced in its Lawrenceville, Georgia plant because they may be contaminated 
with Listeria monocytogenes. – Food Safety News (See item 25)  

• A five-building fire in Pulaski, Wisconsin displaced dozens of residents, damaged many 
businesses, and injured two firefighters. – Green Bay Press-Gazette (See item 53)  
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: LOW, Cyber: LOW 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. December 5, Los Angeles Times – (California) 26,000 customers still without power 
after windstorm. A shrinking but still substantial number of Los Angeles, California, 
area residents remained without power December 5, 4 days after the height of a 
damaging windstorm. As of 6 a.m., Southern California Edison reported 26,783 
customers remained without power, concentrated in the San Gabriel Valley and 
foothills communities. There were no reports of additional outages from the winds 
December 4. The utility said it expected to restore service to nearly all of the customers 
still without power by 8 p.m. December 5. A utility spokesman said at one point the 
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storm affected 419,000 customers throughout the company's service area. Los Angeles 
Department of Water and Power and Pasadena Water and Power officials reported 
service had been restored to all but a handful of customers by December 4. 
Source: http://latimesblogs.latimes.com/lanow/2011/12/southern-california-windstorm-
power-
outages.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed:+lan
owblog+(L.A.+Now)&utm_content=Google+Feedfetcher 

2. December 5, Public News Service – (Washington) Court to State: make WA oil 
refineries clean up their air. Five oil refineries in Washington will be under new 
pressure to clean up their airborne emissions as a result of a district court decision 
December 2. The Washington Environmental Council and the Sierra Club alleged the 
state and regional clean air agencies have been violating the Clean Air Act by not 
requiring the refineries to reduce pollution using what is termed "reasonably available 
technology." The state and regional clean air agencies said they have been waiting for 
more guidance from the U.S. Environmental Protection Agency (EPA), but a federal 
judge said the agencies have a responsibility to enforce the state clean air plan that is 
already in place, ruling in favor of the plaintiffs. Together, the five oil refineries in 
question are responsible for an estimated 6 to 8 percent of the climate-change pollution 
in the state. They are located in Anacortes, Blaine, Ferndale and Tacoma. They were 
represented by the Western States Petroleum Association. 
Source: http://www.publicnewsservice.org/index.php?/content/article/23587-1 

3. December 3, Associated Press – (Delaware) Pollutants released from Delaware 
refinery, again. For the second time in less than a week there has been a toxic release 
of gas from a refinery in Delaware City, Delaware. WDEL 1150 Wilmington reported 
December 3 that an electric motor at the Delaware City Refinery failed, resulting in the 
release of 200 pounds of hazardous sulfur dioxide into the air. A release November 27 
involved 1,000 pounds of carbon monoxide, 500 pounds of sulfur dioxide, and other 
hazardous chemicals. PBF Energy purchased the refinery in June 2010 and restarted 
operations at the refinery, which had been closed by previous owner Valero Energy in 
2009. 
Source: http://washingtonexaminer.com/news/2011/12/pollutants-released-delaware-
refinery-again/1971771 

4. December 2, Associated Press – (Colorado) EPA says Colo. refinery contamination 
declining. Federal officials said December 2 that initial water quality tests show levels 
of toxic chemicals are declining after a gasoline-like substance was detected seeping 
into a creek from a Denver-area refinery. An initial report the Environmental Protection 
Agency (EPA) released December 2 said the chemicals are rapidly dissipating because 
of evaporation and dilution. The agency's final report is expected to take up to 10 days. 
The seep from the Suncor Energy refinery into Sand Creek was detected the week of 
November 28, and officials were concerned it would flow into the South Platte River, a 
major source of drinking water, wildlife habitat, and agricultural water for Colorado 
and Nebraska. The EPA said crews have recovered between 20 and 50 gallons of an 
oily substance, but it was unclear how much may have seeped into the creek or made it 
into the river. Wildlife officials said there is no indication the spill has harmed 
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animals.The leak reported by the refinery this summer is about a half-mile away from 
where an oily substance began seeping into Sand Creek. More tests are needed to 
confirm the leak is the source. 
Source: http://www.businessweek.com/ap/financialnews/D9RCISSO0.htm 

5. December 1, WSPA 7 Spartanburg – (South Carolina) Train derails in downtown 
Spartanburg. A train derailment caused some major traffic delays and road closures in 
Spartanburg, South Carolina, December 4. Several cars ran off the track, and the city 
transfer station was damaged as a result. The derailment also spilled a large amount of 
coal, that covered the ground in the area. Several roads in the area were closed. Henry 
Street was closed for the longest, through the afternoon December 4. CSX said the train 
originated in Kentucky, and was hauling coal to Georgia. A spokesperson said six cars 
derailed, four turning over. Cleanup was underway and the railroad track opened late 
December 4. 
Source: http://www2.wspa.com/news/2011/dec/04/3/train-derails-downtown-
spartanburg-ar-2799273/ 

For more stories, see items 7 and 24  
 
[Return to top]  

Chemical Industry Sector 

6. December 5, Associated Press – (West Virginia; Ohio) W.Va. science panel suggests 
link between C8, pregnancy-induced hypertension. A study of residents living near a 
DuPont plant near Parkersburg, West Virginia suggests a possible link between a 
chemical and hypertension among pregnant women. A three-member C8 Science Panel 
released the study on reproductive issues associated with the chemical, also called 
perfluorooctanoic acid, December 5. Researchers interviewed 15,000 women from the 
Mid-Ohio Valley in 2009 and 2010 who had participated in earlier C8 studies. The 
panel said it didn't find a link between C8 and pre-term birth, low birthweights, and 
miscarriages. The panel was named as part of a settlement of a lawsuit filed by Mid-
Ohio Valley residents against DuPont that claimed C8 contaminated water supplies in 
Ohio and West Virginia. DuPont uses C8 at its Washington Works plant. DuPont said it 
did not believe C8 causes pregnancy-induced hypertension. 
Source: 
http://www.therepublic.com/view/story/d2ecefcd16f347abb38bc3ca1dcd1b06/WV--
C8-Study/ 

7. December 3, Bloomberg – (National) EPA relaxes some emissions limits for 
industrial boilers. The U.S. Environmental Protection Agency (EPA) revised 
emissions standards for industrial boilers, saying the changes provided more flexibility. 
The agency December 3 issued the latest version of a plan to reduce emissions of air 
pollutants such as mercury and soot after announcing the rule February 21. While the 
EPA is easing previous requirements to limit dioxin emissions, it is adopting standards 
for mercury and hydrogen chloride that are higher than what it proposed before. The 
rule, which may require upgrades of pollution controls at chemical manufacturers, 
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refineries, and paper mills, will cost $1.49 billion a year, about $90 million more than a 
previous estimate, because about 300 more boilers would be affected, the agency said 
in a fact sheet. The U.S. President has said the rule is among the three most expensive 
regulations under consideration. The EPA proposed the rule in February on orders of a 
federal court. It said May 16 it would delay implementation, to provide more time for 
public comment. With the latest changes, the standards will affect about 14,000 boilers, 
fewer than 1 percent of those in the United States, the agency said. The changes will 
add flexibility by creating more categories of boilers with varying emissions limits, 
according to the EPA. Boiler operators will have 3 years to comply, and may seek an 
additional year if more time is needed to install pollution-control technology. The rules, 
which are meant to protect Americans from cancer and asthma, may prevent as many as 
8,100 deaths a year, the agency said. It said it would make proposed changes final in 
the spring of 2012, following a 60-day comment period to begin after the rule is 
published in the Federal Register. 
Source: http://www.businessweek.com/news/2011-12-03/epa-relaxes-some-emissions-
limits-for-industrial-boilers.html 

For more stories, see items 2, 3, 26, 32, 33, and 35  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

8. December 5, Los Angeles Times – (International) Radioactive water found leaking 
from Japanese nuclear plant. More than 45 tons of highly radioactive water leaked 
from the Fukushima Daiichi power station in Japan the weekend of December 3-4, with 
some of the water possibly reaching the nearby Pacific Ocean, the utility that operates 
the plant said. Since March, utility engineers have attempted to cool the ailing plant's 
reactors by flooding them with water, which becomes contaminated with radioactivity 
in the process. According to a statement on the utility’s Web site, workers discovered 
radioactive water was pooling in a runoff container near one of the circulatory cooling 
system's water filtration devices. The system was shut down and the leak apparently 
ceased, but workers later found highly radioactive water leaking from cracks in the 
container’s concrete wall into a gutter that leads to the ocean. The water was measured 
at 16,000 becquerels per liter of cesium-134, and 29,000 becquerels per liter of cesium-
137, the utility said. Those numbers are 270 times and 322 times higher, respectively, 
than government safety limits, experts said. 
Source: http://latimesblogs.latimes.com/world_now/2011/12/fukushima-daiich-nuclar-
power-plant-march-11-earthquake-and-tsunami-nculear-meltdown.html 

9. December 5, Bloomberg – (International) Greenpeace activists break into French 
nuclear reactor. Greenpeace activists broke into a nuclear reactor southeast of Paris, 
December 5, to highlight what the environmental group described as a lack of security 
at France’s atomic plants. EDF, the operator of France’s 58 reactors, said nine people 
were arrested and no force was used against the intruders. None of the campaigners 
breached a “highly protected zone” where the nuclear fuel and control installations are 
located, according to the head of EDF's French reactors. Seven of the protesters were 
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caught within 2 hours of breaking into the plant, while the remaining two eluded 
capture for another 2 hours. 
Source: http://www.businessweek.com/news/2011-12-05/greenpeace-activists-break-
into-french-nuclear-reactor.html 

10. December 3, Boston Globe – (Ohio) Ohio nuclear plant with cracked building can 
open. Federal regulators allowed the Davis-Besse nuclear power plant near Toledo, 
Ohio, to reopen after being satisfied that cracks discovered in concrete at the plant did 
not pose a safety concern. The Nuclear Regulatory Commission said December 2 the 
operator of the plant had given them reasonable assurance that cracks found on the 
outside of the reactor containment building do not pose a safety threat. Plant operator 
FirstEnergy Corp. said it will closely monitor the containment building and try to find 
out what led to the cracks. 
Source: http://articles.boston.com/2011-12-03/news/30472420_1_nuclear-plant-
reactor-containment-building 

[Return to top]  

Critical Manufacturing Sector 

11. December 1, U.S. Consumer Product Safety Commission – (National) Halloween 
projection flashlights recalled by Nygala Corp. due to fire and burn hazards. The 
U.S. Consumer Product Safety Commission, in cooperation with Nygala Corp., 
December 1 announced a voluntary recall of about 10,000 Halloween Projection 
Flashlights. The flashlights can overheat, blister, and melt, posing fire and burn hazards 
to consumers. The firm has received one reported incident involving a flashlight that 
overheated, blistered, and melted. The flashlights were sold at discount stores in 
California, Connecticut, Florida, Maryland, New Jersey, New York, Pennsylvania, 
Texas, and Utah from August 2010 through October 2011. 
Source: http://www.cpsc.gov/cpscpub/prerel/prhtml12/12051.html 

12. December 1, U.S. Department of Transportation – (National) NHTSA recall notice - 
Honda GL 1800 secondary master cylinder. Honda announced December 1 a recall 
of 126,000 model year 2001-2010 and model year 2012 GL1800 Goldwing 
motorcycles. Under certain conditions, there is a possibility the combined braking 
system's secondary master cylinder may cause the rear brake to drag. Unexpected 
braking increases the risk of a crash, and riding the motorcycle with the rear brake 
dragging may generate enough heat to cause it to catch fire. Honda will notify owners, 
and dealers will inspect the secondary master cylinder and if necessary, replace it. 
Source: http://www-
odi.nhtsa.dot.gov/recalls/recallresults.cfm?start=1&SearchType=QuickSearch&rcl_ID=
11V567000&summary=true&prod_id=203755&PrintVersion=YES 

13. November 28, U.S. Department of Transportation – (National) NHTSA recall notice - 
Subaru Impreza, Legacy, and Outback brake master cylinder. Subaru announced 
November 28 a recall of 31,959 model year 2012 Impreza sedans and wagons (except 
WRX/STi models) manufactured from April 21, 2011 through November 15, 2011, and 
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Legacy and Outback vehicles manufactured from April 21, 2011 through November 15, 
2011. The vehicles may be equipped with a brake master cylinder that could 
malfunction and cause an increase in the amount of brake pedal travel distance required 
to slow or stop the vehicle. The driver might misjudge the amount of brake pedal travel 
required to achieve the desired stopping distance. This could occur unexpectedly and 
without prior warning, increasing the risk of a crash. Subaru will notify owners, and 
dealers will inspect the brake master cylinder and if necessary, replace it. 
Source: http://www-
odi.nhtsa.dot.gov/recalls/recallresults.cfm?start=1&SearchType=QuickSearch&rcl_ID=
11V562000&summary=true&prod_id=1364778&PrintVersion=YES 

[Return to top]  

Defense Industrial Base Sector 
 

Nothing to report 
 

Return to top[ ]  

Banking and Finance Sector 

14. December 5, Associated Press – (Kentucky; Tennessee) Couple accused in 'Bad Hair 
Bandit' bank robberies. A husband and wife were being held December 5 in a 
southern Kentucky jail in the "Bad Hair Bandit" bank robberies. The couple were held 
on robbery charges at the Whitley County Jail. Police said the husband confessed to 
seven bank robberies in Kentucky and Tennessee, according to WKYT 27 Lexington. 
The wife told the station she threw a bag containing a BB pistol off a bridge into a 
river, but did not say where. The couple married in June at about the time of the first 
robbery. Their arrests came December 2. The "Bad Hair Bandit" nickname came from 
the fact that the bank robber wore a number of ill-fitting wigs as disguises. 
Source: http://www.wlky.com/r/29922648/detail.html 

15. December 5, Help Net Security – (International) U.S. financial fraud increasing 
rapidly. Cyber criminals are launching more and more sophisticated attacks on U.S. 
wireless consumers, Help Net Security reported December 5. Research showed 
financial fraud and spam via SMS texts is growing at a rate of over 300 percent year 
over year. Cloudmark is tracking over 20 unique, financial related SMS attacks in the 
United States with thousands of variants on each attack. The attack techniques are 
becoming increasingly sophisticated and can include any combination of rapidly 
changing content, phone numbers, and MSISDN (a number uniquely identifying a 
mobile subscription). There are a number of recent SMS attacks. Two prominent 
examples include loan and gift card scams, and the more malicious credit card and bank 
fraud attacks. For the loan and gift card attacks, the scammers’ business model is based 
on referrals for loans, via either Web redirects that send traffic immediately to an 
affiliate program, or by accepting applications forwarded to affiliate programs. For the 
banking and credit card fraud attacks, the text in each fraudulent SMS appears as if it is 
coming from a major bank or credit card company such as Wells Fargo or Visa. The 
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attackers are sending texts with messages such as "Your Visa card has been 
deactivated. Please call [number] to reactivate it." When a recipient calls the number, 
they are asked for their name, bank card number, account number, expiration date, 
security/pin code and/or address –- all the data the criminals need to gain access to the 
credit card or bank account. In some cases, criminals created a replica of a victim’s 
bank card from the data provided. Cyber criminals are increasingly moving from 
targeted phishing via e-mail to mobile messaging. 
Source: http://www.net-security.org/secworld.php?id=12049 

16. December 4, Santa Maria Times – (California) 'Geezer Bandit' strikes 
again. California’s so-called "Geezer Bandit" apparently has struck again, this time at a 
Bank of America in San Luis Obispo. The gray-haired robber approached a teller about 
5:40 p.m. December 2, pointed a handgun, and demanded money. The teller complied 
and the robber left with an undisclosed amount of cash, which included a "dye pack." 
Once in the parking lot, the dye pack exploded and apparently caused the suspect to 
drop some of the money and the note he used inside the bank. He walked toward Marsh 
Street where he dropped some more money. A witness saw a vehicle — described as a 
white BMW Five Series car — leave a parking stall on Marsh near Toro Street at a high 
rate of speed around the same time as the robbery. Police are unsure if the two incidents 
are related. San Luis Obispo police described the suspect as an elderly white male 
about 6 feet 4 inches tall and weighing 175 pounds. He was wearing black slacks, a 
white shirt, a black tie, a blue baseball hat, and glasses. A witness in the bank during 
the robbery said the suspect’s face looked like plastic as if it was a mask or makeup, 
police said. The witness thought the suspect was purposely trying to look elderly. The 
FBI says most of the Geezer Bandit’s 16 robberies, which began in 2009, have 
occurred in San Diego County. 
Source: http://santamariatimes.com/news/local/crime-and-courts/geezer-bandit-strikes-
again/article_70eaee86-1e3d-11e1-aece-0019bb2963f4.html 

17. December 3, V3.co.uk – (International) Cyber criminals launch bogus money 
transfer malware attacks. A new malware attack is luring victims by using Web-
based exploits to perform a "drive-by" malware download under the guise of an 
electronic money transfer, V3.co.uk reported December 3. Researchers at Solera 
Networks reported the attackers make use of Google's goo.gl link-shortening service to 
hide the location of the attack site. The attacks claim to originate from the "Electronic 
Payments Association" and notify potential victims of a failed direct deposit attempt. 
Clicking on the link included with the message redirects to a site that attempts to 
perform a number of exploits using vulnerabilities in Flash and Java. The director of 
threat research at Solera told V3 the attacks are part of a much larger trend in which 
cyber criminals target browser plug-ins and third-party components. The attacks also 
highlight the use of third-party link-shortening services. Other malware and spam 
operations have made similar use of such tools to insulate targets from the actual attack 
site. 
Source: http://www.v3.co.uk/v3-uk/news/2129904/malware-writers-launch-electronic-
payment-malware-attack 
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18. December 2, Minneapolis Star Tribune – (National) Upbeat end to bank loan 
fiasco. There was no shortage of risky bank loans that turned bad in the wake of the 
recession, but the failed $28.5 million loan from a group of banks to a boy band creator 
will surely go down as one of Minnesota's more unusual. Late December 1, a federal 
jury in Minneapolis concluded a South Carolina bank helped the music mogul defraud 
lenders, awarding $16 million to 26 banks, many in Minnesota. The manager is serving 
a 25-year sentence in Texas after pleading guilty to running a Ponzi scheme and bilking 
banks and investors out of $300 million or more. The group of mostly smaller, 
community banks agreed to lend $28.5 million to the man, presumably to finance an 
American version of a British TV show called "Top of the Pops." American Bank sank 
$5 million into the loan and was the lead bank in the loan package. For many of the 
banks, including a dozen in Minnesota and others in Montana, Maine, and Illinois, the 
loan losses were a significant financial blow. The man defaulted on the loan fairly 
quickly, as his business operation unraveled. He was arrested in Indonesia in 2007 after 
fleeing authorities. Mercantile Bank was the final participant in the American Bank 
loan, but was quickly paid off — the only bank to get its money back, an attorney said. 
Mercantile had extensive knowledge about the man's fraud, American Bank argued, 
including the fact the two accountants who prepared his financial records were 
fictitious. The most prominent and damning evidence, the attorney said, was an e-mail 
from a Mercantile employee to another saying a loan analyst had figured out that the 
accountants did not exist and that they had asked the manager to exit the bank. 
Source: http://www.startribune.com/business/134945353.html 

19. December 2, KDRV 12 Medford – (Oregon; Arizona) 'Fake Beard Bandit' pleads 
guilty. A bank robber was caught and said he is guilty of robbing almost a dozen banks 
including one in Medford, Oregon, KDRV 12 Medford reported December 2. He 
admitted to committing 10 robberies, including one at Premiere West Bank in 
September 2010. He wore a disguise, prompting police to call him the "Fake Bearded 
Bandit." He was arrested in Phoenix after another robbery. When investigators 
searched his home, they found more evidence. He reached a guilty plea on 7 of the 10 
robberies and faces a minimum of 8 years behind bars. 
Source: http://kdrv.com/news/local/232394 

20. December 2, Softpedia – (International) ‘Verified by Visa’ presents major security 
flaw. Trend Micro researchers discovered the technology behind the Verified by Visa 
trademark is much more unsecure than anyone would believe, and a coding error is not 
to blame; instead it is a design flaw that could be taken advantage of by criminals, 
Softpedia reported December 2. The 3 Domain Secure (3DS) security protocol 
introduced by Visa in 2001 was developed to prevent credit card fraud but, in practice 
it is inefficient. When users make an online transaction protected by Visa, they are 
redirected to a verification page that requires confirmation of some details and a 
password. Since the merchant does not come in contact with users' details at any point, 
the transaction should be secure. A problem emerges due to the password reset feature. 
When a customer accesses the reset password function, she is presented with a form 
that requires some details of the cardholder to prevent fraud, but the problem is all the 
data can be found on the physical credit card. Signature panel code, expiration date, 
cardholder name, and birth date is requested from the customer to complete the reset 
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process. All the details except for the birth date are printed on the card, but also, these 
are the details first obtained by any cybercriminal in operations that target credit cards. 
Researchers propose this verification method should be at least updated to encapsulate 
a secret question, a one-time password reset URL should be sent to the user’s e-mail, 
and the entire procedure should result in a notification. The 3DS security protocol is not 
only used by Visa. Web sites that display MasterCard Secure Code, J/Secure (JCB 
International), and SafeKey (American Express) implement the same technology. 
Source: http://news.softpedia.com/news/Verified-by-Visa-Presents-Major-Security-
Flaw-238187.shtml 

[Return to top]  

Transportation Sector 

21. December 4, WCBS 2 New York – (New York) Suspect in fatal Queens bus shooting 
faces multiple charges. The suspect accused in a December 2 deadly shooting 
rampage that ended on a New York city bus faces multiple charges in Queens. He is 
charged with murder and attempted murder. Police said before unleashing a hail of 
bullets on the bus, he shot a teenager inside a nearby apartment. The teen jumped out of 
a window and later died of his injuries. Police also accused the suspect of opening fire 
on a Q111 bus, killing one person and wounding another. The wounded victim was 
shot in the face but survived. 
Source: http://newyork.cbslocal.com/2011/12/04/suspect-in-fatal-queens-bus-shooting-
faces-multiple-charges/ 

22. December 4, Lubbock Avalanche-Journal – (Texas) Icy roads a factor in wave of 
Lubbock crashes. Temperatures hovering around freezing and waves of rain 
December 3 made for slick, icy roads around the Hub City, keeping Lubbock, Texas 
police busy responding to more than 60 crashes in just 4 hours. The Texas Department 
of Public Safety (DPS), South Plains first responders, and Lubbock police reported a 
bunch of fender benders and modest crashes as drivers hit slick roads, but none of the 
mishaps resulted in serious or life-threatening injuries. 
Source: http://lubbockonline.com/local-news/2011-12-03/icy-roads-factor-wave-
lubbock-crashes#.Ttz7llZinus 

23. December 4, Lincoln Journal Star – (Nebraska) Toddler killed in I-80 crash. A 
toddler died when a semitrailer crashed into the back of a car on Interstate 80 at the 
Waverly interchange in Lincoln, Nebraska December 3, as drivers struggled in the 
season's first measurable snowfall. The snowfall — which totaled about 2 inches in 
Lincoln, but fell in much greater amounts elsewhere — caused trouble for motorists 
across the state. The slush created a layer of ice on many streets as the temperature 
dropped, said an employee with the National Weather Service. Police in Lincoln had 
responded to more than 70 crashes by the end of the night. Lancaster County sheriff's 
deputies handled a pair of injury accidents and a handful of other crashes throughout 
the day, in addition to helping 17 motorists with other issues. 
Source: http://journalstar.com/news/local/toddler-killed-in-i--crash/article_65132648-
9bcc-5122-b19d-cdc94fe803b3.html 
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For more stories, see items 5, 53, and 55  
 
[Return to top]  

Postal and Shipping Sector 
 

Nothing to report 
 
[Return to top]  

Agriculture and Food Sector 

24. December 5, Associated Press – (Alaska) Several people injured in fire at gas station 
store near Alaska's Denali National Park. Authorities said a raging fire destroyed a 
gas station convenience store near Alaska's Denali National Park late December 4 and 
injured several people. An Alaska state trooper said three of the injured were 
hospitalized, but several others were treated for burns at the scene. He said crews 
suspect an explosion near a checkout counter inside the store possibly touched off the 
fire in Cantwell. Firefighters received a call about the fire about 6 p.m.; 4 hours later it 
had greatly diminished. The Fairbanks Daily News-Miner reported the firefighters were 
able to keep the flames away from the gasoline tanks and a propane tank. 
Source: http://www.winnipegfreepress.com/world/breakingnews/several-people-
injured-in-fire-at-gas-station-store-near-alaskas-denali-national-park-135013123.html 

25. December 5, Food Safety News – (Georgia) Sandwiches recalled due to Listeria 
concerns. Flying Food Group of Chicago is again recalling ready-to-eat food items 
produced in its Lawrenceville, Georgia plant because they may be contaminated with 
Listeria monocytogenes, Food Safety News reported December 5. This time the recall 
is of sandwiches distributed to RaceTrac gas stations in Georgia. Flying Food Group 
announced December 3 that production at its Lawrenceville facility has been suspended 
pending an investigation into the problem. In July, Flying Food Group recalled about 
240 pounds of ready-to-eat chicken used in some Starbucks bistro boxes for possible 
Listeria contamination, and then expanded the recall by an additional 6,901 pounds of 
chicken, turkey, beef, and pork products used in various wraps and salads. A few days 
later, it recalled all of its federally regulated products — sandwiches, parfaits, wraps, 
plates, and salads — because of the Listeria concerns. The latest recall involves 
Chicken Quarter Pounder, Chicken Quarter Pounder with Tomatoes, Ham Quarter 
Pounder, Ham Quarter Pounder with Tomatoes, and American Sub sandwiches. 
Source: http://www.foodsafetynews.com/2011/12/flying-food-group-of-chicago-based/ 

26. December 4, Louisville Courier-Journal – (Kentucky) Alcohol spills into lake at 
Heaven Hill distillery. Nearly 6,400 gallons of ethyl alcohol spilled from the back of a 
Heaven Hill distillery building December 3, triggering a hazardous-materials response 
from the Bardstown, Kentucky, Fire Department and state and federal environmental 
regulators. A temporary dike helped capture some of the 180-proof alcohol, but a large 
amount spilled down a creek and into a lake at the rear of the building, the Bardstown 
fire chief said. The spill occurred after a tanker delivered the alcohol to the distillery in 
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Nelson County. A shutoff valve between a large tank and a smaller tank was left open, 
allowing the liquid to flow into the smaller tank, which then overflowed into a 
containment area. But a separate valve — opened recently to release excess rainwater 
— had also been left open. That allowed the alcohol to flow across a gravel parking lot 
and into the creek and lake. 
Source: http://www.courier-
journal.com/article/20111204/NEWS01/312040053/Alcohol-spills-into-lake-at-
Heaven-Hill-distillery?odyssey=tab|mostpopular|text|FRONTPAGE 

27. December 4, Food Safety News – (Washington) Listeria test leads to butter 
recall. Golden Glen Creamery of Bow, Washington is voluntarily recalling butter 
produced November 2 because it has the potential to be contaminated with Listeria 
monocytogenes. A surveillance sample of the butter collected and analyzed by the 
Washington State Department of Agriculture (WSDA) was found to be positive for 
Listeria monocytogenes. The creamery said it ceased production and distribution of the 
butter as it, the U.S. Food and Drug Administration, and the WSDA continue their 
investigation to determine what caused the problem. The butter was distributed 
between November 7 and November 28. Earlier in December, Golden Glen Creamery 
recalled about 20 pounds of cheddar cheese distributed in Washington state after a 
surveillance sample tested positive for Listeria. 
Source: http://www.foodsafetynews.com/2011/12/listeria-test-leads-to-butter-recall/ 

28. December 4, Food Safety News – (National) Allergen alert: Almonds in 
cereal. Krasdale Foods of White Plains, New York is recalling Krasdale Crispy Honey 
Oats and Flakes because it may contain undeclared almonds, Food Safety News 
reported December 4. The recall was initiated after it was discovered that the product 
may contain almonds in packaging that did not reveal the presence of almonds. 
Krasdale Crispy Honey Oats and Flakes were distributed to independent retailers, C-
Town Supermarkets, and Bravo Supermarkets in New York, Connecticut, New Jersey, 
Pennsylvania, Rhode Island, and Massachusetts. 
Source: http://www.foodsafetynews.com/2011/12/allergen-alert-almonds-in-cereal/ 

29. December 4, WOOD 8 Grand Rapids – (Michigan) Fire, explosions at Allegan 
nursery. Fire and explosions destroyed one of the barns at an Allegan, Michigan 
nursery December 4, a fire that required assistance from four fire departments to 
extinguish. Officials said the barn was completely involved in flames when they arrived 
at Peterson's Riverview Nursery in the 800 block of 26th Street around 8:30 a.m. "We 
were told there was fuel inside," said the Gobles Pine Grove fire chief. There were 
other buildings close to the one that was burning. 
Source: http://www.woodtv.com/dpp/news/local/allegan_county/fire,-explosions-at-
allegan-nursery 

30. December 3, Food Safety News – (California) Allergen alert: Soy in frozen chicken 
products. Popkoff Frozen Food of San Francisco, doing business as Blossom Foods, is 
recalling about 500 pounds of frozen, pureed chicken products because of an 
undeclared allergen. The products contain the allergen, soy, which is not declared on 
the label, the U.S. Department of Agriculture's Food Safety and Inspection Service 
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(FSIS) said December 2. The problem was discovered by FSIS during a routine label 
review and may have resulted from a change in a product flavoring, which contained 
soy as an ingredient, which was inadvertently left off the label. The products were 
produced on various dates between May and November 29. They were sold to 
institutions in the San Francisco and Oakland areas in California, and directly to 
consumers via the Internet. The recalled products include: 5-ounce single-serving cups 
of "Blosson Foods — Dark and White Meat Chicken with Vegetables", and 5-pound 
bags of "Blossom Foods — Dark and White Meat Chicken with Vegetables." 
Source: http://www.foodsafetynews.com/2011/12/allergen-alert-soy-in-frozen-pureed-
chicken/ 

31. December 2, Bloomberg – (National) Monsanto corn may be failing to kill bugs in 4 
states, EPA says. Monsanto Co. corn genetically engineered to kill insects may be 
losing its effectiveness against rootworms in four states, the U.S. Environmental 
Protection Agency (EPA) said. Bloomberg reported December 2 that rootworms in 
Iowa, Illinois, Minnesota, and Nebraska are suspected of developing tolerance to the 
plants’ insecticide, based on documented cases of severe crop damage and reports from 
entomologists. Monsanto’s program for monitoring suspected cases of resistance is 
“inadequate,” the EPA said. The insects, which begin life as root-chewing grubs before 
developing into adult beetles, are among the most destructive corn pests, costing U.S. 
farmers about $1 billion a year in damages and chemical pesticides, according to the 
U.S. Department of Agriculture. Monsanto, the world’s largest seed company, 
introduced its rootworm-killing corn technology 2003. The modified corn was planted 
on more than 37 million acres in 2011, a Monsanto spokesman Monsanto said 
December 1. Monsanto should enact a remedial action plan in fields where resistance to 
the Bt insecticide is suspected, the EPA said. That includes having growers use 
conventional pesticide to kill adult rootworm beetles late in the season, and alternate 
pest control methods in the following season. Monsanto tested rootworms for resistance 
in Nebraska, Illinois, and Iowa, and should expand the monitoring to Colorado, 
Minnesota, South Dakota, and western Wisconsin because questions about the 
performance of Bt corn extends to all seven states, the EPA said in the memo. 
Source: http://www.businessweek.com/news/2011-12-05/monsanto-corn-may-be-
failing-to-kill-bugs-in-4-states-epa-says.html 

32. December 2, Arizona Republic – (Arizona) 13 hospitalized after ammonia explosion 
in Yuma. An ammonia explosion December 2 at Yuma Express Cooling in Yuma, 
Arizona resulted in 13 people being taken to hospitals, including two who were flown 
to treatment centers in Phoenix. Yuma Fire Department confirmed several people were 
exposed to varied degrees of ammonia. Eleven patients were evaluated and taken to 
Yuma Regional Medical Center, a spokesman said. In addition, three Yuma Fire 
Department and four Rural Metro personnel were also decontaminated and evaluated 
for their exposure to contaminated patients. A hazmat team was at the scene to ensure 
the safety of those exposed. The facility was evacuated and leaks had been contained 
by the evening of December 2. Officials believe the ammonia leak resulted from a 
failure of a connection to a condensing coil on a cooling tower. 
Source: http://tucsoncitizen.com/arizona-news/2011/12/02/13-hospitalized-after-
ammonia-explosion-in-yuma/ 
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For another story, see item 48  
 
[Return to top]  

Water Sector 

33. December 4, Northwest Indiana Times – (Chicago) Scientists ready for East Chicago 
dredging to begin. A long-delayed dredging of the Indiana Harbor and Ship Canal is 
scheduled to begin next summer, and researchers are expanding their study to measure 
toxic chemical levels. The U.S. Army Corps of Engineers plans to remove about 4.6 
million cubic yards of sediment from the harbor and canal, which the U.S. 
Environmental Protection Agency (EPA) says contains 362 toxic and cancer-causing 
substances, and is the most contaminated waterway in the Great Lakes area, the 
Northwest Indiana Times reported December 4. The EPA will permanently store the 
material at a disposal site along Indianapolis Boulevard at Riley Road. Scientists from 
four universities began measuring concentrations of one pollutant — polychlorinated 
biphenyls, or PCBs — in the blood of 50 participating West Side Junior High School 
students and their mothers in 2006. They will compare their findings to today's canal 
levels when dredging begins. The study will compare blood PCB levels and air samples 
collected over time in the families' homes, at nearby East Chicago Central High School 
and along the canal itself with data from a community of similar size in eastern Iowa 
with no known sources of PCBs. PCBs have been banned in the United States since 
1977, and the U.S. Department of Health and Human Services claims exposure to 
PCBs can cause cancer of the liver and biliary tract. The chemical also has been linked 
to problems with motor skills and a decrease in short-term memory in children. 
Source: http://www.nwitimes.com/news/local/lake/east-chicago/scientists-ready-for-
east-chicago-dredging-to-begin/article_a5ef4258-f3d7-5211-8150-be8047bd9e0b.html 

34. December 3, Associated Press – (Missouri) DNR says 23 drinking water systems fail 
to test. There are nearly two dozen drinking water systems in Missouri that have been 
consistently failing to complete drinking water tests. The Missouri Department of 
Natural Resources (DNR) said December 2 that 23 Missouri drinking water systems 
had at least three major monitoring violations in a 12-month period. The DNR said the 
most recent violations occurred in the third quarter of 2011. Those systems, however, 
represent less than 1 percent of about 2,800 public drinking water systems in Missouri. 
The DNR said failing to monitor does not necessarily mean the water is unsafe, but it 
noted routine testing is important to keeping a water supply safe. 
Source: 
http://www.connectmidmissouri.com/news/story.aspx?id=693436#.Tt0EAVavl_Y 

35. December 3, Jasckson Clarion-Ledger – (Ohio) Former Canton plant makes EPA 
Superfund list. A former wood treatment facility in Canton, Ohio, is on the 
Environmental Protection Agency's (EPA) Superfund list. A federal cleanup project is 
under way at the Southwestern Wood Preserving site, after 17 chemicals at levels over 
Safe Drinking Water Act standards were found in groundwater, the Jackson Clarion 
Ledger reported December 3. The Canton site was proposed for the National Priorities 
List in September. A listing makes the site eligible for a full cleanup under the 
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Superfund Program. After decades of no regulations, tons of hazardous waste have 
been cleaned from the Canton site, which is bordered on one side by Batchelor Creek. 
From 2009 to 2011, the EPA excavated contaminated soils and sediments from the 
bottom and banks of the creek and placed them with a second containment cell on site. 
The operation cost the EPA $12 million. About 1,100 feet of ditch was cleared, and 
more than 61,000 tons of waste materials were removed. A slurry wall was constructed 
to prevent site contamination from further migrating into the creek. 
Source: http://www.clarionledger.com/article/20111204/NEWS01/112040357/Former-
Canton-plant-makes-EPA-Superfund-list?odyssey=mod|newswell|text|Home|s 
http://www.clarionledger.com/article/20111204/NEWS01/112040357/Former-Canton-
plant-makes-EPA-Superfund-list?odyss-### 

For more stories, see items 1, 4, 6, and 26  
 
[Return to top]  

Public Health and Healthcare Sector 

36. December 5, Fierce Government IT – (National) State health departments using 
Social Security numbers as identifiers, finds audit. Thirty-four percent of state 
health departments screened in a Social Security Administration (SSA) audit collected 
and used mothers' Social Security numbers (SSN) in their newborn screening programs. 
Using mothers' SSNs as an identifier increases the risk of SSN misuse and the 
possibility of identity theft, the authors of the November 28 SSA Office of Inspector 
General (OIG) audit report found. Of the 50 state health departments surveyed by the 
OIG, 17 used SSNs as an infant-mother identifier, for tracking health screenings, or for 
billing information. Many health departments told auditors SSNs were not the primary 
identifier, but many said it was an important identification element, according to the 
report. Study authors said other unique identifiers besides SSNs could be used that do 
not put mothers at risk of identity theft. The OIG recommends SSA reach out to state 
health departments to encourage them to stop collecting mothers' SSNs in newborn 
screening programs. "While SSA cannot prohibit SSN collection and use, we believe it 
can take steps to enhance SSN integrity," said the report's authors. Agency officials 
concurred with the OIG's recommendations. 
Source: http://www.fiercegovernmentit.com/story/state-health-departments-using-
social-security-numbers-identifiers-finds-au/2011-12-05 

37. December 5, Associated Press – (New Jersey) Firefighters knock down blaze at 
Brick nursing home. A smoky fire at a Brick Township, New Jersey, nursing home 
sent 11 people to the hospital December 5, but no one was seriously hurt. The 5:30 a.m. 
blaze at the Laurelton Village Care Center was believed to have started in a wall-
mounted heating, ventilation, and air conditioning unit in a patient room, said a Brick 
Fire Department inspector. Most of the 128 patients in the facility were able to remain 
in other portions of the building, although some may need to be transferred to another 
facility the nursing home owns. Nine patients and two police officers who assisted the 
first firefighters to arrive were taken to Ocean Medical Center for smoke inhalation. 
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Source: 
http://www.nj.com/news/index.ssf/2011/12/firefighters_knock_down_blaze_1.html 

For another story, see item 7  
 
[Return to top]  

Government Facilities Sector 

38. December 5, WPVI 6 Philadelphia – (Pennsylvania) Dozens suffer eye irritation after 
event at Father Judge. Hazmat crews were trying to find the source of a problem at 
Father Judge High School in Northeast Philadelphia, where several people have been 
taken to the hospital with severe eye irritation December 4. Those affected had gone to 
a cheerleading competition. After the competition, they started complaining of serious 
eye problems. They were treated at local hospitals. Philadelphia Fire Department haz-
mat crews concentrated their search for the problem in the school auditorium and 
surrounding area. 
Source: http://abclocal.go.com/wpvi/story?section=news/local&id=8454827 

39. December 2, Lexington Herald-Leader – (Kentucky) Berea man is accused of stealing 
$8,100 worth of ammunition. A Berea man stole $8,100 worth of ammunition from 
the Blue Grass Army Depot in, Madison County, Kentucky, a federal grand jury 
charged, the Lexington Herald-Leader reported December 2. The man took ammunition 
belonging to the U.S. Army in July and August, according to the indictment. He faces 
up to 10 years in prison if convicted. A grand jury in Lexington indicted him December 
1. 
Source: http://www.kentucky.com/2011/12/02/1981159/berea-man-is-accused-of-
stealing.html#wgt=rcntnews 

For more stories, see items 36 and 43  
 
[Return to top]  

Emergency Services Sector 

40. December 5, Rochester Democrat and Chronicle – (New York) Firefighters express 
safety concerns over vacant properties. The Rochester, New York, city firefighters 
union has alleged a safety or health hazard regarding lack of information on the hazards 
inside vacant and condemned buildings in the city, citing the non-compliance and city 
budget cuts that eliminated all fire safety officers. Such buildings are supposed to be 
marked with reflective red placards detailing hazards such as being structurally 
unsound. However, city officials have been reluctant to follow the state fire code in this 
regard, fearing the signs wills infuriate neighbors and invite mischief. The complaint 
adds to earlier claims that the department is not complying with state and federal 
workplace safety regulations. The percentage of arson fires increased in 2009 and 2010. 
This year, there had been 71 fires in vacant structures to date as of midday December 1, 
the most recent numbers available. That compares to 67 at the same point last year.The 
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percentage of arson fires increased in 2009 and 2010. This year, there had been 71 fires 
in vacant structures to date as of midday Thursday, the most recent numbers available. 
That compares to 67 at the same point last year.  
Source: 
http://www.democratandchronicle.com/article/20111205/NEWS01/112050334/Fire-
vacant-Rochester-
safety>">http://www.democratandchronicle.com/article/20111205/NEWS01/11205033
4/Fire-vacant-Rochester- 
<http://www.democratandchronicle.com/article/20111205/NEWS01/112050334/Fire-
vacant-Rochester-safety> 

41. December 3, Associated Press – (Georgia) Teens riot at metro Atlanta youth 
detention center. At least two teens are facing charges after sheriff's deputies were 
called to help corrections officers with rioting inmates at a metro Atlanta youth 
detention facility, the Associated Press reported December 3. Deputies said there was 
significant damage at the Regional Youth Detention Center in Dallas, Georgia, 
including broken windows and flooded cells. Deputies were able to quickly subdue the 
unruly inmates. The Paulding County Sheriff's Office said two 17-year-olds were 
arrested and charged with inciting a riot. More charges may be filed against them. 
Authorities said no officers were hurt, but some of the teenage inmates were treated on 
site for minor injuries. 
Source: http://www.ledger-enquirer.com/2011/12/03/1843828/teens-riot-at-metro-
atlanta-youth.html 

42. December 3, Rochester Democrat and Chronicle – (New York) Monroe County Jail 
escape report blasts oversight. "Dereliction of duty" and a "failure of line, 
supervisory and management staff" at New York's Monroe County Jail set the stage for 
allowing two inmates to escape in March, a state commission said. A 56-page report 
issued December 2 by the New York Commission of Correction said the Monroe 
County sheriff and the sheriff's office jail bureau violated state law through lax 
oversight. A sheriff's office spokesman said the report contained numerous inaccuracies 
the sheriff will address. The report is the result of an investigation into the March 31 
escape of two inmates. The pair sawed through a bar on a second-floor window and 
jumped to the ground. The escape led to a week-long manhunt that ended when a task 
force headed by the U.S. Marshals Service found the pair camping in a trailer in Sodus. 
The report also faulted deputies for failing to enforce the jail's anti-loitering policies. 
According to the report, inmates "loitered at will" in front of one of the escapee's cell 
that day, and multiple inmates acted as "look outs." According to the report, deputies 
on duty that day allowed the inmate to hang bed sheets and blankets on his cell front, 
which gave cover for both inmates to remove the cell window bars and cut through a 
plastic window. In its report, the commission of correction faulted the sheriff's office 
for deputies not properly completing supervisory tours of the jail's housing area on the 
day of the escape. 
Source: http://www.democratandchronicle.com/article/20111203/NEWS01/112030342 

For more stories, see items 32, 37, 47, and 53  
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Information Technology Sector 

43. December 5, Softpedia – (International) Hillary Clinton promises millions from 
Nigerian bank, 419 scam. Scammers came up with new techniques of masking a 
classic 419 scam. The latest methods imply the actual message, the one that promises 
millions of dollars from diamond mines and banks from Africa, is hidden in an 
archived text file that comes attached to the e-mail. "This is a confidential message, 
please kindly view the attached message below and get in touch with him ASAP," 
reads a message allegedly coming from the U.S. Secretary of State. Appriver reports 
the zip file attached to the e-mail is not a malicious virus. Instead, it is a text document 
that reveals an untrue story about a few million dollars that are about to be transferred 
from the Central Bank of Nigeria to the recipient. Spammers will use this technique, of
hiding documents in other files, to evade spam filters that target such messages. 
Source: http://news.softpedia.com/news/Hillary-Clinton-Promises-Millions-From-
Nigerian-Bank-419-Scam-238479.shtml 

44. December 2, The Register – (International) Carrier IQ VP: App on millions of 
phones not a privacy risk. More than 48 hours after a software developer posted 
evidence Carrier IQ monitored the keystrokes on more than 141 million smartphones, 
company official came forward to rebut the allegations. According to disclosed 
technical details, the diagnostics software does not represent a privacy threat to handset
owners. Carrier IQ is a vast digital fishing net that sees geographic locations and the 
contents of text messages and search queries inside the phones the software monitors, 
the company's VP of marketing said in an interview. However, except in rare 
circumstances, that data is removed from a phone's internal memory almost as quickly 
as it goes in. Only in cases of a phone crash or a dropped call is information transferred
to servers under the control of the cellular carrier so engineers can troubleshoot 
bottlenecks and other glitches on their networks. The interview came as Carrier IQ 
faced four lawsuits and a request by a U.S. lawmaker for an investigation by the 
Federal Trade Commission. 
Source: http://www.theregister.co.uk/2011/12/02/carrier_iq_interview/ 

For more stories, see items 15, 20, 36, 45, 46, and 47  
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Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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Communications Sector 

45. December 5, Examiner.com – (Utah) CenturyLink Internet services disrupted by 
power outages. Recent hurricane force winds in Northern Utah revealed more than just 
how shallow the root systems of pine trees are or how far shingles can fly in a 100 mph 
wind, Examiner.com reported December 4. CenturyLink Internet customers discovered 
that when the commercial power relied on by CenturyLink’s servers goes down, so do 
the servers because there is no auxiliary power for them. Nor apparently is CenturyLink 
able to reroute the Internet service through other functioning servers. Thus, although 
some CenturyLink Internet customers had power in their homes within 8 hours of 
disruptions caused by hurricane force winds, Internet service was not available for 29 
hours until power was restored to servers located in areas where power outages lasted 
much longer. CenturyLink was not the only provider that encountered wind-related 
service disruptions. The Salt Lake Tribune reported AT&T’s 3G data service for 
mobile phones remained down over much of Salt Lake County 24 hours after high 
winds struck Utah. 
Source: http://www.examiner.com/tea-party-in-salt-lake-city/centurylink-internet-
services-disrupted-by-power-outages 

46. December 4, WSOC 9 Charlotte – (North Carolina) Verizon wireless restored after 
outage. Some Verizon Wireless customers in North Carolina experienced problems 
with their cell phones and Internet the night of December 3. "We experienced an outage 
which affected a small number of customers for a brief period of time this evening," a 
Verizon Wireless representative said. Verizon Wireless' technical support said people 
in Charlotte, Concord, Gastonia, and Huntersville were all affected. The company told 
WSOC 9 Charlotte the absence of service appeared to be caused by an equipment 
outage. The Verizon representative said full service was restored late December 3. 
Source: http://www.wsoctv.com/news/29916720/detail.html 

47. December 3, NorthEscambia.com – (Florida) Frontier, Cox Communications both 
experience outages. Two communications providers in Florida experienced major 
outages December 2. Frontier Communications, which serves customers in Walnut 
Hill, Bratt, Molino, and Atmore, experienced a major Internet outage from about 11:30 
a.m. until 2:30 p.m. Frontier phone services was not affected. Cox Communications, 
which serves customers in the Pensacola area, experienced an Internet, phone, and 911 
outage for a few hours the evening of December 2. 
Source: http://www.northescambia.com/?p=76642 

For more stories, see items 15 and 44  
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Commercial Facilities Sector 

48. December 5, Louisville Courier-Journal – (Kentucky) More than 50 Zappos 
employees treated for illness; food is suspected source. Twenty-six Zappos 
employees were transported to area hospitals December 5 after developing nausea and 
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other flu-like symptoms, a Bullitt County, Kentucky official said. Emergency services 
personnel treated 29 others at the Zappos campus in Shepherdsville, the director of 
emergency services in Bullitt County said. Bullitt County health officials are 
investigating the outbreak, which they believe stemmed from food eaten in a warehouse 
cafeteria. About 150 Zappos warehouse workers who were on shift may have eaten 
food in the lunchroom that included baked ziti, broccoli, and salad. The company threw 
away the remaining food. County health officials interviewed workers who fell ill,and 
were awaiting lab results from area hospitals to determine the cause. 
Source: http://www.courier-
journal.com/article/20111205/NEWS01/312050055/zappos-workers-sick-
shepherdsville-bullitt?odyssey=mod|mostview 

49. December 5, Associated Press – (Colorado) Fire injures monk, destroys Colo. 
Buddhist temple. A major fire in the Denver suburb of Westminster, Colorado injured 
a monk and destroyed the Lao Buddhist Temple December 5. An official said four to 
six monks live at the temple. Firefighters reported problems getting water as 
temperatures hovered near zero. 
Source: http://www.cbsnews.com/8301-501363_162-57336699/fire-injures-monk-
destroys-colo-buddhist-temple/ 

50. December 4, Associated Press – (Oklahoma) Oklahoma State fans injured 
celebrating bedlam win over Oklahoma: report. After a football game ended, 
thousands of Oklahoma State University fans jumped, ran, and pushed their way onto 
the field, resulting in numerous injuries, the Associated Press reported December 4. 
Oklahoma State just beat the University of Oklahoma, and fans were pressing toward 
the field, which is separated from the stands by an 8-foot stone wall. Some students 
jumped down, others were pushed. The crowd pulled down the goal posts, and in the 45 
minutes or more it took police to restore order late December 3, some fans were 
trampled as the crowd struggled to reach the exits. At least 12 people were injured, 
including one who was airlifted to a hospital, in the chaos on the field. The field is not 
designed to allow huge crowds to get in or out. Narrow staircases on the north, south, 
and west ends are the only ways to reach the field from the seating areas. There are two 
ramps on the east end, which has no seats. To get back off the field, fans were crunched 
together and pushing to get their way to the exits. Some people said they were forced to 
jump because of the crush of fans. 
Source: http://www.huffingtonpost.com/2011/12/04/oklahoma-state-fans-injured-
celebration-bedlam-oklahoma_n_1127798.html 

51. December 4, KGO 7 San Francisco – (California) Dozens homeless after SF 
apartment fire. Officials said a discarded cigarette is to blame for sparking the fire in 
San Francisco that forced dozens from their homes December 4. The fire happened in a 
six-story building in San Francisco's Tenderloin neighborhood. Crews worked 
throughout the day to repair the smoke and water damage. The fire started on the 
second floor. The fire burned up the air shaft to the fourth floor where firefighters were 
able to advance on it and bring it to a stop. Flames flared up again at some point, and 
the fire made its way to the sixth floor of the building. Most of the 40 units in the 
building were not damaged by the fire, but none of the residents had been allowed to 
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return because of the repair work that needs to be done. The apartment building was 
nearly 100 percent occupied at the time of the fire. 
Source: 
http://abclocal.go.com/kgo/story?section=news/local/san_francisco&id=8454410 

52. December 4, Los Angeles Times – (California) Fire tears through Office Depot store 
during business hours. A fire ripped through an Office Depot in west Los Angeles, 
forcing an evacuation of shoppers and causing an estimated $1.75 million in damages 
but no injuries December 3, authorities said. The fire began at about 5:25 p.m. More 
than 100 firefighters fought for more than an hour to extinguish the fire, keeping it 
from spreading to nearby businesses, including a swimming pool supply store 
containing chemicals that could have produced noxious fumes. The cause of the fire is 
under investigation by the Los Angeles Fire Department's arson division. 
Source: http://latimesblogs.latimes.com/lanow/2011/12/office-depot-fire.html 

53. December 4, Green Bay Press-Gazette – (Wisconsin) Fire spreads through 5 
downtown Pulaski buildings; 40 people displaced, 2 firefighters hurt. A sea of 
firefighters and fire equipment filled Pulaski, Wisconsin, December 3 as crews brought 
a five-building fire under control. Crews from around Brown County and surrounding 
areas were called to the fire around 11 p.m. December 2 and fought the fire though the 
night and into the morning. The fire was out by late afternoon. The fire was apparently 
centered on Wood Lanes and spread to adjacent buildings, fire officials and witnesses 
said. An official described the buildings as businesses mixed with apartments. About 
40 residents were evacuated, and 2 firefighters were injured battling the fire. Fire crews 
used up the municipal water supply in about 2 hours and used tanker trucks to get water 
to the scene. “We had more than 40 water tenders hauling water,” an official said. ”We 
were probably pushing 7,000 gallons a minute for hours, so we ran our tower down 
right away.” Twenty-three departments had equipment and people at the fire. 
Source: 
http://www.greenbaypressgazette.com/article/20111204/GPG0101/312040035/Photos-
video-Fire-spreads-through-5-downtown-Pulaski-buildings-40-people-
displaced?odyssey=tab|topnews|text|GPG-News 

For another story, see item 54  
 
[Return to top]  

National Monuments and Icons Sector 

54. December 4, New York Times – (District of Columbia) 31 arrested at Occupy D.C. 
building in McPherson Square. Police arrested 31 people late December 4 and tore 
down a barnlike building Occupy D.C. protesters began to erect that morning in a 
national park in Washington D.C. two blocks from the White House where they have 
been camping out. The episode, in which police officers plucked some protesters from 
the building’s rafters with a cherry picker or coaxed them to jump off it onto an inflated 
cushion, lasted into the evening. Despite some disputes and a few confrontations, the 
Occupy D.C. protesters have had a relatively smooth relationship with the police, 
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without the clashes that have occurred in other cities when officers have moved in to 
carry out mass evictions. But the erection of the structure on the national mall and the 
police response to it appeared likely to escalate tensions. Several protesters said police 
moved in a little after noon, using horses to force people back. As the standoff 
continued, a few of the protesters on the roof jumped down, but others sat tight for 
hours. By the end of the evening, 31 people had been arrested, according to a 
spokesman for the U.S. Park Police: 15 for crossing a police line and 16 for disobeying 
a lawful order after the structure was declared unsafe, the spokesman said. 
Source: http://www.nytimes.com/2011/12/05/us/occupy-dc-stopped-from-putting-up-a-
building.html?_r=1 

55. December 2, Gardenerville Record-Courier – (California) Forest Service battling five 
wildland fires. The U.S. Forest Service (USFS) was managing five wildland fires that 
have burned from private land onto national forest property in California, the 
Gardenerville Record-Courier reported December 2. Fire personnel are working to 
suppress and contain the fires, which have burned about 85 acres in the Eldorado 
National Forest in El Dorado County, California.The fires are a result of downed power 
lines and high winds spreading prescribed fires off of private lands onto adjacent 
national forest land. A forest supervisor said many USFS roads were impassible due to 
downed trees. 
Source: 
http://www.recordcourier.com/article/20111202/NEWS/111209954/1062&ParentProfil
e=1049 
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Dams Sector 
 

Nothing to report 
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