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Top Stories 

• High winds flipped over trees and trucks, knocked down power lines, sparked fires, and 
caused power outages for more than 300,000 California customers, including a major 
airport in Los Angeles. – Associated Press and NBC News (See item 2)  

• Computer scientists discovered a weakness in smartphones running Google’s Android 
operating system that allows attackers to secretly record phone conversations, monitor 
location data, and access other sensitive resources. – The Register (See item 41)  
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: LOW, Cyber: LOW 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. December 1, Reuters – (Colorado) Suncor says leak from Colorado oil refinery 
contained. Suncor Energy said November 30 it has contained a leak of an oily 
substance near its Commerce City refinery in Colorado that was running into Sand 
Creek, which joins a river that supplies Denver with water. The Canadian energy firm 
said it had not yet identified the source of the leak, but acknowledged it was likely 
coming from its 93,000 barrel-per-day refinery in the area. It said plant operations were 
unaffected. The leak comes a month after Colorado’s Department of Public Health 
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warned Suncor it needed to take stricter measures to mitigate contamination an 
investigation found was coming from the site that could threaten local water supplies. 
Neither Suncor nor the U.S. Environmental Protection Agency (EPA) gave an estimate 
on how big the leak was, which the EPA said appeared to be a petroleum product. An 
EPA spokeswoman said workers were using absorbent booms to contain the substance 
along a 200- to 300-meter stretch of the Sand Creek. Suncor workers are also building a 
ditch to keep it from flowing further, she said. Sand Creek joins the South Platte River, 
a major source of drinking water for the Denver metropolitan area. 
Source: http://www.reuters.com/article/2011/12/01/us-suncor-leak-colorado-
idUSTRE7AT2YJ20111201 

2. December 1, Associated Press and NBC News – (California; Utah) Worst Santa Ana 
winds in years to move cross-country. High winds flipped over trees and trucks and 
knocked out power to more than 300,000 California customers before moving inland 
early December 1, where schools in a Utah town closed because of 100 mph wind 
gusts. Some of the worst Santa Ana winds in years blasted through California 
November 30 and December 1, sweeping down through canyons and creating gusts of 
up to 80 mph through the night, with a 97-mph gust recorded Wednesday night at 
Whitaker Peak in Los Angeles County. Twenty-three flights were diverted and several 
delayed beginning November 30 at Los Angeles International Airport because of severe 
crosswinds and debris on runways, officials said. An hour-long power outage affected 
all passenger terminals. Pasadena closed schools and libraries December 1, and 
declared a local emergency, the first time since 2004. A fire spokeswoman said 40 
people were evacuated from an apartment building after a tree collapsed, smashing part 
of the roof. Two house fires, possibly caused by downed power lines, injured several 
people. There have been hundreds of reports of wires down, she said. Trees also fell, 
and some roads are impassable. 
Source: http://usnews.msnbc.msn.com/_news/2011/12/01/9142355-worst-santa-ana-
winds-in-years-to-move-cross-country 

3. November 30, Associated Press – (Texas) Refinery: Dislodged valve triggered fire at 
plant. A San Antonio, Texas, refinery caught fire for the second time in 2 years 
November 30, forcing about 60 workers to evacuate after the company said a dislodged 
valve ignited the blaze. Authorities initially said the call came in as an explosion, but 
refinery operator NuStar Energy said there had only been a fire at its plant. A company 
spokeswoman said the fire started when a contractor installing some tubing dislodged a 
valve within the facility’s crude unit. That caused the release of a small amount of 
kerosene, which vaporized and ignited. The facility’s crude unit immediately shut 
down. A spokeswoman said it did not appear the refinery sustained significant damage, 
though the company did not yet know when the plant would restart. 
Source: 
http://www.boston.com/news/nation/articles/2011/11/30/texas_refinery_evacuated_afte
r_fire_no_injuries/ 

4. November 30, Battle Creek Enquirer – (Michigan) 7,750 still without power in 
Calhoun County. Consumers Energy reported that 7,750 customers in Calhoun 
County, Michigan, were still without power as of 4 p.m. November 30 after the 
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overnight storm dumped 5 inches of wet, heavy snow. A utility spokesman said crews 
have been called in from Illinois and Indiana to help with restoration, but all customers 
in Calhoun County may not have power restored until 4 p.m. December 1 — barring 
another weather event. Outage totals as of 4 p.m. November 30 from other counties: 
Branch, 1,400; Barry, 350; Eaton, 1,800; Jackson, 1,050; Kalamazoo, 380. A total of 
85,000 Consumers customers were affected by the storm; 24,000 remain without 
power. The National Weather Service reported snowfall totals ranging from 5 inches in 
Battle Creek to 3 in Hastings, and 8 to 10 in Lansing. 
Source: 
http://www.battlecreekenquirer.com/article/20111130/NEWS01/311300003/Still-10-
000-plus-without-power-Calhoun-County 

5. November 30, NewsWorks – (Delaware) Raccoon blamed for Delaware City 
Refinery outage. Delaware City, Delaware, Refinery officials said a raccoon got into 
some electrical equipment at the refinery, knocking a number of units offline, causing a 
large flaring incident November 27. The refinery manager said the raccoon got into 
some high-voltage switch gear at the refinery and “connected himself between a very 
high voltage bus bar and the ground, and that caused basically an electrical fault.” That 
loss of power caused a chain of events that knocked much of the refinery offline. When 
that happens, pressure can build up in some units because they are not operating. To 
relieve that pressure, the gas gets sent to the flare to protect equipment, refinery 
workers, and those in the surrounding community. During the shutdown, more than 
1,000 pounds of carbon monoxide was released, according to a report released by the 
National Response Center. The refinery also released 500 pounds of sulfur dioxide, 100 
pounds of hydrogen sulfide, and 10 pounds of hydrogen cyanide. 
Source: http://www.newsworks.org/index.php/local/item/30611 

6. November 29, Indianapolis Star – (Indiana) Snow advisory now includes 
Indianapolis until 1 a.m. As many as 22,000 people were without power late 
November 29 in Northern Indiana after the season’s first major snow hammered a large 
part of the state. At 10 p.m., Duke Energy reported the bulk of the electrical failures 
were in Howard County, 16,000 customers, with another 1,000 each in Cass and 
Clinton counties. In Marion County, only about 125 people were powerless, according 
to the Web site of Indianapolis Power and Light. Power to all of those homes was 
restored before midnight November 29. 
Source: 
www.indystar.com=“>http://www.indystar.com/article/20111129/NEWS/111129002/1
015/LOCAL01/Snow-advisory-now-includes-Indy-until-1-m-
?odyssey=mod|newswell|text|Communities| 

[Return to top]  

Chemical Industry Sector 

7. December 1, Occupational Health & Safety – (National) OSHA starts emphasis 
program for chemical facilities. The U.S. Occupational Safety and Health 
Administration (OSHA) November 30 announced a National Emphasis Program for 
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chemical facilities to protect workers from catastrophic releases of highly hazardous 
chemicals. The program replaces OSHA’s 2009 pilot Chemical Facility National 
Emphasis Program, which covered several OSHA regions, and likewise sets out the 
process for inspecting workplaces covered by OSHA’s process safety management 
(PSM) standard. Facilities to be inspected will be randomly selected from a list of sites 
likely to have highly hazardous chemicals in quantities covered by the standard. 
“During our pilot Chemical NEP, we found many of the same safety-related problems 
that were uncovered during our NEP for the refinery industry, which is also covered by 
the PSM standard,” an assistant secretary said. 
Source: http://ohsonline.com/articles/2011/12/01/osha-starts-emphasis-program-on-
chemical-facilities.aspx?admgarea=news 

8. November 30, KHTS 1220 Santa Clarita – (California) Workers burned when 
cleaning product catches fire. Two workers were hospitalized when a flash fire 
erupted November 30 at Bocchi Laboratories, a chemical plant across the street from 
the Santa Clarita Aquatics Center in Santa Clarita, California. Bocchi is a contractor 
that mixes the chemicals that go into the soaps and conditioners offered by hair care 
product manufacturers including neighbor Paul Mitchell Systems. About 50 workers 
were evacuated and were in the parking lot when firefighters arrived. “We got inside 
and found that there was a flash fire of some sort prior to our arrival,” a Los Angeles 
County Fire Department captain said. 
Source: 
http://hometownstation.com/index.php?option=com_content&view=article&id=27151:
workers-burned-when-cleaning-product-catches-fire&catid=26:local-news&Itemid=97 

9. November 30, WKRC 12 Cincinnati – (Ohio) U.S. 50 reopens after tractor trailer 
crash. U.S. 50 at Lawrenceburg Road in Whitewater, Ohio, near the Indiana border is 
back open after being closed for several hours after an overturned tractor trailer spilled 
its load of dry farming fertilizer pellets. Police said a man was driving the semi west on 
U.S. 50 around 9 a.m. November 30 when he came upon a pickup truck that was 
stopped to turn left. The driver hit the pickup from behind and flipped his tractor trailer, 
spilling his load. The pickup truck driver was taken to an area hospital for treatment of 
minor injuries. The driver of the semi was treated at the crash scene for minor injuries. 
He was cited for failure to maintain assured clear distance. It took crews more than 2 
hours to clean up the fertilizer. 
Source: http://www.local12.com/mostpopular/story/U-S-50-Reopens-After-Tractor-
Trailer-Crash/QSxGtqaP4U2XOsCXGi6mWw.cspx 

For another story, see item 5  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

10. December 1, Portsmouth Seacoast Online – (National) Concrete deterioration at 
Seabrook Station prompts national warning. A problem with degradation of 
concrete in the control building at the Seabrook Station nuclear power plant in 
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Seabrook, New Hampshire, prompted the Nuclear Regulatory Commission (NRC) to 
issue a warning to operators of nuclear power plants across the country. “The NRC has 
issued an information notice to all U.S. nuclear power plant operators regarding the 
issue of alkali-silica reaction-induced (ASR) concrete degradation,” an NRC Region 1 
spokesman said. “This notice was prompted by the identification of ASR at the 
Seabrook nuclear power plant. NRC information notices are generic communications 
designed to make all plants aware of issues, with the expectation they will review the 
information for applicability to their facility and consider actions, if necessary to avoid 
similar problems.” The report noted specific areas of concrete degradation and metal 
corrosion found at the plant including concrete cracking and corroded steel supports. 
Source: 
http://www.seacoastonline.com/apps/pbcs.dll/article?AID=/20111201/NEWS/1120103
75/-1/NEWSMAP 

11. November 30, Michigan Public Radio – (Michigan) Investigation shows event at 
Palisades Nuclear Plant was of. The Nuclear Regulatory Commission (NRC) said 
November 30 a week-long shut-down of the Palisades Nuclear Power Plant in 
September was of “substantial safety significance.” The plant in South Haven, 
Michigan, was offline because of an electrical outage. The NRC investigation showed 
the outage happened because a worker did not follow proper procedures when he was 
doing routine maintenance. The findings are preliminary, but if finalized the plant 
would be one of only three nuclear plants in the country with a “yellow” finding of 
substantial safety significance this year. An NRC spokeswoman said that at this time 
there is no reason for people to be worried about their safety. “There are issues that the 
plant is going to have to address,” she said “But it is operating safely and if the NRC 
did not have confidence the plant was operating safely we would shut it down.” 
Source: http://www.michiganradio.org/post/investigation-shows-event-palisades-
nuclear-plant-was-substantial-safety-significance 

[Return to top]  

Critical Manufacturing Sector 

12. December 1, Daily Fairfield – (National) Volvo issues recall. Volvo recalled 19,600 
2011-2012 S60 sedans and 2006-2012 C70 convertibles due to a misprinted label 
which could lead to improper tire inflation on cars equipped with a spare tire and wheel 
kit. There have been no reports of injuries, fatalities, or crashes related to the condition, 
according to Volvo. Manufacture dates for the S60s are July 14, 2010 through April 16, 
2011. For the C70, the dates are Nov. 15, 2005 through July 31, 2011. 
Source: http://www.thedailyfairfield.com/wheels/volvo-issues-recall 

13. November 30, U.S. Consumer Product Safety Commission; Health Canada – 
(International) Rocketfish battery case for iPhone 3G/3GS recalled by Best Buy due 
to fire hazard. The U.S. Consumer Product Safety Commission (CPSC) and Health 
Canada, in cooperation with Best Buy, November 30 announced a voluntary recall of 
about 32,000 Rocketfish Model RF-KL12 mobile battery cases for iPhone 3G and 3GS 
smartphones. The battery case can overheat while charging, posing a fire hazard. The 
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CPSC and Best Buy have received about 14 reports of the battery cases overheating in 
the United States, including three reports of minor burns to consumers, and four reports 
of minor property damage. 
Source: http://www.cpsc.gov/cpscpub/prerel/prhtml12/12048.html 

14. November 30, U.S. Consumer Product Safety Commission; Health Canada – (National) 
Mophie recalls iPod Touch rechargeable external battery case due to burn 
hazard. The U.S. Consumer Product Safety Commission, in cooperation with Mophie 
LLC, November 30 announced a voluntary recall of about 6,118 Mophie Juice Pack Air 
rechargeable external battery packs. The battery case’s integrated circuit switch can 
overheat, posing a burn hazard to consumers. Mophie has received 110 reports of the 
product becoming warm to the touch, 44 reports of the product deforming, and nine 
reports of minor burns. The recalled consists of a lithium polymer battery built into a 
plastic case designed to snap onto the back of an iPod Touch 4G music player. 
Source: http://www.cpsc.gov/cpscpub/prerel/prhtml12/12049.html 

[Return to top]  

Defense Industrial Base Sector 
 

Nothing to report 
 
[Return to top]  

Banking and Finance Sector 

15. November 30, Denver Post – (Colorado) ‘Wig Out Bandit’ robs seventh Denver 
bank, says FBI. Northeast Denver’s “Wig Out Bandit” has struck again, the FBI 
announced November 30. The bank robber who once wore a wig during his first 
Denver robbery held up the U.S. Bank branch at 200 University Boulevard November 
30. The FBI suspects the same man in seven Denver bank robberies since August 1. He 
is described as black, 40 to 50 years old, about 5 feet, 11 inches to 6 feet, 2 inches tall 
with a slender build. There is a $2,000 reward for information that leads to his arrest. 
Source: http://www.denverpost.com/breakingnews/ci_19443552 

16. November 30, WRC 4 District of Columbia – (Virginia; Maryland) ‘Blonde Bandit’ 
suspect captured after attempted bank robbery. After 2 weeks of pursuit, police 
caught up with the woman dubbed the “Blonde Bandit” in Maryland November 30. 
Police took the woman into custody after a three-car crash on the Beltway. Fairfax 
County, Virginia, police had been tailing her vehicle after they received a report of an 
attempted robbery at the BB&T bank on Old Dominion Drive in McLean. A woman 
passed a note to a teller and demanded money, but fled in a blue Ford Escape without 
getting any. An officer spotted the car on Interstate 495 and followed it into 
Montgomery County, Maryland, where she was involved in a crash with two cars at 
Old Georgetown Road, police said. She fled on foot but was caught by the officer from 
Fairfax County, police said. She is suspected in at least two prior bank robberies, a 
carjacking at Tysons Galleria, and an attempted carjacking in Baltimore County. She is 
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also the suspect in a November 18 bank robbery in Prince William County, Virginia, 
and a November 22 bank robbery in Springfield. Fairfax County police are 
investigating with the FBI. 
Source: http://www.nbcwashington.com/news/local/134767613.html 

17. November 30, Washington Post – (National) Probe of hedge fund chief derailed by 
SEC official’s alleged action, report says. A federal probe of possible market 
manipulation and insider trading by a hedge fund manager was derailed when 
Securities and Exchange Commission (SEC) officials found an agency supervisor had 
improper contact with the fund manager, according to a report released November 30 
by the SEC Inspector General (IG). The report noted the employee worked at SEC 
headquarters, but it did not name him or the hedge fund manager, and it described the 
case in elliptical terms. The supervisory attorney allegedly talked to the manager about 
whether it was legal for the manager to purchase securities before attempting a 
company takeover, the IG wrote in the semiannual report to Congress. Other SEC 
officials concluded those contacts made it impossible for the agency to pursue a case 
against the hedge fund manager because he could raise them as a defense, the report 
said. In a separate case, the IG investigated an anonymous tip that staff members in an 
SEC regional office uncovered a massive fraud by a hedge fund manager, but that the 
agency failed to pursue the matter. The unnamed hedge fund manager was considered 
one of the contributors to the financial crisis of 2008, according to the tip. The IG 
found that, in 2004, examiners in the regional office scrutinized the manager and his 
brokerage firm, and recommended regional enforcement staff investigate the manager 
for possible fraud. However, a senior official in that regional office had recently left the 
SEC for a job with the brokerage firm, saddling the SEC with a potential conflict of 
interest, according to the report. To avoid that problem, the office that was working on 
the case transferred it to another SEC regional office, the report said. The IG said the 
second regional office narrowed the scope of the probe “solely to simplify the matter”, 
and it “did not fully understand” other issues in the case. Without taking testimony 
from the hedge fund manager or any other witnesses, the second office closed the 
matter entirely, the report said. 
Source: http://www.washingtonpost.com/business/economy/probe-of-hedge-fund-
chief-dropped-over-sec-officials-alleged-action-report-
says/2011/11/29/gIQAbuacDO_story.html 

18. November 30, U.S. Commodity Futures Trading Commission – (Mississippi) CFTC 
charges Mississippi residents Gary and Bradley Futch and their Company, 
Tradewind Investments, LLC, with commodity options fraud. The U.S. 
Commodity Futures Trading Commission (CFTC) November 30 announced the filing 
of an enforcement action charging a man and his son, both of Meridian, Mississippi, 
and their firm Tradewind Investments, LLC (Tradewind), with commodity options 
fraud. According to the CFTC’s complaint, filed in federal court in Mississippi, from 
early 2007 through October 2008, Tradewind took in about $5.6 million from roughly 
25 clients, mostly family, friends, or acquaintances. It offered a trading program 
focused on selling option spreads. During client solicitations, the pair allegedly made a 
series of fraudulent misrepresentations. They allegedly knew that these 
misrepresentations were false when they made them, and these misrepresentations were 
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intended to, and did, mislead Tradewind’s clients about the risks inherent in selling 
options. In fact, according to the complaint, Tradewind’s strategy failed on a 
particularly volatile market day October 10, 2008, resulting in complete losses for all of 
Tradewind’s clients, plus additional margin calls. Losses allegedly totaled over $5.6 
million. Tradewind ceased operations shortly thereafter, and the father and son each 
filed for bankruptcy, according to the complaint. In its continuing litigation against the 
defendants, the CFTC seeks disgorgement of ill-gotten gains, restitution to defrauded 
customers, civil monetary penalties, permanent trading and registration bans, and 
permanent injunctions against further violations of federal commodities law. 
Source: http://www.cftc.gov/PressRoom/PressReleases/pr6149-11 

[Return to top]  

Transportation Sector 

19. December 1, CBS News; Associated Press – (Tennessee) 47-car pileup near Nashville 
leaves one dead. One person died and at least 13 were injured in a chain-reaction crash 
that damaged 47 vehicles on a foggy highway near Nashville, Tennessee, during the 
morning rush hour December 1. According to CBS affiliate WTVF 5 Nashville, police 
said 174 cars were involved, but only 47 of them sustained damage. The pileup began 
shortly before 7 a.m. on Vietnam Veterans Parkway in Hendersonville, northeast of 
Nashville. Dense, freezing fog formed over the highway as the early temperature 
dropped to about 25 degrees. 
Source: http://www.cbsnews.com/8301-201_162-57334729/47-car-pileup-near-
nashville-leaves-one-dead/ 

20. November 30, KCBS 2 Los Angeles – (California) LAX suffers power outage. Los 
Angeles International Airport (LAX) was hit by a temporary power outage shortly after 
7 p.m. November 30. The Los Angeles Department of Water and Power (LADWP) 
confirmed they had an incident at one of their power receiving stations, causing the 
power to go out over a large area including Playa Del Rey, Westchester, and LAX. It 
appears that the incident was wind-related. Simultaneous to the power outage was a 
closure of one runway on the south side of the airport due to debris strewn about by 
high winds. LAX officials said they had requested that tenants secure their equipment 
in advance of the winds. However, some unsecured containers rolled on to the runway. 
The containers were cleared off and the runway reopened within minutes. The power 
returned to LAX around 8:15 p.m. At least 20 flights were diverted from LAX due to 
winds reaching over 45 mph. 
Source: http://losangeles.cbslocal.com/2011/11/30/lax-suffers-power-outage/ 

21. November 29, Wall Street Journal – (National) FAA to swiftly step up safety 
inspection of American Airlines, affiliate. Federal officials are stepping up safety 
inspections of American Airlines, including enhanced oversight of its maintenance 
practices and pilot training, in the wake of the bankruptcy filing by the carrier’s parent 
November 29. Barely hours after AMR Corp.’s filing, Federal Aviation Administration 
(FAA) managers ordered agency inspectors to step up random checks of American 
planes parked at gates as well as overnight maintenance work done in hangars, industry 
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and government officials said. The increased federal surveillance also will target spare-
parts inventories. The intensified oversight includes the airline’s commuter affiliate, 
American Eagle. And the FAA has decided that a big chunk of the inspections will take 
place overnight, when cost-cutting measures, such as employee cutbacks, are typically 
easier to spot, government officials said. In a statement, the FAA said it routinely acts 
quickly and aggressively to “protect the safety of the traveling public any time an 
airline files for bankruptcy protection.” The statement said the FAA will pay special 
attention to “maintenance programs and personnel, records and reporting systems, 
(and) management of company and manufacturer manuals.” 
Source: 
http://online.wsj.com/article/SB10001424052970204262304577069054212525354.htm
l 

For more stories, see items 2, 9, 22, and 45  
 
[Return to top]  

Postal and Shipping Sector 

22. November 30, WNEP 16 Pennsylvania – (Pennsylvania) Trucker dead in wreck, 
interstate detoured. A Fed Ex driver from New Jersey was killed on Interstate 80 near 
Tannersville, Pennsylvania, November 30 after a crash. Police said the rig drove off the 
side of Interstate 80 westbound near the Tannersville exit, hit a guide rail, went down 
an embankment hitting several trees then burst into flames. Soon after the crash, traffic 
was shut down and a tow truck was called to the scene. Traffic was shut down in both 
lanes while the wreck was being cleaned up. The Fed Ex trailer carrying cargo boxes 
was damaged and some of the cargo was burned. Fed Ex officials would not say where 
the cargo was coming from or heading to. State police are still investigating why the 
driver crashed. 
Source: http://www.wnep.com/wnep-mon-tannersville-trucker-dead-in-wreck-
interstate-detoured-20111130,0,5416243.story 

[Return to top]  

Agriculture and Food Sector 

23. December 1, Epoch Times – (International) Smoked trout product recalled. The 
Canadian Food Inspection Agency (CFIA) and Milford Bay Trout Farm Inc. warned 
the public not to consume the company’s Smoked Trout Fillet because it might contain 
a life-threatening bacteria, the Epoch Times reported December 1. CFIA said the 
product, which was distributed in Ontario, might be contaminated with Clostridium 
botulinum which may cause botulism, a relatively rare but serious type of food 
poisoning. The product recall by the manufacturer is voluntary. The CFIA is 
monitoring the effectiveness of the recall. 
Source: http://www.theepochtimes.com/n2/canada/smoked-trout-product-recalled-
151466.html 
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24. November 30, Food Safety News – (National) Apple juice is still safe, FDA says. The 
Food and Drug Administration (FDA) reiterated its finding that apple juice sold across 
the United States is safe to drink, with naturally occurring arsenic levels well below the 
agency’s “level of concern,” but said it may set new guidelines on an appropriate level 
for inorganic arsenic, Food Safety News reported November 30. The acting director of 
the FDA’s Center for Food Safety and Applied Nutrition reached that conclusion in a 
letter to two consumer groups, Food and Water Watch and the Empire State Consumer 
Project, which are campaigning for standards for arsenic and other heavy metals in 
apple products. The letter also states that in addition to its continued monitoring of 
imported apple juice, the agency will collect and analyze juice samples from U.S. 
retailers to determine “the prevalence of arsenic in juice and to better understand the 
species of arsenic found in juice.” The issue got attention earlier in 2011 when The Dr. 
Oz Show publicized results of private tests showing arsenic levels higher than the FDA 
level of concern (23 parts per billion) in a number popular brands of apple juice. FDA 
officials publicly rebutted those claims. 
Source: http://www.foodsafetynews.com/2011/11/apple-juice-is-still-safe-fda-insists/ 

25. November 30, Associated Press – (Montana) FWP recommends relocating 68 
quarantined Yellowstone bison to 2 Indian reservations. On November 30, Montana 
wildlife officials said they will recommend the relocation of 68 quarantined 
Yellowstone National Park bison to 2 Indian reservations after running into strong 
opposition by ranchers and landowners to proposals to move the animals to other parts 
of the state. The bison could be moved to the Fort Peck and Fort Belknap reservations 
in the winter if the Fish, Wildlife and Parks Commission (FWP) approves the 
recommendation at its December 9 meeting. Tribal officials with the northeastern 
Montana reservations have been advocating the relocation for several years. FWP 
officials proposed earlier in 2011 to relocate up to 150 bison they said are disease-free 
after spending years in quarantine as part of a U.S. government program. 
Source: 
http://www.therepublic.com/view/story/f56fb27cf39947b3891ebb40f215cf89/MT--
Bison-Relocation/ 

26. November 29, Yakima Herald-Republic – (Washington) Extensive damage reported 
in Lower Valley shop fire. Nearly a half million dollars worth of losses are estimated 
from a farm shop fire near Toppenish, Washington, November 28. The fire took place 
at the Green Acres Farm. It started when gasoline from a vehicle being repaired came 
into contact with a work lamp, according to a press release issued November 29 by 
Yakima County Fire District. No. 5. The light bulb exploded causing additional 
gasoline to catch fire, which quickly spread to the rest of the shop, which measured 
about 40 feet by 60 feet. The first of 18 firefighters from 4 fire stations arrived to find 
the entire shop on fire and starting to collapse. It took firefighters about an hour and a 
half to bring the fire under control. All contents of the shop, including several tractors, 
were destroyed. A large adjacent barn received minor damage. Losses were estimated 
at $450,000. 
Source: http://www.yakima-herald.com/stories/2011/11/29/extensive-damage-reported-
in-lower-valley-shop-fire 
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For more stories, see items 9 and 27  
 
[Return to top]  

Water Sector 

27. November 30, Associated Press – (West Virginia; National) EPA orders W.Va. 
poultry farms polluting streams to seek Clean Water Act permits. The U.S. 
Environmental Protection Agency (EPA) ordered four West Virginia poultry farms to 
stop polluting local streams and to obtain discharge permits under the Clean Water Act. 
The EPA said its orders stem from June inspections of five chicken and turkey 
operations. Three are in the Hardy County towns of Moorefield, Mathias, and Old 
Fields, while the fourth was in Pendleton County’s Fort Seybert. All of the farms 
qualify under federal law as concentrated animal feeding operations but had neither 
applied for nor obtained the required discharge permits, the agency said. Ditches 
draining away from the poultry houses allowed manure, compost, and other pollutants 
to reach waterways during heavy rain events. The fifth farm had already applied for a 
permit. The watershed encompasses parts of Delaware, Maryland, New York, 
Pennsylvania, Virginia and West Virginia, and all of the District of Columbia. 
Source: http://www.washingtonpost.com/national/epa-orders-wva-poultry-farms-
polluting-streams-to-seek-clean-water-act-
permits/2011/11/30/gIQAnjyDDO_story.html 

28. November 30, WMAR 2 Baltimore – (Maryland) Sewage overflows, release 251,750 
gal. The Baltimore City Department of Public Works in Maryland announced that three 
sanitary sewer overflows occurred November 22 and 23 releasing more than 251,000 
gallons of sewage. The overflows happened in the 1700 block of E. Chase Street 
releasing 75,500 gallons, the 1900 block of Falls Road, releasing 110,000 gallons, and 
at the corner of E. Eager Street at Durham Street which released 66,250 gallons of 
sewage. The overflows are suspected to have occurred because of the heavy rainfall 
during that period. The weather also hindered the calculations of the total overflow 
spillage. The overflows quickly subsided once the rains stopped. 
Source: http://www.abc2news.com/dpp/news/region/baltimore_city/sewage-
overflows,-release-251,750-gal. 

For more stories, see items 1 and 47  
 
[Return to top]  

Public Health and Healthcare Sector 

29. December 30, Arkansas Democrat-Gazette – (Arkansas) Fire destroys rehab center in 
Walnut Ridge. A mid-morning fire November 30 at a Walnut Ridge, Arkansas, 
rehabilitation center forced patients and workers to be evacuated. The Northeast 
Arkansas executive director said the fire destroyed the center, forcing the evacuation of 
25 patients and an additional amount of workers, as well as the director and his wife. 
Additional reports said two people in the facility were treated for smoke inhalation. All 
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involved were taken to a sister facility in Walnut Ridge. 
Source: http://www.arkansasonline.com/news/2011/nov/30/fire-destroys-rehab-center-
walnut-ridge/?latest 

30. December 1, CSO Online – (National) Medical data breaches soar, according to 
study. The Second Annual Benchmark Study on Patient Privacy and Data Security 
conducted by the Ponemon Institute and sponsored by ID Experts surveyed 72 
healthcare organizations and found the average cost of data breaches to these 
organizations rose from $183,526 in 2010 to $2,243,700 in 2011. The absolute number 
of breaches are also increasing: up 32 percent year over year, with 96 percent of 
providers surveyed reporting at least one data breach in the past 24 months. Ponomon 
estimates data breaches could be costing the U.S. healthcare industry between $4.2 
billion and $8.1 billion a year, or an average of $6.5 billion. The majority of breaches 
were not caused by sophisticated hacks or so-called advanced persistent threats. The 
survey found most were the result of employees losing or having their IT devices stolen 
or other unintentional, but ill-advised, employee actions. Shoddy security from partners 
and providers, including business associates, according to 46 percent of participants, 
was another significant reason. Also, the percentage of respondents who had breaches 
discovered by their patients dropped from 41 percent to 35 percent. 
Source: http://www.csoonline.com/article/695521/medical-data-breaches-soar-
according-to-study 

31. November 29, WCBS 2 New York – (New York) Whooping cough outbreak spreads 
on Long Island; more than 200 cases reported. An alarming rise in whooping cough 
has prompted a warning from the Suffolk County Health Department in New York, 
WCBS 2 New York reported November 29. The whooping cough outbreak started with 
13 cases in Smithtown on Long Island in June. Since then, it has spread to more than a 
dozen districts in Suffolk County. The most recent case of whooping cough involves a 
student at 5th Avenue Elementary in Northport, where 11 cases have already been 
reported. What is particularly concerning to health officials is this most recent outbreak 
has the highest number of cases reported since 2006 when there were 110 for the year. 
Now it is 216 cases of whooping cough for the year so far. What is causing this sudden 
and sharp rise in whooping cough has yet to be determined. A doctor with the Suffolk 
County Health Department said it might be as simple as more doctors are detecting and 
diagnosing it, or it could be an increase in some parents’ decision to forgo vaccinating 
their kids. The majority of the students who have been infected with whooping cough 
had been immunized, which health officials said may account for their milder illness. 
Babies who are not yet fully immunized are the most at risk of death from the infection. 
Source: http://newyork.cbslocal.com/2011/11/29/whooping-cough-alert-on-long-island-
2/?hpt=us_bn4 

32. November 23, Daily Sitka Sentinel – (Alaska) Personal info from patients of Alaska 
chiropractor on web. A Sitka, Alaska, resident conducting an Internet search 
November 26 revealed that the personal information of more than 500 patients of a 
local chiropractor was available on the Web. A chiropractor at the Sitka Wellness 
Center told the Sentinel an “electronic medical record software vendor” he used for 
about 9 months in 2008 had stored patient data, including names, dates of birth, Social 
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Security numbers and addresses, on a Web server in an “unsecured text file” that was 
easily accessible. Up to 566 patients had their information compromised, although 
Sitka police said there have not yet been any reports about suspicious activity that 
might be tied to the security breach. The available information “varied from party to 
party,” but in some cases was complete. Although it is not clear how long the 
information was available on the Internet, the chiropractor blamed the leak on 
EMR4Doctors.com, a company he used when he switched to electronic records in 
April, 2008. He used the software provider from about April 2008 to January 2009, 
when he switched back to paper records. The company apparently stopped doing 
business in 2009. 
Source: http://www.newsminer.com/view/full_story/16546373/article-Personal-info-
from-patients-of-Alaska-chiropractor-on-Web-
?instance=home_news_window_left_bullets 

[Return to top]  

Government Facilities Sector 

33. November 30, Batavia Patch – (Illinois) Wednesday morning fire at Thompson 
Middle School causes $100,000 in damage. A fire inside Thompson Middle School in 
in Saint Charles, Illinois, November 30 caused more than $100,000 in damage to the 
building and computer equipment. A cart containing about 15 recharging laptop 
computers caught fire at around 3 a.m. while being stored in a room next to the 
school’s learning resource center, district officials said November 30, Saint Charles 
firefighters responded to the fire alarm and extinguished the blaze. 
Source: http://batavia.patch.com/articles/early-morning-fire-damages-computers-at-
thompson-middle-school 

34. November 30, Information Week – (National) U.S. Cyber Command practices 
defense in mock attack. The military command in charge of U.S. cyberwarfare 
activities successfully completed its first major exercise November 27. The U.S. Cyber 
Command performed the exercise, called Cyber Flag, over a week’s time at the Air 
Force Red Flag Facility at Nellis Air Force Base, Nevada, and through a virtual 
environment pulled in participants from other locations. The Cyber Command, part of 
the U.S. Strategic Command, went into action last September specifically to protect 
Department of Defense networks and oversee federal cyber warfare activities. 
Source: http://informationweek.com/news/government/security/232200508 

For another story, see item 2  
 
[Return to top]  

Emergency Services Sector 

35. December 1, Kittanning Paper – (Pennsylvania) Charges intensified against Ford 
City inmate found with explosive chemicals. A felony charge filed against a Ford 
City, Pennsylvania man found with drugs was withdrawn November 29, but more 
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severe charges –- including threats to use weapons of mass destruction –- were filed. 
The man has been an inmate in the Armstrong County Jail since August, but is now 
facing eight different drug and weapon offenses due to threats against the Ford City 
Police Department. According to the Ford City police sergeant in an October interview, 
the inmate was investigated July 17 after he told neighbors that he was going to blow 
up borough police cars. A search warrant on his 6th Avenue apartment July 21 
produced a mushroom hallucinogenic and chemicals identified as triacetone 
triperoxide, or TATP: a highly explosive compound susceptible to heat and friction. He 
is now facing five charges directly due to the TATP explosive –- two 3rd degree 
felonies, including causing or risking catastrophe, and facsimile weapons of mass 
destruction, and three 1st degree misdemeanors: terroristic threats, threat to use 
weapons of mass destruction, and endangering the welfare of children. He also is 
charged with two separate offenses for possessing illegal mushrooms, and a prohibited 
weapons offense. His apartment was raided by regional safety agencies in October after 
a woman discovered new chemicals within the residence. He is still held within the jail 
on $10,000 bond. 
Source: http://www.kittanningpaper.com/2011/12/01/charges-intensified-against-ford-
city-inmate-found-with-explosive-chemicals/21946 

36. December 1, Naperville Sun – (Illinois) Fugitive with fake check charged with 
forgery, impersonating U.S. marshal. A fugitive from Florida who allegedly tried to 
open a multimillion-dollar bank account in Lisle, Illinois, was arrested on myriad 
charges November 38, including impersonation of a U.S. marshal. The fugitive 
remained in DuPage County Jail in Wheaton on $200,000 bail December 1. He faces 
trial on three counts of false impersonation of a peace officer, and one count each of 
forgery, deceptive practice/bank fraud, unlawful use of weapons, obstructing 
identification, and being a fugitive from justice, according to records on file in DuPage 
County Circuit Court. Lisle police arrested him November 28, shortly after he allegedly 
tried to open an account and deposit a check for $3.5 million at U.S. Bank, at 1026 
Ogden Avenue. The check and the name and identification he allegedly provided in 
trying to open the account were phony. The police commander said investigators soon 
learned he was wanted on a warrant for larceny in Hernando County, Florida. The 
suspect, while in custody, allegedly told police he was a federal marshal and worked 
for the DHS, the police commander said November 30 in a release. Further 
investigation determined neither claim was true, he said. Police, with the suspect’s 
permission, then searched the room in which he was staying at the InTown Suites. That 
search yielded a counterfeit U.S. marshal’s badge, two starter pistols, “and a variety of 
other law enforcement equipment props,” the police commander said. 
Source: http://napervillesun.suntimes.com/news/9163697-418/fugitive-with-fake-
check-charged-with-forgery-impersonating-us-marshal.html 

37. November 30, KOAT 7 Albuquerque – (New Mexico) Burrito sparks Valencia Co. 
jail lockdown. Officials at the Valencia County, New Mexico, Detention Center said 
the facility was on lockdown November 29 because of a burrito. At least 160 inmates at 
the detention center were told to get in their cells and stay there with no visitation, no 
yard time, or privileges after a guard smuggled in a tortilla-wrapped surprise for an 
inmate. The facility’s warden thinks the guard and the inmate were trying a test run to 
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see if they could eventually use burritos to smuggle in contraband. Officials said the 
guard was fired, while staff planned to continue the lockdown until early November 30 
as a precaution. A thorough search of the jail produced some contraband, but nothing 
the warden attributed directly to the smuggled burrito. 
Source: http://www.koat.com/r/29885543/detail.html 

38. November 30, KTVU 2 Oakland – (California) Statewide inmate shift quickly filling 
some county jails. Two months into California’s most far-reaching public safety 
realignment in decades, some counties are seeing a higher-than-expected influx of 
inmates who could crowd jails to the breaking point much earlier than expected. 
Reality is settling in as local law enforcement agencies struggle to contain criminals 
with a history of violence, substance abuse, and mental illness who previously would 
have been tucked away in state prisons. Los Angeles County had said its more than 
22,000 jail beds could be full by Christmas, although officials now have pushed the 
projection back by several months. Officials in the state’s most populous county are 
eying early release of less serious offenders and considering alternatives to jail, such as 
tracking criminals with GPS-linked ankle bracelets. The changes are the result of a law 
that took effect October 1 that shifts responsibility for thousands of lower-level 
criminals from the state to local jurisdictions. Only defendants convicted after that date 
are affected. Judges no longer can send offenders to state prison for crimes such as auto 
theft, burglary, grand theft, and drug possession for sale. Inmates currently in state 
prison will complete their full sentences there, but parole violators who previously 
would have been returned to state prison now can only be incarcerated in county jails. 
Source: http://www.ktvu.com/news/news/statewide-inmate-shift-quickly-filling-some-
county/nFqxf/ 

[Return to top]  

Information Technology Sector 

39. December 1, threatpost – (International) Adobe fixes flaw in Flex SDK 
framework. Adobe patched a security flaw in its Flex SDK product that could lead to 
cross-site scripting attacks against some applications that were built using the SDK, 
threatpost reported December 1. The vulnerability affects versions 3.6 and below, and 
4.5.1 and below. The Flex SDK is a free, open source application framework that 
Adobe produces to enable developers to write apps across a variety of devices and 
platforms. Flex can be used with other tools to build apps for iOS, Android, 
BlackBerry, and the Web. The newly patched vulnerability affects the Flex SDK for 
Windows, Macintosh, and Linux. 
Source: http://threatpost.com/en_us/blogs/adobe-fixes-flaw-flex-sdk-framework-
120111 

40. November 30, Computerworld – (International) Duqu hackers scrub evidence from 
command servers, shut down spying op. The hackers behind the Duqu botnet shut 
down their spying operation, a security researcher said November 30. The 12 known 
command-and-control servers for Duqu were scrubbed of all files October 20, 
according to Kaspersky Lab, just 2 days after Symantec went public with its analysis of 
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the malware. Earlier November 30, another Kaspersky expert posted an update on the 
company’s investigation into Duqu that noted the hackers’ cleaning operation October 
20. According to Kaspersky, each Duqu variant — of a known 12 — used a different 
compromised server to manage the PCs infected with that specific version of the 
malware. Those servers were located in Belgium, India, the Netherlands, and Vietnam, 
among other countries. The hackers not only deleted all their files from those systems, 
but double-checked afterward that the cleaning had been effective, Kaspersky noted. 
Kaspersky also uncovered clues about Duqu’s operation it has yet to decipher. The 
attackers quickly updated each compromised server’s version of OpenSSH — for Open 
BSD Secure Shell, an open-source toolkit for encrypting Internet traffic — to a newer 
edition, replacing the stock 4.3 version with the newer 5.8. Although there have been 
reports that OpenSSH contains an unpatched vulnerability — perhaps exploited by the 
Duqu hackers to hijack legitimate servers for their own use — Kaspersky eventually 
rejected that theory. By updating OpenSSH from the possibly-vulnerable OpenSSH 4.3, 
the Duqu developers may have intended to ensure other criminals could not steal their 
stolen servers. 
Source: 
http://www.computerworld.com/s/article/9222293/Duqu_hackers_scrub_evidence_fro
m_command_servers_shut_down_spying_op 

41. November 30, The Register – (International) Android glitch allows hackers to bug 
phone calls. Computer scientists discovered a weakness in smartphones running 
Google’s Android operating system that allows attackers to secretly record phone 
conversations, monitor geographic location data, and access other sensitive resources 
without permission. Handsets sold by HTC, Samsung, Motorola, and Google contain 
code that exposes powerful capabilities to untrusted apps, scientists from North 
Carolina State University said. These “explicit capability leaks” bypass key security 
defenses built into Android that require users to clearly grant permission before an app 
gets access to personal information and functions such as text messaging. The code 
making the circumvention possible is contained in interfaces and services the device 
manufactures add to enhance the stock firmware supplied by Google. “We believe 
these results demonstrate that capability leaks constitute a tangible security weakness 
for many Android smartphones in the market today,” the researchers wrote in a paper 
scheduled to be presented at 2012’s Network and Distributed System Security 
Symposium. “Particularly, smartphones with more pre-loaded apps tend to be more 
likely to have explicit capability leaks.” 
Source: http://www.theregister.co.uk/2011/11/30/google_android_security_bug/ 

For more stories, see items 32, 34, and 42  

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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[Return to top]  

Communications Sector 

42. December 1, Long Island Business News – (New York) Cablevision experiences 
DDoS attack. Cablevision’s Optimum Online network was the target of a Distributed 
Denial of Service (DDoS) attack the night of November 29, causing some customers to 
experience disruptions with Internet services. Representatives for Cablevision said the 
attack on its network began at about 6 p.m. November 29 and was resolved shortly after 
midnight, at which time all service returned to normal. The attack caused a disruptive 
increase in automated requests on a portion of the network. Cablevision representatives 
said DDoS attacks have been directed at several leading technology companies in 
recent months. An investigation has been launched into the cause of the attack. 
Source: http://libn.com/2011/12/01/cablevision-experiences-ddos-attack/ 

43. November 30, Amarillo Globe-News – (Texas) Downed line disrupts Verizon 
Wireless phone services. A line was down November 30 between Amarillo and 
Lubbock, Texas, causing Verizon Wireless texting and phone services in the region to 
be temporarily unavailable, a sales agent at the Verizon Wireless store at Coulter Street 
and 45th Avenue said. “They have located it, which is the hardest part, and they are out 
there repairing it,” he said. He said Internet services were working, but texting and 
phone services were down. He said services should be back in full swing within hours. 
Verizon did not know the number of customers affected, but reports of the outage that 
began around 9 a.m. extended as far south as the Midland/Odessa area. 
Source: http://amarillo.com/news/local-news/2011-11-30/downed-line-disrupts-
verizon-wireless-phone-services#.TtaJ-nqOfm0 

For another story, see item 41  
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Commercial Facilities Sector 

44. December 1, msnbc.com – (Georgia) Shoppers pricked by needles at Georgia Wal-
Mart. Two shoppers at an Atlanta-area Wal-Mart reported being pricked by 
hypodermic needles hidden in clothing, prompting an investigation by Georgia sheriff’s 
officials, msnbc.com reported December 1. A third shopper found a broken syringe in 
the pocket of a pair of pants at the Wal-Mart in Cartersville, about 45 miles northwest 
of Atlanta, but was unharmed, according to a spokesman for the Bartow County 
Sheriff’s Office. He said the first incident was reported November 22, when a woman 
bought a pair of footed pajamas at the store for her daughter. When the girl was putting 
on the clothes at home, she reported being stuck by a syringe. In another case, reported 
November 27, a woman said that while shopping at the store 2 days earlier, she opened 
a package of bras and her finger was stuck by a needle. After telling the store manager, 
she was advised to seek medical attention. The spokesman said neither victim had any 
“medical issues that we know of,” after the incidents. The syringes, which were all 
recovered, appeared to be unused. 
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Source: http://usnews.msnbc.msn.com/_news/2011/11/30/9118970-shoppers-pricked-
by-needles-at-georgia-wal-mart 

45. December 1, New Castle News Journal – (Delaware) Neighborhood evacuated after 
suspicious chemicals discovered. Delaware State Police evacuated an area near the 
Star Hill Elementary School east of Camden the afternoon of November 30 after 
reports of suspicious items found near a home. Residents spent hours outside as they 
watched police investigate. At around 3:15 p.m., an official said a neighbor found 
dangerous chemicals inside two ammunition boxes while cleaning out a shed on the 
property. The chemicals could have been used to make explosive devices, the official 
said. Part of a road was closed for 4 hours during the investigation. All chemicals were 
removed, and the street was reopened shortly after 7:30 p.m. The chemicals were 
turned over to the Delaware Department of Natural Resources and Environmental 
Control. 
Source: 
http://www.delawareonline.com/article/20111201/NEWS01/112010351/Neighborhood
-evacuated-after-suspicious-chemicals-discovered 

46. December 1, WRC 4 Washington, D.C. – (District of Columbia) Convenience store 
crime spree on camera. Washington, D.C. police said at least three culprits are 
responsible for a violent armed robbery spree resulted in four robberies in a 2-day 
period, WRC 4 Washington, D.C. reported December 1. The first robbery happened 
November 27 just after 2 a.m. Police said three men entered the store, one jumped the 
counter, while the others ordered customers to the ground. The cashier was robbed at 
gunpoint. The second robbery happened at a 7-11 about 2 hours later. That same store 
was also the scene of the third robbery early November 28. A customer was also 
robbed in that incident. About a half hour later, a Shop Express became the scene of the 
fourth robbery. 
Source: http://www.msnbc.msn.com/id/45502796/ns/local_news-
washington_dc/#.TteCJlaLNqo 

47. December 1, Salisbury Daily Times – (Maryland) OC hotel works to reopen after 
Legionnaires’ disease cases. The Ocean City, Maryland hotel where health officials 
said several people contracted Legionnaires’ disease will consult with a water systems 
expert and have regular water testing done by the Worcester Health Department when it
reopens in the spring of 2012, the Salisbury Daily Times reported December 1. The 
Plim Plaza Hotel has been required by the health department to consult with a water 
expert to develop a plan for treating its water before it reopens in April 2012. When it 
opens in the spring, the hotel will have its water tested regularly for about 6 months. A 
Plim Plaza spokeswoman said the hotel has worked closely with the health department 
since the bacteria was discovered in its water pipes, and hired a water expert. She said 
an exact source of the bacteria had not been determined. The hotel closed early after 
three guests developed Legionnaires’ disease in September. Once it closed, four more 
guests contracted the disease, which can show up between 2 and 14 days after exposure 
to the Legionella bacteria. One of the seven sickened, an elderly out-of-state hotel 
guest, died. 
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Source: http://www.delmarvanow.com/article/20111201/NEWS01/112010350/OC-
hotel-works-reopen-after-Legionnaires-disease-cases?odyssey=nav|head 

For another story, see item 2  
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National Monuments and Icons Sector 
 

Nothing to report 
 
[Return to top]  

Dams Sector 

48. December 1, Pueblo Chieftan – (Colorado) Fountain Creek study will weigh dam 
impacts. A study of dams on Fountain Creek near Colorado Springs, Colorado, will not 
identify where dams should be placed, rather, how effective they would be in stopping 
certain floods. The district’s technical advisory committee met with some of the U.S. 
Geological Survey’s (USGS) team November 30 to begin to develop the study. The 
$500,000 study will look at up to 14 scenarios and develop a draft report by late 2012. 
A final report will not be complete until September 2013, said the head of the Pueblo 
USGS office. The USGS said the study will look at dams on Fountain Creek, its 
tributaries and off-channel sites. The USGS plans to train area municipal engineers in 
how to use the databases, and in methods developed in the study. The technical 
committee will work with the USGS to identify where dams might be placed, and 
which type of flood events should be studied. The USGS also will attempt to predict 
how much erosion occurs and sediment is deposited in certain types of storms. The 
scenarios will be identified in February or March, after the USGS finishes calibrating 
existing data. 
Source: http://www.chieftain.com/news/fountain-creek-study-will-weigh-dam-
impacts/article_080f825c-1be3-11e1-a64b-001cc4c03286.html 
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