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Top Stories 

• A 700-square-mile freshwater basin in Louisiana that farmers use for irrigation to grow rice 
and farm fish, cattle, and alligators, is in grave danger from incursions by saltwater from 
the Gulf of Mexico. – Associated Press (See item 18)  

• An Android app developer published what he says is conclusive proof millions of 
smartphones are secretly monitoring the key presses, geographic locations, and received 
messages of its users. – The Register (See item 30)  
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: LOW, Cyber: LOW 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. November 30, Redding Record-Searchlight – (California) Propane tanker rolls on 
highway; lanes remain blocked on Highway 299. A propane tanker rolled over on 
Highway 299 about 2.5 miles east of Big Bar November 29 and blocked both lanes in 
Trinity County, California, into the night and early November 30. Part of the trailer, 
which contained liquid propane gas, was hanging over an embankment following the 
crash, according to the California Highway Patrol (CHP). Officers at the scene were 
investigating, but the tanker may have hit a bank and spun around. The CHP said 
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November 30 the highway could be closed in both directions for an extended period. 
Source: http://www.redding.com/news/2011/nov/30/propane-tanker-rolls-on-highway/ 

2. November 30, Mt. Pleasant Morning Sun – (Michigan) Ithaca’s gasoline leak a cause 
for concern. Some homes and businesses in Ithaca, Michigan are still reporting vapors 
coming into their homes or buildings from a gasoline leak at the Beacon and Bridge gas 
station, the Mt. Pleasant Morning Sun reported November 30. Two families have had to 
evacuate their homes, including the city manager. Most of the people in the dozen or so 
homes affected by the spill, have not lately reported any more vapors, or they said the 
odors and vapors have been sporadic. The gas leak was first reported to the department 
of environmental quality in October, and the city hired an environmental consultant. 
The gas station paid to have the sewers flushed. But despite this, reports of vapors were 
still noted, and in some places at higher levels than considered safe. Exploratory soil 
and ground water samples had been taken in the neighborhood of the gas station, but 
not beyond. New studies are planned, because the flushing of the sewers and the valve 
repair have not eliminated the problem. 
Source: 
http://www.themorningsun.com/articles/2011/11/30/news/doc4ed55a7648f9599965869
8.txt?viewmode=fullstory 

3. November 29, WXII 12 Winston-Salem – (North Carolina) Tanker overturns on 
Freeman Mill Road. Guilford County firefighters and haz-mat crews were called to 
the scene of an overturned fuel tanker in Greensboro, North Carolina, November 29 in 
the southbound lanes of Freeman Mill Road. The Greensboro fire chief said the tanker 
spilled about 500 gallons of fuel before crews arrived to contain the spill. The tanker 
was carrying 7,000 gallons of fuel. Police closed both lanes of Highway 220 between 
Interstate 40 and Business Interstate 85. They were expected to remain closed for 
several hours while crews cleaned up. No other vehicles were involved in the wreck, 
officials said. The tanker driver managed to get out of the vehicle and was taken to 
Moses Cone Hospital, where he was treated for minor injuries. 
Source: http://www.wxii12.com/r/29879735/detail.html 

4. November 29, Financial News Network – (California) EPA says BP America to pay 
$426,500 penalty, secure $240 million in funds. The U.S. Environmental Protection 
Agency (EPA) announced that several subsidiaries of BP America have agreed to pay a 
$426,500 penalty and ensure that more than $240 million in funds is secured to resolve 
violations of hazardous waste, drinking water and Superfund financial assurance 
requirements. Upon receipt of information from the California Department of Toxic 
Substances Control and BP, the EPA determined that between 2006 and 2010, BP units 
failed to meet their Resource Conservation and Recovery Act and Safe Drinking Water 
Act financial assurance requirements. 
Source: http://www.fnno.com/story/news-corner/331-epa-says-bp-america-pay-
426500-penalty-secure-240-million-funds-bp-news-corner 

5. November 29, Associated Press – (Colorado) Crews working to contain oily liquid in 
CO creek. A refinery suspected of leaking hazardous liquids into a Denver, Colorado, 
area creek has been under a corrective order for several decades because of 
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contaminated groundwater, a state health official said November 29. The state health 
department has been monitoring contaminated plumes from the Suncor Energy refinery 
for years, a spokesman said. The facility is likely the source of an oily liquid that has 
been seeping into Sand Creek about a mile away since November 29. It will take at 
least 24 hours to identify the chemicals and confirm the source of the pollution. An 
enforcement letter from the department obtained by the Associated Press notified the 
company October 26 that it was not doing enough to control pollution from the 
property, and demanded stricter cleanup efforts. The state gave the company 30 days to 
submit a plan to mitigate and halt the migration of contamination. The company was 
also ordered to monitor Sand Creek and the nearby Burlington Ditch. The state health 
agency spokesman said such consent orders are “quite common” for companies dealing 
with hazardous waste. Protective booms set up in the water have recovered about 50 
gallons of suspected hydrocarbons, some of which could cause cancer, a U.S. 
Environmental Protection Agency coordinator said. 
Source: http://www.vcstar.com/news/2011/nov/29/crews-working-to-contain-oily-
liquid-in-co-creek/ 

For another story, see item 36  
 
[Return to top]  

Chemical Industry Sector 

6. November 30, KATC 3 Lafayette – (Louisiana) Centerville accident kills one and 
injures another. Louisiana state troopers said they suspect the driver who caused a 
deadly crash that resulted in a chemical spill and a road closure in Centerville, 
Louisiana, November 29 was impaired. A 33-year-old man died, and the driver of the 
other vehicle had moderate injuries. Just before 10 p.m., an SUV hit a 1-ton pickup 
pulling a gooseneck trailer transporting flammable and corrosive hazardous materials, a 
trooper said. The pickup went across the highway and came to rest in a wooded area. 
The chemical spill shut down Hwy. 90 in St. Mary Parish for several hours. Troopers 
and haz-mat crews were on the scene until almost 5:30 a.m. November 30. 
Source: http://www.katc.com/news/centerville-accident-kills-one-and-injures-another/ 

7. November 30, Eugene Register-Guard – (Oregon) Plant will pay fines over 
pollution. A Lane County manufacturing company has agreed to pay fines and fees 
totaling $175,000 to settle air pollution violations at its plant south of Glenwood, 
Oregon from 2004 to 2007, the U.S. government announced November 29. The 
violations involved excess fume emissions of xylene, a toxic chemical that is part of the 
paint Johnson Crushers International (JCI) applied to construction equipment it makes. 
Since then, the 225-employee factory has sharply cut its use of chemicals that generate 
air pollutants, the company president said. A government attorney confirmed JCI has 
been in compliance since 2007. Federal and county inspectors spotted the earlier 
violations. Until the violations were uncovered, the company had not applied for a 
federal emissions permit. Xylene can damage the eyes, skin, lungs and internal organs. 
Federal rules require manufacturers that apply chemical coatings to metal products to 
take elaborate steps to limit the amount of fumes emitted during the coating or painting 

http://www.vcstar.com/news/2011/nov/29/crews-working-to-contain-oily-liquid-in-co-creek/�
http://www.vcstar.com/news/2011/nov/29/crews-working-to-contain-oily-liquid-in-co-creek/�
http://www.katc.com/news/centerville-accident-kills-one-and-injures-another/�


 - 4 - 

processes. 
Source: http://www.registerguard.com/web/newslocalnews/27248427-41/company-
violations-federal-elliott-emissions.html.csp 

8. November 29, Associated Press – (Utah) Utah scientist charged with stealing drug 
recipes. Federal prosecutors have charged a scientist with stealing trade secrets from a 
North Logan, Utah, drug company where he worked. An FBI spokeswoman said it is 
the first time authorities have filed industrial espionage charges in Utah. The federal 
complaint said a man e-mailed drug recipes to a brother-in-law in India who was 
setting up a competing company. The man worked for Frontier Scientific Inc. He was 
charged November 28 with one count of theft of trade secrets. He faces up to 10 years 
in prison and a $250,000 fine if convicted. 
Source: http://www.deseretnews.com/article/700202423/Utah-scientist-charged-with-
stealing-drug-recipes.html 

9. November 29, Albany Times Union – (New York) OSHA fines Momentive $81,000 
for failed inspections. The U.S. Occupational Safety and Health Administration 
(OSHA) fined Momentive Performance Materials of Waterford, New York, $81,000 
after the company failed inspections following a May explosion at the plant that 
resulted in two workers being severely burned. OSHA found serious and repeat 
offenses to workplace rules concerning its fumed silica manufacturing operations in 
Building 68. The report said the explosion “resulted in, or could have reasonably ... 
resulted in, a catastrophic release of highly hazardous” chemicals at the Hudson River 
Road plant. The two injured workers are recovering from their injuries. 
Source: http://www.timesunion.com/business/article/OSHA-fines-Momentive-81-000-
for-failed-2302894.php 

For more stories, see items 4, 5, 20, and 22  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 
 

Nothing to report 
 
[Return to top]  

Critical Manufacturing Sector 

10. November 29, U.S. Department of Labor – (New York) U.S. Labor Department’s 
OSHA proposes $125,000 in fines to Munnsville, NY, plant of Wisconsin-based 
Briggs & Stratton for repeat, serious safety hazards. The U.S. Department of 
Labor’s Occupational Safety and Health Administration (OSHA) November 29 cited 
Briggs & Stratton Power Products Group LLC for alleged repeat and serious violations 
of workplace safety standards at its Munnsville, New York, manufacturing plant. The 
lawnmower manufacturer faces $125,000 in proposed penalties, chiefly for mechanical, 
electrical, and fall hazards identified during an inspection. The OSHA found several 
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recurring hazards similar to those cited during a 2007 inspection of the same location. 
The inspection also identified electrical and machine guarding hazards, inadequate 
training to ensure machines are de-energized and their power sources are locked out to 
prevent unintended startup during maintenance, defects with lifting chains and slings, 
unguarded floor holes, and uninspected overhead hoists and hook devices. 
Source: 
http://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEAS
ES&p_id=21381 

For another story, see item 7  
 
[Return to top]  

Defense Industrial Base Sector 

11. November 29, U.S. Senator Chris Coons of Delaware – (International) Senate 
approves amendment to combat counterfeit products sold to the military. The U.S. 
Senate unanimously approved an amendment to a key Defense funding bill November 
29, which includes a measure from a Democratic Senator from Rhode Island to crack 
down on criminals who traffic in counterfeit military products. The bipartisan 
Combating Military Counterfeits Act, was included in a larger amendment offered by 
the chairman and ranking member of the Senate Armed Services Committee. The 
measure would bolster efforts to protect troops and the U.S. military supply chain from 
dangerous counterfeit products. A January 2010 study by the Commerce Department 
quoted a Defense Department official estimating that counterfeit aircraft parts were 
“leading to a 5 to 15 percent annual decrease in weapons systems reliability.” Similarly, 
the Government Accountability Office reported the Defense Department discovered in 
testing it procured body armor that was misrepresented as being “Kevlar,” and that a 
supplier sold the Defense Department a personal computer circuit that it falsely claimed 
was a $7,000 circuit that met the specifications of a missile guidance system. 
Source: http://coons.senate.gov/newsroom/releases/release/senate-approves-
amendment-to-combat-counterfeit-products-sold-to-the-military 

12. November 28, Flightglobal – (International) F-22 oxygen report delayed for 
months. The U.S. Air Force (USAF) extended by several months a self-imposed 
deadline for releasing a scientific analysis of the oxygen problems blamed for two 
groundings of the Lockheed Martin F-22A Raptor, Flightglobal reported November 28. 
The 5-month old oxygen study by a scientific advisory board was due to be released in 
November, a schedule upheld by the USAF earlier the same month. Three days before 
the deadline, however, the USAF backed off a firm date for releasing the study. The 
board “now expects to finalize its complete study this winter,” the USAF said without 
elaborating. “A releasable report will be made available at that time,” the USAF added. 
The board is assigned to investigate the F-22’s mysterious oxygen problems. 
Source: http://www.flightglobal.com/news/articles/f-22-oxygen-report-delayed-for-
months-365356/ 

[Return to top]  
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Banking and Finance Sector 

13. November 30, KMOV 4 St. Louis – (Illinois) Routine traffic stop uncovers credit 
card, ID fraud operation. A routine traffic stop by an Illinois state trooper November 
29 turned out to be anything but routine after uncovering fraudulent credit cards, fake 
identification cards, and other illegal items. According to officials, the Itrooper was 
patrolling Interstate 55 near Springfield when he pulled over a grey Dodge Caravan for 
no front license plate, and improper lane usage. Upon further investigation, including a 
search, the trooper discovered a significant number of fraudulent credit cards, debit 
cards, and gift cards. Blank driver’s licenses and identification cards from multiple 
states were also found in the vehicle, along with machines used to produce fraudulent 
identification cards, holograms, driver’s licenses, and credit cards. Among the three 
suspects, $12,362 in cash was also collected. The three were arrested at the scene and 
charged with possession of altered credit cards, possession of stolen goods, possession 
of fraudulent credit cards, and possession of a machine to make fraudulent credit cards. 
Illinois State Police investigators and the U.S. Secret Service were contacted for further 
investigation. 
Source: http://www.kmov.com/news/crime/Routine-traffic-stop-uncovers-credit-card-
and-ID-fraud-operation-134693828.html 

14. November 30, The Register – (International) Anonymous launches OpRobinHood 
against banks. Anonymous and other hacktivists have joined together to launch an 
attack on banks in response to recent crackdowns against the Occupy protest 
movement. TeaMp0isoN and Anonymous are joining forces to run OpRobinHood, 
which will involve using stolen credit details to donate to charities and others, 
supposedly at the expense of banks. TeaMp0isoN and Anonymous claim to have 
already taken Chase, Bank of America, and CitiBank credit cards with “big breaches 
across the map” and to have begun donating thousands to many protests around the 
world, as well as to homeless charities and other philanthropic organizations. The 
hacktivists want bank account holders to withdraw their funds and deposit them in 
credit unions instead, something started with the Operation Cash Back scheme a few 
weeks ago. 
Source: http://www.theregister.co.uk/2011/11/30/anon_oprobinhood/ 

For another story, see item 26  
 
[Return to top]  

Transportation Sector 

15. November 30, WCAU 10 Philadelphia – (Pennsylvania) Bullet shot through SEPTA 
bus. In Philadelphia, someone shot a bullet through the driver’s side window of a 
Southeastern Pennsylvania Transportation Authority (SEPTA) bus November 29, 
landing behind the driver’s seat, authorities said. No one was injured when the bullet 
pierced the window of the Route 17 bus in the Point Breeze section of Philadelphia at 
about 7 p.m., a SEPTA spokeswoman said. The bus was driving south on 19th Street 
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near Wharton at the time of the shooting. This shooting happens months after a series 
of violent acts against SEPTA drivers that occurred in late summer. In one incident, a 
SEPTA bus driver and a 22-year-old man were injured in a shooting in the West Oak 
Lane section. In another incident, a SEPTA driver was shot by a man trying to get on 
her bus. She drove herself to the hospital. 
Source: http://www.nbcphiladelphia.com/news/local/Bullet-Shot-Through-SEPTA-
Bus-134744503.html 

For more stories, see items 1, 3, 6, 25, 28, and 39  
 
[Return to top]  

Postal and Shipping Sector 

16. November 29, KGO 7 San Francisco – (California) Officers respond to suspicious 
package in mail box. Police responded to reports of a suspicious package in a mail 
collection box near a U.S. Postal Service mail processing facility in San Jose, 
California, November 29. A customer leaving the post office saw a man wearing a gas 
mask and what looked like a bulletproof vest, said a spokesman for the postal service’s 
Bay Valley district. Customers and workers were evacuated from that part of the 
building, he said. A robot and an officer wearing a protective blast suit checked the 
mail collection boxes and it was determined the package was harmless. 
Source: http://abclocal.go.com/kgo/story?section=news/local/south_bay&id=8449182 

[Return to top]  

Agriculture and Food Sector 

17. November 30, Food Safety News – (California) Allergen alert: Chicken sausage 
recalled. Papa Cantella’s of Vernon, California is recalling about 456 pounds of 
chicken sausages because of misbranding and an undeclared allergen, the U.S. 
Department of Agriculture’s Food Safety and Inspection Service announced November 
29. The sausage contains walnuts, a known allergen, which is not noted on the label. A 
consumer complaint brought the problem to the attention of the company, which said it 
believes a production scheduling error resulted in incorrect labels being applied. The 
recall is for 16-ounce packages of Cantella’s Fully Cooked Chicken Sausage with 
Apples. The recalled sausages were produced October 19 and distributed to retail 
establishments in Southern California. 
Source: http://www.foodsafetynews.com/2011/11/allergen-alert-chicken-sausage-
recalled/ 

18. November 29, Associated Press – (Louisiana) Coastal region in Louisiana declares 
state of emergency over threat from Gulf’s salt water. A rice and crawfish farming 
region on the low-lying southwest Louisiana coast has declared a state of emergency 
because a large freshwater basin that farmers rely on for irrigation is being spoiled by 
saltwater from the Gulf of Mexico, the Associated Press reported November 29. 
Vermilion Parish declared an emergency and pleaded for help from state and federal 
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officials to prevent the saltwater from fouling the Mermentau River basin, a 700-
square-mile area of mostly freshwater marsh. The rising salt level in the basin threatens 
thousands of acres of farmland used for crawfish ponds, cattle ranches, duck hunting, 
rice fields, and alligator and fish farms. Farmers rely on freshwater from the basin. 
Saltwater intrusion is a growing problem in Louisiana because the state is losing its 
shoreline buffer against the Gulf. Since the 1930s, coastal Louisiana has lost about 
2,000 square miles of land. The erosion can be pinned to levees built by the U.S. Army 
Corps of Engineers, oil drilling, hurricanes, and sea level rise, among other factors. 
November 29, state officials said they would step up their efforts to stop the saltwater 
encroachment. State officials vowed to press the Corps to speed up work to stop the 
saltwater. Saltwater levels have been rising for the past 8 months in the basin due to a 
combination of drought and gaps in the shoreline that have allowed the Gulf to 
penetrate into the basin, said a coastal biologist with the Louisiana State University 
AgCenter. 
Source: 
http://www.therepublic.com/view/story/09c03343b4bd4c72b3bddb2b8b998070/LA--
Salty-Coast/ 

19. November 29, WKBW 7 Buffalo – (New York) Suspected arson at Hoak’s 
Restaurant. A suspected arson at a Hamburg, New York restaurant is under 
investigation, WKBW 7 Buffalo reported November 29. The damage at the restaurant 
is extensive. The owner woke up early November 29 to a surprise, as the second floor 
of his Lakeshore restaurant was on fire. The fire is under investigation by Hamburg 
police and Erie County fire investigators. They are calling the fire suspicious. Officials 
report the fire started on and was confined to the upper floor, and burned some chairs 
and flooring. 
Source: http://www.wkbw.com/news/local/Suspected-Arson-At-Hoaks-Restaurant-
134706533.html 

For more stories, see items 26, 44,  
 
[Return to top]  

Water Sector 

20. November 30, Bloomberg News – (National) Lafarge to pay $740,000 to settle some 
claims. Lafarge North America will pay a $740,000 penalty as part of its efforts to 
settle claims that the construction materials supplier violated the Clean Water Act 
(CWA) in five states. The penalty must be paid within 30 days of a Maryland federal 
court’s approval of the settlement, the U.S. Environmental Protection Agency (EPA) 
said November 30. Lafarge will also enact an evaluation and compliance program at 
189 of its U.S. plants to make sure they meet CWA standards, the EPA said. Lafarge is 
expected to spend about $8 million over 5 years to develop and maintain the 
compliance program. The Herndon, Virginia, company will also complete conservation 
easements to protect about 166 acres in Maryland and Colorado, and create a project to 
support environmental training for state inspectors. The project, which is valued at 
$10,000, does not yet have a specific state attached to it yet. The violations under 
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question date back to 2006 and include unpermitted discharges of stormwater, and 
failure to comply with stormwater permits at 21 stone, gravel, sand, asphalt, and ready-
mix concrete plants in Alabama, Colorado, Georgia, Maryland, and New York. 
Stormwater flowing over concrete manufacturing plants can carry debris, sediment and 
pollutants including pesticides, petroleum products, chemicals, and solvents, which can 
hurt water quality. The CWA requires that industrial facilities, such as ready-mix 
concrete plants, sand and gravel facilities and asphalt batching plants, have controls in 
place to prevent pollution from being discharged with stormwater into waterways. The 
EPA said Lafarge has made significant improvements to its stormwater management 
systems since being notified of the violations. 
Source: http://www.businessweek.com/ap/financialnews/D9RAIU3O0.htm 

21. November 29, Robertson County Times – (Tennessee) Springfield sewage system on 
‘ragged edge’. The Sulphur Springs wastewater treatment plant that serves Springfield, 
Tennessee has peaked at capacity of its 3.4 million gallons used daily and requires 
improvements estimated at $74 million. The Springfield Water/Wastewater director 
said it is going to get to the point where the U.S. Environmental Protection Agency and 
the state will insist Springfield stop its wastewater violations. According to the city’s 
Web site, treated water is discharged into Sulphur Fork Creek and treated bio-solids are 
land applied on site, or dried through a belt press and used in composting. Daily lab 
analysis is performed to ensure compliance with state and federal rules. The necessary 
improvements need to get underway soon, according to the Jacobs Engineering 
Wastewater Treatment practice leader, who presented a long term wastewater plan at 
the Springfield Board of Mayor and Aldermen meeting November 15. Jacobs is also 
studying the drinking water available to Springfield and its neighboring communities of 
Greenbrier and Coopertown. Officials said that while there is plenty of water in the Red 
River, the city’s water intake is only a 24-inch water line, which has experienced leaks 
the past 2 years. Officials said that in the absence of that water line’s use, an emergency 
plan would go into effect, requiring water restrictions that could last for days or even 
weeks. 
Source: 
http://www.tennessean.com/article/20111130/ROBERTSON01/311300048/Springfield
-sewage-system-ragged-edge-?odyssey=mod|newswell|text||s 

22. November 29, Central Florida News 13 Orlando – (Florida) Traces of pesticide found 
in DeLand reclaimed water. City leaders are now more confused about the source of 
contaminated water after traces of Dieldrin, a known carcinogen, turned up in 
reclaimed water in DeLand, Florida, Central Florida News 13 Orlando reported 
November 29. The pesticide used several decades ago was first discovered in 
homeowners’ wells at the DeLand Country Club Estates. Of 200 homes tested, Dieldrin 
was discovered in 113 wells. The week of November 21, traces of the pesticide turned 
up in reclaimed water in the subdivision, leading city officials to believe the source of 
the contamination may not be from the wells. The city sent out letters to users of 
reclaimed water, alerting them of the recent find. Officials and Florida Department of 
Environmental Protection workers are planning to test other wells and reclaimed water 
pumps to see if Dieldrin has spread throughout the city. City officials said traces of the 
pesticide in reclaimed water are very low. They were told by health officials no 
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advisories needed to be issued since reclaimed water sources already have signs 
advising users not to drink or bathe in it. 
Source: http://www.cfnews13.com/article/news/2011/november/350843/Traces-of-
pesticide-found-in-DeLand-reclaimed-water 

23. November 29, Easton Express-Times – (Pennsylvania) Alpha water main leak will 
lead to shut-offs, officials say. A water main leak near Alpha, Pennsylvania, will result 
in water shut-offs on November 30, borough officials said November 29. Water shut-
offs will occur from 7 a.m. until at least 3 p.m. as repairs are performed. Jamesville, 
New York based New York Leak Detection officials estimate 20,000 to 30,000 gallons 
a day are leaking from the water line, according to an Alpha Borough councilman. A 
leak detection survey conducted in March resulted in the location of 11 possible leaks 
— three from lines and eight from fire hydrants. The amount estimated from the leaks 
was 112,000 gallons a day. Repairs were completed to the leaks in May, but the New 
York Leak Detection president and CEO said new leaks are common when repairs are 
being made. The councilman reported the borough failed to account for about two-
thirds of the borough’s water in the third quarter. New York Leak Detection workers 
plan to be in Alpha for 2 weeks to continue surveying the water system. 
Source: 
http://www.lehighvalleylive.com/phillipsburg/index.ssf/2011/11/alpha_water_main_lea
k_will_lea.html 

For more stories, see items 2, 4, 5, 36, and 41  
 
[Return to top]  

Public Health and Healthcare Sector 

24. November 29, Chicago Tribune – (Illinois) Assisted living center with high CO levels 
evacuated. A 4-story assisted living facility in Lincoln Park in the Chicago area, was 
evacuated November 29 after high levels of carbon monoxide were detected there, 
officials said. The building was briefly evacuated as firefighters searched the building 
and opened windows to ventilate it. Almost 300 residents and employees at the center 
left the building, with some relocating temporarily to the Chicago Park District field 
house. The source of the carbon monoxide was believed to be a faulty boiler. 
Source: http://www.chicagotribune.com/news/local/breaking/chi-assisted-living-center-
evacuated-after-high-co-levels-in-lincoln-park-20111129,0,2696039.story 

[Return to top]  

Government Facilities Sector 

25. November 30, CNN – (California; Pennsylvania) Police clear Occupy camps in Los 
Angeles, Philly. Police in Los Angeles and Philadelphia dismantled tents and arrested 
Occupy protesters who refused to leave city areas November 30. The Los Angeles 
police moved in at 12:30 a.m. November 30. About an hour later, the city hall lawn was 
cleared and closed for cleanup. About 200 people were arrested in the operation, 
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utilizing some 1,400 officers, according to the police chief. Police described the 
operation as fairly peaceful. In Philadelphia, 52 people were arrested — six as officers 
cleared Dilworth Plaza, near city hall; 44 at another location; and two elsewhere, one 
on suspicion of disorderly conduct and one on suspicion of assaulting an officer, said a 
police spokeswoman. She said police remained at the scene late the morning of 
November 30, and the plaza was being cleaned. WPVI 6 Philadelphia reported several 
streets were closed until further notice. Three people were injured, the police 
spokesman said. Two police officers were treated and released, and a protester was 
taken to a hospital after she said a police horse had stepped on her toe. 
Source: http://www.cnn.com/2011/11/30/us/california-occupy-los-
angeles/index.html?hpt=hp_t1 

26. November 30, Softpedia – (California) UCR food service computer breach leaves 
5,000 exposed. The University of California, Riverside (UCR) reported November 29 
its cash registers from food services were exploited by a cybercriminal who may have 
gained access to information from 5,000 credit cards. An official statement on UCR’s 
official Web site reveals that card numbers, cardholder names, expiration dates, and an 
encrypted version of debit card PIN numbers may have been accessed. Seventeen 
individuals have made complaints to police about fraudulent charges taking place from 
their credit cards, and another 144 suspect similar illegal transactions, the Riverside 
Press-Enterprise reported. First clues show the cybercriminals most likely have no 
connection to the campus since most of the purchases made with the stolen credit card 
details took place in Europe, and the eastern part of the United States. Police removed 
all the hard drives from the affected machines as part of their investigation. 
Source: http://news.softpedia.com/news/UCR-Food-Service-Computer-Breach-Leaves-
5-000-Exposed-237584.shtml 

27. November 29, Emery County Progress – (Utah) Odors at Ferron City Hall cause 
problems for workers. The Ferron City, Utah, city hall was recently tested to see what 
is creating gas type smells in the office, the Emery County Progress reported November 
29. Office personnel have complained of odors and of headaches and other symptoms. 
Worker frequently reported having to air the building out by opening windows before 
employees can begin work. Two department of water quality employees reported to the 
city council that test results showed areas where the allowable percentages of chemicals 
were exceeded, including benzene levels. Soil data was collected around the perimeter 
of the building and it was not known how the vapors from the soils were getting into 
the building. The costs involved to seal the building were estimated to be between 
$10,000-$15,000. 
Source: http://www.ecprogress.com/index.php?tier=1&article_id=11777#top 

For more stories, see items 11, 36,  
 
[Return to top]  
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Emergency Services Sector 

28. November 29, Chicago Tribune – (Illinois) Three killed in Ill. medical transport 
plane crash. A small airplane transporting a medical patient to the Chicago area 
crashed in Riverwoods, Illinois, November 28, killing three of the five people on board, 
authorities said. Among the dead was the patient and his wife, according to authorities. 
The plane crashed just after the pilot reported he was having a fuel problem. The twin-
engine Piper Navajo ripped apart trees and barely missed a family home as it crashed in 
a wooded area near Portwine and Orange Brace Roads, north of a Lake County Forest 
Preserve around 10:50 p.m. The plane, owned by Trans North Aviation, was carrying 
the patient, his wife, two pilots, and a flight paramedic and was headed to the Chicago 
Executive Airport in Wheeling, about 5 miles south of the crash site, according to the 
owner and president of the South Carolina company. The patient was taken to a 
hospital where he was pronounced dead. Two others were taken to a hospital and were 
expected to live. The patient’s wife and another person were dead at the scene. 
Source: http://www.firehouse.com/news/top-headlines/three-killed-ill-medical-
transport-plane-crash 

29. November 28, Government Technology – (Texas) Motorcycle medics reach the 
injured faster in Austin. In early June, emergency medical services (EMS) personnel 
in Austin, Texas, began using a different mode of transportation to reach the injured 
along the congested and accident-prone Interstate 35: medically equipped motorcycles. 
Rather than navigating the congested highway in ambulances, EMS personnel now hop 
on their motorcycles to respond to traffic accident victims — a tactic that originated in 
London, and has proven successful in Florida’s Miami-Dade County for nearly 5 years. 
Motorcycles can arrive 2 to 3 minutes faster than an ambulance — especially during 
large congested events like Austin’s South by Southwest music festival, said the 
commander of Austin-Travis County EMS Special Events. The motorcycles — BMW 
G650 X-Ps equipped with lights and sirens and suspension that can handle rougher 
terrain than a standard street bike — are outfitted with life-support equipment such as 
medications, airway equipment, first aid supplies, and an automatic external 
defibrillator. Motorcycle medics can treat an injury or illness for up to 15 minutes; they 
can give immediate care and determine the severity of injuries. An ambulance is always 
immediately behind them, the commander said. 
Source: http://www.govtech.com/public-safety/Motorcycle-Medics-Reach-the-Injured-
Faster-in-Austin.html 

For another story, see item 25  
 
[Return to top]  

Information Technology Sector 

30. November 30, The Register – (International) Busted! Secret app on millions of 
phones logs key taps. An Android app developer published what he says is conclusive 
proof millions of smartphones are secretly monitoring the key presses, geographic 
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locations, and received messages of its users. In a YouTube video posted November 28, 
the developer showed how software from a company known as Carrier IQ recorded in 
real time the keys he pressed into a stock EVO handset, which he reset to factory 
settings just prior to the demonstration. Using a packet sniffer while his device was in 
airplane mode, he demonstrated how each numeric tap and every received text message 
is logged by the software. The developer then connected the device to a Wi-Fi network 
and pointed his browser at Google. Even though he denied the search company’s 
request that he share his physical location, the Carrier IQ software recorded it. The 
secret app then recorded the precise input of his search query, even though he typed it 
into a page that uses the SSL protocol to encrypt data sent between the device and the 
servers. In an interview the week of November 21, Carrier IQ’s VP of marketing 
rejected claims the software posed a privacy threat because it never captured key 
presses. He said Carrier IQ was a diagnostic tool designed to give network carriers and 
device manufacturers detailed information about the causes of dropped calls and other 
performance issues. The app developer said he chose the HTC phone purely for 
demonstration purposes. Blackberrys, other Android-powered handsets, and 
smartphones from Nokia contain the same snooping software, he claims. 
Source: http://www.theregister.co.uk/2011/11/30/smartphone_spying_app/ 

31. November 30, Softpedia – (International) HP: ‘Thermal breakers’ installed in 
printers prevent fires. After researchers at Columbia University in New York City 
demonstrated a series of attack methods that rely on vulnerabilities found in Hewlett 
Packard (HP) LaserJet printers, HP issued a statement to argue it is not as bad as it 
looks. According to DailyTech, HP claims that so far no customers reported anything 
that would indicate a device catching on fire as a result of a malevolent software 
update. “HP LaserJet printers have a hardware element called a ‘thermal breaker’ that 
is designed to prevent the fuser from overheating or causing a fire. It cannot be 
overcome by a firmware change or this proposed vulnerability,” HP stated. However, 
they admit some of the vulnerabilities that could allow unauthorized access may be 
plausible, but the attack only works on machines placed in a public network that does 
not benefit from the protection offered by a firewall. “In a private network, some 
printers may be vulnerable if a malicious effort is made to modify the firmware of the 
device by a trusted party on the network. In some Linux or Mac environments, it may 
be possible for a specially formatted corrupt print job to trigger a firmware upgrade,” 
the statement adds. It appears HP is working on a firmware upgrade that will mitigate 
the issue, but in the meantime, their customers are advised to secure the devices by 
placing them behind a firewall and by disabling the remote firmware upload when 
possible. 
Source: http://news.softpedia.com/news/HP-Thermal-Breakers-Installed-in-Printers-
Prevent-Fires-237392.shtml 

32. November 29, Computerworld – (International) Hackers launch millions of Java 
exploits, says Microsoft. Hackers continue to launch attacks exploiting vulnerabilities 
in Oracle’s Java software in record numbers, Microsoft said November 28. Citing 
research from a recent report, a director in the company’s Trustworthy Computing 
group said up to half of all attacks detected and blocked by Microsoft’s security 
software over a 12-month period were Java exploits. Altogether, Microsoft stopped 
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more than 27 million Java exploits from mid-2010 through mid-2011. Most of those 
exploits targeted long-ago-patched vulnerabilities, the director said. The most 
commonly-blocked Java attacks — over 2.5 million — in the first half of 2011 
exploited a bug disclosed in March 2010 and patched by Oracle the same month. 
Second on the popularity chart for the 12-month stretch was an exploit of a bug patched 
in December 2008. Other bugs that made the actively-exploited list were quashed in 
November 2009 and March 2010. 
Source: 
http://www.computerworld.com/s/article/9222244/Hackers_launch_millions_of_Java_e
xploits_says_Microsoft 

33. November 29, CNET News – (International) Apple issues late XProtect update for 
Flashback trojan. To help combat malicious software, Apple incorporated a feature 
into OS X called XProtect that is a rudimentary scanner for newly downloaded files 
that notifies users if they contain malware. But when the scanner’s definitions are 
updated, criminals will likely release new variants. Currently there is no new known 
malware for OS X, but criminals behind one of the newer attacks, called Flashback, 
have been creating new variants. Flashback was first found in late September packaged 
as an installer for the popular Flash Player plug-in. When run, the malware installed a 
loader into the user’s preferences folder. In its second revision (found in late October), 
the malware changed to inject code into Web browser applications (Safari and Firefox), 
which would launch the malware when these programs were run. In both cases, the 
malware attempts to send personal information to remote servers. Apple’s XProtect 
definitions were updated to tackle the first Flashback malware (OSX/Flashback.A); 
however, XProtect was last updated November 1 to include definitions for the 
DevilRobber malware. On November 29, Apple updated XProtect again to deal with 
Flashback — however, despite there being a number of new Flashback variants, the 
update only includes definitions for the second release of Flashback 
(OSX/Flashback.B), which was found about a month ago. Security company Intego 
recently reported that the Flashback malware has undergone a number of changes that 
allow the code to slide past malware detection schemes, even though the behavior of 
the malware has not changed much. 
Source: http://news.cnet.com/8301-1009_3-57333083-83/apple-issues-late-xprotect-
update-for-flashback-trojan/ 

34. November 29, The Register – (International) Google researchers propose fix for 
ailing SSL system. Security researchers from Google proposed an overhaul to improve 
the security of the Secure Sockets Layer encryption protocol that millions of Web sites 
use to protect communications against eavesdropping and counterfeiting. The changes 
are designed to fix a structural flaw that allows any one of the more than 600 bodies 
authorized to issue valid digital certificates to generate a Web site credential without 
the permission of the underlying domain name holder. The consequences of 
fraudulently issued certificates was underscored in late August when hackers pierced 
the defenses of Netherlands-based DigiNotar and minted bogus certificates for Google 
and other high-profile Web sites. One of the fraudulent credentials, for Google mail, 
was used to snoop on as many as 300,000 users, most of them from Iran. Under 
changes proposed November 29 by Google security researchers, all certificate 
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authorities would be required to publish the cryptographic details of every Web site 
certificate to a publicly accessible log that has been cryptographically signed to 
guarantee its accuracy. The overhaul, they said, is designed to make it impossible –- or 
at least much more difficult –- for certificates to be issued without the knowledge of the 
domain name holder. 
Source: http://www.theregister.co.uk/2011/11/29/google_proposes_ssl_fix/ 

35. November 29, IDG News Service – (International) Facebook settles FTC privacy 
complaints. Facebook agreed to settle U.S. Federal Trade Commission (FTC) charges 
that it deceived consumers “on numerous occasions” by telling them they could keep 
their personal information private, then repeatedly sharing that information, the agency 
said November 29. The FTC found a “number of instances” when Facebook made 
privacy promises it did not keep, the agency said in a statement. The FTC charged 
Facebook with unfair and deceptive business practices in an eight-count complaint 
made public November 29. Under the proposed settlement, Facebook is barred from 
making further deceptive claims about privacy, and the company must get approval 
before it changes the way it shares consumer data. The proposed settlement also 
requires Facebook to obtain periodic assessments of its privacy practices by 
independent auditors over the next 20 years, the FTC said. The settlement has no fines. 
Source: 
http://www.computerworld.com/s/article/9222242/Facebook_settles_FTC_privacy_co
mplaints 

36. November 29, Information Age – (International) Hackers accessed city infrastructure 
via SCADA – FBI. Hackers recently accessed the critical infrastructure of three 
unnamed cities by compromising their supervisory control and data acquisition 
(SCADA) systems, the deputy assistant director of the FBI’s Cyber Division said 
November 29. Speaking at the Flemings Cyber Security conference in London, 
England, the deputy assistant director said the hackers could theoretically have dumped 
sewage into a lake, or shut off the power to a shopping mall. The attack “was sort of a 
tease to law enforcement and the local city administration, saying ‘I’m here, what are 
you going to do about it,” he said. He would not clarify whether the attacks in question 
realated to a reported SCADA attack on a water facility in Springfield, Illinois. On 
November 23, the DHS denied there was any hacking involved in the failure of a water 
pump at the Springfield facility. 
Source: http://www.information-age.com/channels/security-and-
continuity/news/1676243/hackers-accessed-city-infrastructure-via-scada-fbi.thtml 

37. November 23, SC Magazine Australia – (International) 250k users exposed in 
Naijaloaded hack. Almost 250,000 user details of popular Nigerian youth forum 
Naijaloaded were exposed after the site was hacked. A hacker by the name of TheMrX 
uploaded a shell on the Web site and accessed its 42 MB user database. The database 
contained names, usenames, passwords, and location information of 243,089 users. 
Naijaloaded is a popular African social forum site that includes hacking and software 
tutorials, and discussion on music, movies, and business. The hackers said they would 
not publish the database, seen by SC Magazine, but said the US HostGator Web server 
that hosted Naijaloaded contained 79 other domains that may be vulnerable. “It is 
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running one of the newest 2011 kernals, so most public exploits are outdated yet, it may 
still be possible to get in,” a member of the Team Infra hacking group said. The hacker 
also showed two invoice databases with customer e-mail exchanges and sales data 
purportedly held by hosting providers urhostz.com and betarack.com. The group said 
the data was obtained through a local file inclusion exploit in the WHMCS client 
management and billing system. 
Source: http://www.scmagazine.com.au/News/281041,250k-users-exposed-in-
naijaloaded-hack.aspx 

For another story, see item 14  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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Communications Sector 
 
See item 30  
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Commercial Facilities Sector 

38. November 30, Associated Press – (Wisconsin) Package dropped by suicidal man 
highly explosive. Police in southern Wisconsin said a package dropped by a man who 
shot and killed himself was highly explosive, the Associated Press reported November 
30. Authorities said the man shot himself in the chest with a muzzle-loaded gun on the 
sidewalk of a residential neighborhood in Waukesha November 29. A 3- by 4-inch 
package fell near the man. Police said the man killed himself shortly after officers were 
called to the neighborhood by a friend of the man. She told police he was suicidal, 
possibly had a gun, and possessed bomb-making material. Suspecting the package 
could be explosive, officers called the Milwaukee County Bomb Squad, which 
detonated the device. A police captain said it contained black powder and ammunition. 
He said a suicide note and bomb-making equipment were found in the man’s residence. 
Source: http://www.chicagotribune.com/news/chi-ap-wi-suicide-
explosive,0,776351.story 

39. November 30, WXIN 59 Indianapolis – (Indiana) Lawrence warehouse sustains heavy 
damage in fire Wednesday. Firefighters battled a warehouse fire in Lawrence, Indiana 
November 30. Emergency crews responded to the motorcycle repair shop around 1 a.m. 
The building sustained heavy damage and about 75 motorcycles were severely 
damaged in the fire. Parts of the building’s roof collapsed, causing nearby roadways to 
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temporarily close. Firefighters said as soon as crews went inside the building, 
conditions began to deteriorate, and they evacuated the building. 
Source: http://www.fox59.com/news/wxin-lawrence-warehouse-fire-wednesday-
lawrence-warehouse-sustains-heavy-damage-in-fire-wednesday-
20111130,0,1734231.column?track=rss 

40. November 29, Wilmington Business Journal – (North Carolina) Hotel construction 
crane bends, offices evacuated. A construction crane on the site of the new 
Wilmington, North Carolina Courtyard by Marriott hotel was bent during work 
November 29 resulting in the evacuation of downtown offices, including the 5-story 
Self-Help Credit Union building. The Wilmington Fire Department received a call at 
9:30 a.m. after the crane’s boom bent and threatened the safety of building occupants. 
The crane company replaced the damaged crane with another one and allowed 
occupants to return to their buildings at 3:30 p.m., said a spokesman for the 
Wilmington Fire Department. 
Source: http://www.wilmingtonbiz.com/industry_news_details.php?id=3005 

41. November 29, Los Angeles Times – (California) Gas in storm drain interrupts 
holiday. Fire officials said they may never know who illegally dumped gasoline in a 
storm drain in Glendale, California, prompting five homes to be evacuated November 
24. If ignited, the gasoline could have sparked massive destruction similar to the San 
Bruno incident in Northern California, which occurred after a gas pipeline exploded 
and killed eight people. Firefighters who responded “saw fumes coming up through the 
plumbing inside of the homes,” said a battalion chief. Residents notified the fire 
department about 5:30 p.m. that they smelled gasoline. Firefighters confirmed this and 
pinpointed the smell to a home, and evacuated it and four other neighboring homes, the 
battalion chief said. Fire crews also alerted personnel at the Hyperion and Glendale 
Water & Power treatment plants. To remove the gasoline, firefighters sprayed foam to 
suppress flammable vapors and flushed out the chemical from the drainage system. 
While fire officials do not know the exact amount of gasoline that was dumped, 
officials said it may have been about 10 gallons based on the size of the affected region. 
Source: http://articles.glendalenewspress.com/2011-11-29/news/tn-gnp-1130-gas-in-
storm-drain_1_thanksgiving-dinner-storm-drain-gasoline-spill 

For more stories, see items 2 and 31  
 
[Return to top]  

National Monuments and Icons Sector 

42. November 29, Associated Press – (Wisconsin) 3 plead guilty in Wisconsin national 
forest pot raid. The Associated Press reported November 29 that three Mexican 
nationals pleaded guilty to conspiring to grow marijuana in the Chequamegon-Nicolet 
National Forest in northern Wisconsin. They each face a mandatory minimum of 10 
years in prison when they are sentenced in early 2012. The men were captured in 
August after police raided a massive marijuana farm in the forest just south of Clam 
Lake. Authorities said they found nearly 10,000 marijuana plants worth about $1 
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million. 
Source: 
http://www.nbc15.com/news/headlines/Marijuana_Farm_Found_In_National_Forest_
Worth_1M_127534268.html 

[Return to top]  

Dams Sector 

43. November 29, Associated Press – (Louisiana) Corps wants to beef up Mississippi 
River levee stretch below New Orleans. The U.S. Army Corps of Engineers said it 
wants to beef up the levees on the Mississippi River between English Turn and 
Oakville, Louisiana, a stretch that runs south of New Orleans on the west bank of the 
river. The plan includes 4 miles of concrete floodwalls, and 6.5 miles of earthen levees. 
The Corps said the new work would make the river levees more resistant to hurricanes 
and add longevity to the flood protection system. The Corps said it will hold a public 
meeting to discuss its plans December 12 in Belle Chasse. 
Source: 
http://www.therepublic.com/view/story/92e037c47bc343f3a7940a80dd65ee3c/LA--
Corps-Mississippi-Levees/ 

44. November 29, KFVS 12 Cape Girardeau – (Missouri) Corps says weather delays 
goal. The U.S. Army Corps of Engineers said it will not meet its goal of restoring all 
three blast sites to 51 feet by November 30. The Corps wanted to build the Bird’s Point 
levee in Mississippi County, Missouri up to 51 feet with the goal of 55 feet as soon as 
possible. Corps representatives told Heartland News they had reached 51 feet at the 
upper and lower site, but continued to work on the center site. None of the areas have 
yet to reach 55 feet. According to the Corps, weather is a problem. However, they 
noted if the weather improves, they could pass 51 feet at the center site by early 
December. Farmers and Mississippi County leaders are worried about current rainfall, 
and river stages. Corps representatives said they are working to do what is best for the 
entire levee system. Once funds are secured, the levee will be restored to 62.5 feet, but 
no deadline has been set. 
Source: http://www.kfvs12.com/story/16146120/corps-says-goal-wont-be-met-by-
wednesday 

For another story, see item 18  
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