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• On August 25, energy suppliers from North Carolina to Maine secured equipment, 
activated emergency plans, and warned customers about potential power disruptions as 
Hurricane Irene threatened the East Coast. – Reuters (See item 5)  

• According to a report issued by the Institute for Safe Medication Practices the week of 
August 15, 52 percent of hospital purchasing agents and pharmacists reported they have 
bought drugs from so-cal
News (See item 35)  

led “gray market” vendors during the previous 2 years. – MSNBC 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: LOW, Cyber: LOW 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. August 26, Associated Press – (Colorado) Regulators find dangerous gas at drilling 
rigs. The Associated Press reported August 26 that Colorado state regulators said they 
have reports of dangerous concentrations of hydrogen sulfide gas at Noble Energy gas 
drilling rigs in Garfield County. The Colorado Oil and Gas Conservation Commission 
director told the Glenwood Springs Post Independent that the company reported finding 
dangerous levels of the gas in 2009. The director said there is no current danger to the 
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public. Hydrogen sulfide is a toxic gas that can cause severe respiratory distress, 
headaches, and loss of muscle control. In high concentrations, it can cause death. 
Source: http://fuelfix.com/blog/2011/08/26/regulators-find-dangerous-gas-at-drilling-
rigs/ 

2. August 26, Associated Press – (Alabama) Ala. coal mine slurry spill cleanup 
continuing. Alabama coal mine regulators said about 3,000 of the 15,000 feet of 
stream affected by a July 15 spill of coal slurry from a south Fayette County mine have 
been cleaned up. The Birmingham News reported the Alabama Surface Mining 
Commission director said the cleanup by mine operator Jim Walter Resources is 
continuing but will be a long process. Officials sad a plume of discolored sediment-
laden water traveled from the spill site downstream to North River, and elevated levels 
of arsenic, lead, and zinc were detected in water samples taken immediately after the 
spill. North River feeds Lake Tuscaloosa, a drinking water source. 
Source: http://www.mysanantonio.com/news/article/Ala-coal-mine-slurry-spill-
cleanup-continuing-2142326.php 

3. August 26, Associated Press – (North Dakota) Oil companies charged in ND 
migratory bird deaths. Seven oil companies have been charged in federal court with 
killing migratory birds that died after allegedly landing in oil waste pits in western 
North Dakota. The charges involve 28 dead birds that were discovered in oil waste pits 
between May 6 and June 20. The maximum penalty for each charge under the 
Migratory Bird Treaty Act is 6 months in prison and a $15,000 fine. The U.S. Attorney 
for North Dakota said in a statement August 25 that the allegations “should be 
troubling to those interested in preserving North Dakota’s rich heritage of hunting and 
fishing and to the many oil companies to work hard to follow the laws protecting our 
wildlife.” Court documents show all seven companies have been previously cited for 
similar violations. The so-called reserve pits are used during oil and gas drilling 
operations. Once a well is completed, companies are required to clean up the pit, and it 
must be covered with netting if it is open for more than 90 days. None of the pits 
referenced in the charges were netted, but it is unclear how many of them were open 
beyond 3 months, documents show. 
Source: http://news.yahoo.com/oil-companies-charged-nd-migratory-bird-deaths-
213924170.html 

4. August 26, Associated Press – (National) Refineries likely to shut as Hurricane Irene 
nears. East Coast refineries are likely to close in advance of Hurricane Irene’s arrival 
the weekend of August 26, analysts said. The shutdowns are already boosting gasoline 
prices. The storm pounded the Bahamas August 25 with winds of 115 mph and it had 
the capability of reaching East Coast refineries, which are concentrated in New Jersey 
and Pennsylvania, by August 28. Refineries turned off equipment and tied things down. 
While the main buildings are designed to withstand hurricane-force winds and 
earthquakes, some of their pipes, cooling towers, and power lines are susceptible to 
wind damage. Utilities expected widespread power outages from winds and downed 
trees. It takes several days for a refinery to start operating again following a shutdown. 
Many would need almost a month to get back to full operation. Shutdowns of more 
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than a few days can put serious pressure on fuel supplies and prices. Fuel stockpiles are 
already low because distributors are preparing to switch to wintertime grades of gas. 
Sale of those grades starts in September. East Coast refineries are located in Virginia, 
Delaware, Pennsylvania, and New Jersey. They account for 7 percent of the nation’s 
refining capability, producing more than 19 million gallons of gasoline and diesel a 
day, according to the Energy Information Administration. Refinery operators must 
decide about 72 hours before a hurricane hits whether to go into what is called “cold 
shutdown.” Furnaces are turned off and fluids are drained from the refining vessels and 
into storage tanks. 
Source: http://news.yahoo.com/refineries-likely-shut-hurricane-irene-nears-
214302479.html 

5. August 25, Reuters – (National) U.S. energy sector braces for direct hit from 
Irene. From nuclear plants to pipelines and refineries, energy companies braced August 
25 for a potentially devastating Hurricane Irene that barreled toward the most populated 
part of the United States. The storm prompted energy suppliers from North Carolina to 
Maine to secure equipment, activate emergency plans, and warn customers about 
potential power disruptions. While the East Coast region has no major offshore oil and 
gas production like the hurricane-prone Gulf Coast, the stakes were still daunting. The 
region has around a dozen nuclear plants, a massive oil delivery hub at New York 
Harbor, and its pipelines and power networks serve more than 100 million Americans. 
The Colonial Pipeline, a 2.37-million-barrels-per-day refined oil product supply line, 
stretches 5,500 miles from Texas to the New York Harbor, with “spurs” to other fuel 
hubs that could be in the storm’s path, including in Maryland and Virginia. The agency 
warned of potentially long power outages, including in New York City, which 
predicted winds of more than 75 miles per hour. National Grid, which supplies 
electricity and natural gas to some 3 million customers in the Northeast, enacted a plan 
that included racing crews and emergency equipment into place, and warning hospitals 
to prepare backup power for patients on life support, in case of outages. Kinder 
Morgan, another pipeline and terminal operator, was busy fueling vehicles, generators 
and pumps, and securing equipment. It had plans to shut two terminals that handle 
products including fertilizer and coal in Virginia for 24 hours, starting August 27. 
Source: http://news.yahoo.com/east-coast-energy-firms-brace-irene-impact-
183819323.html 

[Return to top]  

Chemical Industry Sector 

6. August 26, WWMT 3 Kalamazoo – (Michigan) Semi crash creates hazmat 
situation. Public safety officers and hazmat crews rushed to the scene of a semi crash 
at the US-131 - I-94 interchange August 26 in Portage, Michigan. Officers said a semi 
rolled over on the ramp from southbound U.S. 131 to westbound I-94 just before 1 a.m. 
The truck was carrying cylinders filled with gases, including argon and carbon dioxide. 
Some of those containers started leaking and hazmat crews worked to contain that leak. 
Emergency responders were able to get that cleaned up and cleared the scene around 
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6:30 a.m. 
Source: http://www.wwmt.com/articles/hazmat-1395129-crews-semi.html 

7. August 24, Dunkirk Observer – (New York) Haz-Mat responds to chemical spill in 
Dunkirk. Several agencies responded to Cliffstar Corp. before 9 a.m. August 23 for a 
report of a chemical spill at the facility in Dunkirk, New York. Cliffstar reported that 
250 gallons of Sodium Hydroxide liquid had spilled. According to the Dunkirk Fire 
Department, product from the spill was on the ground and had drained into the storm 
drains in the area. It was determined that all of the product was contained within the 
area of the spill and did not flow to any streams or sewer system. Also responding to 
the scene was the Chautauqua County Haz-Mat Team, New York State Department of 
Conservation, Dunkirk DPW, and the Chautauqua County Health Department. The 
Dunkirk Fire Department was on the scene until 11 a.m. 
Source: http://www.observertoday.com/page/content.detail/id/562547/Area-Police.html 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

8. August 26, Reuters – (Idaho) Idaho fire prompts evacuation of nuclear 
facility. Firefighters struggled August 25 to control a fast-growing 28,000-acre wildfir
raging within several miles of spent nuclear fuel stored at a U.S. Energy Department 
lab in eastern Idaho. The growth and intensity of the fire prompted the Idaho National 
Laboratory to order the Materials and Fuels Complex evacuated of all nonessential 
personnel, which consists of facilities for handling, processing, and examining nuclear
waste. Fire crews were taking preventive measures to safeguard the facility’s building
which are also surrounded by buffer zones of gravel or sand, according to a lab 
spokesman. A statement issued August 25 by the lab stated that there is no known 
radiological hazard to the public at this time. 
Source: http://www.reuters.com/article/2011/08/26/us-wildfires-idaho-
idUSTRE77O8ES20110826 

9. August 26, Knoxville News Sentinel – (Tennessee) Report: Y-12 may not meet 
uranium requirements by 2019. A new report raises questions of whether a 60-year-
old uranium processing operation at the Y-12 nuclear weapons plant in Oak Ridge, 
Tennessee, will be able to fulfill its mission requirements for another decade, when a 
proposed replacement facility is scheduled to come online, the Knoxville News 
Sentinel reported August 26. The managing contractor at Y-12 had informed the 
government in a report that the complex will be “unable to produce a sufficient quantit
of purified enriched uranium metal to support customer requirements beginning in 
2019.” The Y-12 complex produces purified uranium metal for nuclear weapons, the 
Navy’s fleet of nuclear-powered ships, and test reactors. The report noted “numerous”
equipment problems during the past year had “significantly hampered” operations 
associated with enriched uranium purification and metal production at the complex. 
Source: http://www.knoxnews.com/news/2011/aug/26/report-y-12-may-not-meet-
uranium-requirements-by/ 
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10. August 26, Associated Press – (Ohio) FirstEnergy nuke plant radiation prompts 
oversight. Federal regulators said they are stepping up oversight at FirstEnergy Corp.’s 
Perry Nuclear Power plant in North Perry, Ohio, where an incident in April exposed 
workers to increased radiation levels. The Nuclear Regulatory Commission said August 
26 that an inspection of the plant found low to moderate safety concerns. Four workers 
at the plant were exposed to higher radiation levels than normal April 22 while they 
were attempting to remove a monitor for measuring nuclear reactions. NRC officials 
said in a statement the plant was not prepared for the possibility of overexposure. The 
agency plans further inspections, and the plant must develop corrective and preventive 
measures. 
Source: http://moneywatch.bnet.com/economic-news/news/firstenergy-nuke-plant-
radiation-prompts-oversight/6285908/ 

11. August 25, QMi Agency – (International) Quebec’s largest nuclear plant shut down 
following two malfunctions. Quebec’s only nuclear power plant was shut down 
August 23 following two malfunctions, including a heavy water leak. A recuperation 
system overflowed on June 13 inside the Gentilly-2 plant, located 150 km northeast of 
Montreal, Canada. A Hydro-Quebec spokeswoman said the heavy water was 
recuperated within a day or two. She also confirmed a pneumatic valve malfunctioned 
inside the reactor building. Workers were attempting to restore ventilation August 24. 
Officials had planned to shut down Gentilly-2 for annual repairs on August 26, but the 
two recent problems prompted them to move that date up to August 23. Hydro-Quebec 
said the facility will remain closed for at least 70 days. 
Source: http://www.thewhig.com/ArticleDisplay.aspx?e=3272304 

For another story, see item 5  
 
[Return to top]  

Critical Manufacturing Sector 
 

Nothing to report 
 
[Return to top]  

Defense Industrial Base Sector 

12. August 25, Military Times – (Virginia; North Carolina) Navy sorties dozens of ships 
ahead of Irene. With Hurricane Irene still on a collision course with Hampton Roads, 
Virginia, the weekend of August 26, the Navy sortied 27 ships and subs out of the huge 
Norfolk naval complex August 25 and, to the north, sent 4 subs to sea from berths in 
Groton, Connecticut. In addition, more than 200 aircraft had either sortied or were 
preparing to do so, Naval Air Force Atlantic announced August 25. The sorties reflect 
the Navy’s concern about the striking power and track of the storm. A hurricane 
warning is posted for an area stretching from the North Carolina coast to the Virginia 
border. A total of 38 local ships, including the aircraft carrier Dwight D. Eisenhower, 
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got underway from Naval Station Norfolk and Joint Expeditionary Base Little Creek or 
remained at sea in order to avoid the storm, according to the commander of Carrier 
Strike Group 8, the sortie commander. 
Source: http://www.militarytimes.com/news/2011/08/navy-sorties-dozens-of-ships-
ahead-of-irene-082511/ 

13. August 25, Associated Press and Military Times – (North Carolina; New Jersey) Air 
Force pulls aircraft from Irene’s path. The U.S. military evacuated aircraft from 
bases in North Carolina and New Jersey in preparation for Hurricane Irene, the 
Associated Press and the Military Times reported August 25. The Military Times 
reported dozens of Air Force fighters and tankers from North Carolina’s Seymour 
Johnson Air Force Base will take refuge at Barksdale Air Force Base, Louisiana. The 
Air Force moved about 60 F-15E Strike Eagles and 7 KC-135R Stratotankers to 
Barksdale August 25. A staff sergeant with Public Affairs at Seymour Johnson also 
said the 5,000 military men and women at that installation are getting ready for possible 
high winds, flooding, and other damage associated with storms. Officials at Joint Base 
McGuire-Dix-Lakehurst in New Jersey said they were actively preparing for winds 
approaching hurricane force. Air Force transport aircraft and tankers based there are 
being sent to Grand Forks Air Force Base in North Dakota. The New Jersey Air 
National Guard is sending its KC-135 refueling aircraft to a McConnell Air Force Base 
in Kansas. The hurricane is projected to hit New Jersey August 28. 
Source: http://www.militarytimes.com/news/2011/08/ap-air-force-pulls-aircraft-from-
irenes-path-082511/ 

14. August 25, Military Times – (National) Grounding ends for remaining Air Force F-
35s. The Military Times reported August 25 that the production version of the F-35 
Lightning II fighter jet has been cleared to fly, according to manufacturer Lockheed 
Martin. The entire Joint Strike Fighter fleet was grounded by the F-35 program office 
August 2 after one jet suffered a malfunction of a control valve in its Honeywell-built 
integrated power package. The 12 instrumented test aircraft were cleared to fly by the 
F-35 program office August 18. Now, the half-dozen or so production jets can take to 
the air. “Late [August 24], F-35 production jets were authorized to fly again,” a 
Lockheed spokesman said. “They are now flying the same profiles they were prior to 
the precautionary suspension of operations. This includes acceptance flights at Fort 
Worth, [Texas], and ferry flights to Eglin.” Two production aircraft have already been 
delivered to Eglin Air Force Base, Florida, where the U.S. Air Force’s first training 
squadron is standing up. The stealth fighter is assembled at a Lockheed plant in Fort 
Worth. 
Source: http://www.militarytimes.com/news/2011/08/dn-grounding-ends-for-
remaining-f35s-082511/ 

15. August 25, Associated Press – (International) DoD employee arrested on bribery 
charge. A high-ranking Department of Defense employee was charged August 25 with 
taking a bribe at an international conference in Atlanta, Georgia, to steer lucrative 
federal contracts for work in Afghanistan to a contractor. The department’s Chief of 
Fire and Emergency Services in Afghanistan was arrested August 24 at the Fire-Rescue 
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International Conference in downtown Atlanta after he took $95,000 in cash from a 
contractor, a U.S. attorney said. The man’s attorney said at an initial hearing August 25 
that her client intended to plead not guilty. Afghanistan-based investigators received a 
tip in July that the man received a $4,000 bribe to award a maintenance contract to a 
company and quickly began to monitor him, according to federal documents. He later 
proposed steering a much larger contract to the same company for a percentage of a 
deal that amounted to about $100,000, prosecutors said. He said he would feed the 
company quotes from rivals to ensure that it would be the lowest bidder to land the 
contract, they said. 
Source: http://www.militarytimes.com/news/2011/08/ap-dod-employee-arrested-on-
bribery-charge-082511/ 

16. August 25, Aviation Week – (National) Thaad, SM-3 Tests Continue, GMD 
Grounded. Two long-awaited intercept tests are slated for U.S. terminal and ship-
based defenses in the coming months, but the Ground-based Midcourse Defense 
(GMD) campaign remains stalled for at least another year while engineers sort out a 
problem with the kill vehicle, Aviation Week reported August 25. The last successful 
GMD flight test was December 2008, and two attempts to pit the system against a 
complex target with countermeasures have since failed. The first was due to an 
Exoatmospheric Kill Vehicle (EKV) quality issue. In the second test, the EKV flew as 
expected until its last 20 seconds, during what was the longest flight ever for the 
system, said the Missile Defense Agency’s (MDA) director. A failure review board 
finished its analysis of the latest flight-test flop in December 2010, although he 
declined to identify the root cause. He said a team is giving the Raytheon EKV 
Capability Enhancement 2 (CE-2) a second design review, and there is time to conduct 
a third, if needed, before returning to flight in about a year. At that point, the MDA will 
conduct its third attempt at a challenging 90-degree hit-to-kill intercept. EKV 
production will remain suspended pending the outcome of that flight. CE-2 is a new 
design that incorporates improvements to mitigate parts obsolescence; the MDA 
director said the problem with the EKV will not affect the function of CE-1 vehicles 
now on Ground-Based Interceptors on alert at Fort Greely, Alaska, and Vandenberg Air 
Force Base, California.  
Source: 
http://www.aviationweek.com/aw/generic/story.jsp?id=news/awst/2011/08/22/AW_08_
22_2011_p24-360700.xml&headline=Thaad, SM-3 Tests Continue, GMD 
Grounded&channel=defense 

For another story, see item 9  
 
[Return to top]  

Banking and Finance Sector 

17. August 25, Philadelphia Daily News – (Pennsylvania) Man in $7 million shore 
mortgage scam: I’m guilty. A Las Vegas, Nevada man who formerly worked as a 
mortgage broker in Chester County, Pennsylvania, pleaded guilty August 25 for his 
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role in a $7 million mortgage scam, which involved conspiracy, wire fraud, and money 
laundering. He was a mortgage broker who bilked at least 7 banks or financial 
institutions in the scam, which lasted from May 2005 to October 2008. Court papers 
said he found buyers, including family members, to purchase homes, primarily in North 
Wildwood, for inflated prices, so that buyers would get kickbacks of between $30,000 
and $50,000 at closing. He helped buyers qualify for mortgages using fraudulent 
information, such as inflated income or asset information and false employment 
information. Most of the buyers made few or no payments on their mortgages, causing 
lenders to forcelose on the properties and attempt to resell them to recoup some of their 
losses, authorities said. He profited from the scam by making inflated commissions on 
the transactions, by receiving kickbacks on his own purchases and by receiving other 
kickbacks from the sellers of properties for finding them willing buyers. 
Source: http://www.philly.com/philly/news/128408203.html 

18. August 25, Southwest Times Record – (Kansas; Missouri; Oklahoma) Police eye tie to 
FBI’s bank bandit. A man sporting a fake beard during an August 23 bank robbery 
could be a man wanted by the FBI, but police have not ruled out other possibilities, 
according to a police spokesman. The FBI refers to him on their website as the “Fake 
Beard Bandit,” and they believe he is responsible for 7 bank robberies in Oklahoma, 
Kansas, and Missouri dating back to May 24. A public information officer for the Fort 
Smith Police department, said there are a lot of similarities to the 7 bank robberies 
allegedly committed by the Fake Beard Bandit and the robbery that occurred August 23 
at Liberty Bank, 4625 Old Greenwood Road. The August 23 suspect suspect came into 
the bank through the building’s east entrance while four clerks were working, 
brandished a black handgun, and demanded money. He then ordered everyone in the 
bank to lie on the floor for five minutes before he left with an undisclosed amount of 
money. The man the FBI is looking for usually comes to the bank 2 hours before each 
robbery to get a deposit slip or other paper work, but police said they have not 
identified anyone doing that on the bank’s security footage. 
Source: http://www.swtimes.com/news/article_c744940a-cf2b-11e0-ae29-
001cc4c002e0.html 

19. August 25, Forbes – (International) JPMorgan paying $88.3M over alleged 
violations. JPMorgan Chase Bank is paying $88.3 million in an agreement with the 
Treasury Department, which says the bank violated regulations that prohibit lending 
money for entities linked to countries engaged in illicit nuclear trade and that cover 
dealings with Cuba and Sudan. Treasury’s Office of Foreign Assets Control (OFAC) 
announced the agreement August 25 with the big Wall Street bank. The office said 
some of JPMorgan Chase’s “apparent violations” of the regulations were serious. In 
one case JPMorgan Chase Bank in December 2009 made a $2.9 million trade loan to 
another bank, which extended credit to a ship that had been identified as linked to the 
Iranian government’s shipping lines, OFAC said. It said JPMorgan managers knew the 
loan violated the regulations against helping nations such as Iran that proliferate 
weapons of mass destruction but did not notify the government until March 2010. In 
the Cuban case, OFAC said the bank processed 1,711 wire transfers totaling $178.5 
million between December 2005 and March 2006 involving Cubans, in an apparent 
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violation of the U.S. Cuban assets control regulations. Although JPMorgan manag
were given the results of an internal investigation of the transfers, the bank “failed 
take adequate steps to prevent further transfers,” the agency said. OFAC said the r
involved were the Cuban Assets Control Regulations, the Weapons of Mass 
Destruction Proliferators Sanctions Regulations, the Global Terrorism Sanctions 
Regulations, the Iranian Transactions Regulations, the Sudanese Sanctions Regulat
and the Former Liberian Regime of Charles Taylor Sanctions Regulations. 
Source: http://www.forbes.com/feeds/ap/2011/08/25/general-financials-us-jpmorg
treasury-penalty_8643440.html 

[Return to top]  
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Transportation Sector 

20. August 26, CNN – (National) Hurricane Irene-related travel developments. In 
expectation of Hurrican Irene, major airlines — including US Airways, American, 
United, Continental, Delta, JetBlue, Southwest, and AirTran — dropped ticket-change 
fees for passengers scheduled to fly to or from many cities along the East Coast August 
26. AirTran put airports in 11 East Coast cities on a watch list for possible affects by 
Hurricane Irene, according to a spokeswoman. The airports range from Newport 
News/Williamsburg in Virginia north to Portland, Maine. American Airlines canceled 
126 flights due to Hurricane Irene as of 7:30 p.m. August 25, a spokeswoman said. 
Most of those cancellations are out of Miami and the Bahamas. As of 5:30 p.m. August 
25, the airline had canceled three American Eagle flights August 26. JetBlue cancelled 
141 flights between August 21 and August 25, said a spokeswoman. U.S. Airways 
canceled five flights to the Bahamian locales of Nassau and Freeport, a spokeswoman 
said. Delta Air Lines canceled two flights because of the storm, said a spokesman, with 
more cancellations expected as the storm progresses. More than 20 cruise ships 
changed their itineraries because of the hurricane, CruiseCritic.com reported. Amtrak 
canceled most train service operating south of Washington August 26 to 28 in 
anticipation of Hurricane Irene. Scheduled service in the Northeast corridor was not 
affected as of August 25 evening, but more cancellations may be necessary in the 
coming days, Amtrak warned. 
Source: 
http://www.cnn.com/2011/TRAVEL/08/25/hurricane.irene.transportation/index.html?h
pt=tr_c2 

21. August 26, New York Post – (New York; New Jersey) MTA planning possible 
shutdown during Irene. The Metropolitan Transportation Authority (MTA) is 
planning a crippling shutdown of mass transit beginning August 27 in preparation for 
Hurricane Irene — an unprecedented move that would leave millions of people with no 
way to get around the region. The plan is to completely shutter all service on buses, 
subways, and the Long Island Rail Road (LIRR) and Metro-North before winds reach 
39 mph, which is expected to happen August 28. The MTA plans to stop service late 
August 27, if necessary, since it takes at least eight hours to halt the country’s largest 
transit system. The only recent systemwide shutdowns were briefly following the 
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September 11 attacks and during the 2005 transit strike. The massive systemwide 
closing would likely leave service suspended at least through the August 29 morning 
commute. Some parts of the plan went into effect August 25. The MTA canceled all 
scheduled time off for employees, and rushed in extra workers to deal with necessary 
work to prep the system. Since even minor storms can paralyze the subway pump 
system, staffers were sent to clear drains and remove equipment from low-flood zones. 
The Port Authority said it plans to stock extra bottled water, diapers, cots, and blankets 
for stranded passengers at the local airports. And most Amtrak trains south of 
Washington, D.C., have been cancelled for this weekend, as have numerous trains 
originating in Penn Station. At the same time, city officials scrambled to cobble 
together a worst-case scenario plan to evacuate people from flood-prone areas. The 
most vulnerable areas — slated as Zone A by the city — include Coney Island and 
Manhattan Beach in Brooklyn; Far Rockaway and Broad Channel in Queens; and 
beach and low-lying areas of Staten Island and Battery Park City. The NYPD has 
already inundated those areas with about 50 boats to prep for the storm, with another 
two dozen at the ready. 
Source: 
http://www.nypost.com/p/news/local/subways_buses_total_washout_zttHVNgZSHnK
H1sXplh6XN 

22. August 26, Minot Daily News – (North Dakota) Damages halt Amtrak. Amtrak’s 
“Empire Builder” goes through Minot, North Dakota, but the train does not stop at the 
depot here for passengers since the depot and boarding platform were damaged when 
the Souris River flooded. A spokesman for Amtrak in Chicago, said Amtrak will try to 
use the baggage area as a temporary ticketing area and waiting room. However, before 
that they need a temporary platform to safely board and discharge passengers, he said. 
He said power has been restored to the depot, and contractors are hired and working to 
get the building back in shape. The depot had 2 feet of water on the main floor and also 
water in the basement. He stressed that restoring passenger service to Minot is very 
important to Amtrak. “We’re not able to offer a date to restore services but definitely 
working toward that end,” he added. In the meantime, passengers can use the stations in 
Williston, Rugby, or Stanley, he said. 
Source: http://www.minotdailynews.com/page/content.detail/id/557970/Damages-halt-
Amtrak.html?nav=5010 

23. August 26, Associated Press – (Nebraska) Amtrak derailment in Nebraska sends 1 to 
hospital. An Amtrak spokesman said one person had been taken to a hospital after a 
train carrying about 175 passengers hit a vehicle and derailed in southwest Nebraska 
August 26. An Amtrak spokesman said the person’s injuries were considered non-life-
threatening. He did not have information on any other injuries to passengers or crew 
members aboard the eastbound California Zephyr train from San Francisco to Chicago. 
The train derailed around 8 a.m. near Max, not far from the state’s borders with Kansas 
and Colorado. Two locomotives and the first three of 10 passenger cars left the tracks. 
The spokesman said the other passengers were being loaded onto school buses that 
would take them to a nearby high school. He said Amtrak will rent private buses so the 
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passengers can continue their trips east. 
Source: http://www.msnbc.msn.com/id/44287176/ns/us_news-life/#.TlfCrF1FXTp 

For more stories, see items 6, 56, and 58  
 
[Return to top]  

Postal and Shipping Sector 

24. August 25, KTAR.com – (Arizona) Postal service stops service to Phoenix 
neighborhood. The Postal Service suspended service to one neighborhood in Phoenix, 
Arizona, citing concern for the safety of mail carriers as the cause. According to 
ABC15, the Postal Service is worried about mail carriers being bitten by stray dogs in 
the area around 28th Street and McDowell Road. A U.S. Postal Service worker said 
three mail carriers have been bitten while servicing that area in 2011. 
Source: http://ktar.com/category/local-news-articles/20110825/Post-office-stops-
service-to-Phoenix-neighborhood/ 

[Return to top]  

Agriculture and Food Sector 

25. August 26, Associated Press – (Pennsylvania) Building burns at Pa. dairy with 
tainted milk. A storage building containing two farm vehicles and about 20,000 
pounds of scrap newspaper burned to the ground August 25 at Brunton Dairy in 
Independence Township, Pennsylvania. The dairy stopped producing milk earlier in 
August because it was tainted by bacteria that sickened at least 14 people. The fire was 
reported about 5:45 p.m. A partner in the operation said the scrap paper is shredded and 
used as bedding for animals. No animals or people were hurt in the fire. The dairy 
continues to cooperate with the state Department of Health’s investigation into Yersinia 
bacteria and has voluntarily stopped producing milk in the meantime. 
Source: http://www.chron.com/news/article/Building-burns-at-Pa-dairy-with-tainted-
milk-2142410.php 

26. August 26, Arkansas Business – (Minnesota; National) After turkey recall, Cargill 
convenes food safety panel. Meat giant Cargill said August 25 that it has asked a panel 
of food safety, microbiology, and epidemiology experts to review the company’s 
ground turkey food safety program after an August 3 recall of 36 million pounds of 
ground turkey. Cargill of Minnesota initiated the recall after learning that the U.S. 
Centers for Disease Control (CDC) had detected an outbreak of Salmonella-related 
illnesses, which were linked to 76 illnesses and one death in 26 states. It was the 
biggest meat recall in history. The recall led to the temporary closing of the ground 
turkey production line at Cargill’s operation in Springdale, Arkansas. Production 
resumed 14 days after the recall. The Springdale plant employs about 1,200 workers. 
About 50 work the turkey line. Cargill said that since the recall, it has made several 
enhancements to its food safety program, adding two additional antibacterial washes, 
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“intensifying” an existing antibacterial system, disassembling and steam cleaning 
equipment before resuming ground turkey production, and requiring suppliers of turkey 
meat to add a new antibacterial wash. The company has said it implemented “the most 
aggressive Salmonella monitoring and testing program in the poultry industry.” 
Source: http://www.arkansasbusiness.com/article.aspx?aID=128167.54928.140309 

27. August 25, Associated Press – (Mississippi; Texas) Texas man gets 99 years for cattle 
rustling. A 44-year-old Athens, Texas man with a prolific cattle rustling history 
spanning more than a decade was sentenced August 24 to 99 years in prison for 
swindling bovines from a Mississippi rancher. The man was accused of stealing 400 
head of cattle worth more than $200,000 in 2010. A District Attorney said the man 
placed an order with a Mississippi man using a fake name and cattle company in 
Vernon, where the owner shipped the cattle. When he did not receive payment the 
owner called the Texas and Southwestern Cattle Raisers Association. A special ranger 
with the association located the animals before they were sold. Testimony at the trial 
revealed the suspect had stolen 2,097 head of cattle worth nearly $1 million since 2007, 
the District Attorney said. The man was sentenced in April to 20 years in a cattle 
rustling case in Smith County in East Texas and faces more charges there and in 
Louisiana, the Hardeman County District Attorney said August 25. 
Source: http://news.yahoo.com/texas-man-gets-99-years-cattle-rustling-
175815910.html 

28. August 25, WPEC 12 West Palm Beach – (Florida) Fire, explosions gut Okeechobee 
feed mill. A raging fire and explosions August 24 caused extensive damage to a feed 
mill in Okeechobee, Florida. Flames were shooting from the facility when firefighters 
arrived about 7:15 p.m. It took firefighters from three departments an hour and a half to 
bring the fire under control. Investigators said the explosions may have been caused by 
propane fuel tanks that exploded on forklifts that were inside the mill. Seventy-five 
percent of the mill was destroyed. The fire caused an estimated $3.1 million damage to 
the mill, which produces feed for dairy cows. The cause of the fire is under 
investigation. 
Source: http://www.cbs12.com/news/okeechobee-4734721-fire-caused.html 

29. August 25, KVOA 4 Tucson – (Arizona) Chili-roasting booth catches fire in eastside 
grocery store. A chili-roasting booth in the back of Tucson, Arizona supermarket 
caught fire August 24, causing an estimated $100,000 in damage. Firefighters 
responded to the grocery store at Calle Santa Cruz and Irvington road after receiving 
multiple calls to 911 reporting a fire, according to a Tucson Fire Department 
spokesperson. Firefighters arrived to find a chili-roasting booth in the back of the 
business completely engulfed in flames. Firefighters quickly evacuated the store, 
extinguished the flames, and checked out the inside the grocery store. Damage was 
contained to the chili booth, the tarp above the booth, and a commercial freezer in the 
back of the building. The store re-opened for business shortly afterward. 
Source: http://www.kvoa.com/news/chili-roasting-booth-catches-fire-in-eastside-
grocery-store/ 
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For another story, see item 7  
 
[Return to top]  

Water Sector 

30. August 26, Weatherford Democrat – (Texas) Lake Benbrook pumps turned off. In 
Texas, water flowing from Lake Benbrook into Lake Weatherford since June 16, has 
come to an end. Members of the utility board approved a modification to the Lake 
Weatherford operational policy August 25 to lower the minimum lake level during 
times of severe, extreme or exceptional drought as categorized by the U.S. Drought 
Monitor. The change went into effect immediately. The minimum lake level has 
fluctuated over the past year as the board toyed with finding a balance between 
pumping costs and recreational use of the lake. Following approval of the higher lake 
level, the city tuned on the pumps to bring in water from Lake Benbrook in June, and 
have, so far, transferred about 2,400 acre-feet of raw water to Lake Weatherford. This 
summer’s average water demand has been 7.5 million gallons a day, the 
water/wastewater and engineering director, said. That demand spiked July 28 to a 
record 9.07 million gallons and hit that peak again in early August. The water plant’s 
maximum capacity is 14 million gallons of water per day, but should it ever hit 85 
percent, about 11 million gallons, the city would be required to start the expansion 
process. 
Source: http://weatherforddemocrat.com/local/x975851480/Lake-Benbrook-pumps-
turned-off 

31. August 26, Basking Ridge Patch – (New Jersey) Improperly installed sump pumps 
can flood Twp. sewage plant. The head of the Basking Ridge, New Jersey township 
sewerage authority said that the Harrison Brook sewage treatment plant’s system is at 
risk for flooding as a result of improperly installed sump pumps. In especially heavy 
rains, stormwater diverted into the sanitary storm system can overwhelm the 2.5 
million-gallon-per-day treatment plant off Martinsville Road in the Liberty Corner 
section of town, he said. Such connections and set-ups are illegal, the authority director 
said. In response, the Township Committee on August 23 introduced an ordinance that 
would allow inspectors entering a home where the owner may be seeking a building 
permit or a hot water permit to also look for an improperly installed sump pump. 
Source: http://baskingridge.patch.com/articles/improperly-installed-sump-pumps-can-
flood-twp-sewerage-plant 

32. August 25, KCBY 11 North Bend – (Oregon) Toxic algae warning issued for South 
Tenmile Lake. A health advisory prompted by high algae levels found in South 
Tenmile Lake, located 10 miles north of North Bend, Oregon was issued August 25 by 
Oregon Health Authority’s Public Health Division and Coos County Health 
Department officials. Water monitoring confirmed the presence of blue-green algae that 
can produce toxins harmful to humans and animals. These algae levels are likely to be 
associated with dangerous toxin concentrations in the water, according to World Health 
Organization guidelines. Drinking water from South Tenmile Lake is especially 
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dangerous. People who draw in-home water directly from South Tenmile Lake are 
advised to use an alternative water source because private treatment systems are not 
proven effective in removing algae toxins. 
Source: http://www.kcby.com/news/local/128405403.html 

For more stories, see items 2 and 7  
 
[Return to top]  

Public Health and Healthcare Sector 

33. August 26, Staten Island Advance – (New York) Staten Island University Hospital 
begins evacuation amid hurricane emergency. New York City’s mayor declared a 
state of emergency and ordered Staten Island University Hospital, Coney Island 
Hospital, and the other three hospitals in the city’s low-lying “Zone A” coastal areas to 
began an “unprecedented” evacuation of patients August 25 ahead of powerful 
Hurricane Irene as part of the city’s storm preparedness, which will include shutting 
down the entire transit system for part of the weekend. A major concern for the 
hospitals is the prospect of power outages, which had deadly consequences for New 
Orleans in the wake of 2005’s Hurricane Katrina. The president and CEO of Staten 
Island University Hospital said the evacuation began with newborns in the neonatal 
unit being painstakingly transported, one by one, to Cohen Children’s Hospital in Long 
Island. Patients at the Ocean Breeze and Prince’s Bay campuses will be discharged, 
where feasible, or removed to Richmond University Medical Center in West Brighton. 
Patients also will be sent to Long Island nursing homes and other hospitals in the North 
Shore-LIJ system, which includes hospitals in Manhasset, Plainview, Syosset, and 
Huntington on Long Island. Staten Island University Hospital and the other hospitals 
are required to complete the evacuation by 8 p.m. August 26, absent special exemption 
by the city Health Department. 
Source: 
http://www.silive.com/news/index.ssf/2011/08/staten_island_hospital_begins.html 

34. August 26, Associated Press – (Louisiana) La. woman arrested in Medicaid fraud 
probe. The owner of a Louisiana personal care services agency has been arrested on 
suspicion of submitting more than $54,000 in fraudulent Medicaid claims. The 
Louisiana Attorney General office says investigators arrested the 47-year-old August 
18. She was booked into the East Baton Rouge Parish jail on five counts of Medicaid 
fraud. The woman owns and operates Christian Foundation Inc. in Donaldsonville. She 
allegedly billed Medicaid for services her company did not provide. The state 
Department of Health and Hospitals will terminate her Medicaid provider agreements 
but is allowing the agency to remain open for 30 days so clients can be transferred 
safely to other programs. 
Source: http://www.wxvt.com/Global/story.asp?S=15337320 

35. August 26, MSNBC News – (National) Half of hospitals buy back-door drugs. Amid 
growing reports of price-gouging for life-saving drugs, 52 percent of hospital 
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purchasing agents and pharmacists reported they have bought drugs from so-called 
“gray market” vendors during the previous 2 years, according to a just-released survey 
of 549 hospitals by the Institute for Safe Medication Practices (ISMP), an advocacy 
group. Gray-market suppliers are those that operate outside official channels, often 
buying drugs from uncertain sources and reselling them at a steep profit. A report 
issued the week of August 15 by one hospital association found their average mark-up 
was 650 percent. Pressures from demanding doctors and desperate patients helped fuel 
the transactions, making hospital staffers feel like they had no choice but to buy drugs 
in short supply at steep prices. More than half of respondents to the ISMP survey, some 
56 percent, said they were bombarded daily with solicitations from up to 10 gray 
market vendors, with requests coming by phone, e-mail and fax. About a third of 
respondents from critical access and community hospitals who had purchased drugs 
from gray-market sources said they paid at least 10 times the contract price for the 
medications. 
Source: http://www.msnbc.msn.com/id/44280296/ns/health-
health_care/#.TlfCEF0g1kA 

36. August 25, Lexington Herald Leader – (Kentucky) Lexington VA Medical Center 
says patients’ information might have been compromised. Lexington, Kentucky’s 
Lexington VA Medical Center officials said August 24 that information on 
approximately 1,900 veterans might have been compromised because an employee took 
home patient data on his laptop computer. The information included names, the last 
four digits of Social Security numbers, dates of birth, and medical diagnoses. The 
director of the medical center, called the breach “an isolated act by one employee” and 
that “... the information was [not] used maliciously...”. The medical center said that 
veterans whose personal information was involved have been notified and offered 
credit protection services. 
Source: http://www.kentucky.com/2011/08/24/1856212/lexington-va-medical-center-
says.html 

37. August 24, Associated Press – (New York) Oxycodone ice cream man pleads 
guilty. The Associated Press reported August 24 a man admitted to selling black-
market prescription painkillers out of his ice cream truck in New York City. He was 
accused of being a leader of a Staten Island-based drug trafficking ring that illegally 
sold nearly 43,000 oxycodone pills, worth $1 million on the street. The city Special 
Narcotics Prosecutor’s office said the group filled phony oxycodone prescriptions at 
pharmacies, and then the man sold most of the pills from his ice cream truck, doling out 
treats to children and then selling oxycodone to customers. 
Source: http://www.nbcnewyork.com/news/local/Oxycodone-Ice-Cream-Man-Pleads-
Guilty-to--128350223.html 

[Return to top]  

Government Facilities Sector 
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38. August 26, Associated Press – (Missouri) Misaligned pipe blamed in courthouse 
flood. A misaligned water pipe is being blamed for significant water damage at the 
Thomas Eagleton U.S. Courthouse in St. Louis, Missouri. The General Services 
Administration (GSA), which is the landlord for the courthouse, is investigating if a 
construction defect is to blame. Water poured from a pipe in a holding cell on the 17th 
floor of the courthouse August 23. The massive amount of water was discovered by a 
maintenance worker arriving for work around 5:30 a.m. August 24. Several courtrooms 
and offices were damaged by the water, along with high-tech courtroom equipment. 
Source: http://www.kctv5.com/story/15338102/misaligned-pipe-blamed-in-courthouse-
flood 

39. August 25, Associated Press – (National) Millions of US court records bound for 
shredder. U.S. officials are destroying millions of paper federal court records to save 
storage costs — and raising the ire of some historians, private detectives, and others 
who rely on the files. The U.S. National Archives and Records Administration said at 
least 10 million bankruptcy case files and several million district court files from 1970 
through 1995 will be shredded, pounded to pulp, and recycled. Files designated as 
historically valuable, however, will be kept in storage. Federal archivists spent years 
consulting legal scholars, historians, and others about which files to purge after 
realizing that sorting and digitizing just the bankruptcy cases would cost tens of 
millions of dollars. None of the civil or criminal cases up for destruction went to trial, 
and docket sheets that list basic information such as names of defendants and plaintiffs 
will be saved from each case. Such reassurances have not allayed concerns of some of 
those whose work relies on the paper documents. A Cornell Law School professor said 
it is precisely the mundane, every day records with no clear historical significance that, 
when looked at as a whole, are critical to establishing legal trends upon which court 
policy is often based. 
Source: http://news.yahoo.com/millions-us-court-records-bound-shredder-
212154527.html;_ylt=AgnVFdzZFao40LZ2vAGXyIa3scB_;_ylu=X3oDMTNiMG0w
ZWZzBHBrZwM1ODAzODU3Ny0xOTMxLTM2YjQtOGNjOS1mMzI2YzY2YzEz
MDEEcG9zAzc4BHNlYwNNZWRpYVN0b3J5TGlzdAR2ZXIDMTA4MTUzYzAtY
2Y3MS0xMWUwLW 

For more stories, see items 12, 13, and 60  
 
[Return to top]  

Emergency Services Sector 

40. August 26, Homeland Security Today – (National) National Guard steps up 
preparations for hurricane Irene. The Federal Emergency Management Agency 
(FEMA) has requested support from the US Department of Defense (DoD) in response 
to Hurricane Irene and US Northern Command (NORTHCOM) reported August 25 that 
it is coordinating federal, state, and local military support in the face of the storm. 
NORTHCOM could activate up to a total of 101,000 National Guardsmen to support 
governors along the East Coast, DoD said. NORTHCOM is fulfilling 11 mission 
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assignments in support of FEMA, using its unique capabilities to provide air and 
ground transportation and to field experts and defense officers to coordinate with state, 
local, and federal agencies. To meet these challenges, NORTHCOM has taken a 
number of steps since August 24. It appointed a defense coordinating officer and 
activated a defense coordinating organization from US Army North, a component of 
the command, in support of FEMA Region III in Virginia. At the local level, the North 
Carolina National Guard reported August 25 that it would activate 180 guardsmen by 
August 26 in the towns of Kinston, Edenton, Taboro, and Badon. The Guard said it 
would have another 2,300 on standby. The Virginia National Guard reported 
authorization to activate up to 300 guardsmen in response to Hurricane Irene. 
Source: http://www.hstoday.us/industry-news/general/single-article/national-guard-
steps-up-preparations-for-hurricane-irene/97b4ce7efa006b56922a00a4f163b8a9.html 

41. August 25, Reuters – (International) Border police chief pleads guilty to running 
guns to Mexico. The ousted police chief of a tiny New Mexico border town pleaded 
guilty August 25 to conspiracy to run guns to a brutal Mexico drug cartel. The former 
Columbus police chief pleaded guilty in federal court in Las Cruces to conspiracy and 
new charges filed on August 25 of aiding in the smuggling of firearms and extortion 
under color of law. He faces up to 35 years in federal prison and $750,000 in fines at 
sentencing, which has yet to be scheduled. He was arrested in March along with former 
a Columbus village trustee, former mayor, and 10 others, and charged in an 84-count 
gun-running indictment. Since then, a couple from the nearby town of Deming has also 
been charged with participating in the conspiracy. The assistant U.S. Attorney said the 
police chief was approached by the village trustee and former mayor in October 2010 
and asked to work for a member of the brutal La Linea organization. From October to 
March, he was paid more than $10,000 to conduct counter-surveillance for the cartel, 
use a village-owned Ford F150 truck to run guns to Mexico, and use his official 
position to try and arrange for the return of already-seized firearms to the village 
trustee, the assistant U.S. Attorney said. 
Source: http://www.reuters.com/article/2011/08/25/us-crime-newmexico-gunrunning-
idUSTRE77O7XG20110825 

42. August 25, Los Angeles Times – (California) Fullerton police receive numerous death 
threats. The Orange County, California district attorney’s office has released a list of 
some “specific instances of threats” made against Fullerton police officers in 
connection with the death of homeless man after a struggle with six officers. The 
district attorney’s office and the city of Fullerton have so far refused to release the 
names of the six officers involved in the July 5 incident that led to the death of the 
homeless man, although names of some officers allegedly involved have been 
published on the local blog Friends for Fullerton’s Future. The district attorney’s office 
compiled a list of 18 instances that officials regard as threats in response to a records 
request from the Orange County Register. Some of the items on the list included 
explicit mention of violence, including a call to the Fullerton police dispatch center 
saying “a bomb will go off in your place soon” and a voicemail message to the district 
attorney’s office saying, “One of these days, sooner than you think, we’re going to pull 
out the M16s, the AK47s and all the other little fancy weapons we’ve been storing 
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away for years... and we’re going to turn them loose on you ... cops.” Another caller 
allegedly asked the police department to send “officers they don’t want” to his home. 
The list also included a blog entry on the Fullerton’s Future blog calling for someone to 
make the officers’ contact information and addresses public. The district attorney’s 
office has said that the officers’ names will be released when prosecutors decide 
whether to file criminal charges. 
Source: http://latimesblogs.latimes.com/lanow/2011/08/district-attorney-lists-threats-to-
fullerton-police-homeless-kelly-thomas.html 

43. August 25, Emergency Management – (National) East coast quake highlights need 
for public safety wireless network. The earthquake that struck Virginia August 23, 
and was felt from New York City to the Carolinas, was followed by cellular network 
congestion — thus spurring officials to call for a national broadband network dedicated 
to public safety. People seeking information flooded 911 call centers and cellular 
networks following the magnitude 5.8 earthquake that damaged buildings, but did not 
cause any serious injuries. Cellular networks appeared to be intact, but congested due to 
higher than normal call volume, said CTIA-The Wireless Association, an industry 
group representing wireless carriers, in a statement. The U.S. Department of Homeland 
Security issued a statement asking members of the public to use text messages and e-
mail for communications, except in emergencies, so first responders could continue to 
respond to 911 calls. Public safety answering points were jammed with callers seeking 
information about friends or relatives, according to the Washington Post. 
Charlottesville, Virginia’s 911 call center experienced an outage that lasted as long as 
an hour. Administrative and command staff at the Distrcit of Columbia Fire 
Department had difficulty communicating via cell phones but were able to 
communicate using land lines and land mobile radios, said a department spokesman. A 
Capitol Police spokesperson said a number of organizations, including the International 
Association of Fire Chiefs and FCC, planned surveys of emergency communications 
following the quake. 
Source: http://www.emergencymgmt.com/safety/East-Coast-Quake-Public-Safety-
Wireless-Network.html 

[Return to top]  

Information Technology Sector 

44. August 26, Help Net Security – (International) Illegal keygen for well-known AV 
solution leads to infection. An illegal key generator for the recently released latest 
version of the TrustPort Internet Security solution brings trouble to unsuspecting users, 
warns BitDefender. Bundled with the keygen is a trojan that injects itself into 
explorer.exe and adds a list of exceptions to the locally installed firewall, in order to 
finally deploy a backdoor on the targeted computer. The trojan is capable of stealing 
passwords cached in a variety of Web browsers and information regarding Internet 
banking and online financial transactions, recording video and audio streams generated 
by the computer’s Webcam, and logging conversations executed via IM applications 
and social networks. It is also capable of downloading a other malicious software, 
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including the eus trojan and a number of remote administration tools. The keygen in 
question is equipped to spread via a variety of means, including IM services, e-mail 
clients, P2P sharing, and USBs.  
Source: http://www.net-security.org/malware_news.php?id=1818 

45. August 26, Help Net Security – (International) Bitcoin mining botnet also used for 
DDoS attacks. A recently discovered P2P Bitcoin mining botnet has acquired DDoS 
capabilities, warns a Kaspersky Lab researcher. Its main reason of existence has so far 
been Bitcoin mining, as the bot installs three trojans with that function (Ufasoft, RCP, 
and Phoenix), but it also functions as a way of delivering other malicious software to 
the infected machines. Among the delivered files are two DDoS programs. According 
to H Security, their targets change as different victim lists are delivered to it by the 
botnet operators. Currently, the first module — which uses HTTP flooding — is 
attacking 31 German and 2 Austrian estate agency portals and food industry sites. The 
second one, using UDP flooding, is targeting the IP addresses of companies that offer 
anti-DDoS services. Among the food industry sites targeted is pizza.de, which 
confirmed that it had been suffering an attack for three 3, during which it was 
bombarded with 20,000 – 30,000 HTTP requests per second, coming from some 50,000 
IP addresses. Given the P2P architecture, this botnet will be extremely hard to take 
down. Currently, the number of infected machines taking part in the botnet is 
increasing. As its targets are easily updated by its operators, the next ones will likely be 
determined by the people who will rent its services in the future. 
Source: http://www.net-security.org/malware_news.php?id=1817 

46. August 26, Softpedia – (International) Remote code execution vulnerability patched 
in F-Secure Antivirus. F-Secure patched a remote code execution vulnerability that 
affected several of its security products and exposed users to drive-by download 
attacks. The buffer overflow vulnerability is located in the F-Secure Gadget Resource 
Handler ActiveX Control (fsresh.dll). According to vulnerability management vendor 
Secunia, which rates this vulnerability as highly critical, the flaw is caused by a 
boundary error in the handling of the “initialize()” method. The vulnerability can be 
exploited by tricking victims into visiting a specially-crafted Web page using Internet 
Explorer. F-Secure Anti-Virus 2010 and 2011, F-Secure Internet Security 2010 and 
2011, as well as products based on F-Secure Protection Service for Consumers version 
9 and F-Secure Protection Service for Business — Workstation security version 9 are 
affected by this flaw. 
Source: http://news.softpedia.com/news/Remote-Code-Execution-Vulnerability-
Patched-in-F-Secure-Antivirus-218906.shtml 

47. August 26, Softpedia – (International) SecurID secrets stolen with Poison 
Ivy. Security researchers managed to obtain a copy of the APT used against RSA 
Security and found it dropped a variant of the Poison Ivy backdoor. The March RSA 
Security intrusion which resulted in the theft of data related to the company’s popular 
SecurID two-factor authentication product was widely covered in the media. This was 
partially because of RSA’s silence following the breach and the fact that it resulted in 
attacks against Lockheed Martin and possibly other U.S. military contractors. The 
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company eventually offered to replace all SecurID tokens for their customers, which 
are estimated at 40 million, and has already reported losses of $60 million resulting 
from the incident. RSA previously revealed that the attack involved an e-mail sent to its 
employees which carried an Excel file called “2011 Recruitment plan.” This file 
bundled a zero-day Flash Player exploit. Security researchers have been trying to track 
down the file in question for months and finally, the week of August 15, a malware 
analyst from F-Secure had a breakthrough. He wrote a tool that analyzed malware 
samples for Flash objects most likely associated with an exploit for this vulnerability. 
One of the identified samples was an Outlook file and when he opened it, he realized it 
was the exact e-mail sent to RSA employees.  
Source: http://news.softpedia.com/news/RSA-Secret-Data-Stolen-Using-Poison-Ivy-
218880.shtml 

48. August 26, Softpedia – (International) Zeus offspring distributed from compromised 
osCommerce sites. Security researchers warn that variants of a zeus spin-off trojan 
called Ice-IX are being distributed from osCommerce Web sites compromised during a 
recent mass injection attack. The attack targeting osCommerce installations vulnerable 
to a flaw that dates from November 2010 began at the end of July 2011. The code 
injection campaign escalated quickly and the number of infected pages jumped from 
90,000 to over 3.8 million within a week and 8 million 2 weeks later. The code injected 
into the pages leads to externally-hosted drive-by download exploits that target 
vulnerabilities in unpatched versions of Java, Adobe Reader, Internet Explorer, and 
Windows XP. If exploitation is successful, a trojan is installed on the victim’s 
computers. According to the Malware Domain List, a non-commercial community 
project that tracks malicious URLs, that trojan is now Ice-IX. 
Source: http://news.softpedia.com/news/ZeuS-Offspring-Distributed-from-
Compromised-osCommerce-Sites-218839.shtml 

49. August 25, Help Net Security – (International) Bogus emails delivering scanned 
documents carry malware. E-mails posing as scanned documents sent from a Xerox 
WorkCentre Pro photocopier are being sent out by malware peddlers, warns Sophos. 
This is not the first time that such e-mails have been delivered to inboxes around the 
world. In February, almost identical e-mails were carrying a booby-trapped PDF file as 
the attachment, meant to ultimately allow the installation of the information-stealing 
zeus trojan. This time, the attached ZIP file carries a downloader trojan. Sophos does 
not mention whether the e-mail is sent from legitimate (but compromised) e-mail 
accounts known to the potential victims. If it does, this spam run could be very 
effective. 
Source: http://www.net-security.org/malware_news.php?id=1815 

50. August 25, Softpedia – (International) Remote UPnP scanner puts home routers at 
risk of abuse. A security specialist released a tool that is capable of launching attacks 
against home networking devices that support Universal Plug and Play (UPnP) on their 
WAN interfaces. He revealed entire series of routers, cable modems, and other 
networking devices from big manufacturers are vulnerable to UPnP attacks over the 
Internet. The Universal Plug and Play technology was developed by Microsoft in 1999 
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as a solution for automated NAT traversal. It allows applications to discover network 
gateways automatically and ask them to forward traffic on special ports back to the 
computers they are running on.  The researcher found many home networking devices 
allow UPnP requests to be received on the WAN (Internet) interface, despite this 
technology having been primarily designed for LAN use. However, unlike LAN 
environments where multicast is used, the WAN UPnP traffic uses exact URLs and 
ports hard-coded into each device. These are all built into the Umap scanning tool 
created and freely distributed by the researcher. According to H Security, the researcher 
claims to have identified over 150,000 potentially vulnerable devices in a short period 
of time by using Umap. The scanner is also capable of sending requests containing 
AddPortMapping or DeletePortMapping commands to the exposed UPnP interfaces.  
Source: http://news.softpedia.com/news/Remote-UPnP-Scanner-Puts-Home-Routers-
at-Risk-of-Abuse-218728.shtml 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

51. August 26, WTVJ 6 Miami – (Florida) AT&T service down in south Florida 
again. For the second time this summer, South Florida AT&T customers can not reach 
out and touch anyone because their service was down. The wireless carrier said an 
equipment issue knocked out service to some customers August 26. “Some AT&T 
wireless customers from mid-Broward County south to Key West may not be able to 
make mobile-to-mobile calls or receive calls to their mobile from a landline due to an 
equipment issue,” a spokeswoman said. The outage impacts mobile broadband and 3G 
service only, she said. In June, customers were without service for more than 4 hours. 
Source: http://www.nbcmiami.com/news/local/ATT-Service-Down-in-South-Florida--
128467673.html 

52. August 25, Erie Times-News – (International) WQLN-TV to be off air over 
weekend. A transmitter damaged during a storm-related power outage August 25 has 
knocked WQLN-TV off the air until at least August 29, said the director of creative 
services for WQLN Public Media. The equipment failure blocked the broadcast signal 
from WQLN-TV August 25, interrupting local showings of “Curious George” and 
other programs. New said technicians made several attempts to restore broadcasting 
before they determined the transmitter tube was damaged beyond repair. Technicians 
from the Axcera Corp., which manufacturers the transmitter, also are expected help 
with its installation, the director of creative services for WQLN-TV today said. WQLN 
Radio broadcasts from a different transmitter and remains on the air, a spokesman said. 
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WQLN airs on Time-Warner cable in Erie County and on Rogers Cable in southern 
Ontario. 
Source: 
http://www.goerie.com/apps/pbcs.dll/article?AID=/20110825/NEWS02/308259871/-
1/NEWS 

53. August 25, Maui Now – (Hawaii) Verizon wireless service restored after 
disruption. The Verizon Wireless outage reported on Maui August 25, was also felt by 
customers on Oahu, Kauai, and parts of the Big Island, according to the company’s 
media spokesperson for the region that includes Hawaii. The spokesperson said the 
network outage to voice and data services occurred when the company encountered 
unexpected issues with a software upgrade. “As soon as it was discovered, it was 
addressed by technicians,” she said. The network in Hawaii was 99 percent back to 
normal performance by 2:40 p.m., with full capacity anticipated shortly, according to 
the spokesperson. Customers on the Valley Isle tell Maui Now that they experienced 
problems from as early as 6 a.m., with some wireless internet users reporting 
connectivity issues from August 24. 
Source: http://mauinow.com/2011/08/25/verizon-wireless-service-disruption-on-maui-
under-investigation/ 

[Return to top]  

Commercial Facilities Sector 

54. August 25, KSN 3 Wichita – (Kansas) East Wichita apartment fire displaces 20 
families. A two-alarm fire ripped an apartment building in Wichita, Kansas, in the 
afternoon August 25, sending waves of thick smoke through the air. The fire sent 
residents rushing for safety. Investigators believe the fire originated on a lower level 
apartment and quickly consumed the entire building. Two people were reportedly 
injured, but there is no word as to how bad. Investigators said 20 families are now 
displaced after the fire. The apartment building is a complete loss. The exact cause is 
still under investigation. 
Source: http://www.ksn.com/news/local/story/East-Wichita-apartment-fire-displaces-
20-families/JkYWepe6PkysMu06AA7AHw.cspx 

55. August 25, KGW 8 Portland – (Oregon) Police ID trio hurt in Newberg motel 
explosion. An early morning explosion at a Best Western motel in Newberg, Oregon 
sent one man to the hospital by Lifeflight and a woman and child to the hospital by 
ambulance August 25. The 3 a.m. blast also forced about 123 motel guests to evacuate 
into the parking lot, according to an official. The 29-year-old man was found in the 
hallway with critical burn injuries. A two-year-old girl also suffered minor injuries, 
along with a 26-year-old woman, police said. The cause of the blast remains under 
investigation. Police said the man admitted that he had been cooking hashish in the 
room just before the explosion. The guests displaced by the explosion were asked to 
stay out of their rooms. School buses were brought to the motel for them. A HazMat 
crew was part of the emergency response, but only to check air quality to allow guests 
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to re-enter the building, gather their possessions, and check out. The motel’s sprinkler 
system had put out any flames before fire crews arrived. Inspectors checked the 
structural integrity of the building. 
Source: http://www.kgw.com/news/local/Explosion-rocks-Newberg-motel-
128377928.html 

[Return to top]  

National Monuments and Icons Sector 

56. August 25, Associated Press – (California) Highway 140 closed by fire near 
Yosemite. A stretch of highway leading into one of the main entrances into Yosemite 
National Park in California was closed August 25 as a wildfire burned through a rugged 
area of heavy brush and timber outside the park. The fire has consumed about 1,000 
acres along Highway 140 since it was first reported a little before 1 p.m., a U.S. Forest 
Service spokesman said. More firefighters were being sent to the area, with about 300 
on scene by the evening August 25. Aircraft were also called in to help, with 13 planes 
and helicopters battling the fire. Fire officials considered the wildfire to be zero percent 
contained that evening, with no estimate when they would be able to contain the fire. 
The California Highway Patrol (CHP) closed Highway 140 for a stretch of nearly 15 
miles from just outside the park entrance to an area known as the “Octagon,” a CHP 
officer said. The fire started just outside the park near the community of El Portal when 
a motorhome caught fire, the CHP officer said. Officials have issued what was 
described as a “precautionary evacuation” to residents of about two dozen homes in the 
tiny community. The wildfire was burning in the Sierra National Forest, but was not 
within Yosemite’s boundaries. 
Source: http://www.mercurynews.com/news/ci_18757586 

57. August 25, Las Vegas Sun – (Nevada) Officials: Mount Charleston marijuana had 
$23.4 million street value. The amount of marijuana seized August 24 from a grow 
site on Mount Charleston in Nevada had a street value of more than $23.4 million, 
authorities said. A U.S. Forest Service spokeswoman said authorities eradicated 4,685 
plants from the site, located in the Deer Creek area between Kyle and Lee canyons. 
Authorities began the eradication efforts at 4:30 a.m. August 24 and completed the 
process later in the day after airlifting the plants out of the remote site, the 
spokeswoman said. The plants were taken to an offsite location and buried, she said. 
Multiple agencies, including Metro Police, the Drug Enforcement Administration 
(DEA), and the Nevada Department of Wildlife, participated in the investigation, which 
began after a routine aerial observation team discovered the four-acre farm plot. No 
arrests have been made. Authorities in 2010 dismantled 1,481 outdoor grow sites in 
California compared to 12 in Nevada, according to DEA data. 
Source: http://www.lasvegassun.com/news/2011/aug/25/officials-mount-charleston-
marijuana-had-234-milli/ 

58. August 25, Denver Post – (Colorado) Floods wash out parts of Medano Pass in 
Great Sand Dunes National Park. Severe road damage and flash floods forced the 
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closure of the Medano Pass Primitive Road in Great Sand Dunes National Park in 
Colorado. A heavy thunderstorm August 22 washed down ash and debris from last 
year’s burn areas, covering portions of the road, according to a news release from the 
National Park Service. Floods washed out sections of the road as well. The road is 
closed from Castle Creek Picnic Area to Medano Lake Trailhead about half a mile 
below the Medano Pass summit. The Castle Creek Picnic Area can be accessed with 
high-clearance, 4-wheel drive vehicles. The main Dunes Parking Area and paved park 
roads remain open. Crews are working to clear and repair the road. 
Source: http://www.denverpost.com/breakingnews/ci_18755783 

[Return to top]  

Dams Sector 

59. August 25, Westwood-Washington Township Patch – (New Jersey) United Water to 
begin “Controlled Release” from reservoir. United Water will begin a “controlled 
water release” from the Woodcliff Lake reservoir in New Jersey on August 25, the 
mayor of Westwood reported in an e-mail to residents. He posted on the borough Web 
site that “this action is being taken specifically for the protection of the integrity of the 
earthen dam.” United Water officials made the decision because of the predictions 
associated with Hurricane Irene. Levels at the Woodcliff Lake reservoir would 
typically be lowered September 1. The mayor and members of the organization Flood 
No More urged the water company to lower the water levels in area reservoirs to help 
minimize the flooding threat in the area. 
Source: http://westwood-washington.patch.com/articles/united-water-will-release-
water-from-woodcliff-lake-reservoir-before-irene 

60. August 24, Richmond Times Dispatch – (Virginia) City water treatment plant basin 
cracked in earthquake; water quality unaffected. A basin at Richmond, Virginia’s 
water treatment plant was cracked during the August 23 earthquake. The plant’s north 
aeration basin was taken out of service while officials assessed damage to its wall and 
initiated repairs, the Department of Public Utilities Director said. The Henrico County 
manager reported the crack in a briefing to the Board of Supervisors and advised that it 
could lead to voluntary water-use restrictions by county customers who rely on the 
city’s water supply. The manager told the board that officials found no structural 
damage to county municipal buildings but have documented cracks in the Human 
Services building in the Western Government Center and in buildings at the Eastern 
Government Center. Officials have found no problems after inspecting all bridges and 
roads. They warned that underground sewer and water pipes could be impacted in the 
coming months by the earthquake and the regular freeze-thaw motions of winter. 
Officials plan to monitor the county’s approximately 80 government buildings and 70 
school buildings for damage. 
Source: http://www2.timesdispatch.com/news/2011/aug/24/city-water-treatment-plant-
basin-cracked-earthquak-ar-1259822/ 
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