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Top Stories 

 Three million gallons of raw sewage are streaming into the Missouri River each day 

in Omaha, Nebraska, after heavy rains took out four pumping stations the week of 

August 22, adding another six million gallons to untreated water daily since a station 

went out in June. – KETV 7 Omaha (See item 26)  

 The governors of Virginia, New Jersey, and Maryland declared emergencies for their 

states, and the North Carolina governor declared a state of emergency in the eastern 

part of the state August 25 as Hurricane Irene threatened the United States’ Eastern 

Seaboard. – CNN (See item 31)  
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: LOW, Cyber: LOW 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-

ISAC) - [http://www.esisac.com]  

1. August 25, WPVI 6 Philadelphia – (Pennsylvania) Power restored to 20K in 

northeast Philadelphia. Power was restored in Philadelphia, Pennsylvania, to 

more than 20,000 customers who lost electricity August 25 after a fire at 

substation. A Pennsylvania Electric Company spokesman said the fire broke out 

http://www.esisac.com/


 - 2 - 

 

around 4:45 a.m. August 25 and damaged a circuit breaker. The fire mostly 

involved electrical cable contained within a control building and there are no 

reports of injuries. The spokesman said the fire was eventually extinguished 

around 7 a.m. He said all power was restored by midday after crews worked to re-

energize the substation. 

Source: http://abclocal.go.com/wpvi/story?section=news/local&id=8325763 

2. August 25, Associated Press – (California) Threat of propane blast ends in 

California. Authorities said thousands of evacuees returned home August 25 after 

fire crews contained a burning propane rail tanker and ended the threat of a major 

explosion in Lincoln, California. The Lincoln fire chief said firefighters allowed 

the propane rail tanker burn itself out after determining the car held less propane 

than previously thought. He said the fire from the tanker burned out before 

midnight, but then crews reignited it to allow vapors caught in the tank to also 

burn away. He said the threat of a catastrophic blast no longer exists and an 

evacuation order for Lincoln was lifted just after midnight. Between 4,000 and 

5,000 homes in the northern California city of 40,000 people had been evacuated, 

and more than 6,000 students missed their first day of classes. 

Source: http://www.msnbc.msn.com/id/44269146/ns/us_news/#.TlZhrF0g1kA 

3. August 25, Associated Press – (National) MSHA issues 375 citations, orders at 

mines in July. Federal regulators issued 375 citations and orders during special 

mine inspections in July. The Mine Safety and Health Administration (MSHA) 

said August 24 the inspections were conducted at 10 coal mines and 5 other mines 

in July. Coal mines were issued the majority of those 256 that were issued were 

citations and orders. Among the inspections, 32 citations and orders were issued 

at Wilcoal Mining Inc’s Tri-State One Mine in Claiborne County, Tennessee, and 

13 were issued from an inspection at Inman Energy’s Randolph Mine in Boone 

County. The agency started the special inspections after 29 miners died in an 

explosion at the Upper Big Branch coal mine in southern West Virginia in April 

2010. Since then, MSHA said it has conducted 307 inspections that have resulted 

in 5,526 violations and 518 orders. 

Source: http://www.wrcbtv.com/story/15329725/msha-issues-375-citations-

orders-at-mines-in-july 

4. August 24, Shreveport Times – (Louisiana) Storm brings rain, but heat still on 

tap for Thursday. About 30,000 Southwestern Electric Power Company 

customers in the Shreveport-Bossier City, Louisiana area were without power 

August 24 after storms with winds of up to 60 miles an hour downed trees and 

power lines. Bossier Parish school officials planned to review power outage 

information early August 25 before deciding whether to hold classes. Fire 

departments and police responded to scores of calls about downed trees and 

power lines as the line of storms swept through the area about 1:30 p.m. The area 

remained under a severe thunderstorm watch until 7 p.m. 

Source: 

http://www.shreveporttimes.com/article/20110824/NEWS01/110824014/Updated

-Nearly-28-000-without-electricity?odyssey=tab|topnews|text|FRONTPAGE 

http://abclocal.go.com/wpvi/story?section=news/local&id=8325763
http://www.msnbc.msn.com/id/44269146/ns/us_news/#.TlZhrF0g1kA
http://www.wrcbtv.com/story/15329725/msha-issues-375-citations-orders-at-mines-in-july
http://www.wrcbtv.com/story/15329725/msha-issues-375-citations-orders-at-mines-in-july
http://www.shreveporttimes.com/article/20110824/NEWS01/110824014/Updated-Nearly-28-000-without-electricity?odyssey=tab|topnews|text|FRONTPAGE
http://www.shreveporttimes.com/article/20110824/NEWS01/110824014/Updated-Nearly-28-000-without-electricity?odyssey=tab|topnews|text|FRONTPAGE
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5. August 24, Reuters – (Texas) Texas grid declares power emergency due to 

heatwave. The Texas power grid agency initiated an electric emergency August 

24 for the second day in a row as available power supplies strained to meet air 

conditioning load during a statewide heat wave. No rolling outages were reported, 

and afternoon demand was not expected to break the record demand August 3 of 

68,294 megawatts. The Texas grid operator urged residents and businesses to 

reduce electric use daily from 3 p.m. to 7 p.m. At 2:30 p.m., power demand 

exceeded 65,000 MW. The grid agency declares the first step of its emergency 

plan when power reserves needed to avoid a widespread blackout fall below 2,300 

MW. 

Source: http://news.yahoo.com/texas-grid-declares-power-emergency-due-

heatwave-195309852.html 

6. August 23, Associated Press – (Colorado) Federal management plan looking at 

doubling gas wells in southwest Colorado. Federal officials are reviewing a land 

management plan that could spark a new gas boom in southwestern Colorado, the 

Associated Press reported August 23. San Juan National Forest supervisor said 

new technology could allow more than 1,700 wells to be drilled in a shale 

formation covering parts of Dolores, San Miguel, Montezuma, and La Plata 

counties — about double what the federal government considered when it started. 

According to the Durango Herald, federal agencies had to write an addition to a 

2007 draft federal land management plan for the area that will be released the 

week of August 22 and will be open for public comment. 

Source: 

http://www.therepublic.com/view/story/8215d67f1e824aa4baf4fb481abc7ad8/CO

--Gas-Boom/ 

[Return to top]  

Chemical Industry Sector 

7. August 24, Associated Press – (California) EPA: Calif. toxic waste dump must 

pay $1M penalty. Federal officials in Fresno, California, said August 24 they 

have levied about $1 million in penalties on the operator of the largest toxic dump 

in the West for failing to properly dispose of waste near a community known for a 

rash of birth defects. The U.S. Environmental Protection Agency (EPA) said there 

is no evidence these latest violations pose any health threat to the community or 

workers at the dump site. The agency will require Chemical Waste Management, 

which runs the waste facility near Kettleman City in the San Joaquin Valley, to 

pay a $400,000 fine and spend an estimated $600,000 to replace its laboratory 

equipment, software, and procedures. Federal regulators have ordered the waste 

company to use an outside lab for at least two years to verify that its hazardous 

wastes meet treatment standards prior to disposal. The settlement stems from a 

joint EPA and California Department of Toxic Substances Control inspection in 

February 2010, which found the facility’s laboratory equipment was improperly 

calibrated for more than five years and as a result was unable to detect the 

accurate concentration levels of hazardous chemicals. EPA inspectors found 

http://news.yahoo.com/texas-grid-declares-power-emergency-due-heatwave-195309852.html
http://news.yahoo.com/texas-grid-declares-power-emergency-due-heatwave-195309852.html
http://www.therepublic.com/view/story/8215d67f1e824aa4baf4fb481abc7ad8/CO--Gas-Boom/
http://www.therepublic.com/view/story/8215d67f1e824aa4baf4fb481abc7ad8/CO--Gas-Boom/
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similar discrepancies with the lab equipment in 2005, but discovered that the 

company had not fixed them. Investigators also found that the facility disposed of 

hazardous waste leachate contaminated rain water and other runoff from the 

landfill without assuring proper treatment standards and mischaracterizing its 

waste concentration. The EPA’s regional administrator for the Pacific Southwest, 

said the violations ―compromised the company’s ability to accurately assess the 

safety of disposing toxic waste in their landfill.‖ Because lab results were skewed, 

he said, material that was too toxic was allowed to go into the landfill. The 

chemicals involved were mainly heavy metals such as cadmium and chromium. In 

the past five years, the company had to excavate toxic waste from the landfill on 

18 occasions because it was incorrectly tested and buried. 

Source: http://www.ajc.com/news/nation-world/epa-calif-toxic-waste-

1138415.html 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

8. August 25, Associated Press – (New Mexico) Feds approve key expansion of 

NM nuclear plant. The U.S. Nuclear Regulatory Commission on August 24 

authorized Urenco USA and subsidiary Louisiana Energy Services, near Eunice, 

New Mexico, to bring online two additional sequential enrichment systems, 

known as cascades, doubling the facility’s capacity to process nuclear fuel. The 

enriched uranium it produces can be used to supply fuel for nuclear power plants 

domestically and overseas. Employees began loading uranium stock into the 

newly authorized cascades, and officials expected both to be running within a few 

days. Authorization for the two additional cascades followed nuclear commission 

inspections earlier in 2011. 

Source: 

http://www.laramieboomerang.com/articles/2011/08/25/ap/science/us_uranium_pl

ant.txt 

9. August 25, Power Engineering – (National) Nuclear power plants prepare for 

expected hurricane. Hurricane Irene continued to make its way toward the East 

Coast of the United States August 25 and was expected to make landfall over the 

August 27-28 weekend. As the storm approached, nuclear power plants in the 

expected path have begun preparations. As of the morning of August 25, a 

number of nuclear power plants appeared to be within the storm’s projected path: 

Brunswick, Harris, Indian Point, Pilgrim, Millstone, Surry, Seabrook, Vermont 

Yankee, Limerick, Calvert Cliff, Peach Bottom, Three Mile Island, Susquehanna, 

and Salem. Of those, the plants further inland and to the north would likely see 

less impact, according to weather models from the Weather Channel. Energy 

utilities Entergy, Progress Energy, and Dominion announced they have plans in 

place for emergency plant shutdowns and personnel re-deployments if conditions 

require. 

Source: http://www.power-eng.com/articles/2011/08/nuclear-power-plants-

prepare-for-expected-hurricane.html 

http://www.ajc.com/news/nation-world/epa-calif-toxic-waste-1138415.html
http://www.ajc.com/news/nation-world/epa-calif-toxic-waste-1138415.html
http://www.laramieboomerang.com/articles/2011/08/25/ap/science/us_uranium_plant.txt
http://www.laramieboomerang.com/articles/2011/08/25/ap/science/us_uranium_plant.txt
http://www.power-eng.com/articles/2011/08/nuclear-power-plants-prepare-for-expected-hurricane.html
http://www.power-eng.com/articles/2011/08/nuclear-power-plants-prepare-for-expected-hurricane.html
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[Return to top]  

Critical Manufacturing Sector 
 

Nothing to report 

 

[Return to top]  

Defense Industrial Base Sector 

10. August 25, Military Times – (Virginia) More ships prepped for Hurricane Irene 

arrival. The threat of a direct or near strike on Hampton Roads, Virginia, by 

powerful Hurricane Irene the weekend of August 26 is scattering the fleet. A total 

of 36 ships, including the aircraft carrier Dwight D. Eisenhower, were underway 

or in the process of leaving Naval Station Norfolk and Joint Expeditionary Base 

Little Creek the morning of August 25 in order to avoid the storm, a 2nd Fleet 

spokeswoman said. Another 28 ships are being moved to safe havens in the 

Hampton Roads area, she said. This group includes the Navy’s oldest carrier, the 

Enterprise, which has been undergoing pierside maintenance. Two other carriers, 

the Harry S. Truman and the Theodore Roosevelt, are undergoing long-term 

maintenance at Norfolk Naval Shipyard in Portsmouth and Newport News 

Shipbuilding, respectively. Officials said shore-based personnel continue working 

to secure hazards, remove loose debris, and sandbag low-lying areas. 

Source: http://www.militarytimes.com/news/2011/08/navy-hurricane-irene-

scatters-2nd-fleet-082511/ 

11. August 24, AOL Defense – (International) Marines already push F-18s past 

10,000 hours; when will they begin to fail? The Marine Corps is pushing some 

of its fighter aircraft to the breaking point, as the service waits for the F-35 Joint 

Strike Fighter, AOL Defense reported August 24. Marine Corps fighter squadrons 

in Afghanistan are racking up thousands of flight hours on their legacy F/A-18 

Hornets, going well past the 9,000-hour cap set by Naval Air Command 

(NAVAIR) for these older F/A-18s. Some squadrons in Afghanistan are flying 

combat missions with Hornets that have 10,000 hours or more, according to a 

F/A-18 pilot with Marine Corps Fighter Squadron 224. The legacy F/A-18 Hornet 

was designed to fly about 6,000 hours before retirement. Marine Corps pilots do 

not fly the newer F/A-18E/F Super Hornet. A Marine Service Life Extension 

Program (SLEP) is designed to push the limits on flight hours on from the original 

6,000 hours to 9,000, but that is already being eclipsed. The SLEP effort was 

intended to keep the Hornets flying until they get the F-35. Naval Air Command 

leaders, who oversee the Marine budget, were adamant the SLEP effort would go 

no further than the 9,000-hour extension. But with the F-35 still in development, 

Marine Corps aviators are pushing their Hornets well past the NAVAIR limit in 

Afghanistan to keep up with the demand for close air support from ground forces. 

Source: http://defense.aol.com/2011/08/24/marines-already-push-hornets-past-10-

000-hours-when-will-they-b/ 

http://www.militarytimes.com/news/2011/08/navy-hurricane-irene-scatters-2nd-fleet-082511/
http://www.militarytimes.com/news/2011/08/navy-hurricane-irene-scatters-2nd-fleet-082511/
http://defense.aol.com/2011/08/24/marines-already-push-hornets-past-10-000-hours-when-will-they-b/
http://defense.aol.com/2011/08/24/marines-already-push-hornets-past-10-000-hours-when-will-they-b/
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[Return to top]  

Banking and Finance Sector 

12. August 25, Reuters – (International) Chicago hedge fund manager pleads guilty 

to fraud. A former managing director of the collapsed Chicago hedge fund Lake 

Shore Asset Management pleaded guilty on August 24 for his role in what 

prosecutors called a $291.8 million worldwide fraud. The Canadian citizen 

admitted to one count of wire fraud, according to the office of the U.S. Attorney 

in Chicago. The 46-year-old has been in U.S. custody since December 2009, six 

months after a 27-count indictment against him was made public. He had been 

living in Hamburg, Germany at the time and was arrested there in July 2009. 

Under a plea agreement, prosecutors will recommend the maximum 20 years in 

prison. He will also pay about $154.8 million in restitution. According to the plea 

agreement, the man from 2002 to September 2007 obtained the $291.9 million 

from about 900 investors he fraudulently solicited to invest in commodity pools, 

for the purpose of trading futures. Prosecutors said he advertised annual double-

digit returns from some Lake Shore investments, reaching as high as 55.5 percent, 

when in fact he was hiding millions of dollars of trading losses. They said he 

diverted about $33 million for personal use by himself and another Lake Shore 

director. The Commodity Futures Trading Commission won a court order in 

August 2007 freezing Lake Shore’s assets and a receiver was appointed that 

October. More than $100 million has been returned to investors so far, the U.S. 

Attorney’s office said. 

Source: http://www.reuters.com/article/2011/08/25/uk-baker-hedgefund-plea-

idUSLNE77O01820110825 

13. August 25, Media News Group – (California) Armored car robbery ends in 

bloody battle. A botched armored car robbery turned into a bloody shootout 

August 24, as two brothers exchanged gunfire with a guard and two Pinole, 

California police officers, leaving one robber dead and a cop and two others 

wounded. It was not the first time the brothers were suspected of armored car 

robbery. Police had warrants issued for both in connection with a similar attempt 

in May at a bank a mile away, police sources said. One of the brothers was killed 

and the other was wounded. The injured police officer was hospitalized August 24 

with a shoulder wound. The August 24 holdup unraveled when the Loomis guard 

and two robbers shot rounds at one another about 9:20 a.m. in front of a Wells 

Fargo branch on Fitzgerald Drive. The robbers ran, one toward Fitzgerald Drive 

into the path of two Pinole police officers rushing to the emergency call and shot 

one officer, the Pinole police chief said. A second officer fired back, killing the 

man. The second brother briefly escaped, and droves of police from Richmond, 

Pinole, Hercules, San Pablo, and the Contra Costa Sheriff’s Office combed the 

shopping center with dogs searching for him. Emergency room workers at 

Doctors Medical Center in San Pablo reported the suspect had arrived with a 

gunshot wound. Richmond detectives months ago arrested one brother and a 25-

year-old man after they tried to grab a bag of money from an armored transport 

http://www.reuters.com/article/2011/08/25/uk-baker-hedgefund-plea-idUSLNE77O01820110825
http://www.reuters.com/article/2011/08/25/uk-baker-hedgefund-plea-idUSLNE77O01820110825


 - 7 - 

 

guard May 25 at a different bank near Hilltop mall, law enforcement sources said. 

Source: http://www.timesheraldonline.com/news/ci_18753894 

14. August 24, Associated Press – (Florida; New York) Ex-analyst ordered to pay 

$34.5M in SEC case. A federal judge August 23 ordered a former Moody’s 

Investors Service analyst to pay $34.5 million after he fled the country to avoid 

facing insider-trader charges. Government officials filed criminal and civil 

insider-trading charges against the analyst in 2009. The government has said the 

man received money for giving confidential information on company acquisitions 

to a leading figure in the Galleon case, the largest hedge fund insider-trading 

investigation in history. He has not responded to the suit and is believed to be in 

India, the Securities and Exchange Commission said. He was ordered to pay a 

$24.6 million fine and $9.9 million in restitution plus interest. The analyst, who 

was a hotel industry analyst for Moody’s in New York, was accused of passing 

tips about acquisitions on to a Florida investor who pleaded guilty in 2009 to 

criminal conspiracy and securities fraud charges. The Florida investor has been 

cooperating with the government’s investigation. The Moody’s analyst received 

cash from the investors and others in exchange for confidential information, the 

government said. The probe has resulted in more than two dozen arrests and 21 

guilty pleas. It also has led to a second investigation into industry consultants who 

pass along inside information as the product of legitimate research. 

Source: 

http://www.google.com/hostednews/ap/article/ALeqM5ifceXlHXzHDAodB1Cue

a7qzdZjHw?docId=3df08c6d67a741e0bbb4fab7c2b09084 

15. August 24, Miami Herald – (National) New charges linked to scam. A one-time 

Fort Lauderdale, Florida executive who is already accused of running the state’s 

biggest investment scam was charged again August 24 with laundering millions 

of dollars through homes in the Northeast, hiding assets from federal authorities 

and lying to a court-appointed receiver who was seeking to reimburse fleeced 

investors. The former Mutual Benefits Corp. vice president (VP) was arrested by 

FBI agents August 24 on charges of conspiring to divert tainted proceeds from the 

now-defunct company to buy properties in Camden, New Jersey, Maine, and New 

York City. The purpose: to support a ―lavish lifestyle’’ with his longtime partner, 

according to an indictment. The partner was arrested in Maine and will soon be 

transferred to Miami. The 54-count indictment charges the two men with 

conspiracy, money laundering, and obstruction of justice. The former VP was 

charged in the original fraud indictment in late 2008, along with his brother and 

two Fort Lauderdale lawyers, one of whom recently pleaded guilty. They were 

accused of conspiring to bilk investors on the sale of $1.25 billion worth of life 

insurance policies once held by people dying of AIDS. Some 30,000 investors lost 

$830 million between 1994 and 2003, according to prosecutors. The latest 

criminal case accuses the two men of plotting to funnel nearly $11 million of 

Mutual Benefits proceeds through a consulting business, using the money for their 

Northeastern homes and lying about the real value of their assets to the court-

appointed receiver for Mutual Benefits. To obtain a favorable settlement with the 

Securities and Exchange Commission, the men submitted a series of false and 

http://www.timesheraldonline.com/news/ci_18753894
http://www.google.com/hostednews/ap/article/ALeqM5ifceXlHXzHDAodB1Cuea7qzdZjHw?docId=3df08c6d67a741e0bbb4fab7c2b09084
http://www.google.com/hostednews/ap/article/ALeqM5ifceXlHXzHDAodB1Cuea7qzdZjHw?docId=3df08c6d67a741e0bbb4fab7c2b09084
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misleading documents to conceal their true financial condition, according to the 

indictment. 

Source: http://www.miamiherald.com/2011/08/24/2373836/new-charges-linked-

to-scam.html 

16. August 24, Associated Press – (New Hampshire) Secret Service joins probe of 

NH fake checks. Three men charged with passing counterfeit checks at a popular 

New Hampshire shopping outlet had a stash of hundreds of stolen identities from 

around the country, authorities said. The men each had eight to ten fake IDs on 

them and matching counterfeit checks when they were arrested August 23, the 

Tilton Police chief said. The Secret Service and U.S. Attorney’s office are joining 

Tilton police to unravel the scheme. Police said they were alerted to the trio by an 

off-duty loss prevention investigator who thought he recognized one of the men 

from a flier distributed at a national intelligence conference. Plain-clothed officers 

were able to verify the checks were counterfeit while the men shopped, the police 

chief said. Officers stopped their rented van as it exited the Tanger Outlet Center. 

Police got a search warrant for the van and found a trove of counterfeit check-

printing equipment, magnetic ink to mirror that used on legitimate checks, and 

detailed information on hundreds of stolen identities, the police chief said. He said 

the men had made fake licenses bearing their image and using the stolen identity 

information. The men were charged with counterfeiting, check fraud, identity 

theft, and organized retrial crime. The three were operating throughout New 

England, hitting high-end stores as they bounced from state to state, he said. The 

men also were counterfeiting payroll checks and cashing them at big-box stores, 

the police chief said. He said he has already fielded a call from one store that is 

looking for a suspect who cashed more than $400,000 in counterfeit payroll 

checks. 

Source: http://www.chron.com/news/article/Secret-Service-joins-probe-of-NH-

fake-checks-2138891.php 

17. August 24, Naples Daily News – (Florida) Deputies: 3 men caught with 52 fake 

gift cards. Three Miami men face felony counterfeit charges after Collier County, 

Florida sheriff’s deputies found 52 fake gift cards among the 117 cards in their car 

August 22. Each man was arrested on a single charge of possessing counterfeit 

credit cards following a deputy’s discovery of the cards during a routine traffic 

stop, according to a sheriff’s office report. All three remain in Collier County Jail. 

The trio was pulled over for speeding on Interstate 75. A deputy asked for and 

received permission to search the car, the report said. A total of 117 gift cards and 

38 cartons of cigarettes were found in the car, the report said. Scans showed the 

card number embedded on magnetic strips did not match the numbers listed on 

the front of 52 cards. The other 65 were valid. Lee County sheriff’s deputies made 

a counterfeit card bust August 23 on Interstate 75. The 46-year-old man was 

arrested and faces 43 charges of possessing counterfeit credit cards. Deputies said 

they found him with cards cloned to match a fake driver’s license, with the 

potential to make a total of $350,000 in purchases. 

Source: http://www.marconews.com/news/2011/aug/24/3-miami-men-face-

felony-counterfeit-charges-after/ 

http://www.miamiherald.com/2011/08/24/2373836/new-charges-linked-to-scam.html
http://www.miamiherald.com/2011/08/24/2373836/new-charges-linked-to-scam.html
http://www.chron.com/news/article/Secret-Service-joins-probe-of-NH-fake-checks-2138891.php
http://www.chron.com/news/article/Secret-Service-joins-probe-of-NH-fake-checks-2138891.php
http://www.marconews.com/news/2011/aug/24/3-miami-men-face-felony-counterfeit-charges-after/
http://www.marconews.com/news/2011/aug/24/3-miami-men-face-felony-counterfeit-charges-after/
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[Return to top]  

Transportation Sector 

18. August 25, Associated Press – (California) 2 injured in LAX jet bridge 

collapse. The captain of an American Airlines Boeing 737 and a passenger were 

injured when a jet bridge that connects planes to the terminal at Los Angeles 

International Airport collapsed, dropping them at least ten feet to the ground. The 

pilot and passenger were exiting flight 557 after it arrived about 6:40 p.m. August 

24 from Chicago, an airline spokeswoman said. When they stepped onto the 

passenger loading bridge the platform gave way and they fell to the ground. Both 

were transported to Daniel Freeman Memorial Hospital in Marina del Rey in fair 

condition, a fire department spokesman said. They complained of pain to their 

ankles, back, and necks, according to the Los Angeles Times. There was no 

damage to the aircraft, an airport spokeswoman said. The flight, which originated 

in Boston and had a stopover in Chicago, was carrying 107 passengers and crew 

members. The cause of the collapse was under investigation. 

Source: http://news.yahoo.com/2-injured-lax-jet-bridge-collapse-101753423.html 

19. August 25, WOAI 4 San Antonio – (Texas) Woman arrested for having gun on 

bus. A call claiming a passenger had a bomb and weapons prompted police to 

evacuate a bus August 24 in San Antonio, Texas. Police were called to the 

Alamodome parking lot around 2 p.m. after someone called and said a woman on 

an Americanos bus had bombs and guns in her bag. Everyone in the bus got out 

safely, and the woman was taken into custody. Police said they found a handgun 

on the woman, but no bomb devices were found. 

Source: http://www.woai.com/news/local/story/Woman-arrested-for-having-gun-

on-bus/30WO0_0vlkaXl7fJGTpCAw.cspx 

20. August 25, Truckinginfo.com – (North Carolina) Hurricane prompting North 

Carolina ports to close gates early Friday. The North Carolina Ports of 

Morehead City and Wilmington will be closing their gates to commercial traffic at 

noon August 26 in preparation for the threat of Hurricane Irene. The port 

authority expects the Cape Fear River will be closed by the U.S. Coast Guard to 

inbound traffic late August 24.â€ ¨ The authority will continue to monitor 

conditions. The U.S. Coast Guard Captain of the Port for Sector North Carolina 

set Port Condition Whiskey for the Ports of Wilmington and Morehead City in 

preparation for the anticipated weather impact of Hurricane Irene. This is a 

heightened condition of readiness to indicate 72 hours prior to arrival of gale 

force winds. All equipment including container cranes, generators, vehicles, and 

communications equipment is monitored for fuel, inventory, and operability; and 

emergency supplies are inventoried and stocked. Schedules and preparedness 

activities will be altered as conditions change. 

Source: http://www.truckinginfo.com/news/news-detail.asp?news_id=74524 

21. August 24, WGRZ 2 Buffalo – (New York) E-Z Pass violations soar on New 

York State Thruway. The New York State Thruway estimates it is out about 

http://news.yahoo.com/2-injured-lax-jet-bridge-collapse-101753423.html
http://www.woai.com/news/local/story/Woman-arrested-for-having-gun-on-bus/30WO0_0vlkaXl7fJGTpCAw.cspx
http://www.woai.com/news/local/story/Woman-arrested-for-having-gun-on-bus/30WO0_0vlkaXl7fJGTpCAw.cspx
http://www.truckinginfo.com/news/news-detail.asp?news_id=74524
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$3.1 million in 2010 because of people driving through E-Z Pass lanes without 

paying the tolls — an increase of 31 percent from 2009 when $2.4 million was not 

collected, records show. Experts attributed the increase to a poor economy and the 

move toward high-speed E-Z Pass lanes, which make it easier for drivers without 

E-Z Pass tags to cruise, knowingly or by mistake, through the automated 

tollbooths. The number of violations sent out by the Thruway rose to nearly 

600,000 in 2010, up about 8 percent from 554,204 violations in 2009. The 

authority indicated it aggressively goes after drivers who take a free ride on the 

Thruway, and said it is too early to say whether it will ultimately be out the entire 

$3.1 million in uncollected tolls in 2010. The agency said it could take years to 

recoup tolls from scofflaws. The Thruway said it has recovered $5.2 million in the 

past three years by using a collection agency. It said the number of unpaid tolls is 

less than one-quarter of one percent of their total transactions. The authority said 

in 2010 it had 249 million transactions, or vehicles going through their tolls, and 

sent out 599,691 E-Z Pass violation notices. 

Source: http://www.wgrz.com/news/article/132171/1/E-Z-Pass-Violations-Soar-

On-New-York-State-Thruway 

22. August 24, Associated Press – (New Jersey) FAA probes lasers pointed at NJ-

bound airplanes. Authorities are investigating two reports of lasers being pointed 

at aircraft bound for New Jersey’s Newark Liberty International Airport. A 

Federal Aviation Administration (FAA) spokesman said the crew of a United 

Airlines flight reported seeing a laser pointed at the aircraft 15 miles southwest of 

the airport August 23. A Cessna corporate jet from Dallas reported illumination 

by a green laser an hour later 2.5 miles from Somerset Airport. Both planes 

landed safely at Newark. The cases were referred to the Port Authority of New 

York and New Jersey, state police, and the FBI for further investigation. Lasers 

aimed at aircraft can seriously hamper a pilot’s vision. A man convicted in 

California for shining a laser and temporarily blinding a pilot was sentenced in 

2009 to 2 1/2 years in prison. 

Source: http://news.yahoo.com/faa-probes-lasers-pointed-nj-bound-airplanes-

225343962.html 

For another story, see item 2  

 

[Return to top]  

Postal and Shipping Sector 
 

See item 43  

 

[Return to top]  

Agriculture and Food Sector 

23. August 25, Jamestown Sun – (North Dakota) Fire destroys fertilizer plant near 

Litchville. A fire at a fertilizer plant in Litchville, North Dakota, destroyed about 

http://www.wgrz.com/news/article/132171/1/E-Z-Pass-Violations-Soar-On-New-York-State-Thruway
http://www.wgrz.com/news/article/132171/1/E-Z-Pass-Violations-Soar-On-New-York-State-Thruway
http://news.yahoo.com/faa-probes-lasers-pointed-nj-bound-airplanes-225343962.html
http://news.yahoo.com/faa-probes-lasers-pointed-nj-bound-airplanes-225343962.html
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$300,000 in material, officials said August 24. No one was injured in the fire 

which started in the early hours of August 23, according to the Litchville fire 

chief. The fire chief is also the plant’s manager in the town of about 170 people, 

which is located about 45 miles southeast of Jamestown. The cause of the fire is 

under investigation, the Dakota Plains Cooperative president said. Insurance 

investigators were expected to inspect the damages August 24. Fire marshals did 

not have plans to investigate, said the chief deputy for the North Dakota State Fire 

Marshal’s Office. A storm makes it difficult to determine what happened, he said. 

The plant was built in the 1960s and housed six types of fertilizer, totaling 500 

tons. Dakota Plains has 190 employees and had about $100 million in sales in the 

2010-2011 fiscal year. The fire chief said the 20 or so firefighters from the 

Litchville and Marion fire departments could not save the fertilizer plant, but they 

were able to prevent damage at an office complex north of it. The office complex 

suffered heat damage, minor discoloration and some of the barrier panels melted. 

The firefighters were on scene for about four hours. 

Source: http://www.jamestownsun.com/event/article/id/142788/ 

24. August 24, Santa Maria Times – (California) SM packing house evacuated 

briefly for ammonia leak. A packing house in Santa Maria, California, was 

evacuated briefly August 24 while firefighters shut off a ammonia leak caused by 

malfunctioning machinery. Firefighters responded to the report of an ammonia 

leak inside the Pictsweet Co. at 732 Hanson Way at 11:34 a.m., and found the 

leak after investigating. Emergency systems were activated and the ammonia was 

vented, the battalion chief said. There were no injuries and the proper authorities 

were notified, he said. A small amount of gas was released during the emergency, 

and firefighters remained at the scene until the business was safe to enter. 

Source: http://santamariatimes.com/news/local/update-sm-packing-house-

evacuated-briefly-for-ammonia-leak/article_13654542-ce86-11e0-9708-

001cc4c03286.html 

25. August 24, Dow Jones Newswires – (International) Fresh Del Monte sues FDA 

in dispute over cantaloupe imports. Fresh Del Monte Produce Inc. filed a 

lawsuit in federal court in Maryland in an effort to lift Food and Drug 

Administration (FDA) restrictions on cantaloupe imports amid concerns about 

potential salmonella contamination. Del Monte, one of the largest importers of 

cantaloupes into the U.S., said it is disputing claims by the FDA and several state 

health-agency officials that some cantaloupes the company previously imported 

from a Guatemalan farm and packing facility were contaminated with salmonella. 

Del Monte maintains that the facilities were in full compliance with these food 

safety procedures. The company in March voluntarily recalled 4,992 cartons of 

cantaloupes on concerns that they potentially were contaminated by salmonella. 

Source: http://online.wsj.com/article/BT-CO-20110824-708984.html 

[Return to top]  

Water Sector 

http://www.jamestownsun.com/event/article/id/142788/
http://santamariatimes.com/news/local/update-sm-packing-house-evacuated-briefly-for-ammonia-leak/article_13654542-ce86-11e0-9708-001cc4c03286.html
http://santamariatimes.com/news/local/update-sm-packing-house-evacuated-briefly-for-ammonia-leak/article_13654542-ce86-11e0-9708-001cc4c03286.html
http://santamariatimes.com/news/local/update-sm-packing-house-evacuated-briefly-for-ammonia-leak/article_13654542-ce86-11e0-9708-001cc4c03286.html
http://online.wsj.com/article/BT-CO-20110824-708984.html
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26. August 24, KETV 7 Omaha – (Nebraska) Heavy rain takes out four pumping 

stations. Heavy rain the week of August 22 took out four pumping stations in 

Omaha, Nebraska. Three of the pumping stations — Pierce Street, Hickory Street, 

and River View — could be offline for weeks since their electrical components 

are underwater. Three million gallons of raw sewage is streaming into the 

Missouri River each day as a result, adding another six million gallons to 

untreated water every day since a station went out in June. With the gates closed 

since June, there is no place for heavy rainfall to go. ―When you get this much 

water, it pools up. It either floods transformers or it causes power outages to 

where the water cannot go anyplace. And it shorts out everything, and it’s a major 

repair to fix those,‖ one official said. The city plans to have a meeting with 

Federal Emergency Management Agency officials later the week of August 22. 

Source: http://www.ketv.com/r/28965766/detail.html 

For another story, see item 7  

 

[Return to top]  

Public Health and Healthcare Sector 

27. August 25, Evansville Courier-Press – (Indiana) West Nile Virus prompts 

second night of mosquito spraying. The Health Department in Vanderburgh 

County, Indiana, will continue spraying for mosquitoes August 25 now that West 

Nile Virus has been detected in the local mosquito population. The spraying will 

take place between 8 p.m. and midnight around the Bee Slough area along 

Interstate 164 and in an area bounded by Main Street, the Lloyd Expressway, 

Harmony Way, and Diamond Avenue. Health officials say August and September 

are peak months for mosquito activity and the spread of the West Nile Virus. 

People who plan to be outdoors should take precautions. 

Source: http://www.courierpress.com/news/2011/aug/25/west-nile-virus-prompts-

second-night-mosquito-spra/ 

28. August 25, WPLG 10 Miami – (Florida) Doctor arrested, accused of running 

fake practice. An anonymous tip to the Florida Department of Health and 

undercover police work in Miami led to the shutdown of a 2-year-old medical 

practice at Clinica la Caridad in Little Havana August 24, and Miami police 

arrested a man practicing medicine without a license in Florida and prescription 

fraud. ―He has been doing medical exams on women — gynecological exams — 

as well as inoculations on a number of people, including kids going back to 

school,‖ police said. Investigators said the man may have worked at other clinics. 

He also has several open felony cases in Broward County, including trafficking 

the painkiller Oxycodone and possession of the anti-anxiety drug Alprazolam. 

Source: http://www.local10.com/health/28972062/detail.html?hpt=ju_bn4 

29. August 24, Associated Press – (International) Google settles pharmacy ad probe 

for $500 million. Google Inc. has agreed to pay $500 million to settle a U.S. 

government investigation into the distribution of online ads from Canadian 

http://www.ketv.com/r/28965766/detail.html
http://www.courierpress.com/news/2011/aug/25/west-nile-virus-prompts-second-night-mosquito-spra/
http://www.courierpress.com/news/2011/aug/25/west-nile-virus-prompts-second-night-mosquito-spra/
http://www.local10.com/health/28972062/detail.html?hpt=ju_bn4
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pharmacies illegally selling prescription drugs to American consumers. The 

settlement means Google will not face criminal prosecution for accusations that it 

improperly profited from ads promoting Canadian pharmacies that illegally 

imported drugs into the United States, a Rhode Island U.S. Attorney said. It is the 

first time an Internet search engine is being held responsible for the illegal 

distribution of drugs. The figure represents the gross revenues Google collected in 

ad buys from hundreds of Canadian pharmacies, plus the earnings generated from 

the illegal drug sales to American consumers from 2003 to 2009, federal 

investigators said. Google said in a statement that it should not have allowed 

Canadian pharmacies to market prescription drugs to American consumers. 

Federal officials said Google knew as early as 2003 that its ad system was 

allowing Canadian pharmacies to make illegal sales. The transactions included 

selling prescription drugs without valid prescriptions from a licensed medical 

practitioner at a premium. 

Source: http://news.yahoo.com/google-settles-pharmacy-ad-probe-500-million-

145045978.html 

[Return to top]  

Government Facilities Sector 

30. August 25, Nextgov – (National) Army resolves enterprise email problems, 

rollout to resume next month. Network time delay problems and configuration 

issues forced the Army to stop the rollout of its showcase enterprise email system 

provided by the Defense Information Systems Agency (DISA) in July, the Army 

Chief Information Officer told reporters August 24. The Information Officer said 

latency problems occurred between Army end users and the 16 DISA data centers 

that will eventually host 1.4 million email accounts for Army active-duty, reserve, 

National Guard, and civilian personnel. Ninety-thousand mailboxes have been 

transferred to the new system to date. Speaking to the press from the Army 

LandWarNet conference in Tampa, Florida, he said the Army and DISA have 

resolved the network issue and improved system configuration. 

Source: http://www.nextgov.com/nextgov/ng_20110824_6865.php 

31. August 25, CNN – (National) Irene’s flooding ‘could be a hundred-year 

event’. Four governors declared states of emergency August 25 as Hurricane 

Irene threatened to wreak havoc along the United States’ Eastern Seaboard. The 

governors of Virginia, New Jersey, and Maryland declared emergencies for their 

states, while the North Carolina governor declared a state of emergency in 

counties east of Interstate 95. If Irene continues along its current track, ―from a 

flooding perspective, this could be a hundred-year event,‖ The New Jersey 

governor said. He encouraged voluntary evacuations to begin immediately. In 

parts of North Carolina, mandatory evacuations were under way August 25. As of 

2 p.m. ET, the Category 3 storm was pounding the Bahamas, with its eye over 

Abaco Island, the National Hurricane Center said. ―The core of the hurricane will 

continue to move over the northwestern Bahamas (August 25), and pass well 

offshore of the east coast of central and north Florida tonight and early (August 

http://news.yahoo.com/google-settles-pharmacy-ad-probe-500-million-145045978.html
http://news.yahoo.com/google-settles-pharmacy-ad-probe-500-million-145045978.html
http://www.nextgov.com/nextgov/ng_20110824_6865.php
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26). The hurricane is forecast to approach the coast of North Carolina on (August 

27),‖ the center’s advisory said. 

Source: 

http://www.cnn.com/2011/WORLD/americas/08/25/tropical.weather/index.html?

hpt=hp_t1 

32. August 24, eWeek.com – (National) Cyber-attacker dumps log-ins for 20,000 

customers, U.S. employees. A solo attacker has hacked into an events 

management company and obtained sensitive information belonging to 20,000 

individuals, many of whom were United States government employees or 

contractors. The cyber-attacker posted an Excel spreadsheet containing log-in 

credentials and personal information for 20,000 people obtained from 

allianceforbiz.com, according to a blog post signed by ―Thehacker12‖ on August 

22. Allianceforbiz.com is a professional trade show management company that 

manages conferences, meetings, and trade shows for customers, according to the 

company Web site. The list has been made public on Pastebin and Mediafire and 

a message posted on Twitter: ―20,000 email-passwords had been leaked 

consisting mostly of US Mill Army, Govern. & corporate giants.‖ 

Source: http://www.eweek.com/c/a/Security/CyberAttacker-Dumps-Logins-for-

20000-Customers-US-Employees-340799/ 

[Return to top]  

Emergency Services Sector 

33. August 25, LEX 18 Lexington – (Kentucky) Inmate overpowers guard, escapes 

in van. State police continue to search for an inmate who escaped in a jail 

transport van in eastern Kentucky August 24. Police say the 32-year-old climbed 

through a security screen, assaulted, and overpowered a jail security officer, and 

escaped in the van. The inmate was on his way back to the Letcher County Jail 

after a court appearance in Hazard. He is white, stands 6-foot-1 and weighs about 

160 pounds. He was last seen wearing an orange jail jumpsuit, driving a white 

2010 Dodge Caravan with license plate 4-2-5-4-D-D. He has brown hair, blue 

eyes, and a tattoo on his left upper arm. 

Source: http://www.lex18.com/news/inmate-overpowers-guard-escapes-in-van 

34. August 24, KGNS 8 Laredo – (Texas) AT&T crews still working on 

outages. The city of Laredo, Texas, reported August 24 that its emergency 9-1-1 

line had been restored while crews were working to restore service to thousands 

of local AT&T customers. Reports claim a crew with Pike Energy accidentally 

cut a fiber optic line just outside of Cotulla cutting service to thousands of 

customers in the Laredo area. A representative from AT&T sent a statement 

saying ―their technicians are on the scene of the damaged optic cable.‖ They go 

on to say they do not have a time frame for service restoration and do not know 

exactly how many customers were affected, and they apologize for any 

inconvenience. Meanwhile, the 9-1-1 emergency lines are up and running again. 

Officials with the city acted quickly and informed the media saying ―any medical 

http://www.cnn.com/2011/WORLD/americas/08/25/tropical.weather/index.html?hpt=hp_t1
http://www.cnn.com/2011/WORLD/americas/08/25/tropical.weather/index.html?hpt=hp_t1
http://www.eweek.com/c/a/Security/CyberAttacker-Dumps-Logins-for-20000-Customers-US-Employees-340799/
http://www.eweek.com/c/a/Security/CyberAttacker-Dumps-Logins-for-20000-Customers-US-Employees-340799/
http://www.lex18.com/news/inmate-overpowers-guard-escapes-in-van
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and law enforcement emergencies would be handled through the main police 

phone number.‖ The 9-1-1 lines were restored shortly before 9 p.m. through a 

satellite system at the central fire department. 

Source: http://www.pro8news.com/news/local/ATT-Crews-Still-Working-on-

Outages-128362373.html 

35. August 24, National Journal – (National) FCC to examine wireless 911 

problems following quake. The Federal Communications Commission (FCC) 

chairman has asked commission staff to examine reports that some wireless calls 

to 9-1-1 centers could not get through because of congestion on cell phone 

networks after the August 23 earthquake on the East Coast. He said the August 23 

events underscored the need for continued progress on next-generation 9-1-1 

services that would allow users to send text messages, photos, and video to 9-1-1 

centers. The Federal Emergency Management Agency (FEMA) said August 24 

the FCC has deployed two Roll Call Spectrum Scanning teams to the FEMA 

regional offices in Atlanta and Boston to see which critical communications 

systems might be affected by Hurricane Irene, which potentially could hit the East 

Coast the weekend of August 26. 

Source: http://www.nextgov.com/nextgov/ng_20110824_6562.php 

For another story, see item 4  

 

[Return to top]  

Information Technology Sector 

36. August 25, Softpedia – (International) Zero-day vulnerability exploited in 

PrestaShop. The PrestaShop developers warned users hackers are exploiting a 

zero-day vulnerability in the e-commerce solution and is urging them to deploy a 

fix. The vulnerability was identified when PrestaShop’s own Web site was hacked 

August 23, an event that put the development team in full alert. ―Last night, the 

PrestaShop’s official website, prestashop.com, was hacked, resulting in the 

misappropriation of a script intended for transcribing news information in the 

Back Office of PrestaShop stores,‖ the developers announced. ―The entire 

PrestaShop team dedicated ourselves to identifying and fixing this issue as 

quickly as possible. That fix has been completed,‖ they add. Versions 1.4, 1.4.1, 

1.4.2, 1.4.3, and 1.4.4 of the popular open source e-commerce solution are 

vulnerable, but not all installations are necessarily affected.  

Source: http://news.softpedia.com/news/Zero-Day-Vulnerability-Exploited-in-

PrestaShop-218682.shtml 

37. August 25, H Security – (International) phpMyAdmin updates close XSS 

hole. The phpMyAdmin developers announced the release of versions 3.4.4 and 

3.3.10.4 of their open source database administration tool. According to the 

security advisory, the maintenance and security updates close a hole (CVE-2011-

3181) in the Tracking feature that leads to multiple cross-site scripting (XSS) 

vulnerabilities. The exploit is caused due to improper sanitization when input is 

http://www.pro8news.com/news/local/ATT-Crews-Still-Working-on-Outages-128362373.html
http://www.pro8news.com/news/local/ATT-Crews-Still-Working-on-Outages-128362373.html
http://www.nextgov.com/nextgov/ng_20110824_6562.php
http://news.softpedia.com/news/Zero-Day-Vulnerability-Exploited-in-PrestaShop-218682.shtml
http://news.softpedia.com/news/Zero-Day-Vulnerability-Exploited-in-PrestaShop-218682.shtml
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passed to the table, column, and index names. For an attack to be successful, an 

attacker must be logged in via phpMyAdmin. Versions 3.3.0 to 3.4.3.2 are 

affected and the developers consider the problem to be serious. Updating to 

phpMyAdmin 3.3.10.4 or 3.4.4 fixes the problem. Alternatively, users can apply 

the provided patches. 

Source: http://www.h-online.com/security/news/item/phpMyAdmin-updates-

close-XSS-hole-1331093.html 

38. August 24, Network World – (International) MIT researchers craft defense 

against wireless man-in-middle attacks. MIT researchers devised a protocol to 

flummox man-in-the-middle attacks against wireless networks. The all-software 

solution lets wireless radios automatically pair without the use of passwords and 

without relying on out-of-band techniques such as infrared or video channels. 

Dubbed Tamper-evident pairing, or TEP, the technique is based on understanding 

how man-in-the-middle attacks tamper with wireless messages, and then detects 

and in some cases blocks the tampering. The researchers suggest that TEP could 

have detected the reported but still unconfirmed cellular man-in-the-middle attack 

that unfolded at the Defcon conference earlier in August in Las Vegas, Nevada. 

Source: 

http://www.computerworld.com/s/article/9219490/MIT_researchers_craft_defens

e_against_wireless_man_in_middle_attacks 

39. August 24, Help Net Security – (International) Install one trojan, get three 

more. Downloader trojans are often used by cyber criminals to thoroughly infect 

systems in order to extract anything that might be of value to them. Trojan.Badlib 

is a particularly effective piece of malware belonging to that particular category, 

effectively acting as a malware distribution network. When Badlib is firstly 

installed and detects an Internet connection, it tries to reach a C&C server in order 

to receive commands from it. It searches for it on a number of hard-coded 

domains, and if it does not find it, it proceeds to check out several IP addresses on 

a default list. Once the C&C is contacted, it instructs the trojan on where to 

download further malware. The response includes the number of files it has to 

download and their digital signature so as to make sure it downloads the right 

ones. According to Symantec researchers, Badlib is currently downloading three 

distinct trojans: Trojan.Badfaker, Trojan.Badminer, and Infostealer.Badface. 

Trojan.Badfaker’s goal is to disable the AV solution on the infected computer and 

to hide that fact from the user. Once it detects and recognizes the running AV 

software, it modifies Windows to boot into safe mode when it next boots up. 

Then, it deletes all the files and folders related to that AV it can find, but not 

before extracting the the icon from the main executable file, which it will continue 

to display in the system tray in order to preserve the illusion that the legitimate 

AV is still running. Next, it proceeds to disable the Windows Firewall and 

warnings from Microsoft Security Center, and ends with occasionally showing 

fake warnings about infections mimicking the (now disabled) legitimate AV. 

Trojan.Badminer aims at using the power of the infected computer’s GPU to mine 

Bitcoins. Infostealer.Badface’s goal is to harvest login credentials for a number of 

popular social networks. It does that by creating a local Web server through which 

http://www.h-online.com/security/news/item/phpMyAdmin-updates-close-XSS-hole-1331093.html
http://www.h-online.com/security/news/item/phpMyAdmin-updates-close-XSS-hole-1331093.html
http://www.computerworld.com/s/article/9219490/MIT_researchers_craft_defense_against_wireless_man_in_middle_attacks
http://www.computerworld.com/s/article/9219490/MIT_researchers_craft_defense_against_wireless_man_in_middle_attacks
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the traffic destined for those sites is redirected. 

Source: http://www.net-security.org/malware_news.php?id=1814 

For another story, see item 29  

 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-

cert.gov or visit their Web site: http://www.us-cert.gov 

 

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 

Analysis Center) Web site: https://www.it-isac.org  

 

[Return to top]  

Communications Sector 

40. August 25, Mohave Daily News – (Arizona) Suddenlink working to correct 

outages. As St. Louis-based Suddenlink Communications works to upgrade and 

replace the existing system left behind by NPG Cable, its technicians have had to 

make a number of post-replacement tweaks due to the region’s unusual 

temperature extremes in Arizona. For several weeks, Suddenlink technicians have 

been replacing the region’s old NPG ―nodes,‖ outdoor boxes that contain many of 

the components that control the phone, cable, and internet for the surrounding 

neighborhood. According to Suddenlink’s regional director of operations, each 

node provides service to between 250 and 400 households, with dozens of nodes 

spread throughout the company’s coverage area. The problem, he said, is that the 

equipment in each node is heat-sensitive, and it must be re-calibrated to work in 

the right temperature range. The regional director of operations acknowledged a 

fairly sizable outage had occurred along sections of Hancock Road over the 

weekend of August 19, creating a maintenance backlog for some customers in the 

area. Suddenlink is nearly finished replacing the region’s remaining nodes, and 

the new nodes should function better in prolonged heat waves than the previous 

ones did, he said. 

Source: 

http://www.mohavedailynews.com/articles/2011/08/25/news/local/doc4e55ff21a9

23b527881995.txt 

For more stories, see items 30, 34, and 35  

 

[Return to top]  

Commercial Facilities Sector 

41. August 25, WHPT 21 Harrisburg – (Pennsylvania) Apartment building fire, 1 

person being questioned. Harrisburg, Pennsylvania City Police have one person 

detained in connection to an apartment building fire that displaced 8 to 10 people 

early August 25. Flames broke out around 2 a.m. in the 900 block of North 3rd 

http://www.net-security.org/malware_news.php?id=1814
mailto:sos@us-cert.gov
mailto:sos@us-cert.gov
http://www.us-cert.gov/
https://www.it-isac.org/
http://www.mohavedailynews.com/articles/2011/08/25/news/local/doc4e55ff21a923b527881995.txt
http://www.mohavedailynews.com/articles/2011/08/25/news/local/doc4e55ff21a923b527881995.txt
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Street. Residents tried to extinguish the fire before firefighters arrived. The fire 

department was able to contain the damage to one room. Investigators believe the 

fire may be arson or that it was accidentally set during drug use. 

Source: http://www.whptv.com/news/local/story/PHOTO-UPDATE-Apartment-

building-fire-1-person/VVBm_spbn02hjv_uvw7rEA.cspx 

42. August 25, Associated Press – (Vermont) 2 Vt. construction cranes topple in 

separate cases. Vermont State Police said a roadway gave way beneath a 

100,000-pound construction crane in Calais, causing it to topple into a ditch, 

trapping the driver August 24. The incident in Calais was one of two construction 

crane incidents in Vermont August 24. Police said the driver of the crane that 

tipped over in Calais was extricated from the vehicle and he was flown to the 

Dartmouth Hitchcock Medical Center where he was treated for minor injuries. In 

the second case, a crane working at the Georgia Market on U.S. Route 7 in 

Georgia, Vermont tipped over, with the boom striking the roof of the store. There 

was no word on what caused the crane to tip over. 

Source: http://www.necn.com/08/25/11/2-Vt-construction-cranes-topple-in-

separ/landing_nation.html?&apID=4051861381564fd4afe55edc120556b8 

43. August 24, Lancaster Intelligencer Journal – (Pennsylvania) Police remove 

suspicious package for detonation at Stone Mill Plaza. A suspicious package 

prompted the evacuation of numerous businesses at Stone Mill Plaza in Lancaster 

Township, Pennsylvania the afternoon of August 24. A witness called police 

around 12:15 p.m. to report seeing a man who was ―acting suspiciously‖ place a 

package in a mailbox outside a UPS store, according to a Manheim Township 

police official. Further investigation led police to believe there might be a credible 

threat to the public, he said, adding that police removed the package from the 

mailbox so they could examine it. Businesses on the west side of the shopping 

center, where the mailbox is located, were closed, and a state police bomb squad 

was called in. An X-ray of the package, which appeared to be a Manila envelope, 

indicated a ―safety issue,‖ and onlookers were at one point moved farther from the 

scene, the police official said. The man who mailed the package was found inside 

the nearby grocery store, which remained open during the incident. He was taken 

into custody. Members of the bomb squad detonated the package, scattering paper 

debris on the sidewalk and the parking lot. The police official said he could not 

comment on the contents of the package. 

Source: http://lancasteronline.com/article/local/445128_Police-remove-

suspicious-package-for-detonation-at-Stone-Mill-Plaza.html 

44. August 24, Kansas City Star – (Missouri) Residents allowed to return home 

after military bazooka round is found. Residents in the area of 73rd Street and 

North Strathbury Avenue in Kansas City, Missouri, were evacuated from their 

homes August 24 after a suspicious device was unearthed by an excavating crew. 

Police were alerted at 1:30 p.m. Members of the police bomb and arson unit 

recognized the object as an old military device. Military personnel from Fort 

Riley were called to recover the device, police said. About 7 p.m., military 

personnel rendered the device, a bazooka round, safe and removed it from the 

http://www.whptv.com/news/local/story/PHOTO-UPDATE-Apartment-building-fire-1-person/VVBm_spbn02hjv_uvw7rEA.cspx
http://www.whptv.com/news/local/story/PHOTO-UPDATE-Apartment-building-fire-1-person/VVBm_spbn02hjv_uvw7rEA.cspx
http://www.necn.com/08/25/11/2-Vt-construction-cranes-topple-in-separ/landing_nation.html?&apID=4051861381564fd4afe55edc120556b8
http://www.necn.com/08/25/11/2-Vt-construction-cranes-topple-in-separ/landing_nation.html?&apID=4051861381564fd4afe55edc120556b8
http://lancasteronline.com/article/local/445128_Police-remove-suspicious-package-for-detonation-at-Stone-Mill-Plaza.html
http://lancasteronline.com/article/local/445128_Police-remove-suspicious-package-for-detonation-at-Stone-Mill-Plaza.html
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area. Residents were allowed to return to their homes about 7:30 p.m. Police said 

they did not know how long the device had been there or where it came from. 

Source: http://www.kansascity.com/2011/08/24/3096077/excavators-turn-up-old-

military.html 

45. August 24, WLS 7 Chicago and Sun-Times Media Wire – (Illinois) None hurt in 

five-alarm Gurnee hotel blaze. A hotel under construction went up in flames 

late August 23 in far north suburban of Gurnee, Illinois. The fire started around 7 

p.m. at the Vista Hotel and Conference Center. Police had to shut down a mile-

long stretch of Grand Avenue because of the fire. A restaurant and banquet area 

were considered losses, but firefighters managed to save the building containing 

the guest rooms. The hotel is undergoing renovations; no guests were inside when 

the fire started. The fire was raised to a five-alarm fire before more than 100 

firefighters from multiple suburban fire departments were able to extinguish it, the 

Gurnee battalion chief said. Gurnee police closed Cemetery Road between Grand 

and Lakeside Drive, and also Grand from Dilleys Road to Hunt Club Road while 

crews worked. Gurnee firefighters remained at the fire overnight putting out hot 

spots. No apparent cause was known as of early August 24. 

Source: http://abclocal.go.com/wls/story?section=news/local&id=8323762 

[Return to top]  

National Monuments and Icons Sector 

46. August 25, Arizona Republic – (Arizona) Wallow Fire: 2 Arizona cousins are 

facing federal charges. In a federal criminal complaint unsealed August 24, two 

cousins were identified in the sparking of the Wallow Fire, Arizona’s largest 

known wildfire. A 26-year-old Benson man and a 24-year-old Tucson man were 

charged with five low-level federal offenses related to the campfire they started in 

late May and are alleged to have not extinguished properly. The fire charred more 

than 538,000 acres in eastern Arizona, destroying 32 homes, four businesses, and 

more than 30 barns, sheds, and other buildings during the six weeks that it burned 

out of control in the Apache National Forest. The fire cost more than $79 million 

to suppress, according to court records, and took a heavy toll on the mountain 

hamlet of Greer, where 21 homes were lost. As the fire moved through the forest, 

the fire nearly destroyed the communities of Alpine, Nutrioso, and Eagar. The 

charges relate to federal offenses of starting a wildfire on federal land, leaving a 

campfire unattended, and failing to extinguish or remove flammable material 

from the area near the campfire. The circumstances that led to the Wallow Fire 

are detailed in a federal criminal complaint unsealed August 24. 

Source: 

http://www.azcentral.com/arizonarepublic/news/articles/2011/08/24/20110824wal

low-fire-cousins-charged.html 

47. August 24, Norfolk Virginian-Pilot – (North Carolina) As Irene approaches, 

National Park Service shuts down. The National Park Service in North Carolina 

began closing operations August 24 at noon in anticipation of Hurricane Irene, 

http://www.kansascity.com/2011/08/24/3096077/excavators-turn-up-old-military.html
http://www.kansascity.com/2011/08/24/3096077/excavators-turn-up-old-military.html
http://abclocal.go.com/wls/story?section=news/local&id=8323762
http://www.azcentral.com/arizonarepublic/news/articles/2011/08/24/20110824wallow-fire-cousins-charged.html
http://www.azcentral.com/arizonarepublic/news/articles/2011/08/24/20110824wallow-fire-cousins-charged.html
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which forecasters predict could pass over or near the Outer Banks and its three 

national parks. Four park-operated campgrounds on the Cape Hatteras National 

Seashore and the park’s docks at Silver Lake Marina on Ocracoke Island were set 

to close at noon, according to a news release. Visitor centers at the Wright 

Brothers National Memorial, Fort Raleigh Historic Site, Cape Hatteras 

Lighthouse, Bodie Island Lighthouse and on Ocracoke Island will remain open 

until the close of the business day, then remain closed until further notice. All 

park programs scheduled for the evening were canceled. Lifeguards were to be on 

duty at the park’s three designated lifeguard beaches — Coquina Beach, Buxton 

and Ocracoke Island — until 5 p.m. August 24. 

Source: http://hamptonroads.com/2011/08/irene-approaches-national-park-

service-shuts-down 

48. August 24, KVVU 5 Las Vegas – (Nevada) Marijuana field found on Mount 

Charleston. Law enforcement officers in Nevada began removing fields of 

marijuana at Mount Charleston in what is being called the first reported case of an 

outdoor marijuana farm on the mountain, KVVU 5 Las Vegas reported August 

24. A spokeswoman with the U.S. Forest Service said the grow site was 

discovered from the air. The agents with the U.S. Forest Service, Drug 

Enforcement Agency, and Las Vegas Metro police began handling the large-scale 

removal early August 24, the director of the High Intensity Drug Trafficking 

Areas program in Nevada said. The U.S. Attorney’s office in Las Vegas 

confirmed an investigation of a marijuana grow operation, saying it is in the 

Spring Mountains National Recreation Area. The grow site was within miles of 

several popular campgrounds and the Las Vegas Ski & Board Resort. Earlier in 

August, the Lincoln County Sheriff’s office busted three grow sites estimated to 

be worth $80 million. The Lincoln County Sheriff’s Office believes those farms 

to be part of a multi-billion dollar arm of the Mexican drug cartel. 

Source: http://www.fox5vegas.com/story/15323950/feds-police-removing-

marijuana-farm-on-mount-charleston 

49. August 24, Associated Press – (District of Columbia) More cracks found in 

Washington Monument. The National Park Service said engineers August 24 

discovered several additional cracks in the top portion of the Washington 

Monument in Washington D.C. The cracks were found during a daylong 

inspection of the interior of the monument. A 4-foot crack was discovered August 

23 during an inspection of the exterior by helicopter, shortly after a 5.8-magnitude 

earthquake shook the nation’s capital. The monument is closed to visitors 

indefinitely. A Park Service spokeswoman could not say how many additional 

cracks were found, but she said engineers found three or four ―significant‖ ones. 

The park service is bringing in engineers from two firms with extensive 

experience investigating earthquake damage to conduct a more detailed inspection 

August 25. 

Source: http://news.yahoo.com/more-cracks-found-washington-monument-

011417815.html 
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Dams Sector 

50. August 25, Associated Press – (South Dakota) Army Corps of Engineers to fix 

unusual problem at Oahe Dam on Missouri River in South Dakota. The Army 

Corps of Engineers plans to further reduce water releases from Oahe Dam on the 

Missouri River in South Dakota on August 22 so it can fix what officials call an 

unusual problem. KCCR radio reported that a gate on one of six emergency outlet 

tunnels underneath the dam has become stuck halfway closed. The problem was 

reported August 23 when the gate was being lowered. Officials said something 

became lodged underneath the gate’s roller. Corps officials reported that the 

problem is unusual but fixable and it does not affect the stability of the dam. 

Source: 

http://www.therepublic.com/view/story/279a3c42ae314d9c8409de2c6354582c/S

D--SD-Flooding-Dam-Problem/ 

51. August 25, Associated Press – (Iowa) Mills County berm that failed was not 

part of main Missouri River levee system, officials say. Officials in Iowa said a 

berm that was not part of the main Missouri River levee system failed August 23, 

allowing water to cover farm fields and threaten at least five residences in western 

Mills County. Floodwater that collected north of the berm poured through the 30-

foot gap and into the fields. The emergency management coordinator said the 

berm was part of the St. Mary’s Drainage District. He said district workers and 

the Iowa National Guard are patrolling the main levee system to the west, and 

residents may have to evacuate. 

Source: 

http://www.therepublic.com/view/story/1268b297c92a4e48aa1caffdfe0483d6/IA-

-Missouri-River-Flooding-Berm-Breach/ 
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