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• Firefighters tried to drain propane from a burning rail car to prevent an explosion after the 
fire forced the evacuation of thousands of homes and the closure of major highways in 
Lincoln, California. – Associated Press (See item 2)  

• State and federal agents August 23 cracked down on South Florida pill mills, dismantling 
the nation's largest criminal organization, which had made $40 million by illegally 
distributing more than 20 million painkillers. – Reuters (See item 36)  
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: LOW, Cyber: LOW 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. August 24, KENS 5 San Antonio – (Texas) Tanker carrying jet fuel burns for five 
hours after north Texas wreck. Highway 114 in Roanoke, Texas, was shut down for 
hours following a fiery accident involving a tanker truck loaded with jet fuel and a 
Jeep. The fire finally burned itself out late August 23 after nearly 5 hours. Smoke from 
the wreck could be seen for miles around, and the accident tied up rush-hour traffic. 
Just after 3:30 p.m., the tanker and a Jeep collided. The front end of the Jeep was 
demolished, but the tanker erupted in flames as 5,600 gallons of volatile jet fuel 
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detonated. The accident happened on Highway 114 at Highway 377, just east of the 
Texas Motor Speedway. Both drivers walked away, but paramedics took a passenger in 
the Jeep to a hospital with a non-life threatening injury. Firefighters measured air 
quality in a neighborhood, but wind blew the smoke plume in a different direction. The 
tanker belonged to a Montana company. The Texas Department of Transportation 
planned to inspect the main lanes of Highway 114 August 24 before reopening it to 
traffic. 
Source: http://www.kens5.com/news/Tanker-carrying-jet-fuel-burns-for-five-hours-
after-north-Texas-wreck-128307518.html 

2. August 24, Associated Press – (California) Firefighters try bold step to end Calif. 
rail fire. Firefighters August 24 tried to drain propane from a burning rail car in a bold 
maneuver meant to head off an explosion after the blaze forced the evacuation of 
thousands of people in Lincoln, California. Officials decided to take the step after 
consulting with members of a national response team from Houston, who were flown in 
overnight to offer advice, the Lincoln fire chief said. Fire officials initially said the 
blaze could continue for 21 days, but the chief said that scenario was unacceptable. 
Between 4,000 and 5,000 homes in the city of 40,000 were evacuated, and students in 
the area were missing their first days of school. The chief said firefighters now hope to 
have the blaze under control within 24 to 48 hours. Officials were trying to head off a 
potentially catastrophic failure of the 29,000-gallon tank. A buildup of heat could lead 
to an explosion and fireball several hundred yards wide. An explosion also could throw 
metal shards up to a mile away, prompting officials to order mandatory evacuations 
within a 1-mile radius. The chief said firefighters had managed to keep the tanker cool 
since it caught fire August 23, but worried it was showing signs of melting. It was 
burning at the Northern Propane Energy yard. It was surrounded by trucks, other rail 
cars and storage tanks with at least 170,000 gallons of additional propane that the chief 
said were "at risk" as the fire burned. A gas pipeline also runs through the area. One 
worker at the rail yard was injured in the initial fire and suffered flash burns, but has 
been released from the hospital. The chief said the procedure to drain the rail car of 
propane, called a "hot tap," would begin later August 24. He said the tanker would 
remain in place as firefighters attach a pipe and drain the propane into a hole to be dug 
by bulldozers. The propane would then be ignited and allowed to burn itself out, a 
process that will take several hours and produce black smoke. Highway 65, a major 
commuter thoroughfare between Sacramento and Lincoln, remained closed near the 
blaze. 
Source: http://www.msnbc.msn.com/id/44252136/ns/us_news/#.TlU_212OvgZ 

3. August 23, Associated Press – (North Dakota) 1 in 4 trucks in ND oil country unfit 
for road. The Associated Press reported August 23 that as many as one in four trucks 
driving in North Dakota's booming oil country are unsafe enough to be put out of 
service, according to an inspection effort. The state highway patrol and the Federal 
Motor Carrier Safety Administration recently conducted a 3-day inspection effort in 
Mountrail and Williams counties, and 57 of the 224 vehicles inspected had equipment 
problems that deemed them unfit for the road. Violations ranged from cracked vehicle 
frames to improperly working brakes, a patrol lieutenant said. Most of the vehicles 
were oil field-related traffic and not farm vehicles. In addition to the equipment 
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violations, there were 26 vehicles found to be exceeding legal weight limits, as well as 
5 drivers who were removed from behind the wheel for driving violations. 
Source: http://www.chron.com/news/article/1-in-4-trucks-in-ND-oil-country-unfit-for-
road-2137023.php 

4. August 23, Associated Press – (Iowa) Man dies after falling from wind 
turbine. Authorities said a Spirit Lake man is dead after falling off a wind turbine in 
Ocheyedan, Iowa. The Osceola County Sheriff's Office said the 33-year-old fell nearly 
60 feet August 22. The accident happened while the man was working on the wind 
turbine for NextEra Energy. The man was taken to a Sibley hospital, where he died. 
Source: http://www.kcci.com/r/28955605/detail.html 

5. August 23, U.S. Department of Labor – (Louisiana) US Department of Labor's 
OSHA cites Estis Well Service for safety violations following worker's death near 
Bayou Sorrel. The U.S. Department of Labor's Occupational Safety and Health 
Administration (OSHA) issued a news release August 23 citing New Iberia, Louisiana-
based Estis Well Service LLC for one willful and eight serious safety violations 
following the death of a worker at Rig No. 23 near Bayou Sorrel. OSHA's Baton Rouge 
Area Office began its inspection March 10 following a report an employee was fatally 
injured when a land-based portable rig mounted on a barge, tipped over and crushed the 
employee to death. The rig was being used to conduct remedial operations on an oil 
well to increase production. The willful violation was for failing to ensure employees 
were protected from falls while working on an elevated drill floor by providing rails or 
personal fall arrest systems. The serious violations include failing to: utilize confined 
space permits; provide an emergency escape line or other form of emergency egress for 
employees working on the monkeyboard (a platform on which a derrickhand stands to 
handle the top end of a pipe as it is run into, or out of, the drill hole); utilize industry-
approved methods to anchor or brace a well rig; ensure the use of personal protective 
equipment such as fire retardant clothing; provide a competent, qualified person on the 
rig to administer first aid in the event of an emergency. Estis has operations in 
Louisiana, Texas, and Mississippi. Proposed penalties total $132,300. 
Source: 
http://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEAS
ES&p_id=20544 

For more stories, see items 9 and 35  
 
[Return to top]  

Chemical Industry Sector 

6. August 23, Ynetnews – (International) West anxious over Libya's chemical weapons 
cashes. As the world watches the deposed Libyan ruler's forces take their last stand in 
Tripoli, western intelligence officials are trying to follow the trail of Libya's chemical 
weapons, and especially its mustard gas caches, Ynetnews reported August 23. The 
U.S. envoy to the United Nations told CNN the United States was taking steps to 
prevent the weapons from falling into the wrong hands. The British foreign secretary 
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told the BBC regime loyalists "have a great deal of weapons" Most of Libya's chemical 
weapons are at a facility located in Rabta, south of Tripoli. Western analysts believe the 
country's WMD (weapons of mass destruction) arsenal alone contains 10 tons of 
chemical agents. It is also believed the Libyan leader was in possession of Scud-B 
missiles, more than 1,000 tons of uranium powder, and mass quantities of conventional 
weapons. Over the last few weeks, U.S., British and French diplomats have been 
holding talks with senior members of the Libyan Interim National Council (NTC) over 
ways to secure the chemical weapons immediately after the fall of the current Libyan 
regime. The United States and its North Atlantic Treaty Organization partners are 
observing Libya via satellite, drones and other aircraft. The United States and other 
countries also have intelligence personnel on the ground tasked with aiding Libyan 
rebels to secure the chemical weapons' sites. Libya previously signed a historic 
agreement with the United States requiring it to destroy WMDs in exchange for 
normalization of relations. The Libyan leader provided the blueprints of the 
infrastructure for his nuclear plan, and destroyed all long range missiles. He also 
destroyed 3,300 aircraft designed to disperse chemical weapons. In 2004, Tripoli joined 
the Organization for the Prohibition of Chemical Weapons (OPCW), yet U.S. sources 
claim Libyan plans to halt production of chemical weapons and destroy chemical 
weapons arsenals were held up due to disputes between Libya and the United States 
over funding and logistics. 
Source: http://www.ynetnews.com/articles/0,7340,L-4113076,00.html 

7. August 23, Bloomberg – (Maryland) W.R. Grace lost secret auction, chemical 
company tells bankruptcy judge. W.R. Grace & Co. lost an auction in July in which 
the specialty-chemical maker bid in secret for assets it would not publicly identify, the 
company told the judge overseeing its bankruptcy case. On August 22, Grace asked the 
judge in Wilmington, Delaware, for permission to destroy all of the auction-related 
materials it had in its possession. Because the company is in bankruptcy, it was 
required to seek court permission to participate in the auction. Now that the auction is 
over, the unidentified seller asked the debtors to destroy all evaluation material, Grace 
said in court papers. Grace is awaiting permission from higher-level courts to leave 
bankruptcy. The judge approved the reorganization plan in January. Should it resolve 
all appeals and win final approvals, Grace will pay creditors in full and set up a trust to 
pay asbestos poisoning victims. Grace, based in Columbia, Maryland, was among 
companies that filed multibillion-dollar bankruptcies in 2000 and 2001 to limit 
financial exposure to hundreds of thousands of asbestos lawsuits. Asbestos particles 
can lodge deep in the lungs, causing illnesses and cancer. While in bankruptcy, the 
company has bought and sold assets, each time seeking court permission. The 
bankruptcy case is In re W.R. Grace, 01-1139, U.S. Bankruptcy Court, District of 
Delaware (Wilmington). 
Source: http://www.bloomberg.com/news/2011-08-23/w-r-grace-lost-secret-auction-
chemical-company-tells-bankruptcy-judge.html 

8. August 23, Baylor University – (Texas) Baylor scientists develop new approaches to 
predict the environmental safety of chemicals. Baylor University environmental 
researchers have proposed in a new study a different approach to predict the 
environmental safety of chemicals by using data from other similar chemicals. For 
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many chemicals in use every day, scientists do not have enough information to 
understand all of the effects on the environment and human health. In response to this, 
the European Union enacted the REACH regulation, which places greater responsibility 
on industry to manage the risks from chemicals and to provide safety information. The 
Registration, Evaluation, Authorization and Restriction of Chemical Substances 
(REACH) rule was enacted in 2006 and requires manufacturers and importers to gather 
data on the properties of their chemical substances, and to register the information in a 
central database. In the Baylor study, researchers suggest using data from other 
chemicals, such as what concentrations can cause toxicity in aquatic organisms, to 
predict the toxicity of another chemical that scientists expect causes toxicity in the 
same way. Researchers used statistical and mathematical techniques called chemical 
toxicity distributions to understand the relative potency of two groups of chemicals. 
They then used these findings to develop environmental safety values, which they hope 
will help determine the environmental impacts of chemical substances without 
unnecessary testing on animals. The study appears online in the journal Environmental 
Toxicology and Chemistry. 
Source: http://www.baylor.edu/pr/news.php?action=story&story=98712 

9. August 19, Science Magazine – (National) EPA Science Advisory Board urges action 
on nitrogen pollution. The U.S. Environmental Protection Agency (EPA) and other 
agencies should take action to cut the amount of nitrogen pollution by 25 percent over 
the next 1 to 2 decades, according to EPA's external scientific advisers. EPA, for 
example, can more tightly regulate emissions from power plants. In a report released 
August 19, the EPA's Science Advisory Board (SAB) also urged the agency to revamp 
its regulatory and scientific approaches to dealing with nitrogen's impacts. In a process 
called the "nitrogen cascade," a molecule spewed from an automobile's tailpipe will 
contribute to ozone, then haze, and then acidify soil. After it reaches water, nitrogen 
molecules contribute to algal blooms and return to the air and deplete stratospheric 
ozone. These processes happen naturally, but humans have increased the amount of 
nitrogen through combustion of fossil fuels and use of synthetic fertilizers. Because of 
these interconnected problems, the SAB suggests the EPA take a more integrated 
approach. One reason is to prevent nitrogen-cutting "solutions" from causing 
inadvertent problems; for example, when manure is treated to prevent nitrogen from 
reaching coastal waters, the molecule can become more likely to reach the atmosphere. 
So the agency should improve communication between its researchers who study air 
and water, and talk more with scientists at the U.S. departments of agriculture and 
energy, the report finds. The committee examined existing technologies and concluded 
they could reduce nitrogen pollution by 25 percent over the next 1 to 2 decades. The 
approaches range from curbing emissions from power plants, to creating large wetlands 
to collect nitrogen from fertilizer that runs off fields. 
Source: http://news.sciencemag.org/scienceinsider/2011/08/epa-science-advisory-
board-urges.html 

For more stories, see items 28, 32, 39, and 55  
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Nuclear Reactors, Materials and Waste Sector 

10. August 24, Associated Press – (Virginia) Off-site power restored at Va nuclear 
plant. Dominion Virginia Power said August 24 its North Anna Power Station in 
Louisa County, Virginia, is no longer relying on backup generators. Dominion said in a 
news release that off-site power to the nuclear plant was restored the night of August 
23. North Anna's reactors were automatically taken offline by safety systems after a 
magnitude 5.8 earthquake struck the East Coast. Dominion said systems that maintain 
the plant in a safe condition weren't damaged. The Lake Anna Dam also wasn't 
damaged. 
Source: http://www.canadianbusiness.com/article/41643--off-site-power-restored-at-va-
nuclear-plant 

11. August 24, Associated Press – (National) NRC: No damage at nuclear plants from 
earthquake. The federal Nuclear Regulatory Commission (NRC) said no major 
damage has been found at the 12 nuclear power plant sites that were inspected but not 
shut down following an earthquake August 23. A spokeswoman for the NRC Northeast 
region said the "unusual event" status has been canceled at the sites in an area that 
spans from North Carolina to Michigan. She said their operators and NRC inspectors 
did not find problems during walk-downs of the plants, and that it appeared there was 
no threat to public safety. 
Source: http://www.forbes.com/feeds/ap/2011/08/24/general-us-east-coast-earthquake-
infrastructure_8639656.html 

12. August 23, Bloomberg – (International) Japan triples air radiation checks as 'hot 
spots' spread. The Japanese government announced August 22 it will more than triple 
the number of regions it checks for airborne radiation as more contaminated "hot spots" 
are discovered far from Tokyo Electric Power Company's crippled Fukushima nuclear 
power station. Authorities will increase radiation monitoring by helicopter to 22 
prefectures from the six closest to the plant. The plan comes after radioactive waste 
more than double the regulatory limit was found 125 miles from the plant the week of 
August 22. The Japanese government will begin monitoring radiation levels in 16 
prefectures from Aomori, in the far north of the main island of Honshu, to Aichi in 
central Japan 290 miles from the plant by the end of October, the ministry of education, 
culture, sports, science and technology said in a statement on its Web site. 
Source: http://www.sfgate.com/cgi-bin/article.cgi?f=/g/a/2011/08/23/bloomberg1376-
P9ORCF8BCOEO20N92_NMLENF-20110824071243-
1MJFJN7FQ4VAM28IF4EO1U2R8Q.DTL 

For another story, see item 6  
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Critical Manufacturing Sector 
 

Nothing to report 
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Defense Industrial Base Sector 

13. August 24, CNET News – (International) US battery firms reportedly targeted in 
online attack. The FBI is investigating denial-of-service attacks targeting several U.S. 
battery retail Web sites in 2010 that were traced to computers at Russian domains in 
what looks like a corporate-sabotage campaign, according to documents published 
August 22. The October 2010 distributed denial-of-service attacks on Batteriesplus.com 
and Batteries4less.com also targeted other battery-related Web sites and have been used 
to attack a "wide range" of U.S.-based businesses, causing combined estimated 
financial losses of more than $600,000, according an FBI analysis of attack logs 
provided to the agency by an unnamed network security services firm, and an 
unidentified nonprofit security research firm. Although the attackers appear to have 
links to Russia, it is likely they were paid by a U.S. competitor who wanted to affect 
the victims financially by interfering with sales, said Batteries4less.com's chief 
executive. "We speculated at the time that it might be a competitor because we are in a 
very competitive online market. We specialize in cell phone batteries, but there are 
many companies of similar size to ours that are out there," he told CNET. "None of the 
(rivals) are going to be in Russia. There's a growing trend for criminals in Russia to 
offer services such as being able to take down a Web site. The competitor is going to be 
U.S.-based and contracting out with a bad guy in Russia." The Batteries4less.com site 
was down sporadically over a period of 3 days to a week, causing about $50,000 in lost 
sales and expenses incurred to defend against the attack, Batteries4less.com's chief 
executive estimated. 
Source: http://www.zdnetasia.com/us-battery-firms-reportedly-targeted-in-online-
attack-62301765.htm 

[Return to top]  

Banking and Finance Sector 

14. August 24, Associated Press – (Arizona) Man arrested in string of 12 Ariz. bank 
robberies. An unemployed man accused of holding up 12 banks in the Phoenix, 
Arizona area was arrested on 16 counts of armed robbery and using a firearm while 
committing a crime, authorities said August 23. He was indicted August 18 in the 
alleged spree over a 10-month period. Investigators linked the robberies based on the 
method of operation and the robber's physical appearance. They all occurred in the 
Phoenix suburbs of Gilbert, Mesa, Chandler, Tempe, and Scottsdale between 
September 2010 and July 2011. An FBI special agent said the suspect carried a black 
binder during each of the robberies, approached tellers with a note and demanded 
money. Sometimes a black gun could be seen inside the binder, the complaint said. The 
break in the case came after the most recent robbery in Gilbert July 20, when bank 
employees followed the suspect outside while calling 911. Gilbert police officers pulled 
over a vehicle being driven by the suspect. Officers found an unloaded black gun, a 
note demanding money, and a black binder stuffed with cash in the car. 
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Source: http://news.yahoo.com/man-arrested-string-12-ariz-bank-robberies-
230728203.html 

15. August 24, KWTX 10 Waco – (Texas) Blue Jacket Bandit convicted of robbing local 
bank. A man was convicted of bank robbery August 23 in a Waco, Texas federal court. 
He was convicted on all four counts associated with a series of bank robberies and 
could face up to 37 years. The man, government lawyers said, was part of a two-man 
team that held up five banks along Interstate 35 between January 19 and February 11, 
2010. He was accused of bank robberies January 19, 2010 at Wachovia Bank in Dallas, 
February 2, 2010 at Independent Bank in Waco, and February 11, 2010 at the Bank of 
America in Temple. He was previously convicted in March of the Dallas robbery. The 
man, prosecutors said, acted with a co-conspirator who was convicted in July in Waco 
on all five counts in the same string of robberies, and was sentenced to more than 50 
years in federal prison. The charges against both men were enhanced by accusations 
they used firearms during the robberies. 
Source: 
http://www.kwtx.com/news/headlines/Blue_Jacket_Bandit_Convicted_of_Bank_Robbe
ry_in_Federal_Court_128287983.html?ref=983 

16. August 24, Softpedia – (International) New zeus spin-off threatens users. Security 
researchers from Kaspersky Lab warn about a new crimeware pack called Ice IX which 
was built using the zeus source code leaked earlier in 2011. Ice X is sold on the 
underground market and can be used to generate custom trojans that join infected 
computers into botnets. According to a Kaspersky Lab expert, Ice X has been in the 
wild for some time already and the builder is available for $1,800, a fairly high price 
considering the entire zeus source code was once advertised for $10,000. ZeuS remains 
the most popular banking trojan among cyber fraudsters, its infection count currently 
exceeding that of its closest competitor, SpyEye, four to one. The Ice X trojan is similar 
to ZBot (zeus bot) and its main purpose is to steal financial information. It does this by 
hooking into the browser process. However, some variants analyzed by Kaspersky 
experts also steal Amazon AWS credentials. This aspect might be related to the recent 
increase in quantity of AWS-hosted malware. 
Source: http://news.softpedia.com/news/ZeuS-Spin-Off-Threatens-Users-218418.shtml 

17. August 23, Wall Street Journal – (International) Judge freezes $28 million linked to 
alleged gambling scheme. A federal judge on August 23 froze more than $28 million 
that prosecutors said is tied to an illegal gambling operation in the Dutch Caribbean 
involving a prominent Curacao businessman. A U.S. district judge in Washington 
issued a restraining order against three UBS investment accounts in Miami allegedly 
controlled by the subject of a 3-year investigation by Curacao authorities into 
allegations of money laundering, tax fraud, and forgery. The suspect, a half brother of 
the Curacao finance minister, is accused of selling millions of dollars in forged lottery 
tickets out of his gambling businesses in Curacao and St. Martin, known as “Robbie’s 
Lottery.” The U.S. Department of Justice received a request for assistance from the 
Curacao public prosecutor’s office in July. In it, Curacao officials alleged the suspect 
has accumulated more than $52 million in illegal profits through the scheme since 
2004. Prosecutors said they established the suspect's control over three companies — 
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Ponsford Overseas Ltd., Carribean Investment Group Ltd., and Tula Finance Ltd .— 
with assets of about $28 million at UBS. 
Source: http://blogs.wsj.com/corruption-currents/2011/08/23/judge-freezes-28-million-
linked-to-alleged-gambling-scheme/ 

18. August 23, WXIX 19 Newport – (Kentucky) Former bank president pleads guilty to 
embezzlement. The former president and chief executive officer of a Falmouth, 
Kentucky bank admitted she embezzled more than $2 million. The 50-year-old pleaded 
guilty August 22 in federal court to an embezzlement charge and admitted that from 
March of 2003 until January 26 of this year, she embezzled $2,244,506.44 from United 
Kentucky Bank. According to the plea agreement, she transferred money belonging to 
the bank into accounts owned by her husband and her two sons. She then falsified bank 
records to conceal her criminal conduct from auditors. She worked as the bank 
president for 2 years. Prior to that, she had worked as the bank's vice president since the 
bank opened in 1992. 
Source: http://www.fox19.com/story/15316799/former-bank-president-pleads-guilty-
to-embezzlement 

19. August 23, Los Angeles Times – (California; Oregon) 'Skateboard bandit' guilty of 
robbing banks in California, Oregon. A bank robber nicknamed the "skateboard 
bandit" pleaded guilty August 22 to heists across California and Oregon. The 30-year-
old entered his plea in federal court in Sacramento, California. He received his 
nickname from a Sacramento crime task force because tellers reported he sometimes 
fled by skateboard to a getaway vehicle. A stolen vehicle recovered in Sunnyvale, 
California, led to his arrest. Authorities recovered $4,900 in cash, a loaded 9-millimeter 
semi-automatic pistol, a skateboard, and a receipt from a dentist in Oregon. The dentist 
positively identified the suspect in surveillance photos of the bank robber. He faces up 
to 100 years in federal prison, and a fine of up to $1.25 million. He was convicted of 
robbing five banks in 2009: Wells Fargo branches in Modesto, the Sacramento area, 
San Jose, and Santa Clara, and a Bank of America in Oregon. 
Source: http://latimesblogs.latimes.com/lanow/2011/08/skateboard-bandit-admits-to-
five-bank-robberies-in-california-and-oregon.html 

20. August 23, Reuters – (National) US: Deutsche Bank knew mortgage co it bought 
lied. Deutsche Bank AG knew in 2006 that a mortgage company it was preparing to 
buy lied to the U.S. government about its mortgages, yet went ahead with the purchase 
and should be held financially responsible, the U.S. Justice Department (DOJ) said 
August 22. According to the DOJ's amended $1 billion complaint filed with the U.S. 
district court in Manhattan, New York, Deutsche was "on notice of and expressly 
assumed responsibility" for wrongdoing at MortgageIT Inc, which it bought in 2007. 
The government first sued Deutsche and MortgageIT in May, saying they misled the 
Federal Housing Administration into believing mortgages issued by MortgageIT 
qualified for federal insurance, when the quality was so poor that nearly one in three 
defaulted. The government said the bank, in conducting due diligence prior to the 
merger, knew MortgageIT violated Department of Housing and Urban Development 
rules, which the Federal Housing Administration (FHA) is part of, and made false 
representations to the agency. It said Deutsche had access to letters showing 
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MortgageIT did not review all early payment defaults, and had access to managers who 
knew misconduct was taking place. The compliant said that of the more than 39,000 
loans MortgageIT approved for FHA insurance between 1999 and 2009, more than 
12,900 were in default by June, up from 12,500 in February. The amended complaint 
also adds two Deutsche units as defendants, DB Structured Products Inc., and Deutsche 
Bank Securities Inc. 
Source: 
http://af.reuters.com/article/drcNews/idAFN1E77L1RD20110823?pageNumber=2&vir
tualBrandChannel=0&sp=true 

For another story, see item 36  
 
[Return to top]  

Transportation Sector 

21. August 24, CNN – (Florida) JetBlue flight lands safely after emergency. A JetBlue 
plane with 95 people on board landed safely in Orlando, Florida August 23 after the 
pilot declared an emergency, officials said. The pilot reported a problem with two of 
the plane's brakes and the plane landed at Orlando International Airport about 10:05 
p.m., an airline spokeswoman said. The plane was towed to a gate without incident, 
said a Federal Aviation Administration spokeswoman. 
Source: http://www.wdsu.com/r/28957723/detail.html 

22. August 24, WNYW Fox 5 – (New Jersey) Tour bus, tractor trailer crash on N.J. 
Turnpike. A tour bus driver died and more than a dozen people were injured in a crash 
involving a tour bus and a tractor-trailer on the New Jersey Turnpike in Middlesex 
County, New Jersey August 24. Two of the injuries were serious. About 14 other 
people were transported to area hospitals with less serious injuries, according to the 
New Jersey State Police. It happened in the southbound truck lanes in the early 
afternoon. The bus carried the company name DC Trails. It appeared to have run into 
the back of a truck, which ended up jack-knifed after the crash. Traffic was slowly 
getting through the crash scene near Exit 8A. Motorists were told to expect extensive 
delays in the area. 
Source: http://www.myfoxny.com/dpp/news/dozens-injured-in-new-jersey-turnpike-
crash-mornoe-township-20110824-KC 

23. August 23, Associated Press – (Kansas) Train's brakes suspected as cause of grass 
fires in south-central Kansas county. Hot brakes from a passing train are suspected as 
the cause of several grass fires in south-central Kansas. KWCH-TV reported that the 
fires broke out around 1:30 p.m. August 23 along a 12- to 15-mile stretch of railroad 
tracks in Harvey County, about 25 miles north of Wichita. Some homes in the rural 
area were evacuated as a precaution, and some outbuildings near the tracks went up in 
flames. Firefighters worked amid high winds and temperatures that reached 108 
degrees by late afternoon. Crews from several neighboring departments were brought 
in to help fight the flames. Grass fires also broke out August 23 in Harper and Barber 
counties, southwest of Wichita. KWCH 12 Hutchinson said those fires were 
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extinguished by late afternoon, and there were no reports of damage or injuries. 
Source: http://www.kwch.com/news/sns-ap-ks--kansas-grassfires,0,1191303.story 

24. August 23, Associated Press – (National) Thousands of travelers delayed by East 
Coast quake. Thousands of travelers flying to and from the East Coast were delayed 
August 23 by an earthquake that shook airport terminals, and forced the evacuation of 
air traffic control towers at some of the nation's busiest airports. Immediately after the 
quake, the Federal Aviation Administration (FAA) ordered planes at airports around 
the country to stay on the ground rather than fly to airports in New York, Philadelphia, 
New Jersey, Washington, D.C., and Virginia where traffic was temporarily halted. 
Among major airports in the region, only New York's LaGuardia continued operations 
throughout the day. By late afternoon, traffic at all the airports was returning to normal, 
although delays were expected into the evening. Two hours after the earthquake, the 
FAA was still reporting delays at Newark Liberty International Airport and Reagan 
National Airport near Washington D.C. Flights leaving the Philadelphia airport also 
experienced delays of more than an hour. There were transportation snarls elsewhere 
along the East Coast as well. Amtrak reported train service along the Northeast 
Corridor between Baltimore and Washington, D.C., was operating at reduced speeds. 
Amtrak crews were inspecting stations and railroad infrastructure before returning to 
normal operation. Washington's Union Station — which serves Amtrak, commuter 
trains and the Metro subway — was evacuated due to falling plaster. Metro officials 
said subway trains were undamaged, but were operating at reduced speeds. The towers 
at Kennedy, Newark, and Reagan National airports were evacuated during the quake, 
according to officials for the FAA and the National Air Traffic Controllers Association. 
Source: http://news.yahoo.com/thousands-travelers-delayed-east-coast-quake-
212122331.html 

25. August 23, Salt Lake Tribune – (Utah) Loaded gun gets passenger arrested at Salt 
Lake airport. Police at Salt Lake City International Airport, in Salt Lake City arrested 
a passenger after a security officer found a loaded gun August 23. A news release from 
the Transportation Security Administration (TSA) said a TSA officer found the gun 
during an X-ray screening about 9:15 a.m. in Terminal 2. Airport police were called 
and arrested the man, TSA said. 
Source: http://www.sltrib.com/sltrib/news/52443098-78/airport-arrested-gun-
passenger.html.csp 

For more stories, see items 1, 2, 3, 37, and 58  
 
[Return to top]  

Postal and Shipping Sector 

26. August 22, Philadelphia Daily News – (Pennsylvania) Mailman attacked by paintball 
gunmen. A mailman in Pennsylvania was attacked August 20 by men with paintball 
guns while on his delivery route in Germantown, Philadelphia, police said. Around 2 
p.m., the 50-year-old postal worker was getting out of his mail truck when three men, 
who were between 18 and 20 years old, came at him from either side of his vehicle, 
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according to police. Without saying a word, the men opened fire with paintballs. Police 
said the men shot the postal carrier several times in the face, arms, and back, and shot 
up the inside of the man's truck. The suspects fled in a red Saturn without requesting or 
trying to take anything from the postman, according to police. 
Source: http://www.philly.com/philly/blogs/dncrime/Mailman-attacked-by-paintball-
gunmen.html 

[Return to top]  

Agriculture and Food Sector 

27. August 24, Farm and Dairy – (Ohio) Barn fires in Licking County ruled arson. The 
state fire marshal’s office in Ohio has declared arson to be the cause of three Licking 
County barn fires that occurred the morning of August 18. Officials said it is too early 
to determine whether all three fires are connected. However, “given the close proximity 
and times of the fires, that possibility has not been eliminated,” according to a 
statement from the marshal’s office. The first barn fire was reported at 5:13 a.m., the 
second was reported at 5:24 a.m., and the third was reported at 6:21 a.m. The battalion 
chief for West Licking Joint Fire District said the first barn was being used to store 
equipment and estimated the loss to be $150,000. The second barn fire resulted in a loss 
of about 2,000 square bales of alfalfa hay, as well as a silage wagon, hay wagon, and 
some cattle facilities and gates. Damage was estimated at $30,000-$35,000. The third 
barn housed 45 sheep and 4 horses, but no animals were injured. A video security 
camera at one of the barns reportedly picked up someone with a flashlight. The video 
has been turned over to state fire inspectors. All evidence is being analyzed by the 
division of state fire marshal’s forensic laboratory. 
Source: http://www.farmanddairy.com/news/ohio-fire-marshal-barn-fires-in-licking-
county-ruled-arson/28700.html 

28. August 23, KMGH 7 Denver – (Colorado) Chemical spill at Wheat Ridge market 
sickens several. One man was taken to a hospital August 23 during a hazmat situation 
at a market in Wheat Ridge, Colorado. According to the Arvada Fire Department, one 
employee at Heinie's Market suffered injuries after being exposed to an insecticide. An 
Arvada Fire spokesman said a quart of Malathion, an insecticide used especially for 
mosquito control, spilled off a shelf. The worker was cleaning up the mess when he 
suffered injuries to his arm, the spokesman said. The worker, a man in his 20s, was 
taken to St. Anthony Central Hospital. Two other employees complained of feeling ill 
and were treated at the scene of the spill. The market was evacuated after the spill, and 
fire crews cleaned up the scene. The store would be reopened once environmental 
services crews finished neutralizing the spill. 
Source: http://www.thedenverchannel.com/news/28955179/detail.html 

29. August 23, Santa Rosa Press-Democrat – (California) Fire forces evacuation of 
Petaluma Poultry Processors plant. A fire at the Petaluma Poultry Processors plant in 
Petaluma, California forced the evacuation of about 200 workers August 23, and drew 
the city’s entire on-duty firefighting force to quell flames before they could spread 
through the massive building. No one was hurt in the 3:10 p.m. fire, and flames were 
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contained to a small portion of the 20,000 to 30,000-square-foot plant, a fire chief said. 
Because of the potential for a larger fire in the plant along Lakeville Highway just east 
of Frates Road, the first-arriving firefighters called a second alarm. All of Petaluma’s 
16 firefighters on two engines and a ladder truck responded. Three engine crews from 
nearby agencies were asked to help. The fire appeared to start in an area toward the rear 
of the building where large amounts of electrical equipment were housed, the fire chief 
said. With power cut to the building, crews were able to track the flames in the walls 
and extinguish them by cutting holes to access them. Thermal cameras were being used 
to view inside the walls for burning areas or hotspots. On one of the warmest days in 
weeks, firefighters worked with chain saws and circular saws, rotating out every 20 
minutes or so, the fire chief said. 
Source: 
http://www.pressdemocrat.com/article/20110823/ARTICLES/110829813?Title=Fire-
forces-evacuation-of-Petaluma-Poultry-Processors-plant&tc=ar 

30. August 23, Associated Press – (Illinois; International) Khapra beetle found in sack of 
rice at O'Hare. U.S. Customs officials at Chicago's O'Hare International Airport said 
they found a Khapra beetle August 16 in a 10-pound bag of rice being shipped from 
India. The insect has the potential to devastate the nation's grain stock if it were to get 
established in this country. According to a statement August 23, specialists working in 
O'Hare's cargo area found a cast skin and larva in the rice. It was sent to U.S. 
Department of Agriculture Plant Protection and Quarantine entomologists, who 
identified the beetle. Officials said the beetle was previously intercepted earlier in 
August in a personal supply of bulgur wheat, and in a container of tapioca powder in 
June. A dead beetle larva was found in January in sacks of rice and beans from India. 
Source: http://www.chicagotribune.com/news/chi-ap-il-invasivebeetle,0,4808429.story 

31. August 22, TheHorse.com – (Texas; International) Venezuelan equine encephalitis 
confirmed in Mexico. Due to recent confirmed cases of Venezuelan equine 
encephalitis (VEE) in horses in Southern Mexico, the Texas Animal Health 
Commission (TAHC) is encouraging area horse owners and veterinarians to be alert to 
clinical signs of illness that could indicate an animal has contracted VEE. Although the 
disease is typically only found in Central and South America, the recent equine fatality 
that resulted from a VEE infection in the Southern Mexican state of Tabasco prompted 
the U.S Department of Agriculture (USDA) to issue an import alert affecting horses in 
four Mexican states. Effective immediately, and until further notice, horses and other 
equids originating from the states of Tamaulipas, Veracruz, Tabasco, and Chiapas or 
that have transited through these states are required to undergo a 7-day quarantine and 
observation for VEE in a vector-proof (double-screened) quarantine facility, rather than 
the standard 3-day quarantine, prior to entry. The import alert is a precautionary 
measure due to the one horse in Tabasco that has died from the virus. The particular 
VEE strain being reported by Mexico is considered an endemic strain that does not 
typically cause disease in equids. A severe VEE outbreak that occurred in Texas in 
1971 was caused by a different, more virulent strain of the virus. People also can be 
infected with VEE by mosquitos, but horse-to-horse and horse-to-human transmission 
is uncommon. 
Source: http://www.thehorse.com/ViewArticle.aspx?ID=18712 
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For another story, see item 9  
 
[Return to top]  

Water Sector 

32. August 24, YNN Austin – (Texas) 300,000 gallons of wastewater spills into Colorado 
River. Officials with the Austin Water Utility (AWU) said people should avoid getting 
in or near the Colorado River near Austin-Bergstrom International Airport in Texas, 
YNN Austin reported August 24. The AWU said about 300,000 gallons of untreated 
wastewater went into the river. An accidental chlorine leak August 23 required the 
South Austin Regional Water Treatment Plant to be shut down temporarily. The AWU 
asked residents in Southeastern Travis County to boil water from private wells, and 
residents living south of the river to reduce water use because it will help the city fix 
the problem faster. 
Source: http://austin.ynn.com/content/top_stories/280125/300-000-gallons-of-
wastewater-spills-into-colorado-river 

33. August 24, Associated Press – (Maryland) Spring water in Md. turns muddy after 
quake. The city of Brunswick, Maryland, is telling about 30 of its water customers to 
stop drinking their tap water due to murky conditions apparently caused by the 
earthquake August 23. The city administrator said August 24 that water from the 
Yourtee Spring turned cloudy about 6 hours after an earthquake shook much of the 
eastern United States. The spring is the source of drinking water for about 30 homes in 
the unincorporated community of Weverton on the Washington County side of South 
Mountain. The administrator said the city plans to bring in a water truck or make home 
deliveries of bottled water to the affected homes until the spring water clears up. 
Source: http://www.myfoxdc.com/dpp/news/local/spring-water-in-md-turns-muddy-
after-quake-082411 

34. August 24, Binghamton Press – (New York) Small methane leak may risk explosion 
at sewage plant. In Binghamton, New York, potentially explosive levels of methane 
are seeping from a pinhole leak in a decades-old portion of the Binghamton-Johnson 
City Joint Sewage Treatment Plant, the superintendent told the sewage board at a 
meeting August 23. The leak is coming from the roof of the plant's digester building, a 
brick structure covered by three large domes where bacteria break down solids. The 
process creates methane gas as a byproduct, which is then burned off. "We had gotten 
readings on explosive levels of gases from our air-monitoring equipment," the 
superintendent told the board. "Our technicians were up on top of the digester doing 
some routine maintenance and they happened to notice some changes in the air from a 
distance." It is believed the methane could be leaking from a crack in the building's 
masonry. The sewage board chairman said an engineering firm will be brought in to 
assess the methane leak, and then the board will request proposals for repair work. 
Source: http://www.pressconnects.com/article/20110823/NEWS01/108230388/Small-
methane-leak-may-risk-explosion-sewage-
plant?odyssey=tab|topnews|text|FRONTPAGE 
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35. August 24, Scranton Times -Tribune – (Pennsylvania) DEP investigating methane 
contamination in Susquehanna County. The Pennsylvania Department of 
Environmental Protection (DEP) is investigating the possible contamination of drinking 
water wells in the area of Marcellus Shale natural gas drilling in Lenox Township, 
Susquehanna County, including a bubbling pond found to contain "combustible gas," 
the agency said August 23. The sites of two natural gas well pads operated by Cabot 
Oil and Gas Corp. were identified by the DEP as nearest to the area under investigation 
for potential stray methane gas. It is unknown whether the stray methane gas can be 
linked to Marcellus Shale drilling in Lenox. The DEP identified three drinking water 
wells at homes in the township, which borders Lackawanna County, that may have 
been impacted by "possible methane gas migration." 
Source: http://thetimes-tribune.com/news/dep-investigating-methane-contamination-in-
susquehanna-county-1.1192677#axzz1VxCKOCYw 

For more stories, see items 9, 39, and 54  
 
[Return to top]  

Public Health and Healthcare Sector 

36. August 23, Reuters – (Florida) Agents dismantle alleged pill mills that netted $40 
million. State and federal agents cracked down August 23 on South Florida pill mills, 
dismantling what was described as the nation's largest criminal organization involved in 
illegally distributing painkillers. Authorities charged 32 doctors, pain clinic owners, 
and workers with illegally prescribing more than 20 million painkillers and reaping 
more than $40 million in profits from 2008 to early 2010. The clinics wrote 
prescriptions for large quantities of oxycodone, which authorities said were used by 
traffickers and addicts. The indictment said many in the newly charged group were also 
involved in the illegal Internet distribution of anabolic steroids, and some engaged in 
wide-ranging violence, including kidnapping, extortion, other crimes against 
competitors, and people they suspected of disloyalty. The five-count indictment 
includes racketeering, money laundering, and wire and mail fraud conspiracy charges. 
Thirteen of those charged were doctors ranging in age from 36 to 76 who worked at the 
pain clinics. Demand for the prescription drugs has grown to epidemic proportions in 
Florida and other parts of the United States, where dealers can sell a 30-milligram 
oxycodone pill on the street for $10 to $30 or more, authorities have said. Florida leads 
the nation in diverted prescription drugs, according to the U.S. Attorney General's 
office. Seven people die in the state each day from drug overdoses. 
Source: http://news.yahoo.com/agents-dismantle-alleged-pill-mills-netted-40-million-
011031599.html 

[Return to top]  

Government Facilities Sector 

37. August 24, Associated Press – (National) Search for hidden damage after East Coast 
quake. Dozens of office buildings, schools and iconic American landmarks were being 
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inspected August 24 for possible structural flaws caused by a rare East Coast 
earthquake while those near the epicenter nervously waited out aftershocks. Public 
schools and a handful of federal government buildings in the Washington D.C. metro 
area remained closed for further assessment, and engineers were taking a closer look at 
cracks in the Washington Monument and broken capstones at the National Cathedral. 
Some residents of D.C. suburbs were staying in shelters because of structural concerns 
at their apartment buildings. Farther south, Tuesday's 5.8-magnitude quake also 
shattered windows and wrecked buildings near its Mineral, Virginia epicenter. There 
were no known deaths or serious injuries. The most powerful earthquake to strike the 
East Coast in 67 years shook buildings and jarred as many as 12 million people. The 
U.S. Geological Survey said it was centered 40 miles northwest of Richmond. The U.S. 
Park Service evacuated and closed all monuments and memorials along the National 
Mall. The Pentagon, the White House, the Capitol and federal agencies in and around 
Washington were evacuated. On August 24, a handful of federal buildings remained 
closed, including some offices of the Homeland Security, Agriculture and Interior 
departments Roads out of the city were clogged with commuters headed home. 
Source: http://news.yahoo.com/search-hidden-damage-east-coast-quake-
131402506.html 

38. August 24, Winston-Salem Journal – (North Carolina) Bomb scare closes Guilford 
community college campuses. The Jamestown and High Point campuses of Guilford 
Technical Community College (GTCC) were evacuated August 23 after officials 
received several bomb threats in North Carolina. The High Point Enterprise reported 
that police and campus security directed traffic off the campuses after college officials 
canceled day classes. Police did not report finding an explosive device. There were no 
injuries, according to GTCC officials who reopened the campuses for evening classes. 
The fall semester started the week of August 22. "Law enforcement completed a 
thorough search of our campuses in response to the threats," said the GTCC public 
information officer. "Although the investigation by law enforcement officials 
continues, we now consider our campuses safe for students and employees to return." 
The officials said the campuses received four bomb threat calls in a span of a only few 
minutes around 7:40 a.m. The threats from a caller with a male voice mentioned the 
High Point and Jamestown campuses. 
Source: http://www2.journalnow.com/news/2011/aug/24/bomb-scare-closes-guilford-
community-college-campu-ar-1326878/ 

39. August 23, Boston Globe – (Massachusetts) State deems Arlington High School safe 
after chemical detected. The Massachusetts Department of Environmental Protection 
(DEP) has found no imminent health risk posed by low to moderate levels of a 
chemical found in a portion of Arlington High School in Arlington, the week of August 
15 in Massachusetts. The state agency found low levels of Perchloroethylene (PCE) in 
soil near the school earlier this month, and low to moderate levels of the chemical in 
the air of some basement areas. The chemical is used for dry-cleaning fabrics and metal 
degreasing operations and if it is spilled on the ground, it can potentially dissolve in 
underlying groundwater, according to Arlington’s Department of Health and Human 
Services. But a report issued August 22 by DEP officials said that while some areas of 
the school are being impacted by PCE infiltration, “all currently-used rooms within the 
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school complex are below stringent state cleanup standards."The state report said the 
school is safe for students and staff. But Arlington officials said in a press release 
August 23 they will work with the state to conduct additional monitoring, and to 
implement strategies to further reduce infiltration of PCE. Testing for PCE began as 
part of an effort by DEP officials to investigate whether historic dry cleaning operations 
in the Massachusetts Avenue area of Arlington had polluted groundwater. 
Source: http://articles.boston.com/2011-08-23/yourtown/29919185_1_pce-chemical-
dep-officials 

40. August 23, Softpedia – (Texas) Ron Paul's fundraising drive disrupted by DDoS 
attack. A fundraising drive organized by a Texas Congressman was disrupted because 
his campaign Web site became the target of a distributed denial-of-service (DDoS) 
attack. "The RonPaul2012.com website was under cyber attack. Our team is working to 
fix this as we speak. So sorry to all who have tried to make donations and could not. 
We will have more info ASAP," the Congressman wrote on Facebook August 21. 
Some people immediately assumed that Anonymous might be involved, but the 
hacktivist collective did not claim responsibility for the attack that lasted a few hours. 
Source: http://news.softpedia.com/news/Ron-Paul-s-Fundraising-Drive-Disrupted-by-
DDoS-Attack-218265.shtml 

41. August 23, Assoicated Press – (Minnesota) Police investigating computer tampering 
in office of University of Minnesota president. Police at the University of Minnesota 
in Minneapolis are investigating computer tampering in the office of the university's 
president. Police said someone tampered with three computers belonging to the new 
university president's staff the weekend of August 20. His suite was not entered. 
According to a police report, someone deleted virtual profiles off the computers, then 
renamed them with profanity. No files were deleted or damaged. The deputy chief told 
the Minneapolis Star Tribune, there was no forced entry, so whoever did it likely had 
access to the building. He said police have "several leads." 
Source: 
http://www.therepublic.com/view/story/cf6ec5e9f5054268b13dc7a22b5ebb91/MN--
UMinn-Computer-Tampering/ 

For another story, see item 6  
 
[Return to top]  

Emergency Services Sector 

42. August 23, Emergency Management – (Virginia; District of Columbia) Virginia 
earthquake sets off wave of emergency tweets. The magnitude 5.9 earthquake that 
struck August 23, in central Virginia was felt far and wide — from New York City to 
the Carolinas and west to Ohio. The emergency situation also demonstrated first 
responders’ and city officials’ sophisticated use of social media, especially Twitter. 
Many law enforcement agencies and emergency personnel began tweeting within 
minutes of the earthquake to disseminate information to the public. Washington, D.C.’s 
Fire and Emergency Medical Services agency reported on its Twitter feed @dcfireems 
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that there had been damage to the National Cathedral and the Ecuador Embassy, and 
evacuations at the Old Soldiers Home. D.C. Fire and EMS tweeted it was “checking 
structures, priority given to schools, hospitals, senior [centers].” D.C. Fire and EMS 
reported on social media that it had received nearly 2,000 calls for service since 2 p.m. 
Eastern time. By comparison, the daily average is 450 in a 24-hour period. Initial 
reports also indicated cell phone service was down or disrupted in many areas affected 
by the earthquake, and in turn the public turned to social media to get information and 
connect with their friends and family. The administrator of the Federal Emergency 
Management Agency (FEMA), used Twitter via @CraigatFEMA to urge people in 
affected areas to not use their cell phones: ”FEMA is monitoring reports from 
earthquake, cell service busy in DC, try to stay off cell phone if it is not an emergency.” 
Source: http://www.emergencymgmt.com/safety/Virginia-Earthquake-Wave-of-
Emergency-Tweets.html 

43. August 23, Northwest Indiana Times – (Indiana) Sheriff works to remodel safety into 
jail cells. The Lake County, Indiana sheriff is working toward a more suicide-proof 
jail. A sheriff's employee August 23 was remodeling a Lake County Jail mental health 
ward cell by removing a ceiling vent's steel grating because its openings were large 
enough to tie a noose from. A new vent cover with smaller holes was welded into 
place. A jail compliance officer for the sheriff said workmen also have removed clothes 
hangers from shower stalls, and will be removing the protruding sprinkler heads as 
well. "We have monitors who check these inmates every 15 minutes," he added. The 
U.S. Department of Justice cited the jail 2 years ago for violating inmate civil rights 
through insufficient medical and mental health services that failed to properly screen 
and treat inmates who committed suicide. 
Source: http://www.nwitimes.com/news/local/lake/article_423d079c-30e6-5c06-a399-
b822d7c19474.html 

44. August 23, KTRK 13 Houston – (Texas) Galveston County to get new prison security 
system. Galveston County, Texas, could be setting the trend for security imaging 
systems at prisons and even airports around the country. The county is installing new 
thermal conductive infrared technology at its prisons to detect anything trying to be 
smuggled inside facilities, county officials said. The scanners reveal hidden objects by 
detecting the different temperatures between an object and clothing to easily identify 
foreign objects, including liquids, wood, plastic powder, pills, tobacco, shanks, tiny 
metal objects, and even cell phones. The county said the imaging system is more 
accurate and less intrusive than physical pat-downs and is safe for prisoners, guards and 
visitors, including pregnant women and babies. "The system is also being tested by the 
TSA for use in airports since it overcomes the radiation and privacy issues with 
existing whole body scanners," the county said in a statement. 
Source: http://abclocal.go.com/ktrk/story?section=news/local&id=8322898 

[Return to top]  

Information Technology Sector 
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45. August 24, IDG News Service – (International) Twitter turns on SSL encryption for 
some users. Twitter is slowly turning on automatic encryption on its Web site, a move 
following other major providers of Web-based services to thwart account hijacking 
over wireless networks. Twitter has offered an option for users to turn on Secure 
Sockets Layer (SSL) encryption, but said August 23 it will turn the feature on by 
default for some users. It did not indicate when the option would be turned on by 
default for all users. SSL encryption, indicted by "https" in the URL bar and sometimes 
a padlock in the browser window, is an encryption protocol used to protect 
communication between a client and a server. It is important to use because 
unencrypted information passed over wireless networks can be intercepted. 
Source: 
http://www.computerworld.com/s/article/9219453/Twitter_turns_on_SSL_encryption_f
or_some_users 

46. August 24, H Security – (International) PHP 5.3.8 fixes cryptographic function 
bug. The PHP developers issued version 5.3.8 of the PHP scripting language to address 
a serious bug found in the previous release. PHP 5.3.8 fixes a bug introduced by the 
5.3.7 security update that caused the crypt() function to fail if an MD5 salt was given as 
an argument. The function is used to hash a string, typically a password, but instead of 
returning the hashed string, the function merely returned the salt itself. The update also 
corrects a bug that caused mysqlnd SSL connections to hang. The developers noted the 
PHP 5.2.x series is no longer supported. 
Source: http://www.h-online.com/security/news/item/PHP-5-3-8-fixes-cryptographic-
function-bug-1329600.html 

47. August 24, H Security – (International) Tool causes Apache Web server to freeze. A 
previously unknown flaw in the code for processing byte range headers allows version 
2.2.x of the Apache Web Server to be crippled from a single PC. An "Apache Killer" 
Perl script that demonstrates the problem has been published on the Full Disclosure 
mailing list. The tool sends GET requests with multiple "byte ranges" that will claim 
large portions of the system's memory space. A "byte range" statement allows a 
browser to only load certain parts of a document, for example bytes 500 to 1000. This 
method is used by programs such as download clients to resume downloads that have 
been interrupted; it is designed to reduce bandwidth requirements. However, it appears 
that stating multiple unsorted components in the header can cause an Apache server to 
malfunction. No official patch has been released, but a functional workaround is to use 
rewrite rules that only allow a single range request in GET and HEAD headers. This 
should not present a problem for most applications. To enable the rules, administrators 
must load the Apache Web Server's mod_rewrite module. Another suggested 
workaround is to use the mod_header module with the RequestHeader unset Range 
configuration to completely delete any range requests that may be contained in a 
header. However, this approach is likely to cause more problems than restricting the 
number of ranges. 
Source: http://www.h-online.com/security/news/item/Tool-causes-Apache-web-server-
to-freeze-1330105.html 
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48. August 23, Infosecurity – (International) Mozilla plugs critical security holes in latest 
Firefox browser. Mozilla patched four critical memory safety bugs in the Firefox 
browser engine. “Some of these bugs showed evidence of memory corruption under 
certain circumstances, and we presume that with enough effort, at least some could be 
exploited to run arbitrary code,” Mozilla said. Another bug patched in Firefox 6 
allowed unsigned JavaScript code to run a script inside a signed JAR file with the 
permissions and identity of that file. Mozilla also fixed a critical flaw in the WebGL 
shader program that ”could cause a buffer overrun and crash in a strong class used to 
store the shader source code.” Also, the company fixed a potentially exploitable heap 
overflow in the ANGLE library used by WebGL implementation, and a “dangling 
pointer vulnerability” in a SVG text manipulation routine. Also fixed in Firefox 6 were 
two high-risk flaws: credential leakage using Content Security Policy reports, and 
cross-origin data theft using canvas and Windows D2D. Firefox 6 added domain 
highlighting in the URL to make phishing attempts more apparent. "The Awesome Bar 
(URL bar) highlights a Website’s domain name and the identity block is more 
prominent to help quickly identify where you are on the Web," Mozilla said. 
Source: http://www.infosecurity-us.com/view/20270 

49. August 23, threatpost – (International) Ubuntu fixes WebKit flaws, other issues with 
updates. Ubuntu fixed a pile of security vulnerabilities in some of its current releases, 
including 22 vulnerabilities in the WebKit framework that is part of the operating 
system. The WebKit flaws include some issues that could be exploited by remote 
attackers to run code on vulnerable machines. The security vulnerabilities in WebKit 
affect Ubuntu 10.10 and 10.04 LTS. "A large number of security issues were 
discovered in the WebKit browser and JavaScript engines. If a user were tricked into 
viewing a malicious Web site, a remote attacker could exploit a variety of issues related 
to Web browser security, including cross-site scripting attacks, denial of service 
attacks, and arbitrary code execution," the Ubuntu advisory said. 
Source: http://threatpost.com/en_us/blogs/ubuntu-fixes-webkit-flaws-other-issues-
updates-082311 

50. August 23, H Security – (International) Mac OS X Lion fails to check passwords 
when authenticating via LDAP. A bug in the module for authenticating (Open)LDAP 
under Mac OS X 10.7.x Lion can result in any password being accepted during log-in –
- all that is required is a valid user name. The problem occurs when logging in both via 
a graphical interface on a client and over the Web via SSH on a server. Lion does not 
use LDAP to log-in by default; LDAP authentication tends to be used in large 
infrastructures for centralized user administration (name, password, group, etc.). Apple 
has been informed of the problem and has apparently succeeded in reproducing it. 
Additionally, some users are reporting they are completely unable to log-in using 
LDAP after updating to Lion. Whether or not the problem occurs appears to depend on 
whether the LDAP server is running on a local or on a separate system. It is not clear 
whether the problem will be fixed by means of a security update or in the next Lion 
point release, Mac OS X 10.7.2. At present, the only remedy is to deactivate LDAP 
authentication for critical services. 
Source: http://www.h-online.com/security/news/item/Mac-OS-X-Lion-fails-to-check-
passwords-when-authenticating-via-LDAP-1328704.html 
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For more stories, see items 13, 16, 40, and 41  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

51. August 23, Ellensburg Daily Record – (Washington) Phone service restored in Upper 
County. Phone service was restored at 11:30 a.m. August 23 to 3,100 CenturyLink 
customers in Cle Elum and Easton, Washington. Phone service was lost at 2:30 a.m. 
August 23 after vandals cut a Fairpoint Telecommunications fiber line in a manhole in 
Selah, according to a marketing development manager at CenturyLink. The outage hit 
residential landlines and 911 services. Crews were able to repair the fiber restoring 
residential and 911 services. 
Source: http://www.dailyrecordnews.com/news/phone-service-restored-in-upper-
county/article_6dbe039e-cdc8-11e0-bd0f-001cc4c002e0.html 

For more stories, see items 13, 42, and 45  
 
[Return to top]  

Commercial Facilities Sector 

52. August 24, Associated Press – (New York) Police arrest naked NY man in fatal 
stabbing spree. Police said a naked man went on a stabbing spree in his New York 
City apartment building, killing one person and injuring four others August 23. Police 
identified the suspect as a 23-year-old. They charged him with second-degree murder 
and robbery. Police said he was arrested after he knocked on several doors of his 
apartment building in the Washington Heights section of Manhattan and then stabbed 
the people who answered. Police said an 81-year-old was killed. Police said three 
women, ages 60 to 85, were stabbed and a 22-year-old woman was punched. They were 
all taken to area hospitals; one was in critical condition while the other three were 
stable. 
Source: http://news.yahoo.com/police-arrest-naked-ny-man-fatal-stabbing-spree-
105342797.html 

53. August 24, Associated Press – (Maryland) Md. residents displaced after East coast 
earthquake. The American Red Cross is assisting about 50 residents who were 
displaced from their apartments in Prince George's County, Maryland, after the East 
Coast earthquake August 23. The residents were being sheltered at the Hillcrest Heights 
recreational center on in the morning of August 24. They were displaced from 
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apartment buildings in Temple Hills and Hillcrest Heights. The buildings were 
evacuated due to structural concerns. A volunteer with the Red Cross said about 120 
people initially sought shelter at the recreation center. The magnitude 5.8 quake was the 
East Coast's largest since 1944. 
Source: http://www.myfoxdc.com/dpp/news/local/md-residents-displaced-after-east-
coast-earthquake-082411 

54. August 24, WPRI 12 Providence – (Rhode Island) Health department closes 4 
beaches. The Rhode Island Department of Health has closed four beaches to swimming 
due to high bacteria levels in the water, WPRI 12 Providence reported August 24. 
Atlantic Beach Club in Middletown, Camp Grosvenor in North Kingstown, Conimicut 
Point Beach, and Goddard Memorial State Park Beach in Warwick have all been shut 
down. Governor Notte Park Beach in North Providence and Oakland Beach in 
Warwick remain closed. Health officials said they will continue to monitor water 
quality at all state parks and beaches. 
Source: http://www.wpri.com/dpp/news/local_news/rhode-island-health-department-
closes-four-beaches-to-swimming 

55. August 23, WGN 720 Chicago – (Illinois) Homewood hotel ordered evacuated for 
improperly stored pool chemicals. A hotel in Homewood, Illinois, was ordered 
evacuated August 23 because of improperly stored swimming pool chemicals. The 
Homewood Hotel had 36 rooms occupied, and all guests were ordered out, said the 
Homewood fire chief. The improperly stored chemicals were discovered during a 
scheduled building and fire inspection, he said. The inspection was made in response 
"to complaints and concerns with the hotel's operation and building maintenance," the 
chief added. The hotel was notified August 18 about the inspection, he said. 
Source: http://www.wgnradio.com/news/local/breaking/chi-homewood-hotel-ordered-
evacuted-for-improperly-stored-pool-chemicals-20110823,0,7114623.story 

56. August 23, WDAF 4 Kansas City – (Missouri) 2 people found shot at Independence 
apartment complex. Police are investigating after two people were found shot at an 
Independence, Missouri apartment complex August 23. According to police, officers 
were called to the Hawthorne Apartments around midnight where they discovered two 
people with gunshot wounds. Both victims were taken to a local hospital for treatment. 
Source: http://www.fox4kc.com/news/wdaf-2-people-found-shot-at-independence-
apartment-complex-20110823,0,6294697.story 

57. August 23, KTTV 11 Los Angeles – (California) Cops probe threatening letter to 
Craig Ferguson. Two people were held in isolation at CBS Television City in Los 
Angeles August 23 after they were exposed to a white powder found in a letter written 
to a late-night talk show host, authorities said. Authorities were alerted to the 
possibility of a toxic substance about 2:50 p.m., according to police. Firefighters 
secured the area where the powder was found and held two people in isolation, while 
they tried to figure out what it was and if it posed a threat. The letter addressed to the 
talk show host contained threats as well as powder, which turned out to be benign, a 
Los Angeles Police Department (LAPD) officer said. Detectives from the LAPD's 
Major Crimes Unit were working with federal and European counterparts to find out 
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who sent the letter, she said. 
Source: http://www.myfoxla.com/dpp/news/local/craig-ferguson-threatening-letter-
20110823 

For more stories, see items 2, 23, 37, and 58  
 
[Return to top]  

National Monuments and Icons Sector 

58. August 24, Jackson Hole News & Guide – (Wyoming) Blaze close to 3,600 acres. The 
Red Rock Fire in the Gros Ventre Mountains in Wyoming grew to an estimated 3,600 
acres the night of August 23 as firefighters protected several cabins in the path of the 
blaze. During an overflight the night of August 22, fire personnel mapped the fire at 
2,835 acres, with another 800 to 1,000 acres expected to burn by early August 24. 
Officials warned of possible road closures as the fire progresses through the Bridger-
Teton National Forest. The fire has sent columns of smoke skyward. A map shows it 
covering an area 4.5 miles long, and up to 2 miles wide. Pushed by winds from the west 
gusting up to 27 miles-per-hour, the fire burned its way east along the boundary of the 
Gros Ventre Wilderness in the hills above Gros Ventre Road. The lightning-caused fire 
was discovered August 20. As the fire approached the Goosewing Guard Station, fire 
officials directed an engine crew from Teton County Fire/EMS to protect the building, 
a fire information officer for the forest said. Fire managers have taken precautions in 
case the fire approaches any area ranches. About 60 personnel, including support staff, 
were working the fire. The resources include one light helicopter, with another light 
helicopter at Jackson Hole Airport if needed. A larger helicopter was expected to arrive 
August 23. Elsewhere in the Greater Yellowstone Ecosystem, fire managers on the 
Shoshone National Forest were working on the Hole in the Wall Fire about 8 miles east 
of Clark. The fire grew to about 1,000 acres August 23. 
Source: http://www.jhnewsandguide.com/article.php?art_id=7653 

59. August 24, Associated Press – (District of Columbia) Most National Mall landmarks 
reopen after quake. The National Park Service said August 24 that most of the 
monuments and memorials on the National Mall in Washington D.C. have reopened 
after being closed following the East Coast earthquake August 23. The Washington 
Monument will be closed indefinitely after engineers found cracks near the top. The 
park service said all monuments and memorials were initially evacuated and closed, 
including the new Martin Luther King Jr. memorial. The King memorial and several 
others that do not include large buildings were reopened within an hour of the 5.8-
magnitude earthquake, which struck at 1:51 p.m. The Lincoln and Jefferson memorials 
were closed for several hours, but reopened the evening of August 23. The Old Post 
Office tower was set to reopen the morning of August 24. 
Source: http://www.sacbee.com/2011/08/23/3856142/national-mall-monuments-
closed.html 

60. August 24, Bellingham Herald – (Washington) Bronze thieves strike Bellingham 
Federal Building. A bronze plaque was reported stolen August 23 from the facade of 
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the federal building in downtown Bellingham, Washington. A maintenance worker for 
the building noticed the plaque was missing August 22, and employees reported it 
August 23 to Bellingham police, a police spokesman said. The plaque had been located 
on the entrance side of the building and was in recognition that the building was on the 
National Register of Historic Places. This is the most recent in a string of bronze thefts 
that have been focused on Bellingham parks. The thieves likely are recycling the 
bronze for cash as the metal increases in value, the spokesman said. 
Source: http://www.bellinghamherald.com/2011/08/24/2153146/bronze-thieves-strike-
bellingham.html 

61. August 23, Spring Observer – (Texas) Montgomery County SIU seizes 10,000 pot 
plants growing in national forest. The Montgomery County Sheriff’s Office's 
(MCSO) Special Investigations Unit (SIU) August 23 seized about 10,000 marijuana 
plants found growing in the Sam Houston National Forest in Texas, the MCSO said. 
The plants were being cultivated in the national forest off of FM 1375 near FM 149. 
The MCSO Major Crimes Unit received a tip, and the SIU worked with MCSO 
detectives, U.S. Forest Service Law Enforcement, Texas Department of Public Safety 
(DPS) Conroe narcotics officers, and DPS air patrol in locating and seizing the plants. 
The SIU seized other evidence, including chemicals, hoses, tools, and other growing 
materials. No arrests have been made, and the investigation is ongoing. 
Source: http://www.yourhoustonnews.com/spring/news/montgomery-county-siu-
seizes-pot-plants-growing-in-national-forest/article_6f040232-cdd0-11e0-b4c6-
001cc4c03286.html 

62. August 23, Redding Record-Searchlight – (California) More grenades found in Glenn 
County. For the second day in a row, grenades were found in Glenn County, 
California. Officials with the U.S. Forest Service August 22 told the Glenn County 
sheriff they had found explosive devices, including hand grenades, in the Mendocino 
National Forest, the sheriff said August 23. And, for the second straight day, a bomb 
squad from Butte County was again called in to detonate the explosives, he said. Just 
before 2 p.m. August 21, a Department of Fish and Game warden patrolling near Elk 
Creek found ammo boxes, one of which contained what appeared to be a live hand 
grenade, the sheriff said. A small fire started after the bomb squad was brought in and 
detonated the grenade, but it was quickly extinguished. 
Source: http://www.redding.com/news/2011/aug/23/more-grenades-found-glenn-
county/ 

For another story, see item 37  
 
[Return to top]  

Dams Sector 

63. August 24, KYTV 3 Springfield – (Missouri) Vandals drain Noblett Lake in eastern 
Douglas County. Law enforcement officials in the Mark Twain National Forest are 
trying to figure out who is responsible for draining Noblett Lake, southwest of Willow 
Springs, Missouri, KYTV 3 Springfield reported August 24. The U.S. Forest Service 
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(USFS) discovered August 17 the gate on the dam was opened, causing the lake to 
drain. The gate is still open to prevent a large fish kill, and will be left open while 
experts from the USFS, and Missouri departments of conservation and natural 
resources discuss what to do next. The USFS is working with state conservation and 
natural resources experts to assess the situation. 
Source: http://www.ky3.com/news/ky3-noblett-lake-mark-twain-national-forest-us-
forest-service-drained-vandals-vandals-drain-noblett-lake-20110823,0,1673967.story 

64. August 23, Longview Daily News – (Washington) Corps: Raise Toutle sediment dam 
30 feet. The U.S. Army Corps of Engineers announced at a town meeting August 23, 
that it plans to raise the spillway on the Toutle River sediment-retaining dam in 
southwestern Washington next year. Corps officials expressed some urgency to the 
project, which would cost $20 million to $40 million and would have to be funded by 
Congress. The spillway would be raised 30 feet in 10 foot-increments as needed. The 
spillway of the 125-foot tall earthen dam is cut into rock and is well below the crest of 
the main dam. Raising the spillway would increase the storage capacity of the area 
behind the dam, which was built in the mid-1980s to trap silt before it moves 
downstream and increases flooding odds on the Cowlitz River. The storage area has 
been largely filled and no longer is trapping silt efficiently. As a result, silt is building 
up in the Cowlitz, and flood risk to lower river communities is gradually increasing, 
according to the Corps. The Corps and other representatives met to discuss the agency's 
progress in developing a long-range solution to the sediment problem, created during 
the 1980 eruption of Mount St. Helens when billions of tons of debris were dumped 
into the upper Toutle Valley. 
Source: http://tdn.com/news/local/article_a86b94aa-ce15-11e0-a3a5-
001cc4c03286.html 

For another story, see item 10  
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