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Top Stories 

• More than three dozen protesters were arrested August 22 after a chaotic demonstration 
through downtown San Francisco that snarled traffic and train service during the evening 
commute. – Associated Press (See item 23)  

• A 5.9 magnitude earthquake struck the Washington D.C. area August 23, damaging and 
forcing the closure of schools, and government and commercial buildings, and disrupting 
car, train, and air transportation. – Washington Post (See item 41)  
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: LOW, Cyber: LOW 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. August 22, Associated Press – (West Virginia) W.Va. Marcellus rule filed amid 
inaction criticism. West Virginia regulators filed an emergency rule August 22 that 
would temporarily require Marcellus shale natural gas drillers to detail how they will 
protect area land, manage the large volumes of water involved, respond to accidents, 
and notify the public in advance of operations. Ordered by the acting West Virginia 
governor, the rule would last 15 months once approved by the secretary of state. The 
rule is meant to provide some regulatory oversight while a special legislative 
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committee attempts to craft permanent and more wide-ranging rules for Marcellus 
drilling. With the industry at odds with environmental and surface rights groups over 
what those rules should say, a compromise bill eluded lawmakers during the year's 
regular session. The natural gas industry believes a huge reserve sits trapped in the 
mile-deep Marcellus shale, a massive rock formation that stretches beneath West 
Virginia and other states. Tapping it can require an unconventional horizontal drilling 
method as well as hydraulic fracturing. Also known as fracking, that process relies on 
water drawn from area sources that is mixed with chemicals and sand and then pumped 
into wells to crack the rock. 
Source: http://www.businessweek.com/ap/financialnews/D9P9CA000.htm 

2. August 22, U.S. Environmental Protection Agency – (Maine) Maine oil company fined 
for clean water violations. A Maine heating oil company has agreed to pay $50,000 to 
settle U.S. Environmental Protection Agency (EPA) claims it violated the Clean Water 
Act and federal regulations designed to prevent oil spills from reaching waterways, the 
Associated Press reported August 22. Fabian Oil, Inc. sells heating oil, gasoline, and 
other petroleum products from several facilities in Maine. According to the EPA, 
Fabian failed to maintain and fully implement Spill Prevention Control and 
Countermeasure (SPCC) Plans at three of these facilities. After EPA performed 
inspections in 2009 and 2010, Fabian produced revised, updated SPCC Plans for the 
facilities and proceeded to implement them. The implementation work included 
installing concrete pads to contain potential spills from tank truck loading areas, 
updating spill control equipment, and performing oil tank integrity testing. Because 
Fabian’s old SPCC Plans were out-of-date and only partially implemented, Fabian’s 
three facilities were not fully prepared to deal with oil spills or to prevent spills from 
having potentially serious environmental consequences. EPA’s oil spill prevention 
regulations and SPCC Plan requirements help ensure tank failures or accidental spills 
from oil-storing facilities do not lead to oil contamination of surface waters, such as 
rivers or streams, which could harm human and ecological health. These regulatory 
requirements generally apply to facilities with above-ground oil storage capacity of 
more than 1,320 gallons. Fabian’s three violating facilities have storage capacities of 
30,000 to 60,000 gallons. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/d0cf6618525a9efb85257359003fb69d/1ef16
8c67ef12f7c852578f400679708!OpenDocument 

3. August 22, Barstow Desert Dispatch – (California) Southbound Interstate 15 shut 
down after fuel spill in Baker. A collision between a passenger vehicle, a fuel truck, 
and a semi truck spilled about 2,000 gallons of fuel and closed southbound Interstate 15 
in Baker, California. The collision occurred August 22 on the southbound Interstate 15 
at Baker Road, according to a report from CalTrans. According to a report from the 
California Highway Patrol (CHP), a semi truck had a tire blow out, then collided with a 
Jeep and a fuel truck. The fuel truck spilled thousands of gallons of fuel across the 
roadway. Northbound Interstate 15 was expected to remain open throughout the 
incident, but southbound traffic was detoured onto Baker Road through Baker and then 
back onto the southbound lanes while the fuel was cleaned up. 
Source: http://www.desertdispatch.com/news/baker-11450-interstate-shut.html 
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4. August 22, Bloomberg – (Montana; Wyoming) Exxon says Montana pipeline spill to 
cost $42.6M. Exxon Mobil Corporation estimated the cost to clean up a July 1 oil spill 
into the Yellowstone River in Montana will be $42.6 million, according to a filing with 
federal regulators. The company’s emergency response to the spill from the Silvertip 
pipeline will cost $40 million, and property claims will be $2.5 million, the company 
said in a July 29 filing with the Transportation Department’s Pipeline and Hazardous 
Materials Safety Administration. Exxon also lost about $100,000 of oil and other 
commodities in the spill, according to the document, obtained by Bloomberg News 
through a Freedom of Information Act request. Exxon’s 69-mile Silvertip line spilled 
about 1,000 barrels of crude into tje flood-swollen Yellowstone River near Laurel, 
Montana. The pipeline runs from Elk Basin, Wyoming, to Exxon’s refinery in Billings, 
Montana. More than 1,000 people were working to clean up the site as of August 12, 
according to the U.S. Environmental Protection Agency, which is leading the response 
effort. Sampling results for air, water, soil, and sediment around the river show “no 
levels of concern” for water supplies or air quality, the agency said. 
Source: http://www.bloomberg.com/news/2011-08-22/exxon-estimates-montana-
pipeline-spill-cost-at-42-6-million.html 

5. August 21, Agence France-Presse – (International) ConocoPhillips finds 9 new leaks 
in China oil spill. ConocoPhillips, already facing legal action and mounting public 
anger over a huge oil spill off China's northeast coast, has found nine new leaks in the 
same area, authorities said. The State Oceanic Administration (SOA) said August 20, 
ConocoPhillips reported the leakages near a platform in Bohai Bay jointly owned by 
the American company and the China National Offshore Oil Corporation. 
ConocoPhillips said more than 2,100 barrels of oil and oil-based mud — a substance 
used as a lubricant in undersea drilling — leaked from two platforms, reportedly 
polluting beaches and killing marine life in the area. The SOA — which supervises and 
manages China's seas — said the week of August 15 it planned to sue ConocoPhillips 
over the spill which was first detected in early June. The SOA asked the U.S. company 
to carry out a thorough investigation of the cause of the latest oil leaks to prevent 
similar cases, according to a statement. Fishermen in the Shandong, Hebei, and 
Liaoning provinces that border Bohai Bay, east of Beijing, allege that oil from the leaks 
has killed a large part of their harvest of seafood such as scallops. 
Source: 
http://www.google.com/hostednews/afp/article/ALeqM5iGl4MNB4eKXtpD5bn0WNjc
C2-ATA?docId=CNG.fc716f621500fa9728940041d00ec538.201 

For another story, see item 35  
 
[Return to top]  

Chemical Industry Sector 

6. August 23, WHNS 21 Greenville – (South Carolina) Chemical no longer a public 
threat in Anderson. Residents from Anderson, South Carolina had the chance to meet 
with representatives from the South Carolina Department of Health and Environmental 
Control (DHEC) and the U.S. Environmental Protection Agency (EPA) about possible 
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chemicals at two local businesses, WHNS 21 Greenville reported August 23. One 
resident expressed concern about two pieces of property that are pretty close to his. He 
lives near two sites that are now shut down, the Flex-a-Form plant, and the American 
Screw and Rivet company, right off Interstate 85. Residents were told by the health 
department the two sites contain some hazardous chemicals, but they are contained and 
are no longer a public threat. Crews with the DHEC and the EPA have spent time 
cleaning both sites, and making sure those chemicals never make it to nearby homes, 
officials noted. 
Source: http://www.foxcarolina.com/story/15312318/chemical-no-longer-a-public-
threat-in-anderson 

7. August 23, Global Security Newswire – (International) Panel seeks evolving role for 
chemical weapons watchdog. A new report found the international group charged 
with overseeing the global elimination of chemical weapons must prepare for new 
threats. Chief among them, is ensuring chemical industrial facilities are secure, noted 
the Advisory Panel on Future Priorities of the Organization for the Prohibition of 
Chemical Weapons (OPCW) in a report the 14-member panel issued in July. The 30-
page document was made public the week of August 15. The focus of inspection 
activities to date has been on overseeing national stockpile efforts, with only 15 percent 
of work days used for monitoring industry, an OPCW spokesman said. Industrial 
chemical production technology is becoming increasingly dispersed, even as the 
facilities themselves are becoming smaller and more able to convert quickly to produce 
distinct materials, the report found. These trends could increase the threat of diversion 
of chemical materials or production technologies for extremist ends. A crude chemical 
weapon would be significantly easier to produce than an improvised nuclear or 
biological device, the specialists said. They also said the world must address the spread 
of chemical weapons capabilities to governmental and nongovernmental actors. The 
OPCW verifies compliance with the Chemical Weapons Convention, which prohibits 
member states from developing, producing, stockpiling or using materials such as sarin 
nerve agent or mustard gas. Among the agency’s primary responsibilities are verifying 
the storage and disposal of chemical arms, and inspecting industrial facilities to ensure 
operations are not being turned toward weapons development. More than 60 percent of 
the 71,194 metric tons of chemical warfare materials have been eliminated and Russia, 
the United States, and the few other nations that have known stockpiles are moving to 
destroy them. The report calls for a renewed effort to get the eight United Nations-
recognized countries that have yet to join the convention, and which are suspected of 
holding undeclared chemical weapons, to sign up. These nations include Angola, 
Egypt, Israel, Myanmar, North Korea, Somalia, Syria, and the newly formed South 
Sudan. 
Source: http://www.globalsecuritynewswire.org/gsn/nw_20110823_9386.php 

8. August 23, Agence France Presse – (International) Greenpeace finds toxic chemicals 
in branded clothing. Traces of toxic chemicals harmful to the environment and to 
human health have been detected in products made by 14 top clothing manufacturers, 
Greenpeace said August 23. Samples of clothing from top brands including Adidas, 
Uniqlo, Calvin Klein, H&M, Abercrombie & Fitch, Lacoste, Converse, and Ralph 
Lauren were found to be tainted with the chemicals, known as nonylphenol ethoxylates, 
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the watchdog said at the launch of its report "Dirty Laundry 2". A Greenpeace 
campaigner said nonylphenol ethoxylates (NPEs), commonly used as detergents in 
industries including the production of natural and synthetic textiles, were detected in 
two-thirds of the samples tested. "NPEs break down to form nonylphenol, which has 
toxic, persistent and hormone-disrupting properties," she said. Greenpeace said it 
purchased 78 branded clothing samples — mostly made in China, Vietnam, Malaysia 
and the Philippines — from 18 countries and subjected them to scientific analysis. 
"Even at low levels, it represents a big threat to the environment and human health," the 
Greenpeace campaigner said. She noted the problem goes beyond developing 
companies where textiles are made. "Since residual levels of NPEs are released when 
clothes are washed, they are in effect creeping into countries where their use is 
banned." 
Source: 
http://www.vancouversun.com/health/Greenpeace+finds+toxic+chemicals+branded+cl
othing/5293461/story.html 

9. August 22, U.S. Environmental Protection Agency – (Rhode Island) Cranston R.I. 
company faces fine for chemical reporting violations. A chemical processing facility 
in Cranston, Rhode Island, faces a penalty of $33,400 by the U.S. Environmental 
Protection Agency (EPA) for failing to appropriately report chemicals used on site in 
violation of federal right-to-know laws. According to the EPA’s New England office, 
John R. Hess & Company failed to file Toxic Chemical Release Inventory Forms (TRI) 
listing chemicals processed, manufactured or used at its facility at 400 Station Street. 
The inventory forms are required by the federal Emergency Planning and Community 
Right to Know Act (EPCRA). The violations took place in 2008 and 2009. The 
complaint stems from a June 2010 EPA inspection. The EPA said Hess processed more 
than the established thresholds of N-methyl-2-pyrrolidone, ethylene glycol, and other 
regulated chemicals, but did not report these chemicals during the time period required. 
Hess submitted these forms after the due dates, resulting in five violations of the 
EPCRA. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/b8c724730039dcbe852578f400678312?Op
enDocument 

10. August 22, KIII 3 Corpus Christi – (Texas) Tanker truck explodes; driver dead, 
residents evacuated. An 18-wheeler carrying hazardous chemicals burst into flames 
after the driver lost control; prompting a forced evacuation of nearby residents in 
Kingsville, Texas. The accident happened around 1:30 p.m. August 22 on Highway 77 
North. The truck driver was not able to escape the cab and died. Police said the driver 
might have suffered a heart attack or some other medically-related issue before the 
crash. Witnesses said the rig veered off the road twice before slamming into the barrier, 
and then landing in the embankment. The truck was hauling an explosive chemical 
called methyl methacrylate mollimar. The chemical had not leaked from the truck as of 
late August 22, according to officials, but they evacuated everyone within a half mile 
radius as a precaution. They said residents would not be allowed to return until the 
truck was removed and the area cleaned up. Officials expected traffic would have to be 
diverted to Highway 77 business for at least the first half of August 23 while they 
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cleaned up Highway 77 North. 
Source: http://www.kiiitv.com/story/15312405/tanker-truck-explodes-driver-dead-
residents-evacuated 

11. August 22, United Press International – (Georgia) Old military camp munition 
found. Live World War II-era explosives were found in a wooded area of Georgia near 
Macon where there had been a U.S. Army training camp, officials said. The U.S. Army 
Corps of Engineers said the munitions were found on the border between Bibb and 
Twiggs counties where Camp Wheeler once stood, the Macon Telegraph reported 
August 22. A recent $3.2 million ground survey did not cover residential areas within 
the 10,000-acre camp's footprint. Corps officials said the agency does not believe any 
live munitions were used in those areas, but the primary owner of a tract that is being 
developed would not allow contractors on the property to check, the newspaper said. 
Corps contractor EOD Technology is expected to provide a full report in the next 2 
months. Some live munitions were found and disposed of in the unpopulated wooded 
area, while people in the neighborhoods of Apple Valley and Wheeler's Landing found 
several non-lethal practice mortars this year. "Everything we've found so far leads us to 
believe that area was just a practice mortar range, which would've had nothing 
[explosive]," said a project manager for the Corps' Savannah district. "We're more 
concerned about areas that are undeveloped." The adjacent woods are being developed 
by J.D. Construction, which wouldn't allow a search, he said. 
Source: http://www.upi.com/Top_News/US/2011/08/22/Old-military-camp-munition-
found/UPI-33471314059247/ 

For more stories, see items 29, 33, 35, and 36  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

12. August 23, Mainichi Daily News – (International) Potent radiation leak halts water 
decontamination operations at Fukushima plant. Operations to decontaminate 
highly radioactive water at the crisis-stricken Fukushima No. 1 Nuclear Power Plant in 
Japan came to a 13-hour halt when a section of pipe emitting 3 sieverts of radiation per 
hour in one decontamination system was discovered, plant operator Tokyo Electric 
Power Co. (TEPCO) announced August 23. According to TEPCO, the high radiation 
emissions from the pipe section were discovered August 22 while workers were doing 
the first ever change-out of a decontamination system part for absorbing radioactive 
cesium. Work on the part change was stopped immediately. After washing radioactive 
mud away from the area, radiation levels dropped, and decontamination operations 
resumed, though the delay pushed replacement of the cesium absorption component 
back to August 23. TEPCO officials apparently still do not know what caused the 
radiation leak. This is the third time for high radiation emissions to be discovered at the 
plant in August. On August 1, emissions of 10 sieverts per hour were detected coming 
from the substructure of exhaust pipes in the No. 1 and 2 reactor housings, while on 
August 2, emissions of more than 5 sieverts per hour were found in the air conditioning 
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room in the No. 1 reactor building. 
Source: http://mdn.mainichi.jp/mdnnews/news/20110823p2a00m0na019000c.html 

13. August 22, KENS 5 San Antonio – (Texas) Radioactive camera still missing; San 
Antonio FBI now assisting Austin P.D. The FBI is searching for a stolen radioactive 
camera that is a threat to public safety. KENS 5 San Antonio reported August 22 that 
the hand-held x-ray machine was stolen at a city construction site in Austin, Texas. 
Inside the camera is the radioactive material: Iridium 192. Authorities said anyone who 
spots the camera should call 9-1-1 immediately because it could lead to radioactive 
exposure or contamination. According to the U.S. Centers for Disease Control, 
exposure to IR 192 can increase the risk for cancer, cause burns, or even death. 
Authorities think the thief plans to sell the $11,000 camera to a client looking for Texas 
crude oil — the camera can be used to check the soundness of petroleum piping. The 
FBI is also working with the Austin Police Department to track down the device. 
Source: http://www.kens5.com/news/Radioactive-camera-still-missing-San-Antonio-
FBI-now-assisting-Austin-PD-128219163.html 

14. August 22, Reuters – (Idaho) No threat seen from fire near Idaho nuclear 
complex. Firefighters raced to contain a wildfire that had burned 128 acres west of a 
federal nuclear reactor complex near Arco, Idaho, August 22, but officials said the 
blaze posed no radiation risk to the public. Part of the burn area covered about 35 acres 
on the northwest edge of the Idaho National Laboratory, an 890-square-mile 
Department of Energy nuclear research complex in the high desert of eastern Idaho. 
The fire, burning in parched grasslands and sagebrush, was 10 miles west of an 
advanced nuclear test reactor, one of three active reactors at the lab, said a facility 
spokesman. The wildfire posed "no known radiological hazard to the public." Roughly 
40 firefighters were battling the fire, which briefly closed a state highway and damaged 
utility poles. The cause of the blaze is under investigation. 
Source: http://www.reuters.com/article/2011/08/23/us-wildfire-laboratory-
idUSTRE77M03620110823 

For another story, see item 41  
 
[Return to top]  

Critical Manufacturing Sector 
 

Nothing to report 
 
[Return to top]  

Defense Industrial Base Sector 

15. August 22, Global Security Newswire – (California) New details emerge about U.S. 
nuclear missile test failure. The U.S. Air Force is beginning to narrow down possible 
explanations for a rare flight test failure of one of its Minuteman 3 ICBMs, but it 
appears the precise cause has not yet been determined, Global Security Newswire 
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reported August 22. An "anomaly" occurred during the final powered stage of the July 
27 launch from Vandenberg Air Force Base in California, when the missile was being 
propelled by its post-boost motor, according to Air Force Global Strike Command 
(GSC) officials. This was the first flight test failure in 2 years and only the second such 
incident since 1998, when the current Minuteman 3 configuration was fielded, said a 
GSC spokeswoman. GSC has not described the anomaly, saying only that the shot was 
"terminated due to potential safety concerns along the predicted flight path." The 
command officials also would not say whether initial findings appear to indicate a 
guidance problem, a faulty propulsion system, or some other glitch. After observing the 
abnormality, military controllers aborted the flight with a self-destruct mechanism 5 
minutes after the missile launched. Command officials confirmed the Propulsion 
System Rocket Engine used in the failed ICBM test in July was refurbished in 2005. 
An ongoing service-life extension effort is being conducted to ensure all the liquid-fuel 
motors installed in Minuteman 3 missiles can remain in service through 2020, 
according to Aerojet, the motor manufacturer. A malfunctioning guidance system on 
the Minuteman 3 might be a more likely cause of the test failure, according to defense 
experts. 
Source: http://www.globalsecuritynewswire.org/gsn/nw_20110822_1563.php 

For another story, see item 7  
 
[Return to top]  

Banking and Finance Sector 

16. August 23, Inland Valley Daily Bulletin – (California) Authorities arrest suspected 
'Tri-Cities Bandit'. An alleged bank robber believed to be the "Tri-Cities Bandit" was 
arrested August 19 in Topanga Canyon, California, and is suspected in 10 bank 
robberies. The 39-year-old man was arrested on suspicion of bank robbery following a 
robbery at a First California Bank in Westlake Village. Authorities stopped his getaway 
vehicle on the 101 Freeway and recovered the money stolen from the Westlake Village 
bank. The man is allegedly linked to robberies at banks in Chino Hills, La Verne, 
Westlake Village, Pasadena, Los Angeles, Brentwood, Tarzana, Glendale, and Burbank 
during the month of August. A 42-year-old alleged getaway driver was also arrested. 
Source: http://www.dailybulletin.com/ci_18737906 

17. August 23, Help Net Security – (International) Ramnit worm uses Zeus Trojan tactics 
for banking fraud. Trusteer reported August 23 they discovered the 18-month-old, 
file-infecting worm Win32.Ramnit has morphed into financial malware and is actively 
attacking banks to commit online fraud. Ramnit configurations captured and reverse 
engineered by Trusteer were found to incorporate tactics from the Zeus financial 
malware platform. Ramnit has borrowed from Zeus the ability to inject HTML code 
into a Web browser, which it is using to bypass two-factor authentication and 
transaction-signing systems used by financial institutions to protect online banking 
sessions. Ramnit’s command and control servers are located in Germany and are 
currently live. According to the Symantec Intelligence Report for July, Ramnit 
accounts for 17.3 percent of all new malicious software infections. Ramnit was first 
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detected in 2010 and targets .EXE, .SCR, .DLL, .HTML, and other file types. File 
infection is an old school virus technique that is rarely seen in modern financial 
malware. Trusteer researchers found the method used to configure Ramnit to target a 
specific bank is identical to the one used by Zeus. This allows fraudsters who have 
written configurations for Zeus to easily port their configuration to Ramnit. 
Source: http://www.net-security.org/malware_news.php?id=1811 

18. August 22, Bloomberg – (National) FDIC sues ex-Silverton board, officers for $71 
million in bank’s collapse. The Federal Deposit Insurance Corporation (FDIC) sued 
former directors and officers of Atlanta-based Silverton Bank NA, seeking $71 million 
to help recoup costs caused by the biggest bank collapse in Georgia history. Silverton 
consistently disregarded its own policies when making loans, according to the suit filed 
August 22 in federal court in Atlanta. At the same time, it built a “large and lavish” 
office building and spent millions of dollars on new corporate aircraft, the FDIC said. 
The damages sought represent less than a fifth of the $386 million the FDIC spent on 
Silverton, the lawsuit alleges. The bank was declared insolvent in May 2009. Silverton, 
a wholesale bank with no consumer operations, was owned and overseen by more than 
400 community lenders in the region. It provided banking services, including wire-
transfer systems, bond trading and credit-card operations, to about 1,400 institutions in 
44 states. 
Source: http://www.bloomberg.com/news/2011-08-22/fdic-sues-former-silverton-bank-
executives-directors-for-71-million.html 

19. August 22, Miami Herald – (Florida) Ocean Bank to pay nearly $11 million in drug 
money case. Ocean Bank agreed August 22 to pay nearly $11 million to the federal 
government in a deferred prosecution agreement, to resolve charges that it willfully 
failed to establish an anti-money laundering program from 2001 through June 2008. 
The agreement follows a lengthy, multi-agency investigation, dubbed “Operation Dirty 
Dinero,” that delved into Miami-based Ocean Bank’s handling of several of its 
customers’ accounts, including transactions with Mexican currency exchange houses, 
or ” casas de cambio.” In addition to charges the bank failed to set up an anti-money 
laundering program, the U.S. attorney’s office said Ocean Bank failed to monitor 
potential money laundering activity in five accounts allegedly used to launder narcotics 
money. The U.S. attorney’s office said the amount of the payment represents the 
proceeds of illegal narcotics sales that were laundered. Ocean Bank said the five 
accounts involved in the investigation have been closed. 
Source: http://www.miamiherald.com/2011/08/22/2370465/ocean-bank-to-pay-nearly-
11-million.html 

20. August 22, IDG News Service – (International) Ukraine arrests four in payment card 
scam. Ukraine's security service, the SBU, said August 22 it had arrested four people 
for allegedly creating fake payment cards with stolen information in an operation 
estimated to have caused $20 million in damages. The SBU said raids conducted earlier 
this month yielded 1,000 plastic cards and more than 100,000 financial records used to 
make the cards, according to a translation of a news release. An official contacted at the 
SBU was unable to immediately give further information. The SBU said it worked with 
U.S. law enforcement on the operation. 
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Source: 
http://www.computerworld.com/s/article/9219354/Ukraine_arrests_four_in_payment_c
ard_scam 

21. August 22, IDG News Service – (International) Hong Kong police say they've 
arrested stock exchange hacker. Hong Kong police have arrested a local man in 
connection with an August 10 computer attack on the Hong Kong Stock Exchange. The 
Hong Kong Exchange was forced to suspend some trading after an attack prevented 
companies from publishing financial news on the HKExnews website, ComputerWorld 
reported August 22. The half-day shutdown halted trading for eight companies that had 
announced results that day, including HSBC, Cathay Pacific, and Dah Sing Bank. 
Computers were attacked again on the following day, although that attack was 
thwarted, according to the Hong Kong Exchange. On August 20, the Hong Kong Police 
Force said it had arrested a 29-year-old suspect in the Kwun Tong district 2 days 
earlier, seizing computers, mobile phones, and digital storage devices in the raid. 
Source: 
http://www.computerworld.com/s/article/9219372/Hong_Kong_police_say_they_ve_ar
rested_stock_exchange_hacker 

[Return to top]  

Transportation Sector 

22. August 23, Associated Press – (National) Earthquake rocks Washington, DC, East 
Coast. A 5.9 magnitude earthquake centered northwest of Richmond, Virginia, shook 
much of Washington, D.C., and was felt as far north as Rhode Island, New York City, 
and Martha's Vineyard, Massachusetts, where the U.S. President is vacationing. The 
U.S. Geological Survey (USGS) said the earthquake was half a mile deep. Shaking was 
felt at the White House and all over the East Coast, as far south as Chapel Hill, North 
Carolina. Parts of the Pentagon, White House, and Capitol were evacuated. There were 
no immediate reports of injuries. The East Coast gets earthquakes, but usually smaller 
ones and is less prepared than California or Alaska for shaking. At Reagan National 
Airport outside Washington, ceiling tiles fell during a few seconds of shaking. 
Authorities announced it was an earthquake and all flights were put on hold. 
Source: 
http://www.tennessean.com/article/20110823/NEWS08/110823023/Earthquake-rocks-
Washington-DC-East-Coast?odyssey=tab|topnews|text|News Nation & World 

23. August 23, Associated Press – (California) BART protests: Police arrest 
demonstrators, multiple stations closed. More than three dozen protesters were 
arrested August 22 during a chaotic run through downtown San Francisco that snarled 
traffic and train service during the evening commute. The demonstrations started small 
at about 5 p.m. in the Bay Area Rapid Transit (BART) agency's Civic Center platform, 
where two dozen protesters gathered to vent their frustration over BART's shutting 
wireless service in its downtown stations August 11 to quell a brewing protest. On 
August 22, BART police arrested four demonstrators on the platform for trespassing on 
transit property, closed the station, and forced the remaining protesters above ground 
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onto Market Street. The Civic Center and nearby Powell Street stations remained 
closed during most of the 3-hour protest, angering commuters who were unable to 
catch trains and had to compete for scarce cabs stuck in a massive traffic jam caused by 
demonstrators blocking streets. From the Civic Center station, the protesters grew to 
more than 100 and marched up and down Market Street, with occasional splinter 
groups breaking off down side streets. Along the way, they tipped over trash cans, 
threw firecrackers, and shouted at police. Police asked an upscale mall to briefly close 
as the demonstration passed by and one man was arrested for attempting to start a fire 
on a corner. 
Source: http://www.huffingtonpost.com/2011/08/22/bart-protests-police-arrest-
demonstrators_n_933691.html#s336156 

24. August 22, Orlando Sentinel – (Florida) Controllers worried unresponsive plane was 
threat to Disney World, Kennedy Space Center. Air-traffic controllers at Orlando 
International Airport, in Orlando, Florida considered an unresponsive private plane in 
the area to be a potential threat to Walt Disney World and Kennedy Space Center when 
they instructed a Southwest Airlines jet carrying 137 passengers to fly near and inspect 
the smaller plane, according to a new report by the federal agency investigating the 
March 27 incident. The report, released August 19 by the National Transportation 
Safety Board (NTSB), found Southwest Airlines Flight 821 and the private plane, a 
Cirrus SR-22 en route from Picayune, Mississippi, to Kissimmee, Florida ultimately 
came as close as 100 feet vertically and one-tenth of a mile laterally. The minimum 
required separation is 1,000 feet vertical or 3 nautical miles lateral. The Federal 
Aviation Administration (FAA), which suspended the controller involved, called the 
instructions "totally inappropriate." But controllers told NTSB they "considered the 
Cirrus a potential threat to the Disney World complex and the NASA space center, 
where a space shuttle was on a launch pad," NTSB wrote in a fact-finding report 
detailing the incident. Controllers cited FAA rules charging them with providing 
support for national security and homeland defense. 
Source: http://articles.orlandosentinel.com/2011-08-22/news/os-southwest-cirrus-flyby-
20110822_1_air-traffic-controllers-southwest-pilot-smaller-plane 

25. August 22, WDEF 12 Chattanooga – (Tennessee) Gun found in carry-on bag at 
Chattanooga Airport. A loaded gun almost made it on board a plane at the 
Chattanooga Airport in Chattanooga, Tennessee. Transportation Security 
Administration (TSA) officials discovered the gun in a man's carry-on August 21. 
Airport police took the bag and cited the man on a local charge. 
Source: 
http://www.wdef.com/news/gun_found_in_carry_on_bag_at_chattanooga_airport/08/2
011 

26. August 22, Torrance Daily Breeze – (California) Man arrested at LAX for stashing 
gun in carry-on bag. A man was arrested at Los Angeles International Airport (LAX) 
for allegedly stashing a .38-caliber Smith and Wesson semi-automatic handgun in his 
carry-on bag, the second such incident in a week, the Transportation Security 
Administration (TSA) said August 22. The traveler had a ticket to board Southwest 
Airlines Flight 2144 to Las Vegas but was arrested about 6:30 p.m. August 19 when the 
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gun was discovered inside his bag at a security checkpoint inside Terminal 1, a TSA 
spokesman said. 
Source: http://www.dailybreeze.com/news/ci_18734543 

For more stories, see items 3, 10, 14, 27, 28, 41, 42, 43, and 53  
 
[Return to top]  

Postal and Shipping Sector 

27. August 23, KXTV 10 Sacramento – (California) Acid leak in Fed Ex truck closes N. 
Hwy 99 onramp in Elk Grove. The Calvine Road onramp and one lane of Northbound 
Highwaw 99 in Elk Grove, California reopened around 5:30 a.m. August 23 after 
California Highway Patrol had closed it due to a hydrochlorine leak in a Fed Ex truck. 
The truck was removed from the highway near the unfinished Elk Grove mall for 
further investigation. According to a California Highway Patrol spokesman, the driver 
noticed something leaking from the back of his truck. When he got out to investigate, 
he noticed a strong chemical odor reminiscent of pool chlorine coming from the truck's 
cargo hold and contacted authorities. Upon arrival, Consumnes Fire issued a level-two 
hazmat warning and called for a forklift to remove the leaking container from the back 
of the truck. One lane was blocked on northbound 99, and eastbound Calvine Road was 
temporarily closed. 
Source: http://www.news10.net/news/article/151340/29/Acid-spill-closes-N-Hwy-99-
onramp-in-Elk-Grove 

28. August 22, WVEC 13 Hampton Roads – (Virginia) Man to be charged with bomb 
threat at Norfolk post office. Charges are pending against a man who walked into the 
main post office in Norfolk, Virginia August 22 and handed a clerk a package saying it 
was a bomb. The incident occurred around 5:20 p.m. According to a police chief, the 
man then walked out of the post office before the postal employee could react to what 
he had said. The building was evacuated and firefighters were called. Fenchurch Street 
between Wood Street and Brambleton was closed off. A bomb disposal team was 
brought in to investigate the package, which was a medium-sized bubble envelope. The 
bomb squad found the contents to to be dietary supplements. According to the police 
chief, the man who said the package was a bomb works nearby and had a post office 
box at the building for 5 years. He indicated the man would be charged with making a 
bomb threat. 
Source: http://www.wvec.com/news/local/Man-to-be-charged-with-bomb-threat-at-
Norfok-post-office-128218128.html 

[Return to top]  

Agriculture and Food Sector 

29. August 23, Sacramento Bee – (California) Woodland cannery reopens, investigation 
launched after chemical leak. A cannery in Woodland, California, is back in 
operation after a chemical leak August 21 forced an evacuation of the plant and sent 43 
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employees to hospitals. A spokeswoman for Pacific Coast Producers said August 22 
that two people remained hospitalized, though one was expected to be released later in 
the day. She said the other employees affected by exposure to chlorine dioxide gas 
were checked at hospitals and released, and most had been cleared to return to work. A 
spokeswoman for the California Department of Industrial Relations said Cal-OSHA has 
opened an investigation of the incident. The agency's records show a similar incident 
occurred at the cannery in 2007, in which 39 employees were exposed to chlorine 
dioxide. More than 800 people at the cannery in the 1300 block of Lemen Avenue were 
evacuated shortly after noon when chlorine dioxide leaked into the work area through 
"off-gassing," apparently when an injection system carrying the gas became 
overloaded. The chemical is used to sanitize the water that moves tomatoes during 
processing. 
Source: http://www.sacbee.com/2011/08/23/3854557/woodland-cannery-reopens-
investigation.html 

30. August 23, Norfolk Virginian-Pilot – (North Carolina) Horse euthanized in N.C. after 
virus confirmed. A horse in Halifax County, North Carolina, was euthanized after a 
diagnosis of the state's first case of Eastern equine encephalitis in 2011. August and 
September are the peak months for mosquito-borne diseases such as EEE and West 
Nile virus, said the director of the livestock program for the North Carolina Department 
of Agriculture and Consumer Services. The 4-year-old horse had received one shot as a 
foal, but may not have received a needed booster shot afterward, he said. Horses 
require a booster shot 30 days after the initial vaccination. Following the initial 
vaccinations, horses east of Raleigh, where mosquito populations are greatest, should 
get booster shots every 6 months, he said. North Carolina had six reported cases of EEE 
in 2010 and 23 in 2009, he said. There was one case of West Nile virus last year. For 
every case reported, there are likely four unreported cases, the director said. 
Mosquitoes carry the disease after biting an infected bird. 
Source: http://hamptonroads.com/2011/08/horse-euthanized-nc-after-virus-confirmed 

31. August 23, Packer – (New Jersey; International) USDA confirms fruit pest in New 
Jersey. A spotted wing drosophila has been found in a trap on a blueberry farm in 
Atlantic County, New Jersey, according to a news release from the New Jersey 
Department of Agriculture. The finding was confirmed by the U.S. Department of 
Agriculture’s Systematic Entomology Laboratory. So far this season, growers of 
blueberries and peaches in the Garden State have not reported damage from spotted 
wing drosophila, which are more commonly known as vinegar flies or fruit flies. 
Scientists at Rutgers University in New Jersey are tracking drosophila populations and 
advising growers on crop protection measures. A native of Southeast Asia, drosophila 
was first confirmed in the United States in 2008 in California. Since then, the pest has 
been found in Florida, Washington, and six other U.S. fruit-producing states, and in 
five Canadian provinces. Drosophilae pierce the skin of soft fruits and lay eggs in them. 
Tiny holes on the skin of fruits and maggots in their flesh are telltale signs of the pest. 
Source: http://www.thepacker.com/fruit-vegetable-news/USDA-confirms-fruit-pest-in-
New-Jersey-128239398.html 
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32. August 22, Crystal Lake Northwest Herald – (Illinois) Former store employee 
charged in Molotov cocktail incident. A 24-year-old man is accused of throwing a 
Molotov cocktail into a group of people August 21 near the deli at Joe Caputo & Sons 
Fruit Market in Algonquin, Illinois. His bond has been set at $2 million. Algonquin 
police said the man is a former employee of the grocery store. Initial police reports 
indicated the suspect is from Sleepy Hollow, but he wrote on an application for a public 
defender, which was granted, that he was homeless. About 12:20 p.m. police and fire 
department officials were dispatched to the store at 100 S. Randall Road. According to 
the criminal complaint in which the suspect is charged with aggravated arson, he 
committed an arson knowing a woman was present. A McHenry County assistant 
state's attorney said there was no prior relationship between the woman named in the 
complaint and the suspect. At least one man was injured, but he was treated and 
released at the scene. About 50 people were standing around the deli area, the most 
crowded part of the store, when the device was tossed. As the suspect fled the store, he 
was chased by a shopper and eventually caught with the help of an off-duty 
Carpentersville police officer. 
Source: http://www.nwherald.com/2011/08/22/former-store-employee-charged-in-
molotov-cocktail-incident/ao43t1l/ 

33. August 22, WBTV 3 Charlotte – (North Carolina) Malfunctioning refrigerator pump 
causes ammonia leak in SW Charlotte. Dozens of firefighters responded August 22 
to a business in southwest Charlotte, North Carolina, after ammonia was released inside 
the facility, forcing employees to evacuate. The incident occurred at a warehouse 
located at 11922 General Drive in the Steele Creek area. The chemical leak happened 
in a suite that houses a distribution center for ProFlowers. Around 3:30 a.m., a security 
guard realized something was wrong and immediately notified emergency crews. 
Police temporarily closed General Drive while fire crews worked to ventilate the 
building of the ammonia inside. According to a Charlotte Fire Department spokesman, 
the situation was under control by around 8 a.m. The release of ammonia was caused 
by a failure of a seal in a refrigerator pump. 
Source: http://www.wbtv.com/story/15306289/ammonia-leak-monday-morning-in-
southwest-charlotte 

For another story, see item 41  
 
[Return to top]  

Water Sector 

34. August 23, Jackson County Floridian – (Florida) Raw sewage runs into river. Raw 
sewage was discovered flowing from a ditch into the Chipola River the morning of 
August 21 after a line ruptured at a lift station near Spring Creek Park on U.S. 90, just 
beyond the east-end Mariana, Florida city limits. The break caused the lift station to fail 
and raw sewage to enter the ditch. It was described by county officials as a “pressurized 
leak” that also caused water to bubble up over a manhole cover on the property where 
the lift station and broken pipe is located. Jackson County temporarily closed Spring 
Creek Park, and the county’s other downstream river access points and posted signs 
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warning the public of possible bacteriological contamination in the water. Samples 
have been gathered and sent to a lab to determine the level of contamination. It was not 
known how long the sewage was flowing into the river before the break was 
discovered, but lab results were expected to arrive August 23. 
Source: http://www2.jcfloridan.com/news/2011/aug/23/raw-sewage-runs-river-ar-
2307713/ 

35. August 23, Detroit Free Press – (Michigan) 3 million in metro Detroit served by 
water system that could close by end of year. Water treatment plant operators, 
Macomb and St. Clair county health department officials, and the Michigan 
Department of Environmental Quality met August 23 to discuss ways to maintain the 
real-time water monitoring system that stretches from Port Huron to Wyandotte before 
a lack of funding shuts down the system by the end of the year. The system, running at 
a reduced level because of a lack of funds, looks for chemicals and oil products from 
undetected spills or purposeful contamination at 13 intakes at water treatment plants. If 
it is shut down, the water for 3 million people in Wayne, Oakland, Macomb, Monroe, 
St. Clair, and Washtenaw counties will be monitored, but not as many times per day, 
and for not as many chemicals. 
Source: http://www.freep.com/article/20110823/NEWS04/108230347/3-million-metro-
Detroit-served-by-water-system-could-close-by-end-year 

36. August 22, CBS; Associated Press – (New York) Drugs found in New York tap 
water: Cause for alarm. Trace levels of medicines and personal care products were 
detected in New York City's drinking water. Samples from three upstate watersheds 
between March and December last year detected 14 drugs and personal care products at 
least once, the department of environmental protection reported. None were found at 
levels that would pose a risk to the city's 9 million residents, although, a scientist with a 
Washington D.C.-based watchdog organization told CBS News in an e-mail, "we 
cannot be assured that the final mix is safe." The study followed one done in 2009 that 
also detected tiny amounts of pharmaceuticals and personal care products in water. The 
initial study was prompted in part by an Associated Press investigation that found 
pharmaceuticals in drinking water of dozens of the country's major water providers, 
serving 41 million people. Human health risks from trace pharmaceuticals are unclear, 
and the federal government does not regulate their levels in drinking water. 
Source: http://www.cbsnews.com/8301-504763_162-20095389-10391704.html 

For more stories, see items 1, 2, and 4  
 
[Return to top]  

Public Health and Healthcare Sector 

37. August 23, Fort Wayne Journal-Gazette – (Indiana) Health officials plan mosquito 
spraying. Allen County, Indiana, health officials will spray for mosquitoes the night of 
August 23 to control West Nile virus activity. Crews from the Fort Wayne-Allen 
County Department of Health will spray within the following areas: St. Joe Township, 
Lake Township, Eel River Township, Aboite Township, Aboite Township, and 
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Springfield Township. Spraying will begin about 8:30 p.m. but will not occur if the 
temperature is below 55 degrees, winds exceed 10 miles-per-hour or it is raining. The 
pesticide is a low-volume concentration considered safe for humans and pets, but 
people and pets should stay inside during spraying. This year the health department has 
tested 314 mosquito samples and 22 have been positive for West Nile virus. No human 
cases have been reported in Allen County. 
Source: 
http://www.journalgazette.net/article/20110823/LOCAL/308239927/1002/LOCAL 

38. August 23, Palm Springs Desert Sun – (California) Nationwide drug shortage hits 
valley. The Desert Regional Medical Center has run out of a chemotherapy drug for 
new patients as the nationwide prescription drug shortage reached the Coachella 
Valley, California. The Palm Springs hospital no longer can offer Doxil, used to treat 
ovarian and breast cancer, to any patient enrolled after August 5, said the director of the 
hospital's Comprehensive Cancer Center. Those patients have been placed on a waiting 
list for their treatment. The hospital also is “running on fumes” with Taxol, he said, 
which is used to treat more than a dozen different cancers including lung, bladder, and 
Kaposi's sarcoma, which is a cancerous tumor often associated with AIDS. 
Source: http://www.mydesert.com/article/20110823/NEWS01/108230309/Nationwide-
drug-shortage-hits-valley 

39. August 22, KABC 7 Los Angeles; Associated Press – (California) Medical files of CA 
residents sat unsecured on Internet. KABC 7 Los Angeles, and the Associated Press 
reported August 22 that a researcher with Identity Finder discovered medical files 
belonging to nearly 300,000 Californians unsecured on the Internet. He found it 
through Internet searches, a common tactic for finding private data posted on unsecured 
sites. The data included insurance forms, Social Security numbers, doctors' notes, and 
detailed file summaries, such as a maintenance worker's broken ribs and one man's bout 
with sexual dysfunction. It was placed on a Web site by Southern California Medical-
Legal Consultants. The company thought only clients could access it. The information 
has since been removed. California, like most states, has a law requiring companies to 
notify consumers when their information has been breached. It was unclear if all 
patients had been notified. The researcher alerted the Associated Press after his 
discovery. 
Source: http://abclocal.go.com/kabc/story?section=news/state&id=8320170 

40. August 22, Fort Collins Coloradoan – (Colorado) Dogs nab 2 suspects in Fort Collins 
medical marijuana dispensary robbery. Two men are in police custody after being 
accused of robbing a medical marijuana dispensary in Fort Collins, Colorado, after 
tying up three employees at gunpoint. The two men are accused of robbing the Herbal 
Wellness dispensary August 21. Police said a passerby reported seeing a man with a 
gun entering the store shortly after 5 p.m. "According to employees, two male suspects 
wearing masks, dark clothing and carrying handguns entered the store to rob the 
business. A male employee attempted to flee and was chased by one of the suspects and 
forced to return to the store at gunpoint. Once inside, the three employees were bound 
and forced to lie on the floor during the robbery as the suspects stole marijuana and 
cash receipts from the store," a police spokeswoman said. 
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Source: http://www.coloradoan.com/article/20110822/UPDATES01/110822024/Dogs-
nab-2-suspects-Fort-Collins-medical-marijuana-dispensary-
robbery?odyssey=mod|mostcom 

[Return to top]  

Government Facilities Sector 

41. August 23, Washington Post – (Virginia; National) Earthquake rattles Washington 
area. A 5.9 magnitude earthquake struck the Washington D.C. area August 23, shaking 
buildings and prompting office workers to pour into the streets of the U.S. Capital. The 
earthquake’s epicenter was 9 miles south of Mineral, Virginia, and 87 miles southwest 
of Washington, D.C., according to the U.S. Geological Survey (USGS). At 2.8 
magnitude aftershock was reported at 2:46 p.m. Employees fled the U.S. Capitol, and 
the House and Senate office buildings were evacuated. Most members of Congress 
were back in their home districts for the August recess. The Union Station complex of 
train and bus terminals and shops and restaurants was also evacuated. All buildings of 
the Smithsonian Institution, including Washington’s major museums, closed for the 
day. The quake caused major transportation tie-ups, with trains running slowly because 
of track inspections and massive traffic jams reported in parts of the region. All Fairfax 
County Public Schools activities were canceled for the evening, although those schools 
that house polling places for the Virginia primary elections will remain open until the 
polls close, officials said. The quake shook the foundations of the Pentagon, which was 
temporarily evacuated. A Congressional staffer reported that a portion of a building 
collapsed on the 300 block of Pennsylvania Avenue in Southeast. At the National 
Cathedral, the tip of a spire crashed down onto the steps on Pilgrim Road. A U.S. Park 
Police helicopter did a “preliminary survey” of Washington’s monuments by air and 
did not find any ”obvious damage,” a spokesman said. D.C. Fire officials were 
investigating reports of significant cracks in buildings at the Ecuadoran Embassy and 
Bell Multicultural School, a spokesman said. According to federal officials, two 
nuclear reactors were taken offline near the quake epicenter, but there were no initial 
reports of damage. In New York City, buildings shook briefly. Government buildings 
in the city, including city hall, were evacuated. Early reports on the USGS Web site 
indicated the quake was felt from New York City to Charlotte, North Carolina, and as 
far west as Cleveland, Ohio. 
Source: http://www.washingtonpost.com/earthquake-rattles-washington-
area/2011/08/23/gIQATMOGZJ_story.html 

42. August 22, Orange County Register – (California) D.A.: DMV worker took cash for 
licenses. The arraignment August 15 of a Fullerton, California, Department of Motor 
Vehicles employee accused of issuing 12 commercial drivers licenses after falsifying 
computer records in exchange for money was continued to August 26, in Santa Ana, 
California. The 37-year-old Fullerton woman faces a possible 22 years in prison if 
convicted of 19 felony counts of altering public documents and 19 counts of fraud, 
according to a news release. The dozen fraudulently approved licenses have been 
revoked, said the chief of staff for the Orange County District Attorney's Office. 
Between June 10, 2009, and April 27, 2010, the woman accepted $23,000 from 12 
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people to alter their driver's license records showing they passed the written and driving 
tests to obtain a commercial license, and issued them permits, prosecutors said. None of 
the drivers passed any of the tests, some of which were safety-related, including proper 
use of specialized brakes, pulling double trailers, and being able to drive semi-trucks 
and other commercial vehicles. The drivers were referred to her through a third party or 
parties, who are still unidentified, and it remains unclear how the money was split 
between her and the other person or persons, the district attorney's release said. 
Source: http://www.ocregister.com/news/carbajal-313231-dmv-
drivers.html?nstrack=sid:2321152|met:102|cat:227|order:3 

43. August 22, WSB 2 Atlanta – (Georgia) Caller phones in bomb threat at Fulton 
Courthouse. A bomb threat was called in August 22 at the Fulton County Courthouse 
in Atlanta, Georgia, amid a bomb scare, according to the Atlanta Fire Department. The 
building was evacuated and several streets surrounding the courthouse, including 
Peachtree and Forsyth streets, were blocked off while authorities investigated. 
Evacuees waited across the street near a homeless food line area while authorities 
searched the area. Bomb-sniffing dogs from state and federal agencies scoured the area, 
but nothing was found. After an hour of searching, authorities left the area and people 
were allowed back into the building. 
Source: http://www.wsbtv.com/news/28935952/detail.html 

44. August 22, Computerworld – (International) Yale warns 43,000 about 10-month-long 
data breach. Yale University in New Haven, Connecticut, has notified about 43,000 
faculty, staff, students, and alumni that their names and Social Security numbers were 
publicly available via Google search for about 10 months. All of the victims were 
affiliated with Yale in 1999, and are being offered identity theft insurance and free 
credit monitoring services for 2 years, the university said in a statement the week of 
August 15. The breach resulted when a File Transfer Protocol (FTP) server on which 
the data was stored became searchable via Google as the result of a change the search 
engine giant made in September 2010, the Yale Daily News reported. The online 
publication reported that the Yale IT services director said the FTP server holding the 
compromised information was used mainly for open-source materials. 
Source: 
http://www.computerworld.com/s/article/9219369/Yale_warns_43_000_about_10_mon
th_long_data_breach 

For more stories, see items 11, 22, 24, 55, and 61  
 
[Return to top]  

Emergency Services Sector 

45. August 23, Modesto Bee – (California) Man kills himself inside Modesto fire 
station. Modesto, California investigators are trying to determine why a man would 
break into a fire station and kill himself. The odd incident occurred August 22 at the 
Modesto Fire Department's Station No. 2 on Chicago Avenue, authorities said. The 
man, described as Latino in his 20s, shot through a window, entered the building and 
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then shot himself to death, a Modesto police sergeant said. All three firefighters at the 
station were sleeping. One was awoken by what he thought was a sound of gunfire at 
about 3 a.m., but dismissed it and went back to sleep, the battalion chief said. At about 
6:30 a.m., a firefighter discovered the dead man on the other side of the building from 
where the firefighters sleep. A gun was nearby. The sergeant said the man entered a 
window on the west side of the 7,000 square-foot building that is separated by a 
breezeway from a city community center next to James Marshall Park. 
Source: http://www.firefightingnews.com/article-us.cfm?articleID=99921 

46. August 22, KGPE 47 Fresno – (California) Fire at police station may be tied to Bay 
Area protests. The fire at a Southwest Fresno, California police sub-station August 22 
has been ruled an arson fire. And there are claims the fire was set as a show of support 
for protests in the San Francisco Bay Area over the shooting of a homeless man by Bay 
Area Rapid Transit police. Investigators in Fresno believe a police truck was the target. 
Two other cars parked next to it in the Southwest Fresno substation were damaged. 
Officers recovered a bottle at the scene that night. And investigators said the fire was 
started with a flammable liquid. 
Source: http://www.cbs47.tv/news/local/story/Fire-at-Police-Station-May-Be-Tied-to-
Bay-Area/JxMBR7hykUu_zuO48cjZAw.cspx 

47. August 22, Associated Press – (Nevada) Vegas police halt jail visits, cite ‘safety’ 
issue. Las Vegas, Nevada police said family visitation and in-house inmate programs 
have been suspended at the Clark County Detention Center due to what a statement 
calls "contraband and other safety concerns." A police officer told the Associated Press 
the order was put in effect August 22 and is expected to last until August 26. He said 
telephone service was not interrupted for the 3,200 inmates at the 12-story jail. He said 
official business, including attorney visits, also is not affected. 
Source: http://www.lasvegassun.com/news/2011/aug/22/nv-jail-closed-vegas/ 

For another story, see item 23  
 
[Return to top]  

Information Technology Sector 

48. August 23, H Security – (International) Chrome 13 update patches security 
vulnerabilities. Google released version 13.0.782.215 of Chrome for all of its 
supported platforms, including Chromebooks. According to Google, this maintenance 
and security update to Chrome 13 addresses 11 vulnerabilities. The latest Stable 
channel release of the Web browser corrects a Windows-only memory corruption issue, 
rated as "critical" by Google, in vertex handing. Other holes closed include nine "high-
risk" bugs, ranging from multiple use-after-free errors, a cross-origin violation, an 
integer overflow in uniform arrays and an out-of-bounds write problem in the V8 
JavaScript engine, to memory corruption bugs and problems with the built-in PDF 
viewer. A medium-risk bug related to URL parsing on Windows systems has also been 
fixed. 

http://www.firefightingnews.com/article-us.cfm?articleID=99921�
http://www.cbs47.tv/news/local/story/Fire-at-Police-Station-May-Be-Tied-to-Bay-Area/JxMBR7hykUu_zuO48cjZAw.cspx�
http://www.cbs47.tv/news/local/story/Fire-at-Police-Station-May-Be-Tied-to-Bay-Area/JxMBR7hykUu_zuO48cjZAw.cspx�
http://www.lasvegassun.com/news/2011/aug/22/nv-jail-closed-vegas/�


 - 20 - 

Source: http://www.h-online.com/security/news/item/Chrome-13-update-patches-
security-vulnerabilities-1328183.html 

49. August 22, The Register – (International) Skype bug may expose users to malicious 
code. The latest version of Skype for Windows contains a security vulnerability that 
allows attackers to inject potentially dangerous code into a user's phone session, a 
German security researcher reported. The XSS, or cross-site scripting, vulnerability in 
Skype 5.5.0.113 is the result of the voice-over-IP client failing to inspect user-supplied 
phone numbers for malicious code, the researcher said. As a result, attackers might be 
able to exploit the bug to inject commands or scripts that hijack the machine running 
the program. “An attacker could for example inject HTML/JavaScript code,” the 
researcher wrote in an advisory published August 23. ”It has not been verified though, 
if it's possible to hijack cookies or to attack the underlying operating system.” An 
attacker might also exploit the vulnerability to remotely execute malicious JavaScript 
files on external Web sites, he said. A Skype spokeswoman disputed the researcher's 
account: "We have had this reported to us by various media outlets and have confirmed 
that the person is mistaken, this is not a Web window and while it does cause a phone 
number to be underlined, it does nothing other than this." 
Source: http://www.theregister.co.uk/2011/08/22/skype_security_bug/ 

For more stories, see items 17, 21, 39, and 44  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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Communications Sector 

50. August 23, CNN – (National) East Coast quake causes major cell service 
disruptions. Cell service along the East Coast was spotty for about a half hour August 
23 following a Virginia-based earthquake that was felt as far away as New England. 
There were no reports of downed cell towers or wires, but mobile providers said the 
fact that millions of people tried to make cell phone calls at the same time 
overwhelmed cellular relay stations. Verizon Wireless reported network congestion for 
some customers in the Eastern United States for about 20 minutes following the 
earthquake, which hit just before 2 p.m. The quake measured at 5.9 on the Richter 
scale. A Verizon spokesman said the mobile company's infrastructure was built to 
withstand earthquakes of such a magnitude. An AT&T spokesman also said that there 
was no infrastructure damage, but the network continues to see "heavy call volumes." 
He said customers that could not connect might try to communicate by text message, 
which requires far less bandwidth than phone calls. Sprint told customers via Twitter 
the provider is experiencing intermittent delays connecting phone calls following the 
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earthquake, citing a "temporary mass calling event." A T-Mobile spokesman also 
confirmed that the network was experiencing higher call volumes in all earthquake-
affected areas. 
Source: 
http://money.cnn.com/2011/08/23/technology/earthquake_phone_service_outages/ 

51. August 22, Federal Communications Commission – (National) Genachowski 
announces elimination of 83 outdated media rules. The Federal Communications 
Commission (FCC) Chairman August 22 announced the elimination of 83 outdated and 
obsolete media-related rules, including Fairness Doctrine regulations. The August 22 
action is part of the FCC's reform agenda, which includes retrospective review of rules, 
elimination of rules that are no longer needed, and revision of rules to reflect changes 
in technology, thereby clearing the path for greater competition, investment, and job 
creation. The Fairness Doctrine is not currently enforced by the FCC and has not been 
applied for more than 20 years. In addition, the FCC also announced the deletion of 
obsolete "broadcast flag," cable programming service tier rate, and broadcast 
applications and proceedings rules. The elimination of these rules adds to the over 50 
outdated regulations that have already been deleted as part of the regulatory review 
process. Moreover, the FCC has reduced Commission backlogs, including an 89 
percent reduction in satellite licensing applications, and a 30 percent reduction in 
broadcast licensing applications. The FCC is currently in the process of moving to 
eliminate 25 sets of data collections from industry that are no longer necessary. 
Source: http://www.fcc.gov/document/genachowski-announces-elimination-83-
outdated-media-rules 

For more stories, see items 23, 49, and 54  
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Commercial Facilities Sector 

52. August 23, Associated Press – (Pennsylvania) Gunfire at Philly basketball court 
injures 6. Police said gunfire erupted at a southwest Philadelphia, Pennsylvania 
basketball court during halftime of an adult league game with hundreds of spectators, 
injuring six people, one critically August 22. An official with Southwest Detectives 
said about 500 people were at the 19-and-over league playoff game at Kingsessing 
Recreation Center when shots rang out at about 8:45 p.m. He said five men and one 
woman were taken to the Hospital of the University of Pennsylvania, where one man 
hit in the stomach was in surgery, but the others were stable with injuries to their lower 
extremities. He said at least 11 shots were fired, and another person in the crowd may 
have returned fire. 
Source: http://www.foxnews.com/us/2011/08/23/gunfire-at-philly-basketball-court-
injures-6/ 

53. August 22, Amarillo Globe-News – (Texas) Bomb squad removes suspicious package 
found outside civic center. The Amarillo, Texas, Police Department Bomb Squad 
removed a suspicious package from a loading dock on the northwest corner of the 
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Amarillo Civic Center in the evening August 22. A civilian found the shoebox-size 
package on the dock of the center about 5:40 p.m. and notified police. An officer 
inspected the device, agreed it was suspicious, and called in the bomb squad, officials 
said. Police officers blocked off Southeast Fourth Avenue and Buchanan Street for 
about an hour and a half to move traffic away from the northwest dock. The official 
would not elaborate on what made the package look suspicious. The bomb squad used a 
remote-controlled robot to load the package into an explosion-proof container on a 
trailer and whisked it away from the scene. The device was to be taken to an 
undisclosed remote location where the bomb squad could examine it safely and dispose 
of it. Police reopened roads as soon as officers removed the package from the scene. 
Police evacuated the North Exhibit Hall while the device remained on the scene, the 
civic center manager said. 
Source: http://amarillo.com/news/local-news/2011-08-22/bomb-squad-removes-
suspicious-package-found-outside-civic-center#.TlORx11QhDg 

54. August 22, Missoula Missoulian – (Montana) Missoula DirecTV evacuated after 
disgruntled ex-worker delivers odd package. About 400 employees were ordered to 
leave Missoula, Montana's DirecTV call center August 22 after a former employee 
allegedly delivered a package filled with white powder, satanic symbols, and photos of 
the human resources worker who had fired her, according to the Missoula County 
Sheriff's Department. A 24-year-old Missoula woman was being questioned by 
authorities late August 22 in connection with the incident, a sheriff's detective said. He 
said the former employee told authorities "she wanted to make the recipient of the 
envelope nervous for a few days because he had recently fired her from DirecTV." 
Employees were ordered to evacuate and a Missoula Rural Fire HazMat team was 
called. People reviewing a security tape recognized the woman as a former employee, 
the detective noted. Law enforcement officers who went to the woman's home found 
more of the substance on her porch, he said. It turned out to be table salt. While 
authorities were there, the woman returned home and was taken into custody. The 
woman may face a charge of assault with a weapon because the substance was 
perceived as a biological weapon, the detective said. 
Source: http://missoulian.com/news/local/article_b64400ea-cd33-11e0-8940-
001cc4c03286.html 

For more stories, see items 10, 11, 23, 24, 34, 41, 57, and 58  
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National Monuments and Icons Sector 

55. August 23, Washington Post – (District of Columbia; Maryland) Police: Man planned 
fireworks protest on Mall. A 27-year-old Stuart, Florida man found with a large 
amount of fireworks in his SUV, and a homemade turret to launch them, planned to set 
off the devices on the National Mall to protest the banking industry, police said. The 
suspect was arrested about 8:30 p.m. August 22 after an officer discovered his Jeep 
Cherokee during a routine patrol of Cabin John Park in Bethesda, Maryland, a 
spokeswoman for the Maryland-National Capital Park Police said. The suspect had 
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stopped at the park on his way to the Mall to detonate the fireworks, the spokeswoman 
said. The suspect told police he did not plan to harm anyone, but a Montgomery County 
assistant fire chief said the man had enough fireworks to cause “significant bodily 
harm." The improvised turret was atop the man’s vehicle but concealed by a tarp, the 
assistant fire chief said. The device made of PVC pipes could be swiveled to shoot 
fireworks in different directions. The suspect could control it by reaching out the 
driver’s side window. The suspect told officers he was specifically in the Washington 
D.C. area to carry out the protest, but it was unclear where he planned to set off the 
fireworks. The Joint Terrorism Task Force was also notified of the incident. 
Source: http://www.washingtonpost.com/blogs/crime-scene/post/police-man-planned-
fireworks-protest-on-mall/2011/08/23/gIQAYghQYJ_blog.html 

56. August 22, Associated Press – (Washington) SE Wash. pot bust removes 25,000 
marijuana plants. Law enforcement officers said more than 25,000 marijuana plants 
were removed August 18 from an area of southeast Washington near Dayton. A multi-
agency team including the Columbia County sheriff's office, the U.S. Forest Service, 
and the Washington State Patrol's marijuana eradication team removed the plants from 
the Eckler Mountain area of Columbia County. A Columbia County narcotics deputy 
said the plants have a combined street value of more than $25 million. The Tri-City 
Herald said a news release August 22 details the bust. The seizure follows a grow bust 
of 2,300 marijuana plants worth about $2.3 million August 17. Several people have 
been arrested. 
Source: http://www.seattlepi.com/news/article/SE-Wash-pot-bust-removes-25-000-
marijuana-plants-2136493.php 

57. August 22, Ravalli Republic – (Idaho; Montana) Fire in Idaho wilderness moves onto 
Bitterroot National Forest. The Saddle Complex fire burning in a remote portion of 
Idaho's Frank Church-River of No Return Wilderness moved onto the Bitterroot 
National Forest the afternoon of August 21 and grew to 1,018 acres during the day 
August 22. The complex is comprised of two wildfires burning near the Montana-Idaho 
border about 20 miles southwest of Painted Rocks State Park — the Saddle fire on the 
Idaho side, and the 27-acre Stud fire on the Montana side of the border. According to a 
Salmon-Challis National Forests public information officer, both fires are burning in an 
area that has not been impacted by fire in more than 100 years. The Saddle fire is being 
managed for resource benefits, meaning it is not actively being suppressed. Officials 
chose not to staff the Stud fire due to the high safety risk to firefighters in the steep 
terrain and dense fuels and the limited values threatened. The fires are being managed 
as a complex by a Salmon-Challis National Forest Type 3 team in a joint effort with the 
Bitterroot National Forest. The only threatened structures are on a wilderness in-
holding with seven cabins near Horse Creek Hot Springs called Gattin Ranch. Fire 
officials August 22 were forced to close the Horse Creek Hot Springs because of the 
fire's proximity to the campground. The fires burning in the Saddle Complex were 
ignited by lightning and flared up during high winds August 18. 
Source: http://missoulian.com/news/state-and-regional/article_0583d180-cd3e-11e0-
b7a8-001cc4c03286.html 
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58. August 22, Associated Press – (California) 2 wildfires burn nearly 500 acres in 
California. Crews battled two major wildfires August 22 in Southern California's 
inland region, with one destroying a home in the San Bernardino National Forest, and 
another forcing a temporary evacuation of 50 homes near Perris. A brush fire was 
sparked by welding activity in the unincorporated Good Hope community, a Riverside 
County fire captain said. Flames chewed through 125 acres of brush and an ecological 
preserve, at one point threatening a University of California, Riverside education 
complex, before moving toward homes, he said. The evacuation order was lifted by late 
August 22 after the fire was 60 percent contained. About 190 firefighters aided by 
helicopters, air tankers, engines, and bulldozers were battling the fire. 
Source: http://www.mercurynews.com/breaking-news/ci_18733947 

59. August 22, Las Vegas Sun – (Nevada) Man gets 15 months for shooting paint balls at 
petroglyphs. A 21-year-old Bullhead City, Arizona man received a 15-month federal 
prison sentence August 22 after pleading guilty to using a paint-ball gun to shoot at 
petroglyphs in the Lake Mead National Recreation Area in March 2010, a Nevada U.S. 
Attorney said. The man was sentenced following a 2-hour hearing in which members of 
six Colorado River Native American tribes addressed the court. He pleaded guilty May 
18 to unlawful defacement of an archaeological resource, a felony violation of the 
Archaeological Resources Protection Act. The man said while he was in Grapevine 
Canyon, he shot paint-ball pellets at Native American rock art panels and petroglyphs. 
The canyon lies within the Lake Mead National Recreational Area and is just west of 
Laughlin, Nevada. The area contains more than 700 petroglyphs and numerous rock 
shelters, and is listed on the Interior Department's National Register of Historical 
Places. The man used a fully automatic paint-ball gun and oil-based pellets to shoot at 
the petroglyphs. Roughly 38 areas containing petroglyphs were defaced, and hundreds 
of paint balls were scattered and recovered from the canyon. The investigation was 
conducted by the National Park Service. 
Source: http://www.lasvegassun.com/news/2011/aug/22/man-gets-15-months-using-
paint-ball-gun-damage-pet/ 

For another story, see item 41  
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Dams Sector 

60. August 23, KCAU 9 Sioux City – (South Dakota) Receding waters make levee patrol 
by boat harder. Lower water levels on the Missouri River made safety patrols by boat 
to check the levees more difficult, KCAU 9 Sioux City reported August 23. The river 
dropped 2 feet in a few days on the southern levee in the Dakota Dunes, South Dakota. 
"Now it limits where we can go around the levees or dictates what path we have to take 
to do levee inspections," the South Dakota Game, Fish, and Parks Department said. 
Source: http://www.kcautv.com/story/15311467/receding-waters-making-levee-patrol-
by-boat-harder 
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61. August 22, KFYR 5 Bismarck – (North Dakota) Clay dike removal progress. The U.S. 
Army Corps of Engineers removed about 20 percent of the dikes in Minot, North 
Dakota, including those of Perkett and Sunny Side Schools. August 22 was the third 
day for crews working on removing clay from 5th Avenue. The Corps said the dikes 
must come down because the clay has been saturated making the levees unstable. A 
Lieutenant with the Army Corps of Engineers said, “we do have the road on 5th 
Avenue Northwest open. Hopefully, we will be done in this area within about 2 
weeks.” The crews are removing about 100-110 loads of clay a day, and expect to be 
finished by the end of September. 
Source: http://www.kfyrtv.com/News_Stories.asp?news=51801 
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