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Top Stories 

• A hurricane that flooded streets and knocked out power to more than 1 million customers 
in Puerto Rico was headed toward the southeast U.S. coast August 22. – msnbc.com; 
Reuters; Associated Press (See item 1)  

• Flash flooding on a main street in Pittsburgh killed 4 people, stranded dozens of vehicles, 
and prompted emergency officials to rescue 11 people August 19. – Associated Press (See
item 23)  
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: LOW, Cyber: LOW 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. August 22, msnbc.com; Reuters; Associated Press – (Puerto Rico; International; 
National) Hurricane Irene grows on path to US Southeast. Hurricane Irene could be 
a major storm with winds above 110 mph when it reaches the Southeast U.S. coast, the 
U.S. National Hurricane Center warned August 22 as Puerto Rico cleaned up and the 
Dominican Republic geared up. Puerto Ricans awoke to flooded and debris-strewn 
streets following the overnight passage of Hurricane Irene, which was moving just 
north of the Dominican Republic as a Category 1 hurricane. The first hurricane of the 
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2011 Atlantic season flooded streets, knocked down trees throughout the island, caused 
several rivers to overflow their banks and left more than 1 million Puerto Ricans 
without power. But there were no immediate reports of any deaths. Most computer 
forecast models show Irene swinging up parallel to Florida's east coast starting August 
25 with possible eventual landfall on the Georgia or South Carolina coast August 27. 
Forecasters said a low pressure trough over the eastern United States was expected to 
shift Irene's track to the east, reducing the risk of a direct landfall in densely populated 
South Florida. After landfall, Irene could still be felt farther north as a hurricane or 
tropical storm. "Irene has the potential to implicate millions from the Southeast coast to 
the New England coast," a Weather.com meteorologist wrote. 
Source: 
http://www.msnbc.msn.com/id/44218395/ns/weather/?GT1=43001#.TlKbp2Eg2Tw 

2. August 22, Baltimore Sun – (Maryland) Most BGE customers to have power 
restored by afternoon. The majority of customers in central Maryland who lost power 
during storms August 21 were expected to have their electric service restored by early 
August 22, Baltimore Gas & Electric (BG&E) officials said, though some scattered 
outages will extend later in the day. Since the storms began August 19, the utility 
company has restored service to more than 100,000 customers, including 36,000 homes 
and businesses August 21. A series of strong weather systems with heavy rain, 
lightning, and wind began August 19, and continued sporadically through the weekend, 
causing disruptions in BGE's Central Maryland service area. Workers had to contend 
with downed trees and large limbs, many of which had fallen onto power lines and 
other electric equipment. The hardest hit areas were Baltimore City, Baltimore, 
Howard, and Anne Arundel counties, the utility reported. 
Source: http://www.baltimoresun.com/news/maryland/bs-md-power-outages-
20110822,0,7719573.story 

3. August 21, Salt Lake Tribune – (Utah) About 2,000 gallons of gasoline spill in West 
Bountiful. A gasoline tanker overturned in West Bountiful, Utah, August 21, spilling at 
least 2,000 gallons of gasoline into a storm drain. The tanker was towing a smaller 
second trailer when the driver tried to execute a U-turn at 500 South and 700 West, said 
the South Davis Metro fire chief. The second trailer, full of 4,100 gallons of gasoline, 
overturned, spilling at least half of its contents, the fire chief said. Absorbent booms 
were placed inside the storm drain to stop the flow of the gasoline toward the Bountiful 
pond and the Great Salt Lake. 500 South was expected to be closed for cleanup work 
from 700 West to 800 West until 3 a.m. August 22. 
Source: http://www.sltrib.com/sltrib/news/52429688-78/gasoline-west-gallons-
rampton.html.csp 

4. August 20, KOAT 7 Albuquerque and Associated Press – (New Mexico) 1 dead in 
Gallup tanker crash. The McKinley County Sheriff's Department said a 9,000-gallon 
fuel tanker crashed into a building near Highway 491 and Maloney Road in Gallup, 
New Mexico, August 19. New Mexico state police said a Sun Loans store employee 
died and at least three others, including the driver of the tanker, were critically injured 
in the accident. Authorities said they are considering the possibility that the driver of 
the tanker suffered some sort of medical episode. Hazardous materials crews were sent 

http://www.msnbc.msn.com/id/44218395/ns/weather/?GT1=43001#.TlKbp2Eg2Tw�
http://www.baltimoresun.com/news/maryland/bs-md-power-outages-20110822,0,7719573.story�
http://www.baltimoresun.com/news/maryland/bs-md-power-outages-20110822,0,7719573.story�
http://www.sltrib.com/sltrib/news/52429688-78/gasoline-west-gallons-rampton.html.csp�
http://www.sltrib.com/sltrib/news/52429688-78/gasoline-west-gallons-rampton.html.csp�


 - 3 - 

to the scene because the truck leaked some diesel fuel, although the actual tanker was 
empty. According to NMRoads.com late August 19, people were being evacuated from 
the area near the crash. U.S. 491 was closed in both directions from Interstate 40 to 
Jefferson Avenue. I-40 off ramps were closed at Exit 20, and NM 602 northbound was 
closed from Aztec to I-40. Maloney Avenue was also closed to Ninth Street. 
Source: http://www.koat.com/r/28918161/detail.html 

5. August 20, KTRK 13 Houston – (Texas) Crews work to clean up fuel spill at Texas 
City Dike. Crews were working to contain a fuel spill that happened at the Texas City 
BP dock August 19 in Texas City, Texas. About 50 barrels of fuel spilled into the 
water. The Texas City Dike was closed August 19 at 8 p.m. as a precaution, but 
reopened August 20 around 9:30 a.m. Environmental assessments yielded no threat to 
wildlife or humans, according to the regional director with the Texas General Land 
Office. About 2,100 gallons of oil spilled into the channel. Officials said it could take 
up to a week to clean. The leak happened at Dock 34, which is owned by BP. Officials 
still are not sure how it happened, but they know something went wrong while oil was 
being transferred from the dock to storage tanks on a barge. Buffalo Marine Service 
owns the barge. Another company — AccuTrans — was carrying out the transfer. 
According to officials, Buffalo Marine Service has been named as the responsible 
party. 
Source: http://abclocal.go.com/ktrk/story?section=news/local&id=8317816 

6. August 20, WJXT 4 Jacksonville – (Florida) Gas station blast rocks St. Augustine. A 
petroleum-fueled fire burned for 3 hours after an explosion at a gas station in St. 
Augustine, Florida, August 19. The station and surrounding buildings were gutted, 
neighbors were displaced for hours, and traffic remained diverted around the scene at 
11 p.m. Authorities said fuel was being delivered at the BP gas station when the 
explosion occurred just before 5 p.m. Officials confirmed that the one person who was 
injured in the initial blast was dragged away from the flames by several people. 
Residents told WJXT 4 Jacksonville that an explosion could be heard 5 miles from the 
gas station. Black smoke from the fire was visible from Clay County, 25 miles to the 
west. The sheriff's office initially asked residents within one-half mile of the fire to 
leave the area, but that was lifted about 45 minutes later. People who live or work in the 
immediate area, were not allowed to return the rest of the night. Power was knocked 
out to about 2,000 homes and businesses. All but a few had power back on by 11 p.m. 
A St. Johns County Sheriff's Office official said the fire was contained to the gas 
station site, but many buildings were heavily damaged, possibly destroyed. He said 
there would be an extensive investigation into the cause of the fire by local, state, and 
federal agencies. The results might not be available for several days. 
Source: http://www.news4jax.com/news/28919477/detail.html?hpt=us_bn5 

For more stories, see items 18 and 51  
 
[Return to top]  

Chemical Industry Sector 
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7. August 20, WDSU 6 New Orleans – (Louisiana) Huey P. Long Bridge reopens after 
wreck. A hazardous materials team was called to an overturned 18-wheeler leaking 
hazardous materials on the Huey P. Long Bridge in New Orleans, Louisiana, August 
19, police said. Investigators said the truck overturned on the eastbound side of the 
bridge at about 4:45 p.m. The truck, which was carrying tetrabutylin chloride, was 
found to not be leaking. Crews closed the highway so they could remove the disabled 
truck. All roads were reopened at about 11:30 p.m., Louisiana State Police said. 
Source: http://www.wdsu.com/r/28921252/detail.html 

8. August 20, Delaware County Daily Times – (Pennsylvania; Delaware) Leak from 
truck causes shutdown of I-95, 420. A chemical leak from a southbound tanker truck 
on I-95 shut down the highway and Route 420 in both directions near Tinicum, 
Pennsylvania August 19. A Pennsylvania State Police trooper noticed a leak at about 
4:45 p.m. and pulled the tanker over at the Tinicum exit. The leak continued for 5 to 10 
minutes after the truck pulled over, and then it stopped by itself, the Tinicum assistant 
fire chief said. Owned by New Jersey-based Dana Transport Inc., the truck was bound 
for St. Louis with 44,000 pounds of acetic anhydride. The roads were closed for more 
than 3 hours, and the assistant chief said they would not reopen until a decontamination 
unit assessed the damage, and Dana representatives offloaded the tanker. Acetic 
anhydride, used for the coating of photographic film, can be corrosive and noxious. 
State and federal environmental officials were dispatched to the scene because of the 
close proximity of a wildlife preserve, said the Delaware County Emergency Services 
executive. The incident snarled rush hour traffic in both directions, and caused backups 
from Philadelphia into the state of Delaware. 
Source: 
http://delcotimes.com/articles/2011/08/20/news/doc4e4f13c324ed0221697112.txt?view
mode=fullstory 

For more stories, see items 21 and 26  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

9. August 20, Pittsburgh Tribune-Review – (Pennsylvania) Cleanup of radioactive waste 
set in Armstrong. Some 50 years after it was first dumped, radioactive waste laying in 
trenches in Armstrong County, Pennsylvania, will be slowly dug up by the U.S. Army 
Corps of Engineers and taken away, starting the week of August 22. Over the next 8 
years or so, the Corps and its contractors will excavate10 trenches at the 44-acre site in 
Parks Township at an estimated cost between $150 million and $180 million, said a 
Corps spokesman August 19. The trenches were dug in the 1960s for the disposal of 
radioactive and chemical waste generated from the former Nuclear Materials and 
Equipment Corp.'s nuclear fuel plant in Apollo. To date, studies by the Corps have 
found no evidence of radioactive leaks from the trenches. "But we determined there 
was a risk in the future of this material migrating out and into the water supply," he 
said. Work crews will dig out some 24,300 cubic yards of radiological and chemical 
contaminated soils and debris — enough to fill a football field 8 feet deep. The 
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radioactive material will be transported to a permanent, certified radioactive disposal 
site in Utah, he said. 
Source: http://www.pittsburghlive.com/x/pittsburghtrib/business/s_752486.html 

10. August 20, Lower Hudson Journal News – (New York) Lightning strike knocks out a 
power source for Indian Point nuclear plant. A lightning strike temporarily knocked 
out an electricity source for the Indian Point nuclear power plant in Buchanan, New 
York, August 19. The bolt apparently struck in an electrical switchyard across the street 
from the plant, disabling one of the plant's three outside power sources for about an 
hour, plant officials said. Power at the plant's Unit 3 was reduced to about 70 percent 
following the lightning strike. Indian Point 2 remained at full power. Officials said no 
equipment was damaged in the incident, and they noted backup diesel generators 
kicked on to provide replacement power. 
Source: http://www.lohud.com/article/20110820/NEWS01/108200361/Lightning-
strike-knocks-out-power-source-Indian-Point-nuclear-plant-
?odyssey=mod|newswell|text|News|s 

11. August 19, MarketWatch – (Pennsylvania) PPL reports surprise shutdown at Pa 
nuclear plant. A reactor at PPL Corp.'s Susquehanna nuclear power plant near Salem, 
Pennsylvania, unexpectedly shut down August 19 while workers were performing 
routine tests, the company said. A PPL spokesman said no one was injured by the 
automatic shutdown, which happened as the unit's sensors performed routine equipment 
surveillance. The company has not yet determined whether the tests caused the reactor 
to shut down and stop generating electricity. Another unit at the two-reactor facility 
continues to operate at full power. 
Source: http://www.marketwatch.com/story/ppl-reports-surprise-shutdown-at-pa-
nuclear-plant-2011-08-19 

[Return to top]  

Critical Manufacturing Sector 
 

Nothing to report 
 
[Return to top]  

Defense Industrial Base Sector 

12. August 20, Air Force Times – (International) Air Force struggles to keep Pave Hawks 
in air. It is more difficult than ever to keep the 30-year-old Pave Hawk helicopter 
flying, and U.S. Air Force officials estimate only 57 percent of the combat search-and-
rescue fleet will be available for missions at any given time in 2011, Air Force Times 
reported August 20. The HH-60 is being flown twice as often as it was designed to fly, 
and it is taking a toll on the aircraft. The commander of Air Combatant Command 
(ACC) said the service was looking for budget solutions to replace the entire fleet of 99 
remaining Pave Hawks, but as a stop-gap, the Air Force was using appropriated funds 
to replace 13 aircraft lost in combat or retired. He said the HH-60s, which cost $26 
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million apiece, are often called upon because of their versatility and because they do 
not require special clearances needed by other aircraft to fly downrange. The Air Force 
announced in April that half the fleet was undergoing repairs to major structural cracks 
that made the HH-60s unsafe to fly. The cracks were primarily in the “308 beam,” 
which stretches over the roof of the helicopter and bears as much as 20,000 pounds 
when the chopper is fully loaded. ”The HH-60G Pave Hawk is a severely stressed 
aircraft showing the impacts of its demanding mission,” an ACC spokeswoman said. 
The mission-capable rate for fiscal 2010 was 59 percent and availability for fiscal 2011 
is trending toward 57 percent, she said. Air Force officials said in April that by 2015, 
the mission-capable rate would dip below 50 percent. 
Source: http://www.airforcetimes.com/news/2011/08/air-force-pave-hawks-keep-in-air-
082011w/ 

For another story, see item 38  
 
[Return to top]  

Banking and Finance Sector 

13. August 20, KABC 7 Los Angeles – (California) Triple threat bandit' hits 3 OC banks 
in 90 minutes. A brazen robber hit three different Orange County, California banks 
within 90 minutes August 19, earning him the nickname "triple threat bandit." Police 
said the man first hit the Orange County Credit Union on South Harbor Boulevard in 
Fullerton, then the Union Yes Federal Credit Union on West Chapman Avenue in 
Orange, then the U.S. Bank on Beach Boulevard in Buena Park. The three robberies 
were all conducted in a 90-minute span starting at 9:30 a.m. The suspect was described 
by witnesses as a black man in his 30s, weighing over 200 pounds with a muscular 
build. He was seen wearing a white polo-style shirt with blue jeans and may have been 
carrying a black backpack. In each robbery, he approached the teller and passed a note 
demanding large bills in 100s and 50s. No weapon was seen during the robberies. 
Source: 
http://abclocal.go.com/kabc/story?section=news/local/orange_county&id=8317700 

14. August 19, Federal Bureau of Investigation – (National) Real estate agent indicted in 
$50 million mortgage fraud scheme. A federal grand jury in Brooklyn, New York, 
returned an indictment August 19 charging a realtor with participating in a mortgage 
fraud scheme where he and others fraudulently obtained more than $50 million in 
loans. The indictment alleges the defendant conspired to defraud financial firms, 
including Bank of New York, JP Morgan Chase, Citibank, N.A., Countrywide 
Financial, Flushing Savings Bank, Fremont Investment and Loan, HSBC Bank USA, 
N.A., IndyMac Bank, One West Bank, U.S. Bank, and Wells Fargo & Company, and 
wholesale mortgage lenders, including New Century Mortgage Corporation and Ocwen 
Financial Corporation. He was charged with one count of conspiracy to commit bank 
and wire fraud, and 10 counts of bank fraud. As detailed in the indictment, from 1995 
to 2009, the suspect was a licensed real estate broker in New York, and also acted as a 
loan officer. As part of the alleged scheme, he submitted false loan applications and 
supporting documents to make borrowers of mortgage loans appear to be more 
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creditworthy than they actually were. Additionally, at the closings, he prepared and 
submitted documents that falsely misrepresented whether the borrowers actually made 
any payments to the sellers, and understated the amounts of his real estate commissions 
and loan fees. In doing so, the suspect prevented the financial institutions from 
discovering that his fees exceeded those permitted by the institutions. Many of the 
homes involved were ultimately lost in foreclosures because the borrowers could not 
afford to make their mortgage payments. 
Source: http://www.fbi.gov/newyork/press-releases/2011/real-estate-agent-indicted-in-
50-million-mortgage-fraud-scheme 

15. August 19, Omaha World-Herald – (International) Hackers steal $217,000 from 
MECA. Computer hackers broke into the Metropolitan Entertainment and Convention 
Authority's (MECA) computer and payroll systems last month and stole $217,000, 
according to a computer security blogger who detailed the crime in an online post. The 
MECA August 18 acknowledged it was a victim in July of what it called an "Eastern 
European based cyber scheme." But the agency that runs the CenturyLink Center 
Omaha and TD Ameritrade Park declined to discuss the case in detail. Although 
$217,000 was stolen, the MECA was able to reverse a $147,000 fraudulent transfer, 
leaving $70,000 unrecovered. In its statement, the MECA said was in close contact 
with the FBI, and the local FBI office said it is investigating. MECA's chief financial 
officer said the problems started when an employee opened an e-mail attachment 
infected with a virus that steals passwords. After gaining entry, the hackers used the 
MECA's own online banking credentials to add at least six people, so-called money 
mules, to the payroll, according to a post on Krebsonsecurity.com. The post said the 
MECA has since added security features to its online banking account. The MECA, in 
its statement, said it retained a national security technology firm and ran an extensive 
forensic analysis that determined the incident was isolated to one computer. No 
personal information about employees or guests was compromised, the MECA said. 
Source: http://www.omaha.com/article/20110819/NEWS97/708199921 

16. August 19, Nextgov.com – (National) Auditors: IRS plan compromises security for 
e-payment users. The Internal Revenue Service (IRS) glossed over computer security 
in planning for a new tax return law that applies to e-payment processors, government 
investigators said in a report released August 18. The agency's strategy for applying the 
law "does not consider the security of the computer systems being planned and changed 
or the new data being received," the Treasury Inspector General for Tax 
Administration's (TIGTA) deputy inspector general for audit wrote in a July 26 report 
released August 18. The new provision will require the IRS to store the names, 
addresses, and taxpayer identification numbers, or TINs, of the sellers that each third-
party processor submits. Small vendors often use their Social Security numbers as their 
TINs, so the reporting could put them at greater risk of identity theft, say some privacy 
groups, such as the Center for Democracy and Technology. On August 19, a TIGTA 
spokesman said the IRS has since informed auditors that, after the review, the agency 
added particulars on computer security to its roll-out plan. 
Source: http://www.nextgov.com/nextgov/ng_20110819_2747.php 
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17. August 19, New York Daily News – (New York; Indiana) Bank robber that 
threatened to 'shoot anybody' nabbed on Greyhound bus. A bank robber wanted in 
four armed heists in New York City was captured August 19 in Indiana on a 
Greyhound bus, authorities said. The man's welcoming party at a bus depot in Terre 
Haute, Indiana, included FBI agents and Indiana state police officers. The bust was 
about 800 miles from New York and just a day after authorities say he robbed two 
Chase bank branches — one in Manhattan and the other in the Bronx. The suspect, 
according to the feds, marched into a Chase bank on Fifth Avenue near E. 27th St. 
about 11:45 a.m. August 18. He took out a gun, passed a note to a teller, and demanded 
cash, police said. In the note, he threatened to "shoot anybody," a source said. A little 
more than an hour after the Manhattan robbery, he walked into a bank on W. 225th 
Street near Broadway, in Marble Hill. He pulled out a gun and passed a note to a teller 
— again demanding cash, police said. It is not clear how much cash he got away with. 
At one of the robberies, he left behind a note threatening law enforcement, a federal 
investigator said. The suspect is wanted for two similar heists at the Chase bank on 
Broadway near W. 90th Street June 8, and another on Broadway near W. 109th Street 
July 27.The suspect will be extradited back to New York where he faces federal bank 
robbery charges, officials said. 
Source: http://www.nydailynews.com/news/ny_crime/2011/08/19/2011-08-
19_bank_robber_that_threatened_to_shoot_anybody_nabbed_on_greyhound_bus.html 

18. August 18, Department of Treasury – (International) President Obama signs new 
Executive Order isolating the government of Syria from the U.S. financial system, 
imposes sanctions against Syria’s energy sector. The U.S. President signed an 
Executive Order (EO) imposing additional sanctions against the Government of Syria 
August 18, freezing any assets of the Government of Syria in the United States and 
banning the importation into the United States of petroleum or petroleum products of 
Syrian origin. Responding to the continuing escalation of violence against the people of 
Syria, the EO reflects the ongoing commitment of the United States to ensure any 
assets of the Syrian government subject to U.S. jurisdiction cannot be used to further 
the Syrian regime’s campaign of violence and repression against Syrian citizens. The 
EO significantly escalates financial pressure on the Government of Syria, which 
includes its agencies, instrumentalities, and controlled entities, by denying it access to 
the U.S. financial system, and prohibiting U.S. persons from engaging in transactions 
or dealings with it. 
Source: http://www.treasury.gov/press-center/press-releases/Pages/tg1280.aspx 

[Return to top]  

Transportation Sector 

19. August 22, Homeland Security Today – (National) TSA improves wireless 
cybersecurity after IG audit. The Transportation Security Administration (TSA) 
recently adopted improvements in practices to patch and configure software on its 
wireless networks to improve cybersecurity, following recommendations of the 
inspector general (IG) at the DHS. The IG conducted an audit of TSA wireless 
networks and devices such as Blackberries earlier this year to examine protections for 
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sensitive information and other data on TSA networks. The audit revealed that TSA 
effectively protected its wireless network and devices generally with physical and 
logical security access controls, thereby avoiding any major vulnerabilities inherent 
with its wireless infrastructure. "However, we identified high-risk vulnerabilities 
involving patch and configuration controls," said the IG office in its report, 
Improvements in Patch and Configuration Management Controls Can Better Protect 
TSA's Wireless Network and Devices. The IG office made specific recommendations 
to TSA to revise its patch management process to patch software in a timely manner, 
and to enforce security policy for those individuals who do not properly secure their 
wireless systems and devices. In response to the report, the TSA Administrator said his 
agency already has enacted corrective measures. 
Source: http://www.hstoday.us/briefings/today-s-news-analysis/single-article/tsa-
improves-wireless-cybersecurity-after-ig-
audit/bfbb824d3c2fac205ac7abcfe8fd2988.html 

20. August 22, Los Angeles Times – (California) Burbank businessman arrested over 
feeding of birds near airport. A 59-year-old man in Burbank, California has been 
feeding flocks of pigeons since at least September 2010, officials said, which — 
beyond violating municipal code — has created a major safety hazard for jet airplanes 
using the nearby Bob Hope Airport as the birds' numbers have grown into the 
hundreds. August 19, after two court citations and a bench warrant for feeding the 
pigeons, Burbank police arrested the individual at a Burbank business he owns. An 
airport police commander said a plane strikes a bird at the airport once every 2 months 
on average. But the rate of strikes has increased recently, with five incidents in July 
alone, he added. "Most of those were multiple — 10 to 20 to 30 birds at once," he said. 
"Now it's becoming extraordinarily dangerous." In July, a Southwest Airlines flight was 
diverted to Ontario after it flew into 20 to 30 pigeons during takeoff, he said. The 
individual's arrest was the culmination of months of legal wrangling to stop the feeding. 
In December 2010 and again in February, the suspect was found guilty of feeding 
pigeons so as to create a nuisance, court documents show. On July 31, he was again 
cited for feeding pigeons. The arrest warrant was issued August 11. The individual, a 
Glendale resident, was arrested on suspicion of disobeying the court order and creating 
a public nuisance by feeding pigeons, according to police. 
Source: http://www.latimes.com/news/local/la-me-bob-hope-pigeons-
20110822,0,1666029.story 

21. August 22, Bloomberg – (International) Somali pirates hijack chemical tanker 
anchored in Omani waters. Somali pirates hijacked a chemical tanker within 3 
nautical miles of the Omani port of Salaleh, the first seizure within territorial waters 
and while a vessel was at anchor, the International Maritime Bureau said. Armed 
pirates boarded the Fairchem Bogey August 20, taking 21 crew hostage and putting the 
vessel on course for Somalia, according to the bureau's Piracy Reporting Center. 
Attacks on vessels by Somali pirates operating in the Gulf of Aden and the Indian 
Ocean, an area as large as Europe, rose to a record in 2011's first half, according to the 
International Maritime Organization, the United Nations' shipping agency. Piracy costs 
the global economy an estimated $7 billion to $12 billion a year, the IMO says. The 
president of Fairfield Japan Ltd., the Japanese subsidiary of Roseland, New Jersey-

http://www.hstoday.us/briefings/today-s-news-analysis/single-article/tsa-improves-wireless-cybersecurity-after-ig-audit/bfbb824d3c2fac205ac7abcfe8fd2988.html�
http://www.hstoday.us/briefings/today-s-news-analysis/single-article/tsa-improves-wireless-cybersecurity-after-ig-audit/bfbb824d3c2fac205ac7abcfe8fd2988.html�
http://www.hstoday.us/briefings/today-s-news-analysis/single-article/tsa-improves-wireless-cybersecurity-after-ig-audit/bfbb824d3c2fac205ac7abcfe8fd2988.html�
http://www.latimes.com/news/local/la-me-bob-hope-pigeons-20110822,0,1666029.story�
http://www.latimes.com/news/local/la-me-bob-hope-pigeons-20110822,0,1666029.story�


 - 10 - 

based vessel owner Fairfield- Maxwell Services Ltd., confirmed the hijack. 
Source: http://www.sfgate.com/cgi-bin/article.cgi?f=/g/a/2011/08/22/bloomberg1376-
LQBKYK07SXKX01-2H5E93K60QQAFGB0VH17KS7EKE.DTL 

22. August 22, WAVE 3 Louisville – (Indiana) Man falls to death when the bridge he was 
walking on gives out. A man died when the bridge he was walking on fell out from 
underneath him in Clarksville, Indiana. It happened August 21 on the old L&N railroad 
bridge over the Falls of the Ohio. Firefighters in Clarksville said three people were 
walking across the bridge when a metal grate fell out and the victim fell to the ground 
nearly 100 feet below. The Clark County Coroner is investigating his death. 
Firefighters said it took them almost 2 hours to get to the body because all the debris 
that built up along the river there. 
Source: http://www.wave3.com/story/15307346/man-falls-to-death-from-bridge 

23. August 20, Associated Press – (Pennsylvania) 4 dead after flash floods in 
Pittsburgh. Searchers August 20 found the body of a woman who was reported 
missing in flash flooding in Pittsburgh that killed three other people. The body was 
found following a search by about 40 rescue workers, said the deputy director of the 
Pittsburgh Office of Emergency Management. The flash floods August 19 sank more 
than a dozen vehicles. Paramedics in boats plucked people from water up to 9 feet high. 
The other victims were a woman and two children who died after their vehicle was 
submerged and pinned to a tree, authorities said. A pair of storms pounded the city, 
overwhelming the drainage system and causing manhole covers to pop off the road, 
officials said. Water rose to 9 feet in some places along Washington Boulevard, a main 
road that runs near the Allegheny River. Some 2.1 inches of rain fell in an hour during 
the evening rush, said a National Weather Service meteorologist. But an earlier storm 
meant the region was drenched by 3 to 4 inches of rain overall August 19. The rainfall 
overwhelmed a pair of pipes 9 feet in diameter with a force powerful enough to blow 
off 60-pound manhole covers, the deputy director said. The police chief said 18 
vehicles were stranded in the high water, and 11 people were rescued. People were 
clinging to trees, poles, and car roofs, KDKA 2 Pittsburgh reported. The water receded 
by the evening of August 19, but the mud-caked road remained closed August 20 as 
emergency crews worked to clear the stranded cars. 
Source: http://www.msnbc.msn.com/id/44211953/ns/weather/ 

24. August 19, San Bernardino Sun – (California) Two handguns found at Ontario 
airport this week. For the second time in a week, Ontario, California airport officials 
arrested a man for storing a loaded handgun in his carry-on bag. Transportation 
Security Administration (TSA) officers at Ontario International Airport found a .38 
caliber revolver in a briefcase during the X-ray screening process August 19 in 
Terminal 4, an airport police spokesperson said. The passenger, age 56, of Chino Hills 
was booked at the West Valley Detention Center in Rancho Cucamonga on suspicion 
of carrying a concealed firearm. He was on his way to Sacramento, the spokesperson 
said. 
Source: http://www.sbsun.com/news/ci_18717852 

For more stories, see items 1, 3, 4, 5, 6, 7, 8, 32, and 54  
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[Return to top]  

Postal and Shipping Sector 

25. August 22, Roseville Patch – (California) Vandals target mailboxes in 2 Roseville 
neighborhoods. Police are searching for suspects involved in recent mailbox 
vandalism that occurred in two different Roseville, California neighborhoods August 
20. According to Roseville Police, several cluster mailboxes were broken into. At least 
two cluster mailboxes were broken into in the 5200 block of Weston Way, off of Old 
Auburn east of Sierra College Boulevard around 1 a.m., according to a police report. 
About an hour later, thieves broke into cluster mailboxes and stole mail on Cassidy 
Court, Lorimer Drive, Revere Drive, and Longview Drive near Junction Boulevard and 
Country Club Drive in West Roseville. 
Source: http://roseville-ca.patch.com/articles/vandals-target-mailboxes-in-2-roseville-
neighborhoods 

[Return to top]  

Agriculture and Food Sector 

26. August 22, Sacramento Bee – (California) Chlorine gas leak at Woodland cannery 
sends 43 to hospitals. More than 40 employees at a cannery in Woodland, California, 
were taken to Sacramento area hospitals, and more than 800 people were evacuated 
shortly after noon August 21 when chlorine dioxide leaked into a work area, authorities 
said. Two employees of Pacific Coast Producers, an agricultural cooperative, were 
seriously affected from exposure to the chemical, the battalion chief for the Woodland 
Fire Department said. A dozen ambulances transported 22 workers to area hospitals, 
and another 21 were taken to hospitals by bus, the battalion chief said. A company 
spokeswoman said the two most seriously affected workers suffered "inhalation 
distress" from exposure to the gas. The chemical leaked into the work area in the form 
of "off-gassing," apparently when an injection system carrying the gas became 
overloaded. The plant was evacuated immediately, she said, and workers were 
organized in staging areas to ensure all were accounted for, and to quickly determine 
who was in need of medical attention. A number of the employees were sent to 
hospitals as a precaution. During the peak tomato harvest months, the cannery operates 
70 straight days around the clock with three shifts of 800 to 1,000 workers each. About 
500,000 tons of tomatoes are processed at the 40-acre Woodland site during this period. 
The episode had no effect on the food being processed, the company spokeswoman 
said. 
Source: http://www.sacbee.com/2011/08/22/3852331/chlorine-gas-leak-at-
woodland.html 

27. August 22, Algonquin Patch – (Illinois) Man throws 'fire bomb' inside Algonquin 
Caputo's. Bond was set at $2 million, August 22, for a 24-year-old Sleepy Hollow man 
accused of throwing a Molotov cocktail in the deli section of Caputo's grocery store 
August 21 in Algonquin, Illinois. The suspect was charged with aggravated arson after 
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allegedly throwing a bomb made out of a bottle filled with flammable liquid, leaving 
one man injured, police said. The Algonquin police received a call at 12:17 p.m. 
August 21 of a fire at Joe Caputo and Son’s Grocery Store. 
Source: http://algonquin.patch.com/articles/man-throws-fire-bomb-inside-caputos 

28. August 21, Associated Press – (Washington) Poisonous weed thriving in Western 
Washington. People throughout Western Washington are reporting unusual numbers 
of a poisonous weed called tansy ragwort. A spokeswoman for the Washington 
Noxious Weed Control Board said the plants are likely thriving because of the cooler 
weather in 2011. The plant grows to 4 feet tall and has daisy-like yellow flowers with 
13 petals each. The Kitsap Sun reported the plant can kill cows, horses, and goats, and 
is also poisonous to people and pets because of its high concentration of dangerous 
alkaloids. The Washington Department of Agriculture recommends pulling the plants 
out by the roots and placing them in a plastic bag to avoid spreading the seeds. Plants 
should not be composted. 
Source: 
http://seattletimes.nwsource.com/html/localnews/2015977335_apwatansyragwort.html 

29. August 20, Food Safety News – (North Carolina; South Carolina; Virginia) Blue plastic 
chips found in ground beef. Vantage Foods of Lenoir, North Carolina, recalled 1,642 
pounds of ground beef after a consumer found blue plastic chips in the product. The 
U.S. Department of Agriculture's (USDA) Food Safety and Inspection Service 
announced the recall August 19. Products included in this Class III recall — the type 
issued when consumption of the product will not cause adverse health consequences — 
were sold in 2-pound trays of fresh ground beef 93/7 under the brand "Lowe's Foods." 
The packaging is labeled with Establishment number "EST. 34176" inside the USDA 
mark of inspection, and a sell-by date of 8/29/11. The products subject to recall were 
produced August 15, and distributed to retail stores in North Carolina, South Carolina, 
and Virginia. The problem was discovered when a consumer returned meat to a retail 
establishment, reporting the presence of blue plastic chips in the product. The store then 
notified Vantage Foods. 
Source: http://www.foodsafetynews.com/2011/08/blue-plastic-chips-found-in-ground-
beef/ 

30. August 19, Associated Press – (Iowa) Explosion at Clinton plant possibly linked to 
welders. One person was injured August 18 in an explosion at the Archer Daniels 
Midland corn processing plant in Clinton, Iowa. The Clinton Herald reported the 
explosion occurred just after 9 p.m. in an area where welders had been working on duct 
work that was the exhaust system for corn dryers earlier in the day. Fire officials said 
the welders left about a half hour before the explosion occurred, and heavy damage was 
reported to the dryer. A worker in the area at the time was taken to an area hospital with 
non-life threatening injuries. The company is investigating the cause of the explosion. 
Source: http://www.wqad.com/news/wqad-explosion-at-clinton-plant-possibly-linked-
to-welders-20110819,0,5880767.story 

[Return to top]  
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Water Sector 

31. August 21, Imperial Valley Press – (California) Holtville facing state citation over 
water quality. Holtville, California, is being cited for its water quality levels and 
reconstructing a water tank damaged by the April 4, 2010, earthquake. The city 
received a citation from the California Department of Public Health for not being in 
compliance with total trihalomethanes (TTHM) levels through the past year, according 
to a report to the city council from the waterworks supervisor. Total trihalomethanes is 
a combination of chlorine and organic materials such as algae and fish. Because of the 
existing electrical system at the 2.4-million-gallon tank, the ports for putting water in 
and taking water out are closer than normal, reducing the time the water is in the tank 
and can be chlorinated, according to the report. City officials were directed by the state 
to increase the normal chlorine dosage to compensate for the lost time in the tank, but 
that has increased the levels of TTHM.The city council is set to discuss options, 
including installing an ultraviolet disinfection system, and reconstructing the 1.5-
million-gallon tank. 
Source: http://articles.ivpressonline.com/2011-08-21/water-tank_29913289 

32. August 21, Amarillo Globe-News – (Texas) Water main rupture: Repair crews 
scramble. In Amarillo, Texas, crews worked to repair a rupture August 21 to a massive 
main line carrying 35 million gallons daily into the city and Canyon. The break 
happened alongside U.S. Highway 136, about 100 yards north of El Rancho Road. 
Workers dug down to the 45-inch-diameter pipe and estimated the failed pipe dumped 
about 2 million gallons of water onto the ground. The city compensated for the loss of 
the pipeline by drawing about 17 million gallons of water daily from its 500-million-
gallon reservoir. About 12 residents in the area of the rupture will be without water, 
pending repairs, officials said. Officials said they were not sure what caused the 
rupture. The line delivers about 35 million gallons of water to 200,000-300,000 people 
in Amarillo daily. 
Source: http://amarillo.com/news/local-news/2011-08-21/repair-crews-
scramble#.TlJ3wVtQhDg 

33. August 20, Richmond Times Dispatch – (Virginia) CDC seeks to sample Virginia 
waters for deadly amoeba. The U.S. Centers for Disease Control and Prevention 
(CDC) is attempting to develop a test for detecting microscopic amoebas that caused 
three U.S. deaths this year. One victim visited several bodies of water during a 
Richmond, Virginia fishing camp the previous week, while a Louisiana man and a 
Florida girl also died after exposure to the amoeba this summer. In total, more than 120 
people have died of the waterborne amoeba since it was identified in the early 1960s, 
the CDC reports. The CDC knows little about the free-living amoebas, which can be 
found in bodies of freshwater around the country, said the federal agency's associate 
director for healthy water. The Atlanta-based agency would like to know why millions 
of people come in contact with the amoebas every year by swimming in their local 
ponds and lakes, but only a few die. Officials said the test being developed would use 
an antibody that would act as a magnet to pull the amoeba out of a volume of water. 
Source: http://www2.timesdispatch.com/news/news/2011/aug/20/tdmet01-cdc-seeks-
to-sample-virginia-waters-for-de-ar-1250285/ 
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34. August 20, Coshocton Tribune – (Ohio) Study reveals high levels of E. coli in 
Killbuck Creek. Elevated levels of bacteria found in Killbuck Creek deemed it a 
health risk to humans, according to recent information from the Ohio Environmental 
Protection Agency. The 609-square-mile watershed begins in Medina County, Ohio, 
and flows south more than 81 miles through Wayne, Holmes, and Coshocton counties 
before it joins the Walhonding River in Bethlehem Township. About 90 percent of 
Ohio's rivers and streams do not meet attainment for E. coli, officials said. The high 
level of bacteria found in the watershed might be attributed to cattle and horse access to 
streams, unsewered communities, and poorly functioning wastewater treatment plants. 
Source: http://www.coshoctontribune.com/article/20110820/NEWS01/108200304 

For more stories, see items 3, 5, 9, and 23  
 
[Return to top]  

Public Health and Healthcare Sector 

35. August 21, Associated Press – (Virginia) Va. officials warn of possible measles 
exposure on train. A foreign visitor to Northern Virginia had the measles, and state 
health officials issued an alert August 21 for anyone who was on the train on which the 
visitor arrived. A health department spokeswoman said the visitor took Amtrak’s 
Northeast regional train No. 171 August 17 from Philadelphia, Pennsylvania. The 
department’s risk communications manager said passengers could have been exposed 
and should check their vaccination status. Early symptoms include fever and cough; a 
rash comes later. Symptoms from the August 17 exposure could develop around 
September 7. Passengers who develop symptoms should check with their health-care 
providers. The visitor contracted measles abroad and showed symptoms only after 
arriving in the United States. The person, an adult, is “doing fine” while ”self-isolating” 
in Northern Virginia. 
Source: http://www.washingtonpost.com/local/passenger-with-measles-on-va-
train/2011/08/21/gIQAA8wMVJ_story.html 

[Return to top]  

Government Facilities Sector 

36. August 19, KXTV 10 Sacramento – (California) 15 students injured after explosive 
prank at Lodi high school. Several students were injured August 19 after an explosive 
device went off in the Tokay High School quad around 12:10 p.m. in Lodi, California. 
The students were gathered in the quad for a spirit week rally when the explosion was 
denoted, a Lodi police officer said. A 15-year-old boy was questioned and arrested, the 
officer said. The suspect said he set off an M-1000 firecracker as a prank and did not 
intend to cause a disturbance. According to the Lodi Unified School District 
superintendent, about 15 students were seen by the school nurse for minor injuries. 
Most parents were notified of the incident by an automated phone call that was send out 
to the community around 6 p.m. 
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Source: http://www.news10.net/news/article/150901/29/15-students-injured-after-
explosive-prank-at-Lodi-high-school 

37. August 19, Santa Cruz Sentinel – (California) Flooding damages five floors of County 
Governmental Center in Santa Cruz. The Santa Cruz County Governmental Center 
in California sustained significant flood damage August 19 after a water pipe broke 
about 6:30 p.m., sending water cascading from the fourth floor throughout the building. 
Sheriff's deputies evacuated the 15 people remaining in the 5-story building as water 
from the broken restroom pipe gushed unchecked for about 30 minutes. Water came 
rushing into the planning department on the fourth floor, sheriff's offices on the third 
floor, and into the district attorney's office on the second floor, where a handful of 
employees remained. More than a dozen firefighters and sheriff's deputies grabbed 
mops and squeegees to push the water down the halls and into the stairwell where the 
water gushed to the basement. Crews said a drainpipe in the basement is the target. 
PG&E turned off power to the building, leaving crews working with only emergency 
lights. 
Source: http://www.santacruzsentinel.com/ci_18719493 

38. August 19, Army Times – (District of Columbia) Chemical munitions still plague DC 
neighorhood. The U.S. Army Corps of Engineers wants to tear down a $3.4 million 
home in Washington, D.C., because it was built on a disposal pit for the U.S. Army’s 
World War I-era chemical weapons manufacturing plant, Army Times reported August 
19. Excavations since 2000 have uncovered smoking canisters of arsenic trichloride, 
liquid mustard, munitions, and hardware related to the Army’s chemical warfare 
program, which operated at nearby American University from 1917 to 1918. The 
recommendation to raze the vacant home owned by American University is another 
chapter in the Corps' ongoing effort to clean up Spring Valley. The Corps' project 
manager said the site could return to a residential lot after 12 to 18 months of cleanup. 
A report said the the home site contains hazardous levels of arsenic, and could have 
chemical weapons-related debris under its foundation. In the past decade, the Corps has 
removed 400 pounds of laboratory glassware, munitions, and 100 tons of soil from the 
lot, about one-third of an acre in size. The Corps said the contamination is contained 
and does not endanger public health. The estimated cost of tearing down the home and 
cleaning up the lot is $13.5 million, not including compensation for the structure, the 
Corps said. The agency has spent $190 million since 1993 to cleanup the neighborhood, 
according to the U.S. Environmental Protection Agency. 
Source: http://www.armytimes.com/news/2011/08/military-chemical-munitions-
plague-washington-neighborhood-081911w/ 

[Return to top]  

Emergency Services Sector 
 
See item 37  
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Information Technology Sector 

39. August 22, Softpedia – (International) New DroidDreamLight variant found in 
Android Market. Security researchers from Trend Micro identified a new variant of 
the DroidDreamLight trojan posing as an APK management app in Google's official 
Android Market. The trojanized app is called App Installer and had been downloaded 
50 to 100 times before being removed by Google's staff. Upon installation, the app 
registers a service called AppUseService that is started every time a phone call is 
initiated or received. The app sends device identification data such as model, IMEI, 
IMSI, language, and country to a command and control server. A list of installed apps 
together with their version is also uploaded. This variant uses another name for the 
encrypted configuration file, however, the DES encryption key is the same as in 
previous versions. Because the trojan does not use a root exploit to deploy its 
components, the Trend Micro researchers believe that it employs social engineering to 
trick users into installing it. 
Source: http://news.softpedia.com/news/New-DroidDreamLight-Variant-Found-in-
Android-Market-217851.shtml 

40. August 22, threatpost – (International) Serious crypto bug found in PHP 5.3.7. The 
maintainers of the PHP scripting language warned users about a serious crypto problem 
in the latest release and advised them not to upgrade to PHP 5.3.7 until the bug is 
resolved. PHP 5.3.7 was released the week of August 15, and that version contained 
fixes for a slew of security vulnerabilities. But now a serious flaw has been found in the 
new release related to the way one of the cryptographic functions handles inputs. In 
some cases, when the crypt() function is called using MD5 salts, the function will 
return only the salt value instead of the salted hash value. The problem does not occur 
when using Blowfish or DES, only with MD5. The initial bug report on the problem in 
the PHP system appeared August 17, the day before the public stable release of PHP 
5.3.7. "If crypt() is executed with MD5 salts, the return value consists of the salt only. 
DES and BLOWFISH salts work as expected,," the report said. Several other users 
reproduce the problem on various other platforms. The PHP Group, which maintains 
the scripting language, said in a bug report on the crypt () problem that it has fixed the 
issue in an intermediate build, and plans to release a new stable version of PHP soon. 
PHP is one of the more widely used scripting languages and is a frequent attack vector 
for Web-based attacks. Because of its popularity, PHP vulnerabilities and attacks can 
potentially affect millions of users. 
Source: http://threatpost.com/en_us/blogs/serious-crypto-bug-found-php-537-082211 

41. August 22, Ubergizmo – (International) Nokia Developer forum hacked. A hacker by 
the name of mrNRG recently broke into the Nokia Developer forum, and defaced it by 
redirecting anyone who visited it to another page with his own message. Nokia 
removed the redirection and got the site back up and running. It is unknown if the 
company implemented any new security measures or if anything was stolen, but 
developers who use the forum are advised to change their forum passwords and the 
passwords of their other Internet accounts if they are the same. 
Source: http://www.ubergizmo.com/2011/08/nokia-developer-forum-hacked/ 
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42. August 20, Softpedia – (International) Some mobile trojans are part of commercial 
spying services. Security researchers from Trend Micro identified a commercial 
service offered by a Chinese Web site that allows people to distribute a mobile trojan 
and receive the data stolen by it. The service's customers have the ability to customize 
the trojan and input the victim's phone number. This will lead to a malicious MMS 
being sent to the targeted individual. If the trojan is successfully deployed, the attacker 
can see the information sent back to the command and control service through the Web 
portal. The stolen data includes SMS messages, phone calls, GPS location, and e-mail 
messages. According to the Trend Micro researchers, the service costs $300 to $540. 
The trojan currently works on Symbian and Windows Mobile, but security experts are 
expecting an Android version to be launched too, especially since trojans with similar 
characteristics have been observed on Google's platform. 
Source: http://news.softpedia.com/news/Some-Android-Trojans-Are-Part-of-
Commercial-Surveillance-Services-217726.shtml 

43. August 20, Softpedia – (International) UK man accused of attacking multiple 
Facebook servers. A 25-year-old British man has been charged with hacking into 
multiple Facebook servers that handled internal and external services. The student from 
York is accused of repeatedly bypassing Facebook's security and accessing its protected 
systems. He was arrested by Metropolitan Police Central e-Crime Unit officers in early 
June on suspicion of serious offenses under the Computer Misuse Act. At his first court 
hearing the week of August 15, prosecutors claimed the man repeatedly hacked into 
what was described as a "Facebook puzzle server" between April 27 and May 9. The 
company uses such servers to issue challenges to programmers. The man's intrusions 
has led to service disruptions. The man also attempted to hack a server running the 
mailman mailing list software April 29. The company used the server for both internal 
and external purposes. The week of May 2, the man hacked into a so-called Facebook 
phabricator server that is designed to help developers design games and other apps. The 
prosecution also claims the suspect "made, adapted, supplied or offered to supply" a 
program that hacked this Phabricator server. 
Source: http://news.softpedia.com/news/UK-Man-Accused-of-Attacking-Multiple-
Facebook-Servers-217675.shtml 

44. August 19, Softpedia – (International) Fake inter-company invoice e-mails carry 
malware. Security experts warn of a new wave of e-mails carrying malicious 
attachments and posing as invoices from various companies. The subject of the rogue 
e-mails says: "Re: Inter-company inv. from [company name]" or "Re: Corp. invoice 
from [company name]." Beazer Homes, KPMG, Miltek, Kraft Foods, and Safeco are 
some of the companies named in the fake messages. The attachments bear names such 
as Inv._08.8_D7.zip, Corpinvoice_08.10_N47.zip, or Invoice_08.4_D6.zip, and contain 
trojan installers. Security vendors have reported a huge spike in the quantity of spam e-
mails with malicious attachments since the beginning of August. 
Source: http://news.softpedia.com/news/Fake-Inter-Company-Invoice-Emails-Carry-
Malware-217673.shtml 

For more stories, see items 15, 16, 19, and 46  
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Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

45. August 19, Aviation Week – (International) ViaSat-1 launch delays ripple around 
globe. An anomaly on a satellite launched by Telesat Canada in May is having a ripple 
effect through the global satellite industry, delaying a mid-summer launch of the $400 
million ViaSat-1 satellite to September, and gumming up International Launch 
Services’ (ILS) busy manifest. Broadband-service provider ViaSat’s cutting-edge Ka-
band satellite was slated to blast off in April from Baikonur Cosmodrome, Kazakhstan, 
and begin commercial operations this summer. But the launch was delayed when 
manufacturer Space Systems/Loral (SS/L) discovered a ruptured hydraulic line had 
leaked fluid onto the ViaSat-1 spacecraft, prompting the Palo Alto, California-based 
company to push the launch date while it cleaned and retested the 130-Gbps broadband 
satellite. A second delay occurred when a solar array onboard Telesat’s Telstar 14R 
communications satellite failed to fully deploy in orbit following its May 21 launch. 
Like ViaSat-1, Telstar 14R was built by SS/L, and the two spacecraft share a number of 
solar-array elements. When the company convened a failure review board to investigate 
the on-orbit malfunction, subsequent inspections and testing of similar satellites built 
by SS/L, including ViaSat-1, forced ILS to disrupt its launch schedule. 
Source: 
http://www.aviationweek.com/aw/generic/story.jsp?id=news/awst/2011/08/15/AW_08_
15_2011_p38-357929.xml&headline=ViaSat-1 Launch Delays Ripple Around 
Globe&channel=space 

46. August 18, Sophos Naked Security – (International) Twitter is not charging in 
October, there is no petition, you’re being phished. Another scam to steal Twitter 
users credentials was making the rounds August 18. The tweets being sent out read 
"Twitter might start to charge in October, sign this petition to keep the service free! -
URL-." The official Twitter account, @safety, has warned people about the threat and 
it appears that the Twitter team is having partial success extinguishing this one. The site 
is a near perfect duplicate of the real Twitter log-in site, and it masquerades as a 
message that user's session has timed out. The fake message requires users to 
"reauthenticate" and hand over identification information "immediately." 
Source: http://nakedsecurity.sophos.com/2011/08/18/twitter-is-not-charging-in-october-
there-is-no-petition-youre-being-phished/ 

For more stories, see items 19, 39, 41, and 42  
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Commercial Facilities Sector 

47. August 21, Albany Times-Union – (New York) Deadly attack at area motel. A woman 
was stabbed to death at a Colonie, New York motel early August 21, and a man who 
was with her is injured, town police said. At 6:23 a.m., a male guest of the Super 8 
motel called police to report that he and a female guest in the same room each had 
multiple stab wounds, said a police official. The woman died at the scene, and the man 
was taken to Albany Medical Center Hospital. He received non-life-threatening 
injuries. No charges have been filed. 
Source: http://www.timesunion.com/local/article/Deadly-attack-at-area-motel-
2134718.php 

48. August 21, CNN – (California) SF, Oakland mayors vow crackdown after NFL 
violence. The mayors of San Francisco and neighboring Oakland, California, August 
21 vowed to keep the peace at each city's arenas after two shootings and a beating 
followed a preseason National Football League game at Candlestick Park in San 
Francisco, August 20. Police are still investigating whether team rivalry is to blame for 
the incidents, which occurred late August 20 in a Candlestick Park men's room, and the 
stadium's parking lot. And at least one fight broke out in the stands during the game. 
The shooting victims were men ages 22 and 24, each found in different parts of the 
parking lot. It was not clear whether the shootings were connected, a San Francisco 
police official said. It was unclear whether the shooting victims attended the game. The 
24-year-old was hospitalized with life-threatening injuries, while the 22-year-old 
suffered less serious wounds, the police official said. A 26-year-old man was found 
beaten and unconscious in an upper-level men's room during the game. His injuries 
were also considered life-threatening, the police official said. 
Source: 
http://www.cnn.com/2011/CRIME/08/21/california.shooting/index.html?hpt=hp_t2 

49. August 20, Associated Press – (New Jersey) 5 injured in partial ride collapse. A 13-
year-old was sent to the hospital after a partial ride collapse at Morey's Piers in 
Wildwood, New Jersey August 19. This comes a little more than 2 months after a 
young girl died in a Ferris wheel accident at the same park. Just after 9 p.m. August 19, 
Wildwood police responded to Mariner's Landing. There they learned a 13-year-old 
victim and four others were injured when the Sea Dragon Ride, a pirate ship that 
swings back and forth, had the center mast snap while the ride was moving. Police said 
the 13-year-old was taken to the hospital for treatment. The four others were treated at 
the scene with minor injuries. This comes a little more than 2 months since an 11-year-
old girl fell to her death from the Ferris wheel at the park. 
Source: http://www.whptv.com/news/local/story/5-Injured-in-partial-ride-
collapse/mNQUZLWGyky_8Ww9W8tSOw.cspx 

50. August 19, WLS 7 Chicago; Associated Press – (International) 5 dead in stage collapse 
at Chicago band's show. Five people are dead after a fierce thunderstorm at a music 
festival in Belgium as a Chicago, Illinois band was performing. Belgian officials 
announced that two people died overnight August 18, bringing the death toll to five. 
More than 100 people were injured as well and continue to recover. Concert organizers 
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said what happened was exceptional and could not have been predicted. A storm was 
passing through August 18 when the stage began to sway and then suddenly collapse. 
Belgian concert organizers canceled the 3-day event. The festival was sold out. All of 
the people killed were Belgians, according to officials. The brief, violent thunderstorm 
tore down concert tents, many trees, and main stage scaffolding. Panicked concertgoers 
ran through fields of mud looking for shelter. At a joint news conference August 19, 
officials and festival organizers described weather conditions at the event's opening day 
as exceptional. They said weather forecastershad not predicted a storm of that intensity. 
The Belgian weather service did not provide wind speeds, saying only the storm was 
"violent." 
Source: http://abclocal.go.com/wls/story?section=news/local&id=8315527 

51. August 19, WHDH 7 Boston – (Massachusetts) Manhole explosion on Congress 
Street, building evacuated. A manhole explosion at 211 Congress Street in Boston, 
Massachusetts sparked an evacuation in the financial district in the morning August 19. 
Employees of the building were ordered to leave when cables underground began to 
smolder, sparking a fire, and knocking out power to the offices inside that building — 
forcing an evacuation. While workers exited, firefighters entered the basement — 
attempting to put out the fire. Witnesses reported seeing a fireball come out of the 
manhole just after hearing an explosion. NSTAR worked to fix the problem while the 
building was closed all day August 19. 
Source: http://www1.whdh.com/news/articles/local/boston/12005146112953/manhole-
explosion-on-congress-street-building-evacuated/ 

For more stories, see items 2, 4, 6, 15, 53, and 55  
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National Monuments and Icons Sector 

52. August 20, Rapid City Journal – (South Dakota) Firefighters respond to new blazes 
in Southern Hills. Firefighting crews from the U.S. Forest Service and the National 
Park Service responded August 20 to a new fire south of Elk Mountain in the Black 
Hills National Forest in South Dakota. The Sheep Wagon Fire, about 22 miles west of 
Custer, was started by lightning and has grown to about 40 acres. Resources used 
include two helicopters, two air tankers, two fire crews, and about 70 personnel from 
the forest service and park service. Fire crews also responded to a fire near Angostura 
Reservoir, about 9 miles southeast of Hot Springs. The fire burned about 123 acres in 
grass and shrubs on state land before it was contained. 
Source: http://rapidcityjournal.com/news/firefighters-respond-to-new-blazes-in-
southern-hills/article_7359d0cc-cba1-11e0-ace7-001cc4c002e0.html 

53. August 20, Associated Press – (Colorado) 2 campers near Aspen bitten in tents by 
bear. Forestry officials were putting campers near Aspen, Colorado, on high alert 
August 20 after two separate backcountry campers were bitten through their tents by 
black bears in the previous 2 days. A third attack at a Forest Service campground closer 
to town the previous week did not injure anyone but prompted restrictions on tents and 
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extra warnings. A representative of the Colorado Parks and Wildlife said the first 
camper was attacked just before dawn August 19, when a bear jumped on a tent 
housing two men near Crater Lake. One was bitten on his left side but was not seriously 
hurt. The second, more serious attack happened around 1 a.m. August 20 a few miles 
away at the Minnehaha Gulch campsite area above Crater Lake. It is not known 
whether the same bear attacked both men. The Colorado Parks and Wildlife spokesman 
and a Forestr Service spokesman said officials are especially worried about further 
attacks because thousands of campers were expected this week at the U.S. Pro Cycling 
Challenge from Gunnison to Aspen. 
Source: http://www.chron.com/news/article/2-campers-near-Aspen-bitten-in-tents-by-
bear-2133978.php 

54. August 19, Seattle Times – (Washington) Highway 2 reopens as crews battle 
wildfire. U.S. Highway 2 near Leavenworth, Washington, reopened about 8 p.m. 
August 19 as fire crews contained part of a wildfire along Tumwater Canyon, officials 
said. The Washington Department of Transportation opened the highway after it had 
been closed for 2 days. Fire crews had contained 25 percent of the wildfire, which had 
grown to 231 acres, by that night. About 270 firefighters were battling the blaze in the 
Okanogan-Wenatchee National Forest. As of August 18, the fire was only 5 percent 
contained. The fire is on steep terrain, a spokesman for the U.S. Forest Service said. 
The highway was closed August 17 for a 15-mile stretch while traffic was detoured 
near Lake Wenatchee and onto the Chumstick Highway. 
Source: http://seattletimes.nwsource.com/html/localnews/2015956358_fire20m.html 

55. August 19, Redding Record-Searchlight – (California) Crews expect to contain 2,600-
acre wildfire in Modoc; hazardous conditions make effort difficult. U.S. Forest 
Service firefighters expected August 19 to contain a large wildfire, dubbed the Annie 
Fire, that began early August 18 in the Modoc National Forest in California. But tough 
firefighting conditions coupled with a high likelihood that the 2,600-acre fire will 
spread was making their efforts difficult. The fire was about 70 percent contained at 3 
p.m. August 19, an incident report said The fire was burning timber and rangeland 
about 5 miles north of Fort Bidwell. The land is split between the Bureau of Land 
Management, U.S. Forest Service, Bureau of Indian Affairs, and private owners, 
according to the report. Temperatures in that area reached the high 80s August 19, 
while humidity remained low at 16 percent. Wind was about 5 miles-per-hour and 
blowing southwest. More than 200 firefighters were assigned to the fire, officials said. 
Fire investigators were trying to determine how the fire sparked, but it is believed to be 
human caused. 
Source: http://www.redding.com/news/2011/aug/19/officials-expect-to-contain-
wildfire/ 

[Return to top]  

Dams Sector 

56. August 22, The Chesterfield Post – (International) Appeal for help after vandals 
target Chesterfield Canal. Thousands of gallons of water were released down the 
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canal when gates were opened at Blue Bank Lock, between Brimington and Old 
Whittington, in England on August 20 evening. It left the stretch of canal above the 
gates — which move water between canal sections to lower boats — only a third full. 
During the week of August 15 after another section of the canal, close to the Tapton 
Lock Visitor Centre, was drained completely by vandals. A Councillor for the 
Derbyshire County Council Cabinet Member for Highways and Transport, said "These 
acts of vandalism could have had serious consequences for wildlife living in the 
affected areas. These weren't spur-of-the-moment attacks. The heavy gates can only be 
opened with specialist equipment and the culprits had come prepared. Water levels 
were already low after the recent dry spell and it took four days for the stretch of canal 
at Tapton Lock to refill." 
Source: http://www.chesterfieldpost.co.uk/news/local/localnews_00000181.html 

57. August 21, Associated Press – (Idaho) Final blasting of Ashton Dam set for next 
week. Engineers and work crews will begin blasting away a final layer of earth and 
rock before releasing water from a reservoir into a bypass tunnel, clearing the way for 
the final round of repairs to Ashton Dam in Idaho Falls, Idaho. PacifiCorp has planned 
since 2004 to repair the 95-year-old hydroelectric dam that has been plagued by 
sinkholes. Company officials believe sinkholes are developing because fine particles 
designed to restrain water flow were placed directly behind the dam's large-particle 
barrier. Slowly, water from the reservoir has pushed the fine particles through the much 
more porous large-particle barrier. The displacement of fine particles creates cavities in 
the fill, which in turn lead to sinkholes in the dam's crest. The reservoir level is 
expected to drop 17 feet within two weeks of the blasting the week of August 29. 
Conservationists and anglers are concerned the project will release a large amount of 
sediment that will clog places in the Henry's Fork bedrock where young trout hide from 
predators and where the trout's food sources hatch. The reservoir level will remain low 
through November, officials said. Between March and May of 2012, workers will 
lower the reservoir again for the final stretch of repairs, scheduled to last into late fall. 
Source: http://www.deseretnews.com/article/700172629/Final-blasting-of-Ashton-
Dam-set-for-next-week.html 
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