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• Two violent storms forced the temporary closure of Eppley Airfield in Omaha, Nebraska, 
August 18, after high winds and baseball-sized hail damaged several commercial airliners, 
and a portion of a concourse. – CNN (See item 13)  

• Nearly two dozen people, including hospital employees and patients, were arrested for 
running a prescription drug operation out of the Veterans Affairs Medical Center in Riviera 
Beach, Florida. – WPTV 5 West Palm Beach (See item 29)  
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: LOW, Cyber: LOW 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. August 19, KMBC 9 Kansas City – (Missouri; Kansas) Storms knock out power to 
50,000. More than 52,000 Kansas City Power and Light (KCP&L) customers were 
without power August 19 after a line of strong storms took down power lines late 
August 18 in Kansas City. The Missouri side of the Kansas City metro was hit hardest 
by the storms: KCP&L reported about 11,157 customers in Kansas were without 
power, and about 41,407 customers were without power in Missouri. KCP&L 
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estimated as many as 84,000 customers were without power at the height of the storm. 
Source: http://www.kmbc.com/r/28913415/detail.html 

2. August 19, UPI – (Iowa; North Dakota) Scouring endangers U.S. river pipelines. Soil 
on the bed of the Missouri River was washed away by floodwaters, exposing and 
rupturing a natural gas pipeline, an energy company said. A pipeline owned by 
Enterprise Products Partners spilled about 3,300 barrels of natural gas liquids into a 
flooded area of the Missouri River the weekend of August 13 and 14 in Iowa. Flooding 
along the river exposed several pipelines to danger after rushing waters swept away 
several feet of the river bed. State officials in North Dakota last month found evidence 
of scouring 30 feet deep. Federal law requires pipelines be buried 4 feet below the 
riverbed. An Enterprise spokesman was quoted by The Wall Street Journal as saying 
scouring exposed most of the pipeline near Onawa, Iowa. Magellan Midstream 
Partners, another pipeline company, announced it suspended operations at one of its 
pipelines crossing the Missouri River because of scouring fears. The U.S. Department 
of Transportation’s Pipeline and Hazardous Materials Safety Administration in July 
called on pipeline operators to look into the potential effects of scouring. 
Source: http://www.upi.com/Business_News/Energy-Resources/2011/08/19/Scouring-
endangers-US-river-pipelines/UPI-14141313754900/ 

3. August 18, Associated Press – (National) Energy Dept. says copper thefts on 
rise. With copper prices at a near record, thieves across the country have been stealing 
copper wiring from power lines, construction sites, and warehouses. Now federal 
officials said thieves are targeting power substations and even a locked recycling yard 
at a nuclear lab. The Energy Department’s (DOE) inspector general (IG) reports a 
“troubling increase” in copper thefts from federal sites, including national research 
labs, generating stations, and a plant where nuclear weapons are dismantled and stored. 
An estimated total of $500,000 to $750,000 worth of copper has been stolen from DOE 
sites in the past 3 years, the IG said. Thefts have ranged from small amounts to about 
30,000 pounds of copper stolen from the Los Alamos National Laboratory in New 
Mexico. In Texas, hundreds of pounds of copper were stolen from the Pantex plant near 
Amarillo, where nuclear weapons are stored and dismantled. The IG said DOE officials 
must improve security, especially at recycling facilities and remote substations. In 
many cases, stolen copper “had not been secured in any way,” the IG wrote in a 3-page 
letter August 18. Some DOE sites had only minimal access controls to areas where 
copper is stored, he said. In the Los Alamos case, about 30,000 pounds of copper — 
worth an estimated $120,000 — was stolen from a fenced facility that is locked after 
hours. Four contractor employees were convicted in the case. Copper was selling for 
nearly $4 a pound August 17, more than double the price in early 2009. 
Source: http://moneywatch.bnet.com/economic-news/news/energy-dept-says-copper-
thefts-on-rise/6281516/ 

4. August 18, Associated Press – (Montana) Yellowstone oil spill cleanup will last into 
fall. The cleanup of a major oil spill in the Yellowstone River has proven more difficult 
than expected and could go on for several more months, an Exxon Mobil Pipeline Co. 
executive said August 18. Areas hit hardest by the July spill should be cleaned up by 
the first half of October, said the company vice president. That includes a 20-mile 
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stretch of the Yellowstone stretching from the spill site near Laurel downstream to 
Billings, Montana. But scattered sites still would need to be dealt with, including 
contaminated river sections downstream of Billings, and two large islands in the 
heavily impacted area. Slowing the cleanup effort has been the painstaking task of 
removing crude from hundreds of debris piles deposited by the same spring floodwaters 
widely believed to have triggered the 12-inch pipeline’s failure. Also, the energy 
company did not want to bring in more workers than necessary to avoid trampling the 
riverbank, he said. The U.S. Environmental Protection Agency on-scene coordinator 
said the cleanup “is much more dictated by progress in the field instead of a date on the 
calendar.” He added that final approval of the work done by Exxon Mobil would have 
to come from Montana officials. About 1,000 people are involved in the effort to mop 
up the spill, including roughly 850 Exxon Mobil employees and contractors working 
along dozens of miles of riverbank. 
Source: http://news.yahoo.com/yellowstone-oil-spill-cleanup-last-fall-192356928.html 

For another story, see item 17  
 
[Return to top]  

Chemical Industry Sector 

5. August 18, Portland Business Journal – (International) Nike to eliminate hazardous 
chemical discharges by 2020. Nike Inc. August 18 issued a statement committing the 
sportswear company to eliminating the discharge of hazardous chemicals from its 
supply chain by 2020. “Nike Inc.’s commitment and investment towards this goal and 
the dedication to system change is unwavering,” the company stated. The pledge comes 
5 weeks after Greenpeace International called on Oregon-based Nike, the world’s 
largest sporting goods brand, and rivals Adidas and Puma to take a leading role in 
shedding the world’s footwear and apparel supply chain of hazardous chemicals. In a 
115-page report titled “Dirty Laundry”, Greenpeace detailed a year-long investigation 
into two Chinese factories it said discharged wastewater into waterways. While Nike, 
Adidas and Puma acknowledged working with the factories, all three said the work did 
not involve so-called “wet processing” such as dyeing and fabric finishing that 
Greenpeace claims is the cause of the chemical discharge. In its statement, Nike said it 
would continue ongoing work of phasing out hazardous chemicals, while accelerating 
elimination of the most hazardous agents. Within 8 weeks, Nike said it would announce 
an action plan on eliminating hazardous chemicals that would address transparency, 
chemical management, how the company will address industry disclosure, and a 
timeline. The company also invited its peers to co-create an industry-wide action plan. 
Source: http://www.sustainablebusinessoregon.com/articles/2011/08/nike-to-eliminate-
hazardous-chemical.html 

For more stories, see items 23, 33, and 44  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 
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6. August 19, Nuclear Street – (Alabama) TVA board OKs Bellefonte unit 1 
completion. Tennessee Valley Authority (TVA) board members gave their unanimous 
approval August 18 to complete unit 1 at the long-abandoned Bellefonte nuclear plant 
near Hollywood, Alabama. The decision, pushed back from this spring following the 
Fukushima Daiichi accident, marks an end to decades of deliberation over the final 
disposition of the reactor. The TVA estimates the unit was 90 percent complete when 
its construction was stopped in 1988. The reactor is now considered 55 percent 
complete following 2 years of “asset recovery,” one of a number of plans for the site 
over the years that have also included proposals for two new AP1000 reactors, and the 
completion of both uncompleted units. The TVA’s move paves the way for $4.5 billion 
to $5 billion in work to finish unit 1, though not as soon as had been originally 
proposed. The board’s decision specifically said construction will not begin until after 
fuel loading at Watts Bar 2, another TVA reactor project abandoned the same year as 
Bellefonte and restarted in 2007. WBIR 10 Knoxville reported further project planning 
and regulatory approvals will take at least 2 years. The Nuclear Regulatory 
Commission reinstated Bellefonte’s original construction permit in 2009. Some plant 
equipment, including most of the control room, will be updated or replaced. 
Source: 
http://nuclearstreet.com/nuclear_power_industry_news/b/nuclear_power_news/archive/
2011/08/19/tva-board-oks-bellefonte-unit-1-completion-_2800_with-plant-
walk_2d00_through-video_2900_-081901.aspx 

For more stories, see items 3 and 22  
 
[Return to top]  

Critical Manufacturing Sector 
 

Nothing to report 
 
[Return to top]  

Defense Industrial Base Sector 

7. August 19, Associated Press – (International) Texas-based Vanguard Defense 
Industries official hacked by Anonymous; CEO says damage limited. A Texas-
based defense and aerospace firm said one of its top officials had his e-mail account 
broken into by the hacking group Anonymous, the Associated Press reported August 
19. Vanguard Defense Industries’ chief executive said messages were stolen from the 
private Gmail account of a former FBI agent who now works as the company’s senior 
vice president. Anonymous said in a statement, it pilfered 1 gigabyte of private e-mails 
and documents from the account. The company’s chief executive told the Associated 
Press August 19 “there isn’t anything sensitive” in the released material. The company, 
based in Spring, Texas, specializes in the design and development of drones, unmanned 
aerial vehicles for law enforcement and the private sector. 
Source: http://www.washingtonpost.com/world/americas/texas-based-vanguard-

http://nuclearstreet.com/nuclear_power_industry_news/b/nuclear_power_news/archive/2011/08/19/tva-board-oks-bellefonte-unit-1-completion-_2800_with-plant-walk_2d00_through-video_2900_-081901.aspx�
http://nuclearstreet.com/nuclear_power_industry_news/b/nuclear_power_news/archive/2011/08/19/tva-board-oks-bellefonte-unit-1-completion-_2800_with-plant-walk_2d00_through-video_2900_-081901.aspx�
http://nuclearstreet.com/nuclear_power_industry_news/b/nuclear_power_news/archive/2011/08/19/tva-board-oks-bellefonte-unit-1-completion-_2800_with-plant-walk_2d00_through-video_2900_-081901.aspx�
http://www.washingtonpost.com/world/americas/texas-based-vanguard-defense-industries-official-hacked-by-anonymous-ceo-says-damage-limited/2011/08/19/gIQAY7htPJ_story.html�


 - 5 - 

defense-industries-official-hacked-by-anonymous-ceo-says-damage-
limited/2011/08/19/gIQAY7htPJ_story.html 

8. August 18, Defense News – (National) Pentagon clears F-35 test fleet to fly 
again. The F-35 Lightning II test fleet has been cleared for flight, but the U.S. Air 
Force’s production aircraft at Eglin Air Force Base in Florida are still grounded, the 
Pentagon announced August 18. An Air Force safety investigation board is continuing 
its investigation of the August 2 failure of the AF-4’s Integrated Power Package (IPP), 
which led to the grounding of the entire fleet of 20 aircraft. The AF-4 is the fourth 
conventional takeoff and landing variant produced by Lockheed Martin. A government 
and contractor engineering team determined flight operations of the test aircraft could 
continue after reviewing data from ground and flight tests, and revised the test 
monitoring procedures that govern the IPP. Ground operations of the test fleet resumed 
August 10. “The root cause investigation indicates that an IPP valve did not function 
properly,” a release from the F-35 Joint Program Office states. “Monitoring of valve 
position is a mitigating action to allow monitored operations. A permanent resolution is 
in work.” The IPP, which is built by Honeywell International, combines the functions 
performed by an auxiliary power unit, emergency power system and environmental 
controls. The Air Force’s test F-35s are at Edwards Air Force Base in California, with 
U.S. Navy and U.S. Marine Corps’ variants based at Naval Air Station Patuxent River 
in Maryland. The Air Force’s aircraft at Eglin, which do not have test instrumentation, 
will be grounded until the investigation is finished and any required corrective actions 
are completed. 
Source: http://www.defensenews.com/story.php?i=7422962&c=AME&s=AIR 

9. August 17, Defense News – (International) DoD to expand cyber program with 
industry. The U.S. Defense Department (DOD) is moving forward with a program 
designed to increase sharing with industry of classified and sensitive data about 
cyberattacks, the Deputy Secretary of Defense announced August 16. A 3-month pilot 
program — the Defense Industrial Base Cyber Pilot — has “stopped hundreds of 
attempted intrusions,” he said at a Defense Information Systems Agency conference. It 
also appears to be cost effective, he added. The program will be extended beyond its 
original end date of September 30. About 20 companies initially volunteered to 
participate in the pilot. “In the coming months, we will expand the pilot to the rest of 
the industrial base, as well as other key areas of critical infrastructure,” the deputy said. 
In addition to thwarting attacks against contractors, DOD said it identified strings of 
malware used by hackers. That information was incorporated into DOD network 
defenses and shared with companies participating in the pilot. Knowledge of these 
malware signatures “dramatically increases the effectiveness of cybersecurity,” the 
deputy said. DOD and its contractors must seize the current “window of opportunity” 
to strengthen their networks against destructive cyber threats, that if launched, would 
cause great physical damage and even loss of life, he said. 
Source: http://www.defensenews.com/story.php?i=7416591&c=AME&s=TOP 

[Return to top]  

Banking and Finance Sector 
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10. August 18, CNN – (National) California attorney general sues lawyers in alleged 
mortgage scam. The California attorney general is suing “a ring” of lawyers for 
allegedly defrauding at least 2,500 homeowners out of millions, a scam that was 
supposed to provide relief on their troubled mortgages, she said August 18. The civil 
suit filed by the state’s top attorney names 3 law firms, 3 other lawyers, and 14 other 
defendants. They are accused of sending 2 million deceptive pieces of mail in 
California and at least 17 other states, and using misleading advertising and 
telemarketing practices to entice desperate homeowners to believe they could sue 
mortgage lenders and stop foreclosures, California’s attorney general said. She said the 
defendants sold homeowners on participating in mass joinder lawsuits against lenders, 
and promised the suits would reduce their loan balances or interest rates, obtain 
monetary damages, and even result in free and clear title to their homes. The state’s 
lawsuit seeks fines, penalties, damages, and restitution in the tens of millions of dollars, 
the attorney general said. The lawyers charged homeowners fees of up to $10,000 to 
make them plaintiffs in a mass joinder lawsuit, she said. Such a suit involves many 
plaintiffs in which each has their own set of facts to prove. She claims the “mass 
joinder scam” involved deceptive mass mailers appearing as official settlement notices 
or government documents and told homeowners they were potential plaintiffs in a 
“national litigation settlement”. No such settlements existed, the attorney general said. 
Source: http://www.cnn.com/2011/CRIME/08/18/california.mortgage.fraud/ 

11. August 18, Cincinnati Enquirer – (National) Four indicted in $13M mortgage 
scam. Four Cincinnati residents were charged August 18 with running a $13 million 
mortgage fraud scheme that bilked investors and banks from Ohio to Georgia. Federal 
prosecutors said they used fake loan documents, false promises to investors, and 
inflated home values to collect millions of dollars in fees. All four defendants are 
linked to American Equity Group, their Cincinnati-based company, and are charged 
with wire fraud, mail fraud, and conspiracy. Authorities said the scheme, which 
operated from 2006 to 2007, is similar to others around the country that have targeted 
homeowners struggling with mortgages they cannot afford. Prosecutors said the 
suspects targeted at least 18 properties in Ohio, Michigan, Indiana, and Georgia — 
some valued at more than $1 million. The indictment said the defendants promised 
sellers they could continue to live in homes as renters and buy the property back after 
American Equity Group helped repair their credit. But prosecutors said the firm found 
investors who bought the houses at inflated prices with a promise that the original 
owner’s rent payments would cover the mortgage. Prosecutors said the defendants told 
investors the original owners would soon buy back the property, getting them off the 
hook for the mortgage. The suspects are accused of divvying up their share of the 
property sales, and then allowing the houses to fall into foreclosure. 
Source: 
http://communitypress.cincinnati.com/article/AB/20110818/NEWS010702/108190344/
Four-indicted-13M-mortgage-scam?odyssey=nav|head 

12. August 18, The Register – (International) Better ATM skimming through thermal 
imaging. Security researchers found thermal cameras can be combined with computer 
algorithms to automate the process of stealing payment card data processed by 
automatic teller machines. At the Usenix Security Symposium the week of August 8, 
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the researchers said the technique has advantages over more common ATM skimming 
methods that use traditional cameras to capture PINs people enter during transactions. 
The reason is customers often obscure a traditional camera’s view with their bodies, 
inadvertently or on purpose. Also, it can take a long time for crooks to view captured 
footage and log the code entered during each session. Thermal imaging can vastly 
improve the process by recovering the code for some time after each PIN is entered. 
The output can also be processed by an algorithm that automates the process of 
translating it into the secret code. The findings expand on 2005 research from a 
member of Google’s security team. The Usenix presenters tested the technique laid out 
by the researcher on 21 subjects who used 27 randomly selected PINs, and found the 
rate of success varied depending on variables such as the types of keypads and a 
person’s body temperature. 
Source: http://www.theregister.co.uk/2011/08/18/thermal_imaging_atm_fraud/ 

For another story, see item 32  
 
[Return to top]  

Transportation Sector 

13. August 19, CNN – (Nebraska) Powerful storms damage planes, portion of concourse 
in Nebraska. Two violent storms forced the temporary closure of Eppley Airfield in 
Omaha, Nebraska, after high winds and baseball-sized hail damaged planes and a 
portion of a concourse, the airport director said. He said the airfield was closed for 
several hours August 18, with at least one reported injury: a pilot who was taken to a 
local hospital after being struck by hail. Seven aircraft were damaged. The planes 
belonged to American, United, Delta, Southwest, U.S. Airways, and Frontier Airlines. 
Strong winds blew a jetway into one of the aircraft. Eppley Airfield’s south concourse 
sustained water damage at two gates, which have been closed, he said. A Southwest 
Airlines spokeswoman said two of the airline’s planes were on the ground — one of 
them Flight 751 to Chicago, which was being boarded — when the first storm hit. The 
decision was made to deplane the 137 passengers from the Boeing 737, and a male 
pilot was struck by hail while standing in the jetway. The spokeswoman said he was 
conscious when he was transported to the hospital. Southwest cancelled the flight. The 
spokeswoman said 13 flights were affected: eight arrivals, and five departures. The first 
storms pushed through Omaha at about 5:30 p.m. The airport was subsequently shut 
down so officials could evaluate damage. After about an hour-and-a-half, the airport 
was reopened, but was closed again minutes later when a second storm came through, 
packing strong winds and heavy rains. The airport director said winds of about 100 
miles-per-hour were reported, and visibility was between 5 and 10 feet. About 2,700 
passengers were affected by the storms. 
Source: 
http://www.cnn.com/2011/TRAVEL/08/19/nebraska.storms/index.html?hpt=us_c2 

14. August 19, Reuters – (Alaska) Student arrested, accused of having gun on school 
bus. An Anchorage, Alaska, high school student was arrested August 18 after he was 
found carrying a loaded gun on a school bus, authorities said. The 19-year-old had a .22 
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caliber handgun with him as he rode a bus from a local high school to a nearby 
vocational-education center, Anchorage School District officials said. “As the student 
was getting off of the bus, the driver noticed the student had a weapon,” said the 
district’s spokeswoman, adding that police were called and the student was turned over 
to their custody. The Anchorage student was in jail August 18 facing a charge of 
misconduct involving a weapon, an Anchorage Police Department spokeswoman said. 
The school district said in a statement it would be seeking to expel the student under a 
zero-tolerance policy concerning weapons. 
Source: http://af.reuters.com/article/oddlyEnoughNews/idAFTRE77I3AC20110819 

15. August 18, WMAR 2 Baltimore – (Maryland) Truck with oversized load crashes into 
bridge, lanes reopened. A tractor trailer carrying an oversized generator crashed into a 
I-695 overpass near Woodlawn, Maryland, August 18 damaging the bridge and causing 
significant delays, state police said, but the beltway has been re-opened. The crash 
happened on the Inner Loop at the Crosby Road overpass. The truck was carrying a 
generator too large to clear the overpass. Bridge inspectors with the state highway 
administration are investigating the integrity of the structure. The driver of the truck 
was hurt in the crash although the extent of his injuries is unknown. The commercial 
vehicle enforcement section of the Maryland State Police is inspecting the truck. 
Drivers were asked to avoid the area for several hours. 
Source: http://www.abc2news.com/dpp/news/region/baltimore_county/truck-with-
oversized-load-crashes-into-bridge,-expect-delays 

16. August 18, Reuters – (Washington) Suspicious device found after train kills Seattle 
woman. A busy passenger and freight rail line was shut down for nearly 5 hours 
August 18 after police investigating the death of a woman struck by a train in Seattle 
said they found a possible explosive near the tracks. Authorities later determined the 
woman had nothing to do with the device, which resembled a pipe bomb, a Burlington 
Northern Santa Fe (BNSF) railway spokesman said. He said experts now believe the 
object found near the woman’s body to be a “firework-type device,” although it was 
still being examined. The incident began at about 9 a.m. when the woman was struck 
near a Seattle park by a 63-car Burlington Northern freight train headed to Tacoma, 
Washington from Chicago, the spokesman said. Train operators who saw the woman 
sounded the locomotive’s horn and went into an emergency braking operation but were 
unable to stop in time. Police found the device, prompting a shut down of the rail line 
used by 40 trains daily and which serves as a main connection to Canada. Three freight 
trains and one Amtrak passenger train were delayed before the line was reopened 
shortly before 2 p.m. The woman’s death marked the fourth fatality on Seattle-area 
tracks since August 5. 
Source: http://news.yahoo.com/possible-bomb-found-near-seattle-train-tracks-
193941798.html 

17. August 18, Gonzales Cannon – (Texas) Firefighters take on blazes; Railroad tracks 
damaged after sparks from train ignite rural fires. Firefighters from several area 
fire departments as well as the National Forest Service battled three blazes north of 
Gonzales, Texas August 17, with several acres blackened and the Texas Gonzales 
Northern Railway (TXGN) rail line near County Road 237 damaged. Firefighters 

http://af.reuters.com/article/oddlyEnoughNews/idAFTRE77I3AC20110819�
http://www.abc2news.com/dpp/news/region/baltimore_county/truck-with-oversized-load-crashes-into-bridge,-expect-delays�
http://www.abc2news.com/dpp/news/region/baltimore_county/truck-with-oversized-load-crashes-into-bridge,-expect-delays�
http://news.yahoo.com/possible-bomb-found-near-seattle-train-tracks-193941798.html�
http://news.yahoo.com/possible-bomb-found-near-seattle-train-tracks-193941798.html�


 - 9 - 

responded early in the afternoon to a blaze along Interstate 10, then had a second fire to 
contend with along County Road 184 before a fire erupted in thick brush and took hold 
in a pile of railroad ties near the TXGN rail line along County Road 237. At around 4 
p.m., witnesses reported the fire was growing out of control, whipped by a steady wind, 
and was threatening to jump the road to a nearby house and poultry barn. A Gonzales 
Volunteer Fire Department ladder truck had to beat a retreat after the huge ball of flame 
eating the ties threatened to overwhelm the truck. The Gonzales fire chief said help 
from the Forest Service helped contain the blaze. Units from Smiley, Belmont, Ottine, 
Nixon, Luling, Waelder, joined with Gonzales fire to battle the final blaze of the day, 
which appears to have been started by sparks created by a passing train. The sparks 
ignited a grass fire that then caught hold of a huge stack of old railroad ties. The 
Gonzales fire chief said that once that fire was contained, firefighters would allow it to 
burn itself out. The sparks “are a common problem out there because of the increased 
load” being carried by rail cars hauling oilfield equipment, he said. The tracks along the 
line suffered damage and must be replaced. 
Source: http://www.gonzalescannon.com/node/6146 

For more stories, see items 2, 4, 18, 47, and 49  
 
[Return to top]  

Postal and Shipping Sector 

18. August 19, Associated Press – (Kentucky) Bricks fall from post office faÃ§ade in 
Harrodsburg. A shower of bricks and mortar fell from the faÃ§ade of the 
Harrodsburg, Kentucky post office August 18 as firefighters serviced a warning siren 
atop the building. As WKYT 27 Lexington interviewed the Harrodsburg fire chief, 
another large chunk of masonry fell from the top of the faÃ§ade The building was 
evacuated and closed for much of the day. Letter carriers were eventually allowed back 
inside so the delivery routes could be run. Firefighters knocked down loose brick to 
minimize the danger. The street and the front entrance to the post office had been 
closed before the work began for safety reasons. The fire chief said the post office 
building is 81 years old. 
Source: http://www.mysanantonio.com/news/article/Bricks-fall-from-post-office-
facade-in-2123177.php 

[Return to top]  

Agriculture and Food Sector 

19. August 19, Food Safety News – (National) Meat industry told to brace for ‘big six’ 
listing. The pathogenic Shiga toxin-producing Escherichia Coli (pSTEC) serotypes 
known collectively as the “Big Six” will soon be banned from U.S. meat, a top expert 
told a meat industry conference August 18. Action to declare the six non-O157:H7 
serotypes as adulterants in meat could come as early as the week of August 22, said the 
chief executive officer for the meat division of IEH Laboratories & Consulting Group 
based in Lake Forest Park, Washington. For certain, he said, the Big Six — O26, O111, 
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O103, O121, O45 and O145 — will be listed as adulterants no later than 1 year from 
now. The only STEC currently listed as an adulterant is E. coil O157:H7, which has 
been the most virulent strain in the United States for the past 2 decades. It was listed as 
an adulterant in 1994. At the concluding day of the 2-day “Prevention of E. coli” 
conference in Chicago, organized by the Reston, Virginia-based North American Meat 
Processors Association (NAMP) for the meat industry in the United States and Canada, 
attention turned to the likelihood that more strains will be added to the banned list. A 
Kansas State University’s E. coli expert said it will be a mistake if the United States 
Department of Agriculture lists more serotypes as adulterants, because it will put 
government and industry into a “crisis mode.” Much remains to be learned about the 
six strains, which the U.S. Centers for Disease Control and Prevention says cause 
40,000 illnesses, 1,100 hospitalizations, and 30 deaths annually, the E. coli expert said. 
Source: http://www.foodsafetynews.com/2011/08/meat-industry-told-to-brace-for-big-
six-listing/ 

20. August 19, Food Safety News – (Ohio) Two in Ohio ill with E. coli, ground beef 
recalled. J.B. Meats of Cincinnati, Ohio, recalled 72,800 pounds of ground beef for 
potential contamination with E. coli O157:H7. The recall of ground beef and beef 
patties was prompted after 2 Ohio residents were hospitalized with E. coli infections 
thought to be linked to its meat. The ground beef subject to recall was sold to 
restaurants in clear plastic bags processed between August 18, 2010 and August 18, 
2011. The processing date is indicated on the packaging, which also bears the 
establishment number “EST. 1188.” The products were sold to 10 to 12 Cincinnati-area 
restaurants, which have been notified and are no longer serving them to customers, the 
owner of J.B. Meats said, according to WXIX 19 Cincinnati. The two E. coli victims 
fell ill July 20 and 21, after consuming ground beef July 16 and 17 at Arthur’s 
Restaurant in Hyde Park. It is likely the contaminated meat has been used up by now, 
but it is important that ground beef be cooked through, a Cincinnati Health Department 
spokesperson said. The illnesses have not been positively linked to J. B. Meats, but the 
firm issued the recall as a precautionary measure. 
Source: http://www.foodsafetynews.com/2011/08/two-e-coli-illnesses-thought-to-be-
linked-to-local-ground-beef-co/ 

21. August 19, Food Safety News – (Arkansas; National) Cargill plant reopens as 
outbreak numbers climb. Cargill Inc. resumed operations at its Springdale, Arkansas, 
plant — the same plant that produced 36 million pounds of ground turkey that the 
company recalled because of Salmonella contamination earlier in August. The plant 
reopened after extensive cleaning of its processing line and federal approval of an 
“enhanced food safety plan” that is “the most aggressive and advanced program in the 
poultry industry,” a Cargill spokesman said. A sampling of Cargill turkey products 
tested by Oregon public health officials showed 10 to 15 percent of the tested meats 
were contaminated — at least some of it with the same genetic strain identified in the 
nationwide outbreak of Salmonellla Heidelberg. Cargill is one of the world’s largest 
food companies, with $120 billion in sales in 2010. The U.S. Centers for Disease 
Control and Prevention (CDC) announced August 18 that 111 people from 31 states 
were sickened, and 1 died, from food poisoning traced to the contaminated turkey 
product. The CDC estimates that for every illness reported in such outbreaks, more than 

http://www.foodsafetynews.com/2011/08/meat-industry-told-to-brace-for-big-six-listing/�
http://www.foodsafetynews.com/2011/08/meat-industry-told-to-brace-for-big-six-listing/�
http://www.foodsafetynews.com/2011/08/two-e-coli-illnesses-thought-to-be-linked-to-local-ground-beef-co/�
http://www.foodsafetynews.com/2011/08/two-e-coli-illnesses-thought-to-be-linked-to-local-ground-beef-co/�


 - 11 - 

30 go unreported, meaning that more than 2,000 people may have been sickened by 
Cargill’s ground turkey over 5 months. The Cargill spokesman said the company 
upgraded several elements of its food safety program at the plant, including a new 
critical control point in the bird chilling system. They also increased the level of 
antibacterial treatment by 25 percent, and added two antibacterial treatments to the 
harvest line. 
Source: http://www.foodsafetynews.com/2011/08/cargill-reopens-cleaned-up-arkansas-
plant/ 

22. August 19, New York Times – (International) Japan finds first case of radioactive 
contamination in rice. Japanese inspectors found the first case of radioactive 
contamination in rice August 19, adding the national grain to the list of foods harmed 
by the accident at the stricken Fukushima Daiichi nuclear plant. Inspectors in Ibaraki 
Prefecture, just north of Tokyo, found radioactive cesium in a sample of rice from the 
city of Hokota, about 90 miles south of the radiation-spewing nuclear plant. The 
prefecture said the radiation was well within safe levels: It measured 52 becquerels per 
kilogram, about one-tenth of the government-set limit for grains. The prefecture said 
two other samples tested at the same time showed no contamination. The Agriculture 
Ministry said this was the first time that more than trace levels of cesium had been 
found in rice, though it said there was no health risk. 
Source: http://www.nytimes.com/2011/08/20/world/asia/20rice.html 

23. August 18, WVEC 13 Norfolk – (Virginia) Ammonia leak forces evacuation of 
Perdue plant on Eastern Shore. Workers at the Perdue poultry-processing lant in 
Accomac, Virginia, were evacuated for 3 hours August 17 because of an ammonia leak. 
Fire officials said Perdue’s hazmat team was trying to control the leak when crews 
from several areas arrived just before 8 p.m. More than a dozen workers were evaluated 
at the scene, fire officials stated. Members of the Eastern Shore Regional HazMat 
Team, and other emergency personnel donned special suits before going in to isolate 
and control the leak. Fire and EMS personnel from Onley, Onancock, Tasley, and 
Wallops, also responded to the Lankford Highway plant. The Eastern Shore Post said 
200-300 workers were evacuated and began going back into the plant around 11 p.m. 
Fire and EMS stayed on the scene for another 90 minutes after that. 
Source: http://www.wvec.com/home/Perdue-plant-on-Eastern-Shore-evacuated-due-to-
ammonia-leak-128013243.html 

24. August 18, WIFR 23 Rockford – (Wisconsin) Explosion at Hormel Foods in 
Beloit. About 100 Hormel Foods factory workers were evacuated about 3 p.m. August 
18 after an explosion inside the food processing plant in Beloit, Wisconsin. The Beloit 
fire department said an air compressor malfunctioned, sparking a fire inside the boiler 
room. Maintenance crews were able to put out the flames with a fire extinguisher. The 
fire caused about $50,000 in damage. Hormel has a back-up compressor, which was 
expected to allow work to resume once firefighters gave the all clear. About 300 people 
work at the Beloit Plant and make products such as Hormel Chili and Chi-Chi’s Salsa. 
Source: 
http://www.wifr.com/hometowns/headlines/BN_Explosion_at_Hormel_Foods_in_Belo
it_128036633.html 
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25. August 18, Associated Press – (International) Mexico closes slaughterhouse after 
finding cattle contaminated with anabolic agent. The Mexican government said it 
has suspended butchering of cows at a slaughterhouse in central Mexico after finding 
many of the cattle there tested positive for clenbuterol. The federal health department 
said 68 percent of the livestock at the slaughterhouse in Cuernavaca had the anabolic 
steroid. Clenbuterol is banned for use on animals in Mexico, where Mexico’s president 
has acknowledged it is used to bulk up livestock. A health department statement 
August 18 said authorities seized 10 tons of contaminated meat at the slaughterhouse. 
Five Mexico soccer players tested positive in July for clenbuterol in pre-competition 
testing at the Gold Cup. Soccer officials blamed the results on contaminated meat. 
Source: http://www.washingtonpost.com/world/americas/mexico-closes-
slaughterhouse-after-finding-cattle-contaminated-with-anabolic-
agent/2011/08/18/gIQAJCZrOJ_story.html 

For more stories, see items 51 and 53  
 
[Return to top]  

Water Sector 

26. August 19, KNSD 7 San Diego – (California) Sewage contaminates San Marcos 
creek. An estimated 31,650-gallon sewage spill occurred August 17 at the Meadowlark 
Water Reclamation Facility on 7941 Corinthia Street in Carlsbad, California. The spill 
was caused by a break in a 6-inch sewer line. Crews from the Vallecitos Water District 
discovered the leak at 8 a.m., and diverted flows back to the treatment plant. Roughly 
21,600 gallons of the sewage was recovered, so an estimated 10,050 gallons of sewage 
flowed into a storm drain that leads to the San Marcos Creek. Warning signs of sewage 
contamination will remain in place until samples confirm the water is safe for 
recreational use. 
Source: http://www.nbcsandiego.com/news/local/Sewage-Contaminates-San-Marcos-
Creek-128043188.html 

27. August 18, Victorville Daily Press – (California) More Hinkley wells found 
contaminated. Recent tests show elevated levels of chromium 6 in a dozen monitoring 
wells north of the contaminated Hinkley, California plume, with one well registering 
more than three times what is considered a safe amount of the heavy metal. The results 
mean Pacific Gas and Electric will begin supplying more residents with bottled water 
and add more monitoring wells further north of Thompson Road, a company 
spokesman said, as the power giant attempts to control the problem that plagued this 
town for more than half a century. PG&E used chromium 6 in the 1950s to fight 
corrosion in a Hinkley cooling tower. Since the groundwater contamination was 
revealed, the company has supplied replacement water and regulated water sources for 
chromium 6 levels in an affected plume that is about 3 miles long and almost 1.5 miles 
wide. That plume continues to grow, with elevated toxins found in a dozen of the 56 
wells PG&E was ordered in April to install a half mile further north. 
Source: http://www.vvdailypress.com/news/hinkley-29572-contaminated-wells.html 
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For another story, see item 4  
 
[Return to top]  

Public Health and Healthcare Sector 

28. August 19, MarylandReporter.com – (Maryland) Health department failed to control 
birth certificates, auditors find, citing possible fraud. The Maryland Office of 
Legislative Audits issued a report August 18 saying it found the Maryland State Health 
Department has continued to fail to control issuance of birth certificates, leading to 
potential fraud. The Maryland Department of Health and Mental Hygiene has been 
unable to verify that birth and death certificates contain valid information, that 
certificates were only issued to the right people, and that payments for certificates were 
correctly collected. The state attorney general is investigating an employee in one local 
health department’s office for potential fraud. A legislative auditor said that serious 
problems with vital records have been found — and not corrected — in departmental 
audits since 1999. “These documents can be used for other things,” he said. “This is not 
just about the money involved. There is potential for immigration fraud.” 
Source: http://baltimore.citybizlist.com/1/2011/8/19/Health-Department-Failed-To-
Control-Birth-Certificates-Auditors-Find-Citing-Possible-Fraud--By-Megan-
Poinski.aspx 

29. August 19, WPTV 5 West Palm Beach – (Florida) VA Medical Center in Riviera 
Beach investigated for illicit drugs and narcotics. Nearly two dozen people were 
accused of running a prescription drug operation out of the Veterans Affairs (VA) 
Medical Center in Riviera Beach, Florida. The Palm Beach County Sheriff’s Office, 
state attorney’s office, U.S. Department of Veteran’s Affairs, and the Office of 
Inspector General-Criminal Investigations Division raided the VA August 18, a result 
of a 7-month undercover investigation called “Operation Tango Vax.” Investigators 
said they went undercover several months ago and posed as hospital workers. Those 
undercover agents said they were able to buy prescription drugs, largely oxycodone, 
from hospital staffers as well as veterans who sold their own medication. Investigators 
said they seized about 6,000 oxycodone pills, 2 vehicles, and $200,000 in cash. The 
sheriff’s office said warrants were issued for the arrest of 21 people, including hospital 
patients and employees. A pharmacy technician, a respiratory therapist, and several 
nursing assistants were among the VA workers arrested. 
Source: 
http://www.wptv.com/dpp/news/region_c_palm_beach_county/riviera_beach/va-
hospital-in-riviera-beach-investigated 

30. August 18, Associated Press – (Arizona) Pipe bomb explodes near Tucson 
facility. Police were investigating a pipe bomb explosion that sent a piece of shrapnel 
through the bedroom window of a Tucson, Arizona, assisted living facility August 16. 
Officers responded to the scene and found pieces of debris and shrapnel near the 
assisted living facility and in the roadway. The Arizona Daily Star said police 
eventually found the location of the blast near the doorway of a business. Police have 
submitted the evidence to have it forensically analyzed and determine the composition 
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of the explosive material. A motive has not been determined, and police do not have 
any suspects. 
Source: http://ktar.com/category/local-news-articles/20110818/Pipe-bomb-explodes-
near-Tucson-facility/ 

31. August 17, Procurement News – (National) Healthcare providers face ‘record rates’ 
of drug shortages. Research from healthcare consortium, Premier healthcare alliance, 
of unsolicited sales offers made by gray market vendors to hospitals, shows the average 
mark-up for shortage drugs was 650 percent. The highest single recorded mark-up 
offered was 4,533 percent for a drug used to treat high blood pressure. Normally priced 
at $25.90, the offered price in this case was $1,200. The analysis noted that some “gray 
market” vendors are putting profits ahead of patients, offering drugs desperately needed 
at exorbitant price mark-ups. And in certain cases, the drugs being offered may be 
counterfeit, stolen, ineffective or unsafe, according to the report. Healthcare providers 
in the United state have to cope with “record rates” of drug shortages, market watchers 
have warned. Premier cited research from the University of Utah that forecasts more 
than 360 products reaching shortage levels by the end of the year, the highest in history. 
Analysis from the American Hospital Association, American Society of Health-System 
Pharmacists, University of Michigan and Premier found the vast majority of hospitals 
nationwide are experiencing life-threatening shortages of medicines needed to provide 
essential patient care. Combined, these analysis suggest the shortage could cost U.S. 
hospitals at least $416 million annually through the purchase of more expensive generic 
or therapeutic substitutes, and enhanced labor costs. 
Source: http://www.procurementleaders.com/news/latestnews/3308-healthcare-drug-
shortages/ 

[Return to top]  

Government Facilities Sector 

32. August 19, Associated Press – (Texas) NC man pleads guilty to threatening to kill 
Obama. A North Carolina man, faces up to 5 years in federal prison after pleading 
guilty in a West Texas court to threatening the life of the U.S. President. The threat was 
made in Kermit during an argument over the President’s healthcare policies May 7, 
2010. The Kermit Police Department passed the case to the U.S. Secret Service. The 
man, who waits sentencing, was arrested in connection with a bank robbery in 
California 10 days after making the threat. 
Source: http://www.news-journal.com/blogs/talk_of_east_texas/article_15d332d0-c52f-
5101-8fff-57d6745a4625.html 

33. August 19, New York Daily News – (New York) Bronx New School closed because of 
years-old toxic chemicals that made students sick. The air at a North Bronx, New 
York school may have been contaminated by dangerous chemicals for as long as 20 
years. Officials closed the Bronx New School at 3200 Jerome Avenue after repeated air 
monitoring tests since January revealed unsafe levels of toxic chemicals, especially 
trichloroethylene (TCE), which is a possible carcinogen. At a meeting before several 
hundred parents of the school August 18, one of the officials announced the new 
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location of the school will be at a former Catholic school, Saint Martin of Tours more 
than 2 miles away. The official called this “a highly unusual situation,” and promised to 
do everything possible to facilitate a transition to the new location. Several angry 
parents said children had been complaining of headaches, nausea, and other illnesses 
for years. Still unanswered is why the contamination was not discovered sooner. The 2-
story building was a factory and industrial warehouse for more than 70 years before the 
old board of education leased and renovated it back in 1991. 
Source: http://www.nydailynews.com/ny_local/2011/08/19/2011-08-
19_toxic_mess_for_20_years_chemical_found_in_air_of_shuttered_bronx_school_was
_ther.html 

34. August 19, Associated Press – (Missouri) Man arrested in Facebook school threat. A 
50-year-old man has been arrested for allegedly threatening on Facebook to cause “a 
blood bath” at a Granby, Missouri high school. The Newton County sheriff said the 
Granby man was arrested August 18 after an investigation into the threat against East 
Newton High School. The sheriff said he made the threat on a Facebook account using 
a 14-year-old boy. Some students reported the threat August 15, and the sheriff said 
investigators quickly determined that no one by the name of the 14-year-old boy was 
enrolled at any area school. The Joplin Globe reports investigators suspected the man 
because the “ boy” said he was upset about how his friend was being treated. The 
suspect was charged with second-degree child molestation for alleged sexual contact 
with a 14-year-old boy. 
Source: http://stlouis.cbslocal.com/2011/08/19/man-arrested-in-facebook-school-threat/ 

35. August 18, Reuters – (Alaska) Man in standoff at Alaska military base 
surrenders. An armed and apparently suicidal man surrendered to police August 18 
after a 4-hour standoff at the entrance to an Alaska military base, officials said. The 23-
year-old was arrested on reckless endangerment charges outside Joint Base Elmendorf-
Richardson near Anchorage, and will undergo a mental evaluation, an Anchorage 
police spokeswoman said. Police, who had been alerted the man was possibly suicidal, 
spotted his car and followed him to the main entrance of the base, which is shared by 
the U.S. Air Force and Army. They then surrounded him with police vehicles, called in 
special security and police dogs, and negotiated his surrender, he said. The man, who is 
not a member of the military or connected to the base, was armed with two handguns, 
the police spokeswoman said. Operations at the base continued as normal during the 
standoff, but the incident forced authorities to close the base’s main gate until the 
suspect was taken into custody. 
Source: http://news.yahoo.com/man-gun-standoff-alaska-military-
211656310.html;_ylt=AnaFWYzmAbCiHf0io0RlcwS3scB_;_ylu=X3oDMTNiMDM4
cTA3BHBrZwM0NjRlMjQ0ZC1jZTMyLTMyMzMtODMwYS0yYWFlNzdjZmYwN
zAEcG9zAzE1BHNlYwNNZWRpYVN0b3J5TGlzdAR2ZXIDODk5M2VjYzAtYzllZ
C0xMWUwLWFlZmItYm 

For more stories, see items 9, 38, and 42  
 
[Return to top]  
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Emergency Services Sector 

36. August 19, WCBD 2 Charleston – (South Carolina; Georgia) Search continues for 
escaped inmate who stole deputy’s gun, car. Police resumed their search in Allendale 
County, South Carolina, August 19, for an inmate who escaped the custody of the 
Stevens County, Georgia sheriff’s deputy transporting him the day before. Authorities 
received a tip August 19 from a woman who said at 7:30 a.m., she saw the suspect 
brandishing a gun. Law enforcement officers were searching Highway 321, 3 miles 
north of Fairfax, South Carolina. On August 18, the chief deptuy of the Allendale 
Sherrif’s Department said dogs tracked the scent from the cruiser, to the road. Officials 
said that probably means the suspect was picked up by a motorist. Police also reported 
the cruiser the suspect used to getaway was missing a 40-caliber automatic pistol. The 
search started in Colleton County, South Carolina, after the 37-year-old overpowered a 
deputy and stole his car. Authorities said the suspect pretended to be sick as he was 
being transported back to a Georgia prison from Allendale County. Officials said the 
deputy and suspect were heading to Stevens County when he told the deputy he “felt 
ill”. The deputy pulled over in Colleton County and the suspect slipped out of the 
handcuffs and stole the squad car. It was found abandoned at 6 p.m. August 18 at 
Bethel Church Road in Colleton County. 
Source: http://www2.wjbf.com/news/2011/aug/18/nation-wide-search-underway-
inmate-who-escaped-all-ar-2293767/?hpt=ju_bn4 

37. August 19, Emergency Management – (Florida) Software reduces EMS response 
times in Bay County, Fla. New software is reducing response times and improving 
multi-jurisdiction response in Bay County, Florida. The software — which is installed 
in public safety answering points operated by the county and its cities and laptops used 
in first responder vehicles — allows first responders and dispatchers to see locations of 
responding vehicles and emergency calls. This makes it easier for county first 
responders to request help from cities, while also deploying the nearest help to an 
emergency scene, according to the emergency medical services (EMS) director for the 
Bay Medical Center. The new software, installed at the beginning of August, takes a 
snapshot of a call coming into the Bay County Sheriff’s Office and forwards the 
information to the local 911 call center that can then dispatch for extra help. The 
software is the latest iteration of a computer-aided dispatch system Bay Medical EMS 
has been using since March. Using GPS installed in a laptop in the vehicle, the system 
allows EMS, fire, and police to see and respond to the location of a call while the 
dispatcher is still on the phone with the caller. That capability has cut 45 to 60 seconds 
off Bay Medical EMS response times, the EMS director said. It has also reduced radio 
traffic and the potential for errors caused by a responder hearing a piece of information 
incorrectly. The system can also push additional information, such as dispatcher notes 
and gate codes, to the ambulances. 
Source: http://www.emergencymgmt.com/safety/Software-EMS-Bay-County-Fla.html 

38. August 18, WTVF 5 Nashville – (Tennessee) Fairview police dept. evacuated after 
chemical exposure. More than a dozen people exposed to a chemical at Fairview, 
Tennessee’s City Hall were tested at two hospitals August 18. Police said the building 
was evacuated just before 3 p.m. after a police officer brought in a chemical to the 
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police department, which is housed in city hall. The officer seized the drink bottle from 
a car during a traffic stop. He mistakenly took it inside the police department to test the 
liquid, and that prompted the evacuation. Since no one knew what type of chemical was 
in the bottle, and it was opened inside the police department, the building was 
evacuated and staff members were transported to the hospital. No one tested showed 
any signs of exposure. The 21st Judicial Drug Task Force was called in to contain and 
dispose of the liquid. 
Source: http://www.newschannel5.com/story/15293555/2011/08/18/fairview-police-
dept-evacuated-after-chemical-exposure 

For another story, see item 50  
 
[Return to top]  

Information Technology Sector 

39. August 19, Softpedia – (International) Koobface spreads via torrents. Security 
researchers identified a new version of the Koobface worm, which uses the global 
torrent network instead of social networking Web sites to spread. Dating back to July 
2008, Koobface is one of the oldest and most successful computer worms that is still 
active. Its original variants targeted MySpace and Facebook, but it later expanded to 
other social networking sites. Koobface has seen many improvements and is a fairly 
sophisticated piece of malware most likely maintained by more than one developer. 
Despite its success, the worm suddenly stopped spreading on Facebook in February, a 
decision that baffled security researchers. In April, security experts from FireEye 
reported Koobface was still serving as a distribution platform for other malware, and 
that its command and control servers were still operational. A new sample found 
recently by security researchers from Trend Micro seems to indicate the worm’s 
creators developed a new propagation routine. The new version bundles version 2.2.1 
of the uTorrent client which runs hidden in the background to seed trojanized torrents. 
These torrents pose as cracked versions of popular applications or games. The new 
version also uses encryption to evade antivirus detection. The rogue torrents promoted 
via public trackers and discoverable through the global torrent network contain multiple 
components that decrypt each other. 
Source: http://news.softpedia.com/news/Koobface-Spreads-via-Torrents-217517.shtml 

40. August 18, IDG News Service – (International) AES proved vulnerable by Microsoft 
researchers. Researchers from Microsoft and the Dutch Katholieke Universiteit 
Leuven discovered a way to break the widely used Advanced Encryption Standard 
(AES), the encryption algorithm used to secure almost all online transactions and 
wireless communications. Their attack can recover an AES secret key from three to 
five times faster than previously thought possible, reported the Katholieke Universiteit 
Leuven, a research university based in Belgium. The researchers cautioned the attack is 
complex in nature, and so cannot be easily carried out using existing technologies. In 
practice, the methodology used by the researchers would take billions of years of 
computer time to break the AES algorithm, they noted. But the work, the result of a 
long-term cryptanalysis project, could be the first chink in the armor of the AES 
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standard, previously considered unbreakable. When an encryption standard is evaluated 
for vital jobs such as securing financial transactions, security experts judge the 
algorithm’s ability to withstand even the most extreme attacks. Today’s seemingly 
secure encryption method could be more easily broken by tomorrow’s faster 
computers, or by new techniques in number crunching. 
Source: 
http://www.computerworld.com/s/article/9219297/AES_proved_vulnerable_by_Micros
oft_researchers 

41. August 18, Threatpost – (International) GingerMaster malware seen using root 
exploit for Android Gingerbread. The evolution of mobile malware seems to be 
accelerating, especially as it applies to Android malware. The newest example of this 
rapid change is the appearance of GingerMaster, a variant of the DroidKungFu 
malware that now sports a root exploit for Android 2.3 and gives the attacker complete 
control of the infected device. The new piece of malware, discovered by researchers at 
North Carolina State University, uses a jailbreak exploit for Android 2.3, also known as 
Gingerbread, which is packaged in an infected app as a seemingly legitimate file. Once 
that exploit runs, it gives the malware root privileges on the phone and also begins 
collecting data about the device for transmission to a remote server. 
Source: http://threatpost.com/en_us/blogs/gingermaster-malware-seen-using-root-
exploit-android-gingerbread-081811 

For more stories, see items 7, 9, 12, and 42  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

42. August 18, Baltimore Sun – (Maryland) Verizon blames vandalism for outage. As 
many as 300 Verizon customers in West Baltimore, Maryland lost service August 18 
after cables were cut, the company said. The outage to telephone and DSL service 
affected state government offices, small businesses, and residents, the Verizon 
spokeswoman said. Service was expected to be restored by midday August 19, she said. 
Source: http://www.baltimoresun.com/business/bs-bz-verizon-outage-
20110818,0,718659.story 

43. August 18, WLBT 3 Jackson – (Mississippi) Storm rips down communication tower 
at reservoir. Thunderstorms caused a lot of damage to the communications tower on 
Spillway Road overlooking the Barnett Reservoir in Jackson, Mississippi. Straightline 
winds that were clocked at 78 miles per hour blew the tower’s antenna down. Then a 
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nearby power pole came down and two passing cars got snagged in the lines. The 
Reservoir Patrol will be operating on generator power indefinitely. 
Source: http://www.wlbt.com/story/15294198/storm-rips-down-communication-tower-
at-reservoir 

For more stories, see items 7, 41, and 44  
 
[Return to top]  

Commercial Facilities Sector 

44. August 18, Associated Press – (New York) NY cellphone workers sickened in 
cleaner mishap. Authorities said two chemical cleaning agents were inadvertently 
mixed at a Bohemia, New York cellphone business, sickening more than four dozen 
workers August 18. The Suffolk County police said 54 workers at CWG 
Communications became ill in the afternoon. They showed symptoms of nausea, 
vomiting, and respiratory distress. Two workers had mild convulsions. Hazardous 
material emergency responders responded to the business, which cleans and refurbishes 
cellphones. Many of the sickened were found on a lawn outside the facility. Authorities 
said a new cleaning agent apparently mixed with some residual solution on equipment, 
causing the reaction. A police inspector said it “appears to be just an accident.” The 
federal Occupational Safety and Health Administration was notified. The fire marshal’s 
office is investigating. 
Source: http://news.yahoo.com/ny-cellphone-workers-sickened-cleaner-mishap-
001811264.html 

45. August 18, United Press International – (New York) Guilty plea in Times Square 
bomb case. A New York man pleaded guilty in federal court August 18 to running an 
unlicensed money transfer business between the United States and Pakistan. One of the 
money transfers facilitated by the suspect was used to fund the May 1, 2010, attempt by 
a man to set off a car bomb in Times Square, the U.S. Department of Justice (DOJ) 
said. That man is serving a life sentence in federal prison for the attempted bombing. 
The suspect who pleaded guilty operated a “hawala,” a sort of informal system of 
transferring monetary value without physically transferring money across international 
borders. He conducted two transactions April 10, 2010 that provided thousands of 
dollars to two customers “at the direction of a co-conspirator in Pakistan, but without 
knowledge of how the customers were planning to use the funds,” the DOJ said in a 
news release. The suspect faces a maximum prison sentence of 5 years and a maximum 
fine of $250,000, or double the gain or loss arising from his conduct, the release said. 
He is scheduled to be sentenced November 30. 
Source: http://www.upi.com/Top_News/US/2011/08/18/Guilty-plea-in-Times-Square-
bomb-case/UPI-33641313725788/ 

For more stories, see items 5, 9, 30, 42, and 50  
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National Monuments and Icons Sector 

46. August 18, Salt Lake Tribune – (Utah) Beaver County pot farm raid yields 8,000 
plants. About six dozen law enforcement officers gathered August 18 at the Beaver 
County Sheriff’s Office to plan a raid on a field of marijuana growing high in the 
mountains of the Fishlake National Forest in Utah. At about 9:30 a.m., several teams 
dressed in camouflage gear surrounded the marijuana operation, and police found the 
camp abandoned. The growers left behind about 8,147 marijuana plants, a Beaver 
County sheriff said. The site about 10 miles east of Beaver was hard to spot and may 
have been used by the growers for several years. Authorities believe growers are being 
trained in Mexico and shipped to Utah. Drug cartel operators then bring in supplies so 
the growers do not have to leave the mountains. Some plants at this grow site had 
already reached heights of more than 5 feet. The growers had chopped limbs off trees 
to allow the most light possible to reach the crop. They also had spread hundreds of 
yards of irrigation pipeline. The growers appear to have been living in lean-to huts, 
officials said. Trash, including 13 propane tanks and numerous empty food cans, 
littered the grow site. Members of the more than 10 agencies participated in the raid. 
Source: http://www.sltrib.com/sltrib/news/52413587-78/beaver-plants-growers-
marijuana.html.csp 

47. August 18, KEPR 19 Pasco – (Washington) Tumwater Canyon fire grows slowly 
overnight. The Tumwater Canyon Fire in Washington grew to about 100 acres over the 
night of August 17. The fire is 6 miles north of the city of Leavenworth, and is located 
on the Okanogan-Wenatchee National Forest, Wenatchee River Ranger District. About 
90 fire personnel are assigned to the fire, including Forest Service Fire Crews from the 
Wenatchee River, Entiat, and Cle Elum Ranger Districts, Chelan County Fire Districts 
3 and 9, with air support from the Forest Service and the Department of Natural 
Resources. The fire is burning in steep, rugged terrain. It is burning in the Tumwater 
Canyon, south of the Wenatchee River Bridge and east of Highway 2 in grass, shrub 
and mixed conifer vegetation. The incident is being managed by a Type 3 Incident 
Management Team. The Washington State Patrol has temporarily closed Highway 2 
from Coles Corner to Leavenworth. A detour has been set-up through the Chumstick 
Valley. The cause of the fire is under investigation. 
Source: http://www.keprtv.com/news/local/128004163.html 

48. August 18, Baltimore Sun – (Maryland) Fire in historic building in Brewers 
Hill. Walls covered in cork caught fire August 18 in a vacant brewery complex in 
Brewers Hill in Baltimore, Maryland, a fire official said. Firefighters were called to the 
historic building about 2 p.m., a spokesman for the Baltimore City Fire Department 
said. The fire was primarily confined to the third and fourth floors, he said, and was 
still being fought that evening. Heavy fire, smoke, and the collapse of interior walls 
created unsafe conditions, and firefighters were ordered for a time from the building, 
part of the old Gunther Brewery complex in the 1200 block of S. Conkling Street, the 
spokesman said. The fire was fought from the exterior of the building for a brief period, 
and firefighters were eventually able to re-enter. Three firefighters suffered heat 
exhaustion, and the fire is under investigation. The building was listed in 2002 on the 
National Register of Historic Places as part of the Gunther Brewing Co.’s property. 
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Hamm’s beer was also brewed for a time in the building, which has the word Hamm’s 
written across the top. 
Source: http://www.baltimoresun.com/news/maryland/baltimore-city/bs-md-ci-natty-
boh-building-fire-20110818,0,4061758.story 

49. August 18, KNXV 15 Pheonix – (Arizona) Beale Fire in Williams grows to more than 
4,000 acres. The Beale Fire in Arizona grew by 600 acres August 17, according to a 
spokesperson for the U.S. Forest Service (USFS). The lightning-caused wildfire has 
now burned 4,632 acres of the Kaibab National Forest near Williams. According to the 
USFS, the growth is coming from “managed ignitions.” Fire personnel will continue to 
manage those ignitions, causing smoke to be present in the area for the next several 
days. The smoke was expected to move towards Flagstaff, and the USFS said it would 
be visible along portions of I-40 and Highway 180. The agency advised the public to 
avoid using Forest Service Road 134, about a quarter mile south of junction 793 and 
134. Also, a section of the road has been temporarily barricaded due to a road failure. 
Currently, there are no closures associated with the Beale Fire, and all designated 
campgrounds remain open. Forest visitors were advised to avoid dispersed camping in 
or near the management area of the incident. 
Source: http://www.abc15.com/dpp/news/region_northern_az/flagstaff/beale-fire-in-
williams-grows-to-more-than-4,000-acres 

50. August 17, Los Angeles Times – (Arizona; International) Flooding washes away 
section of U.S. border fence. A 40-foot section of U.S.-built fence along the border 
with Mexico was washed away August 7 after heavy rain and flooding in Arizona, 
prompting responses from border residents who said the fencing damaged the local 
ecosystem and would be prone to flooding. The section of the fence that collapsed sits 
along the Organ Pipe Cactus National Monument, near the tiny port town of Lukeville 
in southwestern Arizona. A news report on the Mexican side of the fence collapse 
showed photos of the fallen wall and said U.S. Border Patrol agents were “permanently 
guarding” the area. Damage to streets and homes was also reported in the small village 
of Adolfo Lopez Mateos near Sonoyta in Sonora state. The fence, built in 2007 and 
2008, was constructed without enough room for water and debris to naturally flow 
beneath it, the national monument’s superintendent told the Arizona Daily Star. The 
border wall in the area essentially operated as a dam and burst with an overload of 
rainwater. Warning signs appeared in the area almost as soon as the fence went up. The 
international port of entry and private businesses in Lukeville flooded during rain in 
July 2008 because of debris buildup along the border wall, prompting a federal lawsuit, 
the Arizona Daily Star reported. 
Source: http://latimesblogs.latimes.com/laplaza/2011/08/border-fence-arizona-
flooding-washed-away.html 

[Return to top]  

Dams Sector 

51. August 19, Craig Daily Press – (Colorado) Water released from Elkhead Reservoir 
near Craig. The Elkhead Reservoir near Craig, Colorado released water in the Yampa 
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River to aid the Upper Colorado River Endangered Fish Recovery Program, U.S. Fish 
and Wildlife announced in a news release August 18. “A relatively high volume of 
water will be released, about 350 cubic feet per second (cfs), from Elkhead for four 
days to support a sustained flow of about 1,000 cfs in the Yampa River at Maybell, 
downstream of Craig,” the release said. “The released water will take about 24 hours to 
reach Maybell, and flows will return to pre-release levels at Maybell by August 24. All 
releases will be made through the dam outlets that are screened to prevent the 
escapement of nonnative fish.” The reservoir level is expected to drop 3 feet during the 
release period, and stabilize by the middle of the week of August 22. 
Source: http://www.craigdailypress.com/news/2011/aug/19/water-released-elkhead-
reservoir-near-craig/ 

52. August 19, Associated Press – (Idaho) Final blasting set for next week to make way 
for Ashton Dam repairs. Officials plan to blast a final layer of earth and rock early the 
week of August 22 and release water from the Ashton reservoir into a bypass tunnel 
that will allow them to repair the Ashton Dam in Idaho Falls, Idaho. PacifiCorp has 
planned since 2004 to repair the dam that has developed numerous sinkholes. The 
reservoir level will drop 17 feet within 2 weeks of the blasting. Conservationists and 
anglers are concerned the project will release a large amount of sediment that will clog 
places in the Henry’s Fork bedrock where young trout hide from predators and where 
the fish’s food sources hatch. A PacifiCorp spokesman said he believes the company’s 
plan makes that likelihood as small as possible. 
Source: 
http://www.therepublic.com/view/story/85a4a26447884efa9e97a112c9f37719/ID--
Ashton-Dam/ 

53. August 18, Associated Press – (Washington) Condit Dam in SW Washington is 
coming down. Work to remove the 125-foot Condit Dam in southwest Washington and 
restore salmon and steelhead habitat on the White Salmon River began the week of 
August 15. The Vancouver Columbian reported that PacifCorp decided in 1999 to 
remove the dam rather than build expensive fish passage structures it would have 
needed for re-licensing. The 92-acre reservoir behind the dam, Northwestern Lake, was 
lowered the week of August 8. Workers started drilling and blasting through the 90-
foot thick base of the dam August 15. The final breach in the $32 million dam removal 
project is planned for late October. 
Source: 
http://seattletimes.nwsource.com/html/localnews/2015945421_apwaconditdamremoval.
html 
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