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• Three boys were arrested for placing an object on railroad tracks and causing an August 13 
train derailment in Martinsville, Virginia. – Associated Press (See item 24)  

• Hackers attacked a Web site of a San Francisco area police union August 17 and seized and 
posted online personal information of Bay Area Rapid Transit police officers. – Associated 
Press (See item 39)  

 
Fast Jump Menu 

PRODUCTION INDUSTRIES SERVICE INDUSTRIES 
• Energy  • Banking and Finance  
• Chemical  • Transportation  
• Nuclear Reactors, Materials and Waste  • Postal and Shipping  
• Critical Manufacturing  • Information Technology  
• Defense Industrial Base  • Communications  
• Dams  • Commercial Facilities  
SUSTENANCE and HEALTH  FEDERAL and STATE 
• Agriculture and Food  • Government Facilities  
• Water  • Emergency Services  
• Public Health and Healthcare  • National Monuments and Icons  

 
 
Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: LOW, Cyber: LOW 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. August 18, Lexington Herald-Leader – (Kentucky) Kentucky’s coal ash regulations 
criticized by environmental groups. Kentucky and other states do a poor job of 
regulating coal ash to protect water supplies, two environmental groups said in a study 
released August 17. The report said Kentucky falls short on a number of fronts, such as 
not requiring liners under coal-ash ponds, groundwater monitoring, or emergency plans 
covering failures of dams at ash-storage facilities. Coal ash is the substance left over 
from coal combustion. Kentucky is a top producer of ash because it has numerous coal-
fired power plants. Coal ash contains pollutants such as arsenic, lead, mercury, and 
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selenium, which leach out of storage facilities and into streams and water supplies, 
threatening human health and wildlife, said the report from Earthjustice and 
Appalachian Mountain Advocates. “The level of threat to communities from coal ash in 
Kentucky, cited in this report, is both shocking and shameful, and the health of people 
all over Kentucky may be suffering unnecessarily as a result of these toxic chemical 
exposures,” the energy and health coordinator for the Kentucky Environmental 
Foundation said in a news release. The commissioner of the Kentucky Department for 
Environmental Protection said monitoring has shown some elevated levels of 
contaminants near ash ponds, on the same property as the ponds. 
Source: http://www.miamiherald.com/2011/08/18/2364512/kentuckys-coal-ash-
regulations.html 

2. August 17, Associated Press – (Iowa; Illinois) $275k damage after turbine-carrying 
semi crashes. More than $275,000 in damage was reported when two semitrailers, one 
carrying a wind turbine blade, crashed in downtown Dubuque, Iowa. The accident 
happened early August 17 on the west side of the Julien Dubuque Bridge, which 
connects Dubuque to East Dubuque, Illinois, over the Mississippi River. The wreck 
blocked U.S. Highway 52 and cut off access to the bridge from U.S. Highway 20 for 
more than 2 hours, but was cleared by late morning. Police said the driver of the semi 
carrying the turbine blade was cited for failure to maintain control. 
Source: http://www.kgan.com/template/inews_wire/wires.regional.ia/2534a08c-
www.kgan.com.shtml 

3. August 17, Reuters – (International) Marshall Islands report blames behavior for BP 
spill. Failure to react to repeated signs of problems with BP’s Macondo oil well in the 
Gulf of Mexico and bypassing basic well control standards caused last year’s deadly 
blowout, the flag state for the drilling rig that exploded and sank said August 17. The 
Marshall Islands, where Transocean Ltd registered the doomed Deepwater Horizon rig, 
also said in a report on its investigation that failure to follow well abandonment plans 
approved by U.S. regulators played a part. The rupture and explosion killed 11 workers 
and spewed more than 4 million barrels of crude into the Gulf in the worst-ever U.S. 
offshore oil spill. The report did not specifically blame any of the companies involved, 
from well owner BP and driller Transocean, to blowout preventer maker Cameron 
International Corp and well-sealing cement maker Halliburton. The Marshall Islands’ 
senior deputy commissioner of maritime affairs said his agency’s report was meant to 
“put forth some observations to the International Maritime Organization” to suggest 
possible changes to enhance rig safety. The report recommended better communication 
between flag states and coastal states — those that register rigs and regulators that 
oversee offshore operations — to ensure both know of conditions that could affect rig 
and worker safety. 
Source: http://www.reuters.com/article/2011/08/17/bp-oilspill-report-
idUSN1E77G1KI20110817 

For more stories, see items 52, 53, and 57  
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Chemical Industry Sector 

4. August 18, phillyBurbs.com – (Pennsylvania) Chemicals valued at $40,000 
stolen. Police are investigating the theft of chemicals valued at $40,000. Tolas 
Healthcare located at 905 E. Pennsylvania Boulevard in Lower Southampton 
Township, Pennsylvania., reported the theft of seven pails of silver chloride at 7:42 
a.m. August 16, police said. Silver chloride, a white crystalline compound that becomes 
dark when exposed to light, is used in photography, according to New World 
Dictionary. The plant’s director of operations told police he believes the theft occurred 
between 5:20 p.m. August 12 and midnight August 13. 
Source: http://www.phillyburbs.com/news/local/courier_times_news/chemicals-valued-
at-stolen/article_a7100bcd-670e-53bd-9428-2245a69b0dbc.html 

5. August 17, KRGV 5 Weslaco – (Texas) Officials warn about keeping chemicals in 
regular water bottles. A girl is fighting for her life in a coma in Donna, Texas, after 
she mistook pesticide in a water bottle for juice and drank it. Hidalgo County 
investigators said the child’s parents bought the flea and tick killer at Donna’s Val 
Verde Flea Market. A vendor has car deodorants, chemicals and cleaning solvents for 
sale in unmarked water bottles. The vendor said he does not sell pesticides and claims 
he does not know anyone who does. He said he does keep and sell chemicals in water 
bottles, but argued it is up to parents to keep these chemicals away from their children. 
The Hidalgo County sheriff disagrees about vendor responsibility. “We may be looking 
at criminal charges, not only against the adults caring for the child, but also the 
individual that sold the pesticide in a clear, unmarked water bottle,” he said. The sheriff 
compared it to a loaded gun. The message of the danger of chemicals inside improperly 
labeled bottles is going statewide. State and county health officials, the Texas 
Department of Agriculture, and the Hidalgo County Sheriff’s Department are going 
after vendors who sell chemicals, especially those pouring pesticides into regular water 
bottles. 
Source: http://www.krgv.com/news/local/story/Officials-Warn-About-Keeping-
Chemicals-in-Regular/hROGgwV8f0Csi3SCNhoPmw.cspx 

6. August 17, WZVN 7 Naples – (Florida) SB I-75 reopens after truck crash, acid 
spill. Both lanes of I-75 southbound near the Charlotte-Lee county line in Florida, 
reopened after a tractor-trailer rollover crash caused the road to be closed for several 
hours August 17. The accident occurred near mile marker 153 in Charlotte County, 
about 3 miles north of the county line, around 6:30 a.m. According to the Florida 
Highway Patrol, the driver became distracted and lost control of the truck, causing it to 
veer off the interstate, overturn and spill about 5 gallons of battery acid and paper 
products onto the roadway and shoulder. A hazmat team responded and cleaned up the 
spill. One southbound lane and the Tuckers Grade Boulevard entrance and exit ramps 
reopened just after 10 a.m. The second southbound lane opened around 11 a.m. 
Source: http://www.abc-7.com/story/15281303/2011/08/17/truck-overturns-on-i-75-
near-lee-charlotte-county-line 

For more stories, see items 1, 29, and 30  
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[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

7. August 18, Mining Weekly – (Wyoming) Ur-Energy gets go-ahead from US nuclear 
watchdog. Ur-Energy August 17 said it received final approval from the U.S. Nuclear 
Regulatory Commission (NRC) for its Lost Creek uranium deposit in Wyoming, where 
it plans to build a 2-million-pounds-a-year uranium processing facility. According to a 
presentation on the company’s Web site, Ur-Energy still requires a mining permit from 
the Wyoming government, as well as environmental approval from the U.S. Bureau of 
Land Management. The firm aims to mine uranium in-situ at Lost Creek, a process that 
involves injection of steam into the orebody through a well and extraction of the 
nuclear fuel in a solution through another well. According to a preliminary economic 
assessment completed earlier in 2011, Ur-Energy will produce 1 million tons a year at 
Lost Creek, with construction starting later in 2011. 
Source: http://www.miningweekly.com/article/ur-energy-gets-go-ahead-from-us-
nuclear-watchdog-2011-08-18 

8. August 18, Florence Times Daily – (Alabama) More inspections for Browns 
Ferry. Additional inspections are in store for Browns Ferry Nuclear Plant near Athens, 
Alabama, after the Nuclear Regulatory Commission (NRC) found what it considers a 
serious safety violation. The NRC announced August 17 it denied Tennessee Valley 
Authority’s (TVA) appeal of a rare red-level violation that occurred when a stuck valve 
was discovered in Unit 1 at the power plant in October 2010. The faulty valve was 
discovered when employees at the plant were shutting down the reactor for refueling. 
In its appeal, TVA contended the valve that was part of the residual heat removal 
system had no safety-related function. NRC, however, ruled the valve was needed to 
provide cooling water in case of a fire at the plant, and its failure could have led to 
overheating of the reactor’s core. An NRC official said the red level finding reflects the 
potential for a serious accident at the nuclear plant if the faulty valve had hampered 
TVA’s ability to cool the reactor during a fire. He said it is only the fifth red level 
finding issued by NRC nationwide since it began using the color-coded system in 2001 
for identifying problems at nuclear plants. The four-tier system ranges from green for 
problems of minor significance, and white and yellow to red for those with high 
significance. A TVA spokesman said TVA is responding to the issues at the Browns 
Ferry plant that have been raised by NRC officials. The NRC official said NRC will be 
stepping up its inspections of Browns Ferry. He said the inspections will be far-
reaching. 
Source: 
http://www.timesdaily.com/article/20110818/NEWS/110819790/1011/NEWS?Title=M
ore-inspections-for-Browns-Ferry 

9. August 18, Nuclear Street – (Minnesota) NRC: Battery charger problem warrants 
white finding at Prairie Island 1. Nuclear Street reported August 18 that Prairie 
Island’s unit 1 reactor in Red Wing, Minnesota, faces additional scrutiny from federal 
regulators following a Nuclear Regulatory Commission (NRC) finding related to 
backup batteries that would not recharge under certain conditions. According to 
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documents from the NRC, battery chargers installed in 1994 were shown to 
malfunction if incoming power dropped below a certain voltage. In that case, the 
chargers could be reset manually, and plant owner Xcel Energy argued its operators 
have long had procedures available to do so. Nonetheless, the NRC, upon discovering 
the condition in 2010, recently assigned it a white finding –- the agency’s second-
lowest adverse finding classification that indicates a low-to-moderate safety concern. 
The battery packs can keep remotely operated safety equipment running in the event of 
a loss-of-power emergency. The Minneapolis Star Tribune cited switching to backup 
diesel power as one situation that might reduce voltage to the chargers and cause them 
to “lock up.” The newspaper quoted Xcel as saying the equipment in question was 
replaced in May, and that a similar charger in unit 2 will be replaced during its next 
refueling. 
Source: 
http://nuclearstreet.com/nuclear_power_industry_news/b/nuclear_power_news/archive/
2011/08/18/nrc_3a00_-battery-charger-problem-warrants-white-finding-at-prairie-
island-1-081801.aspx 

10. August 18, Brattleboro Reformer – (Vermont) VY tritium detected in Conn. 
River. For the first time since January 2010, when the public learned tritiated water 
was leaking into the ground at Vermont Yankee nuclear power plant in Vernon, 
Vermont, tritium has been discovered in samples taken from the Connecticut River. 
The samples were taken July 18 and 25 at the shoreline, about 100 feet from the nearest 
extraction well, which has been withdrawing contaminated water from the ground for 
several months. The level of tritium in the samples was measured at 534 and 611 
picocuries per liter, just above the lower limit of detection. The sample was taken close 
to the point where groundwater enters the river from the site, said the chief of 
radiological health for the Vermont Department of Health. “Within a very short 
distance the huge volumes and rapid flow of the river will eliminate any possibility of 
detection,” he said. “But we will continue to look just to make sure.” The chief of 
radiological health insisted the levels detected in the river “are impossible to associate 
with adverse health effects.” 
Source: http://www.reformer.com/ci_18703966?source=most_viewed 

[Return to top]  

Critical Manufacturing Sector 

11. August 18, U.S. Department of Transportation – (National) NHTSA recall notice - 
Chevrolet Impala. General Motors (GM) is recalling 10,344 model year 2012 
Chevrolet Impala vehicles manufactured from April 19, 2011, through July 29, 2011. 
The upper power steering hose may have been misrouted so that it can come in close 
proximity to and/or contact the catalytic converter. With the engine on, heat from the 
catalytic converter may melt the power steering hose. Power steering fluid could flow 
onto the catalytic converter, and an engine compartment fire could occur. GM dealers 
will inspect to ensure that the upper power steering hose is routed correctly and make 
the necessary repairs free of charge. The safety recall is expected to begin on or before 
August 12, 2011. 
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Source: http://www-
odi.nhtsa.dot.gov/recalls/recallresults.cfm?start=1&SearchType=QuickSearch&rcl_ID=
11V398000&summary=true&prod_id=1249768&PrintVersion=YES 

12. August 18, New Orleans Times-Picayune – (Louisiana) Feds sue Bollinger Shipyards 
over ‘unseaworthy’ Coast Guard ships. The Justice Department (DOJ) is accusing 
Bollinger Shipyards Inc. of falsifying data that led the U.S. Coast Guard (USCG) to 
contract with the firm to lengthen eight deepwater cutters, all of which turned out 
“unseaworthy and unusable.” The allegations are made in a civil suit filed July 29 in 
U.S. district court in Washington, D.C., and made public August 17. The suit contends 
Lockport, Louisiana-based Bollinger exaggerated the structural hull strength of the 
eight boats it had contracted to lengthen from 110 feet to 123 feet. The suit seeks 
unspecified damages under the federal False Claims Act. The suit said that after 65 
requests for payment, the USCG had paid out about $78 million under the contract with 
Bollinger, though it is uncertain when the payment occurred. In the lawsuit, the DOJ 
suggests the company was aware it submitted unreliable information regarding the 
structural strength of the vessels, which were decommissioned in 2007 by the USCG 
after questions were raised about whether they could be made seaworthy. The hull 
buckled on the first restructured vessel delivered by Bollinger, the USCG cutter 
Matagorda. A USCG investigation concluded Bollinger overstated the longitudinal 
strength of the hull. 
Source: 
http://www.nola.com/business/index.ssf/2011/08/feds_sue_bollinger_shipyards_o.html 

[Return to top]  

Defense Industrial Base Sector 

13. August 16, Occupational Safety and Health Administration – (Ohio) US Department 
of Labor’s OSHA cites Crown Battery Manufacturing Co. in Fremont, Ohio, for 
exposing workers to lead; fines total $97,000. The U.S. Department of Labor’s 
Occupational Safety and Health Administration (OSHA) announced August 16 it cited 
Crown Battery Manufacturing Co. in Fremont, Ohio, for three health violations for 
exposing employees to lead hazards. Crown faces penalties totaling $97,000 following 
a February inspection. One willful violation was for allowing employees to dry sweep 
areas where lead is used and processed. OSHA standards require lead to be removed by 
a vacuum with a High-Efficiency Particulate Air filter or other equally effective 
method. One repeat violation involves multiple incidents of overexposing employees to 
lead and lacking engineering controls for lead exposure. Prior to this most recent 
inspection, Crown has been inspected by OSHA 21 times since 1974, and was issued 
23 final order citations for violations of the lead standard, and four for lack of 
engineering controls due to lead overexposure. Those four citations were issued in 
1980, 1981, 2005, and 2009. One serious violation was cited for failing to test the 
under-the-hook lifting device and mark its capacity. The device is used to lift lead that 
weighs about 330 pounds, and not testing or marking the device exposed employees to 
struck-by hazards. 
Source: 
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http://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEAS
ES&p_id=20505 

[Return to top]  

Banking and Finance Sector 

14. August 18, Spokane Spokesman-Review – (National) FBI believes suspect is ‘Bad 
Hair Bandit’. The FBI announced August 17 they arrested a 47-year-old woman 
believed to be the serial robber nicknamed the “Bad Hair Bandit,” who has been on the 
FBI’s most-wanted list since June, and is suspected in at least 20 robberies in 4 states. 
The suspect was arrested August 15 after a bank robbery near Sacramento, California. 
Her husband also was taken into custody. The husband is a convicted felon on parole 
for forgery and fraudulent use of a credit card in Bonner County, Idaho. The suspect, a 
registered nurse, worked at the Kootenai County jail in Idaho from April to August 10, 
2011, as an employee of Correctional Healthcare Co. The FBI believes she robbed at 
least eight banks during that time, including a May 9 robbery at a Chase Bank in 
Spokane, Washington. She is suspected in robberies that began in Tacoma, 
Washington, in December 2010, and included robberies in April in Ellensburg and 
Moses Lake. The robber also hit banks July 1 in Lake Oswego, Oregon, and July 18 in 
Richland, before authorities reported a similar robbery at a bank in Butte, Montana, 
August 11. The FBI believes the same woman may also have robbed two banks in 
Spokane in June and August 2010. 
Source: http://www.spokesman.com/stories/2011/aug/18/fbi-believes-suspect-is-bad-
hair-bandit/ 

15. August 17, Softpedia – (International) Fake blocked credit card e-mails carry 
malware. Security researchers from Sophos have intercepted a new malware 
distribution campaign that generates e-mails posing as blocked credit card notifications 
from MasterCard. The rogue e-mails bear titles like “Your credit card is blocked” or 
“Your credit card has been blocked”, and have spoofed headers to appear as originating 
from a @mastercard(dot)com address. Their content claims the recipient’s credit card 
was charged in a fraudulent manner which led to it being blocked. The messages signed 
by MASTERCARD(dot)com Customer Services read: “Dear Customer, Your credit 
card is blocked! Your credit card was withdrawn $#### Possibly illegal operation!” 
The e-mails instruct users to open the attached document to learn more information and 
contact their respective banks as soon as possible. The attachments, ZIP archives with 
random numerical names, contain installers for Bredolab variants. Trojans from the 
Bredolab family act as malware distribution platforms so victims may get multiple 
infections. Security researchers note similar e-mails purporting to come from VISA or 
other credit card companies have also been spotted. 
Source: http://news.softpedia.com/news/Fake-Blocked-Credit-Card-Emails-Carry-
Malware-217142.shtml 

16. August 17, Associated Press – (Texas) Former CEO guilty in ‘Ponzi’ scheme. The 
former CEO of an Austin, Texas-based investment firm was found guilty August 17 on 
federal charges that he schemed and defrauded investors out of millions of dollars. The 
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CEO of Triton Financial was named in a 39-count indictment alleging he used former 
NFL stars and church contacts to raise $50 million fraudulently from investors. The 
counts against the former CEO included money laundering, wire fraud and securities 
fraud. He is accused of using the money from investors “to support an expanding Ponzi 
scheme”, and to enrich himself and the chief financial officer of his firm. Evidence 
showed that from December 2005 and December 2009, he devised a scheme to obtain 
money from investors under false pretenses. He represented to investors, including 
members of the Church of Jesus Christ of Latter Day Saints, business leaders as well as 
professional football players, that Triton was purchasing properties, businesses and 
other assets, when, in fact, he was using their money to satisfy the needs of other 
ventures and the need to pay quarterly dividends or redemptions to prior investors. 
Testimony also revealed he used prominent former National Football League players 
and Heisman Trophy winners to solicit and encourage additional investors. The 
Securities and Exchange Commission filed a securities lawsuit against the firm in 2009, 
prompting a judge to place the firm in receivership. 
Source: http://www.kxan.com/dpp/news/crime/former-ceo-guilty-in-ponzi-scheme 

17. August 17, WTEN 10 Albany – (New York) Albany man pleads guilty to bank 
fraud. An Albany, New York man pleaded guilty August 17 to committing bank fraud 
and mail fraud over the course of 4 years. The 62-year-old pleaded guilty to one count 
of conspiracy to commit bank fraud and mail fraud in the U.S. district court in 
Syracuse. He admitted that from 2003 to 2007, while working at PB Enterprises of 
Albany, he executed a scheme to defraud and obtain 74 different loans totaling $5 
million from financial institutions. The convict said he and others would arrange secure 
excessive mortgages for residential properties through the use of fraudulent loan 
applications, settlement statements, and other false statements, and divert mortgage 
funds for their own personal use, without disclosure to the banks and other mortgage 
lenders. He provided checks for short term loans giving the false impression that they 
were creditworthy enough for a loan. It was never disclosed to the lending institutions 
the funds were repaid after closing. The convict faces up to 5 years in prison, 3 years 
post supervision, a $250,000 fine, and he must repay the victims. 
Source: http://www.wten.com/story/15285259/albany-man-pleads-guilty-to-bank-fraud 

18. August 17, San Gabriel Valley Tribune – (California) Tri-Cities bandit strikes again 
in Pasadena, possibly in La Verne. A serial bank robber dubbed the “Tri-Cities 
Bandit” struck for the second time in Pasadena, California, August 17, authorities said, 
and may have expanded his range to a fourth city — La Verne. The bandit walked into 
the Bank of the West, 2500 E. Colorado Boulevard., about 3:30 p.m. and handed a note 
to a teller demanding cash, a Pasadena police lieutenant said. After receiving about 
$900, he fled the bank. A second robbery was carried out at a La Verne bank by a man 
with a similar description just before 5 p.m., however authorities could not say 
definitively August 17 if the Tri-Cities Bandit was responsible. The robber walked into 
the U.S. Bank, 1933 Foothill Boulevard., and handed a teller a demand note and ran off 
with an unknown amount of cash, a La Verne police lieutenant said. In both heists, the 
robber was described as a Latino man in his 30’s, of thin build, with a mustache. No 
weapons were seen in either robbery. The crime in Pasadena was the second time the 
Tri-Cities Bandit has visited the city in a month, police and FBI officials said. He tried, 
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but failed, to rob a Wells Fargo Branch, 82 S. Lake Avenue July 19. According to the 
FBI, the Tri-Cities bandit is also being sought for a July 20 robbery at a Wells Fargo in 
Glendale, and a June 13 robbery at a Citibank in Burbank. 
Source: http://www.sgvtribune.com/news/ci_18702040 

19. August 17, BankInfoSecurity – (National) New FDIC phishing attack. The Federal 
Deposit Insurance Corporation has fallen victim to a phishing attack through fake e-
mails that urge business owners to click links purporting to provide FDIC data about 
their financial institutions. Fraudulent e-mails are being sent from alert@fdic(dot)gov 
with the subject line: “FDIC: Your business account.” In a consumer alert, the FDIC 
said the scheme’s wording varies slightly from other scams. Some e-mails begin with 
“Dear Business Owner,” instead of “Dear Business Customer.” The e-mails also say, 
“We have important news regarding your bank,” instead of, “We have important news 
regarding your financial institution.” Fake e-mails are also coming from 
subscriptions@fdic(dot)gov. The fraudulent e-mails say business accounts and loans 
might be affected by acquiring-bank relationships, offering vendors information about 
how they can file claims against the receivership. “The FDIC does not issue unsolicited 
e-mails to consumers or business account holders,” the FDIC alert states. 
Source: http://www.bankinfosecurity.com/articles.php?art_id=3972 

20. August 15, New York Times – (New York) Former FrontPoint manager pleads guilty 
to insider trading. A former portfolio manager for the hedge fund FrontPoint Partners 
pleaded guilty August 15 to insider trading. He admitted before a federal judge in 
Manhattan, New York, he had avoided $30 million in losses by trading on tips leaked 
by a consultant for an expert network about the results of a clinical drug trial. He also 
admittedhe and the consultant agreed to mislead the Securities and Exchange 
Commission. The convict faces as much as 5 years in prison for the one count of 
conspiracy to commit securities fraud and obstruct justice and will pay a $5 million 
fine. The consultant was connected to the portfolio manager through an expert network 
that sets up meetings between industry executives and Wall Street for a fee to help 
money managers understand a given field. News of the scheme surfaced last 
November, when the consultant was arrested and pleaded guilty after being charged 
with leaking private data about the results of a clinical drug trial to a hedge fund. 
Shortly after, it became clear FrontPoint was the hedge fund. In January 2008, the 
consultant told the portfolio manager of a major setback in the trial before the data 
became public. The manager told one of his traders to sell all of its shares, a move that 
saved the hedge fund $30 million when the data became public and the stock sank. 
Source: http://dealbook.nytimes.com/2011/08/15/former-frontpoint-manager-pleads-
guilty-to-insider-trading/ 

[Return to top]  

Transportation Sector 

21. August 18, Greenville News – (South Carolina) Handgun found at GSP, airport 
authorities say. A handgun and ammunition were found in a Simpsonville, South 
Carolina teen’s carry-on bag August 16 at Greenville-Spartanburg International 
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Airport, the Transportation Security Administration (TSA) said August 17. The TSA 
found the items about 5:30 a.m., and airport police were notified, a TSA spokesman 
said. A TSA official issued a “silent duress alarm” that a possible gun was in the 
luggage, the incident report noted. The teen, 16, told the TSA he “forgot he had a pistol 
in his bag.” Police took possession of the bag, which contained a Glock model, and 
cited the passenger, the TSA spokesman said. The teen was issued an appearance ticket 
and could face a fine of $270.50, according to the ticket. 
Source: 
http://www.greenvilleonline.com/article/20110818/NEWS/308180017/Handgun-found-
GSP-airport-authorities-say 

22. August 18, Associated Press – (Kentucky; Illinois) Overturned semi-truck closes 
bridge. Kentucky transportation officials said the Wickliffe-Cairo Bridge that spans the 
Ohio River connecting Kentucky and Illinois has been closed. A Kentucky 
Transportation Cabinet spokesman said a tractor-trailer overturned August 18 on the 
bridge connecting Wickliffe, Kentucky, to Cairo, Illinois. The closure was expected to 
last until late morning. The spokesman said the Wickliffe-Cairo Bridge carries about 
5,500 vehicles across the river each day on U.S. 51, U.S. 60, and U.S. 62. 
Source: http://www.chicagotribune.com/news/chi-ap-ky-
blockedbridge,0,2676797.story 

23. August 18, Pierce County Herald – (Wisconsin; Iowa) Bridge over Mississippi River 
near De Soto closed due to cracks found in deck. A bridge over the Mississippi River 
is closed near De Soto in southwest Wisconsin after transportation workers in 
neighboring Iowa found a crack in a floor beam under the bridge’s deck. The crack was 
discovered August 17 during a routine inspection of the bridge on Iowa’s Highway 
Nine between Lansing and De Soto. Iowa’s department of transportation does not know 
how long the structure will be closed. The nearest open bridges on the Mississippi are 
30 miles away in either direction at La Crosse and Prairie du Chien. 
Source: http://www.piercecountyherald.com/event/article/id/38396/group/News/ 

24. August 18, Associated Press – (Virginia) Virginia: Three boys charged in train 
derailment. Three boys were charged in a train derailment in Henry County, Virginia, 
the Associated Press reported August 18. Media outlets indicated a tip led authorities to 
the boys, ages 12, 13, and 14. They were charged with placing an object on the tracks 
that led to the derailment of a Norfolk Southern Corp. train August 13 near the 
Martinsville Speedway in Martinsville. The Henry County Sheriff declined to identify 
the object. The train was hauling agricultural products. No one was injured in the 
derailment. The three boys have been released to their families. 
Source: http://www.delmarvanow.com/article/20110818/NEWS01/110818006 

25. August 18, KMBC 9 Kansas City – (Missouri) Sugar removed from Grain Valley bus 
gas tanks. All Grain Valley, Missouri school buses were back up and running August 
18 as mechanics were able to clean out the sugar left by vandals in several of the buses’ 
school tanks. It took mechanics several hours August 17 to clean up the damage left by 
the vandals. Parents had to drive their children to school August 17 as the fuel tanks 
were removed from the buses and cleaned out. District officials said 23 of 46 buses had 
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sugar dumped in their gas tanks. Damage caused by the vandals was estimated at 
$10,000 by the district’s superintendent. The Independence School District donated 5 
buses to help bring students to school August 18, but they were not needed as the entire 
fleet was back up and running. Police continue to investigate who dumped the sugar in 
the gas tanks. 
Source: http://www.kmbc.com/r/28901776/detail.html 

26. August 18, Associated Press – (California) CA freeway reopens but police standoff 
remains. A gunman was holed up inside a northern California hotel early August 18 
with police surrounding his room, but a portion of a busy freeway that was shut down 
because of gunfire reopened, authorities said. A gunshot rang out August 17, prompting 
police to briefly stop traffic on a section of Interstate 580 that includes the Richmond-
San Rafael Bridge. The bridge reopened shortly after noon along with eastbound lanes 
of the freeway. To guard against any gunfire danger to motorists, traffic was diverted 
around the hotel, with a section of the interstate closed between U.S. Highway 101 and 
Sir Francis Drake Boulevard, according to the California Highway Patrol. The hotel 
standoff extended though the day and into August 18 as police negotiated with the 
gunman, who also is a suspect in a stabbing August 14 at a supermarket in San Rafael. 
The San Rafael Police Department dispatch office told the Associated Press that the 
closed section of interstate was reopened early August 18. KCBS quoted police as 
saying that around midnight, a crane was used to lower a large steel plate in front of the 
suspect’s window, which they said prevented any stray gunshots from reaching the 
roadway. 
Source: http://news.yahoo.com/ca-freeway-reopens-police-standoff-remains-
092142784.html 

27. August 17, Riverside Press-Enterprise – (California) Man tries to board plane with a 
gun. An Idaho man who was attempting to board a flight to Denver out of Ontario 
International Airport in California August 17 was stopped when a federal security agent 
saw a gun in the man’s carry-on bag during an X-ray screening process. The man, age 
69, was arrested and booked into the West Valley Detention Center for investigation of 
carrying a loaded firearm in public, said a spokeswoman of the Los Angeles World 
Airport police, which handles law enforcement and security at the Ontario airport. The 
gun was a loaded .38-caliber revolver found in the man’s carry-on bag as he went 
through security shortly before 7 a.m. said a Transportation Security Administration 
spokesman. The man was attempting to board United Airlines flight 270 to Denver 
through Terminal 2 when the gun was found, he said. 
Source: 
http://www.pe.com/localnews/stories/PE_News_Local_D_webairport.d53f5c3e.html 

For more stories, see items 2, 6, 39, 52, 56, 57, and 58  
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Postal and Shipping Sector 
 

Nothing to report 
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Agriculture and Food Sector 

28. August 18, Food Safety News – (Oregon) Deer confirmed as source of strawberry 
outbreak. Lab tests confirmed deer feces found in strawberry fields in Oregon were the 
source of E. coli 0157:H7 infections that killed one person and sickened at least 14 
others, Oregon Public Health Division officials confirmed August 17. “There were six 
samples that positively matched the E. coli that was found in the people who were 
infected,” an Oregon Public Health state epidemiologist said. Wild animals and 
livestock (pastured livestock, as well as those in concentrated animal feeding 
operations) can carry harmful E. coli and shed it in their excrement. And deer have 
been identified as the source of previous illness clusters. Berries from the affected 
fields in Newberg were grown by Jaquith Strawberry Farm. Jaquith sold some of its 
strawberries to other vendors, who then resold them at roadside stands, farms stands, 
and farmers’ markets. Reselling another farm’s produce is not permitted in Oregon, 
“but more common than we thought,” investigators said. Jaquith recalled its berries and 
is cooperating fully with the outbreak investigation, Oregon public health officials said. 
Source: http://www.foodsafetynews.com/2011/08/deer-feces-confirmed-as-source-of-
strawberry-outbreak/ 

29. August 18, London Daily Mail – (National) Roundup herbicide: Weedkiller ‘creates 
super-weeds’ choking 11m acres of US farmland. More than 11 million acres of U.S. 
farmland is infested with “super weeds” resistant to the popular herbicide Roundup. 
The weeds, some of which grow by 3 inches a day and can damage farm equipment, 
have become immune to the Monsanto produced killer. Scientists are warning that if 
the rate of “infection” continues, food prices will rise as farmland becomes swamped 
with the weeds. According to trade journal Weed Science, at least 21 weed species 
have become resistant to the popular herbicide glyphosate, the active ingredient in 
Monsanto’s Roundup. A growing number, referred to as super-weeds, survive a 
cocktail of other herbicides. It is alleged Monsanto had previously led farmers to 
believe Roundup would not produce resistant weed varieties. More than 11 million 
acres, up from 2.4 million in 2007, are now infested with Roundup-resistant varieties. 
Farmers are having to resort to stronger chemicals, or plowing and mulching fields to 
tackle the spread of the resistant varieties. 
Source: http://www.dailymail.co.uk/news/article-2027314/Roundup-herbicide-
Weedkiller-creates-super-weeds-choking-11m-acres-US-farmland.html?ito=feeds-
newsxml 

30. August 17, Associated Press – (Louisiana; Mississippi) Paper maker says its La. 
plant caused fish kill. Paper producer Temple-Inland Inc. took responsibility August 
17 for a huge fish kill on the Pearl River that borders Louisiana and Mississippi, 
blaming a discharge from one of its paper mills. In a statement, Austin, Texas-based 
Temple apologized “for the impact this issue at the mill has had on the Pearl River.” 
The company said it is working to remove the hundreds of thousands of dead fish and 
mussels and restore the river’s quality. Temple said it shut down its Bogalusa, 
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Louisiana plant immediately August 13 after tests showed the plant would exceed its 
allowable output of discharge. The company said it immediately informed Louisiana 
environmental officials of the problem and began working to restore the river’s water 
quality. The company’s vice president of environment, safety, and quality said the 
discharge consisted mostly of water and residue of a substance known as “black 
liquor.” Black liquor is a byproduct of the process in which wood is converted to pulp. 
The problem with the river was not due to any toxicity, but the concentration of black 
liquor, which drained off the water oxygen supply following an extended period of hot 
temperatures, he said. The Mississippi Department of Environmental Quality said the 
kill stretched 35 miles to 40 miles along the river from Bogalusa to the Mississippi 
Sound. 
Source: http://news.yahoo.com/paper-maker-says-la-plant-caused-fish-kill-
180057762.html 

31. August 17, Associated Press – (Texas) Texas ag losses forecast at record $5.2 
billion. Texas cattle producers could take several years to fully recover from the 
drought blistering the state, which agriculture officials estimated August 17 has caused 
a record $5.2 billion in livestock and crop losses since the fall of 2010. Officials said 
producers in the nation’s leading cattle state have sent more animals than usual to 
auction because there is nothing for them to graze on. That means fewer animals 
available to buy down the road, and they will cost more because there will be fewer 
around. It will also take time before ranchers will have new animals to sell, a Texas 
AgriLife Extension Service drought specialist said. Drought has spread over much of 
the South this year, setting records from Louisiana to New Mexico. But the situation is 
especially severe in Texas, the nation’s second-largest agriculture state behind 
California. Field surveys from November 2010 to August 1, 2011, indicate livestock 
losses of $2.1 billion and crop losses of $3.1 billion in the state, an extension service 
economist said. By the time crops are fully harvested, the losses might be higher. 
Source: http://news.yahoo.com/texas-ag-losses-forecast-record-5-2-billion-
162704078.html 

32. August 16, Food Safety News – (National) USDA inspectors to enforce humane 
treatment of animals. Meat inspectors at federally regulated plants that slaughter 
animals received new instructions for humane treatment of animals. Announced by the 
U.S. Department of Agriculture’s Food Safety and Inspection Service (FSIS), the rules 
will go into effect September 15. The directive on enforcement of humane handling 
codifies changes made in the last few years to ensure animals going to slaughter are 
treated properly. The new version, which FSIS says will require additional training for 
meat inspectors, includes a definition for “egregious inhumane handling” of animals — 
“any act or condition that results in severe harm to animals, which includes the 
excessive beating or prodding of disabled livestock, stunning animals and allowing 
them to regain consciousness, or any treatment causing unnecessary pain and 
suffering.” The directive provides inspectors with “verification instructions” to ensure 
treatment of livestock during handling and slaughter “minimizes the animals’ amount 
of excitement, pain, injury, or discomfort.” 
Source: http://journalstar.com/news/state-and-regional/article_6b303c9e-2b34-5ee9-
8b1c-d84e4211f45b.html 
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For another story, see item 24  
 
[Return to top]  

Water Sector 

33. August 18, WRGB 6 Albany – (New York) Boil water order issued for parts of 
Glenville. A boil water alert was issued for parts of Glenville, New York, after a water 
main break August 18. Residents on Ridge Road, Rector Road, and on Sacandaga Road 
from Van Voast Road to Bolt Road were ordered by the Schenectady County 
Department of Environmental Health to boil all water for drinking and cooking. 
Officials said when distribution pipes and mains lose pressure, as with the case of a 
water main break, chances are increased that untreated water and harmful microbes can 
enter the system. Customers were advised to bring all water to a boil, let it boil for 3 
minutes, and let it cool before using. Boiled or bottled water should be used for 
drinking, making ice, brushing teeth, washing dishes, and for food preparation until 
further notice, officials said. 
Source: http://www.cbs6albany.com/news/water-1287404-road-boil.html 

34. August 17, Fremont Tribune – (Nebraska) E.coli detected in Wahoo water. The City 
of Wahoo, Nebraska, issued a boil water notice August 17 after an E.coli organism was 
detected during a test. The notice is effective for the entire water system, which 
includes Wahoo and Colon. The general manager of the Wahoo Utilities Department 
said the organism was found in one spot in the downtown business district. “We have 
immediately started to chlorinate our water, and we will have to chlorinate it for 10 
days,” the manager said. Normally, the city does not add treatment to its water. The 
source of the E. coli bacteria is thought to be water mains because many breaks have 
occurred during the last 2 or 3 weeks. When mains are repaired, they are normally 
disinfected and flushed, but officials suspect when the mains were repaired they did not 
get cleaned entirely. 
Source: http://fremonttribune.com/news/local/article_6408dbaa-c920-11e0-8c42-
001cc4c03286.html 

35. August 17, Honolulu Civil Beat – (Hawaii) EPA worries Maui wastewater threatens 
drinking water. The U.S. Environmental Protection Agency (EPA) plans to make 
Maui County, Hawaii, fully disinfect all wastewater at the Lahaina Wastewater 
Reclamation Center before it goes into the ground. The proposed compliance order, 
which is subject to a 30-day public comment period before it is finalized, is part of 
mounting pressure on county officials to address alleged environmental violations at 
the west side’s sewage treatment facility. The treated wastewater discharged into 
underground injection wells may contain levels of chloriform bacteria that exceed 
federal standards protecting a nearby drinking water aquifer, according to the EPA. The 
contamination would be in violation of the national Safe Drinking Water Act. The 
upgrades are expected to cost the county $3.4 million. The disinfection system will also 
ensure bacteria will not be released into nearby coastal waters, according to the EPA. 
Source: http://www.civilbeat.com/articles/2011/08/17/12555-epa-concerned-maui-
wastewater-threatens-drinking-water/ 
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For more stories, see items 1, 10, and 30  
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Public Health and Healthcare Sector 

36. August 17, North Platte Telegraph – (Nebraska) Vaccine shortage causes parents to 
panic. The West Central District Health Department hosted an immunization clinic the 
week of August 8 at McKinley Education Center in North Platte, Nebraska, but ran out 
of vaccine before everyone in line had a chance to receive it. This year, it is mandatory 
that children in kindergarten through 12th grade have two chicken pox shots. It is a 
problem that’s caused some parents to turn aggressive amid concerns their children will 
not be able to start school. “They’ve been getting really angry at us,” said the health 
services manager. “Yesterday, I had a woman in here who shoved one of the nurses.” 
The services manager said another 550 doses of the chicken pox vaccine should be in 
the week of August 22. So far this month, about 500 doses have been administered. The 
vaccine is shipped to the health department from the U.S. Centers for Disease Control 
and Prevention in Atlanta. No additional immunization clinic is planned, but most of 
the schools seem willing to work with the vaccine shortage. 
Source: 
http://www.lexch.com/articles/2011/08/17/news/regional/doc4e4c2c0d2ffbb811269161
.txt 

[Return to top]  

Government Facilities Sector 

37. August 17, KRQE 13 Albuquerque – (New Mexico) Explosives found at school bus 
stop. Police discovered an abandoned backpack filled with Molotov cocktails the 
morning of August 16 at a high school bus stop located less than half a mile from Los 
Lunas Middle School in Los Lunas, New Mexico. A lieutenant said a sergeant was 
conducting routine patrols when he spotted the backpack at the corner of Los Lentes 
and Aspen around 4 a.m. “Inside were two bottles with rags coming out of the top and 
some sort of liquid,” he said. The Los Lunas fire inspector confirmed the devices inside 
were indeed Molotov cocktails. The entire backpack was sent to a crime lab in Las 
Cruces. Investigators are looking at security tapes from cameras on school buses to see 
if they can spot any students with the backpack. Police said they do not have leads to 
any possible suspects. 
Source: http://www.krqe.com/dpp/news/crime/explosives-found-at-school-bus-stop 

38. August 17, Associated Press – (New York) NYC probes how sanitation truck was 
left dangling. New York City’s Department of Sanitation said it is investigating how a 
salt-spreading truck crashed through the second-floor wall of a repair shop and was left 
dangling for hours. Firefighters used a cherry-picker to rescue the driver at the Queens 
garage and repair shop. The mechanic and 10-year sanitation veteran was hospitalized 
in stable condition. A crane removed the truck cab-first August 17. The sanitation 
department said the truck belongs to the correction department, and is used in the 
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winter to salt roads on Rikers Island, where the city’s main jail complex is located. The 
truck was at the garage for off-season maintenance. 
Source: http://online.wsj.com/article/APbfe39eec6dfc4ce3a658a482f325e19d.html 

[Return to top]  

Emergency Services Sector 

39. August 18, Associated Press – (California) Hackers gain access to transit police 
union site. Hackers August 17 seized and posted personal information of Bay Area 
Rapid Transit (BART) police online — carrying out another Web site attack against a 
California agency that turned off some cell phone service to thwart a potential protest. 
The latest attack came as BART found itself in the middle of a debate about free speech 
following its decision the week of August 8 to curtail wireless communication in some 
of its stations. This time, hackers gained access August 17 to the Web site operated by 
The Bay Area Rapid Transit Police Officers’ Association, posting personal details of 
more than 100 officers. The officers’ home and e-mail addresses were leaked along 
with passwords. The hackers group Anonymous announced the most recent breach on 
Twitter, and published the address of the Web site where the information could be 
found. However, by late August 17, Anonymous had not claimed responsibility for the 
hack, as it did when it broke into BART’s marketing Web site the week of August 8 
and released the personal information of more than 2,000 customers. The union’s Web 
site was disabled later in the day. The two hacks came in apparent retaliation for BART 
cutting cell phone service in its San Francisco stations August 11 to quell a brewing 
protest over a police shooting. The Federal Communications Commission is looking 
into BART’s action while the FBI is investigating the hack of mybart.org the week of 
August 8. 
Source: http://news.yahoo.com/hackers-gain-access-transit-police-union-
200540237.html 

40. August 18, WVNS 59 Lewisburg – (West Virginia) Phone, Internet service 
interrupted in McDowell County. Emergency lines of communication have been 
repaired in one southern West Virginia community. Residents of McDowell County 
were without phone and Internet service August 17, because of damage to a major 
Frontier Communications cable near Maybeury. A Frontier area general manager said 
an estimated 6,800 access lines were affected. The problem was so severe, it cut many 
people off from their 911 service. Emergency dispatchers with the McDowell County 
911 Center said the lines were back up back at midnight. For several hours, people in 
the 297 and 875 telephone exchanges could not reach emergency services by dialing 
911. They were asked to go to their local fire departments in-person to report any kind 
of emergency situation. Everyone else in McDowell County was able to access 911 
through their telephone, but they could not make any other calls. 
Source: http://www.cbs59.com/story.cfm?func=viewstory&storyid=105604 

41. August 17, NBC Connecticut – (Connecticut) Fleas swarm Conn. 
firefighters. Firefighters who answered the call in Waterbury, Connecticut, August 16 
did not battle a raging fire, but instead were overrun by fleas. The members of Engine 2 
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left the scene of an abandoned house they were investigating on Taylor Street when 
they began to itch terribly. While on the ride back to the station, they noticed fleas all 
over them. “It was thousands of them,” the fire chief said. The firefighters were taken 
to the hospital, where they had to strip before going in for fear they might bring the 
fleas in with them. Covered in flea bites, they were scrubbed down at the hospital 
before being released. All four firefighters were bitten so many times that they returned 
to the hospital August 17 to be tested for a number of flea-borne illnesses, including the 
bubonic plague, according to the fire chief. The fire truck was taken out of service until 
it can be fumigated, and the gear the firefighters were wearing at the time was bagged 
and was being washed in special “high-heat” machines to kill any remaining fleas. 
Source: http://www.msnbc.msn.com/id/44179192/ns/us_news-
weird_news/?gt1=43001#.Tk0W0GGzpbA 

42. August 17, Milton Herald – (Georgia) False 911 claim worries police. Roswell, 
Georgia police responded to a home invasion call August 5 on Roxburgh Lane that 
turned out to be a hoax, the Milton Herald reported August 17. The call came in just 
after 11 p.m. to 911 from a hearing-impaired line – meaning the call was in text form to 
an AT&T operator, who in turn called Roswell 911. The call claimed there were four 
men in the home, two of whom were armed. Police immediately sent officers and, 
when they tried to make contact with those inside, the bewildered homeowners had no 
idea what was going on. The prank, dubbed “SWATing,” involves someone hacking 
into a phone line, dialing 911 and making a false emergency claim, in the hopes of 
turning out the SWAT team. Roswell did not deploy the SWAT team in this event, 
because responding officers quickly made contact with the homeowners. “This is a 
nationwide problem,” said a Roswell police spokesman. “There’s no way to tell [if the 
call is real].” He said it was almost impossible to track where the call originated. 
Source: http://www.northfulton.com/Articles-c-2011-08-17-188635.114126-sub-False-
911-claim-worries-police.html 

For another story, see item 12  
 
[Return to top]  

Information Technology Sector 

43. August 18, IDG News Service – (International) Google highlights trouble in detecting 
Web-based malware. Google issued a new study August 17 detailing how it is 
becoming more difficult to identify malicious Web sites and attacks, with antivirus 
software proving to be an ineffective defense against new ones. The company’s 
engineers analyzed 4 years worth of data comprising 8 million Web sites and 160 
million Web pages from its Safe Browsing service, which is an application 
programming interface (API) that feeds data into Google’s Chrome browser and 
Firefox and warns users when they hit a Web site loaded with malware. Google said it 
displays 3 million warnings of unsafe Web sites to 400 million users a day. The 
company scans the Web, using several methods to figure out if a site is malicious. The 
detection process is becoming more difficult due to a variety of evasion techniques 
employed by attackers that are designed to stop their Web sites from being flagged as 
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bad, according to the report. 
Source: 
http://www.computerworld.com/s/article/9219290/Google_highlights_trouble_in_detec
ting_web_based_malware 

44. August 17, Network World – (International) Dropbox cloud was a haven for data 
thieves, researchers say. Files entrusted to cloud-storage provider Dropbox were 
susceptible to unauthorized access via three attacks devised by security researchers, but 
the provider has since closed the vulnerabilities. Dropbox could also be used as a place 
to store documents clandestinely and retrieve them from any Dropbox account 
controlled by an attacker. Researchers who presented their work at USENIX Security 
Symposium said they developed the exploits in 2010, but gave Dropbox time to fix the 
problems before making the exploits public. 
Source: 
http://www.computerworld.com/s/article/9219282/Dropbox_cloud_was_a_haven_for_
data_thieves_researchers_say 

45. August 17, H Security – (International) Firefox, Seamonkey and Thunderbird 
updates address critical errors. Mozilla released updates to Firefox, SeaMonkey, and 
Thunderbird, including legacy versions, to address a number of critical errors in the 
browsers and e-mail clients. As the projects share code, different projects can be 
affected by the same bugs. For example, Mozilla released Firefox 3.6.20 –- the latest 
update to the last of the old style release versions of Firefox –- to address five critical 
and two high severity flaws in the browser. According to the advisory, these include 
memory safety hazards that corrupt memory, dangling pointer issues in 
SVGTextElement.getCharNumAtPosition and the appendChild method, and privilege 
escalations in event handlers and when dropping a tab element into a content area. Only 
one of these errors, the SVGTextElement error, applied to the five critical and two high 
severity errors fixed in Firefox 6. The Firefox 6 advisory notes a number of memory 
safety hazards with WebGL, JavaScript, and Ogg reader crashes, unsigned scripts being 
able to call into signed JAR files, a buffer overrun while using WebGL shaders, and a 
heap overflow in the ANGLE library used by Mozilla’s WebGL. The fixes in Firefox 6 
also apply to SeaMonkey 2.3, which shares the Gecko 6 rendering engine, giving it a 
very similar advisory to the browser update. 
Source: http://www.h-online.com/security/news/item/Firefox-Seamonkey-and-
Thunderbird-updates-address-critical-errors-1324763.html 

46. August 17, IDG News Service – (International) Intel posts fix for bug that crashes 
SSD 320 drives. Intel issued a firmware upgrade August 17 that fixes a bug that caused 
its SSD 320 solid-state drives to crash and lose data, months after the issue first came to 
light. The firmware update addresses the Bad Context 13x Error, a bug in which power 
losses caused Intel’s SSD 320 drives to crash. When rebooting, the bug also prevented 
the drive from being accessed and resulted in the system BIOS reporting a SSD 320 
unit as having only 8MB of storage capacity. 
Source: 
http://www.computerworld.com/s/article/9219281/Intel_posts_fix_for_bug_that_crashe
s_SSD_320_drives 
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47. August 17, Softpedia – (International) New mass injection attack infects over 20K 
Websites. Researchers from Armorize detected a new mass injection attack that 
affected over 22,000 Web sites so far, and directs users to drive-by download exploits. 
The researchers were able to determine the number of affected domains because the 
attackers originally forgot a script tag, rendering their code inactive. This meant search 
engine crawlers were able to index the code as regular text and make it searchable, 
allowing Armorize to find it on over 536,000 unique pages. The attackers have since 
fixed their injection. It is probable at least the 22,000 Web sites were reinfected with 
the proper code. When accessing a page compromised by this attack, visitors are 
redirected to a Web site hosting an installation of the BlackHole exploit pack. 
BlackHole executes exploits that target vulnerabilities in outdated versions of Java, 
Adobe Reader, Flash Player, and Windows itself. These attacked are called drive-by 
downloads and are generally transparent to victims. If they are successful, malware is 
download and installed on targeted computers. According to Armorize, the malware 
here is a fake antivirus application that uses the names “XP Security 2012” under 
Windows XP, “Vista Antivirus 2012” under Windows Vista, and “Win 7 Antivirus 
2012” under Windows 7. The researchers believe attackers are using FTP credentials 
stolen from infected computers to compromise Web sites and inject code into their 
pages. 
Source: http://news.softpedia.com/news/New-Mass-Injection-Attack-Infects-over-20K-
Websites-217168.shtml 

For more stories, see items 15, 48, 49, and 51  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

48. August 17, PC Magazine – (National) Microsoft’s Office 365 Email service knocked 
offline. Microsoft suffered an outage with its Office 365 online service August 17, 
according to the company’s Twitter feed and messages from customers. The outage 
appears to have taken place from roughly 2 p.m. until 4 p.m., according to Microsoft’s 
Office 365 Twitter feed. “Services restoration beginning and being verified. 
Understand that Service Health Dashboard was intermittent. Pls try again,” the 
company wrote. Outages were reported in Chicago, Denver, and New York City, 
among other locations. Users were unable to access their e-mail, and IT administrators 
were unable to manage accounts, according to affected users. Microsoft launched 
Office 365 at the end of June, and the company touted it as a means for businesses and 
IT administrators to save costs, although businesses also had concerns about how 

http://news.softpedia.com/news/New-Mass-Injection-Attack-Infects-over-20K-Websites-217168.shtml�
http://news.softpedia.com/news/New-Mass-Injection-Attack-Infects-over-20K-Websites-217168.shtml�
mailto:sos@us-cert.gov�
http://www.us-cert.gov/�
https://www.it-isac.org/�


 - 20 - 

Office 365 would interact with line-of-business apps. Microsoft’s Hotmail Webmail 
service appeared unaffected. 
Source: http://www.pcmag.com/article2/0,2817,2391315,00.asp 

49. August 17, FierceEnterprise Communications – (National) Data center power outage 
caused massive Ooma outage Wednesday. Popular VoIP provider Ooma saw its 
entire network collapse August 17, but the company said it was back up some 7 hours 
later. During the outage, no inbound or outbound calls were possible, nor were any 
forwarding numbers working. Ooma initially said it was unsure what caused the 
problem, but later in the day clarified its service was interrupted following a network 
outage due to an “extremely rare power failure” at a portion of its data center. The 
power failure, Ooma said on its blog, also affected several other companies. The 
company said it, and its data service provider, are “taking steps to ensure this will not 
happen again.” Ooma said the actual network outage only lasted 3 hours, but said the 
service interruption caused excessive traffic to the Ooma corporate site causing a brief 
denial of service. 
Source: http://www.fierceenterprisecommunications.com/story/data-center-power-
outage-caused-massive-ooma-outage-wednesday/2011-08-17 

50. August 17, Burbank Leader – (California) Hundreds of AT&T customers in 
Burbank lose service after cable is cut. At least 352 AT&T customers in Burbank, 
California, have been without phone service since August 13 after construction crew 
accidentally cut a cable while working on Front Street, said a company spokeswoman. 
AT&T plans to restore service by August 19, she said, adding that while wireless 
service remained untouched, it was unclear what other services were affected. 
“Anything being carried through a phone line could be affected,” she said. “There are 
currently 352 complaint tickets, but it’s impossible to know exactly how many people 
were affected.” AT&T crews had to dig 12 feet down to replace the affected cables, the 
spokeswoman said. “Phone lines are being restored every hour as they make repairs,” 
she said. 
Source: http://www.burbankleader.com/the818now/tn-818-0817-
service,0,7343456.story 

51. August 17, WTVR 6 Richmond – (Virginia) Verizon blames sabotage for some phone 
outages. Some Verizon customers found themselves without home phones, Internet, 
and television service, and the company blamed sabotage for some of the trouble. Two 
Verizon service boxes in Chesterfield County, Virginia, were broken into and the wires 
inside cut. The last one, on Coalfield Road August 16, left 100 Fios customers without 
service. But in Prince George County, some of the 800 customers without service are 
businesses, and they say they are losing money every day their phone lines are down. 
The problem is creedit and debit cards need an active phone line to be swiped, and 
since August 14, lines along a section of Route 10 have been down. Verizon said the 
damage in Prince George comes from a shotgun blast that damaged two cables that are 
now in the process of being replaced. Fios customers in Chesterfield County had their 
service restored the afternoon of August 17. Prince George customers can expect 
service restored by the afternoon of August 18, officials said. 
Source: http://www.wtvr.com/news/wtvr-some-verizon-customers-are-finding-
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themselves-without-home-phones-internet-and-television-service-and-the-company-
blames-sabotage-for-some-of-the-trouble-20110817,0,7012182.story 

For more stories, see items 39 and 40  
 
[Return to top]  

Commercial Facilities Sector 

52. August 18, Van Wert Times Bulletin – (Ohio) Gas leak causes evacuation. A number 
of south side Van Wert, Ohio businesses and homes had to be evacuated for about 5 
hours August 17 when a crew working at the intersection of Shannon Street and Ervin 
Road hit a gas line, cracking it, and causing a major gas leak. Around 2 p.m. the Van 
Wert Fire Department responded to the crossroads, which has been closed for 10 days 
for reconstruction. Businesses located at the corner were evacuated, as were several 
other homes in each direction from the leak. It took crews time to find valves to shut 
off the gas, as the nearest valve was determined to be cracked as well. Equipment had 
to be brought in from out-of-town, lengthening the time the gas leak was active. The 
line was finally capped at 7:10 p.m. Evacuations were lifted at that point, and the 
barricaded area was reduced. According to a Dominion external affairs manager, 
repairs to the line itself actually began shortly after 8 p.m. and were expected to be 
finished about 2 hours later. She noted there was extensive damage to the line. 
Source: 
http://www.timesbulletin.com/main.asp?SectionID=2&SubSectionID=4&ArticleID=16
8115 

53. August 18, WTTG 5 District of Columbia – (Maryland) Silver Spring apartment 
building evacuated due to smoke. Authorities said power has been restored to an 
apartment building in Silver Spring, Maryland that was evacuated August 17 due to 
smoke from a possible electrical fire. A Pepco spokesman said crews restored power to 
the building in the 1700 block of Old Columbia Pike about 2:30 a.m. August 18. A fire 
department spokesman said firefighters were called to the building late August 17 and 
found smoke coming from a boiler room and electrical closet area. The fire official said 
at least two electrical panels were damaged, so authorities cut power to the building. 
More than 1,000 people were forced to leave the building. Hundreds of people were 
returning to their homes early August 18, but many were still staying at a makeshift 
shelter at an area school. 
Source: http://www.myfoxdc.com/dpp/news/local/silver-spring-apartment-building-
evacuated-due-to-smoke-081811 

54. August 18, KSAT 12 San Antonio – (Texas) Arson unit, ATF to investigate 
apartment damage. Arson investigators and agents with the Bureau of Alcohol, 
Tobacco, and Firearms will comb through the wreckage of an apartment building 
destroyed by fire late August 16. The massive fire injured 10 people, including a 
firefighter, and displaced dozens of residents at the Summerview Apartments. After 
initially believing that two residents were missing — a 6-year-old boy and a woman — 
investigators now believe the woman may not be missing after all. According to the fire 
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chief, when firefighters arrived at the complex around 11:45 p.m., they found three 
buildings engulfed in flames. He said two buildings collapsed and were destroyed while 
three other buildings were damaged. The chief said the areas where the fire hit were too 
dangerous for firefighters to enter in the dark. Because the buildings went up so 
quickly, the fire chief said he has reason to believe the fire is suspicious. However, he 
noted arson investigators would have to make that determination. The fire destroyed 40 
units and displaced 74 people. Nearly 18 hours later — by 6 p.m. August 17 — smoke 
could still be seen rising from the rubble. 
Source: http://www.ksat.com/news/28889378/detail.html 

55. August 18, CNN – (International) Group: David Letterman target of death threat on 
jihadist Web site. A jihadist Web site is urging its American followers to kill a U.S. 
late-night host, saying his tongue deserves to be cut over his remarks about a terror 
leader, an online intelligence group said. According to an article posted by CNN 
August 18, the writer posted the death threat after he got upset by a joke the late-night 
host made about an al Qaeda leader killed in Pakistan, according to SITE intelligence 
group, which monitors and translates online terror activity. The leader, described as al 
Qaeda’s “military brain,” died in a drone strike in June, his jihadist group said at the 
time. The late-night host cracked jokes about the killing, and dragged his finger across 
his neck to show “the way of the slaughter,” the message on the jihadist site said. He 
then said that leader joins the former leader of al Qaeda, who was killed in Pakistan in 
May, according to the message posted August 17. The death threat urges jihadist 
followers to cut off the late-night host’s tongue and “shut it forever.” A spokesman for 
the FBI said the agency is looking into the death threats. 
Source: 
http://www.cnn.com/2011/CRIME/08/17/letterman.threat/index.html?hpt=hp_c2 

56. August 17, Nashville Tennessean – (Tennessee) Carbon monoxide at downtown 
building diverts traffic. One person was treated for minor exposure and 100 people 
were evacuated early August 17 at the Hughes & Coleman building in Nashville, 
Tennessee. The assistant Nashville fire chief confirmed elevated levels of carbon 
monoxide on the second floor of the Hughes & Coleman building, which was 
evacuated. “Initial readings are 500 parts per million on the second floor,” he said, 
noting that carbon monoxide detectors are designed to go off at 35 parts per million. A 
hazardous materials team was on the scene looking for the source of the leak, a 
Nashville fire department spokeswoman said. She said the levels of carbon monoxide 
indicated a leak for most of the overnight hours. The source of the leak was still being 
determined, but it came from the general area of the boiler room. 
Source: http://www.tennessean.com/article/20110817/NEWS01/110817006/Carbon-
monoxide-downtown-building-diverts-traffic-?odyssey=tab|topnews|text|FRONTPAGE 

For more stories, see items 26, 38, and 51  
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National Monuments and Icons Sector 
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57. August 18, Beaumont Enterprise – (Texas) Mandatory evacuations lifted on wildfire; 
Hwy. 63 remains closed as of Thursday morning. Authorities in Jasper County, 
Texas, said the wildfire near U.S. Highway 63 was 90 percent contained early August 
18. U.S. Highway 63 between RR 255 and Zavalla was closed August 18. The wildfire 
jumped Highway 63 late August 17, and officials were forced to close the highway 
then. A Jasper County sheriff said the fires were first reported about 4 p.m. August 17 
by a local resident. “There were four fires along RR 255, two in Jasper County and two 
in Tyler County,” he said, “and we think these fires may have suspicious origins.” The 
heaviest fires were in the area of Jasper County Road 32 north of RR 255, and just 
across the line near oil wells in Tyler County. A command center was set up at 
Ebenezer Church, and residents in the area were notified of mandatory evacuation 
orders. As of 9 p.m. August 17, firefighters were expecting the fire to continue through 
at least another day. Firefighters and emergency responders came from as far as 70 and 
80 miles away. Volunteer fire departments included Jasper, Angelina River, Rayburn, 
Tri Community, Zavalla, Roganville, Buna, and Evadale. Air support included a spotter 
plane and three helicopters scooping water; one helicopter came all the way from north 
Texas. Support units included the Jasper County Sheriff’s Department, emergency 
management, emergency corps, the department of public safety, the Texas Forest 
Service, and the U.S. Forest Service. 
Source: http://www.beaumontenterprise.com/jasper/news/article/Major-wildfire-
causes-mandatory-evacuations-in-2082643.php 

58. August 17, Seattle Times – (Washington) Fire closes Highway 2 in Tumwater 
Canyon, Chelan County. Washington State highway officials closed a portion of 
Highway 2 in Chelan County because of fire August 17. The road was closed shortly 
after 3 p.m. from Mileposts 84 to 99 in Tumwater Canyon. The fire is at Milepost 91, 
about a mile east of Tumwater Campground, a spokesman for the Washington State 
Department of Transportation said. The wildfire covers 2 acres and is burning about 6 
miles north of Leavenworth in the Okanogan-Wenatchee National Forest. The fire is 
running uphill in a steep, walled canyon and burning in a mix of grass, shrubs and 
mixed conifers, the U.S. Forest Service said. Forest fire crews from several agencies 
were responding. The cause of the fire is under investigation. 
Source: 
http://seattletimes.nwsource.com/html/theblotter/2015939038_fire_closes_highway_2_
in_tumwa.html 

[Return to top]  

Dams Sector 

59. August 18, Associated Press – (North Dakota) Jamestown officials to begin diking in 
response to increased reservoir releases due to rain. Officials in Jamestown, North 
Dakota, said diking will be necessary in parts of the city due to increased water releases 
from the Jamestown and Pipestem reservoirs located north of the city. Heavy rains 
forced the U.S. Army Corps of Engineers to up the increases, the largest releases in 2 
years, according to the Jamestown Sun. A city engineer said he anticipates 2,700 feet of 
dikes will be up by the end of the week of August 22. He said about a third of it will be 
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what he considers major diking. 
Source: 
http://www.therepublic.com/view/story/dbfac7e08625466aabdbcb12a1c6fd9b/ND--
ND-Flooding-Jamestown/ 

60. August 18, Omaha World-Herald – (South Dakota; Nebraska) Reservoirs fall below 
flood levels. The Missouri River flood fight reached a milestone when the last of the 
six big upstream reservoirs, Fort Randall in South Dakota, fell to its normal full level 
August 17. “Our goal has always been to evacuate all the flood-control storage before 
the 2012 runoff season begins, and we are on our way to achieving that,” said an 
official from the U.S. Army Corps of Engineers. All of the reservoirs on the upper 
Missouri are now out of what the Corps calls the “exclusive flood control zone.” The 
six reservoirs held 66.3 million acre-feet of water August 17. The Corps plans to bring 
the storage down to 56.8 million acre-feet before March 1 to provide enough room for 
next year’s runoff. “There is still high water on the levees and in the flood plain, and 
while this is the first step toward decreasing the water level, we need to stay vigilant 
until the water recedes,” said the Omaha District commander. Releases from Gavins 
Point Dam on the Nebraska-South Dakota border are at 150,000 cubic feet per second 
(cfs). Releases are expected to be 40,000 cfs by the end of September. 
Source: http://www.omaha.com/article/20110818/NEWS01/708189906 

61. August 18, Associated Press of Pakistan – (International) Water level in Tarbela dam 
rises to 1,534.5 feet. According to the data released by Indus River System Authority 
(IRSA), the water level in the Tarbela dam in Pakistan rose to 1,534.5 feet August 18, 
only 13.5 feet from its maximum conservation level of 1,550 feet. Water inflow in the 
dam was recorded as 142,800 cusecs while out flow was recorded as 80,000. Similarly, 
the water level in Mangla dam was recorded as 1,201.5 feet, which is 8.5 feet below its 
maximum conservation level of 1210. The water level in River Jhelum at Mangla was 
1,201.5 feet, 161.5 feet higher than its dead level of 1,040 feet, while the inflow and 
outflow of water was recorded as 20,667 and 13,000 cusecs respectively. 
Source: http://www.brecorder.com/pakistan/industries-a-sectors/24303-water-level-in-
tarbela-dam-rises-to-153450-feet.html 
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personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material.  
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