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• The source code for SpyEye, a data-stealing Trojan, was published online and could be 
used by cybercriminals with little chance of getting caught, a researcher said August 15. – 
DarkReading (See item 43)  

• Witnesses at Echo Resort in Coalville, Utah, said a group of men rented two boats early 
August 7, piloted them to Echo Dam, and spent hours shining lights along the width of the 
structure. – KSL 5 Salt Lake City (See item 56)  
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: LOW, Cyber: LOW 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. August 16, Louisville Courier-Journal – (Kentucky) More than 11,400 remain 
without power. More than 11,400 Louisville Gas and Electric (LG&E) and Kentucky 
Utility customers remained without power August 16, as crews continued working to 
repair damage caused by a severe storm August 13. About 167,000 customers were left
without power following the storm, which downed more than 1,500 wires. A LG&E 
spokesman said 1,500 crew continued to work around the clock to restore power, but 
that work could be impacted by another possible storm August 16.  
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Source: http://www.courier-journal.com/article/20110816/NEWS01/308160029/More-
than-11-400-remain-without-power?odyssey=nav|head 

2. August 16, Florida Today – (Florida) Crews snuff burning fuel tanker on SR A1A in 
Satellite Beach. A fuel tanker crashed and caught fire on State Road A1A in Satellite 
Beach, Florida, the night of August 15, forcing police to close a portion of the road for 
hours. The road reopened at about 5:30 a.m. August 16, and the truck’s driver escaped 
the incident without injury. Officials said the 8,500-gallon-capacity gasoline tanker was 
driving southbound and crashed into a pole on the west side of the highway near 
Shearwater Drive, around 9:20 p.m. August 15. Florida Power and Light officials 
reported a power outage affecting about 175 customers for an estimated 3 hours after 
the incident. Conventional firefighting forces were joined by a crash truck from Patrick 
Air Force Base, which applied foam to the burning tanker. 
Source: 
http://www.floridatoday.com/article/20110816/BREAKINGNEWS/110815025/Tanker
-fire-Satellite-Beach-out-SR-A1A-open 

3. August 16, New York Post – (International) Criticism grows over Shell's handling of 
oil leak. Pressure mounted August 16 on Royal Dutch Shell to explain how 1,300 
barrels of oil could have leaked from a pipeline into the North Sea, after the spill, 
which was discovered last week, tarnished a widely praised record for avoiding such 
incidents in England. Shell said it was still working on finding the source of a smaller 
leak from the same part of the pipeline that connects a well with the Gannet Alpha 
platform about 122 miles east of the Scottish city of Aberdeen. About one barrel a day 
was still leaking into the sea, Shell said. The British Department of Energy and Climate 
Change said the spill was “substantial” in the context of the U.K. Continental shelf. 
Shell’s technical director in Britain, also said it was a ”significant spill in the context of 
annual amounts of oil spilled in the North Sea.” The broken pipeline allowed about 218 
tons of oil to flow out, making it the biggest leak in British waters for a decade. An oil 
sheen now covers about 10 square miles of water, the company said. Shell said August 
16 it had shut the well and depressurized the pipeline, reducing the amount of oil that 
could still leak into the water to a finite amount, the company said. The leak was 
“under control,” Shell said. On August 16, Shell was under pressure to disclose the 
reason for the spill and to stop any oil flowing into the sea after it emerged that the 
company had waited 3 days to issue a public statement about the leak even though it 
had informed the authorities. Shell said it had started an investigation into the spill and 
was still working to establish its cause. The amount of oil spilled through Gannet Alpha 
is more than four times the total amount of oil spilled into British waters last year. The 
rig is operated by Shell on behalf of itself and Esso Exploration and Production, a unit 
of Exxon Mobil. 
Source: http://www.nytimes.com/2011/08/17/business/global/criticism-grows-over-
shells-handling-of-oil-leak.html 

4. August 15, Portland Business Journal – (Ohio) EPA rule forces Duke to close coal 
plant. Duke Energy said it has decided to close part of its Miami Fort coal plant in 
North Bend, Ohio, in 2015 in response to new federal air-pollution rules. Duke will 
close one of the three units it owns at Miami Fort, amounting to 163 megawatts of 
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capacity. It is the second closure announced by Duke since the U.S. Environmental 
Protection Agency released its final version of the Cross-State Air Pollution Rule. Last 
month, Duke said it would close the 860-megawatt Beckjord coal plant in New 
Richmond, Ohio, in 2015. 
Source: http://sustainablebusinessoregon.com/national/2011/08/epa-rule-forces-duke-
to-close-coal-plant.html 

5. August 15, New Hampshire Union Leader – (New Hampshire) Man, granddaughter 
injured in gas station fire. A man and his 5-year-old granddaughter were injured 
August 15 when their car crashed into gasoline pumps and caught fire in Manchester, 
New Hampshire, the city fire district chief said. He said the man apparently blacked out 
because of a medical condition and crashed into the pumps at a gas station at the corner 
of Webster and Elm streets about 10:30 a.m. The chief said the car took out two 
concrete barriers and the pumps, which burst into flames. A city police lieutenant said 
the man and girl were pulled from the car by a man and woman. Gas station employees 
had difficulty engaging the station's emergency shutoff for the pumps, which were 
eventually shut off with the help of the fire department. 
Source: http://www.unionleader.com/article/20110815/NEWS07/708169989 

6. August 15, DNAinfo.com – (New York) 8,000 Con Ed customers still without gas. At 
least 8,000 customers were left without gas August 15 as a result of the gas and water 
main break on August 12 at St. Nicholas Avenue and 152nd Street in the Harlem 
section of New York City, up from the 5,000 Con Edison said were affected. It was 
unclear when the gas will be restored, according to Con Edison. It was also unclear 
when the additional 3,000 customers lost their gas supply. The New York City Housing 
Authority said 3,261 families at three complexes — Harlem River, Ralph Rangel 
Houses, and the Polo Ground Towers — were without gas. The agency said its staff 
members were on site distributing hot plates to residents. Con Ed has pumped more 
than 14,000 gallons of water out of the gas lines. More than 80 gas mechanics and 11 
construction crews, including those from National Grid and Orange and Rockland, 
were working to restore service. Gas must be purged from the main lines and then each 
building and each apartment must be pressure tested before service can be restored, but 
the rain has also slowed down the pace of repairs. Officials from the department of 
environmental protection said water had been restored by early August 13, and that the 
agency was working to replace the 12-inch main that broke and flooded the 8-inch gas 
main that dates to 1956. 
Source: http://www.dnainfo.com/20110815/harlem/8000-harlem-coned-customers-still-
without-gas 

For more stories, see items 39 and 47  
 
[Return to top]  

Chemical Industry Sector 

7. August 16, Xinhua – (International) Controversial chemical plant commences stop-
production procedures. The controversial Fujia Chemical Plant in Liaoning Province 
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in China that has been ordered to shut down initiated stop-production procedures 
August 15, authorities with Dalian municipal government said August 16. Although the 
order to stop production was issued August 14 by municipal authorities, the intricacies 
of the production cycle meant it could not stop immediately due to safety concerns. 
With the stop-production procedures now in effect, no more raw materials have gone 
onto the production line. More than 10,000 Dalian residents took to the streets August 
14 to demand the plant be relocated over concerns of potential toxic chemical leaks. 
The plant is a producer of paraxylene, a carcinogenic petrochemical used to create raw 
materials for the production of polyester film and fabric. Calls to relocate the plant 
mounted after large waves whipped up by tropical storm Muifa breached a dike near 
the plant earlier this month. The dike was built to protect the plant from floodwaters. 
Source: http://english.cri.cn/6909/2011/08/16/1461s653787.htm 

8. August 16, Associated Press – (Massachusetts) Chemical plant that exploded to pay 
up. The owners of a chemical plant in Danver, Massachusetts that exploded in 2006, 
destroying dozens of homes, agreed to pay the federal government about $1.3 million 
to help cover the cost of cleaning up the hazardous waste left behind. The 
Environmental Protection Agency (EPA) said a consent decree unveiled August 15 
requires the companies to pay for some of the $2.7 million spent by the agency to clean 
up the site. The EPA said the action resolves claims against former operator CAI Inc., 
and property owners Sartorelli Realty LLC, and the head of the Nelson Danvers Realty 
Trust. The agency said CAI will pay $100,000 to settle federal Clean Air Act (CAA) 
violations. A series of explosions at the ink and paint factory shared by CAI and Arnel 
Co. Inc. in 2006 damaged 270 homes and businesses. No one was killed or seriously 
injured. The blasts forced about 300 residents within a half-mile radius of the facility to 
evacuate. Firefighters battled the fire for 17 hours. For the next 4 months, the EPA 
removed hazardous substances. EPA investigators said CAI violated parts of the CAA 
by failing to identify the hazards of operating an ink mixing process overnight without 
proper ventilation. The facility also lacked: appropriate ventilation, vapor detectors and 
alarms to detect buildup of dangerous vapors while workers were not present; 
automatic shut-off valves that could shut down processes without human intervention; 
and proper fire permits and explosion venting construction. The consent decree, lodged 
in the U.S. District Court for the District of Massachusetts, is subject to a 30-day public 
comment period and approval by the federal court. A report released by the state fire 
marshal's office in 2008 concluded the facility was storing twice the combustible 
substances it was permitted to keep. The facility was licensed by the town to store 
12,000 gallons of flammable chemicals but had about 24,000 gallons on site. 
Source: http://www.thebostonchannel.com/r/28877936/detail.html 

9. August 15, U.S. Environmental Protection Agency – (Massachusetts) Innovative 
technology will reduce cleanup time at Lowell Mass. Silresim site. The Silresim 
Superfund Site in Lowell, Massachusetts is in the final phase of cleanup, using new 
technology to reduce the amount of time to clean contaminated groundwater. U.S. 
Environmental Protection Agency (EPA) officials toured the site August 15. Crews 
worked since mid-2010 to implement a thermally-enhanced soil vapor extraction 
technology, referred to as Electrical Resistive Heating. The technology utilizes 
electrical current passed through soil and groundwater to heat the subsurface which, 
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releases more organic vapors. The vapors are collected and treated. Over a period of 
about 9 months, officials estimate more than 100,000 pounds of chemicals will be 
removed from groundwater and soil, reducing required groundwater treatment time by 
the Massachusetts Department of Environmental Protection (MassDep). The Silresim 
Chemical Corp. site is at 86 Tanner Street and consists of the 4.5-acre Silresim 
property, and soil and groundwater contamination that extends to other properties. In 
1971, Silresim began reclaiming a variety of chemical wastes, waste oil, solvents, and 
sludges containing heavy metals. In 1977, Silresim declared bankruptcy and abandoned 
the property, leaving behind 30,000 decaying drums, and large storage tanks. The state 
began to clean up the site in 1978. In 1982, the site was listed on the National Priorities 
(Superfund) List. Investigations conducted by the state and the responsible parties 
indicated numerous spills and leaks from drums had occurred that contaminated the soil 
and groundwater. Previous cleanup actions included removal of thousands of drums, 
construction of an interim cap over contaminated soils, and construction of a plant to 
extract and treat contaminated groundwater. Operation and maintenance of the 
groundwater treatment plant continues under the direction of the MassDEP. The 
construction project was completed thanks to the cooperation of many stakeholders, 
including the MassDEP, National Grid, and abutting property owners. The $20 million 
funding was provided by the American Recovery and Reinvestment Act. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/d0cf6618525a9efb85257359003fb69d/abd87
19e667475c7852578ed006497e3!OpenDocument 

For more stories, see items 2, 30, 32, 46, and 50  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

10. August 16, U.S. Nuclear Regulatory Commission – (National) NRC begins special 
inspection at Palisades nuclear power plant in Michigan. The Nuclear Regulatory 
Commission (NRC) has started a Special Inspection to review the circumstances 
surrounding the failure of a service water pump component at the Palisades nuclear 
power plant in Covert Township, Michigan. Service water pumps help cool safety 
related equipment under regular and emergency conditions. The plant has three service 
water pumps and at least one is required to be operable in case of an emergency. The 
single-unit pressurized water reactor is operated by Energy Nuclear Operations Inc. 
NRC resident inspectors were immediately notified August 9 of the issue and observed 
the utility’s actions. NRC staff determined the problem looked similar to a previously 
failed component issue from 2009. A metals and materials expert from the NRC 
Region III office was sent August 11. A three-member NRC team specializing in 
metals, materials, and pumps, will review the historical issues associated with the 
components, previous corrective actions, the utility’s ability to review industry 
operating experience, and the potential susceptibility on the other service water pumps. 
The issue involved a component failure on a service water pump. The plant was 
operating under normal conditions when control room indicators showed there was a 
change in the flow of water from one of the three service water pumps. Utility staff 
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stopped the pump, investigated the problem and replaced all the coupling components. 
A coupling is a connector used to hold two pipes together. The plant is operating safely 
and has since started using the service water pump again. The NRC’s special inspection 
report documenting the team’s findings will be issued within 45 days of the 
inspection’s completion through the Agency Documents Access and Management 
System (ADAMS) at the NRC Web site. 
Source: 
http://www.pennenergy.com/index/power/display/9051665985/articles/pennenergy/po
wer/nuclear/2011/august/nrc-begins_special.html 

11. August 16, International Business Times – (International) Radioactive sulfur leaked 
from Fukushima plant reached California coast in days. New research results 
showed tiny amount of radioactive sulfur leaked from the Fukushima nuclear meltdown 
in Japan in March reached California within days, but researchers now say the amount 
was not dangerous to health. Atmospheric chemists at the University of California San 
Diego said they observed the highest levels ever detected of radioactive sulfur in the 
atmosphere that is believed to have traveled by wind across the Pacific Ocean from the 
Fukushima Daiichi nuclear plant, according to a study published in online edition of the 
Proceedings of the National Academy of Sciences. The research team were measuring 
the levels of sulfur-35 as part of climate research they were doing, and collected the 
readings between March 22 and April 1. Researchers observed the highest levels ever 
detected of radioactive sulfur in the atmosphere. Their readings indicated there were 
1,500 atoms of sulfur-35 per square meter in the air in La Jolla, California, which was 
an increase above normal levels. As the reactors in Fukushima started to heat up, sea 
water was used in to cool the reactors. As a result, some of the chlorine atoms in the sea 
water captured neutrons from the reactor and produced radioactive sulfur called sulfur 
35, which is usually generated by cosmic rays striking argon atoms in the atmosphere. 
The sulfur then escaped the reactor in gas and aerosol form, traveling across the ocean 
by strong westerly winds. A few weeks after the Fukushima Daiichi nuclear plant was 
damaged in the March 11 tsunami, low amounts of radioactive iodine were detected in 
milk samples in different cities around the United States, including in California, 
Colorado, Connecticut, and Massachusetts. 
Source: http://www.ibtimes.com/articles/198456/20110816/radioactive-sulfur-
fukushima-plant-california-coast-pacific-ocean-chlorine-atoms.htm 

12. August 15, Reuters – (International) U.N. atom body wants wider nuclear safety 
checks. The United Nations (U.N.) atomic agency would carry out international safety 
checks of 10 percent of the world's reactor units over a 3-year period, under a draft 
action plan to prevent any repeat of Japan's nuclear crisis. The document from the 
International Atomic Energy Agency (IAEA), obtained by Reuters August 15, outlined 
a series of measures in 10 areas to help improve global nuclear safety after the 
Fukushima accident more than 5 months ago. While stressing atomic energy safety was 
primarily a national responsibility, it signaled a strengthened role for the IAEA to 
review compliance with international reactor and regulatory standards. Among the 
proposed steps in the Nuclear Safety Action Plan, the IAEA would "organize 
operational safety reviews ... of one nuclear power unit in ten over a period of three 
years". It did not give details, but the IAEA has previously suggested plants could be 
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randomly selected for such checks. There are some 440 operating nuclear reactors in 
the world. The agency would also conduct regular assessments of national regulatory 
bodies, the draft said, in an apparent attempt to make sure they were sufficiently 
independent and resourced to be able to work effectively. The proposals, aimed at 
ensuring nuclear plants can withstand extreme events such as the earthquake and 
tsunami that crippled Fukushima, may prove controversial for countries that want to 
keep safety an issue strictly for national authorities. The draft builds on the outcome of 
an IAEA-hosted nuclear safety conference in June. It will be discussed by diplomats of 
the agency's member states ahead of the U.N. body's decision-making General 
Conference next month. 
Source: http://www.reuters.com/article/2011/08/15/nuclear-iaea-safety-
idUSLDE77E0F720110815 

13. August 15, Associated Press – (National) NRC sets hearing for new nuclear plant in 
Georgia. Federal regulators will soon consider whether to allow Southern Co. to 
construct what could become the nation's first new nuclear plant in a generation. The 
Nuclear Regulatory Commission (NRC) has set a September 27 hearing at its Maryland 
headquarters on whether the Atlanta-based Southern Co. and its partners can build and 
operate two more nuclear reactors at Plant Vogtle near Augusta, Georgia. A final 
agenda for the meeting has not yet been posted. It's possible it may take the NRC until 
early next year to make a final decision. The agency's commissioners cannot issue the 
license for the new plant until they formally approve the Westinghouse Electric Co. 
AP1000 reactor that would power it. NRC staffers recently said that process could run 
into early next year. 
Source: http://www.businessweek.com/ap/financialnews/D9P4ON3O0.htm 

14. August 15, Reuters – (Nebraska) Workers return to Nebraska nuclear plant closed 
by flooding. About 120 employees at the Fort Calhoun Nuclear Station in Nebraska 
moved back into the flooded plant's administration building August 16. The plant, 
which was idled April 9 for routine refueling and maintenance, remained shut down 
this summer after Missouri River floodwater spread across the riverside site near Blair, 
Nebraska, in June. The river has dropped about 2 feet since its crest, allowing workers 
to dismantle elevated walkways, and to reopen parking lots at the 478-megawatt plant. 
The river was more than 4 feet above flood stage August 16 at Blair. It is expected to 
be back in its banks in September. The Omaha Public Power District, which operates 
the plant, has sent plans for restarting the reactor to the federal Nuclear Regulatory 
Commission. 
Source: http://www.reuters.com/article/2011/08/15/us-nebraska-nuclear-plant-
idUSTRE77E4EX20110815 

[Return to top]  

Critical Manufacturing Sector 

15. August 16, Lansing State Journal – (Michigan) Workers return to Lansing plant 
after fire last week. Employees at Gerdau Special Steel North America have returned 
to work after a fire damaged the Lansing, Michigan facility the night of August 12., the 
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Lansing State Journal reported August 16. The blaze broke out at about 6 p.m. at the 
plant at 209 W. Mt. Hope Avenue. Lansing fire officials said the blaze was caused by 
grease buildup in a furnace. The furnace remains down, but the facility restored power 
later August 12, and continued operations throughout the weekend of August 13 and 
14, said a spokesman for the Jackson-based company. About 75 employees work at the 
plant, which processes steel and steel parts for automotive and commercial vehicle 
manufacturers. 
Source: 
http://www.lansingstatejournal.com/article/20110816/NEWS01/308160008/Workers-
return-Lansing-plant-after-fire-last-week?odyssey=tab|topnews|text|FRONTPAGE 

16. August 16, Macon Telegraph – (Georgia) Macon plant fined for safety 
lapses. Aerospace Defense Coatings of Georgia, a Macon metal coating and painting 
plant, was fined about $168,000 in state and federal penalties for serious and in some 
cases “willful” neglect of worker safety, and for violations of hazardous waste storage 
and air pollution laws. Occupational Safety and Health Administration inspectors found 
Aerospace, located at 7700 N. Industrial Boulevard exposed employees to as much as 
50 times the legal limit of chromium without informing them, safety records show. 
Although the citations were issued in November and many were required to be 
corrected by January, the OSHA is not yet satisfied working conditions at the plant are 
safe, said the regional director of public affairs for the U.S. Department of Labor. "This 
is more than a common violation. ... Chromium has some pretty nasty effects," he said. 
The OSHA originally proposed a $300,000 fine for 19 health violations. The total was 
reduced in exchange for the company’s agreeing not to fight the penalties in court, the 
public affairs director said. The facility uses hexavalent chromium in its plating 
operation. The agency inspected the Aerospace facility in May 2010. Employees were 
not given a place to eat, drink or wash without chromium residues, OSHA inspection 
records show. The OSHA found willful violations related to respirator protection, 
chromium overexposure, personal protective equipment and failure to perform periodic 
monitoring of chromium exposure. Willful violations are those committed intentionally 
or with ”plain indifference to worker safety and health,” the OSHA news release said. 
The alleged serious violations included failing to post test results that showed illegally 
high chromium exposure for employees, failing to provide a changing area to prevent 
cross contamination, failing to have a medical surveillance program to protect 
employees, and not training employees to respond to hazardous waste emergencies. A 
serious citation is issued when there is substantial probability that death or serious 
physical harm could result from a hazard about which the employer knew or should 
have known. 
Source: http://www.macon.com/2011/08/16/1667108/macon-plant-fined-for-safety-
lapses.html 

17. August 15, Associated Press – (Iowa; Nebraska) Western Iowa manufacturers report 
flood problems. More than half the manufacturers surveyed in six western Iowa 
counties said they are being affected by Missouri River flooding, according to a new 
survey. The flooding has played havoc with transportation logistics and employee 
commuting, given the blockages of Interstate 29 and the closing of some Nebraska-
Iowa bridges over the river. Iowa State University Extension and Outreach Center for 
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Industrial Research and Service contacted about 200 manufacturers in Fremont, 
Harrison, Mills, Monona, Pottawattamie, and Woodbury counties. About 120 took part 
in the survey, and 53 percent of them reported problems. The outreach center program 
manager said the manufacturers will be experiencing flood-caused problems for many 
months as they deal with regional issues such as levee conditions, and degraded roads. 
Source: http://www.businessweek.com/ap/financialnews/D9P4JUG02.htm 

18. August 15, Crain's Detroit Business – (Michigan) Ford, U.S. reach $10.8 million deal 
over Rouge plant cleanup. The U.S. government has agreed to pay $10.8 million to 
settle Ford Motor Co.’s claim for cleaning up its former Rouge automobile factory 
complex in Dearborn, Michigan from pollutants dating back to its role as a military 
production site in World War I. The automaker sued the government in Detroit federal 
court in 2004. The complex opened in 1917 and made tanks, boats and other materials 
in both world wars. The Detroit News said Ford filed terms of settlements for two 
properties August 12. The deals are open for public comment before being finalized. 
The settlements would go toward the estimated $99 million future cost of the cleanup. 
Ford sold the steel-making part of the site to Severstal Dearborn LLC in 2004. The two 
companies are to share the federal money. 
Source: http://www.crainsdetroit.com/article/20110815/FREE/110819943# 

[Return to top]  

Defense Industrial Base Sector 
 
See item 16  

 
[Return to top]  

Banking and Finance Sector 

19. August 16, Bank Info Security – (International) Global card fraud ring busted. New 
South Wales (NSW) Police in Australia said the department's fraud squad has arrested 
and charged five Malaysian and Sri Lankan nationals suspected of being behind an 
elaborate international card-skimming scheme that spanned the United Kingdom, 
mainland Europe, and North America. The alleged scheme, which authorities have 
been investigating for several months, involved skimming at point-of-sale terminals in 
numerous merchant locations. Police did not say how the accused are suspected of 
pulling off the scam, but did say authorities seized numerous point-of-sale (POS) 
terminals, PIN overlays, and other electronics, such as laptops and mobile phones. 
Authorities also discovered $10,000 in Canadian dollars, falsified identification and 
travel documents, and a number of Canadian credit cards. Over the last several months, 
investigators in connection with the case have seized more than 50 stolen POS 
terminals, dozens of skimmers, and more than 18,000 blank and counterfeit cards. So 
far, 25 people have been arrested and charged. 
Source: http://www.bankinfosecurity.com/articles.php?art_id=3963 
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20. August 15, Fierce Government IT – (National) GAO: FDIC cybersecurity 
lacking. The confidentiality and integrity of the Federal Deposit Insurance 
Corporation's (FDIC) information systems are vulnerable, said a Government 
Accountability Office (GAO) report published August 12. Weak passwords, poor user-
access policies, inconsistent encryption and unsatisfactory patch implementation 
threaten the FDIC's financial systems and databases, the GAO found. While security 
risks persist at the FDIC, the situation is an improvement when compared to past 
cybersecurity problems at the agency. FDIC remediated 26 of the 33 control 
weaknesses the GAO identified in a similar 2009 audit, the government watchdog 
found. However, the report authors noted, "the corporation did not always fully 
implement key information security program activities, such as effectively developing 
and implementing security policies." The GAO suggested the FDIC develop, 
document, and implement information security fixes for its loss-share loss estimation 
process. The GAO also made 38 new cybersecurity recommendations to address 37 
findings from the audit, which were outlined "in a separate report with limited 
distribution," report authors wrote. 
Source: http://www.fiercegovernmentit.com/story/gao-fdic-cybersecurity-lacking/2011-
08-15 

21. August 15, Bloomberg – (International) Ex-Optionable chief admits to scheme to 
hide losses at Bank of Montreal. The former CEO of Optionable Inc. pleaded guilty 
August 15 to his role in a scheme to hide millions of dollars in losses at the Bank of 
Montreal. The 52-year-old pleaded guilty in federal court in Manhattan, New York, to 
one count of conspiracy to commit wire fraud. The case stems from $690.5 million of 
pretax commodity-trading losses the bank announced in April 2007. Those losses grew 
to C$853 million for the fiscal year, paring profit by C$440 million. The former CEO 
was charged with fraud in 2008 for helping a former trader at the bank conceal the 
losses. The former CEO, an ex-convict who hid his criminal record, helped a former 
trader hide commodity losses from the bank to win business for Optionable, a 
brokerage firm focusing on energy derivatives, according to prosecutors. The former 
CEO was sentenced to 30 months in prison for credit-card fraud in 1997, and 6 months 
for income-tax evasion in 1993, court records show. 
Source: http://www.bloomberg.com/news/2011-08-15/ex-optionable-chief-kevin-
cassidy-pleads-guilty-to-conspiracy-in-new-york.html 

22. August 15, Bloomberg – (International) Ex-Ahold executive Mark Kaiser pleads 
guilty in $800 million fraud case. The ex-marketing chief of a former U.S. unit of 
Dutch grocer Royal Ahold NV pleaded guilty August 15 to conspiracy 13 months after 
his previous conviction for overstating earnings was overturned. The 54-year-old 
former U.S. Foodservice Inc. admitted in a federal court in Manhattan, New York, to 
participating in an $800 million securities fraud. He could receive as much as 5 years in 
prison. Prosecutors alleged he made fraudulent representations about U.S. 
Foodservice’s financial condition in a bid to burnish his resume for a promotion at the 
Columbia, Maryland-based unit. He was convicted in 2006 of helping the subsidiary 
inflate profits from 2000 to 2003 by wrongly recording promotional rebates as income, 
and sentenced to 7 years in prison. In July 2010, the U.S. Court of Appeals in New 
York threw out his convictions for securities fraud, conspiracy and four counts of 
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making false filings with the Securities and Exchange Commission. The appeals court 
said he was entitled to a new trial because the lower court judge erred by admitting into 
evidence the statement of the unit’s general counsel. 
Source: http://www.bloomberg.com/news/2011-08-15/ex-ahold-executive-mark-kaiser-
to-plead-guilty-in-800-million-fraud-case.html 

23. August 15, ABC News – (Oregon; Washington; Montana) 'Bad Hair Bandit': 18 bank 
robberies in 9 months. A woman known as the "Bad Hair Bandit" for the assortment 
of ill-fitting wigs she has worn while robbing at least 18 banks since December 2010 
may have struck again, authorities said August 15. After a spree that had apparently 
been confined to Washington and Oregon, the FBI is investigating whether the same 
bandit robbed a bank in Montana the week of August 8. On August 11, an unidentified 
woman wearing a short, dark-haired wig walked into the Bank of Butte in Butte, 
Montana, passed a note to the teller, and walked out with more than $1,000. The Butte-
Silver Bow County sheriff told the Montana Standard that the FBI is now investigating 
whether the Butte robber was the infamous "bad hair bandit." Witnesses described the 
woman at the Butte robbery as a white female, 40, 5 foot 8 to 5 foot 10 inches tall and 
with a heavy build. According to the FBI Web site, the bad hair bandit typically enters 
the bank and passes a note to a teller in which she demands cash and states that she is 
armed. She tends to wear a zippered hoodie, eyeglasses, a baseball cap, and some type 
of wig, and appears to flee by car, which the bureau describes as possibly a newer 
silver or gold sedan similar to a Honda Accord. 
Source: http://abcnews.go.com/US/bad-hair-bandit-18-bank-robberies-
months/story?id=14305020 

For more stories, see items 43 and 52  
 
[Return to top]  

Transportation Sector 

24. August 16, Associated Press – (National) As record rains recede from eastern half of 
US, flood warnings and concerns over runoff remain. The National Weather Service 
said torrential rains finally ended August 16. Continuous storms dropped record rains 
over the weekend of August 13 and 14 on parts of the nation’s eastern half, washing out 
roads in New Jersey, and forcing a small hospital in Ohio to move patients. Nearly 8 
inches of rain fell on New York City’s John F. Kennedy Airport August 14, and nearly 
5 inches in Philadelphia, setting city records . At Seabrook Farms, New Jersey, the 
daily total was nearly 11 inches. The effects still were being felt a day later. Concerns 
over bacteria from stormwater runoff caused Long Island officials August 15 to close 
19 beaches to bathing in Nassau County, and to warn Suffolk County residents against 
bathing at 66 beaches. Flood warnings remained in effect through August 16 in some 
areas of New Jersey, New York, and Massachusetts. In southern New Jersey, a dam on 
Seeley Lake broke August 14, turning the normally mild Cohansey River into a raging 
threat racing through downtown Bridgeton. Officials in Cumberland County reported 
four water rescues August 14. Amtrak lines were closed through Baltimore for a time 
August 15 because of water over the tracks. In Port Clinton, Ohio, three of the six 
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patients at Magruder Hospital were moved August 14 when water inundated a room 
holding the main power distribution panels. The other three were discharged. 
Source: http://www.washingtonpost.com/national/as-record-rains-recede-from-eastern-
half-of-us-flood-warnings-and-concerns-over-runoff-
remain/2011/08/16/gIQAqZyaIJ_story.html 

25. August 16, Associated Press – (California) San Francisco subway stations closed 
amid protests. Rush-hour protests prompted the closure of four San Francisco subway 
stations and sent hundreds of commuters into the sidewalks and streets August 15, but 
there was no repeat of the wireless service shutdowns that angered protesters the week 
of August 8. The Bay Area Rapid Transit (BART) agency has found itself in the middle 
of a raging debate over how far authorities should go to disrupt protests organized on 
social networks. The agency shut cellphone service August 11 to quell a brewing 
protest on one of its platforms over a police shooting. Cellphone service was operating 
August 15 as an estimated 50 protesters gathered on the Civic Center Station platform 
chanting "no justice, no peace" shortly after 5 p.m. Thirty minutes later, police in riot 
gear and wielding batons closed the station and cleared the platform after protesters 
briefly delayed an east-bound train from departing. From Civic Center, the protesters 
were joined by more demonstrators and marched down San Francisco's Market Street 
and attempted to enter more stations. Officials closed those stations as well. Shortly 
after 7:30 p.m., three of the four downtown BART stations had re-opened. BART cut 
power to its wireless nodes August 11 after learning demonstrators planned to use 
social media and text messaging to organize a protest against police brutality on one of 
the subway platforms. The tactic appeared to work because no protest occurred. 
BART's actions prompted a Federal Communications Commission investigation, and a 
hacking group organized an attack on one of the agency's Web sites August 14, and 
posted personal information of more than 2,000 passengers online. The group, named 
Anonymous, called for a disruption of BART's evening commute August 15. 
Source: http://news.yahoo.com/san-francisco-subway-stations-closed-amid-protests-
031708294.html 

26. August 16, Martinsville Bulletin – (Virginia) Officers pursue train tips after 
Saturday derailment. Investigators August 15 followed up on tips from the public as 
their probe into an intentional train derailment in Martinsville, Virginia, continued, said 
a spokesman for the Henry County sheriff's office. The Norfolk-Southern train, which 
included two locomotives and 74 rail cars, derailed around 9 p.m. August 13 near Frith 
Road and Fontaine Drive, the sheriff’s office said. The Henry County sheriff said 
August 14 the train derailed after someone put an object on the tracks. He would not 
say what the object was. A Norfolk Southern spokeswoman said August 15 that the 
train, pulled by two locomotives, was traveling south with 74 rail cars when the 
locomotives derailed. She said the wheels of each locomotive went off the track, but 
neither overturned. Each locomotive weighs 200 tons, she said, adding that special 
equipment was brought to the scene to “re-rail” the locomotives. After that was done, 
they were able to move on their own. Damage to the tracks also had to be repaired 
before the train could get under way. It took several hours to clear the derailment. 
Delays to other trains were not significant. 
Source: http://www.martinsvillebulletin.com/article.cfm?ID=29709 
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27. August 15, KTNV 13 Las Vegas – (Nevada) NDOT to begin repairs to I-15 from 
tanker explosion damage. The Nevada Department of Transportation (NDOT) said it 
began to repair damages from the tanker explosion to Interstate 15 near Las Vegas, 
August 16. NDOT said it will close lanes on I-15 southbound between the Lake Mead 
and Washington off-ramps. The East Lake Mead entrance to southbound I-15 will close 
as well. Drivers should use Cheyenne as a detour. The repair work was expected to last 
3 days. 
Source: http://www.ktnv.com/news/local/127790608.html 

28. August 15, Atlanta Neighbor Newspapers – (Georgia) Ball Mill Creek bridge closed 
in Sandy Springs. According to a news release posted on the city of Sandy Springs, 
Georgia's Web site, the Ball Mill Creek bridge, located on Spalding Drive in Sandy 
Springs, is closed for repairs. City officials were given verbal notification from the 
Georgia Department of Transportation’s (GDOT) State Bridge Maintenance Unit 
August 11 the bridge required maintenance, and closed it August 15. It was determined 
through an underwater inspection that the bridge has an undermining of one of the 
foundations and requires immediate maintenance. The bridge is a 34-foot, single-span 
steel and concrete bridge constructed in 1929. The condition identified by GDOT is 
repairable through stabilization and does not require replacement of the bridge at this 
time. Plans call for the city to retain a specialty contractor to stabilize the bridge. 
Bridge repairs were expected to start August 16 and be completed in 6 weeks, weather 
permitting. The suggested detour route is Ball Mill Road to Dunwoody Club Drive 
from the east and Roberts Drive to Dunwoody Club Drive from the west. 
Source: http://neighbornewspapers.com/stories/Ball-Mill-Creek-bridge-closed-in-
Sandy-
Springs,173946?content_source=&category_id=&search_filter=&event_mode=&event
_ts_from=&list_type=&order_by=&order_sort=&content_class=&sub_type=stories&t
own_id=&page= 

For more stories, see items 6, 17, 34, and 39  
 
[Return to top]  

Postal and Shipping Sector 
 

Nothing to report 
 
[Return to top]  

Agriculture and Food Sector 

29. August 16, USAgNet.com – (National) Listeria prevalence in meat, poultry 
declines. Listeria prevalence in all ready-to-eat meat and poultry products was 0.28 in 
2010, according to data released by the Food Safety and Inspection Service (FSIS). 
This is down from 0.37 in 2009 and represents an 81 percent decline since 2000. This 
data includes information from all three FSIS sampling projects. FSIS analyzed 3,153 
and 8,704 samples for L. monocytogenes in its ALLRTE and RTE001 sampling 
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projects, respectively. Ten positive samples were observed in ALLRTE (0.32 percent 
positive), and 24 positive samples were observed in the in RTE001 samples (0.28 
percent positive). FSIS analyzed 1,854 products for L. monocytogenes in the RLm 
sampling program in CY 2010. The sampling results produced four positives samples, 
resulting in a 0.22 percent positive rate. 
Source: http://www.wisconsinagconnection.com/story-national.php?Id=1724&yr=2011 

30. August 16, Charlotte Observer and WCNC-TV 36 Charlotte – (North Carolina) 
Evacuations near Marshville plant. Authorities in Union County, North Carolina said 
they hope to begin an investigation late the afternoon of August 16 into the cause of an 
ammonia leak and explosion that closed a turkey processing plant near Marshville, and 
forced the evacuation of more than 500 employees, and nearby residents. Marshville's 
mayor said the 25 families forced from their homes would not be permitted to return 
until officials are certain the dangerous ammonia gas has dissipated. "We hope that will 
be later today," he said midday August 16. The mayor said the interior of the Pilgrim's 
Pride plant, in the 5900 block of U.S. 74 West, suffered "considerable damage." A 
company spokesman said late the morning of August 16 it is unclear when the plant 
will be able to reopen. No injuries were reported. By early the afternoon of August 16, 
the mayor said the leak was "under control, stable." Company officials said the leak 
was discovered about 5 a.m. The mayor said there also was an explosion, although it 
was not clear if the explosion caused the leak, or vice versa. Emergency management 
officials were called shortly after 6 a.m., employees were evacuated, and company 
officials contacted the media and said the next shift had been canceled. Police from 
Marshville, Wingate and Monroe, along with the Union County Sheriff's Office, were 
involved in the evacuations. Union County and various local fire departments dealt 
with the chemical spill. 
Source: http://www.charlotteobserver.com/2011/08/16/2531914/evacuations-near-
marshville-plant.html 

31. August 15, Examiner.com – (District of Columbia; Maryland) D.C., Baltimore put 
under quarantine. The U.S. Department of Agriculture added Washington D.C., 
Baltimore, Maryland, and nine counties to its quarantine area for the invasive Emerald 
Ash Borer beetle, a D.C. spokesman said August 15. That means wood and wood 
products such as firewood, wood chips and compost are blocked from crossing state 
lines to prevent the spread. The beetle is a native of China that made its first appearance 
stateside in Michigan in 2002, then spread across the country. It has already caused the 
death and decline of tens of millions of ash trees. 
Source: http://washingtonexaminer.com/blogs/capital-land/2011/08/dc-baltimore-put-
under-quarantine 

32. August 15, New Orleans Times-Picayune – (Louisiana) Thousands of Pearl River fish 
die after Bogalusa paper mill discharge. Several thousand aquatic species in the Pearl 
River from Bogalusa down into St. Tammany Parish, Louisiana, were observed dead or 
dying over the weekend of August 13 and 14. And as federal, state, and local agencies 
descended on the river to test it, word circulated that the Bogalusa paper mill may have 
been the cause. The owners of the Bogalusa paper mill, Temple-Inland, admitted 
August 14 that their mill in Bogalusa had exceeded its allowed wastewater discharge 
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levels, and that may have lowered oxygen levels in the river enough to cause fish 
deaths. Temple-Inland shutdown the mill the evening of August 13. The Louisiana 
Department of Environmental Quality did not release a statement until early August 15, 
warning the public to avoid foam on the river and any discolored water, and to not eat 
dead or floating fish. An ecologist who studies the Pear River as president of the 
Oleans Audubon Society said the fisherman reported dead or dying fresh water 
mussels, shrimp, several fish, including sturgeon, and larval stages of aquatic insects. 
She determined the spill and fish kill covered at least 47 miles of the river. The 
ecologist fears that because state agencies did not immediately issue an advisory, many 
people along the river may have been filling ice chests with dead fish because they 
believed the fish died from low oxygen not toxins. 
Source: 
http://www.nola.com/environment/index.ssf/2011/08/thousands_of_pearl_river_fish.ht
ml 

For another story, see item 22  
 
[Return to top]  

Water Sector 

33. August 16, NorthEscambia.com – (Florida) Health advisory in effect after 1.4 million 
gallons of ECUA sewage dumped. A health advisory was issued after a Emerald 
Coast Utilities Authority (ECUA) pipe failure released about 1.4 million gallons of 
untreated sewage into the wetlands of Thompson Bayou near the University of West 
Florida in Pensacola, Florida August 16 — the second such failure this summer. An old 
12-inch “force main” was found ruptured near Greenbriar Boulevard. Emergency crews 
and tanker trucks were immediately dispatched to the affected site to help contain the 
spill, according to the ECUA. A health alert was issued for Thompson’s Bayou where it 
meets the Escambia River. The Escambia County Health Department advised against 
any water related activities in the area due to the potential for high bacteria levels. 
Source: http://www.northescambia.com/?p=64475 

34. August 16, Fayettville Observer – (North Carolina) Sewage spills onto Columbus 
County road. A sewage spill August 13 discharged about 15,000 gallons of untreated 
sewage onto a highway, some of it into a creek, the town manager of Chadbourn, North 
Carolina, said August 15. Sewage spilled onto Peacock Road at a manhole just south of 
U.S. 74 Business, while thunderstorms that morning knocked out three pumps serving 
the sewer line, causing sewage to back up and bubble up through the manhole cover. 
Town staff has reported the spill to the North Carolina Department of Environment and 
Natural Resources, following state and federal regulations. 
Source: http://www.fayobserver.com/articles/2011/08/16/1115763?sac=Home 

35. August 15, Sarasota Patch – (Florida) Sewage spews from broken pipe at Osprey 
Bridge. A 63-year-old sewer pipe fractured August 15 and discharged near the northern 
end of the Osprey Avenue Bridge in Sarasota, Florida. Tanker trucks assembled to take 
the sewage away from the site while officials said a little bit of the material leaked into 
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Hudson Bayou after the 12:30 p.m. break, which was quickly contained. A city press 
release estimated 200 gallons went into the bayou. “We’ve already had people taking 
samples from the bayou, both upstream and downstream,” one official said. ”We won’t 
get the results back from the lab for 24 to 36 hours,” he added. In the meantime, health 
advisory signs were posted. Workers immediately dug a hole to contain the spillage and 
used a pump to begin filling tanker trucks. More than 10,000 gallons had been hauled 
away to the 14th Street plant. As of August 15, officials could not estimate how many 
gallons per hour were still gurgling up from the pipe. Equipment was called in from 
around the state, including Orlando and West Palm Beach, to tackle the spill. Extra 
pumps were being mobilized, as well as lights. 
Source: http://sarasota.patch.com/articles/sewage-spews-from-broken-pipe-at-osprey-
bridge 

For more stories, see items 6, 8, 9, 32, and 47  
 
[Return to top]  

Public Health and Healthcare Sector 

36. August 15, USA Today – (National) Drug shortages set to reach record 
levels. Hospitals are running out of drugs used in everything from cancer to surgery, 
anesthesia and intravenous feeding, the Food and Drug Administration (FDA) said. So 
far this year, 180 drugs have been in short supply, USA Today reported August 15. 
Virtually all U.S. hospitals say they have been affected, and 82 percent said the 
problem has delayed care for patients, says the American Hospital Association. 
Although drugmakers said they are doing everything they can to relieve the shortages, 
some health care experts say they see no end in sight. Drug shortages are also driving 
up prices, forcing hospitals to spend 10 times the usual amount, said the executive vice 
president at the Institute for Safe Medication Practices. The vice president of research 
at the Leukemia & Lymphoma Society said the shortages stem from changes in the 
ways drugs are made and regulated. Most hard-to-find medications are liquid, 
injectable drugs that must be kept sterile, according to the FDA. These drugs are more 
complicated to manufacture, store and ship than pills or tablets, an FDA spokeswoman 
said. In many cases, manufacturers have had to pull drugs because of "severe quality 
issues," such as particles or crystals in liquid medications. Most of the drugs in short 
supply are older, generic therapies, for which profits are much smaller than those of 
more expensive, brand-name drugs. About 80 percent of the raw materials for drugs are 
imported. That provides more opportunities for shipments to be delayed. Consolidation 
in the generic drug business has left fewer companies making each drug. In some cases, 
only one or two companies may make an individual drug, said a spokesman for Illinois-
based generic drugmaker Hospira. Drug companies are not required to notify the FDA 
or other regulators about shortages or delays, said the director of the Consumer Reports 
Health Ratings Center. Drugmakers must alert the FDA only if they plan to discontinue 
a "medically necessary" drug for which they are the only supplier. And while the FDA 
asks companies to voluntarily provide as much data as possible, drugmakers do not 
have to reveal the cause of the delay or when they expect to resume production. 
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Source: http://yourlife.usatoday.com/health/story/2011/08/Drug-shortages-set-to-reach-
record-levels/49984446/1 

For another story, see item 24  
 
[Return to top]  

Government Facilities Sector 

37. August 16, Associated Press – (Nebraska) Employee arrested in Nebraska school 
district fire. Lincoln, Nebraska, authorities said an employee with Lincoln Public 
Schools has been arrested for allegedly setting a fire that destroyed the district’s office 
building. The Lincoln Journal Star said the employee was booked in the Lancaster 
County jail August 15 on first-degree arson charge. The newspaper said she is 
associated with the curriculum staff, focusing on the gifted program. The May 30 fire 
caused an estimated $20 million in damage. Authorities finished the on-site 
investigation last month, and the August 15 announcement was the first to link the fire 
with suspicious activity. Officials said the fire started on a desktop in a cubicle that was 
not the suspect's. She is being held pending a court appearance August 16. 
Source: http://www.kansascity.com/2011/08/16/3079037/employee-arrested-in-
nebraska.html 

38. August 16, Associated Press – (Alaska) Alaska senator, U.S. rep. say powder was 
concrete. The offices of all three members of Alaska's congressional delegation 
received suspicious packages through the mail, prompting the evacuation of the federal 
building in Fairbanks and the closure of the sixth floor of an Anchorage office building, 
authorities said. At least two packages contained a white powder. But by late August 
15, the U.S. Senator and the U.S. Representative had issued statements saying the FBI 
had told them the powder was only a concrete material. "The FBI has confirmed 
tonight that the substance was not hazardous," A spokeswoman said in her office's 
statement. "After talking to the sender, the FBI has determined the sender had no 
criminal intent. He was sending a sample of a concrete material to members of the 
Alaska congressional delegation." The U.S. Department of Justice could not 
immediately confirm the powder was a concrete mixture. 
Source: http://news.yahoo.com/alaska-senator-us-rep-powder-concrete-
054707839.html;_ylt=Atpx.ucjg9_yf8Jzdk8wzLq3scB_;_ylu=X3oDMTNiNTVzbTBy
BHBrZwM3NmNhOTZkMi0xODQ3LTNhZGUtYWQ2NC1jOWEwNWU5ZmU1MG
EEcG9zAzI5BHNlYwNNZWRpYVN0b3J5TGlzdAR2ZXIDMzg2OTEyOTAtYzdkM
C0xMWUwLTlmY 

39. August 16, Jacksonville Daily News – (Virginia) Air station fuel spill 
contained. Officials said August 16, additional oil-absorbing boom material and other 
proactive steps taken August 12 were successful in containing a fuel spill at the U.S. 
Marine Corps Air Station New River in Jacksonville, North Carolina, despite heavy 
rains over the weekend of August 13 and 14. A leak in a fuel pipeline was discovered 
August 9, and, as of August 14, cleanup crews and environmental management 
specialists had recovered just over 8,000 gallons of fuel, according to a news release 
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from the air station. The leak in the fuel line was successfully repaired and tested 
August 12, and has been restored to full operation, the release said. Marine Corps 
environmental management personnel recovered as much of the free-standing product 
as possible, and have shifted from recovery operations to remediation. The remediation 
process is being led by a contractor that specializes in the treatment, stabilization, and 
safe removal of contaminated land. The cause of the leak remains under investigation. 
Source: http://www.enctoday.com/news/fuel-94052-jdn-station-air.html 

40. August 15, KCPW 88.3 Salt Lake City – (Utah) Hill Air Force Base warned of serious 
violations by OSHA. Federal safety inspectors notified Hill Air Force Base near 
Ogden, Utah of 32 serious violations of safety and health standards. And the 
Occupational Safety and Health Administration (OSHA) cited a contractor at the base 
for exposing workers to hazardous contaminants. The director of OSHA’s Denver area 
office, said there were more than 100 injuries or illnesses reported out of the base in the 
past year. “OSHA targeted this facility under OSHA’s federal targeting program, which 
is based on locations with injury and illness cases,” he told KCPW. ”Also, we received 
a referral from another government agency where they had run into similar problems at 
another Air Force base.” The contractor, Affordable Engineering Services, LLC, 
provided maintenance on aircraft, and may be fined nearly $52,000. The director said 
contamination is common in these environments, but can be avoided. Other violations 
against the base include improper training, failure to record injuries and illnesses, and 
lack of appropriate eye protection. Hill Air Force Base released a statement saying the 
citations have been posted in work areas, and the base union representative is meeting 
with OSHA regulators to promptly address each finding. 
Source: http://kcpw.org/blog/local-news/2011-08-15/hill-air-force-base-warned-of-
serious-violations-by-osha/ 

For another story, see item 16  
 
[Return to top]  

Emergency Services Sector 
 
See items 25 and 45  

 
[Return to top]  

Information Technology Sector 

41. August 16, CNET News – (International) iOS dev to pay $50,000 fine over child 
privacy. An iOS developer has been fined $50,000 for allegedly violating the 
Children's Online Privacy Protection Act (COPPA), the Federal Trade Commission 
(FTC) announced August 15. COPPA is a far-reaching act, requiring Web site 
operators to notify and obtain parent or guardian consent before children's personal 
information is collected, used, or disclosed. Privacy policies that are clear and 
understandable for parents are also required. According to the government 
organization, iOS developer W3 Innovations, which is doing business as Broken 
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Thumb Apps, violated COPPA in several of its applications, including Emily's Girl 
World, Emily's Dress Up, Emily's Dress Up & Shop, and Emily's Runway High 
Fashion. According to the FTC, the company's games, which let kids design outfits and 
create virtual models, have been downloaded more than 50,000 times. The violation, 
the FTC alleges, relates to W3's collection of "thousands of e-mail addresses" from kids 
who posted comments and requests for advice on "Emily's Blog." In addition, the FTC 
alleges the company allowed kids to post personal information on message boards 
without "verifiable parental consent." 
Source: http://news.cnet.com/8301-13506_3-20092913-17/ios-dev-to-pay-$50000-fine-
over-child-privacy/ 

42. August 16, The Register – (International) Man reveals secret recipe behind 
undeletable cookies. A privacy researcher has revealed the evil genius behind a for-
profit Web analytics service capable of following users across more than 500 sites, 
even when all cookie storage was disabled and sites were viewed using a browser's 
privacy mode. The technique, which worked with sites including Hulu, Spotify, and 
GigaOm, is controversial because it allowed analytics startup KISSmetrics to construct 
detailed browsing histories even when users went through considerable trouble to 
prevent tracking of the Web sites they viewed. It had the ability to resurrect cookies 
that were deleted, and could also compile a user's browsing history across two or more 
different browsers. It came to light only after academic researchers published a paper 
late last month. The KISSmetrics CEO responded with a post on the firm's Web site 
claiming the research “significantly distorts our technology and business practices.” 
The company also added a ”consumer-level opt-out for those who wish to be entirely 
removed from all KISSmetrics tracking. One of the researchers stands by the findings 
and said KISSmetrics' recently updated privacy policy does not make it clear how users 
go about opting out of tracking. The researcher said the only way to block the tracking 
using the technique is to block all cookies and to clear the browser cache after each site 
visited. 
Source: http://www.theregister.co.uk/2011/08/16/cookie_respawning_secrets_revealed/ 

43. August 15, DarkReading – (International) Source code for SpyEye Trojan published; 
more exploits on the horizon, researcher says. The source code for SpyEye, an 
infamous data-stealing Trojan, has been published on the Web and could easily be 
adapted and used by any savvy cybercriminal with virtually no cost or chance of 
getting caught, a researcher said August 15. "One of the most dangerous Swiss Army 
knives in malware is now available to billions," said a senior threat intelligence analyst 
at security vendor Damballa. According to a blog posted by the analyst on the 
Damballa Web site, the SpyEye builder patch source code was leaked by French 
security researcher Xyliton, part of the Reverse Engineers Dream (RED) Crew. The 
SpyEye malware kit has been widely used in cyberspace for some time now, but it 
generally was sold at a price of around $10,000. Now, with the crack, the kit is being 
sold inexpensively on hacker forums. "What this means is that anybody can use it," the 
analyst said. Perhaps just as important, the "crack" enables malware developers to 
avoid the attribution that was previously associated with the high-priced toolkit, he 
stated. Where previous exploits using the kit could often be traced back to the original 
buyer of the toolkit, there have already been some SpyEye exploits spotted that have no 
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attribution. "This will make it more difficult to track SpyEye botnets back to the 
source," the analyst said. SpyEye, which incorporated elements of the popular Zeus 
Trojan earlier this year, was already ranked as one of the top three threats on the Web 
this year, infecting some 2 million devices. 
Source: http://www.darkreading.com/security/attacks-breaches/231500009/ 

For more stories, see items 20, 25, 44, and 52  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

44. August 16, FierceTelecom – (National) Verizon network sabotage claims hit 143 as 
strike continues. Verizon told The New York Times August 15 that the number of 
network damage incidents suspected to have been caused in the last week or so by 
sabotage —allegedly by striking union workers — had reached 143. Meanwhile, a New 
York City anti-terrorism unit reportedly was called upon to keep an eye on possible 
incidents of sabotage on Verizon's network, a report that drew criticism from union 
workers who wondered why Verizon was not providing for its own security efforts. 
Each day, the activity around the ongoing strike seems to find a new fever pitch. 
Several union rallies were held around the country August 15, while Verizon continued 
to accuse the striking workers of illegal tactics. 
Source: http://www.fiercetelecom.com/story/verizon-network-sabotage-claims-hit-143-
strike-continues/2011-08-16 

45. August 15, Muskegon Chronicle – (Michigan) Phone outage affects 3,900 in Shelby 
area. About 3,900 people were without land-line phone service, and 550 lost their 
high-speed Internet connection August 15 due to an outage in the Shelby, Michigan 
area, according to Mason-Oceana 911. The Mason-Oceana 911 director advised people 
without service who experience an emergency during the outage to go to the Shelby 
Police Department, 36 W. Third, or Shelby Fire Department, 466 N. Industrial Park. 
The outage also has affected some cellular carriers in the Shelby area. A Frontier 
spokesman said technicians were rebooting the phone system in the Shelby office, and 
service should be restored shortly. 
Source: 
http://www.mlive.com/news/muskegon/index.ssf/2011/08/phone_outage_affects_3900
_in_s.html 

For more stories, see items 25 and 41  
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Commercial Facilities Sector 

46. August 16, CNN – (California) Chlorine leak sends 20 to the hospital. A chlorine leak 
at the Raging Waters water park in Sacramento, California, sent 9 children and 11 
adults to local hospitals August 15, officials said. "There was a pretty strong smell of 
chlorine in the air when we got here," the assistant fire chief said. Several people 
complained about burning eyes, he said. Early indications were that there was a 
problem with the mechanical system that delivers chlorine to the pools at the complex, 
according to the assistant fire chief, who said the leak appeared to be confined to a 
children's wave pool. County environmental officers were conducting an investigation. 
Source: http://www.cnn.com/2011/US/08/16/california.water.park.chlorine/ 

47. August 16, KJRH 2 Tulsa – (Kansas) Residents evacuated after explosive levels of 
gasoline found in sewers. Residents of Cedar Vale, Kansas, were evacuated after 
explosive levels of gasoline were found in the city's sewers, KJRH 2 Tulsa reported 
August 16. The Chautauqua County sheriff said a gasoline leak was found at one of the 
gas stations in Cedar Vale. The sheriff said the leak found its way to the sewer system. 
The Kansas Department of Health and Environment arrived August 15 in Cedar Vale to 
investigate and found extremely high levels of gasoline in the sewers. Residents 
reported smelling gas in town for several days. Officials do not know how long the 
pipes have been leaking, but said it was likely several days. About 150 people were 
evacuated from their homes while firefighters flushed the sewer system. Officials said 
that cleansing process could last through August 16, at which time residents would be 
able to return to their homes. 
Source: http://www.kjrh.com/dpp/news/residents-evacuated-after-explosive-levels-of-
gasoline-found-in-sewers 

48. August 16, Florida Times-Union – (Florida) Meth lab explodes inside South 
Jacksonville apartment. Cleanup and follow-up continue August 16 at the scene of a 
confirmed August 15 meth lab explosion at a Jacksonville, Florida apartment that 
forced the evacuation of about two dozen people. Police and the Jacksonville Fire and 
Rescue Department hazardous materials team were called to the Park Place at Beach 
Boulevard apartments at 7541 S. Halbersham Circle about 7:15 p.m. after 911 callers 
reported a blast, police said. The explosion blew out at least four windows on a second-
floor corner apartment at the back of the complex, showering parked cars underneath in 
shattered glass and a bent window screen. Sometime after 10 p.m. investigators went 
into the apartment and determined the drug lab caused the explosion. A police 
spokeswoman said no one was inside or injured. No arrests were announced as of the 
morning of August 16. The spokeswoman said the FBI and Bureau of Alcohol, 
Tobacco, Firearms and Explosives also responded. A nearby church was opened for 
those who needed shelter for the night. The spokeswoman said it was not known when 
the apartments could be reoccupied, and said the state fire marshal's office also was on 
the scene. There were concerns about the structural integrity of the building, she said. 
Source: http://jacksonville.com/news/crime/2011-08-15/story/meth-lab-explodes-
inside-south-jacksonville-apartment 
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49. August 16, Associated Press – (New York) 19 beaches closed to swimming in NY's 
Nassau Co. Nineteen beaches have been closed to swimming in New York's Nassau 
County due to bacteria-laden runoff from a rainstorm that happened August 14. Health 
officials also issued advisories against swimming at 66 Suffolk County beaches, mainly 
in harbor areas along the north shore. Newsday reported that the beach closures and the 
advisories will remain in effect for roughly two tidal cycles, or about 24 hours after the 
last rainfall. Nassau County got more than 10 inches of rain in some areas. 
Source: http://www.cbs6albany.com/news/beaches-1287348-nassau-county.html 

50. August 16, BBC – (International) 'Toxic chemical link' to Thailand hotel 
deaths. BBC News reported August 16 an investigation into the mysterious deaths of 
five foreign tourists and a Thai tour guide in Chiang Mai city has suggested a link to 
toxic chemical exposure, according to the Thai government. A Thai woman and New 
Zealand woman were "probably" exposed to a "toxic chemical, pesticides, or gas", it 
said. The deaths of a British couple were "possibly related" as they occurred in the 
same hotel. The death of a U.S. woman in another hotel is also linked to toxic 
exposure. The deaths took place in the northern city of Chiang Mai in January and 
February. Several other tourists also fell ill. A 5-month investigation by Thai 
authorities with the help of the World Health Organization followed, but a report on 
Thailand's Department of Disease Control August 16 said the exact toxic agents could 
not be identified. However, an investigative report by a New Zealand TV station 
reportedly found traces of a toxic insecticide — chlorpyrifos — used to kill bedbugs in 
the room where the New Zealand tourist had stayed. Thailand is one of the world's 
most popular tourist destinations, attracting about 14 million visitors every year. The 
department of disease control listed measures it said would be taken to prevent more 
illness, including monitoring pesticide and chemical use in hotels. 
Source: http://www.bbc.co.uk/news/world-asia-pacific-14543759 

51. August 15, Charleston Gazette – (West Virginia) Huntington Mall evacuated because 
of smoke. For the second time in August, firefighters were called to the Huntington 
Mall in Barboursville, West Virginia, because of smoke inside the mall. Shoppers and 
employees were evacuated from the mall late August 15 after the smoke began 
emanating from the floor near the mall's Disney Store, a Cabell County emergency 
dispatcher said. Firefighters believe an electrical problem was to blame for the smoke. 
The most recent incident comes less than 2 weeks since the last time firefighters were 
called to the mall because of smoke. That incident, in the early morning hours of 
August 5, was blamed on construction workers who were welding and allowed a spark 
to reach some roofing insulation. 
Source: http://wvgazette.com/News/201108151763 

52. August 15, Los Angeles Times – (International) Data thieves target hotels and 
resorts. Business travelers who books hotel rooms via the Internet may be at higher 
risk of being victimized by computer hackers and identity thieves, according to an 
article by the Los Angeles Times August 15. Insurance claims for data theft worldwide 
jumped 56 percent in 2010, with a bigger number of those attacks targeting the 
hospitality industry, according to a new report by Willis Group Holdings, a British 
insurance firm. The report said the largest share of cyber attacks — 38 percent — were 
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aimed at hotels, resorts, and tour companies. That could spell trouble for business 
travelers who submit credit card numbers and other personal information to hotel Web 
sites, said a global markets leisure practice leader for Willis. She said large hotel chains 
are most vulnerable because hotel management companies may not be able to monitor 
how data is collected and stored at dozens or even hundreds of properties throughout 
the world. Independent contractors who work for individual hotels can also open the 
door to hackers and computer viruses, she said. 
Source: http://www.chicagotribune.com/travel/la-fi-travel-briefcase-
20110815,0,984201.story 

For more stories, see items 6, 8, 9, 24, 30, 33, 35, 38, 53, 56, and 57  
 
[Return to top]  

National Monuments and Icons Sector 

53. August 16, CNN – (Texas) Homes burn in Texas grassfire. A grass fire in central 
Texas was 50 percent contained early August 16 after consuming 15 homes, the state 
forest service said. The 30-acre blaze, dubbed the Horseshoe Fire, forced families to 
flee nearly 190 residences in Leander, Texas, as air tankers, a helicopter, and a fire 
team with bulldozers and trucks battled the drought-fueled blaze. The fire was first 
reported the afternoon of August 15. Units from the Texas Forest Service, and from 14 
fire departments battled the flames in the community about 35 miles northwest of 
Austin, a forest service spokesman said. Texas is in the midst of an "unprecedented 
drought," according to the U.S. Drought Monitor at the University of Nebraska at 
Lincoln. "Climate data show that the Lone Star State is in its driest ten-month period 
ever on record, in over a century of data. This is unprecedented territory," the agency 
said on its Web site. 
Source: http://www.cnn.com/2011/US/08/16/texas.horeshoe.fire/ 

54. August 15, Associated Press – (Washington) Suspicious fire at WA campground 
near Pasco. A fire August 14 that destroyed a storage and shower building at 
Sacajawea State Park in Washington was deemed suspicious. A Pasco Fire Department 
captain said the case has been turned over to police for investigation. Campers who 
heard a loud bang early August 14 saw flames and called 911. 
Source: http://www.thenewstribune.com/2011/08/15/1783397/suspicious-fire-at-wa-
campground.html 

55. August 15, Superior Telegram – (Wisconsin) Six face federal charges in connection 
with forest marijuana grow. Six men were charged August 12 in connection with a 
several-acre marijuana grown in the Chequamegon-Nicolet National Forest in 
Wisconsin. A 40-year-old St. Paul, Minnesota man, and five Mexican suspects, ages 
19, 21, 29, 21, and 24, were charged with manufacturing marijuana in federal court, 
according to a U.S. attorney. If convicted, each faces a maximum penalty of 20 years in 
federal prison. According to the criminal complaint, the Ashland County Sheriff’s 
Department and U.S. Forest Service located a harvested marijuana grow site in the 
forest in November. The site consisted of a number of camp sites and multiple plots in 
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the forest on both sides of County Highway GG. Officers who examined the site in 
November found receipts from stores in St. Paul and discarded sleeping bags. In June 
and July, aerial surveillance revealed a suspected grow area in the forest on both sides 
of County Highway GG south of the Moose River using thermal imagining. As officers 
from multiple agencies enveloped and searched the areas of the forest near the 
suspected grow site August 10, five people believed to be tending the grow site fled the 
forest. Officers seized more than 9,000 marijuana plants. Rifles were also found at the 
site. Using the cell phone number of one of the suspects, officers were able to capture 
the remaining suspects near Loretta in Sawyer County. 
Source: http://www.superiortelegram.com/event/article/id/56715/group/News/ 

[Return to top]  

Dams Sector 

56. August 16, KSL 5 Salt Lake City – (Utah) Suspicious activity prompts investigation 
at Echo Dam. Witnesses at the Echo Resort in Coalville, Utah, said a group of men 
arrived at the Echo Dam early August 7, KSL-TV 5 Salt Lake City reported August 16. 
They paid a resort worker $35 to launch at least two boats. Several of the men remained 
on shore while others piloted their boats to the dam and spent hours shining lights along 
the width of the structure. They were gone by daylight. The resort employee mentioned 
it to his boss later the next day, and the boss called police. "Well it certainly was an 
unusual event," said a spokesman for the U.S. Bureau of Reclamation, which oversees 
Echo Dam and numerous other dams in Utah. The witnesses said the men did not 
appear to be from the United States. Summit County sheriff's deputies, along with 
federal authorities, were on the scene the next morning. The dam was deemed safe. 
Witnesses at the resort said authorities used what appeared to be a remote submarine to 
check out the dam under the surface. Echo Resort enhanced security and printed up 
flyers for campers describing the event and asking them to be on the lookout.  
Source: http://www.ksl.com/?nid=148&sid=16825521 

57. August 15, Boston Globe – (Massachusetts) MWRA to lower water, build new 
structures in Framingham's Foss Reservoir. Massachusetts Water Resource 
Authority (MWRA) officials plan to lower Framingham’s 130-year-old Foss Reservoir 
water level by 10 feet this fall in preparation for capital safety improvements to the 
dam. Authority officials said the dam is not in danger of imminent failure, but has been 
classified as “high hazard” due to its proximity to residents and needs to comply with 
state regulations issued in 2006 and designed to ensure that such dams can withstand 
catastrophic events. The improvements, which include building a parapet wall and 
adding a concrete fusegate, will prevent the dam from spilling and eroding due to 
storms, according to a MWRA spokeswoman. ”We’re building on top of (the dam) so 
in the event of a major wet weather storm, it will not wash the dam out, but let the 
water out more gently,” she said. Work is planned to begin around late August or early 
September and will last until December. The contractors will also remove dead trees 
from the surrounding embankment. Officials said the work should not affect the town 
or the area, since the reservoir serves as a back-up supply in case of emergency. 
Source: 
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http://www.boston.com/yourtown/news/framingham/2011/08/mwra_to_lower_water_b
uild_new.html 

For more stories, see items 7, 17, and 24  
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