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Top Stories 

• Flood watches and advisories remained in effect August 15 for parts of New York City as 
rain led to power outages, airport delays, train disruptions, and stranded motorists along 
major thoroughfares. – WPIX 11 New York (See item 19)  

• The Indiana State Fair in Indianapolis reopened August 15, two days after storm winds 
collapsed a stage, killing five people and injuring more than 40. – CNN (See item 49)  
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: LOW, Cyber: LOW 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. August 14, Associated Press – (National) Bill aims to upgrade security at power 
plants. A loophole in law does not require workers hired at most power plants to 
undergo FBI background checks even though a federal report warns the plants are a 
likely route for terrorists, a U.S. Senator said August 14 in unveiling legislation that 
would change that. The New York Senator cited a recent DHS report that found 
disgruntled former employees have sensitive inside information that would be sought 
by terrorists. The report also said current employees have been solicited by unidentified 
outsiders. In the fall of 2010, al-Qa'ida urged recruits to take jobs in potential terrorist 
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targets such as power plants where they could inflict significant damage and chaos 
quickly and easily, the report noted. The Senator's bill would require FBI background 
checks on all employees of major power plants. The Senator said the report shows that 
al-Qa'ida is recruiting terrorists to work in sensitive locations such as electric, gas, and 
water utilities. 
Source: http://www.thetimesherald.com/article/20110814/NEWS05/110814008 

2. August 14, Associated Press – (Mississippi) Oil, gas leak shuts down Jasper County 
facility. State officials in Mississippi have been contacted concerning the August 13 oil 
and gas leak at a Jasper County oil well site. The director of the Jasper County 
Emergency Management Service, said “a line blew up at a Denbury Resources site near 
Heidelberg.” He said the incident occurred about 6:15 a.m. Another spokesman said the 
incident occurred at the company’s main facility in Jasper County and involved seven 
lines, which transported pressurized liquids between the test site and the main facility. 
Company officials were continuing to work at the site, and a representative of the 
Mississippi Oil and Gas Board was on site. Officials said no evacuation was required. 
Source: http://leadercall.com/breakingnews/x1942921676/Oil-gas-leak-shuts-down-
Jasper-County-facility 

3. August 14, Detroit Free Press – (Michigan) Power restored for most of 24,000 DTE 
customers. DTE Energy crews have restored power to most of the 24,000 customers 
who lost it August 13 after storms hit southeast Michigan. Late August 14, there were 
about 2,000 customers, out of about 2.1 million, in southeast Michigan without power, 
DTE Energy spokesman said. The National Weather Service received reports of 
downed trees and power lines in Troy, and reports of downed power lines in Mt. 
Clemens from the storms that moved through August 13. 
Source: http://www.freep.com/article/20110814/NEWS05/110814007/Power-restored-
most-24-000-DTE-customers 

4. August 13, WAVE 3 Louisville – (Kentucky) More than 125,000 LG & E customers 
without power officals say it could take days to restore. The mayor of Louisville, 
Kentucky said late August 13 that one out of three households in the city was without 
power from storms earlier in the day. Winds plowed through Kentuckiana packing 
winds up to 70 miles per hour. There were several reports of damage in the area with 
downed trees and power lines. As of late August 13, about 125,000 Louisville Gas and 
Electric (LG&E) customers were without power. Power Crews from Tennessee, 
Indiana, and Northern Arkansas were expected to arrive to help LG & E assess the 
outage. LG & E said it could take days to restore all power. Across the river in Indiana, 
Duke Energy reported about 15,000 customers in the dark in Floyd County and 10,000 
customers without power in Clark County. 
Source: http://www.wave3.com/story/15263087/more-than-125000-lg-e-customers-
without-power-officals-say-it-could-take-days-to-restore 

5. August 12, Associated Press – (Oklahoma) Okla man arrested for trying to blow up 
pipeline. A 40-year-old man has been arrested on accusations he attached an 
improvised explosive device (IED) to a natural gas pipeline in eastern Oklahoma. The 
FBI identified the suspect August 12, and said the man acknowledged making and 
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placing the device August 7 on the pipeline, and putting a timer on it set for 2 a.m. The 
device did not go off and there was no damage. An FBI spokesman said the agency has 
no motive yet. A federal complaint said the IED was discovered August 10 on a 
pipeline at the Enerfin Resources substation. Company workers discovered the device. 
The suspect was arrested on charges of attempting to destroy property used in interstate 
or foreign commerce. 
Source: http://news.yahoo.com/okla-man-arrested-trying-blow-pipeline-
235750492.html 

[Return to top]  

Chemical Industry Sector 

6. August 15, Reuters – (International) Chinese petrochemical plant keeps running 
despite shutdown order. A Chinese petrochemical plant was operating normally 
August 15 despite a local government order to close it down due to a toxic spill scare, 
an industry source said. Authorities in Dalian in northeastern Liaoning province 
ordered Dalian Fujia Petrochemical to shut down August 14 after thousands of local 
residents demonstrated, demanding the relocation of the factory. But the company, one 
of the country's leading importers of naphtha, was carrying on normal shipments from 
regular suppliers, the source said. The Fujia plant imports 100,000-120,000 tons of 
heavy naphtha a month, making it one of the country's largest independent naphtha 
importers. Naphtha, a refinery product, can be used as feedstock to produce PX, which 
is an intermediate to make polyester. PX can cause eye, nose or throat irritation and 
chronic exposure may result in death. Demonstrators in Dalian faced down a wall of 
riot police in front of the municipal government office August 14, according to 
witnesses, after a storm burst a sea dike near the plant, prompting fears toxic chemicals 
could have been released. Minor scuffles broke out, although there was no report of 
injuries among the 12,000 protesters, the official Xinhua news agency said. 
Source: http://www.reuters.com/article/2011/08/15/us-dalianfujia-
idUSTRE77E13N20110815 

7. August 13, KTRK 13 Houston – (National) 2-alarm fire burns outside Pasadena 
chemical plant. Firefighters battled a two-alarm fire outside Goodyear Bayport 
Chemical Plant in Pasadena, Texas, August 13. The fire was at the plant on Goodyear 
Drive at La Porte Freeway. According to the Pasadena Fire Department, the blaze was 
confined to a pit exterior to the plant's buildings. It was originally reported tires were 
burning. Officials said it was some kind of rubber. No injuries were reported. The fire 
was tapped out within about 15 minutes, officials said, and a hazmat team responded as 
a precaution. 
Source: http://abclocal.go.com/ktrk/story?section=news/local&id=8304950 

8. August 12, WBNG 12 Binghamton – (New York) Chemicals spill into creek following 
crash. The Broome County Sheriff's Office is investigating why a tractor trailer 
carrying chemicals crashed on Route 12 in Chenango, New York. It said the crash 
happened 5:30 a.m. August 12 near Oak Hill Road. Deputies said the trailer drifted into 
the other lane and sideswiped another tractor trailer. The first vehicle over-corrected, 
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then went back across the oncoming lane, striking a small bridge before rolling over 
and resting in a small creek. The crash damaged bridge guardrails, and cargo from the 
trailer was strewn around — including tires, containers of Milk of Magnesia, and 
hazardous materials. The Broome County Health Department said a little bit of diesel 
and magnesium hydroxide spilled into the creek. The health department said 
magnesium hydroxide is an ingredient in Pepto Bismol and laxatives, adding it has a 
very low hazard rating. The agency said the substance, also called milk of magnesia is 
more harmful to humans as a powder. Most of the diesel spilled along the bank, 
officials said. The department of environmental conservation responded to clean up the 
spill in the water, and take pH samples. The health department said it used the NY 
Alert System to issue a warning to surrounding neighbors to keep people from 
swimming, wading or fishing in the water. Sheriff's office officials said the driver may 
have fallen asleep at the wheel. The driver was issued several tickets, including for 
driving to the left at a curve, driving to the left of the pavement markings, and failing to 
use the designated lane. 
Source: http://www.wbng.com/news/local/Truck-Driver-Asleep-At-The-Wheel-
127589323.html 

9. August 12, Walton Sun – (Florida) Train derails near Arizona Chemical. Shifting in 
the soft sand underneath the Bay Line rail by the Arizona Chemical plant near 
Springfield, Florida, caused four railroad cars full of wood chips to leave the track 
August 12. The derailment caused no injuries and didn’t spill any hazardous materials, 
but Cherry Street was slated to be closed from U.S. Business 98 to Everitt Avenue for 
at least 12 hours while the carts were put back on the track, officials said. There were 
four railroad cars that derailed just outside the gates of Arizona Chemical. The wheels 
of the cars were buried about a foot deep in the sand, and a vendor for Bay Line was 
scheduled to bring in heavy ground equipment to push the nearly 200,000-pound carts 
back onto the track, said Arizona Chemical's human resources manager. The tracks are 
inspected regularly and all procedures were followed leading up and following the 
derailment, he said. “Nothing here is unusual. The rail is built on sandy soil and it 
causes the rail to shift,” he said. There are a few derailments a year, normally due to an 
issue with the track, the human resources manager added. The derailment will not slow 
productivity at Arizona Chemical, but the shipment of wood chips will likely be 
delayed. 
Source: http://www.waltonsun.com/news/chemical-96039-newsherald-derails-
springfield.html 

For more stories, see items 33, 39, and 52  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

10. August 15, Agence France-Presse – (International) Russia builds Iran's first nuclear 
power plant. Iran's first nuclear power plant, built by Russia, will be connected to the 
national grid in late August, the atomic chief told the Arabic-language network Al-
Alam August 14. "The test to reach 40 percent of the plant's power capacity has been 
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done successfully ... God willing, we will be able to commission the plant by the end of 
Ramadan with an initial production" of the same amount, he said. He estimated that the 
plant would reach its "full capacity of 1,000 megawatts" in late November or early 
December. 
Source: http://nation.foxnews.com/iran/2011/08/15/reset-russia-builds-irans-first-
nuclear-power-plant 

11. August 15, World Nuclear News – (International) Court seizes floating nuclear 
plant. The world's first floating nuclear power plant, currently under construction, has 
been seized by the Court of Arbitration of Saint Petersburg, Russia as the shipyard 
building it faces bankruptcy proceedings. The largest shareholder in the Baltiysky 
Zavod shipyard, with an 88.3 percent stake, is United Industrial Corporation. This stake 
has been pledged to Russia's Central Bank as collateral for an unreturned loan to 
International Industrial Bank, another company under the same ownership which was 
declared bankrupt in November 2010. 
Source: http://www.world-nuclear-news.org/NN-Court_seizes_floating_nuclear_plant-
1508114.html 

12. August 13, Associated Press – (Nebraska) OPPD sends feds plan to restart Neb. 
nuke plant. The Omaha Public Power District (OPPD) said it has submitted a plan to 
restart its Fort Calhoun, Nebraska nuclear station to the Nuclear Regulatory 
Commission. Much of the nuclear plant about 20 miles north of Omaha has been 
surrounded by Missouri River floodwaters since at least June, but the plant itself 
remains dry inside. Fort Calhoun has been shut down since April because it was being 
refueled before the flooding began. OPPD said it filed a plan August 11 detailing its 
proposal for restarting the plant. Utility officials said late last month that the plant could 
reopen this fall or be delayed until next spring if massive repairs are needed. The 
federal commission must approve a plan for repairs and inspections before the plant 
reopens. 
Source: http://www.westport-news.com/news/article/OPPD-sends-feds-plan-to-restart-
Neb-nuke-plant-1963554.php 

For another story, see item 1  
 
[Return to top]  

Critical Manufacturing Sector 

13. August 13, Warren Tribune Chronicle – (Ohio) Steel plant could reopen. Investigators 
said August 13 they determined the cause of the explosion August 11 at Warren Steel 
Holdings in Warren, Ohio, that injured six people, and the plant was expected to reopen 
as early as August 14. The Warren Township fire chief said investigators found a water 
valve broke early August 11, and water leaked into a furnace, causing the explosion. He 
said he met with officials from Warren Steel Holdings and U.S. Department of Labor's 
Occupational Safety and Health Administration, who determined the cause. The chief 
said plant managers indicated the problem was being fixed, and the plant could reopen 
soon. Two of the people injured were flown to the Akron Children's Burn Unit, where a 
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spokesman said they were in fair condition. Another injured worker was flown to 
Cleveland MetroHealth's Burn Unit from Trumbull Memorial Hospital, but a condition 
was not given by MetroHealth officials. Two other workers were treated at St. Joseph 
Health Center for minor injuries. A sixth man was treated and released August 11. The 
Ukranian-owned Warren Steel Holdings is a fully operational melt shop and casting 
mill that produces carbon and alloy steel cast rounds. Besides Warren Township and 
Champion firefighters, Howland Fire Department supplied ambulances along with 
Bristol Fire Department. The Cortland and Bazetta fire departments each sent ladder 
trucks. 
Source: http://www.tribtoday.com/page/content.detail/id/560357/Steel-plant-could-
reopen.html?nav=5021 

[Return to top]  

Defense Industrial Base Sector 
 
See item 45  

 
[Return to top]  

Banking and Finance Sector 

14. August 15, BankInfoSecurity.com – (Kansas) One bank closed Aug. 12. First National 
Bank of Olathe, Olathe, Kansas, was closed by the Office of the Comptroller of the 
Currency, which appointed the Federal Deposit Insurance Corp. (FDIC) as receiver. To 
protect the depositors, the FDIC entered into a purchase and assumption agreement 
with Enterprise Bank & Trust, Clayton, Missouri, to assume all of the deposits of First 
National Bank of Olathe. As of June 30, First National Bank of Olathe had 
approximately $538.1 million in total assets and $524.3 million in total deposits. The 
FDIC estimates the cost to the Deposit Insurance Fund will be $116.6 million. 
Source: http://www.bankinfosecurity.com/articles.php?art_id=3959 

15. August 15, Associated Press – (Pennsylvania) Philly-area man set for plea in $17M 
ponzi scheme. A Philadelphia, Pennsylvania man serial con man pleaded guilty August 
15 to running a $17 million real-estate Ponzi scheme. The 55-year-old of Berwyn 
promised 16 percent returns at his company, Life's Good Inc., but instead wiped out the 
retirement savings of many small investors, prosecutors said. They said the man used 
other people's money to rent a mansion, take lavish vacations and buy a pair of $66,000 
Mercedes just before his November arrest. Officials said he also showered family and 
friends with gifts. The indictment said the convict lured about 260 investors through a 
cold-calling operation and brochures that failed to note his two bankruptcies; five prior 
convictions in Delaware, New Jersey and Pennsylvania; and a U.S. Securities and 
Exchange Commission ban. The state and federal convictions for various fraud 
schemes date back to 1986. The convict, who remains in custody, faces about 30 years 
in prison on money laundering, fraud and other charges. 
Source: http://www.timesunion.com/news/article/Philly-area-man-set-for-plea-in-17M-
Ponzi-scheme-2011554.php 
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16. August 12, Sacramento Business Journal – (California) Sacramento man pleads 
guilty in $2.2M ponzi scheme. A Sacramento, California man who took $2.2 million 
from investors in an investment club ponzi scheme pleaded guilty to wire fraud, the 
U.S. attorney’s office said August 12. The man was the president of Millenium Capital 
Group, one of several related investment clubs that were operating from 2003 to 2008 
in the region. He admitted his investment club took in $2.2 million from people who 
expected to be investing in land and construction. The convict used investor money to 
pay bogus returns to earlier investors. He faces a maximum statutory penalty of 20 
years in prison for each count, and a $250,000 fine, although the sentence will be 
determined at the discretion of the court. 
Source: http://www.bizjournals.com/sacramento/news/2011/08/12/sacramento-guilty-
ponzi-scheme-bradford.html 

17. August 12, Bloomberg – (New York) Operator of fake hedge fund Koifman 
sentenced to 63 months in prison. The man who pleaded guilty to conspiracy for his 
role in a scheme to cheat investors with a phony New York-based hedge fund was 
sentenced to 5 years and 3 months in prison. He and a partner ran A.R. Capital Global 
Fund LP, an unregistered investment adviser, and ARC Global Fund, a hedge fund that 
said it invested in equity of international real estate, according to prosecutors in the 
office of a Manhattan, New York U.S. attorney. Prosecutors claimed that from 2004 to 
2006, the two men engaged in a scheme with co-conspirators to get at least 70 investors 
to invest about $20 million in the ARC Global Fund by making false statements. The 
man was also sentenced to 3 years’ supervised probation, and ordered to pay restitution 
of $7 million. The same probation and restitution would be ordered for his business 
partner, the judge said. 
Source: http://www.bloomberg.com/news/2011-08-12/fake-hedge-fund-operator-
receives-63-month-sentence-for-20-million-scheme.html 

For another story, see item 35  
 
[Return to top]  

Transportation Sector 

18. August 15, Associated Press – (California) Hackers protest BART decision to block 
cellphones. San Francisco's mass transit system prepared for renewed protests August 
15, a day after hackers angry over blocked cell phone service at some transit stations 
broke into a Web site and posted company contact information for more than 2,000 
customers. The action by a hacker group known as Anonymous was the latest 
showdown between anarchists angry at perceived attempts to limit free speech, and 
officials trying to control protests that grow out of social networking and have the 
potential to become violent. Anonymous posted people's names, phone numbers, and 
street and e-mail addresses on its own Web site, while also calling for a disruption of 
the Bay Area Rapid Transit's (BART) evening commute August 15. BART officials 
said August 14 they were working a strategy to try to block any efforts by protesters to 
try to disrupt the service. The transit agency disabled the effected Web site August 14 
after it also had been altered by apparent hackers who posted images of the so-called 
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Guy Fawkes masks that anarchists have previously worn when showing up to physical 
protests. The cyber attack came in response to the BART's decision to block wireless 
service in several of its San Francisco stations August 11 as the agency aimed to thwart 
a planned protest over a transit police shooting. Officials said the protest had been 
designed to disrupt the evening commute. 
Source: 
http://www.boston.com/business/technology/articles/2011/08/15/hackers_protest_bart_
decision_to_block_cellphones/ 

19. August 15, WPIX 11 New York – (New York) NYC metro area swamped by record 
rainfall, flooding continues. Flood watches and advisories remained in effect August 
15 for portions of New York and New Jersey as rain led to power outages, train delays 
and service disruptions, airport delays, and stranded motorists along the area's major 
thoroughfares. Forecasters said Central Park got 3 inches of rain, while portions of 
Brooklyn got swamped with 4 inches; approximately 7 inches fell at John F. Kennedy 
Airport in Queens. The rain came down in sheets August 14, stranding motorists in 
their cars; people had to be fished out of a car submerged in 4 feet of water at the 
corner of 9th and Smith Streets in Carroll Gardens, Brooklyn; and at Garfield Street, 
between 4th and 5th avenues, five cars stalled out in the water. Flooding also occurred 
in the Bronx, Queens, Manhattan, and parts of Westchester County. Stranded cars 
closed the Roosevelt Avenue ramp on the Brooklyn Queens Expressway (BQE), while 
the Staten Island Expressway between Clove and Richmond roads also had to be 
closed. In the subways, following dayl-ong efforts at pumping out water and resolving 
weather-related problems with signals and switches, work crews were able to restore 
service to the Sea Beach N line in Brooklyn. Problems on the N began at 4:40 a.m. with 
weather-related signal problems at 36th Street and continued with serious flooding on 
the tracks at 86th Street. Normal service resumed shortly before 5 p.m. In addition, E 
service resumed between West 4th Steet and WTC. A number of bus detours remain in 
place. There were a number of service disruptions on the Long Island Railroad (LIRR). 
There was a traffic management program in effect for traffic arriving at John F. 
Kennedy International Airport. This was causing some arriving flights to be delayed an 
average of 2 hours and 58 minutes. 
Source: http://www.wsbt.com/news/wpix-record-rainfall-metro-area-
story,0,4962870.story 

20. August 15, Washington Examiner – (District of Columbia; Virginia) Flooding causes 
delays to Blue/Yellow lines. Overnight rains caused major delays on Washington 
Metropolitan Area Transit Authority trains in Northern Virginia August 15 after 
flooding shut down a section of the Yellow and Blue lines. Making matters worse, train 
service on the Virginia Railway Express (VRE) was also bogged down on the 
Fredericksburg line. The commuter service directed its riders onto the Metro system's 
line. Riders were waiting at stations in long lines to get to work. The problem for Metro 
was that water was above the rails in a small section of tunnel near Potomac Yards 
between National Airport and Braddock Road stations in Alexandria and Arlington 
when service started for the morning, said a Metro spokesman. By 6:20 a.m., Metro had 
set up shuttle bus service to ferry morning commuters between the two stations. A total 
of 29 shuttle buses were in service, he said, while crews pumped out the water from the 
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tunnel. As of about 9:10 a.m., the water level had dropped enough on one set of tracks 
to send trains through on a single track, he said. Then as of 9:30 a.m., service was 
restored to the second set of tracks. But riders were warned to expect residual delays 
along the lines. 
Source: http://washingtonexaminer.com/blogs/capital-land/2011/08/flooding-causes-
delays-blueyellow-lines 

21. August 15, Associated Press – (National) Greyhound, Pa. police probing turnpike 
bus crash. A St. Louis-bound Greyhound bus that overturned on the Pennsylvania 
Turnpike, sending 14 people to the hospital, was the first bus accident on the East Coast 
this year involving a commercial carrier. The latest accident, at 6 a.m. August 13, 
happened after the bus from New York City had stopped in Philadelphia and had 
traveled about 75 miles westbound on the turnpike on the way to a stop in Columbus, 
Ohio. A state police trooper said August 14 the bus was traveling in the left lane and 
struck a concrete barrier, then veered right up the embankment before tipping on its 
side. State police and Greyhound officials are continuing to investigate the accident. 
Unlike most of the other bus crashes along the East Coast this year, this one involved a 
commercial carrier, rather than a chartered tour bus or a smaller operator. More than 30 
people have been killed and more than 300 injured in tour bus accidents this year, 
according to Advocates for Highway and Auto Safety. That is more than in all of the 
last year, when 30 people were killed and 272 injured in 28 crashes. 
Source: http://news.yahoo.com/greyhound-pa-police-probing-turnpike-bus-crash-
070108978.html 

22. August 14, WKYC 3 Cleveland – (Ohio) Conneaut: Bomb found on railroad tracks 
at Mill Street. The Conneaut, Ohio assistant fire chief said a small bomb the "size of a 
cigarette pack" was discovered about 10 a.m. August 14 on the Norfolk Southern 
railroad tracks at Mill Street. Conneaut police and fire departments shut down Mill 
Street and stopped all train traffic traveling the tracks between Cleveland, Ohio and 
Buffalo, New York for several hours. The Lake County Sheriff's Department sent its 
bomb squad to the scene at the request of the Conneaut police department. The Geauga 
County sheriff's department was also asked to send one of their K-9 units. The bomb 
squad used a robotic device to retrieve the bomb and detonate it. The bomb was 
wrapped in duct tape with a fuse attached, but the fuse had gone out. The bomb 
contained gunpowder, pennies, and BBs. The assistant fire chief said that, had it 
detonated, it would not have likely caused any damage to a train, but the shrapnel 
would have caused damage to a passing car or injured a person walking by when it 
exploded. 
Source: http://www.wkyc.com/news/article/202099/45/Conneaut-Bomb-found-on-
railroad-tracks-at-Mill-Street 

23. August 12, Reuters – (National) Flood damage to key Iowa highway a setback, 
engineers say. This year's flooding along the Missouri River has eroded bridges and 
roadbed on Interstate Highway 29 in southwest Iowa, a key point in the route between 
Kansas City, Missouri, and Fargo, North Dakota. Inspections on two I-29 bridges near 
Hamburg, Iowa, found damage caused by scouring floodwater including an 11-foot 
hole under the pavement, the maintenance chief for the Iowa Transportation 
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Department said. The discovery was a setback to hopes I-29 would reopen quickly after 
water recedes next month following flooding on the Missouri River that has soaked 
property from Montana through Missouri. Interstate 29 and southwest Iowa have been 
inundated since June by flooding created by record releases from U.S. Army Corps of 
Engineers dams on the Missouri River in the northern plains. The river was not 
expected to return to its banks until late September. It was more than 5 feet above flood 
stage August 12 at Omaha, Nebraska, and more than 4 feet above flood stage at 
Hamburg, Iowa. Flood-caused scouring has also damaged I-680 near near Omaha's 
Mormon Bridge. At least seven highways in eastern Nebraska and western Iowa remain 
closed by flooding. The maintenance chief said he hoped all flooded roads in western 
Iowa would be open by winter, but officials were still unable to completely assess 
damage. 
Source: http://news.yahoo.com/flood-damage-key-iowa-highway-setback-engineers-
003030873.html 

24. August 12, Reuters – (Arizona) Three Africans charged over fake bomb at Phoenix 
airport. Three Africans were charged August 12 with trying to sneak a fake bomb past 
a screening area at a Phoenix airport, in what the FBI describes as a possible test of 
security. A criminal complaint filed in federal court in Arizona also states the discovery 
of the suspicious item, which was a candy box with a cell phone attached, was made 
within days of a similar incident at a Memphis, Tennessee airport. The suspect was 
arrested at Sky Harbor Airport in Phoenix August 5 after Transportation Security 
Administration (TSA) officers X-rayed her carry-on bag and noticed an object that at 
first sight appeared to be an explosive, an FBI special agent said in the complaint. After 
investigators spoke to the suspect, they traced the object to two individuals who both 
live in Phoenix, and arrested them. The complaint does not detail any other possible 
connection between the incidents in Phoenix and Memphis, and it does not accuse the 
three Africans of being part of a terrorist organization. Prosecutors were going to seek 
further detention for all three individuals, the U.S. attorney's office said. 
Source: http://www.reuters.com/article/2011/08/13/us-plane-threat-
idUSTRE77C0AL20110813 

25. August 12, Air Transport Intelligence News – (National) NTSB asks for longer hoses 
on cockpit oxygen masks. The National Transportation Safety Board (NTSB) has 
asked the Federal Aviation Administration to increase the length of the hoses that 
connect cockpit oxygen systems to the masks that airline crew don during cockpit 
smoke events per emergency checklists. The recommendation, issued August 12, is 
directly related to an in-flight cockpit fire on a United Airlines Boeing 757-200 that 
diverted to Washington D.C.'s Dulles airport en route from New York to Los Angeles. 
Although the fire was caused by faulty electrical connections on the windshield heating 
system, a problem that had been widespread on several models of Boeing aircraft and is 
the subject of an airworthiness directive, the NTSB is also concerned with problems the 
pilots had in dousing the fire. The NTSB notes the FAA had been alerted to the 
problem as early as 2007, but the agency had responded that flight crew oxygen masks 
were meant to be used "in the event of decompression rather than while fighting an in-
flight fire", according to the recommendation. Rather than the stationary oxygen 
systems in the cockpit, the FAA recommended pilots use portable protective breathing 
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equipment (PBE) for fires both in the cockpit and the cabin. Along with hoses that will 
allow at least one crew member to reach the fire extinguishers or other safety 
equipment, the NTSB is also recommending changing the In-Flight Fires advisory 
circular to make it clear when pilots should use built-in versus portable breathing 
devices for cockpit and cabin fires. 
Source: http://www.flightglobal.com/articles/2011/08/12/360696/ntsb-asks-for-longer-
hoses-on-cockpit-oxygen-masks.html 

For more stories, see items 5, 8, 9, 34, 40, and 53  
 
[Return to top]  

Postal and Shipping Sector 
 

Nothing to report 
 
[Return to top]  

Agriculture and Food Sector 

26. August 15, Reuters – (National) National Beef recalls 60,424 lbs ground beef for 
e.coli. The U.S. Department of Agriculture (USDA) said National Beef Packing Co 
recalled about 60,424 pounds of ground beef products after inspection at an Ohio 
processing plant produced suspicions of contamination by e.coli 0157:H7 bacteria. The 
USDA and the company, based in Dodge City, Kansas, received no reports of illnesses 
associated with consumption of these products. The beef was shipped to distributors 
nationwide for further processing and distribution, the USDA stated. Winn-Dixie 
Stores, of Jacksonville, Florida, said it issued its own recall to customers tied to the 
recall, and said some of the beef affected was sold in its stores in Florida, Georgia, 
Alabama, Mississippi, and Louisiana. The beef had "sell by" dates of July 31 to August 
12, it said. Colorado Sam's Club stores also contacted members who may have 
purchased beef included in the recall, a spokesperson for Sam's Club told the Colorado 
Springs Gazette. The problem was discovered as a result of routine microbial testing 
conducted by the Ohio Department of Agriculture at a state-inspected facility that had 
purchased these products for further processing, the USDA said. 
Source: http://www.baltimoresun.com/news/nation-world/sns-rt-us-food-beef-
recalltre77e0hb-20110814,0,7955004.story 

27. August 15, China Daily – (International) Crackdown on additives nets arrests. China 
arrested about 2,000 suspects and shut down more than 4,900 businesses for illegal 
practices during a national campaign to crack down on illegal additives in food. 
Agricultural, industrial, commercial, quality control, and food authorities coordinated 
efforts beginning in April. As of the end of July, they inspected 5.92 million food or 
additives manufacturers and catering businesses, according to a statement issued by the 
state council's food safety commission. Police investigated 1,200 criminal cases 
concerning the illegal adding of non-edible materials in food, and destroyed a series of 
underground sites for illegal production, storage, and processing of food products. The 
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statement said government agencies across the country will continue the fight against 
irregularities to safeguard food, and that violators would be severely punished. 
Source: http://www.chinadaily.com.cn/cndy/2011-08/15/content_13109707.htm 

28. August 15, Fond Du Lac Reporter – (Wisconsin) Dust explosion causes fire in 
FdL. Firefighters spent 4 hours at the scene of a fire caused by a dust explosion in a 
machine at Milk Specialties in Fond du Lac, Wisconsin August 14. The Fond du Lac 
Fire Department responded to a report of smoke filling up the plant about 4:10 a.m. 
where they found heavy smoke in the factory from the first floor to the fifth floor. 
Crews made their way to the second floor and found a fire in the vibratory fluid bed 
machine and adjacent duct work, according to the fire department. All plant personnel 
were able to evacuate safely. Fire officials worked with managers from Milk 
Specialties to resolve the fire. The cause of the fire is believed to be from a possible 
spark from the steam coil system machine that shot a spark into the vibratory fluid bed 
machine creating a dust explosion, and damage was contained to an area around the 
machine. Milk Specialties anticipated being back in operation by August 15. 
Source: http://www.fdlreporter.com/article/20110815/FON0101/108150331/Dust-
explosion-causes-fire-FdL 

29. August 14, Food Poison Journal – (International) Two recalls announced due to 
Listeria contamination. On August 12, the Food and Drug Administration (FDA) and 
the U.S. Department of Agriculture’s Food Safety and Inspection Service (FSIS) 
announced the recall of products possibly contaminated with Listeria monocytogenes. 
After a routine sampling by the FDA, Listeria monocytogenes were found in the 
imported avocado pulp used in various Layer Dip products made by Fresh Food 
Concepts, Inc. of Buena Park, California. The products affected were distributed to 
supermarkets and club stores throughout the United States and Canada. The company 
noted that their products with use by dates of September 24, 2011 and after are made 
with avocado from a different source and are not involved in the recall. Fresh Food 
Concepts, Inc. ceased the use of avocado from the supplier. In addition, the FSIS 
announced August 12, that the Canadian company, Ailments Prince, S.E.C., recalled 
about 380,000 pounds of diced bacon products that may be contaminated with Listeria 
monocytogenes. Routine testing July 19 found a sample of cooked diced bacon 
imported from Aliments Prince to be positive for Listeria. The initial product 
represented by that sample was refused entry. An in-depth investigation by the firm and 
the Canadian Food Inspection Agency into the root cause of the Listeria 
monocytogenes finding resulted in a recall of all precooked bacon products from the 
Canadian firm. The FSIS and the company have received no reports of illnesses 
associated with consumption of these products. 
Source: http://www.foodpoisonjournal.com/food-recall/two-recalls-announced-due-to-
listeria-contamination/ 

30. August 13, Philadelphia Inquirer – (Pennsylvania; National) Diseased black walnut 
tree in Bucks prompts quarantine. An incurable disease found in a black walnut tree 
in Plumstead Township of Bucks County, Pennsylvania, prompted measures to 
safeguard the state's $25 billion hardwoods industry. Thousand-cankers disease, the 
result of tunneling by fungus-carrying walnut twig beetles, causes trees to slowly 
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starve. Since the beetles are the size of a poppy seed, they are difficult to detect. Under 
a quarantine declared August 12 by the state, no hardwood firewood, or walnut 
materials, living or dead, can leave the county except for nuts, processed lumber, and 
finished wood products without bark. Mulch and wood chips, composted and 
uncomposted, are included in the ban. The quarantine also seeks to stop shipments into 
Pennsylvania of walnut materials and hardwood firewood from states with cases of the 
disease, including Virginia, Arizona, California, Colorado, Idaho, Nevada, New 
Mexico, Oregon, Tennessee, Utah, and Washington. 
Source: http://articles.philly.com/2011-08-13/news/29884356_1_black-walnut-
thousand-cankers-disease-firewood 

31. August 12, Food Poison Journal – (Virginia; National) Virginia company recalls 
cheese spread due to possible salmonella contamination. The Food and Drug 
Administration (FDA) announced August 12 that Miss Bonnie’s Gourmet, LLC, a 
Winchester, Virginia company, recalled its Miss Bonnie’s Gourmet Classic Cheddar 
Cheese Spread because it has the potential to be contaminated with Salmonella. The 
product was distributed between August 1 and August 10, 2011, with a “Best By Date” 
of December 23, 2011. The Virginia Department of Agriculture and Consumer Services 
discovered the Salmonella contamination through a routine sampling of the company’s 
products. The recalled product is packaged in 8 ounce glass jars and was distributed to 
Kroger Stores in Roanoke, Virginia; Cincinnati, Ohio; Louisville, Kentucky; and 
Memphis, Tennessee. No illnesses associated with this recall have been reported to 
date. 
Source: http://www.foodpoisonjournal.com/food-recall/virginia-company-recalls-
cheese-spread-due-to-possible-salmonella-contamination/ 

32. August 12, Associated Press – (Oregon) More evidence seen that deer spread 
Oregon e. coli. Health officials said they think they will be able to prove deer 
droppings in a strawberry field in Oregon caused an E. coli outbreak that killed one 
person and sickened 14 others. Ten percent of the samples taken from the Jaquith 
Strawberry Farm in Newberg tested positive for the bacteria, an epidemiologist said 
August 11. Scientists tested more than 100 samples of soil, strawberries, and deer 
droppings found in the field in Washington County. The Oregonian reported the lab has 
yet to confirm a match in the specific strain of E. coli bacteria. "We're increasingly 
confident that we will be able to prove beyond any reasonable doubt that deer were the 
source of contamination of the strawberries," the epidemiologist said. Scientists were 
surprised such a high percentage of the samples tested positive. Bacteria is never 
uniformly spread throughout the environment or on contaminated food. Sometimes 
epidemiologists know it is there but can not prove it in the laboratory. Of the 15 people 
involved, two suffered kidney failure, including an elderly woman in Washington 
County who died. Two patients remained in the hospital, the newspaper reported. 
Source: http://abcnews.go.com/Business/wireStory?id=14291764 

For more stories, see items 33 and 36  
 
[Return to top]  
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Water Sector 

33. August 15, Associated Press – (Nebraska) Neb. rendering plant sued over chemicals 
in water. A Lexington, Nebraska rendering plant is facing a federal lawsuit over water 
sent to the city's treatment plant. The lawsuit said STABL Inc., formerly operating as 
Nebraska By-Products Inc., exceeded the allowable limits for chemicals in water sent 
to the treatment plant on dozens of occasions between 2006 and 2010. It contributed to 
violations at the city plant regarding the amount of pollutants discharged into Dawson 
County Drainage Ditch, Spring Creek, and the Platte River. The lawsuit was filed 
August 10 on behalf of the U.S. Environmental Protection Agency and the Nebraska 
Department of Environmental Quality. It said STABL could be fined $32,500 to 
$37,500 for each time it exceeded the chemical limits. 
Source: http://www.ctpost.com/news/article/Neb-rendering-plant-sued-over-chemicals-
in-water-1992246.php 

34. August 12, Louisville Courier Dispatch – (Kentucky) 400 homes under boil-water 
advisory after water-main break. The 48-inch water main that burst the night of 
August 11 in Louisville, Kentucky, was the same one that broke in July 2011, flooding 
the University of Louisville, Kentucky campus, the Louisville Water Co. said August 
12. A water company spokeswoman said the company would not be able to begin 
making repairs to the line until August 15, or after surveying the damage, cleaning up 
the site, and ordering replacement parts. A boil-water advisory remained in effect until 
August 14 for about 400 homes in an area from Lillly to Maylawn avenues and from 
Interstate 65 to Bradley Avenue. It will take that long to analyze water samples taken in 
the area, officials said. Both eastbound and westbound Eastern Parkway were blocked 
off to traffic through the late afternoon August 12. About a dozen homes near the 
intersection were without water, but service was restored by the end of August 12. 
Source: http://www.courier-journal.com/article/20110812/NEWS01/308120047/400-
homes-under-boil-water-advisory-after-water-main-break?odyssey=nav|head 

For more stories, see items 1 and 8  
 
[Return to top]  

Public Health and Healthcare Sector 

35. August 15, WFTV 9 Orlando – (Florida) Cops: fake nurse stealing credit 
cards. Investigators in Lake and Volusia counties, Florida, were searching for a woman 
who they said is pretending to be a nurse and stealing credit cards from real nurses, 
WFTV 9 Orlando reported August 15. Investigators believe she has stolen from four 
different hospitals: Lake Hospital in Clermont, Florida Hospital in DeLand, Florida 
Hospital Fish Memorial, and Halifax Health. Surveillance photos show the woman 
dressed in scrubs to look like a nurse. Last month, she was caught on camera strolling 
through a Lake County hospital, where police said she stole credit cards from an 
employee lounge. In one surveillance photo, it appears the woman even has what looks 
like an employee badge on as she walks to the employee lounge. Police said the woman 
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used the stolen cards at stores like CVS Pharmacy. Investigators said she has an 
accomplice, who drives the get-away car. The women were last seen leaving the South 
Lake Hospital in a white Dodge Intrepid. Police said they had no leads. 
Source: http://www.wftv.com/news/28859222/detail.html 

36. August 15, Food Safety News – (North Carolina) Thousands immunized after 
hepatitis A scare. Since an Olive Garden food server in Fayetteville, North Carolina, 
tested positive for hepatitis A and alerted restaurant management at the end of the first 
week of August, the Cumberland County Health Department has immunized an 
estimated 3,000 people who may have been exposed to the virus during 8 days in late 
July and early August. The health department set up a walk-in clinic to administer the 
shots and will continue to give the free shots August 15. Fort Bragg officials also set up 
an on-post clinic for soldiers and their families who may have been exposed to the 
virus. The only reported case of illness as of August 15 was the restaurant employee. A 
news release said only individuals who visited the Olive Garden at 234 North 
McPherson Church Road anytime on July 28, 29, 31 and August 1, 2, and 8 should 
receive a free injection of hepatitis A immune globulin or vaccine. 
Source: http://www.foodsafetynews.com/2011/08/thousands-immunized-after-
hepatitis-a-exposure/ 

[Return to top]  

Government Facilities Sector 

37. August 15, Associated Press – (District of Columbia) Police: Woman attacks art at 
DC museum again. A woman who attacked a painting at Washington D.C.'s National 
Gallery of Art earlier this year has struck again, police said, this time lashing out 
against a Henri Matisse painting at the museum. The woman of Alexandria, Virgina, 
was arrested August 5 after police said she walked over to Matisse's 1919 painting "The 
Plumed Hat," and slammed the painting repeatedly against a wall, damaging its frame, 
but not the $2.5 million painting. The 53-year-old woman was arrested in April for 
attacking an $80 million Paul Gauguin painting called "Two Tahitian Women." As a 
condition of her release she promised she would stay away from all museums and art 
galleries in Washington. In the latest incident, reported August 15 by the Associated 
Press, she was charged with unlawful entry and brought to the city's mental health 
facility. 
Source: http://www.sacbee.com/2011/08/15/3838428/police-woman-attacks-art-at-
dc.html 

38. August 15, Associated Press – (Virginia) Fire heavily damages Patrick elementary 
school, prompts officials to cancel classes Monday. All Patrick County, Virginia 
schools were closed August 15 after a weekend fire heavily damaged the Meadows of 
Dan Elementary School. The county emergency management coordinator said the 
school, which has about 120 students in pre-kindergarten through seventh grade, is 
unusable except the kitchen and the gym. He said the roof is gone and both floors have 
water damage. The Martinsville Bulletin reported the cause of the fire, which was 
reported shortly before 4 a.m. August 13, is under investigation. No one was injured. 
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The emergency management coordinator said it took 54 firefighters from 17 
departments 3 hours to get the blaze under control. The schools superintendent said the 
fire started in an upstairs classroom. Classes begin in Patrick County August 18. 
Source: 
http://www.therepublic.com/view/story/77de91e8b58a472a998706434cf712be/VA--
School-Fire/ 

39. August 13, Associated Press – (Connecticut) Contaminated soil closes Greenwich 
school fields. High levels of a toxic chemical closed down athletic fields at Greenwich 
High School in Greenwich, Connecticut. Officials told the Greenwich Time August 12 
that soil tests found a cancer-causing chemical at levels exceeding the legal limit in the 
ground bordering some of the school's fields. Those fields will be closed until further 
notice. The chemical, polychlorinated biphenyl, used to be made in the United States 
for products such as oil-based paint, cable insulation, and other plastics. The chemical 
was banned in 1979. Officials said the high chemical levels were discovered during 
construction work to expand a school parking lot. They said an environmental hazard 
report will be filed with the Connecticut Department of Energy and Environmental 
Protection. 
Source: 
http://www.therepublic.com/view/story/ea024fe09fc64ee5ba765763e0281918/CT--
Contaminated-Soil/ 

For more stories, see items 36 and 45  
 
[Return to top]  

Emergency Services Sector 

40. August 15, KTLA 5 Los Angeles – (California) Hacker group threatens Fullerton PD, 
compromises BART website. A group of hackers calling itself "Anonymous" 
responsible for threats against the Fullerton, California Police Department, has also 
claimed to be behind a security breach of user information on a Web site for the San 
Francisco Bay Area Rapid Transit. The group sent a letter to the Fullerton Police 
Department announcing it would avenge a recent death by treating the police Web site 
"with as much mercy as was shown Kelly Thomas." They also threatened to disable the 
agency's Web site if the officers involved in the alleged beating were not prosecuted. 
Anonymous was demanding the immediate resignation of the police chief, prosecution 
of the officers involved, and for the city of Fullerton to pay the family of the person 
beat to death at least $5 million. If the demands were not met by noon August 14, the 
group said it would shut down the city's police Web site. As of August 14, Fullerton 
police officials said they had not detected any problems. Police officials said the 
department wastaking the threat seriously. The city's information technology staff were 
ordered to secure the department's computers, and to monitor its system for any trouble, 
a police sergeant told the Los Angeles Times. The same group of hackers was also 
responsible for hacking into a marketing Web site for the San Francisco Bay Area 
Rapid Transit August 14, compromising data for hundreds of users. 
Source: http://www.fox40.com/news/headlines/ktla-hackers-threaten-fullerton-
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pd,0,6021788.story?track=rss&utm_source=feedburner&utm_medium=feed&utm_cam
paign=Feed:+Ktxl-Fox40NewsAtTen+(KTXL+-+FOX40+News+at+Ten) 

41. August 13, jobmouse.com – (Pennsylvania) Verizon strikers allegedly sabotage police 
station landlines. State police in Uniontown, Pennsylvania experienced a 29-hour loss 
of landline phone service when someone shut off the power in underground Verizon 
vaults around 9:30 p.m. August 9. Police were trying to determine whether or not the 
act of criminal mischief was related to the ongoing strike by Verizon landline workers. 
A police trooper said that there was no forced entry at the sites on Main Street and on 
Route 119 in Lemont Furnace, near the Penn State Fayette campus. The lack of forced 
entry has led police to believe that the person responsible for shutting down the power 
had a set of keys. The local state police were without phone and computer service for 
21 hours. Calls had to therefore be forwarded to dispatchers who worked out of another 
barracks several miles away. 
Source: http://thejobmouse.com/2011/08/13/verizon-strikers-allegedly-sabotage-
landlines-to-police-station/ 

42. August 13, CNN – (California) L.A. sheriff probes rapper for allegedly setting off 
'flashcalls'. Los Angeles County, California sheriff's detectives were considering 
misdemeanor charges against a rapper for allegedly tweeting the phone number of a 
sheriff's station, and prompting hundreds of his followers to flood dispatchers and 
deputies with phone calls, a spokesman said. The sheriff's station in Compton was so 
overwhelmed with apparent prank calls for 2 hours August 12 that help was delayed in 
response to urgent calls about a missing person, a spousal assault, two robberies, and a 
stolen car, a Los Angeles County Sheriff spokesman, said. The rapper tweeted the 
sheriff station's phone number at 5:23 p.m. in connection with a music internship he is 
offering, the spokesman told CNN August 13. The deluge of calls interfered with the 
ability of personnel to answer 911 calls, the spokesman said. Extra sheriff's personnel 
were called to duty, he said. The sheriff was considering charging the rapper with at 
least three different misdemeanors, and was planning on present his case to the Los 
Angeles County District Attorney's office the week of August 22, the spokesman said. 
Source: 
http://www.cnn.com/2011/SHOWBIZ/celebrity.news.gossip/08/13/california.telephone
.flashcalls/index.html?hpt=us_c2 

43. August 12, KSHB 41 Kansas City – (Missouri) Police report: Gun-wielding KCMO 
firefighter threatened 'to shoot them all' during firehouse brawl. A Kansas City, 
Missouri firefighter was receiving psychiatric treatment after a confrontation August 10 
where he allegedly pulled a gun on fellow firefighters. According to a police report 
obtained by KSHB 41 Kansas City, the confrontation occurred about noon August 10 at 
KCMO Fire House #28 at 930 E. Red Bridge. The report said it began when a fireman 
started complaining to a colleague about returning fire trucks without refilling the fuel 
tanks. According to the police report, the agitated fireman left the fire station when the 
captain requested he take a day’s sick leave. “A few minutes later, while victims #2-5 
were sitting in the common area, the suspect reentered the fire house with a gun and 
began waving it back and forth pointing it at each of them,” the police report said. ”The 
suspect stated he was going to shoot them all,” it indicated. The report said the 
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firefighter complied with the fire captain’s order to put the gun away, and then left the 
fire house. Police said no charges were filed. 
Source: http://www.nbcactionnews.com/dpp/news/local_news/police-report-gun-
wielding-kcmo-firefighter-threatened-to-shoot-them-all-during-firehouse-brawl 

For another story, see item 18  
 
[Return to top]  

Information Technology Sector 

44. August 15, Softpedia – (International) New Android spyware threat disguises itself 
as Google+ app. Security researchers from Trend Micro warn of a new information 
stealing Android trojan that disguises itself as an app for Google's new social product 
Google+. This latest threat is a variant of a recently discovered trojan called 
ANDROIDOS_NICKISPY which is able to record phone calls. This new version 
stands apart from the rest because it is capable of answering incoming calls if the 
phone's screen is turned off and if the calls originate from a number predefined by the 
attackers. "From the looks of it, the developer of this app went for the more real-time 
kind of eavesdropping as well, apart from the one ANDROIDOS_NICKISPY.A used, 
which involved recording calls," the Trend Micro researchers wrote. "The 'auto-
answering' function of this malicious Android app works only on Android 2.2 and 
below since the MODIFY_PHONE_STATE permission was disabled in Android 2.3," 
they added. In addition to phone call answering and recording, the trojan has a full set 
of spyware features, such as stealing text messages and call logs or monitoring the GPS 
location. The increasing sophistication and prevalence of Android malware reinforces 
the need of antivirus products for such devices. There are several free solutions from 
vendors such as AVG, Lookout, BitDefender, or Symantec. 
Source: http://news.softpedia.com/news/New-Android-Spyware-Threat-Disguises-
Itself-as-Google-App-216757.shtml 

45. August 13, Computerworld – (International) Suspected Chinese spear-phishing 
attacks continue to hit Gmail users. Months after Google said Chinese hackers were 
targeting the Gmail accounts of senior U.S. government officials, attempts to hijack 
Gmail inboxes continue, a researcher said August 12. "Once compromises happen and 
are covered in the news, they do not disappear and attackers do not give up or stop. 
They continue their business as usual," said an independent security researcher based in 
Washington, D.C., on her Contagio Malware Dump Web site. In early June, Google 
announced it had disrupted a targeted phishing campaign designed to compromise 
Gmail accounts belonging to senior U.S. and South Korean government officials, 
military personnel, Chinese activists, and journalists. Google said it had traced the 
attacks to Jinan, China, a city in eastern China that has been linked to other hacking 
campaigns, including one in late 2009 against Google's own network. China denied 
accusations its government played a role in the attacks that accessed hundreds of 
accounts. And the attacks have not stopped. "Attackers ... continue their efforts with 
very slight modifications to the original themes," said the researcher. The latest 
campaign baits the scam with the promise of a report titled "Blinded: The Decline of 
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U.S. Earth Monitoring Capabilities and its Consequences for National Security" from 
the Center for a New American Security (CNAS), a Washington D.C. think tank. In 
fact, CNAS offers that report as a free PDF download. The e-mails are customized for 
each recipient, and appear aimed at people associated with political and international 
affairs. 
Source: 
http://www.computerworld.com/s/article/9219155/Suspected_Chinese_spear_phishing
_attacks_continue_to_hit_Gmail_users 

46. August 13, The Register – (International) Attack targeting open-source Web app 
keeps growing. An attack targeting sites running unpatched versions of the 
osCommerce web application keeps growing virally, more than 3 weeks after a security 
firm warned it was being used to install malware on the computers of unsuspecting 
users. When researchers from Armorize first spotted the exploit July 24, they estimated 
it had injected malicious links into about 91,000 Web pages. By early last week, The 
Register reported it had taken hold of almost 5 million pages. As of August 13, Google 
searches suggested that the number exceeded 8.3 million. Armorize said attackers were 
exploiting three separate vulnerabilities in the open source store-management 
application, including one discovered last month. The lead developer of osCommerce 
said there is only one vulnerability that is being exploited, but he said no one on his 
team had spoken to anyone at Armorize to reconcile the difference of opinion. He said 
a fix has been available since November's release of osCommerce Online Merchant 
v2.3. 
Source: 
http://www.theregister.co.uk/2011/08/13/oscommerce_infection_threatens_web/ 

47. August 12, Infosecurity – (International) Out-of-date browser plug-ins are attractive 
targets for cybercriminals. Out-of-date browser plug-ins were prime targets for 
cyberattacks against enterprise browsers, according to Zscaler’s State of the Web report 
for the second quarter of 2011. For example, Adobe Reader is installed in 83 percent of 
enterprise browsers, and 56 percent of those installations are out of date, according to 
the report, which is based on a review of enterprise Web traffic flowing through 
Zscaler’s cloud-based Web and e-mail security product. “That is a huge attack surface 
... This is really what the attackers are going after," commented the vice president of 
research at Zscaler ThreatLabZ. The Blackhole exploit kit has picked up on this and 
includes a variety of payloads designed to target recent Adobe Reader vulnerabilities, 
the report noted. The State of the Web report also found Apple iOS has taken the lead 
in the workplace, with 42.4 percent of the mobile device usage on corporate networks, 
followed by Blackberry with 40.2 percent, and Android with 17.4 percent. The report 
found that social networking made up a whopping 53.3 percent of the browsed Web 
applications in the enterprise. Webmail was a distant second, with 15.7 percent of the 
browsed Web applications, followed by instant messaging with 9.3 percent, streaming 
media with 7.55 percent, and Web search with 2.26 percent. 
Source: http://www.infosecurity-us.com/view/20078 

For more stories, see items 18 and 40  
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Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

48. August 15, Oklahoma City Oklahoman – (Oklahoma) Standoff with man on Tulsa 
communications tower enters fifth day. A standoff between police and a 25-year-old 
man who climbed a communications tower in Oklahoma City, Oklahoma August 11 
entered its fifth day. The man, who police said has a history of mental illness, was 
reportedly chased off the roof of the Clear Channel Communications building near 27th 
Street and Memorial Drive, August 10. He returned August 11 and has been on Clear 
Channel’s communications tower since 11 a.m. August 11. As of 10 a.m. August 15, he 
had been on the tower for 95 hours. Police offer him food, water, and cigarettes three to 
four times an hour, but he continues to decline them, a police captain said. 
Source: http://newsok.com/man-remains-on-tulsa-communications-tower-for-4th-
day/article/3594779?custom_click=rss&utm_source=feedburner&utm_medium=feed&
utm_campaign=Feed:+newsok/home+(NewsOK.com+RSS+-+Home) 

For more stories, see items 18, 41, 44, 45, and 47  
 
[Return to top]  

Commercial Facilities Sector 

49. August 15, CNN – (Indiana) Indiana fair reopens with service for 5 killed in stage 
collapse. The Indiana State Fair in Indianapolis reopened August 15 with a public 
memorial service for five people killed when a concert stage collapsed during a storm 
August 13. The fairgrounds were closed at the night of August 13 following the 
accident, which occurred shortly before a country music duo was to take the stage 
before an audience of about 12,000. Officials August 15 were focusing on grieving 
with victims and beginning repairs to get the fair back underway, Indiana's governor 
told CNN. "Our first instinct in Indiana is not to go rushing around, looking for 
scapegoats. It's to take care of business, take care of those who've been hurt and then, 
of course ... study to see if something could have done better and learn any necessary 
lessons," he said. He described the stage's collapse as a "freakish accident" August 14. 
Investigators sifted through debris of the stage August 14, trying to determine what 
caused the accident that also injured at least 40 people, authorities said. Metal 
scaffolding fell onto a section usually occupied by the country duo's most ardent fans 
about 4 minutes after authorities took the stage to warn the crowd to seek shelter, 
according to a timeline of events released by investigators. Forecasters had warned 
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heavy rain and strong winds would hit the fair nearly 2 hours before the storm moved 
through August 13. The National Weather Service estimated winds at 60 to 70 miles-
per-hour. Video shows the blue canvas top fraying and flapping just seconds before the 
steel scaffolding gave way, sending a heavy bank of stage lights and metal onto fans 
closest to the outdoor stage. 
Source: 
http://www.cnn.com/2011/US/08/15/indiana.stage.collapse/index.html?hpt=hp_t2 

50. August 15, WWL-TV 4 New Orleans – (Louisiana) Massive Metairie apartment fire 
injures three, displaces dozens. A large apartment fire that took Jefferson Parish, 
Louisiana firefighters from the east and west banks to fight, injured three people and 
displaced dozens overnight August 14. The fire, which broke out about 9 p.m., quickly 
spread, engulfing about 58 units of the Chateau Napoleon complex in Metairie. About 
125 firefighters fought the fire for nearly 8 hours, and hot spots were still being put out 
around 5 a.m August 15. A Jefferson Parish Sheriff's Office spokesman said three 
people were injured in the fire — a man who jumped from the second floor injured his 
leg, and a woman who jumped injured her ankle. Another person had some burn 
injuries, but none of the injuries appeared to be life-threatening. The fire chief said his 
office had a few reports that the fire started when someone cooking in an apartment 
walked away from the stove and left it unattended. 
Source: http://www.wwltv.com/news/Large-apartment-fire-at-Metairie-complex-
127709823.html 

51. August 13, Northwest Cable News – (Oregon) Hazmat crews evacuate Portland 
office building. A hazardous materials team was called to a Northeast Portland, 
Oregon office building August 12 after workers reported eye irritation and breathing 
problems. Firefighters were called to the Providence Professional Plaza after receiving 
reports there was an ammonia smell in the building. Crews detected a strong odor and 
called hazmat crews. "There was an overwhelming smell in the building, like model 
airplane glue," an official said. Construction workers said they were working on the 
roof when people started showing symptoms. Firefighters found a strong glue used in 
the project emitted vapors that were sucked into the vents and circulated inside the 
building. About 150 people were safely evacuated. Five people reported symptoms; one 
person was taken across the street to Providence Medical Center for evaluation. The 
office building was scheduled to be closed through the weekend of August 13 and 14 
and thoroughly ventilated, according to building staff. 
Source: 
http://www.nwcn.com/home/?fId=127623563&fPath=/news/local&fDomain=10202 

52. August 13, KXAS 5 Cedar Hill – (Texas) 5-alarm fire burns pool supply 
warehouse. Dallas, Texas Fire-Rescue was on the scene of a five-alarm fire in Dallas 
where a swimming pool supply warehouse caught fire after 10 a.m August 13. The 
warehouse is occupied by Leslie's Swimming Pool Company. The North Texas Food 
Bank also occupied part of the warehouse, although they had not started to move into 
the space yet. Officials said the warehouse contains chemicals used in pool 
maintenance. Hazmat crews were on scene as part of the overall agency response to the 
fire, though the primary goal of fire crews was to simply contain the fire. A fire 
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spokesperson said the U.S. Environmental Protection Agency may look into the 
toxicity of the smoke that blew through the area, but firefighters found no harmful 
substances in the water run-off from hoses. Leslie's Pools estimated the loss of 
inventory and property at $6.2 million. There were no reported injuries. The cause of 
the fire is unknown. 
Source: http://www.nbcdfw.com/news/local/127653638.html 

For more stories, see items 45 and 56  
 
[Return to top]  

National Monuments and Icons Sector 

53. August 14, WRC 4 District of Columbia – (Virginia; Maryland; North Carolina) Great 
Dismal Swamp fire could burn for weeks. Drenching rainfalls have done little to 
slow the Great Dismal Swamp Fire that has been sending smoke over Virginia and 
Maryland. Firefighting teams have begun pumping water from Drummond Lake onto 
the fire, but authorities warned August 14 this operation would require time to yield 
results. "Even if 6 inches of rain fell in a week," the Great Dismal Swamp Wildlife 
Refuge's fire management officer said, "we would still have to run the pumps for a 
month to put out this fire." That's because the fire is burning the peat of the swamp, 
transforming the ground into deep, extremely hot embers. Firefighters have faced 
danger from falling trees, because as the heat penetrates the ground and spreads, roots 
are consumed and trees topple. By August 14, 4 helicopters, 26 fire engines, and 362 
personnel had been thrown at the fire-containment effort. The initial rapid spread has 
been checked, but as of August 14, 6,156 acres had been affected. Fire teams said 10 
percent of the blaze has been contained. 
Source: http://www.nbcwashington.com/news/local/DC-Great-Dismal-Swamp-Fire-
Could-Burn-For-Weeks-127685483.html 

54. August 14, Arizona Daily Sun – (Arizona) Beale fire near Parks closes in on 3,800 
acres. The Beale fire 11 miles north of Parks, Arizona, had grown to 3,781 acres, 
August 14, while smoke continued to drift into Flagstaff. According to information 
from the U.S. Forest Service, the fire was being allowed to burn in an 8,000-acre area 
to restore forest health and lessen the danger of wildfire. Operations on and around 
Government Mountain caused smoke to drift into Flagstaff and along portions of 
Interstate 40 and Highway 180. Spring Valley, Peaceful Valley, Pumpkin Center, and 
Parks were experiencing heavier smoke impacts. Similar smoke production was 
expected the next few days. A total of 60 people were working the fire along with five 
engines, one water tender, a dozer, and a helicopter. 
Source: http://azdailysun.com/news/local/beale-fire-near-parks-closes-in-on-
acres/article_bf5c3397-bcdc-59c9-981d-4d9623389e51.html 

55. August 14, KBZK 7 Bozeman – (Montana) Small forest fire still burning north of 
Bridger Bowl. U.S. Forest Service officials said the forest fire burning north of Bridger 
Bowl, Montana was quiet again August 14 with no growth. The Battle Fire, which was 
spotted August 12 burning on the east side of the Bridgers, was about 6-acres in size 
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with no real visible amounts of smoke to be seen, only producing enough haze to barely 
hamper a August 14 scenic drive in the Bridger Canyon. Gallatin National Forest 
officials said there were about 40 firefighters assigned to this incident, and that the fire 
was thought to have been caused by lightning. Fire conditions on the Gallatin remain 
"moderate" but are edging toward a "high" fire danger risk rating in some lower 
elevations. 
Source: http://www.kxlf.com/news/small-forest-fire-still-burning-north-of-bridger-
bowl/ 

[Return to top]  

Dams Sector 

56. August 15, Associated Press – (New Jersey) S. Jersey dam breach prompts 
evacuations. Officials said a dam breach prompted the evacuation of about 75 people 
in Bridgeton, New Jersey, August 15. The Cumberland County dispatch office said 
heavy rains led to the breach sometime August 14 on Seeley Lake. Most of the water 
from the lake flowed into the Cohansey River and caused it to rise. Residents of some 
low-lying areas in Bridgeton voluntarily evacuated. The dispatch office said there were 
no reports of any injuries, and no word yet if the waters caused any damage to homes. 
Source: http://www.ctpost.com/news/article/S-Jersey-dam-breach-prompts-
evacuations-2004281.php 

57. August 15, Associated Press – (North Dakota) Garrison Dam releases fall. Missouri 
River water releases at Garrison Dam in North Dakota dropped below 100,000 cubic 
feet per second (cfs) for the first time since May 31. The Bismarck Tribune reported the 
U.S. Army Corps of Engineers lowered dam releases to 95,000 cfs August 12, and 
planned to close the dam’s spillway gates August 17 after it stepping down releases to 
85,000 cfs. The Corps opened the spillway gates for the first time in the dam’s half-
century history June 1 due to swollen Missouri River levels. The Bismarck Tribune 
reported that the river's height was 17.06 feet at 9 p.m. August 12. Flood stage is 16 
feet. 
Source: http://www.jamestownsun.com/event/article/id/142095/group/News/ 
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