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 A federal report said a natural gas pipeline in New York poses a public safety risk due to 

defective welds that could lead to a rupture, Elmira Star-Gazette reports. (See item 6) 

 The group known as Anonymous said August 6 it hacked into about 70 law enforcement 

Web sites across the southern and central United States, and the group claimed to have 

stolen 10 gigabytes of data, including emails, credit card details, and other information 

from local law enforcement bodies, Associated Press reports. (See item 41) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: LOW, Cyber: LOW 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 

[http://www.esisac.com]  

1. August 8, KMBC 9 Kansas City – (Missouri) Storms knock out power to estimated 

44,000. Several severe thunderstorm warnings were issued August 7 as a line of strong 

storms pushed through Kansas City, Missouri. The storms moved southeast through the 

metro, bringing down some trees north of the river. Kansas City Power and Light said 

an estimated 44,000 customers lost power at the height of the storms. It appeared most 

of the customers who lost power lived north of the river. The utility said it would 

http://www.esisac.com/
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distribute dry ice for free to any customer without power August 8. 

Source: http://www.kmbc.com/r/28792851/detail.html 

2. August 7, Memphis Commercial Appeal – (Tennessee) Tenn. firefighters battle 2-

alarm refinery blaze. The Memphis Fire Department (MFD) sent about 90 firefighters 

in more than 30 fire vehicles August 7 to extinguish a large fire at the Valero Memphis 

Refinery in Memphis, Tennessee. The two-alarm fire was reported at one of Valero’s 

crude units about 7:25 a.m. and was extinguished by 7:50, according to a Valero 

spokesman. No injuries were reported. ―Refinery personnel have monitored air quality, 

and no impact to the community is expected,‖ the spokesman said. ―Both crude units at 

the plant have been shut down, and refinery personnel are conducting a damage 

assessment at this time,‖ the spokesman said. The cause of the fire is under 

investigation. 

Source: http://www.firehouse.com/topic/fire-prevention-and-investigation/tenn-

firefighters-battle-2-alarm-refinery-blaze 

3. August 7, Glenwood Springs Post Independent – (Colorado) State officials looking 

into hydrogen sulfide reports. An official in Garfield County, Colorado said it is up to 

the Colorado Oil and Gas Conservation Commission to investigate reports that 

hydrogen sulfide gas, which experts say can cause severe respiratory problems and 

even death, is showing up at natural-gas drilling operations in the region. State officials 

at the Colorado Oil and Gas Conservation Commission (COGCC) said August 5 that 

they are looking into the report, and plan on presenting their findings to the commission 

at a meeting August 8 in Denver. According to the news report, Noble Energy, which is 

operating in Garfield County, has regularly encountered the gas during drilling 

operations. Nobel reportedly confirmed that since that incident, its drilling crews have 

regularly encountered hydrogen sulfide at relatively minor levels. According to the 

U.S. Centers for Disease Control, hydrogen sulfide, or H2S, is a hazardous and toxic 

gas that, when inhaled, can cause severe respiratory distress, headaches, loss of motor 

control, memory, and other human malfunctions. It is produced when certain bacteria 

consume sulfur-bearing organic matter. 

Source: 

http://www.postindependent.com/article/20110807/VALLEYNEWS/110809911/1083

&ParentProfile=1074 

4. August 7, Associated Press – (Florida) 1 dead after explosion at Fla. utility 

substation. One person died and two others were seriously injured after a transformer 

exploded August 6 at a central Florida utility substation, fire officials said. Kissimmee 

Utility Authority spokesman told the Orlando Sentinel a contractor was doing work on 

the new transformer when she was killed by the blast. Two other employees were 

hospitalized with second- and third-degree burns. Officials said thousands of gallons of 

oil were burning and nearby streets were closed. No customers lost power during the 

explosion. The utility company is investigating what happened to the transformer 

which was installed a few months ago. 

Source: http://www.miamiherald.com/2011/08/07/2349053/1-dead-after-explosion-at-

fla.html 

http://www.kmbc.com/r/28792851/detail.html
http://www.firehouse.com/topic/fire-prevention-and-investigation/tenn-firefighters-battle-2-alarm-refinery-blaze
http://www.firehouse.com/topic/fire-prevention-and-investigation/tenn-firefighters-battle-2-alarm-refinery-blaze
http://www.postindependent.com/article/20110807/VALLEYNEWS/110809911/1083&ParentProfile=1074
http://www.postindependent.com/article/20110807/VALLEYNEWS/110809911/1083&ParentProfile=1074
http://www.miamiherald.com/2011/08/07/2349053/1-dead-after-explosion-at-fla.html
http://www.miamiherald.com/2011/08/07/2349053/1-dead-after-explosion-at-fla.html
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5. August 6, WBTW 13 Myrtle Beach – (South Carolina) Progress Energy Darlington 

County plant damaged by fire Saturday. One of 13 turbine units at the Progress 

Energy’s Darlington County plant in South Carolina was damaged by fire following an 

equipment malfunction August 6. The No. 12 unit at the plant was off line after the 

malfunction and subsequent insulation fire, a Progress Energy spokesman said. 

Progress Energy has launched an investigation into the cause of the fire. Darlington 

County Fire Department firefighters were originally dispatched about 2:20 p.m. and 

were joined for mutual aid by Hartsville firefighters. The turbines are essentially jet 

engine powered generators Progress Energy uses several hours a day to meet peak 

demand for electricity, the spokesman said. 

Source: http://www2.scnow.com/news/2011/aug/06/firefighters-respond-progress-

energy-darlington-co-ar-2239588/ 

6. August 6, Elmira Star-Gazette – (New York) Millenium Pipeline unsafe, according to 

a federal report. The Southern Tier’s major natural gas pipeline in New York poses a 

public safety risk due to defective welds that could lead to a rupture, according to a 

recent federal report. The Millennium Pipeline, which runs more than 180 miles from 

Steuben County to Rockland County, has been under investigation since a leak was 

detected January 11 near Schneider Road in the Town of Owego. The New York State 

Department of Public Service conducted a five-month investigation, and determined 

that an 1/8-inch leak caused by a faulty weld released 1.3 million cubic feet of natural 

gas from the pipeline. The federal Pipeline and Hazardous Materials Safety 

Administration (PHMSA) received the results of the state investigation in May, and on 

July 6 released a document that raises concerns about the integrity of the pipeline. 

According to the report, the section of pipeline that failed in January did not pass a 

visual inspection due to a faulty weld, and was set aside. Later, the weld was 

inadvertently picked up and installed. The PHMSA report indicates that investigators 

identified other ―suspect‖ welds along the length of the pipeline, and that pipeline 

employees could not produce records to demonstrate the welds had been tested 

properly. The Millennium, which includes 24- and 30-inch-diameter sections, was 

constructed in 2007 and 2008 and went into service in December 2008. It is co-owned 

by NiSource Inc. of Merrillville, Indiana, Detroit-based DTE Energy and National Grid 

of Waltham, Massachusetts. 

Source: http://www.stargazette.com/article/20110806/NEWS01/108060348/Millenium-

Pipeline-unsafe-according-federal-report?odyssey=tab|topnews|text|FRONTPAGE 

For another story, see item 47  

 

[Return to top]  

Chemical Industry Sector 

7. August 6, Jamestown Sun – (North Dakota) Cleanup under way at derailment near 

Kensal, ND. An August 6 train derailment on the north border of the Arrowwood 

National Wildlife Refuge appears to be contained, according to Canadian Pacific 

Railway (CPR) officials. Thirty-one cars went off the rail after the track washed out 

http://www2.scnow.com/news/2011/aug/06/firefighters-respond-progress-energy-darlington-co-ar-2239588/
http://www2.scnow.com/news/2011/aug/06/firefighters-respond-progress-energy-darlington-co-ar-2239588/
http://www.stargazette.com/article/20110806/NEWS01/108060348/Millenium-Pipeline-unsafe-according-federal-report?odyssey=tab|topnews|text|FRONTPAGE
http://www.stargazette.com/article/20110806/NEWS01/108060348/Millenium-Pipeline-unsafe-according-federal-report?odyssey=tab|topnews|text|FRONTPAGE
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following a late August 5 rainstorm, a CPR spokesman said. The derailment happened 

around 8:30 a.m. about 9 miles east of U.S. Highway 281 on North Dakota Highway 9. 

The 90-car train had some cars that were empty that normally carried anhydrous 

ammonia and sulfuric acid, which did not leak. The only apparent leak was diesel fuel 

from a locomotive that went off the track, but it was unknown how much spilled into 

the James River. Independent contractors deployed many absorbent buoys to contain 

any possible spill. An Arrowwood refuge manager said he was told by CPR officials 

the cleanup would take about 3 days. CPR officials said one potentially hazardous 

material being transported was soybean oil, which did not leak. The manager said the 

main concern will be the removal of the derailed cars and making sure they do not 

rupture. The train was headed from the Twin Cities to Calgary, Alberta, Canada. A 

portion of Highway 9 near the train tracks was closed from about 9:30 a.m. to noon 

August 6. 

Source: http://www.jamestownsun.com/event/article/id/141584/group/News/ 

8. August 5, Hagerstown Herald-Mail – (Maryland) Hagerstown man hurt after 

fertilizer truck crashes on I-70. A blown tire triggered the crash of a tanker truck 

carrying liquid fertilizer August 5, injuring the Washington County driver and closing 

westbound Interstate 70 near Hancock, Maryland for several hours, Maryland State 

Police said. The driver was flown by medevac helicopter to Meritus Medical Center to 

be treated for his injuries, according to a state police news release. Police said the crash 

happened at about 1:30 p.m. when a tire blew on the 1977 Ford truck the driver was 

driving for Paramount Feed and Supply Inc. in Hagerstown. The blown tire caused the 

driver to lose control of the truck, which flipped on its side in the center median. The 

westbound lanes of Interstate 70 were closed for about 3 hours while emergency 

personnel responded to the accident, police said. 

Source: http://articles.herald-mail.com/2011-08-

05/breakingnews/29857404_1_medevac-helicopter-meritus-medical-center-liquid-

fertilizer 

9. August 5, Crain’s Cleveland Business – (Ohio) Ohio EPA reaches settlement with 

Hukill Chemical over hazardous waste violations. The Ohio Environmental 

Protection Agency (OEPA) reached a settlement agreement with a Bedford, Ohio 

company over hazardous waste violations. The agency said August 5 Hukill Chemical 

Corp. agreed to pay a $29,960 penalty to settle the violations at its plant at 7013 Krick 

Road in Bedford. Last October, the OEPA cited Hukill ―for unlawfully storing 

hazardous waste in excess of the quantity authorized in its permit.‖ The company is 

authorized to store a maximum of 68,695 gallons per day of hazardous waste in 

containers; the OEPA determined Hukill exceeded the storage capacity‖ on at least 35 

days‖ in 2010. The company also failed to keep an updated, written operating record at 

the plant. The OEPA said $23,968 of the settlement money goes to Ohio’s hazardous 

waste cleanup fund, and $5,992 goes to the agency’s Clean Diesel School Bus Fund. 

Source: http://www.crainscleveland.com/article/20110805/FREE/110809876 

10. August 5, Bergen Record – (New Jersey) State to test for chemical pollution in 

Prospect Park. New Jersey environmental staff will test homes on North 11th Street in 

http://www.jamestownsun.com/event/article/id/141584/group/News/
http://articles.herald-mail.com/2011-08-05/breakingnews/29857404_1_medevac-helicopter-meritus-medical-center-liquid-fertilizer
http://articles.herald-mail.com/2011-08-05/breakingnews/29857404_1_medevac-helicopter-meritus-medical-center-liquid-fertilizer
http://articles.herald-mail.com/2011-08-05/breakingnews/29857404_1_medevac-helicopter-meritus-medical-center-liquid-fertilizer
http://www.crainscleveland.com/article/20110805/FREE/110809876
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Prospect Park in August for toxic contamination left behind by an area dry cleaner. The 

state Department of Environmental Protection (DEP) notified residents of the 

investigation in a letter earlier this summer. It said it had previously found soil and 

groundwater at 371-377 N. 11th Street to have high levels of tetrachloroethylene, or 

PERC, a chemical used in dry cleaning that has been linked to cancer. The 

contaminated site was once Prospect Park Cleaners and Launders. The agency will test 

soil and air of homes near the site for contamination, with the permission of residents. 

Vapors from the chemicals could migrate through soil and seep through cracks in walls 

and foundations, accumulating in basements and living areas and posing potential harm 

to residents, according to DEP documents. 

Source: 

http://www.northjersey.com/news/080511_State_to_test_for_chemical_pollution_in_Pr

ospect_Park.html 

For more stories, see items 35 and 55  

 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

11. August 8, Daily Yomiuri Online – (International) Minami-Soma to clean hot spots in 

city. The government of Minami-Soma north of Japan’s Fukushima nuclear power 

plant has revealed a plan to decontaminate all radiation-polluted areas of the city in 

cooperation with a University of Tokyo laboratory, with the exception of places inside 

the no-entry zone, it was reported August 8. The joint project will be conducted with 

the university’s Radioisotope Center, the municipal government said. It will exclude 

the no-entry zone, which lies within a 20-kilometer radius from the Fukushima No. 1 

nuclear power plant. The project will be most intensively carried out in central parts of 

the city in August and September, leaving forests and other lower-priority locations to 

be decontaminated later. According to the city government, radioactive contamination 

in the city will be measured from the sky by using helicopters and other means. The 

city government will then map the contamination—showing which buildings and soil 

have high levels of radiation—and implement specialist cleaning in highly radioactive 

areas, based on advice from the center’s experts. In an example of the kind of location 

that would be subject to specialist decontamination, 33 microsieverts of radiation per 

hour have been detected in a drain at a kindergarten inside the evacuation preparation 

area. In places with relatively low radiation levels, the city government plans to use 

high-pressure sprays to wash the walls of primary and middle schools, kindergartens 

and other public facilities. It plans to replace surface soil in schoolyards. The Minami-

Soma government will clean private houses and yards with cooperation from nonprofit 

organizations and volunteers. 

Source: http://www.yomiuri.co.jp/dy/national/T110807002708.htm 

12. August 8, Associated Press – (New York) Nile Mile Point nuclear plant shuts down 

to investigate leak. Officials at Constellation Energy are investigating a leakage in a 

containment structure that caused the shutdown of the Nine Mile Point Unit 2 reactor 

http://www.northjersey.com/news/080511_State_to_test_for_chemical_pollution_in_Prospect_Park.html
http://www.northjersey.com/news/080511_State_to_test_for_chemical_pollution_in_Prospect_Park.html
http://www.yomiuri.co.jp/dy/national/T110807002708.htm


 - 6 - 

near Scriba, New York, over the August 6-7 weekend. The Oswego Palladium-Times 

reports that the reactor remained shut down August 7 after a ―higher-than-normal 

leakage‖ was discovered inside the facility’s drywell. The incident was classified as an 

―unusual event,‖ the lowest level of nuclear power plant emergencies. A Constellation 

Energy Nuclear Group spokeswoman said the drywell is the containment structure 

surrounding the reactor vessel and associated piping. She said the reactor will remain 

shut down until the necessary repairs and post maintenance testing are finished. A 

Nuclear Regulatory Commission official said it appears the source of the leakage is a 

valve on a recirculation pump. 

Source: http://fuelfix.com/blog/2011/08/08/nile-mile-point-nuclear-plant-shuts-down-

to-investigate-leak/ 

13. August 6, Asahi Shimbun – (International) TEPCO may use ‘shower spray’ on 

troubled reactor. Tokyo Electric Power Co. (TEPCO) is considering changing the 

method of injecting water into the No. 3 reactor at its hobbled Fukushima No. 1 nuclear 

power plant as the current system is not cutting it. TEPCO said that the pressure vessels 

in the No. 1 through No. 3 reactors, where fuel meltdowns have occurred, currently 

have temperatures at the bottom between about 90 and 120 degrees. In the meantime, 

the amount of water pumped in daily to maintain the temperatures at these levels is 

about 216 tons for the No. 3 reactor, as opposed to 84 tons for the No. 2 reactor, which 

is about the same size and contains roughly the same number of fuel rods, and 91 tons 

for the No. 1 reactor, which is smaller. Analysis conducted so far has hinted at the 

possibility that, unlike in the No. 1 and No. 2 reactors, part of the melted fuel in the No. 

3 reactor did not fall through to the bottom of the pressure vessel but has stayed on the 

grid-like core support plate. The current injection method cannot pump water into 

there, resulting in inefficient cooling and increasing the amount of radioactive water. 

The new water injection method under consideration is based on the use of an 

emergency cooling system called a ―core spray.‖ It can pour water down like a shower 

above the fuel rods, resulting in more efficient cooling and the use of less coolant 

water, TEPCO said. 

Source: http://www.asahi.com/english/TKY201108050290.html 

14. August 5, World Nuclear News – (Georgia) US new nuclear build before 

2012. Southern Company is expecting to begin full construction of two reactors at the 

end of 2011, having been given a licensing schedule by nuclear safety regulators. 

Significant site work is already underway for Vogtle 3 and 4, near Waynesboro, 

Georgia, including some related to safety taking place under a limited authorization. 

The official start of construction of a nuclear power plant comes with the first pouring 

of concrete related to nuclear safety, but this will have to wait a few more months, 

Southern said August 4. The Nuclear Regulatory Commission (NRC) has told Southern 

it will be ready to issue a Final Safety Evaluation Report in August, and that the public 

hearing process on that would take until around the end of 2011. The result should be a 

combined Construction and Operating License that will authorize full scale 

construction, commissioning, and operation - subject to ongoing checks by the NRC. 

The new AP1000 units from Westinghouse will sit alongside two other pressurized 

water reactors from the same vendor built in the 1980s. Southern expects the reactors to 

http://fuelfix.com/blog/2011/08/08/nile-mile-point-nuclear-plant-shuts-down-to-investigate-leak/
http://fuelfix.com/blog/2011/08/08/nile-mile-point-nuclear-plant-shuts-down-to-investigate-leak/
http://www.asahi.com/english/TKY201108050290.html
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start operation in 2016 and 2017. 

Source: http://www.world-nuclear-

news.org/NN_US_new_nuclear_build_before_2012_0508111.html 

15. August 4, West Hawaii Today – (Hawaii) Depleted uranium probe of Army sites 

completed. The Nuclear Regulatory Commission (NRC) has wrapped up its 

investigation of depleted uranium at Pohakuloa Training Area and Schofield Barracks 

by issuing a ―Notice of Violation.‖ The notice, issued August 1, states a Security Level 

III violation occurred, for which the base civil penalty is $3,500. But the regulatory 

agency gave the Army credit because neither Schofield Barracks nor Pohakuloa has 

previously been the subject of ―escalated enforcement action‖ and the Army identified 

the contamination and notified the NRC, the notice said. The depleted uranium (DU) 

spotting rounds were used in Davy Crockett nuclear weapons systems in the 1960s 

without an NRC license and have been emitting low levels of radiation since. The 

Army applied for an after-the-fact license to possess the radioactive material. In 

September 2010, it completed a Baseline Human Health Risk Assessment finding ―no 

likely adverse impacts‖ to people working at, visiting, or living near the training area. 

A three-member NRC panel in January 2010 was not completely satisfied with the 

Army’s position that it was using a conservative estimate of how many rounds were 

even used at the two sites. The Army can account for 714 rounds — containing 299 

pounds of DU — shipped to Hawaii. But it does not know if that is all that was sent to 

the state, because the records have been lost. The NRC now says nothing further will be 

done, except the Army might be subject to increased inspection efforts based on the 

Security Level III finding. 

Source: http://www.westhawaiitoday.com/sections/news/local-news/depleted-uranium-

probe-army-sites-completed.html 

[Return to top]  

Critical Manufacturing Sector 

16. August 8, U.S. Department of Transportation – (National) NHTSA recall notice - 

Honda Accord, CR-V, and Element. Honda is recalling 1,512,107 model year 2005-

2010 Accord, 2007-2010 CR-V, and 2005-2008 Element passenger cars manufactured 

from July 1, 2004 through August 4, 2010. The outer race of the secondary shaft 

bearing may be broken during certain driving styles. A broken outer race my cause 

abnormal noise, the malfunction indicator light to turn on, and allow contact between 

the transmission idle gear and an electronic sensor housing within the transmission. 

This could result in a short circuit causing the engine to stall. Broken pieces of the outer 

race or ball bearing from the secondary shaft may become lodged in the parking pawl 

resulting in the vehicle rolling after the driver has placed the gear in the park position. 

Engine stall and unexpected vehicle movement increases the risk of a crash or personal 

injury to persons within the path of a rolling vehicle. Honda will notify owners and 

dealers will update the automatic transmission control module software free of charge. 

The safety recall is expected to begin on or about August 31. 

Source: http://www-

http://www.world-nuclear-news.org/NN_US_new_nuclear_build_before_2012_0508111.html
http://www.world-nuclear-news.org/NN_US_new_nuclear_build_before_2012_0508111.html
http://www.westhawaiitoday.com/sections/news/local-news/depleted-uranium-probe-army-sites-completed.html
http://www.westhawaiitoday.com/sections/news/local-news/depleted-uranium-probe-army-sites-completed.html
http://www-odi.nhtsa.dot.gov/recalls/recallresults.cfm?start=1&SearchType=QuickSearch&rcl_ID=11V395000&summary=true&prod_id=203660&PrintVersion=YES
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odi.nhtsa.dot.gov/recalls/recallresults.cfm?start=1&SearchType=QuickSearch&rcl_ID=

11V395000&summary=true&prod_id=203660&PrintVersion=YES 

[Return to top]  

Defense Industrial Base Sector 
 

Nothing to report 

 

[Return to top]  

Banking and Finance Sector 

17. August 7, Japan Times – (International) Citi Cards suffers massive info leak. Citi 

Cards Japan Inc. said August 5 that personal information about some 92,400 customers, 

including names, addresses, and credit card numbers, may have leaked, but no 

unauthorized use of the cards has been reported. A person involved in a company to 

which Citi Cards outsourced part of its business illicitly obtained the information and 

sold it to a third party, the unit of Citigroup. The case has been reported to the police. 

Citi Cards said unauthorized use of the cards is unlikely because security codes, such as 

personal identification numbers, were not included in the leaked information. 

Customers will be exempt from paying bills resulting from unauthorized use of the 

cards, Citi said. The incident came to light in July after a cardholder reported that he 

had noticed that his information had been leaked. 

Source: http://search.japantimes.co.jp/cgi-bin/nn20110807a8.html 

18. August 6, WWL-TV 4 New Orleans – (Louisiana) Paw-paw bandit could be in 

custody after Friday bank robbery in Metairie. The Jefferson Parish Sheriff’s Office 

in Louisiana is trying to figure out if a 57-year-old man who robbed a Veteran’s 

Boulevard bank August 5 is the ―Paw Paw‖ bandit who is wanted in connection with 

four other robberies. The sheriff said the suspect was arrested and charged with three 

counts of first-degree robbery and two counts of simple robbery – he also fits the 

description of the 60-something, white male who was being sought in four recent bank 

hold-ups. On August 5, the sheriff said the suspect approached a teller at the Whitney 

Bank at 4845 Veteran’s Boulevard and demanded money. After the teller surrendered 

the cash, the suspect fled in a white Ford Focus. Following the broadcast of the 

robbery, a patrol officer spotted the vehicle at the intersection of Veterans Boulevard 

and Power Boulevard. The officer ordered the suspect from the car and arrested the 

man. 

Source: http://www.wwltv.com/news/crime/Paw-paw-bandit-could-be-in-custody-after-

Friday-bank-robbery-in-Metairie-127072718.html 

19. August 6, CNET News – (International) Android could allow mobile ad or phishing 

pop-ups. Researchers have discovered what they say is a design flaw in Android that 

could be used by criminals to steal data via phishing or by advertisers to bring annoying 

pop-up ads to phones. Developers can create apps that appear to be innocuous but 

http://search.japantimes.co.jp/cgi-bin/nn20110807a8.html
http://www.wwltv.com/news/crime/Paw-paw-bandit-could-be-in-custody-after-Friday-bank-robbery-in-Metairie-127072718.html
http://www.wwltv.com/news/crime/Paw-paw-bandit-could-be-in-custody-after-Friday-bank-robbery-in-Metairie-127072718.html
http://www.odi.nhtsa.dog.gov/recalls/recallresults.cfm?start=1&SearchType=QuickSearch&rcl_ID=11V395000&summary=true&prod_id=203660&PringVersion=YES
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which can display a fake bank app log-in page, for instance, when the user is using the 

legitimate bank app, the senior vice president and head of SpiderLabs at Trustwave said 

ahead of his presentation on the research at the DefCon hacker conference August 6. 

Currently, apps that want to communicate with the user while a different app is being 

viewed just push an alert to the notification bar on the top of the screen. But there is an 

application programming interface in Android’s Software Development Kit that can be 

used to push a particular app to the foreground, he said. ―Because of that, the app is 

able to steal the focus and you’re not able to hit the back button to exit out,‖ he said. 

The tool installs itself as part of a payload inside a legitimate app and registers as a 

service so it comes back up after the phone reboots, he said. With this design flaw, 

game or app developers can create targeted pop-up ads, he said. The functionality 

would not raise any red flags in the permissions displayed when the user downloads the 

app because it is a legitimate function for apps to check the phone state in what is 

called the Activity Service. He said the researchers spoke to someone at Google about 

their findings a few weeks ago and that the individual acknowledged that there was an 

issue and said the company was trying to figure out how to address it without breaking 

any functionality of legitimate apps that may be using it. 

Source: http://news.cnet.com/8301-27080_3-20089123-245/android-could-allow-

mobile-ad-or-phishing-pop-ups/ 

20. August 5, InformationWeek – (International) iPad credit card reader hacked as 

skimmer. Security researchers have used the Square dongle to transform an iPad into a 

credit card skimmer. Square turns iPads, iPhones, or iPod Touches into mobile payment 

hubs via a small, plastic dongle that enables credit cards to be swiped after a user plugs 

it into the device’s headphone jack. In conjunction with a free iOS Square application, 

the dongle enables people to accept in-person credit card payments. But speaking 

August 4 at Black Hat, a UBM TechWeb event in Las Vegas, security researchers from 

Aperture Labs demonstrated a hack that criminals could use to convert skimmed cards 

into cash, via Square. It turns out that Square’s dongle converts credit card magstripe 

data into audio, which the iOS application then listens to and translates back into credit 

card numbers. A director at Aperture said converting Square into a platform able to 

read stolen credit card data took him 15 minutes. The hack, demonstrated at Black Hat 

on an iPad, works by plugging one end of a 3.5mm audio cable into the iPad, and the 

other into the audio output port of a laptop, and running software called Makstripe. The 

software, which can be used with a card skimmer to capture swiped cards’ magstripe 

data, can also be used to play card data as audio. Someone can input an arbitrary card 

number into Makstripe, and then play the number back into Square, to then charge that 

credit card for any amount. Instead of needing to manually capture credit card numbers 

using a skimmer, a criminal could also purchase credit card data on the black market 

for as little as $2 per card, or less when purchased in bulk. ―You just start injecting 

these credit card numbers into the [Square] application, and making charges to it. Then 

you clear out the account on a daily basis, and when you get rumbled, you move on,‖ 

the Aperture director said. The director said that he notified Square about the hack in 

February. 

Source: http://www.informationweek.com/news/security/vulnerabilities/231300283 

http://news.cnet.com/8301-27080_3-20089123-245/android-could-allow-mobile-ad-or-phishing-pop-ups/
http://news.cnet.com/8301-27080_3-20089123-245/android-could-allow-mobile-ad-or-phishing-pop-ups/
http://www.informationweek.com/news/security/vulnerabilities/231300283
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21. August 5, Fresno Bee – (California) Fresnans found liable in Ponzi scheme suit. Two 

senior officers of a defunct northwest Fresno, California business must pay $46.5 

million to more than 1,200 victims of an alleged Ponzi scheme, a jury ruled August 5 in 

Fresno County Superior Court. But the victims – many of them from Fresno’s 

Armenian-American community – will not get full restitution. The defendants likely do 

not have that much cash or could be hiding their assets, a lawyer for the victims said. 

Jurors deliberated two days before finding the president of HL Leasing Inc. and the 

company’s chief financial officer (CFO) liable. The jury verdict in the class-action suit 

came three days after a judge found HL Leasing Inc., Heritage Pacific Leasing, and Air 

Fred LLC also liable for defrauding the victims. The three companies were created by 

the alleged mastermind of the Ponzi scheme, but he committed suicide in 2009, leaving 

his wife and his two top employees to defend themselves during a three-week trial. The 

jury found the president of HL Leasing Inc. liable under the theory of fraudulent 

concealment and aiding and abetting the fraud. The CFO aided and abetted in the fraud, 

the panel concluded. Over the years, the deceased mastermind and his employees 

fraudulently enticed investors to lend HL Leasing money by telling them that he was 

buying American Express lease agreements at a discount. In return, the investors would 

get monthly payments on their loans, he said. Prosecutors said the president used 

longtime investors to vouch for the company’s success to prospective clients. He 

falsely told the prospects that the company was registered with the California 

Department of Corporations, they said. The president made nearly $5 million between 

2004 and 2008, the prosecutor told the jury. The CFO made as much as $126,000 per 

year plus bonuses as CFO, he said. 

Source: http://www.fresnobee.com/2011/08/05/2490461/fresnans-found-liable-in-

ponzi.html 

22. August 5, Seattle Post-Intelligencer – (Washington) Chief mortgage lender at 

Tacoma bank charged with fraud. The former head of a defunct Tacoma, 

Washington bank’s home loans unit and another Pierce Commercial Bank executive 

were indicted August 5 on bank fraud charges. The 39-year-old ex-senior vice president 

and loan officer for Pierce Commercial Bank is accused of conspiring with others to 

issue loans to unqualified borrowers. In an indictment unsealed August 5, federal 

prosecutors in Tacoma also claim a former senior vice president for residential lending 

at the bank worked with the ex-senior vice president in perpetrating the fraud. The ex-

executive is accused of prompting others at Pierce Commercial Bank to falsify 

mortgage applications while raking in bonuses and embezzling from his employer. The 

loans issued to unqualified borrowers through the bank’s mortgage division, PC Bank 

Home Loans, played a part in the bank’s collapse. The former executive appears to 

have been the main target of a federal investigation launched months before the bank’s 

closure. According to a U.S. Attorney’s office statement, prosecutors claim the co-

conspirators caused more than 270 loans that contained false and fraudulent documents 

and information to be funded by Pierce Commercial Bank, representing in excess of 

$45 million in loan proceeds. More than 100 of these loan files have defaulted, causing 

in excess of $10 million in loss to the bank, secondary investors, and federal housing 

authorities. So far, at least eight low-level employees have been charged with fraud. 

Many of the loans were resold to other lenders, including Countrywide, Wells Fargo 

http://www.fresnobee.com/2011/08/05/2490461/fresnans-found-liable-in-ponzi.html
http://www.fresnobee.com/2011/08/05/2490461/fresnans-found-liable-in-ponzi.html
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and JP Morgan Chase, with Pierce Commercial Bank receiving a fee from the 

secondary lender. The former executive was the loan officer on 5,253 loans, amounting 

to nearly $1 billion in lent money, and about 46 percent of the home loans issued by the 

bank, the federal prosecutor told the court. 

Source: http://www.seattlepi.com/local/article/Chief-mortgage-lender-at-Tacoma-bank-

charged-with-1741543.php#page-1 

23. August 5, Bloomberg – (National) Ex-Mariner Energy director admits passing 

Apache Corp. merger tip to son. A former Mariner Energy Inc. director pleaded 

guilty August 5 to passing inside information about the company’s planned acquisition 

by Apache Corp. to his son. The 65-year-old Denver, Colorado man, a retired former 

accounting firm partner who also serves on the boards of Re/Max International Inc. and 

Lone Pine Resources Inc., pleaded guilty to conspiracy and securities fraud in 

Manhattan federal court. His son, a 35-year-old a financial adviser from Denver, also 

pleaded guilty to the same charges. The 65-year-old, who was appointed to Mariner’s 

board in March 2006, said he passed information about the planned transaction in April 

2010 to his son. The son said he bought shares of Mariner stock based on the tip and 

passed on the information to another unidentified person who also traded on it. Apache, 

the largest U.S. independent oil and natural-gas producer by market value, on April 15, 

2010, announced that it had agreed to buy Houston-based Mariner Energy for in a deal 

valued at the time at $2.7 billion in cash and stock to boost production and reserves in 

deep waters off the Gulf of Mexico. The SEC August 5 sued the father and son in 

federal court in Manhattan, claiming that the son, his relatives, friends, and clients 

made more than $5.2 million from trading on the information. Of that amount, $5 

million was made by the portfolio manager of an unidentified Denver hedge fund. The 

father and son face as much as 20 years in prison for securities fraud and 5 years for 

conspiracy. 

Source: http://www.bloomberg.com/news/2011-08-05/former-mariner-energy-director-

admits-to-passing-apache-merger-tip-to-son.html 

24. August 4, Echo Park Patch – (California) Suspect in ‘All Ears Bandit’ bank 

robberies pleads not guilty. A bank robbery suspect pleaded not guilty in U.S. district 

court August 4 on two charges of attempted bank robbery and one charge of bank 

robbery in connection with a series of crimes in California attributed to the ―All Ears 

Bandit.‖ The man is the primary suspect in the robberies, which include an attempted 

robbery March 19 at the Bank of America in Echo Park. According to a spokesperson 

in the FBI’s Los Angeles Field Office, the 25-year-old was taken into custody August 1 

―without incident.‖ The suspect was indicted July 22 on charges including the 

attempted bank robbery at the Bank of America in Echo Park. He was also indicted on 

another charge of attempted bank robbery, and for a bank robbery March 12 in Bell 

Gardens. The FBI allegedly identified the suspect from evidence left at one of the 

banks. They also linked him to several bank robberies based on witnesses’ descriptions 

who referred to him as having big ears — thus, the moniker ―All Ears Bandit.‖ 

Source: http://echopark.patch.com/articles/suspect-in-all-ears-bandit-bank-robberies-

arrested-pleads-not-guilty 

http://www.seattlepi.com/local/article/Chief-mortgage-lender-at-Tacoma-bank-charged-with-1741543.php#page-1
http://www.seattlepi.com/local/article/Chief-mortgage-lender-at-Tacoma-bank-charged-with-1741543.php#page-1
http://www.bloomberg.com/news/2011-08-05/former-mariner-energy-director-admits-to-passing-apache-merger-tip-to-son.html
http://www.bloomberg.com/news/2011-08-05/former-mariner-energy-director-admits-to-passing-apache-merger-tip-to-son.html
http://echopark.patch.com/articles/suspect-in-all-ears-bandit-bank-robberies-arrested-pleads-not-guilty
http://echopark.patch.com/articles/suspect-in-all-ears-bandit-bank-robberies-arrested-pleads-not-guilty
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25. August 4, New York Daily News – (New York) Con man charged with stealing $1M 

by seducing bank tellers to steal identities of account holders. A Bronx, New York 

man with a criminal past was taken to court August 4 on charges he swiped $1 million 

from JPMorgan Chase by seducing bank tellers. The man and five others were named 

in a 148-count indictment charging they stole the identities of 80 victims in a scheme 

that ran from 2009 to 2011. Among his co-conspirators are two tellers, who claimed to 

be in love with him. Prosecutors in the Manhattan District Attorney’s office said at 

least one of the teller’s knew what she was doing and stole the identities of 16 victims 

from her work computer - and the man paid her for the information. Two male bank 

employees were recruited to mine bank computers for dates of births, social security 

numbers, and other personal data of victims. The corrupt employees also copied 

account holders’ bank signature cards so ring members could imitate a victim’s 

signature as they opened new accounts. The Bronx man and two other men were 

charged with using the data to open credit card and eTrade accounts and make cash 

withdrawals. They also pick pocketed victims to steal their identities, officials said. 

They each face up to 25 years in prison. 

Source: http://www.nydailynews.com/news/ny_crime/2011/08/04/2011-08-

04_con_man_charged_with_stealing_1m_by_seducing_bank_tellers_to_steal_identitie

s_of.html 

[Return to top]  

Transportation Sector 

26. August 8, Denver Post – (Colorado) TSA called in after passenger at DIA checks 

loaded gun in with luggage. August 7, a man flying on Frontier Airlines checked his 

bag at the counter at Denver International Airport without telling airline agents he had 

packed a loaded gun. Transportation Security Administration (TSA) agents doing a 

routine screen on checked baggage found the gun and called Denver police at about 

6:45 a.m. The officers found the pistol ―unusual‖ and were not quite sure how to unload 

it, a police spokesman said. Officers shot the gun into a concrete-lined device called a 

clear barrel, equipment they often use to disarm guns with which they are not familiar. 

Denver police kept the weapon and said the man could collect his gun from the police 

if he passed a criminal-background check and produced photo identification. TSA 

regulations allow passengers to carry guns on planes in checked baggage if they report 

them to the airline, unload them, and place them in locked, hard-cased containers. 

Denver police presented a criminal case to the Denver district attorney and the U.S. 

attorney, and both declined to press charges. 

Source: http://www.denverpost.com/news/ci_18636320 

27. August 7, London Daily Mail – (International) Chicago airport plane crash: 220 

evacuated as landing gear and tire catch fire. About 220 passengers aboard an 

American Airlines flight from Paris to Chicago were forced to evacuate a Boeing 767 

jet when at least one tire caught fire upon landing at O’Hare International Airport. A 

Chicago fire department spokesman said the passengers and 12-man crew were 

evacuated from the plane by emergency slide August 6. American Airlines said it did 

http://www.nydailynews.com/news/ny_crime/2011/08/04/2011-08-04_con_man_charged_with_stealing_1m_by_seducing_bank_tellers_to_steal_identities_of.html
http://www.nydailynews.com/news/ny_crime/2011/08/04/2011-08-04_con_man_charged_with_stealing_1m_by_seducing_bank_tellers_to_steal_identities_of.html
http://www.nydailynews.com/news/ny_crime/2011/08/04/2011-08-04_con_man_charged_with_stealing_1m_by_seducing_bank_tellers_to_steal_identities_of.html
http://www.denverpost.com/news/ci_18636320
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not yet know what caused the incident and was working with the National 

Transportation Safety Board and the Federal Aviation Administration. The spokesman 

said it was not immediately clear how many tires caught fire, though the right-side 

landing gear was aflame. Eight people were treated at the scene for minor injuries. 

Source: http://www.dailymail.co.uk/news/article-2023337/Chicago-Airport-plane-

crash-220-evacuated-landing-gear-tyre-catch-fire.html?ito=feeds-newsxml 

28. August 6, Associated Press – (Nebraska) Kentucky man arrested in evacuation at 

Omaha airport. A passenger was arrested August 6 after screeners found a suspicious 

item in his luggage, prompting a second evacuation at the Omaha, Nebraska airport in 

days, authorities said. The passenger, age 20, of Mount Sterling, Kentucky, faces a 

charge of possession of a destructive device, an Omaha police officer said. He was 

being held August 6 in the Douglas County jail. Transportation Security Administration 

(TSA) screeners found the item in his luggage during a routine screening and evacuated 

Eppley Airfield’s south terminal about 9:30 a.m. The police bomb squad was called in. 

The team took the item, believed to be a homemade firework, outside and destroyed it. 

The terminal reopened about three hours later. Investigators believe the passenger 

forgot the item was in his bag and did not plan to harm anyone. The FBI joined police 

in investigating the incident. 

Source: 

http://www.wkyt.com/news/headlines/Ky_man_arrested_in_evacuation_at_Omaha_air

port_127075313.html?ref=313 

29. August 5, Huffington Post and Associated Press – (Pennsylvania) US Airways 

airplane grounded in Pennsylvania following threat. Passengers aboard a US 

Airways flight that arrived August 5 from Glasgow, Scotland, were removed from the 

plane because of a threatening note. The Boeing 757 was taken to another part of 

Philadelphia International Airport to be inspected, but nothing dangerous was found. 

An airport spokeswoman said the meticulous examination of Flight 968 by law 

enforcement and explosives experts found nothing amiss, and the plane would continue 

its journey to Alaska. The 157 passengers and six crew members had boarded the 

Anchorage, Alaska-bound flight when they were asked by Transportation Security 

Administration (TSA) officials to deplane so it could be swept by law enforcement 

officials. The TSA said in a statement that the investigation was launched because of a 

threatening note, but it did not provide details about it. The incident was referred to the 

FBI. The passengers were taken inside Terminal A, one of the airport’s seven 

terminals. Across the tarmac, baggage handlers unloaded the aircraft. Outside the plane, 

an explosive ordnance removal technician X-rayed at least one suitcase. Other items 

aboard the plane, which also was carrying commercial cargo, were examined, too. 

Passengers inside the terminal who were continuing on to Alaska were interviewed by 

investigators. 

Source: http://www.huffingtonpost.com/2011/08/05/us-airways-airplane-

groun_n_919949.html 

For more stories, see items 7 and 8  

 

http://www.dailymail.co.uk/news/article-2023337/Chicago-Airport-plane-crash-220-evacuated-landing-gear-tyre-catch-fire.html?ito=feeds-newsxml
http://www.dailymail.co.uk/news/article-2023337/Chicago-Airport-plane-crash-220-evacuated-landing-gear-tyre-catch-fire.html?ito=feeds-newsxml
http://www.wkyt.com/news/headlines/Ky_man_arrested_in_evacuation_at_Omaha_airport_127075313.html?ref=313
http://www.wkyt.com/news/headlines/Ky_man_arrested_in_evacuation_at_Omaha_airport_127075313.html?ref=313
http://www.huffingtonpost.com/2011/08/05/us-airways-airplane-groun_n_919949.html
http://www.huffingtonpost.com/2011/08/05/us-airways-airplane-groun_n_919949.html


 - 14 - 

[Return to top]  

Postal and Shipping Sector 
 

Nothing to report 

 

[Return to top]  

Agriculture and Food Sector 

30. August 8, WWMT 3 Kalamazoo – (Michigan) McDonalds employees assaulted with 

chemical. Several McDonald’s employees in Oshtemo, Michigan, were assaulted 

around 3:30 a.m. August 7 with some type of chemical through a drive-thru window. 

Police said someone went through the drive-thru and before leaving assaulted workers 

with a chemical. Sheriff’s department officials said August 8 they would be checking to 

see if surveillance cameras in the area might help them figure out who is responsible 

for the assault. Police said the car involved stayed at the drive thru window after getting 

their food and when workers opened the window back up to find out what the customer 

wanted they were assaulted. Five employees were inside at the time. Three of them 

were hit by the chemical, causing them to gag and cough. Emergency crews rushed to 

the restaurant to offer aid. The employees were quarantined in an ambulance where 

their symptoms quickly subsided. A Hazmat team was called in to try and determine 

what the chemical was. The chemical appeared to be a dry substance from a fire 

extinguisher, but it was sent to the lab for testing. 

Source: http://www.wwmt.com/articles/chemical-1394393-drive-window.html 

31. August 8, Texas A&M – (Texas) Livestock producers should be aware of prussic 

acid levels in forages. Livestock producers can quickly lose animals if they fail to 

carefully monitor forages as the Texas drought continues, according to a toxicology 

expert from the Texas Veterinary Medical Diagnostic Laboratory. The head of the 

toxicology section said producers should look for high levels of prussic acid and nitrate 

that can build up in drought-stressed forages. Testing is the best way to monitor for 

these conditions. Johnsongrass can become especially lethal during a drought, she said. 

Producers should beware when they see a ribbon-like appearance to johnsongrass 

leaves, she said. Any of the sorghum species – such as haygrazer, sorghum sudan and 

some milo – may also contain high levels of prussic acid, she said. Nitrate levels in 

forages are also a concern, the toxicology expert said. Sorghum hybrids, corn and grain 

sorghum may contain high levels, as may silverleaf nightshade and pigweed or careless 

weed. She advised producers to probe any hay that has recently been baled, if it was not 

tested before baling. Concerned producers should tightly control their livestocks’ 

grazing, she said, and should consider supplementing – or replacing grazing entirely – 

with dry hay. 

Source: http://www.ntxe-news.com/artman/publish/article_71052.shtml 

32. August 7, Port Angeles Peninsula Daily News – (Washington) Cases from tainted raw 

oysters reported, but none on North Olympic Peninsula. Oysters that recently 

http://www.wwmt.com/articles/chemical-1394393-drive-window.html
http://www.ntxe-news.com/artman/publish/article_71052.shtml
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sickened 22 people with vibriosis, an intestinal disease resulting from the ingestion of 

tainted raw oysters, seem to have come from the southwestern part of Washington and 

King County, a state Department of Health spokesman said August 5. The Health 

Department advised people to refrain from eating raw oysters during July and August, 

when warm weather and low tides encourage the growth of the vibrio parahaemolyticus 

bacteria. The state department the week of August 1 said that, so far, 18 vibriosis 

illnesses have been linked to commercial operations and four illnesses to recreational 

harvesting in Puget Sound and on the Washington coast. No commercial operations in 

East Jefferson County were implicated in the illnesses. Vibriosis symptoms may 

include diarrhea, nausea, stomach cramps, headache, vomiting, fever and chills. 

Symptoms typically appear within 12 to 24 hours after infected shellfish is eaten and 

can last two to seven days. 

Source: http://www.peninsuladailynews.com/article/20110808/news/308089997/cases-

from-tainted-raw-oysters-reported-but-none-on-north-olympic 

33. August 5, Your Houston News – (Iowa; Texas) H-E-B burgers recalled; may contain 

metal fragments. H-E-B is part of a recall of bulk-packed cooked hamburgers. 

AdvancePierre Foods, Inc., an Orange City, Iowa, establishment, recalled 10,668 

pounds of beef patty products that may contain foreign materials, the U.S. Department 

of Agriculture’s Food Safety and Inspection Service FSIS said August 5. The product 

subject to recall is: 12-lb packages containing 8 24-ounce bags of H-E-B fully cooked 

lean burgers with the H-E-B item code ―100538‖ and ―EST. 2568‖ inside the USDA 

mark of inspection. The products were produced June 7 and distributed to H-E-B stores 

in San Antonio, Texas. The problem was discovered through a consumer complaint 

brought to the attention of H-E-B, one of AdvancePierre Foods’ retail customers. The 

consumer noted metal fragments found on the outer surface of a ready-to-eat beef patty 

product. The problem may have occurred due to production equipment problems 

associated with a char-marker that caused a metal surface to overheat and shed small 

flakes on to the product.  

Source: http://www.yourhoustonnews.com/west_university/news/article_8cb298f7-

2a03-5006-a55a-cfe3a3480341.html 

34. August 5, Alhambra Source – (California) Plant-killing Oriental fruit flies found in 

Alhambra. The California Department of Food and Agriculture (CFDA) announced 

August 4 it is preparing to treat in Alhambra for the crop-destroying Oriental fruit fly 

after three were recently detected. The Oriental fruit fly targets more than 230 different 

fruits, vegetables, and plants. When the female lays eggs inside the fruit, they eggs 

hatch into maggots that tunnel through the flesh of the fruit, making it unfit for 

consumption, according to the CDFA. Twenty miles surrounding where the flies were 

detected, encompassing Alhambra and including San Gabriel, Monterey Park, and L.A. 

will be part of the treatment area. Eradication of the Oriental fruit fly primarily relies 

upon a process known as ―male attractant,‖ in which workers squirt a small patch of fly 

attractant mixed with a very small dose of pesticide approximately 8 to 10 feet off the 

ground to light poles, street trees, and similar surfaces. Male flies are attracted to the 

mixture and die after consuming it. An 89-square-mile area around Pasadena and San 

Marino was quarantined in 2010 due to Oriental fruit flies. 

http://www.peninsuladailynews.com/article/20110808/news/308089997/cases-from-tainted-raw-oysters-reported-but-none-on-north-olympic
http://www.peninsuladailynews.com/article/20110808/news/308089997/cases-from-tainted-raw-oysters-reported-but-none-on-north-olympic
http://www.yourhoustonnews.com/west_university/news/article_8cb298f7-2a03-5006-a55a-cfe3a3480341.html
http://www.yourhoustonnews.com/west_university/news/article_8cb298f7-2a03-5006-a55a-cfe3a3480341.html
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Source: http://www.alhambrasource.org/news/plant-killing-oriental-fruit-flies-found-

alhambra 

For more stories, see items 7 and 8  

 

[Return to top]  

Water Sector 

35. August 6, Chicago Tribune – (Illinois) Odd chemicals turn up in drinking 

water. Trace amounts of sex hormones, prescription drugs, flame retardants, and 

herbicides were recently detected in treated drinking water pumped to more than 7 

million people in Chicago and its suburbs. Testing, prompted by a 2008 Tribune 

investigation, revealed more than two dozen pharmaceutical drugs and other 

unregulated chemicals that pass through Chicago’s massive treatment plants. Little is 

known about potential health effects from drinking drug-contaminated water, but 

scientists and regulators are concerned about long-term exposure, even at very low 

levels. Like other cities, Chicago must notify the public if its drinking water contains 

regulated contaminants, including lead, pesticides, and harmful bacteria. There is no 

such requirement if pharmaceuticals and other unregulated substances are detected. 

Annual water quality reports mailed in July to Chicago and suburbs noted that the city 

is testing for substances that are not on the U.S. Environmental Protection Agency’s list 

of regulated contaminants. A list of results obtained by the Tribune is dated April 11 

but was not posted on the city’s Web site until after the newspaper asked for it the week 

of August 1. City officials started testing for the substances after the Tribune found 

trace amounts of pharmaceuticals, residue from personal care products, and unregulated 

industrial chemicals in local tap water. 

Source: http://articles.chicagotribune.com/2011-08-06/health/ct-met-drinking-water-

pharmaceuticals20110806_1_rebecca-klaper-drinking-water-prescription-drugs 

36. August 5, Watertown Daily Times – (New York) Pipe has sprung a leak at 

Watertown’s sewage treatment plant. City crews were working to stop a leak that 

developed August 2, causing raw sewage to seep from a 36-inch pipe at Watertown, 

New York’s sewage treatment plant, located behind the Alex T. Duffy Fairgrounds. 

The pipe was spewing raw sewage at 600 gallons per minute when discovered about 

11:30 a.m., said the plant supervisor. Since then, work crews have dug a 12-foot-deep, 

20-foot-long hole to find out the cause. They have determined where the leak is, but 

will ―take many days‖ to acquire the right equipment to fix the problem. A new section 

of pipe might have to be made and delivered. Until then, water will be diverted back 

into the plant. 

Source: http://www.watertowndailytimes.com/article/20110805/NEWS03/708059932 

37. August 5, Middletown Journal – (Ohio) Bomb squad investigates homemade device 

at water pumping station. Police were investigating how a homemade explosive 

device ended up at a water pumping station in Massie Township, Ohio, the week of 

August 1. The fire chief reported that employees doing scheduled maintenance at the 

http://www.alhambrasource.org/news/plant-killing-oriental-fruit-flies-found-alhambra
http://www.alhambrasource.org/news/plant-killing-oriental-fruit-flies-found-alhambra
http://articles.chicagotribune.com/2011-08-06/health/ct-met-drinking-water-pharmaceuticals20110806_1_rebecca-klaper-drinking-water-prescription-drugs
http://articles.chicagotribune.com/2011-08-06/health/ct-met-drinking-water-pharmaceuticals20110806_1_rebecca-klaper-drinking-water-prescription-drugs
http://www.watertowndailytimes.com/article/20110805/NEWS03/708059932
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water plant August 5 were cleaning the building’s gutters about 9 a.m., and tossed a 

plastic bottle onto the ground. After the employees saw the bottle, rangers from Caesar 

Creek State Park were called to investigate the suspicious item. The clear plastic bottle 

had a shotgun shell inverted in the bottle’s neck with a roofing nail attached with clear 

shipping tape. It was uncertain if there was any liquid inside the bottle. The bomb 

squad from Butler County Sheriff’s Office arrived and moved the homemade device 

away from the plant, officials said. The fire chief said the water intake pumps and the 

nearby water towers were shut off as a precaution until the device was removed by the 

bomb squad. The plant returned to operation at about 11:45 a.m. 

Source: http://www.middletownjournal.com/news/middletown-news/bomb-squad-

investigates-homemade-device-at-water-pumping-station--1223342.html 

For more stories, see items 7 and 10  

 

[Return to top]  

Public Health and Healthcare Sector 

38. August 6, Boston Globe – (Massachusetts) Hospital reports a possible data loss. A 

doctor who works at Brigham and Women’s and Faulkner hospitals in Boston, 

Massachusetts, lost an external hard drive while traveling to Mexico June 21 that may 

have contained medical information for 638 patients, the hospitals said August 5. 

Information related to inpatient hospital stays from July 10, 2009, to January 28, 2011, 

may have been on the device, including patient names, medical record numbers, dates 

of admission, medications, and information about diagnosis and treatment. The device 

did not contain Social Security numbers, insurance numbers, or other financial account 

information. Hospital officials said the physician had previously taken steps to delete 

patient information from the device, so the chances of information remaining on it are 

low. The Brigham has sent letters to those patients describing the problem. . 

Source: http://articles.boston.com/2011-08-06/business/29859346_1_patients-sensitive-

data-hard-drive 

[Return to top]  

Government Facilities Sector 

39. August 6, Austin American Statesman – (Texas) Camp Swift fire burns 950 acres, but 

spread is slowing. Firefighters August 6 continued to battle a fire in Bastrop County, 

Texas that had scorched almost 1,000 acres. The fire started August 5 at the center of 

Camp Swift, a 12,000-acre Texas Army National Guard facility. By August 6, it was 90 

percent contained. The National Guard is investigating the fire, but said it is focused on 

helping crews suppress the fire. A preliminary report suggested the fire might have 

been caused inadvertently by service members cleaning up a training site, according to 

a National Guard news release. About 10 state and local agencies, including the Texas 

Forest Service and the Texas Division of Emergency Management, have responded to 

the fire. The National Guard spokeswoman said about 100 firefighters were on hand, 

http://www.middletownjournal.com/news/middletown-news/bomb-squad-investigates-homemade-device-at-water-pumping-station--1223342.html
http://www.middletownjournal.com/news/middletown-news/bomb-squad-investigates-homemade-device-at-water-pumping-station--1223342.html
http://articles.boston.com/2011-08-06/business/29859346_1_patients-sensitive-data-hard-drive
http://articles.boston.com/2011-08-06/business/29859346_1_patients-sensitive-data-hard-drive
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and crews were using 12 bulldozers to cut containment lines while helicopters doused 

the flames from above. 

Source: http://www.statesman.com/news/local/camp-swift-fire-burns-950-acres-but-

spread-1704745.html 

40. August 5, Riverdale Press – (New York) PS 51 forced to move after harmful 

chemical found in building. Unacceptable levels of the dangerous chemical 

trichloroethylene (TCE) have been found inside the Bronx New School in New York, 

PS 51, and the school will be forced to move to a new location before it opens next 

month, the Department of Education confirmed August 5. Trichloroethylene is an 

industrial solvent that can enter air or water. Exposure can result in dizziness, 

headaches, confusion, euphoria, facial numbness, weakness, developmental issues, and 

cancer, according to the U.S. Environmental Protection Agency. PS 51, located at 3200 

Jerome Avenue, is currently housed in a leased space. As part of the lease renewal 

process, officials recently inspected the building, where they found TCE levels that 

exceed state guidelines. According to a letter sent out to PS 51 parents and staff and 

obtained by The Press, ―there are no immediate medical concerns for students and 

staff.‖ PS 51 officials will hold a meeting in the current weeks to address concerns, 

according to the letter. 

Source: http://www.riverdalepress.com/stories/PS-51-forced-to-move-after-harmful-

chemical-found-in-building,49013 

For another story, see item 15  

 

[Return to top]  

Emergency Services Sector 

41. August 6, Associated Press – (International) Anonymous claims law enforcement 

Web site hack. The group known as Anonymous said August 6 it has hacked into 

some 70 law enforcement Web sites across the southern and central United States in 

retaliation for arrests of its sympathizers in the U.S. and Britain. The hacking group 

also claimed to have stolen 10 gigabytes of data, including emails, credit card details, 

and other information from local law enforcement bodies. Anonymous’ claims could 

not all be immediately verified, but a review of the sites it claims to have targeted — 

mainly sheriffs’ offices in places such as Arkansas, Kansas, Louisiana, Missouri, and 

Mississippi — showed that most were unavailable or had been wiped clean of content. 

Many calls to various sheriffs’ offices across the country went unanswered or were not 

returned August 6, but at least two confirmed the cyber attack. In Arkansas, the St. 

Francis County sheriff said his department and several others were targeted. In 

Louisiana, Cameron Parish sheriff’s deputy said he did not think his force’s Web site 

had any sensitive information on it. 

Source: http://www.npr.org/2011/08/06/139049130/anonymous-claims-law-

enforcement-website-hack 
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42. August 5, CNN – (National) FBI’s first app helps parents report missing 

children. The U.S. Federal Bureau of Investigation (FBI) has designed a smartphone 

application for concerned parents. Child ID, the first mobile app made by the FBI, 

provides parents with a place to keep information about their children handy in case of 

an emergency. Parents can create separate entries for each kid, complete with photos, 

height, weight, and other descriptive details. Then if a child disappears at the shopping 

mall, for example, a parent can quickly reference the info from her phone when filing a 

report to police. The app also has buttons for calling 911 or the national missing 

children hotline, as well as for transmitting the data about a lost child over the Internet. 

The FBI listed an ―important note‖ stating: ―the FBI (and iTunes for that matter) is not 

collecting or storing any photos or information that you enter in the app.‖ The data is 

kept in the device’s memory and only transmitted when using the app for sending a 

report, the FBI said. Child ID debuted August 5 as a free download for Apple iPhone 

and iPod Touch owners. The FBI plans to release versions of the program for other 

phones later, the government agency said in a statement. 

Source: http://www.cnn.com/2011/TECH/mobile/08/05/fbi.app/index.html?hpt=ju_c2 

[Return to top]  

Information Technology Sector 

43. August 8, Softpedia – (International) Fake firefox update emails carry 

malware. Security researchers from Sophos warned of fake emails purporting to be 

Firefox update notifications and directing recipients to a password-stealing trojan. The 

emails bear a subject of ―New version released‖ and have their header spoofed to 

appear as if they were sent from a @firefox.com email address. The contained message 

is copied from the legit Firefox Update page and reads: ―A Firefox software update is a 

quick download of small amounts of new code to your existing Firefox browser. These 

small patches can contain security fixes or other little changes to the browser to ensure 

that you are using the best version of Firefox available. The email ends with a 

recommendation reading ―For security reasons please update your firefox version now 

[LINK],‖ however, it is clear that the link does not lead to a location on mozilla.com. 

The URL points to a file hosted on btopenworld dot come, the Web hosting service 

offered by BT to its broadband customers. The executable is actually an installer for 

Mozilla Firefox 5.0.1 with a password stealer attached. Bundling the trojan with a legit 

Firefox installer instead of serving it directly is an attempt to divert the victim’s 

attention from what is happening in the background. Users are always advised to 

download programs directly from the vendor Web sites or trusted download portals. 

Source: http://news.softpedia.com/news/Fake-Firefox-Update-Emails-Carry-Malware-

215720.shtml 

44. August 8, H Security – (International) Major security hole in SAP’s NetWeaver. A 

Russian security expert of ERPScan has presented a security hole in SAP’s J2EE 

engine, NetWeaver, which allows an attacker to create new administrator accounts 

remotely. He first searched, using Google, for a particular string that was typically an 

indicator of the Management Portal for SAP systems. Then, using the URL from the 

http://www.cnn.com/2011/TECH/mobile/08/05/fbi.app/index.html?hpt=ju_c2
http://news.softpedia.com/news/Fake-Firefox-Update-Emails-Carry-Malware-215720.shtml
http://news.softpedia.com/news/Fake-Firefox-Update-Emails-Carry-Malware-215720.shtml
mailto:@firefox.com
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search, he used a Perl script which executed the actual attack in two stages. First, the 

script would create a new user. Then it would promote the new user to administrator. 

Using the freshly created user, it was then possible to log into the vulnerable system. 

According to the expert, the attack works even if the system’s two factor authentication 

(password+secret key) is enabled. The script will be released by the researcher three 

months after the publication of an update by SAP, giving enough time for SAP’s 

customers to patch their systems. According to his calculations, around 50 percent of 

all SAP installations are affected by the bug in the J2EE Engine; NetWeaver is the 

foundation upon which many of SAP’s products are built. The researcher would give 

no other details while SAP has not eliminated the vulnerability with a software update. 

Source: http://www.h-online.com/security/news/item/Major-security-hole-in-SAP-s-

NetWeaver-1319808.html 

For more stories, see items 19 and 20  

 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 

visit their Web site: http://www.us-cert.gov 

 

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 

Analysis Center) Web site: https://www.it-isac.org  

 

[Return to top]  

Communications Sector 

45. August 8, Associated Press – (National) 45,000 Verizon landline workers 

strike. Stalled contract negotiations led thousands of workers in Verizon 

Communication Inc.’s wireline division to go on strike August 8, potentially affecting 

landline operations as well as installation of services like FiOS, its fiber-optic television 

and Internet lines. The contract for the 45,000 employees from Massachusetts to the 

District of Columbia expired at midnight August 7 with the company and the workers 

unable to come to terms on issues including health care costs and pensions. Verizon 

offers landline service in Connecticut, California, Delaware, the District of Columbia, 

Florida, Maryland, Massachusetts, New Jersey, New York, Pennsylvania, Rhode 

Island, Texas, and Virginia. The dispute does not affect the company’s wireless 

division. The affected workers are responsible for maintaining and repairing traditional 

landlines, as well as installing FiOS, a union spokesman said. He said the strike could 

impact customers looking for installations or repairs to their service, but a Verizon 

spokesperson said the company had taken steps like training managers and retirees. 

Source: http://news.yahoo.com/45-000-verizon-landline-workers-strike-

220340248.html 

46. August 8, The Register – (International) Lightning strikes cloud: Amazon, MS 

downed. Microsoft has been left reeling after another BPOS crash, and Amazon’s EC2 

Web services were also downed by lightning August 7 in Europe. A bolt struck a 

http://www.h-online.com/security/news/item/Major-security-hole-in-SAP-s-NetWeaver-1319808.html
http://www.h-online.com/security/news/item/Major-security-hole-in-SAP-s-NetWeaver-1319808.html
mailto:sos@us-cert.gov
http://www.us-cert.gov/
https://www.it-isac.org/
http://news.yahoo.com/45-000-verizon-landline-workers-strike-220340248.html
http://news.yahoo.com/45-000-verizon-landline-workers-strike-220340248.html
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transformer at a power utility provider in Dublin, Ireland, causing an explosion that 

took down the back-systems last night for the region. Amazon admitted to having 

issues at 7 p.m. August 7 and told users via its service health dashboard that under such 

circumstances, a power cut would usually be ―seamlessly picked up by backup 

generators.‖ ―The transient electric deviation caused by the explosion was large enough 

that it propagated to a portion of the phase control system that synchronizes the backup 

generator plant, disabling some of them,‖ it stated. Power sources needed to be ―phase 

synchronized‖ before being brought online to load, which needed to be done manually, 

causing delays to the resumption of services in Amazon’s Elastic Cloud Compute and 

Relational Database Service. ―Due to the scale of the power disruption, a large number 

of EBS servers lost power and require manual operations before volumes can be 

restored. Restoring these volumes requires that we make an extra copy of all data, 

which has consumed most spare capacity and slowed our recovery process,‖ said 

Amazon. Amazon added that it was installing extra capacity onsite and from other data 

centers, but added: ―While many volumes will be restored over the next several hours, 

we anticipate that it will take 24-48 hours until the process is completed.‖ 

Source: http://www.theregister.co.uk/2011/08/08/bpos_amazon_power_outages/ 

[Return to top]  

Commercial Facilities Sector 

47. August 8, Kansas City Star – (Kansas) Overnight fire damages Overland Park 

apartment building. An apartment building in Overland Park, Kansas, suffered heavy 

damage in a fire early August 8. Overland Park Fire Department crews arrived at the 

Evergreen Apartments shortly after 12:30 a.m. A fire department spokesman said that 

when crews arrived they could see fire showing from the roof of the two-story 

apartments, and residents told firefighters there might be people trapped inside. 

Firefighters started to search, but a roof collapse forced them out of the building before 

the search could be finished. Crews got the fire under control about 3:15 a.m. At least 

six apartment units were damaged, the spokesman said, but the fire was contained 

between two firewalls so most of the building was saved. Kansas City Power & Light 

had to shut off power to about 1,500 customers in the area, but the power was expected 

to be back on around 6 a.m. 

Source: http://www.kansascity.com/2011/08/08/3063483/overnight-fire-damages-

overland.html 

48. August 8, Associated Press – (International) Police arrest over 160 in weekend 

London riots. Police arrested 160 people after a weekend of riots and looting, as 

scattered copycat violence spread from a disadvantaged north London neighborhood to 

other parts of the city, authorities said August 8. Groups of young people looted shops, 

attacked police officers, and set fire to vehicles in violence that has raised questions 

about security ahead of the showcase 2012 Olympics and revealed pent-up anger 

against the city’s police. Around 35 police officers were injured, including three who 

were hit by a car while trying to make arrests in east London. The violence erupted in 

the north London suburb of Tottenham on late August 6 amid community anger over a 

http://www.theregister.co.uk/2011/08/08/bpos_amazon_power_outages/
http://www.kansascity.com/2011/08/08/3063483/overnight-fire-damages-overland.html
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fatal police shooting of a 29-year-old father of four. Police said ―copycat criminal‖ 

violence spread to other parts of London on late August 7 and early August 8, including 

the main shopping and tourist district at Oxford Circus. Some protesters filled bottles 

with gasoline to throw at police lines, others confronted officers with makeshift 

weapons — including baseball bats and bars — and attempted to storm Tottenham’s 

police station. Tottenham was relatively peaceful late August 7, but the violence spread 

to Walthamstow Central in east London, where around 30 youths vandalized and looted 

some shops, police said. Other groups set fire to shops in Brixton in south London, and 

another 50 people gathered in Oxford Circus, where they damaged property. 

Source: http://abclocal.go.com/ktrk/story?section=news/national_world&id=8294653 

49. August 7, Associated Press – (International) Rome mayor: Colosseum device a false 

alarm. A suspicious device that forced the evacuation August 7 of the Colosseum in 

Rome, Italy turned out to be a false alarm, Rome’s mayor said. The Colosseum was 

evacuated about an hour before the site was scheduled to close after tourists saw a 

suspicious device inside. ―It’s a false alarm, a joke in bad taste,‖ Rome’s mayor told 

Sky News 24. ―It seemed like it could be a bomb, but in reality it could not explode.‖ 

He said the Colosseum would open as usual August 8. A Carabinieri bomb squad 

detonated the device, which turned out to be a tin can half filled with paint thinner, with 

two electrical wires running from a 9-volt battery, the news agency ANSA said. 

Source: http://www.cbsnews.com/stories/2011/08/07/501364/main20089240.shtml 

50. August 7, KOB 4 Albuquerque – (New Mexico) Pipe bomb found in dumpster of 

church. A bomb was found near a church located in northeast Albuquerque, New 

Mexico causing authorities to evacuate the area August 7. The Albuquerque Police 

Department (APD) reported a pipe bomb was found near Desert Springs Church and 

evacuated the premises some time before 11:00 a.m. Officials said a church member 

was throwing trash away when they saw the bomb inside a dumpster and reported it to 

APD. Investigators said the pipe bomb was destroyed by the bomb squad. 

Source: http://www.kob.com/article/stories/S2231245.shtml?cat=504 

51. August 6, Toms River Patch – (New Jersey) Propane leak at business park forces 50 

to evacuate. Firefighters spent seven hours hosing down 1,000 gallons of propane at 

the Ocean County Business Park in Toms River, New Jersey the evening August 5, 

after a track loader from a tree service struck and severely damaged one of the 

complex’s four underground propane tanks, fire officials said. More than 50 people 

were evacuated from the facility but there were no injuries in the incident, which 

happened just before 4:30 p.m. along a small access road at the back of the complex, 

officials said. The assistant chief of the Pleasant Plains Fire Company, the on-site 

commander, said the loader struck two of the four tanks and a chain link fence and was 

sitting on one when the fire company arrived. There was a significant leak from the 

most seriously damaged tank, he said, and propane had spread several hundred feet 

from the tank. Personnel from the propane gas company tried unsuccessfully to shut off 

the leak, but because the loader had damaged the tank’s fill and relief valve, and 

because the loader was sitting on the tank, they could not. So the gas had to be allowed 

to slowly leak from the tank. At about 10:40 p.m. enough propane had leaked from the 

http://abclocal.go.com/ktrk/story?section=news/national_world&id=8294653
http://www.cbsnews.com/stories/2011/08/07/501364/main20089240.shtml
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damaged tank that the gas company was able to seal it, and the scene was declared safe 

by 11 p.m. Also assisting were the Toms River Police Department and Toms River 

Police EMS. 

Source: http://tomsriver.patch.com/articles/propane-leak-at-business-park-forces-50-to-

evacuate 

52. August 5, New York Daily News – (New York) Soho fire in apartment building 

leaves six families homeless and injures 10 firefighters. Flames ripped through a 

Soho, New York apartment building early August 5, leaving six families homeless and 

injuring 10 firefighters. The fire broke out in the basement of a six-story building and 

quickly spread upward - possibly traveling through an electrical duct, firefighters told 

displaced residents. The FDNY called in a three-alarm response to fight the fire. It took 

some 140 firefighters more than two hours to bring the fire under control. None of the 

injured firefighters were seriously hurt. Paramedics took one resident to a local hospital 

for a precautionary examination, officials said. FDNY officials said the cause of the fire 

is under investigation. After the fire was extinguished, parts of the building’s roof could 

be seen hanging down near the blown-out windows on the sixth floor. Several tenants 

said the building’s smoke-alarm system was faulty. 

Source: http://www.nydailynews.com/ny_local/2011/08/05/2011-08-

05_soho_fire_in_apartment_building_leaves_six_families_homeless_and_injures_10_f

ire.html 

For another story, see item 10  

 

[Return to top]  

National Monuments and Icons Sector 

53. August 6, U.S. Forest Service – (Arizona) New Kaibab National Forest fire 

update. Hot and dry conditions returned to northern Arizona August 5 and as a result, 

fire activity increased on two of three fires on the Kaibab National Forest. The 

lightning-caused wildfires, Parallel, Beale, and Woodbridge are being managed to 

improve forested conditions on the Tusayan and Williams Ranger Districts. The 

Parallel Fire has grown to approximately 2,200 acres nine miles southeast of Tusayan. 

Three engines are assigned to the fire. It is being managed within a 4,300-acre area. 

The Beale Fire has grown to 1,855 acres, 16 miles northeast of Williams near Kendrick 

Mountain. On August 6, it continued to creep south and east of the Beale Knolls. One 

engine is assigned to monitor the fire’s progression within an 8,000-acre management 

area. The Woodbridge Fire, 18 miles east of Tusayan remained at 900 acres, with no 

new growth reported August 5. As the fires continue their progression across the 

landscape, activity will increase or decrease depending on the weather, terrain, and 

fuels where the fires are located. 

Source: http://gardennews.biz/?id=7213 

54. August 5, Los Angeles Times – (California) Fireworks start brush fire near Lake 

Arrowhead. Fire officials said illegal fireworks caused a brush fire August 5 north of 
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Lake Arrowhead in California. The fire was first reported at Arrowhead Lake Road and 

State Highway 173. It burned 44 acres before being extinguished the same day. 

―Firefighters from the U.S. Forest Service, Bureau of Land Management, CalFire, and 

San Bernardino County Fire Department responded to the incident and battled the 

blaze, containing the fire just after 5 p.m. During the height of the firefight, over 100 

firefighters were supported by two air tankers, three helicopters and one air attack 

plane,‖ the U.S. Forest Service said in a statement. ―Fire investigators hiked down the 

steep slope to determine that illegal fireworks started the fire.‖ Authorities said they are 

looking for suspects. 

Source: http://latimesblogs.latimes.com/lanow/2011/08/fireworks-start-brush-fire-near-

lake-arrowhead.html 

For another story, see item 7  
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Dams Sector 

55. August 8, Xinhua – (International) Dike breach under control in NE China 

city. Twenty-meter-high waves, spawned by tropical storm Muifa off the coast of north 

Liaoning Province, broke a dike in the Jinshan Industrial Zone in the city of Dalian, 

China, the morning of August 8, threatening to hit the Fujia chemical plant just 50 

meters behind the dike. A spokesman with the emergency response headquarters 

reported as of 3 p.m. two breaches, which measured at least 20 to 30 meters long each, 

were temporarily blocked, but workers fear that the strong waves might wash away the 

loosely piled rocks and breach the dike again. Authorities did not specify what 

chemicals could leak from the plant. The Fujia chemical plant is a producer of 

paraxylene, a petrochemical used to create raw materials for the production of polyester 

film and fabrics. The chemical is carcinogenic. More than 490,000 people were 

evacuated in Liaoning Province and the eastern province of Shandong the afternoon of 

August 8 and the plant transported the toxic chemicals out of the tanks near the dike, 

said the spokesman. 

Source: http://news.xinhuanet.com/english2010/china/2011-08/08/c_131036410.htm 

56. August 7, Sioux City Journal – (Iowa; South Dakota) Record drainage reported in 

Missouri basin. The Missouri River basin is on pace to discharge a record amount of 

water after experiencing three months with the first, third, and fifth-highest amount of 

runoff ever recorded, the Army Corps of Engineers announced. The chief of the corps’ 

Missouri River Basin Water Management division, said the week of August 1 that a 

total of 10 million acre feet of water drained through the basin north of Sioux City in 

July. This includes all runoff into the Missouri River’s reservoir system above Gavins 

Point Dam near Yankton, South Dakota, and inflow from the James, Vermillion, and 

Big Sioux rivers between the dam and Sioux City, Iowa. The high runoff in July 

followed a record-breaking 13.8 million acre feet in June, the most ever recorded in one 

month, and 10.5 million acre feet of runoff in May. The system is on pace to drain 61.8 

million acre feet of water by the end of the year, which the corps says is 249 percent 

http://latimesblogs.latimes.com/lanow/2011/08/fireworks-start-brush-fire-near-lake-arrowhead.html
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more water than normal and will easily break a record set in 1997. 

Source: http://www.siouxcityjournal.com/news/local/state-and-

regional/article_c3a52d25-ef49-5de2-99ed-a3f370c970d1.html 

57. August 7, Glen Falls Post-Star – (New York) Spring floods raise DEC concern over 

dam failure preparedness. The New York Department of Environmental 

Conservation (DEC) is increasing its push to monitor at-risk dams and prepare for 

potential failures. DEC began requiring the public and private owners of high-risk dams 

to have a plan ready for a structural failure in 2010. The new rule now requires the 

submission of a plan by August 19 in case of failure for the 728 dams statewide in the 

moderate risk classification as defined by DEC engineers. After numerous floods raised 

alarms of potential dam failures throughout the region this spring - including 

Conklingville Dam in Saratoga County and Abanakee Lake in Hamilton County - the 

rule change is hitting close to home with local officials. Locally, officials said the 

response from private dam owners has not been as enthusiastic. Few landowners 

reached out to the local emergency services offices regarding the new plans. In Warren 

County alone, six dams are considered high hazard. More than three times that number 

fall into the moderate hazard, or class B, category. High-hazard dams are defined as 

those that are likely to result in a loss of life when breached. Moderate hazard dams 

would substantially damage infrastructure and private property. More than half of the 

local class B dams are privately owned. 

Source: http://poststar.com/news/local/spring-floods-raise-dec-concern-over-dam-

failure-preparedness/article_92cc5178-c089-11e0-8cb0-001cc4c002e0.html 

58. August 5, Sacramento Bee – (California) River flows below Nimbus Dam to decrease 

for work on fish weir. Flows in the American River below Nimbus Dam will be 

decreased August 9 and 10 for maintenance and installation of a fish weir structure at 

the Nimbus Fish Hatchery in Rancho Cordova, California. The federal Bureau of 

Reclamation announced that flows will be temporarily decreased from 3,500 cubic feet 

per second (cfs) to as low as 1,000 cfs to perform maintenance and prepare the hatchery 

weir foundation for installation of the weir’s super structure. 

Source: http://www.sacbee.com/2011/08/05/3820160/river-flows-below-nimbus-dam-

to.html 
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Coordinating Center at nicc@dhs.gov or (202) 282-9201.  

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 

their Web page at www.us-cert.gov. 

Department of Homeland Security Disclaimer 
The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 

personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 

restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 

material.  
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