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Top Stories 

• The drought drying up Texas and the Plains, causing about $8 billion in losses to 
agriculture this year, could persist into 2012, Associated Press reports. (See item 26) 

• A cybersecurity researcher at a conference showed how to take control of Siemens S7 
computers that control industrial control systems, according to IDG News Service. (See 
item 44) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: LOW, Cyber: LOW 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. August 5, Athens News-Courier – (Alabama) Power out to 25,000; remaining 7,000 
should have power today. Athens Utilities (AU) customers in Alabama were still 
without power August 4 following a violent wave of thunderstorms, lightning, and 
straight-line winds. A storm front containing lightning and 60-mile-per winds struck 
North Alabama before midnight August 3 and into August 4, knocking trees and limbs 
onto power lines, blowing fuses and transformers across Limestone County. The storm 
initially left more than 25,000 AU customers at 120 different locations without power. 
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Crews managed to whittle the powerless down to a few thousand by late August 4. The 
lightning prevented crews from making repairs until the storm front exited, which 
occurred about 8 a.m. in places. AU had just replaced 500 power poles, miles of power 
lines, and numerous transformers destroyed by the April 27 tornado outbreak. 
Source: http://enewscourier.com/archive/x1533019409/Power-out-to-25-000-
remaining-7-000-should-have-power-today 

2. August 4, Associated Press – (Pennsylvania) Pa. pipeline project remains shut down 
after spill. Work on a natural gas pipeline project remained shut down after drilling 
mud spilled twice into a northeastern Pennsylvania stream. The Pennsylvania 
Department of Environmental Protection (DEP) said it has not detected any impacts on 
aquatic life from the spill into Laurel Lake Creek in Susquehanna County. A DEP 
spokesman said August 4 1,400 gallons of drilling fluid were released with all but 35 
gallons recovered. Laser Northeast Gathering Co. LLC said the drilling fluid contained 
95 percent water and 5 percent bentonite, a non-toxic clay. The company is laying a 33-
mile pipeline to transport natural gas from northern Susquehanna County to the 
Millennium interstate pipeline. 
Source: http://www.whptv.com/news/state/story/Pa-pipeline-project-remains-shut-
down-after-spill/3J1xXGjbXE22h8kP43Cavw.cspx 

3. August 4, Charleston State Journal – (International) OSHA cites Jay-Bee Oil & Gas 
for repeat workplace safety violations. The U.S. Department of Labor’s Occupational 
Safety and Health Administration (OSHA) has cited Cairo, West-Virginia-based Jay-
Bee Oil & Gas Inc. for 10 repeat, three serious, and four other-than-serious workplace 
safety violations, following a February 4 inspection at a gas well drilling site in Salem, 
West Virginia. Proposed penalties total $73,150. The OSHA initiated the inspection of 
the gas and oil well drilling company as a result of a Congressional referral. Jay-Bee's 
corporate offices are located in Union, New Jersey. The repeat violations, which carry 
penalties of $61,600, involve tripping hazards; lack of guardrails or barricades around 
pits; lack of guarding on open-sided floors and platforms; lack of stair railings on the 
open sides of stairways; failing to provide first-aid training to employees; failing to 
provide eye wash stations for employees handling corrosive materials; not properly 
mounted portable fire extinguishers; failing to provide portable fire extinguisher 
training to employees; not properly training powered industrial truck operators; and not 
properly training employees handling and exposed to hazardous materials. The 
company was cited for the same violations in 2010 at the Salem site. The serious 
violations, with penalties of $10,780, include fall hazards, not properly labeling 
containers of hazardous materials, material safety data sheets not readily accessible, 
and the employer’s failure to provide and ensure the use of flame-retardant clothing. 
Source: http://www.statejournal.com/story.cfm?func=viewstory&storyid=104709 

4. August 4, U.S. Department of Labor – (Texas) US Department of Labor's OSHA 
cites Midland, Texas, drilling company following worker's death at Garden City, 
Texas-area work site. The U.S. Department of Labor's Occupational Safety and 
Health Administration (OSHA) has cited Midland, Texas-based Trinidad Drilling LP 
for three serious and two repeat violations following the fatal electrocution of a worker 
at the company's job site near Garden City, Texas. The OSHA's El Paso Area Office 

http://enewscourier.com/archive/x1533019409/Power-out-to-25-000-remaining-7-000-should-have-power-today�
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initiated its inspection February 8 after receiving notification an employee was 
electrocuted while pumping water from the well cellar underneath an oil rig's 
substructure. The serious violations involve failing to ensure that listed or labeled 
equipment was used in accordance with the manufacturer's instructions; failing to 
ground an electric water pump; and failing to ensure the electrical ground wiring inside 
an electrical starter box was properly secured. The OSHA cited the company for similar 
violations in March and September 2008 as well as March 2009. 
Source: 
http://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEAS
ES&p_id=20430 

5. August 3, Forbes – (Pennsylvania; New York) Fracking radiation targeted by DOE, 
GE. The U.S. Department of Energy and General Electric will spend $2 million over 
the next 2 years to remove naturally occurring radioactive materials from the fracking 
fluids produced by the shale-gas industry. The New York State Department of Health 
has identified Radium-226 as a radionuclide of particular concern in the Marcellus 
Shale formation deep beneath the Appalachian Mountains. In hydraulic fracturing 
operations, drillers force water and a mixture of chemicals into wells to shatter the 
shale, and free natural gas. The brine that returns to the surface has been found to 
contain up to 16,000 picoCuries per liter (pCi/L) of radium-226. The discharge limit in 
effluent for Radium 226 is 60 pCi/L, and the U.S. Environmental Protection Agency's 
drinking water standard is 5 pCi/L. Uranium and Radon-222 have also been found in 
water returning to the surface from deep shale wells. In Pennsylvania, produced water 
has been discharged into streams and rivers from the state’s 71,000 wells after 
conventional wastewater treatment, but without radiation testing, according to the 
Pittsburgh Post-Gazette and The New York Times, which drew attention to the 
radioactive contamination earlier this year after studying internal department of 
environmental protection documents. The process will produce concentrated 
radioactive waste that will be disposed of through conventional means, which usually 
means storage in sealed containers for deep geological disposal. 
Source: http://blogs.forbes.com/jeffmcmahon/2011/08/03/fracking-radiation-targeted-
by-doe-ge/ 

For more stories, see items 26, 44, and 57  
 
[Return to top]  

Chemical Industry Sector 

6. August 5, Associated Press – (Arizona) Panel to review pesticide use in Arizona. A 
new task force made up of operators of agricultural businesses, pest control firms and 
others has been launched to review Arizona laws governing pesticide use. The panel 
was launched after legislation during this year's session of the Arizona legislature had 
called for the review. The task force faces a December 2012 deadline to finish 
reviewing current laws and recommend any changes that may be needed. 
Source: http://www.kpho.com/story/15215836/panel-to-review-pesticide-use-in-arizona 
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7. August 5, WLKY 32 Louisville – (Kentucky) Vapor release reported in 
Rubbertown. Emergency crews were called to a level one hazmat situation at 
American Synthetic Rubber on Campground Road in Louisville, Kentucky August 5. 
The Lake Dreamland Fire Department was called to a report of a toluene vapor release 
just after 5 a.m. According to the Rubbertown Community Action Line (RCALL), the 
leak was stopped, and there was no risk to the community or the environment. Level 
one is the lowest on the hazardous materials notification scale. Officials said a tank 
overpressurized and released toluene vapors in the air for 105 seconds. The plant's 
safety mechanism was activated and employees used a fire hose to vent the chemical. 
Lake Dreamland was notified, and left the scene around 6:45 a.m. Toluene can cause 
nausea, headaches, and fatigue. Last month, crews were called to American Synthetic 
Rubber for a toluene leak. Officials said no sirens were activated, but two RCALL 
messages went out. RCALL was created many years ago specifically to provide 
information to Rubbertown residents about emergencies and hazards related to 
chemical plants in the area. 
Source: 
http://www.wlky.com/news/28774572/detail.html?treets=lou&tml=lou_7am&ts=T&tm
i=lou_7am_1_06000108052011 

8. August 5, Detroit News – (National) DuPont pulls damaging herbicide. Chemical 
manufacturer DuPont pulled a herbicide off the market after finding it damages trees. 
The company recently admitted Imprelis, a chemical agent designed to kill weeds such 
as dandelions, clover, plantains, wild violet and ground ivy, was harming a variety of 
tree species such as Norway spruces, and white pines. The decision follows several 
class-action lawsuits. "We have received letters from the Environmental Protection 
Agency and are consulting with them to determine the appropriate path forward 
including the most effective way to implement our recommendation of a voluntary 
suspension of sale of DuPont Imprelis herbicide and a product return and refund 
program," the company said in a statement released August 4. The announcement came 
on the same day a class action lawsuit was filed against DuPont for Imprelis-linked 
damage to trees in the Midwest. According to statements released by Miami-based law 
firm Grossman Roth, the company failed to warn clients Imprelis could harm trees, and 
to provide adequate instruction on the product's use. Thousands of trees have died from 
the Midwest to the Atlantic coast resulting in "hundreds of millions" in damages, the 
firm said. 
Source: http://www.detnews.com/article/20110805/METRO/108050373/1409/DuPont-
pulls-damaging-herbicide 

9. August 4, Hanover Evening Sun – (Pennsylvania) Police: 3 to 5 tons of magnesium 
oxide spilled. Several tons of magnesium oxide spilled at a business in Adams County, 
Pennsylvania the week of August 1 after someone tampered with a railroad car, police 
said. Between 3:15 p.m. August 3 and 3:30 a.m. August 4, police said criminal 
mischief was reported at Premier Magnesia LLC, 1305 Center Mills Road in Menallen 
Township. The vandal(s) arrived at the business and pulled on a lever, which released a 
parking brake for one of the railroad cars. This caused the car, which was filled with 
magnesium oxide, to break away and travel a short distance down the railroad tracks. 
The railroad car then derailed, and about 3 to 5 tons of magnesium oxide spilled, police 

http://www.wlky.com/news/28774572/detail.html?treets=lou&tml=lou_7am&ts=T&tmi=lou_7am_1_06000108052011�
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said. Anyone with information regarding this incident is asked to contact state police. 
Source: http://www.eveningsun.com/localnews/ci_18619261 

10. August 4, Associated Press – (Minnesota) Ethanol-carrying cars derail in southern 
Minn.; 300 evacuated. A spokesman for Canadian Pacific said crews drained ethanol 
from three train cars that derailed August 3 in the southern Minnesota town of Eagle 
Lake, and forced about 300 residents from their homes. A railroad spokesman said 
none of the highly flammable material leaked from the train cars. He said the ethanol in 
the derailed cars was being pumped into tanker trucks. Eagle Lake's mayor called the 
evacuations a precaution, noting he expected residents to return to their homes the night 
of August 4. Eagle Lake is near Mankato in Blue Earth County. The railroad 
spokesman said it is not immediately clear what caused the derailment. He said 
Canadian Pacific will conduct its own investigation in tandem with a standard federal 
investigation. 
Source: http://www.startribune.com/local/126811513.html 

For more stories, see items 5, 19, 23, 29, 30, and 44  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

11. August 5, Environment News Service – (International) UK to close Sellafield mixed 
plutonium-uranium fuel plant. England's Nuclear Decommissioning Authority said 
August 3 it will close the Sellafield Mixed Oxide (MOX) Plant bordering the Irish Sea 
on the west coast. The plant was built to to reprocess the civilian plutonium at 
Sellafield, the biggest stockpile in the world, by mixing it with uranium to make MOX 
fuel for nuclear power plants. Japan was Sellafield's biggest customer, but MOX orders 
from Japanese utilities have stopped after the crisis at the Fukushima Daiichi nuclear 
plant, damaged by a massive earthquake and tsunami March 11. Since September 2010, 
one of the six reactors at Fukushima Daiichi had been fueled by 6 percent MOX fuel, 
rather than low enriched uranium used in the other reactors. However, the British 
government is considering building a second MOX fuel plant at Sellafield to convert 
the plutonium at the facility into fuel to be burned in a new generation of British 
nuclear reactors. 
Source: http://www.ens-newswire.com/ens/aug2011/2011-08-05-01.html 

12. August 4, Huntsville Times – (Alabama) Browns Ferry Nuclear Plant gears down to 
50 percent power for enviromental concerns. Little rainfall in recent days and hot 
weather, which included a high temperature of 101 degrees August 3 in Huntsville, 
Alabama, caused problems for Browns Ferry Nuclear Plant. The Limestone County 
plant the week of August 1 reduced its power generation to 50 percent in all three 
reactors to remain in compliance with environmental mandates regarding temperature 
of the Tennessee River, a Tennessee Valley Authority spokesman said. The permit 
from the Alabama Department of Environmental Management prohibits the Tennessee 
River's temperature downstream from Browns Ferry from being higher than upstream 
when the water temperature is at or above 90 degrees because of the threat to fish and 

http://www.eveningsun.com/localnews/ci_18619261�
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wildlife. The spokesman said cutting all three units to 50 percent should keep the plant 
in environmental compliance, but cooler temperatures would help. 
Source: http://blog.al.com/breaking/2011/08/browns_ferry_nuclear_plant_gea.html 

For another story, see item 44  
 
[Return to top]  

Critical Manufacturing Sector 

13. August 4, San Bernardino Sun – (California) Apple Valley men arrested for stealing 
steel tools. Sheriff's deputies arrested two men August 2 they said stole tools from a 
California steel mill valued at about $250,000. Deputies from the San Bernardino 
County Sheriff's Department received a call from North West Pipe Co. in Adelanto. 
The business reported someone cut a hole in their fence overnight and stole the tools 
used to make pipe. Deputies learned that two men, both of Apple Valley, allegedly took 
the stolen tools to a recycling center in Hesperia and received $720 for them. The tools 
were recovered from a recycling yard in Fontana and returned to North West Pipe Co., 
according to a sheriff's department news release. The two suspects were arrested on 
suspicion of grand theft. Both men were booked at West Valley Detention Center in 
Rancho Cucamonga. 
Source: http://www.sbsun.com/breakingnews/ci_18616110?source=rss 

For another story, see item 44  
 
[Return to top]  

Defense Industrial Base Sector 

14. August 4, Associated Press – (Rhode Island) Ga. man to plead guilty in RI Navy 
kickbacks case. A Georgia man has agreed to plead guilty to a conspiracy charge and 
cooperate with federal prosecutors in Rhode Island in the investigation of a kickbacks 
scheme prosecutors said cost the U.S. Navy between $7 million and $20 million. Court 
filings in U.S. district court in Providence said the suspect had agreed to plead guilty to 
conspiracy to commit bribery and cooperate with the government. The 50-year-old is a 
former executive at a defunct company that had Navy contracts. The plea agreement 
was signed July 21. Prosecutors said while the suspect worked for Advanced Solutions 
for Tomorrow, he made payments on invoices inflated by two subcontractors given 
Navy work by his firm. The suspect will be arraigned August 18. Two other defendants 
have already pleaded guilty. 
Source: http://www.businessweek.com/ap/financialnews/D9OTHEE80.htm 

For another story, see item 45  
 
[Return to top]  

Banking and Finance Sector 
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15. August 4, FOX News – (New York; Florida) 14 charged in $60 million mortgage 
fraud scheme. Fourteen people were charged with participating in a nearly $60 million 
mortgage fraud ring August 4 following an FBI crackdown, according to 
FoxNews.com. The alleged members of the mortgage fraud ring include real estate 
attorneys, title closers, appraisers, and straw buyers. They were charged with 
conspiracy to commit bank fraud and wire fraud charges. The scheme involved more 
than 100 properties in New York and Florida, many of which are now in default or 
foreclosure. The FBI has 10 of the suspects in custody, and is negotiating the surrender 
of others. Thirteen live in the New York area. The other alleged member of the 
mortgage fraud ring was arrested in Texas August 4. The alleged leader of the ring, 
according to the indictment, is a man who created numerous mortgage brokerages, 
including First Class Equities of Long Island, and TAT Mutual Capital. Through these 
brokerages, the subject allegedly facilitated fraudulent real estate loan transactions 
throughout the New York metropolitan area. Five loan officers, four attorneys, and one 
disbarred attorney also were charged in connection to the alleged mortgage fraud. From 
2004 to 2009, the head of the scheme and his co-conspirators allegedly arranged home 
sales between "straw buyers" — persons who posed as home buyers, but who had no 
intention of living in, or paying for, the mortgaged properties — and homeowners, 
often people in financial distress, who were willing to sell their homes. These straw 
buyers were allegedly paid hefty sums to obtain fraudulent mortgages, which were 
obtained by submitting fraudulent applications and documents, including fake W-2s 
and tax stubs, according to the indictment. 
Source: http://www.foxnews.com/us/2011/08/04/exclusive-13-charged-in-60-million-
mortgage-fraud-scheme/ 

16. August 4, Associated Press – (Texas) Former Laredo bank employee charged in 
fraud. U.S. Secret Service agents August 4 arrested a former Laredo, Texas bank 
employee indicted on 73 counts related to a scheme that agents said took about $8 
million from customer accounts. A federal indictment accuses the 35-year-old woman 
of conspiracy to commit bank fraud, money laundering, and other crimes. The 
statement said she transferred the money from several customers' accounts at Compass 
Bank. She is also accused of giving handouts to friends and investments in businesses, 
including more than $3 million in a local night club. The money was also used to buy 
vehicles and a South Padre Island condominium. The bank has already sued the former 
employee. 
Source: http://www.chron.com/disp/story.mpl/ap/tx/7684061.html 

For another story, see item 45  
 
[Return to top]  

Transportation Sector 

17. August 5, Dallas Morning News – (Texas) Eastbound I-30 reopens six hours after 
wrong-way crash near Fair Park. An overnight accident involving a wrong-way 
driver shut down eastbound Interstate 30 near Fair Park, Texas for hours August 5. 
Motorists were diverted off the freeway, and rush hour traffic was snarled for miles. 
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The crash happened about 3:30 a.m. near the Second Avenue exit when a Mansfield 
woman driving west in the eastbound lanes slammed head-on into a tractor trailer. The 
20-year-old woman, who was not identified, was seriously injured and taken to Baylor 
University Medical Center. The truck driver suffered only minor injuries. At 7 a.m., 
sheriff's deputies and a hazardous materials crew remained at the scene cleaning up a 
fuel spill from the jack-knifed 18-wheeler. The accident remains under investigation. 
Source: http://thescoopblog.dallasnews.com/archives/2011/08/wrong-way-crash-shuts-
down-eas.html 

18. August 4, KITV 4 Honolulu – (Hawaii) Kona Airport manager disciplined. The 
manager of the Kona Airport in Hawaii has been disciplined for mismanagement, while 
the manager of Lihue Airport was fired, after numerous complaints about 
mismanagement on Kauai. State transportation officials said management changes are 
underway to improve operations at all Hawaii airports. Sources said the airport district 
manager for the Big Island headquartered at Kona International Airport, was suspended 
for 1 week for management mistakes that happened last year. The week of July 25, the 
state fired the manager of the Lihue Airport. He was in charge when an airport 
supervisor admitted to stealing $13,000 in cash over several months. Lihue was also the 
only airport in the state to pay $75,000 in fines to the Transportation Security 
Administration for 15 security violations last year. Employees at the state 
transportation department's headquarters admit morale among airport workers has been 
at an all-time low, because of furloughs, a hiring freeze, and chronic mismanagement. 
Source: http://www.kitv.com/r/28774005/detail.html 

19. August 4, U.S. Department of Labor – (Texas) U.S. Department of Labor's OSHA 
cites Enterprise Products Transportation in Freeport, Texas, following worker 
fatality. The U.S. Department of Labor's Occupational Safety and Health 
Administration (OSHA) cited Freeport, Texas-based Enterprise Products 
Transportation Co. for 29 serious and three other-than-serious violations following a 
fatality that occurred at the facility's tank wash operation in Freeport. The OSHA's 
Houston South Area Office initiated a safety and health inspection February 9 at the 
company's facility on South Gulf Boulevard after receiving a report a worker had been 
found, unresponsive, inside a tank trailer that was being prepared to be washed. The 
employee was removed from the tank trailer by a coworker, but later died. The serious 
violations include failing to install and maintain fall protection equipment; provide safe 
access to work platforms; develop energy control procedures and utilize them during 
maintenance activities; provide the required respiratory protection for employees 
performing tank wash work; provide training on the use of powered industrial trucks; 
and ensure that chemicals were safely stored. A serious violation occurs when there is 
substantial probability that death or serious physical harm could result from a hazard 
about which the employer knew or should have known. Proposed penalties total 
$160,000. 
Source: 
http://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEAS
ES&p_id=20433 
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20. August 3, Baltimore Sun – (Maryland) Man found with handgun at BWI. A Carroll 
County, Maryland man was arrested August 2 at Baltimore-Washington International 
Thurgood Marshall Airport (BWI) in Baltimore after a Transportation Security 
Administration (TSA) agent detected a 45-caliber handgun in his luggage at a 
checkpoint. A TSA spokesman said the man was trying to pass through the screening 
area at Pier C when an X-ray machine operator noticed what appeared to be a weapon 
in his carry-on luggage. A Maryland Transportation Authority police officer was 
summoned to conduct a search and found the handgun. A police spokesman said the 
man was charged with illegally trying to transport a handgun on his person, and taking 
an unauthorized weapon into an airport screening area. He was taken to the Anne 
Arundel County Detention Center. Court records show he was released on $25,000 bail. 
The incident is the second weapons arrest at BWI in the past month. 
Source: http://www.baltimoresun.com/news/maryland/anne-arundel/bs-md-bwi-gun-
20110803,0,7082538.story 

For more stories, see items 2, 9, 10, 36, 44, and 54  
 
[Return to top]  

Postal and Shipping Sector 

21. August 5, Associated Press – (North Dakota) ND men charged for mailbox bomb 
found in Bismarck. Two North Dakota men have been accused in federal court of 
placing an explosive device into a Bismarck mailbox in the summer of 2010. They are 
charged with unlawful possession of an unregistered firearm, and conspiracy to destroy 
the letter box. One of the men faces a separate charge of unlawful making of a firearm. 
Both men have pleaded not guilty. The trial has been set for October 11. Authorities 
said the device was manufactured with an explosive mixture, soda cans, sparklers, and 
tape. 
Source: http://www.inforum.com/event/article/id/329429/group/News/ 

22. August 4, Denver Post – (Colorado) Package at Elizabeth Post Office is 
harmless. The Douglas County bomb squad in Colorado determined a suspicious 
package left at the Elizabeth Post Office in Elizabeth August 4 was harmless. Crews 
determined the package was a plastic box filled with medical supplies and ice packs, 
said the deputy fire marshal for the Elizabeth Fire Protection District. It is not yet 
known who left the box. At 8:30 a.m., the post office was evacuated, as well as four 
business in the adjacent Countryside Village Shopping Center on the east side of 
Elizabeth near Colorado 86. Several people were evacuated from Grumpy's Coffee 
restaurant, and 12 employees were evacuated from the post office. Post office 
employees said the package was left in the lobby sometime between 6:15 and 8:15 a.m. 
The lobby remains open at night so residents can access their mail. 
Source: http://www.denverpost.com/breakingnews/ci_18615935 

[Return to top]  

Agriculture and Food Sector 
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23. August 5, Radio Iowa – (Iowa) Two fish kills reported in central Iowa. The Iowa 
Department of Natural Resources (DNR) August 5 was investigating two separate fish 
kills in Hamilton County — one on the South Skunk River, the other on a tributary. 
Water samples in the tributary were tested for levels of dissolved oxygen, acidity, and 
ammonia. All test results showed normal levels, indicating the fish kill did not result 
from excessive fertilizer or manure in the stream. Landowners in the area have reported 
aerial spraying, possibly of a corn fungicide, in fields next to the tributary stream. The 
small area affected by the fish kill — about one mile of stream — is typical of chemical 
drift from aerial spraying. Specialists will continue the investigation to identify the 
responsible party. The Iowa DNR will test water samples to confirm chemical 
contamination. Test results should be available within the next 2 weeks. The DNR 
fisheries section is on site to inventory the number and types of fish killed. 
Source: http://www.radioiowa.com/2011/08/05/two-fish-kills-reported-in-central-iowa/ 

24. August 5, Los Angeles Times – (National) Frozen turkey may be tainted, officials 
warn. August 4, a day after one of the nation's largest food recalls, federal health 
officials warned the public that frozen turkey bought weeks or even months ago and 
stored in a home freezer could be contaminated with a deadly strain of salmonella. 
"We're urging people to check packaging on any ground turkey in their homes and not 
to eat ground turkey that was part of the recall," the head of the U.S. Centers for 
Disease Control and Prevention's (CDC) Division of Foodborne, Waterborne, and 
Environmental Diseases, said. "Ground turkey has a long shelf life." The recall applies 
to turkey products produced at the Cargill's Springdale, Arkansas plant since February 
20. The turkey was sold under several brand names, including "Honeysuckle White," 
"Kroger," "Shady Brooks Farms," "Giant Eagle," "Fit & Active," "Riverside," and 
"Safeway Fresh." 
Source: http://www.sfgate.com/cgi-
bin/article.cgi?f=/c/a/2011/08/04/BAI21KJHKC.DTL 

25. August 5, Grand Rapids Press and Associated Press – (Michigan; Ohio; Indiana) 
Spartan Stores mistakenly caught up in ground turkey recall as Meijer, other 
retailers pull product from shelves. Spartan Stores brand ground turkey product was 
mistakenly included in Cargill's massive voluntarily recall of 36 million pounds of 
ground turkey tied to a national outbreak of salmonella poisoning. Until the Byron 
Township, Michigan grocer could confirm the ground turkey purchased from Cargill 
was not processed at the company’s Arkansas plant during the time period of possible 
contamination, Spartan decided to issue its own “pull and hold” on the products. The 
Spartan brand is carried by the grocer’s 100 stores statewide that include D&W Fresh 
Market, Family Fare, Glen’s Market, and VG’s, and distributed to more than 350 
independent grocery stores in Michigan, Ohio, and Indiana. Spartan has since put it 
turkey products back on their shelves. Cargill notified more than 50 grocery store 
chains about the recall of dozens of products August 3, a company spokesman said. ”It 
was purely an accident on our part,” the spokesman said of Cargill's including the 
Spartan brand on the recall list. The U.S. Department of Agriculture on August 3 asked 
Minnesota-based Cargill to recall 36 million pounds of ground turkey, saying the meat 
was linked to a death in California and at least 77 illnesses. 
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Source: http://www.mlive.com/business/west-
michigan/index.ssf/2011/08/spartan_stores_mistakenly_caug.html 

26. August 4, Associated Press – (Texas; National) Drought in Texas, plains may persist 
until 2012. The drought drying up Texas and parts of the Plains could persist into 2012, 
prolonging the misery of farmers and ranchers who have endured a dry spell that is now 
expected to be the state's worst since the 1950s. The U.S. Climate Prediction Center 
said August 4 the La Nina weather phenomenon blamed for the crippling lack of rain 
might be back soon, just 2 months after the last La Nina ended. If that happens, the 
drought would almost certainly extend into 2012. The extreme dry conditions have 
been made worse by week after week of triple-digit temperatures, which have caused 
reservoirs to evaporate, crops to wither, and animals and fish to die off by the 
thousands. Statewide demand for power was expected to approach the maximum 
August 4 for a fourth straight day. Some large industrial plants were forced off the 
overburdened electric grid, requiring them to shut down or rely on their own power 
reserves. Utilities warned residential customers of the potential for rolling outages. 
Farms and dead pastures have been hurt the most. The agriculture industry, which 
accounts for nearly 9 percent of the Texas economy, may be headed for the biggest 
single-year losses ever — potentially as high as $8 billion, according to the Texas 
AgriLife Extension Service. About 70 percent of Texas rangeland and pastures are 
classified as being in very poor condition, which means there has been complete or 
near-complete crop failure or there is no food for grazing livestock. 
Source: http://news.yahoo.com/drought-texas-plains-may-persist-until-2012-
013036089.html 

27. August 4, Associated Press – (Pennsylvania) Tainted milk has sickened 10 in western 
Pa. Pennsylvania health officials said 10 people have been sickened by bacteria-tainted 
milk from Brunton Dairy in Aliquippa. Officials with the dairy said they are 
cooperating with the Pennsylvania Department of Health investigation, and were 
hoping to restart milk production once the problem is found. In an August 4 update, 
health officials said five men and five women from Allegheny and Beaver counties 
were sickened by the Yersinia bacteria. Those affected range in age from 1 to 75. The 
bacteria can cause fever, abdominal pain, and diarrhea 4 to 7 days after exposure to it. 
The symptoms can then last from 1 to 3 weeks and, in rare cases, the bacteria can enter 
the bloodstream and cause other complications. The dairy is about 25 miles northwest 
of Pittsburgh. 
Source: http://www.cumberlink.com/news/local/state-and-regional/article_b688dc4c-
bed8-11e0-93c8-001cc4c03286.html 

28. August 4, Kane County Chronicle – (Illinois) Burglars hit St. Charles grocery 
store. La Huerta, a grocery store in St. Charles, Illinois, lost $25,000 in currency and 
payroll checks July 29 when at least two people broke into the business from the roof 
and pried open a safe, according to St. Charles police reports. An alarm at the store 
went off just before 2:30 a.m. when the burglars reportedly exited the store from the 
rear dock door. Police determined entry was made via the roof, where officers found 
three different sets of footprints, a knife package, and two holes: one near the front of 
the store, and one directly over the office, according to reports. Inside, police reportedly 
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found two sets of footprints and discovered two safes had been tampered with. One 
containing about $2,000 was reportedly damaged beyond repair and could not be 
opened due to a broken handle. The door to the other safe was completely removed, as 
was the $25,000 in currency and payroll checks it contained, according to reports. 
Police believe the burglars might have gained access to the roof via the piping that runs 
up the walls behind the building, and that they might have had ladders, according to 
reports. 
Source: http://www.kcchronicle.com/2011/08/04/burglars-hit-st-charles-grocery-
store/akg3af0/ 

For more stories, see items 6, 8, 12, and 22  
 
[Return to top]  

Water Sector 

29. August 5, Associated Press – (Illinois) EPA finds high lead levels in some Chicago 
water. The Chicago Tribune reported August 5 that high lead levels were discovered in 
water from seven out of 38 Chicago homes in experimental tests this spring. The U.S. 
Environmental Protection Agency is studying what the levels mean. The agency took 
water samples for the most recent tests using different methods and found widely 
varying results. State records show that 52 water systems have reported high lead levels 
since 2008. 
Source: http://qctimes.com/news/state-and-regional/illinois/article_42399d87-2abc-
507a-b5c1-21ac984fc28f.html 

30. August 5, Associated Press – (North Carolina) New worries about water 
contamination at NC site. The Fayetteville Observer reported that solvents from the 
closed Texfi Industries plant in Fayetteville, North Carolina have been found as deep as 
30 feet, not the 10 feet originally thought. A nearby water treatment facility serves 
almost 200,000 residents, but officials said no contamination has been found in the 
drinking water. As a precaution, the state planned to build a 10-foot-deep trench beside 
a tank that stores water. The trench will intercept any tainted groundwater. The 
groundwater contamination was first detected in the mid-1990s. The Texfi plant closed 
in 1999, and its owner fell into bankruptcy. The city currently owns the site. 
Source: http://www.foxcarolina.com/story/15216312/new-worries-about-water-
contamination-at-nc-site 

31. August 5, Tulsa World – (Oklahoma) State issues boil order for Keetonville 
area. The Oklahoma Department of Environmental Quality has requested a voluntary 
boil order for drinking water used in the Keetonville area, which recently has 
experienced low to zero water pressure. Because of these conditions and the potential 
for contamination, the drinking water supplied by Rogers County Rural Water District 
No. 3 may be unsafe for human consumption. As a precaution, it advised that 
customers bring water to a full, rolling boil for 1 minute before consumption, food 
preparation, dishwashing, toothbrushing, and wound care. The voluntary boil order also 
extends to the preparation for the bathing of infants, who may ingest bath water. The 
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advisory will remain in effect until further notice. A ban on outside watering has been 
in place since August 3, when the district manager said an estimated 150 customers had 
been left without water because of high demand. The district said August 4 that service 
to those residents was being restored. District 3 serves about 8,000 customers in parts 
of Rogers, Mayes, and Tulsa counties in the areas of Owasso, Collinsville, Claremore, 
Chelsea, and Foyil. 
Source: 
http://www.tulsaworld.com/news/article.aspx?subjectid=11&articleid=20110805_11_0
_CLAREM543679 

32. August 4, Associated Press – (Michigan) 1 worker dies, 1 hurt after being overcome 
by methane gas, falling into Flint-area manhole. Authorities said one construction 
worker died and another was hospitalized after being overcome by methane gas and 
falling through a manhole while installing a new sewer line at an airport south of Flint, 
Michigan August 3. The Flint Journal reported a 46-year-old was pronounced dead at a 
hospital after falling about 20 feet, and another 30-year-old male was in stable 
condition with a fractured skull. The men were working on a sewer line to a new 
terminal and administration building at Prices Airport. The Michigan Occupational 
Safety and Health Administration was investigating. 
Source: 
http://www.therepublic.com/view/story/9aa9cd20e7f74789b9bbad8d68a8fc40/MI--
Manhole-Death/ 

For more stories, see items 5, 23, and 44  
 
[Return to top]  

Public Health and Healthcare Sector 

33. August 5, HealthLeaders Media – (Michigan) 4 docs indicted in $58M drug, fraud 
case. A 34-count indictment alleges four medical doctors in Michigan received 
kickbacks and other inducements as part of a scheme that involved writing patient 
prescriptions for unnecessary medications, billing insurers for unnecessary care, and 
directing patients to fill prescriptions at more than 20 pharmacies throughout Michigan 
owned by a Canton pharmacist. The pharmacies billed insurers, including Medicare, 
Medicaid, and private insurers, for dispensing the prescribed medications, despite the 
fact they were medically unnecessary and/or never provided, according to the U.S. 
Drug Enforcement Agency, which worked with the FBI, HHS’ Office of Inspector 
General, and local authorities. In addition, pharmacists were charged with dispensing 
controlled substances to patient recruiters as a kickback for recruiting patients. Over the 
life of the alleged fraud activity, which began in January 2006, the pharmacies billed 
Medicare and Medicaid at least $37.7 million and $20.8 million, respectively, for 
medications that were either unnecessary or never delivered to the patient, according to 
authorities. 
Source: http://www.healthleadersmedia.com/content/HEP-269439/4-Docs-Indicted-in-
58M-Drug-Fraud-Case 
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34. August 4, Asheville Citizen-Times – (North Carolina) Feds: Medical office blaze that 
killed Asheville firefighter was arson. The July 28 blaze that burned an Asheville, 
North Carolina medical building near Mission Hospital was deliberately set, U.S. 
Bureau of Alcohol, Tobacco, Firearms and Explosives investigators said August 4. City 
police have started an arson and felony death investigation because one firefighter died 
fighting the blaze. Ten other firefighters were injured. Authorities would not release 
details about the cause of the fire or a motive in setting the blaze, citing the joint 
federal-state-local investigation. The bureau estimated the fire caused $20 million in 
damage. The agency's specialized National Response Team started work at the scene 
July 30. The team of 18 agents was assisted by 30 officers from the North Carolina 
State Bureau of Investigation, city police, and city fire. About 200 people were in the 
150,000-square-foot medical office building when the fire department was dispatched. 
The building had no sprinkler system, and firefighters had trouble with the standpipes, 
which carry water to each floor from a street hydrant. A 13-year department veteran 
died from cardiac arrest after being overcome by smoke and heat. 
Source: http://www.citizen-times.com/article/20110805/NEWS/308050025/Feds-
Medical-center-blaze-killed-firefighter-arson?odyssey=tab|topnews|text|Frontpage 

35. August 3, Reuters – (National) HIV infections in U.S. stable but disparities 
exist. New data from the U.S. Centers for Disease Control and Prevention (CDC) 
reveals the number of HIV infections between 2006 and 2009 rose nearly 50 percent 
among young black gay and bisexual men, U.S. experts said August 3. While blacks 
represent 14 percent of the U.S. population, they accounted for 44 percent of new HIV 
infections in 2009. HIV infection rates among blacks were nearly eight times higher 
than rates in whites, according to the study. The reasons for this are not yet clear, said 
the director of the CDC's National Center for HIV/AIDS, noting many factors are 
influencing this trend. The CDC said young black men who have sex with men are less 
aware of their infection status. They may encounter more homophobia than other 
groups, which could keep them from getting tested. They may have less access to 
treatment, and they have higher rates of other sexually transmitted diseases, which 
increases the risk of HIV transmission. To fight the increases, the CDC will focus on 
areas where HIV infection is most heavily concentrated — among gay and bisexual 
men of all races, blacks and Hispanics, as outlined in the National HIV/AIDS Strategy 
introduced by the White House last summer. The plan calls for better methods to gather 
data among affected populations and increased use of prevention tools, including 
earlier testing and treatment with drug cocktails that reduce transmission. 
Source: http://www.reuters.com/article/2011/08/03/us-usa-hiv-infections-
idUSTRE7724SO20110803?feedType=RSS&feedName=domesticNews 

[Return to top]  

Government Facilities Sector 

36. August 4, Associated Press – (Utah) Suspicious package forces courthouse 
evacuation. Police in Salt Lake City, Utah, detonated two suspicious bags outside of a 
state courthouse August 4 after more than 100 people were evacuated. Police blew-up 
the bags with a robot on the steps of the Matheson Courthouse about 5:30 p.m. Police 
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said a woman reported seeing somebody leave a backpack and duffel bag on the front 
steps about 3 p.m. Everyone was evacuated from the building within the hour, and 
police closed a major road passing the courthouse in downtown Salt Lake City. The 
evacuation stranded many employees whose cars were in an underground parking lot 
beneath the courthouse. They were allowed back into the building just after 6 p.m. 
Police said bomb technicians were inspecting the detonated bags, but they did not 
appear to have contained anything dangerous. 
Source: http://www.greenwichtime.com/news/article/Suspicious-package-forces-
courthouse-evacuation-1727676.php 

37. August 4, WNCN 17 Raleigh – (North Carolina) 37 safety, health violations issued to 
U.S. Army at Ft. Bragg. The U.S. Department of Labor's Occupational Safety and 
Health Administration (OSHA) issued 37 safety and health violation notices following 
inspections of the U.S. Army's Fort Bragg installation in North Carolina. According to 
a press release August 4, the inspection was conducted as part of OSHA's Federal 
Agency Targeting Inspection Program. Two safety violations involve hazards related to 
abrasive wheel machinery used at the base. According to the findings, tongue guards 
were missing and work vests were not adjusted properly, exposing employees to 
shrapnel from shattered wheels. The OSHA also found 14 "serious safety violations." 
Those violations included fall hazards due to lack of a guard rail, a ripsaw not outfitted 
properly, lack of machine guards on blades and crosscut table saw, undeveloped 
lockout/tagout procedures, and electrical hazards. Three "serious health violations" 
were noted in the inspection. The U.S. Army was not issued a citation, because the 
OSHA is not allowed to propose a monetary penalty against another federal agency. 
The notice will become final within 15 days if the Army does not request a conference. 
Source: http://www2.nbc17.com/news/cumberland-county/2011/aug/04/37-safety-
health-violations-issued-us-army-ft-brag-ar-1269548/ 

For more stories, see items 14, 38, 44, and 45  
 
[Return to top]  

Emergency Services Sector 

38. August 5, Emergency Management – (Texas; National) SAFER system creates 
situational awareness between schools, responders. An Independent School district 
in Frisco, Texas has implemented the Situational Awareness for Emergency Response 
(SAFER) system, which provides police, fire and emergency medical responders with 
real-time video, still photos, and data on all 45 schools in the district. So when first 
responders are called to a situation at one of the schools, they can view floor plans, live 
video (in some cases) and photos of the building, providing situational awareness not 
experienced before SAFER, which was conceived in 2008 and became fully 
operational in 2009. In addition to the geo-referenced floor plans and the live video 
feeds from more than 2,000 cameras, first responders have access to hazardous 
materials inventory, aerial maps, pictometry, contact information for school officials 
and automated vehicle location (AVL). SAFER has allowed the fire department to 
reduce its response level when it is determined through the system the call is not for a 
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disastrous incident. The city will fund the maintenance and support of the project, as 
well as Phase Two, which will replicate the project with commercial buildings. Phase 
Two will not be as extensive as Phase One because of the sheer numbers of commercial 
buildings. It may not include video, but will be updated as often as twice a year with 
each fire inspection. 
Source: http://www.emergencymgmt.com/safety/SAFER-System-Creates-Situational-
Awareness.html 

39. August 5, Connecticut Post – (Connecticut) Early morning rooming house fire leaves 
28 homeless, injures 5 firefighters in Bridgeport. Five firefighters were taken to 
local hospitals with minor injuries after battling an early morning fire August 5 on 
Coleman Street that left 28 people homeless. Bridgeport's Engine 5 responded first to 
the large, brick-sided house at 143 Coleman Street in The Hollow section of the city 
after the alarm came in at 3:23 a.m. When they arrived, they saw several residents of 
the rooming house hanging out of their windows. The assistant fire chief said the 
firefighters quickly set up ground ladders and rescued four stranded residents. None of 
the residents were injured, he said. The five firefighters that were hospitalized suffered 
non-life threatening injuries, mainly heat and stress-related, the chief said. The house, 
which is more than 100 years old, was heavily damaged by the fire, but was not a 
complete loss. In total, eight engine companies, four ladder trucks and a rescue truck 
were called to the scene, he said. Firefighters remained at the scene on Coleman Street 
to overhaul the house, and clean up for hours. The city's fire marshal also responded to 
investigate the fire's cause. 
Source: http://www.ctpost.com/news/article/Early-morning-rooming-house-fire-leaves-
28-1734611.php 

40. August 5, CNN – (Arizona; International) Border agents accused of making drug 
smugglers eat marijuana. Two Border Patrol agents in Arizona are accused of forcing 
suspected drug smugglers to eat marijuana and strip down to their underwear before 
being told to flee into the desert. A federal grand jury in Tucson indicted both with five 
counts of civil rights violations. One agent faces an additional charge of tampering with 
a witness. The indictment alleges that November 12 2008, the two agents forced four 
suspected drug smugglers from Mexico — who were in the country illegally and 
carrying marijuana — to eat the drug and remove all their clothes except their 
underwear, the Arizona U.S. attorney's office said. Instead of arresting them, the agents 
burned their personal belongings and ordered them to flee into the desert in 40-degree 
weather, the office said. If convicted, the border agents face a maximum of 10 years in 
prison and $250,000 fine. 
Source: 
http://www.cnn.com/2011/US/08/05/arizona.marijuana.eaters/index.html?hpt=us_c2 

41. August 4, Johnson City Press – (Tennessee) Fire severely damages Johnson County 
fire hall, fire trucks. Fire struck a Johnson County, Tennessee volunteer fire 
department at 5 a.m. August 4, severely damaging the fire station and three vehicles 
housed inside. About six departments responded to the fire alarm. There were no 
injuries reported. The three-bay station is on Rhea Road, just off U.S. Highway 421 
near the corporate limits of Mountain City. The Johnson County Emergency 
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Management Agency director said it appears two of the trucks were destroyed. The 
damaged trucks included a fire engine, a tanker, and a brush truck. In addition to the 
damage to the building and the trucks, he said some of the firefighters personal gear 
that had been stored in the station was also damaged or destroyed. 
Source: http://www.johnsoncitypress.com/News/article.php?id=93058 

For more stories, see items 34 and 48  
 
[Return to top]  

Information Technology Sector 

42. August 4, Softpedia – (International) Cisco CDs lead to rogue website. Cisco warns 
customers who received warranty CDs between December 2010 and August 2011 that 
they led to a Web site known as a malware repository. "When the CD is opened with a 
web browser, it automatically and without warning accesses this third-party website. 
Additionally, on computers where the operating system is configured to automatically 
open inserted media, the computer's default web browser will access the third-party site 
when the CD is inserted, without requiring any further action by the user," the company 
explained. Cisco does not believe customers were at risk of being infected at any time 
during this period because the Web site was inactive. However, since this might change 
in the future, users were advised not to use the CDs. CDs that do not have a revision 
number printed on them in the form of "Revision -#0," where # is a letter, and were 
received during the aforementioned period, most likely point to the rogue Web site. 
"Warranty CDs with the revision '-F0' or later do not contain a reference to the third-
party website," the company noted. The affected CDs have the titles: Cisco 1-Year 
Limited Hardware Warranty Terms, Cisco Limited 5-Year Hardware and 1-Year 
Software Warranty Terms, Cisco 90-Day Limited Hardware Warranty Terms, Cisco 
Information Packet - Cisco Limited Warranty, Disclaimer of Warranty, End User 
License Agreement, and US FCC Notice, Cisco Limited Lifetime Hardware Warranty 
Terms, and End User License Agreement. Clean images of these CDs can be 
downloaded from Cisco's Web site, and all of the contained documents are also 
available online. 
Source: http://news.softpedia.com/news/Cisco-CDs-Lead-to-Rogue-Website-
215228.shtml 

43. August 4, IDG News Services – (National) Spam king Sanford Wallace indicted for 
Facebook spam. A notorious spam king is facing federal fraud charges for allegedly 
breaking into Facebook accounts and sending 27 million spam messages in 2008 and 
2009. The suspect, age 43, allegedly used a phishing attack to steal usernames and 
passwords from victims, and then used the stolen credentials to post spam to victims 
walls, the U.S. Department of Justice said. He allegedly made money from the scam by 
driving Web traffic to affiliate marketing companies, who pay their members by the 
number of clicks they can deliver to Web sites. The charges are outlined in an 
indictment, filed July 6 but made public August 4 after the suspect turned himself in to 
federal authorities. He could get more than 16 years in prison, if convicted. The suspect 
was released August 4 on a $100,000 bond. His next appearance is set for August 22 at 
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the U.S. District Court for the Northern District of California in San Jose, California. 
Source: 
http://www.computerworld.com/s/article/9218897/Spam_king_Sanford_Wallace_indict
ed_for_Facebook_spam 

44. August 4, IDG News Services – (International) A power plant hack that anybody 
could use. The night before the start of the Black Hat hacker conference in Las Vegas, 
a security researcher gave a demonstration to a small audience. The topic: how a hacker 
could take over the Siemens S7 computers that are used to control engines, machines 
and turbines in tens of thousands of industrial facilities. The NSS Labs researcher said 
he has found ways to bypass the S7's security measures and read and write data into the 
computer's memory — even when the system has password protection enabled. He can 
steal sensitive information from the systems, he said. And on one model, the S7 300, he 
found a command shell, apparently left in the system's firmware by Siemens engineers, 
that he can connect to and use to run commands on the system. After poking around for 
a bit, he discovered a hard-coded username and password that allowed him access to a 
Unix-like shell program on the systems, where he can run his own commands. This 
shell is a "back door" to the system that could be misused by an attacker, he said. 
Source: 
http://www.computerworld.com/s/article/9218892/A_power_plant_hack_that_anybody
_could_use 

45. August 4, DarkReading – (International) Wardriving evolves into warflying. August 
3 at the Black Hat conference, two security researchers demonstrated how a radio-
controlled model airplane outfitted with a computer and 4G connectivity could be used 
to create a nearly undetectable aerial hacking device that could perpetrate aerial attacks 
on targets otherwise unreachable by land. Created completely with off-the-shelf 
equipment and open-source software — and with a budget of only about $6,100 — the 
demo plane they brought on stage with them was capable of wireless network sniffing 
and cracking, cell tower spoofing, cell phone tracking and call interception, data 
exfiltration, and video surveillance. Built on top of a surplus Army target drone, the 
device has been equipped with multiple wireless antennae and a microcomputer loaded 
with GPS, wireless sniffing tools, and the Backtrack 5 penetration testing toolkit. The 
14-pound, 6-foot-long plane connects through a 4G dongle with a small base station 
that controls it using Google Earth and an open-source autopilot software solution. The 
base station streams data gathered by the plane and sends it over a VPN connection to a 
more robust back-end PC, which can take care of the heavy-lifting, such as crunching 
through large dictionaries to perform brute-force attacks. The Internet connectivity 
would make it possible to also crowdsource data to multiple hackers with different skill 
sets if a project needed the manpower. The plane itself is powered off of an electric 
engine that is hard to detect by ear once it is as close as 50 feet away. Though Federal 
Aviation Administration regulations prohibit flight of such devices from going above 
400 feet, the drone itself would be capable of going well above 20,000 feet in altitude. 
Source: http://www.darkreading.com/advanced-
threats/167901091/security/vulnerabilities/231300240/wardriving-evolves-into-
warflying.html 
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46. August 4, Kaspersky Lab Security News Service – (International) Securing mobile 
devices may be an impossible task. A panel of researchers focused on looking for 
attacks and bugs at various levels of the mobile device and infrastructure said at the 
Black Hat conference that there are so many ways an attacker can compromise phones 
from the infrastructure all the way down to the application level, defending against all 
of them is highly problematic. Attacks against smartphones such as BlackBerrys, 
iPhones, and Android phones have become quite prevalent in recent years and many of 
them have focused on getting malicious apps on users' phones. That is a quick and easy 
way to get access to user data and sensitive information. But there are a slew of other 
real and potential vectors attackers have at their disposal now, as well. Going after the 
device firmware is one potential method, as is attacking the mobile infrastructure itself. 
"If I can update your phone remotely, I own the phone at every level and I own you. It's 
game over," a senior security consultant at iSEC Partners said during the panel 
discussion. Such an attack against a widely deployed smartphone platform would give 
an attacker easy access to the data of millions of customers. But that kind of attack so 
far has not been necessary to get malware or backdoors on users' phones. In many 
cases, they will just install them themselves when they download Trojaned or malicious 
apps from mobile app store. There have been several incidents in the last year in which 
malicious apps were found in the Android Market, and Google has had to remove them 
and sometimes remotely remove the apps from victims' devices. Those kinds of attacks 
also can serve to hand over large amounts of user data to attackers in a short amount of 
time. Some of the panelists said restricting what apps users can download and taking 
away their ability to set permissions for those apps would be a good step in the right 
direction. 
Source: http://threatpost.com/en_us/blogs/securing-mobile-devices-may-be-impossible-
task-080411 

For another story, see item 49  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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Communications Sector 

47. August 5, Salina Journal – (National) Lightning knocks KINA off air. Apparent 
lightning strikes at or near the corner of Cloud and Ohio streets in Salina, Kansas, 
caused KINA and 99 KG radio stations to go off the air August 5. A captain with the 
Salina Police Department said firefighters and paramedics were sent to Cloud and Ohio 
street after lightning struck a car at 5:27 a.m. A KINA announcer said he was at the 
Eagle Communications radio station at 5:30 a.m. when the lightning struck. The radio 
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station’s studio link transmitter, satellite systems, and other equipment were taken out 
by what is believed to have been a direct hit, he said, and the Eagle Communications 
phone system also was damaged. 
Source: http://www.salina.com/news/story/KINA8-5-11 

48. August 5, Duluth News Tribune – (Minnesota) Copper thieves tied to phone, Internet 
outage near Cloquet. The damage to a Qwest fiber optic line that knocked out 
communications in Carlton County, Minnesota, July 20 might have been caused by 
copper thieves, authorities said. The Duluth News Tribune reported August 5 that 
although no one has been arrested, the Cloquet Police chief said he believes copper 
thieves were responsible for the act that disabled most 911 service in Carlton County. 
The same cut line affected Qwest-provided phone and Internet services in Cloquet, 
Carlton, Barnum, and Moose Lake from about 4:30 a.m. to 3 p.m. July 20. “We don’t 
know if (the fiber optic line) was cut with the intention of disrupting the 911 system or 
to steal the cable for financial gain,” the St. Louis County sheriff said, confirming the 
cable was cut deliberately, rather than by accident or force of nature. The perpetrators 
were down a manhole when they cut the fiber optic cable and, while a small amount of 
copper could have been inside, it likely would be worthless as scrap, police said. 
Source: http://www.duluthnewstribune.com/event/article/id/206034/group/homepage/ 

49. August 4, TMC Net – (New York) Cellphone service restored to AT&T users in New 
York City. Users who were trying to use their AT&T wireless devices August 4 in 
New York City were finding they could neither make a call nor receive one –- because 
of a “software upgrade”, according to media reports. NBC News reported the glitch 
started at about 1:30 a.m. based on what they were told by a company representative. 
Smart phones were not as affected as mobile phones, NBC reported. When AT&T 
mobile phone users tried to make a call, a message appeared that the circuit or channel 
was not available, NBC added. Calls were also going right to voicemail, media reports 
said. The issue was apparently limited to phones within New York City. But, NBC 
reported smart phone users apparently could still text, and send/receive e-mails. Service 
later in the day was restored after ”a software issue occurred during routine 
maintenance which caused some customers on Long Island and in parts of Brooklyn, 
Queens, and Manhattan to experience voice service disruptions this morning,” 
Engadget said. 
Source: http://www.tmcnet.com/topics/articles/204568-cellphone-service-restored-att-
users-new-york-city.htm 

For more stories, see items 45 and 46  
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Commercial Facilities Sector 

50. August 5, Fort Wayne Journal Gazette – (Indiana) 'Drano' bomb left at city park. A 
Fort Wayne, Indiana police bomb technician safely defused a bottle bomb someone 
found in Lawton Park August 4. A person walking in the park found a swollen 2-liter 
plastic bottle containing some type of substance at 6:52 a.m., according to police. The 

http://www.salina.com/news/story/KINA8-5-11�
http://www.duluthnewstribune.com/event/article/id/206034/group/homepage/�
http://www.tmcnet.com/topics/articles/204568-cellphone-service-restored-att-users-new-york-city.htm�
http://www.tmcnet.com/topics/articles/204568-cellphone-service-restored-att-users-new-york-city.htm�


 - 21 - 

bomb technician responded and deemed the bottle a “Drano bomb,” made out of a 
combination of materials, including the product that helps unclog pipes. The bomb had 
not exploded, and the bomb technician ”disturbed” the bottle to make sure it was safe, 
police said. A Fort Wayne police spokeswoman said Drano bombs are common 
because recipes for them abound on the Internet. People can be injured by the acid 
inside the bomb if it explodes, she said. This case marked the second time the 
department has investigated a bottle-type bomb – not necessarily a Drano bomb – in 
2011, she said. There were 11 such cases in 2010. 
Source: 
http://www.journalgazette.net/article/20110805/LOCAL07/308059929/1043/LOCAL0
7 

51. August 5, KSDK 5 St. Louis – (Missouri) Lindell Park Apartments fire under 
investigation. A suspicious, three-alarm fire forced more than 100 people out of their 
apartments overnight August 4, and sent one person to the hospital. It happened around 
10 p.m. across from Saint Louis University in St. Louis. Firefighters said the fire 
started in a third floor apartment. Rescuers had to pull at least one person from a 
window because of heavy smoke. That person was taken to the hospital but is expected 
to be okay. Neighbors said there was an argument in the apartment where the fire 
started, just before people first saw smoke. The fire chief said the fire is under 
investigation and is suspicious. Most of the fire damage was contained to the one 
apartment where it started. But firefighters said with so many people to evacuate, more 
firefighters were needed on the scene. 
Source: http://www.ksdk.com/news/article/270382/3/Three-alarm-suspicious-fire-
forces-evacuation 

52. August 5, WPTV 5 West Palm Beach and Palm Beach Post – (Florida) Lake Worth 
condo evacuted after man committed suicide using cyanide. Palm Beach County 
Fire Rescue crews evacuated people both above and below an apartment from a Lake 
Worth, Florida condominium complex where a man committed suicide August 5 by 
drinking a cyanide solution. Around 7:30 a.m., deputies responded to reports of the 
incident at a condo unit in the building. They were soon joined by as many as a dozen 
Palm Beach County Fire Rescue vehicles. The man texted a friend saying he was going 
to drink the chemical, according to a Palm Beach County sheriff's spokesman. 
Investigators said they have isolated the compound down to cyanide powder, but there 
is no confirmation to the exact type of substance used in the suicide. Rescue workers 
were conducting air quality monitoring and gathering readings of airborne exposure. 
Earlier, rescue workers could be seen being hosed down in the building's parking lot. 
Source: 
http://www.wptv.com/dpp/news/region_c_palm_beach_county/lake_worth/palm-
beach-county-fire-investigators-worry-about-levels-of-cyanide-at-poinciana-place-
complex 

53. August 4, WHNT 19 Huntsville – (Alabama) Athens church destroyed by overnight 
fire. An overnight fire consumed The Athens Church of God in Athens, Alabama 
August 4. All that remains of the church, which stood at the intersection of Quinn Road 
and Lucas Ferry Road, are the brick walls that used to surround the church. About 30 

http://www.journalgazette.net/article/20110805/LOCAL07/308059929/1043/LOCAL07�
http://www.journalgazette.net/article/20110805/LOCAL07/308059929/1043/LOCAL07�
http://www.ksdk.com/news/article/270382/3/Three-alarm-suspicious-fire-forces-evacuation�
http://www.ksdk.com/news/article/270382/3/Three-alarm-suspicious-fire-forces-evacuation�
http://www.wptv.com/dpp/news/region_c_palm_beach_county/lake_worth/palm-beach-county-fire-investigators-worry-about-levels-of-cyanide-at-poinciana-place-complex�
http://www.wptv.com/dpp/news/region_c_palm_beach_county/lake_worth/palm-beach-county-fire-investigators-worry-about-levels-of-cyanide-at-poinciana-place-complex�
http://www.wptv.com/dpp/news/region_c_palm_beach_county/lake_worth/palm-beach-county-fire-investigators-worry-about-levels-of-cyanide-at-poinciana-place-complex�


 - 22 - 

firefighters from multiple departments battled the fire. The Athens fire marshal said in 
a preliminary report that the fire was caused by a lightning strike. 
Source: http://www.whnt.com/news/whnt-athens-church-destroyed-by-overnight-fire-
20110804,0,353016.story 

For more stories, see items 10, 22, 38, 39, and 55  
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National Monuments and Icons Sector 

54. August 5, Hawaii News Now – (Hawaii) Pu'u O'o Crater collapses. Scientists at the 
Hawaiian Volcano Observatory said lava continues to erupt from about a dozen points 
along a crack in the west flank of KÃ®lauea volcano's Pu'u Oo August 4. 
Measurements show the Pu'u Oo crater floor collapsed about 260 to 280 feet and that 
the Pu'u Oo crater rim remains extremely unstable. According to officials, the north 
lava flow did not advance at all overnight, and the south flow advanced only about 330 
feet farther down slope. Scientists said the level of the lava lake within the vent in 
Halema'uma'u Crater dropped since August 3, but not significantly. The crater floor and 
lava lake within Pu‘u Oo collapsed August 3, and lava flowed out of its west flank. 
Scientists at the U.S. Geological Survey Hawaiian Volcano Observatory monitored a 
rapid deflation of the crater floor and lava lake, and by 3:15 p.m., the collapse began. 
Officials at Hawai‘i Volcanoes National Park reopened Chain of Craters Road at 4 p.m. 
August 4 for evening viewing. The road had been closed for 24 hours. Park rangers are 
stationed near sea level at the bottom of Chain of Craters Road, at Pu‘u Huluhulu and at 
Jaggar Museum to inform visitors of the latest conditions and best viewing 
opportunities. The lava activity did spark a wildfire on the southern end of the flow, 
about 1 acre in size. A six-person fire crew has contained about 80 percent of the 
wildfire. Another fire on the north end of the flow continues to burn, and is being 
monitored by fire officials. 
Source: http://www.hawaiinewsnow.com/story/15209984/big-island-puu-oo-crater-
collapses 

55. August 5, Ogden Standard-Examiner – (Utah) Antelope Island campgrounds 
evacuated to battle wildfire. At least 51 people were evacuated from two campsites 
on Antelope Island in Utah to escape a wildfire caused by a lightning strike August 4. 
The fire, which consumed about 200 acres, was fully contained early August 5. The fire 
was 10 acres when firefighters arrived at the island, but as of 10:30 p.m. it had grown 
and spread east, said a spokesman for the Utah Division of Forestry, Fire and State 
Lands. The White Rock Bay and Bridger Bay campsites were evacuated as of 10 p.m. 
Campers were taken to the marina parking lot and were allowed to return to the 
campgrounds early August 5. Thunderstorms swept through the Salt Lake Valley 
throughout the evening August 4. 
Source: http://www.standard.net/stories/2011/08/04/antelope-island-campgrounds-
evacuated-battle-wildfire 
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56. August 4, KCRA 3 Sacramento – (California) 2 men indicted on charges of growing 
pot in national forest. Two Mexican citizens were indicted by a federal grand jury in 
connection with 2,296 marijuana plants found in the Mendocino National Forest in 
California, a U.S. attorney said August 4. The suspects were charged after a state and 
federal operation discovered and destroyed the plants July 18, according to court 
documents cited in a U.S. Department of Justice news release. The plants — found at 
three sites in Tehama County — were connected by “well-worn paths” in the forest, 
and the suspects were arrested in the third plot, the U.S. attorney said in the written 
statement. The suspects, ages 25 and 22 respectively, face 10 years to life in prison, if 
convicted. Operation Full Court Press is responsible for the discovery. The effort 
targets marijuana plants in the Mendocino National Forest. So far, the operation has 
found and destroyed more than 500,000 pot plants in 73 locations. 
Source: http://www.kcra.com/news/28769918/detail.html 

[Return to top]  

Dams Sector 

57. August 4, Lahontan Valley News – (Nevada) Quagga mussell could affect Lahontan 
Dam, canals. Lahontan Reservoir in Nevada was classified as positive for veligers, the 
planktonic larva of the invasive quagga mussel, the week of July 25. Tests throughout 
the past 3 months from the U.S. Bureau of Reclamation never provided a positive test 
for the mussel. A natural resource specialist for the BOR in Carson City, Nevada, said 
the mussels, should they become established, could reproduce rapidly and cause serious 
problems with the hydroelectric output at Lahontan, and take-out structures in the 
canal. The threat depends on whether the larvae survive and attach to various structures 
around the reservoir. There is a case on record where a lake in Colorado was positive 
for veligers, but the larvae did not survive. Lahontan must test negative for 3 to 4 years 
before it can be withdrawn from the positive list, as it would take 3 to 5 years before 
the impact of the mussels is noticeable. 
Source: 
http://www.lahontanvalleynews.com/article/20110804/NEWS/110809967/1055&Paren
tProfile=1045 

For another story, see item 44  
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