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Top Stories 

• An Arkansas lawyer pled guilty to a bond scheme that caused Arkansas banks to lose $40 
million and resulted in one bank failure, Arkansas New Bureau reports. (See item 17) 

• Cargill announced August 3 it is recalling 36 million pounds of ground turkey that may be 
contaminated with a multi-drug resistant Salmonella strain linked to 76 illnesses and one 
death, according to Food Safety News. (See item 25) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: LOW, Cyber: LOW 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. August 4, Associated Press – (Wyoming; Montana) Midwest flooding slowed trains, 
Wyo. coal exports. Flooding in the Midwest slowed down coal trains and reduced 
exports from the mines of at least one coal company operating in the Powder River 
Basin. Cloud Peak Energy said it delivered 1 million fewer tons of coal in the second 
quarter of 2011 compared to the second quarter of 2010. The Gillette News-Record 
reports the company expects flooding to continue to affect railways into September. 
The Cloud Peak president and CEO said he expects production in 2011 to remain 
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within his earlier projection of 93 to 96 million tons. Cloud Peak is based in Gillette, 
Wyoming, and operates three mines in the basin: the Cordero Rojo Mine in Campbell 
County, Antelope Mine in Converse County, and Spring Creek Mine in Montana. 
Source: http://www.greenwichtime.com/news/article/Midwest-flooding-slowed-trains-
Wyo-coal-exports-1719663.php 

2. August 4, Wichita Eagle – (Kansas) Thousands still without power after strong 
storm strikes Wichita. More than 11,000 Westar Energy customers in Wichita, 
Kansas, were still without electricity August 4 after a strong storm pounded the Wichita 
area late August 3. The outages were spread throughout the city, with power lines and 
some utility poles down, authorities said. Winds of nearly 70 miles an hour were 
reported at Jabara Airport in northeast Wichita at 10:45 p.m., a meteorologist with the 
National Weather Service said. “There are reports of downed poles throughout the 
area,” a Westar spokesman said. 
Source: http://blogs.kansas.com/weather/2011/08/04/thousands-still-without-power-
after-strong-storm-strikes-wichita/ 

3. August 3, KTHV 11 Little Rock – (Arkansas) Power could be out until tomorrow 
night in Benton. The Entergy substation on South Market Street in Benton, Arkansas, 
was damaged by a fire August 3, causing thousands of power outages in the city. The 
cause was a breaker malfunction, according to an Entergy spokeswoman. The fire 
caused significant damage, and the company planned to bring in a mobile substation as 
a temporary back-up. The replacement would not be operational before 10 p.m. August 
4. It will take crews a while to do things such as clear trees and vegetation from the 
area. About 10,000 residents were without power, but as of 10 p.m. August 3, outages 
affected 3,600 residents. Entergy supplies the electricity to the Benton Utility 
Company, which is the agency that works directly with residents in town. The 
substation covers the entire south side of Benton, and also provides power from 
Sheridan to Bauxite. 
Source: http://www.todaysthv.com/news/article/167676/2/Substation-fire-triggers-
thousands-of-outages-in-Benton 

4. August 3, Kern County Fire Department – (California) Fire burns 300 acres in 
McKittrick oil fields. A vegetation fire August 3 burned about 300 acres in the 
McKittrick oil fields in Kern County, California. No structures were damaged. The 
main threat to properties was to utilities, and communication towers. Crews planned on 
staying on scene throughout the night to make sure the fire was extinguished. The Kern 
County Fire Department responded to the fire near Highway 58 and Reward Road at 
4:25 p.m. At the time, fire was spreading "at a moderate rate of speed" through four 
separate areas of vegetation. About 150 firefighters from the Kern County Fire 
Department, and the U.S. Bureau of Land Management as well as helicopters and air 
tankers applied water and fire retardant. The cause of the fire is under investigation. 
Source: http://www.bakersfield.com/blogs/breaking_news/x1206333327/Fire-burns-
300-acres-in-McKittrick-oil-fields 

For more stories, see items 11 and 44  
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[Return to top]  

Chemical Industry Sector 

5. August 4, Wall Street Journal – (National) Report rips chemical testing program. A 
federal program that relied on companies volunteering information on the potential 
health risks to children from chemicals released into the environment or found in 
everyday consumer products was declared a failure in a report by the U.S. 
Environmental Protection Agency's Inspector General. The failure of the Voluntary 
Children's Chemical Evaluation Program, started in 2000, leaves the public without a 
reliable source of information about such exposure, said the report. The Inspector 
General said the EPA neglected to review chemicals that pose the greatest risk to 
children, and did not use its regulatory power to compel industry to participate in the 
voluntary program. The EPA, in a letter responding to the report, released last month, 
said it concurred with the overall finding that the program "did not achieve its goals to 
design a process to assess and report on the safety of chemicals to children." The 
agency said an "enhanced chemicals management" program started in 2009 would 
address the impact of chemicals on children. 
Source: 
http://online.wsj.com/article/SB10001424053111903885604576486622748559028.htm
l?mod=googlenews_wsj 

6. August 3, West Chester Daily Local News – (Pennsylvania) Evacuation lifted after 
hazmat explosion. Nearly 4 hours after a trailer filled with hydrogen exploded at a 
chemical plant in Exton, Pennsylvania, August 3, officials said the situation was 
cleared and evacuated residents were able to return home. The Chester County 
Department of Emergency Services announced at 2:15 p.m. that responders cleared the 
scene at Johnson Matthey Chemical Products in the 1400 block of King Road. 
Emergency responders were dispatched 10:30 a.m. after a trailer with hydrogen 
exploded causing a fire at the plant where one employee suffered minor injuries. 
Chester County fire marshals are investigating the incident that caused roughly 
$200,000 in damage to the tank car, and minor damage to the building exterior. 
Pennsylvania State Police and West Whiteland Township fire marshals are assisting. 
Initially, Johnson Matthey employees were evacuated. Shortly after noon, authorities 
told residents and businesses to evacuate via an automated phone system, police said. 
The evacuation area included King Road, Ravine Road, Glen Loch Way, and Lewis 
Lane. The West Whiteland fire chief said after the incident that crews had to allow the 
chemical to burn. Fighting the fire with water could have released unhealthy levels of 
chemicals into the air. Police said the company that manufactured the hydrogen tank 
responded. According to its Web site, Johnson Matthey is a specialty chemicals 
company with operations in more than 30 countries. Responding agencies included the 
West Whiteland Fire Company, Goshen Fire Company, East Whiteland Fire Company, 
West Whiteland Police Department, East Whiteland Police Department, Chester 
County Hazmat Team, Uwchlan Ambulance, Good Fellowship Ambulance, Medic 91, 
and the Chester County Department of Emergency Services. 
Source: 
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http://dailylocal.com/articles/2011/08/03/news/police/doc4e3961c3f3a10250658143.txt
?viewmode=fullstory 

7. August 3, Fort Lauderdale Sun-Sentinel – (Florida) Miami man sentenced to prison 
for smuggling ozone-destroying chemicals. A Miami man was sentenced to 18 
months in prison for smuggling more than 600,000 pounds of ozone-destroying 
chemicals into the United States. The 34-year-old set up Lateral Investments to illegally 
import hydrochlorofluorocarbon-22 into the United States for sale on the black market 
as a refrigerating gas, according to a news release from the U.S. Attorney's Office for 
the Southern District of Florida. The chemical depletes the ozone layer, the section of 
the upper atmosphere that shields the earth from the sun's ultraviolet rays. Under the 
Clean Air Act, which is phasing out the use of the chemical by 2030, a license is 
required to import the chemical. 
Source: http://articles.sun-sentinel.com/2011-08-03/news/sfl-miami-man-sentenced-to-
prison-for-smuggling-ozonedestroying-chemicals-20110803_1_ozone-destroying-
chemicals-ozone-depleting-substances-ozone-layer 

For more stories, see items 9, 43, and 47  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

8. August 4, Tri-City Herald – (Washington) Digging starts at Hanford burial 
grounds. Digging is under way August 4 on one of the most hazardous waste burial 
grounds near the Columbia River at the Hanford Nuclear Reservation near Richland, 
Washington. "We expect to find up to 2,000 drums containing everything from mildly 
contaminated clothing and debris to highly radioactive laboratory equipment and 
liquids," said the Washington Closure Hanford remediation project manager for the 
618-10 trenches, in a statement. Excavation at the 618-10 Burial Ground has started 
with its 12 trenches, and planning is under way to safely remove 94 vertical pipe units 
there. The vertical pipe units, made of five bottomless 55-gallon drums welded together 
and buried upright, were used as a dump for highly radioactive wastes. In excavating 
the trenches, workers already have uncovered about 30 55-gallon drums that enclose 
pipes surrounded by concrete. The concrete-lined drums typically were used to dispose 
of radioactive liquids. Workers also have found about 200 bottles containing liquids, 
which must be evaluated and treated before disposal. Disposal records for the 618-10 
Burial Ground, which was used from March 1954 until September 1963, are 
incomplete. But officials know it contains radioactively contaminated equipment and 
samples from research at Hanford. 
Source: http://www.thenewstribune.com/2011/08/04/1770718/digging-starts-at-
hanford-burial.html 

9. August 4, Denver Post – (Colorado) Cotter asks to stop testing impoundment pond 
due to dangerous conditions. Cotter Corp. managers of a uranium mill near Canon 
City, Colorado, asked state regulators to let them stop testing the acidity of a leaking 
toxic- and radioactive-waste impoundment pond, the Denver Post reported August 4. 
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Cotter said conditions had become too dangerous for workers. A makeshift row of 
wooden pallets leading into the viscous impoundment has sunk into muck, and "it is 
now unsafe to measure the pH of the pool," Cotter's environment coordinator said in a 
July 25 letter to the Colorado Department of Public Health and Environment. Cotter, a 
subsidiary of San Diego-based defense contractor General Atomics, also told 
department regulators the firm would pursue a lower-cost, passive approach to 
investigating a recently discovered plume of the industrial solvent trichloroethene 
(TCE.) According to Cotter documents, TCE was detected in groundwater at levels 
exceeding federal health limits, and has spread to at least one off-site well. Cotter is 
dismantling its shuttered uranium mill. Federal Environmental Protection Agency 
officials in 1984 declared the mill, which processed nuclear fuel for power plants and 
weapons starting in 1958, and the surrounding area a Superfund site. 
Source: http://www.denverpost.com/news/ci_18612982 

10. August 3, Mainichi Daily News – (International) Highest indoor radiation level 
detected at Fukushima Daiichi plant. Radiation dosages of 5 sieverts per hour were 
detected indoors on the second floor of the No. 1 reactor at the crisis-hit Fukushima 
Daiichi nuclear power plant in Japan August 2, the highest figure yet indoors, plant 
operator Tokyo Electric Power Co. said. The figure was detected in front of a pipe in an 
air-conditioning machine room, the utility said, adding the dosage may be larger than 
the measured amount as it exceeds the capacity of measuring equipment. Radioactive 
substances are thought to be staying in the pipe after they entered when pressure in the 
reactor's containment vessel was lowered March 12, according to TEPCO. The 
company has made the area off-limits. Previously, the highest dose detected indoors 
was 4 sieverts per hour measured at the floor of the No. 1 reactor building. 
Source: http://mdn.mainichi.jp/mdnnews/news/20110803p2g00m0dm008000c.html 

11. August 3, Associated Press – (Washington) Hanford nuclear plant outage extended 
again. A delay in replacing a key piece of equipment at the nuclear plant on the 
Hanford nuclear reservation near Richland, Washington, has extended its outage into 
September. The Tri-City Herald reports that is 3 months later than planned and could 
cost more than $60 million in lost power production. The Columbia Generating Station 
shut down April 6 for a planned 80-day outage for refueling, and to replace the 
condenser, which turns steam back into water. The outage was extended in July. The 
26-year-old nuclear plant accounts for about 3 percent of the region's power supply. 
Source: http://www.bellinghamherald.com/2011/08/03/2127885/hanford-nuclear-plant-
outage-extended.html 

[Return to top]  

Critical Manufacturing Sector 

12. August 4, U.S. Department of Transportation – (National) NHTSA recall notice - 
Chrysler Town and Country, Voyager, Dodge Grand Caravan mini-vans. Chrysler 
is recalling 299,718 Chrysler Grand Voyager, Town and Country, and Dodge Grand 
Caravan vehicles manufactured from June 24, 2007, through July 30, 2008 (model year 
2008 vehicles.) These vehicles may experience a heating and air conditioner (HVAC) 
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condensate leak from the HVAC drain grommet onto the occupant restraint control 
module that can lead to the illumination of the airbag warning light, and a potential 
inadvertent airbag deployment without warning. An inadvertent airbag deployment 
could result in injury to the seat occupant in front of the deploying airbag and/or a 
vehicle crash. Dealers will replace the affected air bag module free of charge. The 
safety recall is expected to begin during August 2011. 
Source: http://www-
odi.nhtsa.dot.gov/recalls/recallresults.cfm?start=1&SearchType=QuickSearch&rcl_ID=
11V394000&summary=true&prod_id=927772&PrintVersion=YES 

13. August 3, U.S. Department of Labor – (Alabama) US Department of Labor's OSHA 
cites Alabama industrial fan fabricator for 21 safety violations; proposes nearly 
$45,000 in penalties. The U.S. Department of Labor's Occupational Safety and Health 
Administration (OSHA) cited industrial blowers and fans manufacturer Sunbelt 
Fabricators Inc. in Steele, Alabama, for 21 safety violations after inspecting the 
company's plant February 15 as part of the agency's Site-Specific Targeting program 
for workplaces with the highest rate of injuries and illnesses. Proposed penalties total 
$44,600. Sixteen serious violations carrying $42,600 in penalties involve safety latches 
missing from crane hooks, lack of machine guards on drills and a 400-ton press, lack of 
machine guards on a radial saw, improper adjustments and missing parts on a grinding 
machine, locked exit doors, and missing exit signs. Additionally, employees operated a 
forklift without completing training or being evaluated to determine their level of 
competence, and the forklift had been modified without the manufacturer's written 
approval; a control for the overhead crane was improperly marked; fans accessible to 
employees had gaps that allowed workers to be caught in the mechanism; 
noncombustible or flameproof screens were not provided where welding was being 
performed adjacent to other workers; splices on welding cables were improperly made; 
an electrical switch had exposed wires; an electrical panel had exposed wires and 
uncovered openings; an extension cord used for power hand tools had been spliced 
improperly; and a flexible cord instead of the required fixed wiring was run through a 
wall to power equipment. Finally, an energy control program for workers who serviced 
and maintained the heavy machinery had not been developed. Five other-than-serious 
violations carrying $2,000 in penalties were also reported. 
Source: 
http://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEAS
ES&p_id=20421 

14. August 3, U.S. Consumer Product Safety Commission – (National) NexTorch recalls 
flashlight batteries due to fire hazard. The U.S. Consumer Product Safety 
Commission, in cooperation with NexTorch Inc., August 3 announced a voluntary 
recall of 16,000 NexTorch NT123A flashlight batteries. Consumers should stop using 
recalled products immediately unless otherwise instructed. It is illegal to resell or 
attempt to resell a recalled consumer product. The batteries can overheat and rupture, 
posing a fire and burn hazard to consumers. There has been one report of NexTorch 
NT123A flashlight batteries rupturing and catching fire, causing burns to the 
consumer’s body, clothes, and vehicle. The recalled product is a NexTorch NT123A 
flashlight battery, bearing the trademark superscript, rather than registered trademark 
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superscript. Its body is silver metallic-colored and has the NexTorch logo and the 
voltage (3 V) on it. The battery is often packaged with NexTorch flashlights. The 
batteries were sold at firearm dealers and law enforcement supply stores, and on the 
Web, including Amazon.com and the firm’s Web site www.nextorch.com, from July 
2007 to July 2011. Consumers should immediately stop use of the battery and contact 
NexTorch for instructions on how to receive a free replacement. 
Source: http://www.cpsc.gov/cpscpub/prerel/prhtml11/11296.html 

15. August 2, U.S. Consumer Product Safety Commission and Health Canada – (National; 
International) Cloud Engines recalls Pogoplug video file sharing device due to fire 
hazard. The U.S. Consumer Product Safety Commission and Health Canada, in 
cooperation with Cloud Engines Inc., August 2 announced a voluntary recall of 11,000 
Pogoplug Video file sharing devices. Consumers should stop using recalled products 
immediately unless otherwise instructed. The unit can overheat or catch fire, emitting 
excessive heat, sparks, smoke, or flames. Cloud Engines has received three reports of 
the units overheating. One device caught fire, one device emitted smoke, and one 
device melted, damaging the desk it was on. The device is a black desktop electronics 
box, measuring about 2.5 inches wide, 7 inches deep, and 5.5 inches high. It is used to 
stream and share videos, photos, and music and to provide remote access to files stored 
on drives attached to the device. The device has the word “Pogoplug” on the side. 
”Model: Pogoplug Video” is listed on a label on the bottom of the device. The devices 
were sold at Adorama, B&H, Best Buy, Buy.com, J&R, Pogoplug.com, New Egg, and 
Sony Style from March 2011 through June 2011. Consumers should immediately stop 
using and unplug the devices and contact Cloud Engines to receive a refund or 
replacement device. 
Source: http://www.cpsc.gov/cpscpub/prerel/prhtml11/11294.html 

[Return to top]  

Defense Industrial Base Sector 

16. August 3, DoD Buzz – (National) F-35s grounded after electrical system fault. F-35 
Lightning II program officials have grounded all jets while they investigate an 
electrical fault aboard one of the U.S. Air Force A-model birds, according to an 
announcement August 3. The grounding — the program’s third in the past year — was 
ordered after a power failure August 2 aboard the Air Force jet as it was running its 
engine while still on the ground, not during flight. No injuries to the pilot or ground 
crew occurred. The F-35’s IPP is a turbo-machine that provides power to start the 
engine and generates cooling for the aircraft. The government and contractor 
engineering teams are reviewing data from the incident to determine the root cause of 
the failure. Officials implemented a precautionary suspension of operations until the F-
35 engineering, technical, and system safety teams fully understand the cause of the 
incident. Once the facts are understood, a determination will be made when to lift the 
suspension and begin ground and flight operations of the 20 F-35s currently in flying 
status. These aircraft are part of the System Development and Demonstration (SDD) 
and Low Rate Initial Production (LRIP) fleet. 

http://www.nextorch.com/�
http://www.cpsc.gov/cpscpub/prerel/prhtml11/11296.html�
http://www.cpsc.gov/cpscpub/prerel/prhtml11/11294.html�


 - 8 - 

Source: http://www.dodbuzz.com/2011/08/03/f-35s-grounded-after-electrical-system-
fault/ 

For another story, see item 37  
 
[Return to top]  

Banking and Finance Sector 

17. August 3, Arkansas News Bureau – (Arkansas) Lawyer pleads guilty in biggest fraud 
case in Arkansas history. A Little Rock, Arkansas lawyer whose scheme to issue 
bogus bonds caused the failure of a Batesville bank pleaded guilty August 3 in what a 
federal prosecutor called the largest fraud in Arkansas history. The lawyer pleaded 
guilty to one count of bank fraud. The total loss from his scheme has been estimated at 
$39.9 million. In a news conference after the plea, a U.S. attorney for the Eastern 
District of Arkansas said the lawyer issued fraudulent rural improvement district bonds 
and used the bonds as collateral to obtain loans, the proceeds from which he used to 
continue issuing bonds as well as funding several businesses he was involved in and 
maintaining “a very opulent lifestyle.” The scheme began to come to light in October 
2010, when the Federal Deposit Insurance Corporation (FDIC) discovered during a 
routine bank audit that First Southern Bank in Batesville had a bond portfolio that 
included $23 million in rural improvement district bonds created by the lawyer. He and 
his family’s PA Alliance Trust were majority shareholders in the bank. The FDIC 
discovered the bonds were fraudulent and reported its findings to the FBI and the U.S. 
attorney’s office. In December, the FDIC shut down the bank and entered into an 
agreement with a Missouri bank to take over its assets and deposits. Other banks from 
which the lawyer obtained loans using fraudulent bonds as collateral included 
Centennial Bank, Citizens, Liberty Bank, First Community, Allied, Simmons, and 
Regions Bank. A U.S. attorney said the ”intended loss,” or the amount the man 
intended to steal through fraud, was $47 million. 
Source: http://arkansasnews.com/2011/08/03/lawyer-pleads-guilty-to-defrauding-
banks-agrees-to-repay-40-million/ 

18. August 3, Palm Beach Post – (Florida) Palm Beach, Delray loan officers plead guilty 
in $2.5M mortgage scheme. Three of the four loan officers charged in a $2.5 million 
reverse mortgage and loan modification scheme have plead guilty in a federal court in 
Miami, Florida, a news release from the U.S. Department of Justice said August 3. The 
defendants were charged with one count of conspiracy to commit wire fraud for their 
participation in the scheme, the release said. The fourth defendant is scheduled to 
appear in court August 10. According to the news release, from May 2009 to 
November 2010, the defendants defrauded borrowers Genworth Financial Home Equity 
Access, Inc. and the Federal Housing Administration, causing one Genworth to 
approve and the FHA to insure more than $2.57 million in reverse mortgage loans. One 
defendant received loan proceeds from Genworth totalling $2.57 million and 
fraudulently diverted at least $988,000 to a bank account controlled by two of the other 
defendants, according to the release. To cover their tracks, the defendants engaged in a 
loan modification scheme to hide the existence of the Genworth reverse mortgage 
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transactions from the original mortgage lenders, whose loans remained unpaid. The 
release said, in other instances, the defendants also made monthly mortgage payments 
to the borrowers' original lenders. 
Source: http://www.palmbeachpost.com/money/real-estate/palm-beach-delray-loan-
officers-plead-guilty-in-1691100.html 

19. August 3, Federal Bureau of Investigation – (Virginia) Loan officer from Springfield, 
Washington admits guilty to mortgage fraud. A 48-year-old man from Springfield 
pleaded guilty August 3 to using his position as a loan officer to carry out a multi-
million-dollar mortgage fraud scheme involving more than 15 homes in Northern 
Virginia. The man pleaded guilty to one count of an indictment charging him with 
conspiracy to commit wire fraud. He faces a maximum penalty of 20 years in prison 
when he is sentenced November 4. According to court documents, the former loan 
officer at the Falls Church branch of SunTrust Mortgage, prepared and submitted false, 
fraudulent, and misleading mortgage loan applications for unqualified buyers — 
individuals who lacked the finances, credit rating, or legal status to obtain a certain loan 
amount. The fraudulent applications contained false information regarding applicants’ 
employment, income, assets, immigration status, and intent to live in the property as a 
primary residence. As part of the fraud scheme, the convict taught his co-conspirators 
how to create fake documents to corroborate false data contained in the loan 
applications. The total amount of mortgage loans approved through the conspiracy 
exceeded $6.5 million. The total loss attributable directly to the man is more than $2.5 
million. In related matters, three loan officers have pled guilty to their roles as loan 
officer assistants in the conspiracy. 
Source: http://www.loansafe.org/loan-officer-from-springfield-washington-admits-
guilty-to-mortgage-fraud 

20. August 3, St. Louis Post-Dispatch – (Missouri) Belleville broker admits $2.4 million 
Ponzi scheme. A Belleville, Missouri broker pleaded guilty to mail fraud and money 
laundering August 3 and admitted running a $2.4 million, 20-year Ponzi scheme. The 
broker ran Financial Services Moskop and Associates for roughly 6 years before he was 
barred from selling securities in 1990. From that point until last year, he pretended to 
act as a broker. He told clients their funds were invested in various mutual funds or 
CDs, when he actually just deposited their checks in the bank, his plea agreement says. 
The broker made $985,000 in "lulling" payments to clients to keep the ruse running, but 
17 people or couples lost more than $1.4 million. Some lost only a few thousand, and 
one woman was paid more than she put in. But one couple lost $353,000 to the scheme, 
court records show. 
Source: http://www.stltoday.com/news/local/illinois/article_dab9b3fc-be0b-11e0-8f8e-
0019bb30f31a.html 

For another story, see item 40  
 
[Return to top]  

Transportation Sector 
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21. August 4, KETV 7 Omaha – (Nebraska) Science project forces airport evacuation. A 
college student's science project prompted the evacuation of a concourse at Eppley 
Airfield near Omaha, Nebraska August 3. Transportation Security Administration 
(TSA) officials said the item was found in a carry-on bag as it went through X-ray 
screening in Terminal B around noon. Out of caution, the terminal was evacuated and 
screening operations were halted, officials said. The FBI said the item, which initially 
appeared to be a threat, was in a student's carry-on bag. The student from Oregon was 
at Creighton University for a science competition, the FBI said. "The device had a 
legitimate purpose and was harmless but had a suspicious appearance, which triggered 
an appropriate response by TSA and law enforcement," an FBI spokesperson said. The 
bomb squad was called in to remove the item for further examination, the TSA said. 
The FBI would not elaborate on the nature of the science project. According to 
passengers who were evacuated, an alarm sounded in the north terminal, and TSA 
officials began to evacuate people from the concourse. When the concourse reopened, 
some passengers on inbound flights remained on airplanes waiting for the all clear. 
Hundreds more passengers were waiting on sidewalks outside the terminal. Screening 
operations at the south checkpoint in Terminal A were not affected by the incident. 
Source: http://www.ketv.com/news/28753867/detail.html 

22. August 4, KSDK 5 St. Louis – (Missouri) Darius Miles arrested at St. Louis 
airport. A former National Basketball Association player and East St. Louis, Missouri 
native, was arrested at Lambert-St. Louis International Airport in St. Louis around 3:30 
p.m. August 3 for attempting to bring a loaded gun through security. Television station 
KSDK 5 St. Louis confirmed the man was booked into St. Louis County jail and 
released around 9:15 p.m. pending warrants for unlawful use of a weapon. The 
Transportation Security Administration said the gun was discovered through the 
screening process at Concourse A. 
Source: http://www.ksdk.com/news/article/270184/3/Darius-Miles-arrested-at-St-
Louis-airport 

23. August 3, yourhoustonnews.com – (Texas) Multiple fire agencies battle highway 
blaze. It took 11 fire departments and the Texas Forest Service (TFS) to contain a 
forest fire in southern Polk County, Texas, that spanned both sides of Highway 146, 
causing the road to be closed for 3 hours August 3. First units arrived on the scene to 
find flames on both sides of the road. Fire departments from Livingston, South Polk 
County, Onalaska, Alabama-Coushatta Indian Reservation, Indian Springs, Scenic 
Loop, Goodrich, Holiday Lake Estates, North Liberty, Hardin, and Tarkington were 
called in to help fight the blaze. Eight members of the TFS came to assist, some of 
them out-of-state firefighters who have been brought in because of the drought 
conditions. “We’ve had a few from Idaho, Mississippi, California, Montana, South 
Dakota, and other places. Our dispatchers right now are from Alaska,” said a TFS 
resource specialist. He explained that outside help is brought in during emergencies 
such as the current drought conditions, which have fueled record-breaking numbers of 
forest fires. 
Source: http://www.yourhoustonnews.com/dayton/news/article_620d25b4-420e-56f3-
b3ab-1cbc445942ad.html 
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For another story, see item 6  
 
[Return to top]  

Postal and Shipping Sector 

24. August 3, KSHB 41 Kansas City – (Missouri) Surveillance video catches man putting 
mail in pocket. A postal worker from Kansas City, Missouri, could spend up to 5 years 
in prison after surveillance video caught him putting mail in his pockets. Prosecutors 
said the 44-year-old postal worker was working part-time at the U.S. Postal Service 
processing and distribution center in November 2008 when surveillance video caught 
him placing mail in his pockets. Upon further investigation, postal authorities 
discovered he had ripped open several greeting card envelopes, including one instance 
where he had taken a $10 bill out of a birthday card a woman was sending to her great-
granddaughter. The worker faces up to 5 years in prison, and a fine of up to $250,000. 
Source: http://www.nbcactionnews.com/dpp/news/crime/surveillance-video-catches-
man-putting-mail-in-pocket 

[Return to top]  

Agriculture and Food Sector 

25. August 4, Food Safety News – (Arkansas; National) Cargill recalls 36 million pounds 
of ground turkey. Cargill announced August 3 it is recalling almost 36 million pounds 
of ground turkey products that may be contaminated with a multi-drug resistant strain 
of Salmonella Heidelberg, a pathogen linked to at least 76 illnesses across the United 
States, and one death in California. The recalled meat came from a single processing 
facility in Springdale, Arkansas, but ended up in dozens of different ground turkey 
products sold nationwide under a variety of brand names including Honeysuckle White, 
Shady Brook Farms, Riverside, Aldi's Fit and Active Fresh, Spartan, Giant Eagle, 
Kroger, and Safeway. Cargill is recalling products produced between February 20 
through August 2, and halting production of ground turkey products at the facility until 
the source of contamination is identified and corrected. The Centers for Disease 
Control and Prevention (CDC) announced the agency found four retail ground turkey 
samples to be positive for the same strain of Salmonella Heidelberg between early 
March and late June. The samples were taken as part of routine sampling for the 
National Antimicrobial Resistance Monitoring System, and had "not been linked to 
illnesses" so they did not spark a recall. As late as August 2, U.S. Department of 
Agriculture Food Safety and Inspection Service officials said there was not enough 
evidence to substantiate a recall. The agency said August 3 that epidemiologic and 
traceback investigations, as well as in-plant findings, led the agency to determine there 
is a link between the Cargill ground turkey products and the outbreak. 
Source: http://www.foodsafetynews.com/2011/08/cargill-recalls-36-million-pounds-of-
ground-turkey/ 

26. August 3, USDA Agricultural Research Service – (National) USDA scientists study 
effects of rising carbon dioxide on rangelands. Rising carbon dioxide (CO2) levels 
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can reverse the drying effects of predicted higher temperatures on semi-arid rangelands, 
according to a study published today in the scientific journal Nature by a team of U.S. 
Department of Agriculture (USDA) and university scientists. Warmer temperatures 
increase water loss to the atmosphere, leading to drier soils. In contrast, higher CO2 
levels cause leaf stomatal pores to partly close, lessening the amount of water vapor 
that escapes and the amount of water plants draw from soil. This study finds CO2 does 
more to counterbalance warming-induced water loss than previously expected. In fact, 
simulations of levels of warming and CO2 predicted for later this century demonstrated 
no net change in soil water, and actually increased levels of plant growth for warm-
season grasses. The results cover the first 4 years of the 8-year Prairie Heating and CO2 
Enrichment (PHACE) experiment on native northern mixed grass rangeland. The study 
is being conducted by the USDA's Agricultural Research Service (ARS) Rangeland 
Resources Research Unit (RRRU) at the High Plains Grasslands Research Station near 
Cheyenne, Wyoming. An ARS plant physiologist led the study, which uses both CO2 
pipelines and thermal infrared heaters to simulate global warming conditions predicted 
for the end of the century: 600 parts per million (ppm) of CO2 — compared to today's 
average 390 ppm — and day/night temperatures raised by 3 and 5 degrees Fahrenheit, 
respectively. 
Source: http://www.ars.usda.gov/is/pr/2011/110803.htm 

For another story, see item 29  
 
[Return to top]  

Water Sector 

27. August 4, North Druid Hills-Briarcliff Patch – (Georgia) 11k Gallons of raw sewage 
spills into Burnt Fork Creek. Before work crews were able to replace a broken 
section of pipe August 3, 11,480 gallons spilled into Burnt Fork Creek in Georgia. The 
Atlanta Journal-Constitution reported that a sewer main broke near Azalea Circle 
causing the spill. The county said it was a result of heavy rains on August 1 which 
caused the main to overflow. They planned a $1.35 billion upgrade to the water and 
sewer system in the next year to meet federal Environmental Protection Agency 
demands. 
Source: http://northdruidhills.patch.com/articles/11k-gallons-of-raw-sewage-spills-into-
burnt-fork-creek 

28. August 3, Associated Press – (Wyoming) Failed valve knocks out water service in 
Rawlins. A failed water valve in Rawlins, Wyoming, cut water service to a third of 
residents in the city August 2, and drained about 5 feet of water from the city reservoir. 
The 20-inch butterfly valve failed sometime between the evening of August 1 and early 
August 2. Water service was shut down for about 5 hours. The public works 
department planned to replace the valve in the coming weeks as part of an ongoing 
water main project and already had a new valve on hand. Repairs had been delayed 
after workers realized they would require more parts. 
Source: http://billingsgazette.com/news/state-and-regional/wyoming/article_9c3ebe60-
bdde-11e0-8293-001cc4c03286.html 
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29. August 3, East Bay Newspapers – (Rhode Island) Large sewage spill in Mt. Hope 
Bay. An estimated 500,000 to 900,000 gallons of raw sewage spilled into Mt. Hope 
Bay in Rhode Island August 2 after a power and generator failure at one of Fall River’s 
main sewage stations. The spill prompted Rhode Island Department of Environmental 
Management (DEM) officials to close Mt. Hope Bay and the Kickemuit River to shell 
fishing until August 11. The director of the Fall River Sewer Commission said the spill 
occurred after the river was inundated with rain at about 8 p.m. August 2. Apart from a 
large volume of water entering the sewer system at once, “we believe there was a 
lightning strike” that cut power at the city’s central pumping station at the City Pier, 
near the Braga Bridge. Normally, he said, the station’s emergency generator would 
have kicked in after the power failed, but the lightning ”short-circuited the batteries for 
the generator, so we had no power at either end.” City officials contacted National Grid 
shortly thereafter and set to work releasing bleach and chlorine into the river to kill 
bacteria. 
Source: http://www.eastbayri.com/detail/145109.html 

30. August 3, Atlanta Journal-Constitution – (Georgia) Storm blamed for DeKalb sewer 
break, spill. Heavy rain August 1 overflowed and broke a sewer main on Azalea Circle 
near Decatur, Georgia, creating a large spill. About 11,480 gallons of raw sewage 
dumped into Burnt Fork Creek before DeKalb County crews were able to find the 
break and replace that section of pipe. The county plans a $1.35 billion overhaul of its 
water/sewer system to meet a federal consent decree to prevent such spills in the future. 
Source: http://www.ajc.com/news/dekalb/storm-blamed-for-dekalb-1071055.html 

For another story, see item 9  
 
[Return to top]  

Public Health and Healthcare Sector 

31. August 4, Associated Press – (National) Insulin pumps, monitors vulnerable to 
hacking. A security researcher who is diabetic has identified flaws that could allow an 
attacker to remotely control insulin pumps and alter the readouts of blood-sugar 
monitors. As a result, diabetics could get too much or too little insulin, a hormone they 
need for proper metabolism. The researcher, a diabetic who experimented on his own 
equipment, shared his findings with the Associated Press before releasing them August 
4 at the Black Hat computer security conference in Las Vegas, Nevada. Although there 
is no evidence anyone has used his techniques, his findings raise fears about the safety 
of medical devices as they are brought into the Internet age. Serious attacks have 
already been demonstrated against pacemakers and defibrillators. Though there has 
been a push to automate medical devices and include wireless chips, the devices are 
typically too small to house processors powerful enough to perform advanced 
encryption to scramble their communications. As a result, most devices are vulnerable. 
Source: http://news.yahoo.com/insulin-pumps-monitors-vulnerable-hacking-
100605899.html 
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32. August 4, HealthLeaders Media – (Michigan) MI physician faces 20 years in 
prison. A Michigan physician faces 20 years in prison after pleading guilty to four 
felony counts involving drug trafficking, taking kickbacks, and healthcare fraud, 
federal prosecutors said. The physician admitted to running a lucrative and diversified 
criminal enterprise from her Southfield, Michigan offices. The U.S. attorney’s office in 
Detroit offered a long summation of the conviction plea accepted by the physician who 
will be sentenced October 5 in U.S. district court. First, she admitted that between 2004 
and 2010, she performed unnecessary ultrasounds, nuclear cardiac stress tests, balance 
tests, sleep tests, and nerve conduction tests on patients, who were told to come back 
every few months for repeat tests, even though initial results were normal. She billed 
Medicare and Blue Cross and Blue Shield more than $5 million for these tests, some of 
which were potentially harmful to patients. Nuclear stress tests, for example, use 
intravenous injections of radionuclide, which emits radiation. Second, she falsely 
certified patients as being homebound, in return for kickbacks from home healthcare 
agencies of $200 to $500 per patient. She got $350,000 in total kickbacks. Medicare 
paid $2.8 million to agencies receiving the bogus referrals. She got another $250,000 
directly from Medicare for false certifications of patients for home health services. 
Third, the physician admitted to two drug offenses. In February 2010, when Medicare 
stopped paying her — resulting in a drastic reduction in her income — she began 
writing prescriptions for tens of thousands of doses of OxyContin, Opana ER, and 
Roxicodone. 
Source: http://www.healthleadersmedia.com/content/PHY-269401/MI-Physician-
Faces-20-Years-in-Prison## 

[Return to top]  

Government Facilities Sector 

33. August 4, Reuters – (Virginia) Gun scare at Virginia Tech, scene of 2007 
massacre. Authorities shut down the campus of Virginia Polytechnic Institute and 
State University (Virginia Tech) in Blacksburg, Virginia for hours August 4 after a 
report of a gunman at the university where 32 people were killed in a mass shooting in 
2007. Police and school officials said there had been no additional sighting of the man 
on campus. But the school was put on lockdown and all classes and activities were 
canceled for the day while police searched the area. On the morning of August 4, the 
university released an alert on its Web site that said: "Person with a gun reported near 
Dietrick (a dining hall). Stay inside. Secure doors. Emergency personnel responding. 
Call 911 for help." Police and school officials said three youths attending a Higher 
Achievement camp on campus reported seeing a white man carrying what appeared to 
be a gun covered with a cloth. Virginia Tech police released a sketch of the person. The 
chief of Virginia Tech's police force said early in the afternoon August 4 that police 
were still looking for the man, and wanted everyone on campus to remain indoors. 
Activity at the school, which houses dozens of academic and sports camps for children 
over the summer vacation, ground to a halt and doors on campus were locked to keep 
people inside. Police described the suspect as being 6 feet tall with light brown hair and 
wearing a blue and white striped shirt, gray shorts, and brown sandals. Virginia Tech 
was criticized for not reacting quickly enough when a gunman killed 32 people and 
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then himself on the campus in April 2007. It responded quickly this time. After sending 
out an initial warning on its Web site, the school issued regular updates as did the city 
of Blacksburg. 
Source: http://news.yahoo.com/lockdown-issued-virginia-tech-campus-authorities-
141823621.html 

34. August 3, Riverhead Patch – (New York) Bomb scare causes evacuation at IRS 
building. The Internal Revenue Service (IRS) building in Riverhead, New York, was 
evacuated August 3 after police received a report of a "suspicious package" in the rear 
of the building, Riverhead Police said in a statement. The package, a suitcase found 
underneath an air conditioner in the rear of the IRS building, was reported to police by 
a security official at 8:30 a.m. The building was evacuated as a precaution. The Suffolk 
County Police Bomb Unit responded to the strange package and sent a robot to 
investigate. An X-ray of the case revealed an unknown electronic device inside, but 
upon opening the suitcase, police discovered it was filled with clothing and other 
"harmless items." The case was dubbed a false alarm, and those evacuated were 
allowed back into the building. 
Source: http://riverhead.patch.com/articles/bomb-scare-causes-evacuation-at-irs-
building 

35. August 3, Sierra Vista Herald – (Arizona) Utility workers find unexploded 
ordnance. Workers from Sulphur Springs Valley Electric Cooperative reported they 
found unexploded ordnance while repairing a power pole that was damaged by fire on 
the South Range of the Fort Huachuca U.S. army installation in Cochise County, 
Arizona, a post spokeswoman said. She said August 3 a search of the area yielded five 
81 mm mortar rounds and one 60 mm mortar round. An explosives ordnance disposal 
team from Davis-Monthan Air Force Base in Tucson was scheduled to arrive August 3 
to detonate the unexploded mortars. Residents on and off the installation may hear the 
explosion, the spokeswoman said. 
Source: http://www.svherald.com/content/news/2011/08/03/216542 

For more stories, see items 8, 16, and 37  
 
[Return to top]  

Emergency Services Sector 

36. August 3, KyPost.com – (Kentucky) Sirens to sound only for a tornado 
warning. Emergency management directors in Boone, Kenton, and Campbell counties 
in Kentucky, have decided to change when outdoor emergency warning sirens are 
sounded. Effective immediately, outdoor sirens will only be activated when a tornado 
warning has been issued by the National Weather Service. During a tornado warning, 
the sirens will sound for 5 minutes. The policy has been changed to cut down on 
confusion on when and why sirens are sounded. Emergency managers recommended 
people get weather radios or sign up for emergency alerts on their mobile devices so 
they know when bad weather is affecting them. Testing for the outdoor warning sirens 
will continue to be the on the first Wednesday of each month, at 12 p.m. The tests are 
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not conducted when there is the possibility of severe weather on that day. Each county 
will retain the discretion to activate their Outdoor Warning Sirens for other significant 
emergencies (i.e. hazardous materials incident or enemy attack). Emergency managers 
also reminded that Outdoor Warning Sirens are not used to give an "ALL CLEAR" 
signal. This information can be obtained from local TV and radio. Repeated sounding 
of the sirens indicates additional warnings are being issued. 
Source: http://www.kypost.com/dpps/news/local_news/sirens-to-sound-only-for-a-
tornado-warning_6607049 

For more stories, see items 14 and 41  
 
[Return to top]  

Information Technology Sector 

37. August 4, Computerworld – (International) Researcher follows RSA hacking trail to 
China. Malware used in the attack against RSA Security earlier this year was 
controlled from China, a well-known botnet researcher said August 3. The director of 
malware research for Dell SecureWorks, traced the command-and-control (C&C) 
servers used to oversee the RSA attack to networks in Beijing and Shanghai. "This 
gives us the where, but not the who," he said when asked whether his work had come 
up with clues about the attack's architects. In mid-March, RSA confirmed it had been 
targeted by hackers who had breached its network defenses and stole proprietary 
information. Although RSA never detailed what was stolen, it admitted data related to 
the company's SecurID two-factor authentication products was part of the haul. The 
attack was expensive for RSA, which in a recent earnings report said it had spent $66 
million to replace customers' SecurID tokens that are used by man defense contractors 
and government agencies. The attackers gained access to RSA's network by convincing 
a small number of the company's employees to open malware-infected Excel 
spreadsheets. The spreadsheets included an exploit for a then-unpatched vulnerability 
in Adobe's Flash Player. Later attacks on defense contractor Lockheed Martin 
reportedly utilized information obtained in the RSA hack. In his months-long project, 
the researcher uncovered the location of the malware's command servers by using error 
messages displayed by a popular tool called "HTran", which Chinese hackers often 
bundle with their code. HTran bounces traffic between multiple IP addresses to mask 
the real identity of the order-giving servers, making it appear, for instance, that the 
C&C servers are in the United States when they are not. 
Source: 
http://www.computerworld.com/s/article/9218857/Researcher_follows_RSA_hacking_
trail_to_China 

38. August 4, The Register – (International) Cybercrooks exploit interest in Harry Potter 
ebook site. Malware-slingers are tapping into the buzz around a new Harry Potter site 
to mount a variety of scams designed to either defraud, infect, or otherwise con would-
be victims. Pottermore, currently in beta, has been set up to sell ebooks of the Harry 
Potter novels, along with additional content such as background details and settings. 
Fans of the series are not so patiently waiting for the site to become generally available 
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in early October. In the meantime, this anxiousness makes them more than suitable 
targets for scammers. Cyber-tricksters are offering to pre-register users as well as 
buying or selling accounts via eBay, net security firm GFI Software warns. Supposed 
account are on offer at around $100 a pop. The official Pottermore blog strongly 
advises against buying accounts on eBay, or handing over personal data to supposed 
pre-registration services. The transfer of accounts is prohibited under the terms and 
conditions of the site. "We have the right to terminate any Pottermore accounts that are 
sold online," it said. In addition, scammers are punting supposed account access as a 
"download" via YouTube. Users are asked to fill in a survey before they are allowed 
access. Interest in the Pottermore site is also being abused as part of a search engine 
poisoning scam designed to trick Potter fans into scareware portals that run bogus scans 
of surfers' PCs to fool them into buying fake anti-virus software. 
Source: http://www.theregister.co.uk/2011/08/04/pottermania_scam_fiesta/ 

39. August 4, The Register – (International) Anonymous unsheathes new, potent attack 
weapon. Members of Anonymous are developing a new attack tool as an alternative to 
the LOIC (Low Orbit Ion Cannon) DDoS utility. The move follows a spate of arrests 
thought to be connected to use of the LOIC, which by default does nothing to hide a 
user's identity. The new tool, dubbed RefRef, due to be released in September, uses a 
different approach to knocking out Web sites. LOIC floods a targeted site with TCP or 
UDP packets, a relatively unsophisticated yet effective approach, especially when 
thousands of users use the tool to join voluntary botnets. RefRef, by contrast, is based 
on a more sophisticated application-level approach designed to tie up or crash the 
servers behind targeted Web sites instead of simply flooding them with junk traffic, 
according to a blog post on the development by an Anonymous-affiliated blog. Arrests 
in England, Spain, and Turkey connected to LOIC-powered attacks have already 
prompted some core members of Anonymous to move towards using a new server and 
dropping LOIC in favor of other attack tools, such as Slow Loris and Keep-Dead DoS. 
This now seems to be purely a stop-gap measure while RefRef is under development. 
Source: 
http://www.theregister.co.uk/2011/08/04/anon_develops_loic_ddos_alternative/ 

40. August 3, eWeek – (International) Android malware affected up to 1M users in 
2011. Android smartphone owners have plenty to be wary of on the security front, 
according to a new report from Lookout Mobile Security. Android handset users are 2.5 
times more likely to be affected by malware today than they were 6 months ago, as 
anywhere from 500,000 to 1 million users were impacted by malware on their 
smartphone or tablet computer, Lookout said in its new 2011 Mobile Threat report. 
Moreover, 3 out of 10 Android gadget owners are likely to encounter a Web-based 
threat on their device each year, with the number of Android apps infected with 
malware soaring from 80 apps in January to more than 400 apps through June 2011. 
Lookout, whose report includes aggregated data from more than 700,000 applications 
and 10 million devices worldwide, noted that "attackers are deploying a variety of 
increasingly sophisticated techniques to take control of the phone, personal data, and 
money." One such data-chomping exploit involved an Android malware package that 
records the phone conversations of mobile phone users affected with the payload. 
Lookout said mobile payment services, which includes Google Wallet, ISIS, and 

http://www.theregister.co.uk/2011/08/04/pottermania_scam_fiesta/�
http://www.theregister.co.uk/2011/08/04/anon_develops_loic_ddos_alternative/�


 - 18 - 

American Express' Serve, are key attack vectors. 
Source: http://www.eweek.com/c/a/Security/Android-Malware-Affects-Up-to-1M-
Users-in-2011-137686/ 

For more stories, see items 31 and 41  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

41. August 3, KWCH 12 Wichita – (Kansas) Copper thieves strike AT&T phone line in 
N. Wichita. Police in Wichita, Kansas, are looking for thieves who stole around $6,000 
worth of copper wire from an AT&T site. It happened some time between July 31 and 
August 1 in the 2400 block of W. 29th Street North. Police said thieves stole 65 feet of 
copper wire, wiping out telephone and data in that area. The Sedgwick County Law 
Enforcement Training Center is among those that lost telephone lines and Internet 
service, but it has since been restored. 
Source: http://articles.kwch.com/2011-08-03/at-t-site_29848413 

For more stories, see items 4 and 40  
 
[Return to top]  

Commercial Facilities Sector 

42. August 4, Philadelphia Daily News – (Pennsylvania) 4-alarmer guts old Edison 
High. Thomas Edison High School in Philadelphia, Pennsylvania, was gutted in a four-
alarm fire August 3, a little more than a month after it was sold, according to fire and 
school district officials. The fire broke out in the vacant school, at 7th Street and 
Lehigh Avenue, about 1:31 p.m. on the third floor of the building that once was known 
as "The Castle" because of its size and Gothic architecture. The fire burned for 2 hours 
until being brought under control at 3:32 p.m., a fire captain said. During the intense 
battle, 25 houses on 8th Street were evacuated. No injuries were reported and the cause 
of the fire was not yet known, the captain said. The school, which has sat vacant since 
2002, began as the boys-only Northeast Manual Training High School in 1903. It then 
became Northeast High School, until a new Northeast High was opened in 1957. 
Source: http://www.philly.com/philly/news/pennsylvania/126750778.html 

43. August 3, Freeport Journal-Standard – (Illinois) Lake Carroll pool site evacuated 
after acid scare. Lanark emergency crews August 2 evacuated the Lake Carroll 
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Aquatic Complex in Lake Carroll, Illinois after fumes from a powerful cleaning agent 
were emitted throughout the building, causing several people to experience health 
problems. The incident occurred around 2:46 p.m. at the complex, which houses an 
indoor pool. Maintenance workers at the site were reportedly cleaning a room in the 
building, using an agent that contained muriatic acid. For reasons that have not been 
made clear, fumes from the agent were emitted throughout the building. This caused 
several employees and members of the general public to experience “acute effects” due 
to short-term exposure to muriatic acid, according to a news release from the Lanark 
Fire Protection District. Lanark Fire and Ambulance received assistance from multiple 
area agencies, including Lake Carroll Security, the Carroll County Sheriff’s 
Department, Lanark Police, Shannon Fire and Ambulance, Mount Carroll Ambulance, 
Milledgeville Ambulance, Chadwick Fire and Ambulance, Savanna Ambulance, 
Stockton Ambulance, Freeport Rural Ambulance, and the Jo Daviess County 
Hazardous Materials Team. The building’s air quality was deemed clear by the hazmat 
team and emergency crews had left the scene by around 5:24 p.m. 
Source: http://www.journalstandard.com/newsnow/x1158636798/Lake-Carroll-pool-
site-evacuated-after-acid-scare 

44. August 3, Los Angeles Times – (California) 2 buildings evacuated after loud noise 
from electrical vault. A loud noise coming from an underground electrical vault in the 
Tarzana area of Los Angeles, California late August 3 shattered windows and forced 
residents to be evacuated from two nearby buildings, fire officials said. Residents were 
evacuated from two buildings in Tarzana after a boom was reported from an electrical 
vault. Preliminary information indicated the buildings were apartments or 
condominiums, said a Los Angeles Fire Department spokesman. He said there were no 
injuries or reports of fire in the incident, which was reported about 8:15 p.m. Los 
Angeles Department of Water and Power crews were at the scene investigating. 
Source: http://latimesblogs.latimes.com/lanow/2011/08/buildings-evacuated-
tarzana.html 

45. August 3, Lombard Spectator – (Illinois) Chemical spill at Oakbrook Terrace Park 
District building. Emergency crews were dispatched to the Oakbrook Terrace Heritage 
Center in Lombard, Illinois August 3 in response to a hazmat call. The assistant fire 
chief for Oakbrook Terrace said the fire department was called after two different 
chemicals spilled occurred at the location earlier in the day. Uncertain about the 
reaction the spills would cause, specialty units were called in from neighboring towns 
to assist with the cleanup. The occupants of the building were all able to safely 
evacuate, and one person was taken to the hospital as a precautionary measure. 
Source: http://www.mysuburbanlife.com/lombard/features/x1800185652/Chemical-
spill-at-Oakbrook-Terrace-Park-District-building 

For more stories, see items 6, 38, 48, 49, and 50  
 
[Return to top]  

National Monuments and Icons Sector 
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46. August 3, Santa Rosa Press-Democrat – (California) Mendocino forest fire hits 800 
acres. Hundreds of firefighters were battling a forest fire August 3 in northeastern 
Mendocino County, California, that had grown to 800 acres. The fire was reported just 
after noon in the Hull Mountain area northeast of Covelo in the Mendocino National 
Forest, a Cal Fire spokeswoman said. The cause of the fire was unknown. About 450 
firefighters, five air tankers, two air attack planes, and two helicopters had been 
committed to the effort. Law enforcement officials conducting a massive marijuana 
eradication effort in the forest said they were keeping close watch on the fire but the 
fire was not interfering with the operation. 
Source: 
http://www.pressdemocrat.com/article/20110803/ARTICLES/110809807?Title=Mendo
cino-forest-fire-hits-800-acres 

47. August 3, Santa Rosa Press-Democrat – (California) Mendocino forest pot sweep up 
to 545,000 plants. A major multi-county, multi-agency crackdown on marijuana 
growing in the Mendocino National Forest in California as of August 3 had yielded 
545,313 pot plants, 120 arrests, and 36 weapons, officials said. The number of plants 
seized since Operation Full Court Press began July 18 has now surpassed the 465,000 
plants seized in 2010 during a similar operation called Operation Trident in the Central 
Valley. Operation Trident encompassed three counties, but had about the same force of 
300 to 400 people. Twenty-five local, state, and federal agencies are taking part in this 
year’s 3-week eradication and cleanup efforts. Operation Full Court Press is taking 
place in the six Northern California counties that have portions of the Mendocino 
National Forest: Mendocino, Lake, Colusa, Trinity, Tehama, and Glenn. The operation 
stems from complaints the national forests have been taken over by armed marijuana 
growers who have made public lands unsafe for citizens, and who wreak environmental 
damage and leave behind toxic chemicals and garbage. Nearly 50,000 pounds of trash 
and 86 pounds of pesticides have been removed from the forest during the operation, 
and cleanup will continue after the eradication operation ends. 
Source: 
http://www.pressdemocrat.com/article/20110803/ARTICLES/110809811/1350?Title=
Mendocino-forest-pot-sweep-up-to-545-000-plants 

For another story, see item 23  
 
[Return to top]  

Dams Sector 

48. August 4, KFGO 790 Fargo-Moorhead – (North Dakota) Corps raises outflows at 
Baldhill Dam. Water releases at Baldhill Dam near Valley City, North Dakota, have 
been bumped up to about 4,200 cubic feet per second (cfs). Increased releases from 
Lake Ashtabula caused rises downstream on the Sheyenne River. Valley City's mayor 
said the river hit 16 feet August 2, a foot above flood stage. The rise may require some 
minor diking to protect homes along the river that have walkout basements. The Corps' 
expected the increased releases to cause some breakouts along the Sheyenne River in 
the Kindred area. The Corps plans to watch the Orwell and White Rock Dams closely. 
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Those dams feed the Red River in the southern end of the basin. 
Source: http://www.kfgo.com/fm-headline-news.php?ID=0000004923 

49. August 4, Dedham Patch – (Massachusetts) Low water level causing big 'stink' in 
East Dedham. Leaks in two dams on Mother Brook in Massachusetts — one operated 
by the state and the other by the town — plus diverted water where the Charles River 
and Mother Brook connect, has caused the waterway next to Condon Park in Dedham 
to become an unsightly, stench-filled, mosquito breeding ground, unsafe for wildlife. 
The Massachusetts Department of Conservation and Recreation (DCR) and town 
officials found a branch stuck in a floodgate and a broken valve at Centennial Dam near 
Stone Mill Condominiums August 3. DCR crews planned to finish repairs by August 5, 
but it is unknown when the water level will return to normal. 
Source: http://dedham.patch.com/articles/low-water-level-causing-big-stink-in-east-
dedham 

50. August 3, Associated Press – (South Dakota) Flood cleanup on the horizon in SD 
capital of Pierre; likely to begin late this month. Officials in Pierre plan to launch a 
significant flood cleanup in the South Dakota capital 3 days after the Missouri River 
falls back within its banks. The U.S. Army Corps of Engineers plans to reduce releases 
from the Oahe Dam north of Pierre, to 85,000 cubic feet per second (cfs) August 24, to 
put the bloated river back in its banks. Releases this summer have reached levels nearly 
double that amount because of heavy spring snowmelt and rain. The flood cleanup 
effort will include unplugging storm sewers and removing sump pumps being used to 
pump rainwater from areas behind dikes. Starting August 5, officials plan to start 
removing barricades and access checkpoints that have guarded Pierre neighborhoods 
most in danger of flooding. 
Source: 
http://www.therepublic.com/view/story/e8356985769248c4a954bd23d4eac79b/SD--
SD-Flooding-Pierre/ 

51. August 3, KTIV 4 Sioux City – (Iowa) Sioux City preparing for river drawdown. The 
Missouri River dropped to 33.5 feet, or 3.5 feet above flood stage, in Sioux City, Iowa, 
August 3. Officials believe when outflows from Gavins Point Dam dip to 90,000 cubic 
feet per second (cfs) —around the first of September — the Missouri River may be 
back in its banks. Variables, such as degradation to the river bed, has the city working 
to get inundation maps for the drawdown. Another concern is the dropping water 
pressure and what it could do to the levees. They plan to keep a close watch out for 
sloughing or collapse. 
Source: http://www.ktiv.com/story/15206096/sioux-city-look 
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