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Top Stories 

• Reuters reports security company McAfee found a mammoth series of global cyber attacks 
it said involved one "state actor" infiltrating the networks of 72 organizations, including the 
United Nations, governments, and companies. (See item 33) 

• A demonstration at a Black Hat conference found most Supervisory Control and Data 
Acquisition systems used to run power plants and other critical infrastructure lack basic 
cyber security protections, CNET reports. (See item 43) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: LOW, Cyber: LOW 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. August 3, Augusta Gazette – (Kansas) One fatality, two others injured in Butler 
County propane explosion. Three people were injured and rushed to the emergency 
room after several severe explosions caused large fires at Global Propane just after 2 
p.m. August 2 in Augusta, Kansas. One person was critically injured after suffering 
burns on 90 percent of his body, and died later at a regional burn center. Of the other 
two male victims, one was in serious condition and the other was in good condition and 
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eventually released. The Butler County sheriff said a plant employee was indoors when 
he heard an explosion, saw a large fire, and helped evacuate the three who were 
injured. The sheriff and departments from Augusta, Andover, Douglass, Cowley 
County, Butler County, and McConnell Air Force arrived to evacuate the area in a 1-
mile radius, including the residential areas. Both sides of Andover Road and several 
side streets were blocked off. The sheriff said firefighters had to wait before going in to 
put out fires on two structures because there was a truck loaded with 40-pound bottles 
of propane and a large tank with about 16,000 gallons of propane in it. Once the 
propane was deemed not to be a threat, firefighters were able to put out grass fires near 
three homes, then attempted to put out the rest of the flames from the explosion. The 
cause of the explosion has yet to be released. 
Source: http://www.augustagazette.com/x555037894/One-fatality-two-others-injured-
in-Butler-County-propane-explosion 

2. August 3, WISH 8 Indianapolis – (Indiana) Driver killed as tanker truck 
overturns. The driver of a semitrailer fuel tanker was killed August 3, and a major 
interstate exchange in Speedway, Indiana, was closed for hours after his truck slammed 
into a concrete barrier and overturned. The accident happened just after 12:30 a.m. on 
the northbound entrance ramp to Interstate 465 from Crawfordsville Road. Officials 
said they hoped to have the interchange open again by noon August 3. The crash 
caused about 3,000 gallons of unleaded gasoline to leak out into a nearby ditch, 
although the total capacity of the tanker was 20,000 gallons. An Indiana State Police 
sergeant said the tanker somehow lost control and hit a concrete barrier set up along the 
shoulder of the entrance ramp. The impact caused the truck to flip over, crushing the 
cab, and killing the driver inside. Remediation experts worked August 3 to drain the 
rest of the fuel and safely transport it away from the scene. 
Source: http://www.wishtv.com/dpp/news/local/marion_county/Driver-killed-as-
tanker-truck-overturns- 

3. August 2, Chicago Sun-Times – (Illinois) Nearly 27,000 still in dark following 
storms. About 27,000 Commonwealth Edison customers were waiting for their power 
to be restored August 3 after storms ripped through the Chicago, Illinois, area August 2. 
The storm hit the Chicago area about 9:30 p.m., prompting severe weather watches for 
portions of Cook, Will, and Kankakee counties, according to the National Weather 
Service. Included in the 27,000 without electricity as of 7 a.m, August 3 were 14,000 in 
the north suburbs, 7,700 in the south suburbs, 3,400 in the city, and 1,600 in the west 
region, a ComEd spokesman said. Earlier, high winds and downed trees delayed some 
Metra trains for more than 2 hours. A Metra spokesman said Metra trains on the Union 
Pacific North and Northwest lines were delayed from 6:30 p.m. to 8:30 p.m. because of 
high winds and downed trees on the tracks. 
Source: http://www.suntimes.com/news/6838463-418/storm-brings-cooler-air-but-
leaves-65000-without-power.html 

4. August 2, Sand Springs Leader – (Oklahoma) Grass fire threatens broadcast tower, 
oil wells. Fire crews battled a 10-acres grass fire August 1 near East Pond Drive, at 
State Highway 97 that at one time threatened a broadcast tower, and nearby oil wells in 
Oklahoma. Sand Springs and Rock Volunteer Fire Department crews kept the fire away 
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from the tower and wells, but power lines and a power pole to the site were burned. A 
Public Service of Oklahoma spokesman said a generator kept the tower operating, and 
the power lines were quickly replaced. Power to nearby residences was not affected. 
The acting Sand Springs fire chief said smoldering embers from a grass fire the day 
before near that location may have been the cause of the August 1 fire. The fire began 
as a small grass fire, but thick brush near the scene caused problems for firefighters. 
After several hours of work, the fire was largely extinguished but crews remained at the 
scene cooling hot spots until the evening. 
Source: http://sandspringsleader.com/news/grass-fire-threatens-broadcast-tower-oil-
wells/article_416e065a-bc7e-11e0-8f7d-001cc4c002e0.html 

For more stories, see items 33, 43, and 52  
 
[Return to top]  

Chemical Industry Sector 

5. August 2, Agence France Presse – (National) Toxic chemicals found in kids' car 
seats: study. More than half of children's car seats sold in the United States contain 
hazardous chemicals, according to a study published August 3 by a non-profit 
environmental group. Sixty percent of 150 car seats tested by the Michigan-based 
Ecology Center were found to contain chemicals that can be harmful to human health 
such as bromine and chlorine, which points to the presence of polyvinyl chlorate 
(PVC). Studies in lab animals have found that bromine-containing flame retardants can 
permanently affect the developing brain, while PVC has been classified by the U.S. 
Environmental Protection Administration as a known human carcinogen. When PVC is 
burned or dumped in landfills, dioxins — highly toxic chemicals that build up in the 
food chain and can cause cancer, as well as harm the immune and reproductive systems 
— are released into the air and water. "Heat and UV-ray exposure in cars can accelerate 
the breakdown of these chemicals and possibly increase their toxicity," the Ecology 
Center said in a statement. "Babies are the most vulnerable population in terms of 
exposure, since their bodily systems are still developing and they spend many hours in 
their car seats." Ecology Center researchers compiled a list of the best and worst car 
seats in terms of the chemicals found in them, and posted it on the HealthyStuff.org 
Web site. Levels of bromine varied between different models of the same make of car 
seat, with the source usually being a flame retardant used in the upholstery or 
cushioning. 
Source: http://www.google.com/hostednews/afp/article/ALeqM5jgTqeZEh5zl0kEP0-
HN5uvteq4-A?docId=CNG.afd2afe06f0a80a6c825347e9cbe811f.581 

6. August 2, Beaumont Enterprise – (Texas) Jury finds Chemtex in Port Arthur 
negligent in acid case. A jury August 2 awarded $991,465.77 in damages to importing 
company Martin Product Sales LLC after it found a firm it hired was negligent in 
certifying sulfuric acid it was storing at a Beaumont, Texas facility. In an 11-1 verdict, 
the jury found Camin Cargo Control Inc. and its representative, Chemtex 
Environmental Laboratory Inc., were negligent when the companies certified 14,000 
metric tons of sulfuric acid that Martin then sold to its customers. Martin sued for $1.35 
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million not including interest, attorney's fees and costs. The jury awarded the company 
$396,000 in attorney's fees for the trial court, and $49,500 for representation through 
appeal to the court of appeals. The jury also awarded Camin Cargo $2,845 for damages 
that resulted from Chemtex's failure to comply. Chemtex has an office in Port Arthur, 
Texas. 
Source: http://www.beaumontenterprise.com/news/article/Jury-finds-Chemtex-in-Port-
Arthur-negligent-in-1701119.php 

7. August 2, Fair Warning – (Georgia) OSHA seeks $162,000 in fines in chemical 
exposure death. A Georgia contractor was hit with $162,000 in proposed federal fines 
stemming from the death of a worker who, authorities said, succumbed after inhaling 
the toxic fumes of a chemical paint remover. The Occupational Safety and Health 
Administration (OSHA) August 1, cited Stockbridge, Georgia-based Creative 
Multicare Inc. on two willful violations, the agency’s most severe charges, along with 
six other infractions. Agency officials said a 49-year-old employee was found dead in 
February on the floor of a small bathroom in an apartment in Clarkston, Georgia, while 
using methylene chloride to remove paint from a bathtub surface. Creative Multicare 
does plumbing, counter resurfacing, and other renovations for apartments and 
condominiums. The two willful violations included allowing workers to be highly 
overexposed to methylene chloride. According to the OSHA, exposure to the chemical 
can harm the central nervous system and the liver, and it raises the risk of cancer. 
Excessive inhalation also can cut oxygen to the heart, which can lead to a heart attack, 
particularly in people predisposed to heart disease. In the 49-year-old's case, “That’s 
exactly what happened,” an OSHA spokesman said. Based on information provided by 
the medical examiner, the OSHA calculated the employee was exposed to more than 47 
times the level considered safe. The agency said the company failed to require 
employees to use air-supplied respirators when handling the chemical, and neglected to 
conduct medical examinations and annual fitness tests for employees who wore half-
mask and full-mask respirators. 
Source: http://www.fairwarning.org/2011/08/osha-seeks-162000-in-fines-in-chemical-
exposure-death/ 

8. August 2, U.S. Environmental Protection Agency – (National) EPA publishes rule to 
improve reporting of chemical information. The U.S. Environmental Protection 
Agency (EPA) issued a new rule August 2 to increase the type and amount of data it 
collects on commercial chemicals from chemical manufacturers, allowing it to better 
identify and manage potential risks. The improved rule, known as the Chemical Data 
Reporting Rule (CDR), also requires that firms submit data electronically, rather than 
on paper, and limits confidentiality claims by companies. The changes are part of the 
EPA Administrator's commitment to strengthen the agency’s chemical management 
program, and increase the transparency of critical information on chemicals. The CDR 
Rule, which falls under the Toxic Substances Control Act Inventory Update Rule 
(IUR), requires more frequent reporting of critical data on chemicals, and requires the 
submission of new and updated data relating to potential chemical exposures, current 
production volume, manufacturing site-related data, and processing and use-related 
data for a larger number of chemicals. The EPA is requiring companies to submit the 
data through the Internet, using the agency's electronic reporting tool. Companies will 
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be required to start following the new reporting rules in the next data submission 
period, which will occur February 1, 2012 to June 30, 2012. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/346b93365e96c25e852578e000542b73?Op
enDocument 

For more stories, see items 29, 35, 37, 43, and 50  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

9. August 2, U.S. Nuclear Regulatory Commission – (Florida) Saint Lucie - loss of both 
trains of emergency response data system due to loss of plant process 
computers. At 9 p.m. July 27, St. Lucie Unit 1 of the St. Lucie Nuclear Power Plant 
near Ft. Pierce, Florida lost both the "A" and "B" computer trains associated with 
Emergency Response Data Acquisition and Display System (ERDADS). Attempts to 
restore either train were initially unsuccessful. The cause of the failure is not known 
and continues to be investigated. The loss of the plant process computers also resulted 
in the loss of the Safety Parameter Display System. Redundant indicators were 
available to operators. As of August 1, Unit 1 ERDADS has been restored to an 
available status. The plant operator notified the NRC Resident Inspector of the initial 
incident and restoration of Unit 1's ERDADS. 
Source: http://www.nucpros.com/content/saint-lucie-loss-both-trains-emergency-
response-data-system-due-loss-plant-process-computers 

10. August 2, Dow Jones Newswires – (National) Vermont finds contaminated fish; 
governor blames Entergy. Vermont's governor August 2 blamed Entergy Corp. after a 
fish was found contaminated with a radioactive isotope near the Vermont Yankee 
nuclear power plant near Vernon, heating up an already contentious dispute between 
the company and the state over the plant's fate. Entergy, which owns and operates the 
plant, said there was no evidence that it was the source. The state health department 
said August 2 it found measurable levels of strontium-90 in the flesh of a fish taken 9 
miles north of the plant, located on the Connecticut River. The governor said Entergy 
should pump water from contaminated soil at the plant site where tritium had leaked 
from underground pipes and seeped into an underground water aquifer. But Entergy in 
a statement said "there is absolutely no evidence to suggest that Vermont Yankee is the 
source for the strontium-90". The company said it regularly tests groundwater from 31 
wells near the plant, and has never detected any radioactive material other than tritium. 
Strontium-90 is considered one of the more hazardous constituents of nuclear wastes, 
and exposure to the substance has been linked to bone cancer, cancer of the soft tissue 
near the bone, and leukemia, according to the U.S. Environmental Protection Agency. 
Source: http://www.foxbusiness.com/industries/2011/08/02/vermont-finds-
contaminated-fish-governor-blames-entergy/ 

For another story, see item 43  
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[Return to top]  

Critical Manufacturing Sector 

11. August 2, U.S. Department of Labor – (Wisconsin) US Labor Department's OSHA 
cites Michels Power Division in Brownsville, Wisconsin, after worker is fatally 
electrocuted. The U.S. Department of Labor's Occupational Safety and Health 
Administration (OSHA) has cited Brownsville, Wisconsin-based Michels Power 
Division for seven serious safety violations after a worker was fatally electrocuted on 
April 6 at a Livingston job site. The violations involve failing to instruct workers in the 
recognition and avoidance of unsafe conditions; ensure the use of personal protective 
equipment; protect workers from electrical shock; maintain safe working distances; 
ground or isolate conductors, including service conductors; and isolate, insulate, or 
ground pulling or tensioning equipment. This was the first OSHA inspection for 
Michels Power Division; however, it is a subsidiary of The Michels Co. of 
Brownsville, which has been inspected and received citations for serious violations 
related to excavations and gas welding. Proposed fines total $49,000. 
Source: 
http://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEAS
ES&p_id=20409 

For another story, see item 43  
 
[Return to top]  

Defense Industrial Base Sector 
 
See items 33, 35, and 43  

 
[Return to top]  

Banking and Finance Sector 

12. August 3, Nashville Tennessean – (Tennessee) Gallatin police identify source of 
credit card fraud. Investigators have found the source of a credit card fraud outbreak 
in Gallatin, Tennessee, city police said August 2. A local business computer was 
hacked by a criminal enterprise and steps have been taken to prevent further financial 
theft. The business was not identified, but it was a targeted victim and the employees 
were not responsible for the fraudulent charges. The case is being investigated by 
Gallatin police, and the U.S. Secret Service. More than 100 cases of stolen financial 
information were reported in July from residents throughout Sumner County. Police 
previously said the trend among the cases was that most of the victims had used their 
cards in the 1400 block area of Nashville Pike in Gallatin. Many of the charges were 
for $80-$100, and were listed on bank and credit card account statements from various 
cities in Florida. 
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Source: http://www.tennessean.com/article/20110803/NEWS01/308030128/Gallatin-
police-identify-source-credit-card-fraud 

13. August 3, KCTV 5 Kansas City – (Missouri; Kansas; Oklahoma) Multi-state bank 
robber on a crime spree, FBI says. The FBI said August 3 it needs help tracking 
down a bank robber who is on a crime spree in three states, including Kansas and 
Missouri. Investigators said a man held up banks in Shawnee, Kansas, Joplin, Missouri, 
and 4 in Oklahoma — all since May 2011. Authorities said in many of the robberies, 
the suspect entered the bank 30 minutes to 2 hours prior to the robbery wearing dark 
sunglasses and a hat. The suspect then re-entered the bank wearing a disguise and 
demanded money from the teller. Authorities think he is driving a silver Volkswagen 
Jetta with Oklahoma tags. 
Source: http://www.kctv5.com/story/15199820/multi-sate-bank-robber-on-a-crime-
spree-fbi-says 

14. August 3, Denver Post – (Colorado) Man fires shots, leaves suspected bomb at 
Aurora payday business. A man who attempted to rob a payday-loan business on East 
Colfax Avenue in Aurora, Colorado, August 2 fired shots at an employee and left 
behind a backpack that he said contained a bomb. The Adams County Bomb Squad 
used a blast of water on the device and found what appears to be a bomb. "(It) was 
described as having all the makings of an explosive device," an Aurora police 
spokeswoman, said. The incident began at 4:30 p.m. at Ace Cash Express at 11703 East 
Colfax. Nearby streets were closed until about 7 p.m. The spokeswoman said the man 
walked into the store, put the backpack on the counter, and ordered an employee to give 
him money. The worker instead ducked behind a counter, and the man pulled a pistol 
from his waistband and fired two shots in the direction of the employee, she said. No 
one was injured. Police said the man is black and in his early 20s. He is about 6 feet tall 
and weighs about 165 pounds with a thin build. He was wearing a gray shirt, sunglasses 
and a black scarf over his face. 
Source: http://www.denverpost.com/news/ci_18605718 

15. August 2, Miami Herald – (Florida) U.S. attorney accuses 27 in South Florida of 
mortgage fraud. Four separate indictments were unsealed August 2 by the U.S. 
attorney’s office in Miami accusing 27 people in various mortgage fraud schemes 
against banks and South Florida homeowners. He said the charges range from mail 
fraud to insurance fraud to arson, and highlight the problems South Florida faces as the 
nation’s top market for mortgage loan fraud. The schemes resulted in more than $30 
million in bad loans. Two of the cases involve typical mortgage fraud schemes, with 
straw buyers using falsified loan applications to buy homes at inflated prices while the 
fraud orchestrators pocketed large portions of the bank loans. According to the first 
unsealed indictment, a businessman, a loan processor, a closing agent, all of Miami-
Dade County, and a real estate agent from Broward County, recruited 13 straw buyers 
to orchestrate a $20 million fraud on mortgage lenders. From January 2006 to March 
2008, the group purchased 22 properties in Miami-Dade using bogus loan documents, 
taking out multiple loans on some properties. Straw buyers allegedly received kickback 
payments of $30,000 to $100,000 for the use of their credit information. The second 
unsealed indictment describes a similar scheme, allegedly carried out in Palm Beach 
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County by three mortgage professionals. That case involves more than $9.2 million in 
bank loans for homes bought by straw buyers, the indictment states. A third indictment 
describes several crimes on a single property, including mail fraud, arson, and 
insurance fraud. A fourth case charges a Miami attorney with misappropriating more 
than $1 million in client funds during the closing process of real estate transactions. Of 
the 27 defendants charged, 25 are in custody. If convicted, the defendants could each 
face 20 years in prison. 
Source: http://www.miamiherald.com/2011/08/02/2341856/feds-charge-27-with-
mortgage-fraud.html 

16. August 2, Seattle Times – (Washington) Berg enters guilty plea in Meridian fraud 
case. A Mercer Island, Washington man charged with defrauding investors of about 
$100 million in a Ponzi scheme involving his Meridian Mortgage funds, pleaded guilty 
August 2 to wire fraud, bankruptcy fraud, and money laundering, according to 
documents filed in court. The three-count plea deal is expected to bring a sentence of 
18 years, according to the U.S. attorney's office and the man's lawyer. The mortgage 
manager, whose array of Meridian investment funds began to collapse in mid-2010, 
was charged with siphoning off millions of dollars from the funds to finance his 
luxurious lifestyle, the creation of a high-end motor-coach company, and the 
acquisition of a Mercer Island home, two yachts, and two jets. Prosecutors said he used 
incoming money from some investors to pay off earlier investors, maintaining the 
illusion this funds were investing in real estate and earning steady high returns. But 
according to the indictment, after a certain point, the man never purchased any assets as 
promised, and instead "fabricated false records for many of the seller-financed real-
estate contracts and loans purportedly purchased or financed by the funds." The court-
appointed bankruptcy trustee for the mortgage funds told investors in May the Meridian 
funds took in about $160 million of investor cash, and at their downfall showed a 
balance of $210 million, including phony earnings. The trustee calculated that more 
than $100 million was misappropriated, and the assets recovered may total $27.7 
million. 
Source: 
http://seattletimes.nwsource.com/html/businesstechnology/2015801714_berg03.html 

17. August 2, Windsor Locks-East Windsor Patch – (National) Florida man pleads guilty 
to stealing $200,000 in credit card scheme. A 36-year-old Miami, Florida man 
pleaded guilty in federal court in New Haven, Connecticut, August 2 to bilking 
$200,000 from several businesses in a credit card scheme. The man pleaded guilty to 
one count of access device fraud and one count of identity theft, a U.S. Attorney for the 
District of Connecticut, announced in a press release. According to court documents 
and statements made in court, between May 2010 and November 2010, the man 
unlawfully obtained several credit card numbers and created counterfeit credit cards 
bearing an embossment of the credit card numbers and the names of two actual persons. 
He also created counterfeit drivers’ licenses in the names of the two persons. The 
convict then used the counterfeit credit cards to purchase gift cards from Stop & Shop, 
Big Y, Staples, and Safeway stores, and to rent vehicles from Hertz. These transactions 
occurred in Massachusetts, Connecticut, Rhode Island, New York, and Virginia. He 
sold most of the gift cards to others, and kept some for his own use. As a result of this 
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fraud scheme, the businesses and the credit company that supported the credit accounts 
suffered losses in excess of $200,000. 
Source: http://windsorlocks.patch.com/articles/florida-man-pleads-guilty-to-stealing-
200000-in-credit-card-scheme 

For another story, see item 41  
 
[Return to top]  

Transportation Sector 

18. August 3, Associated Press – (Texas) Emergency landing strands 100 passengers 
overnight at Abilene Airport. About 100 passengers spent the night at a West Texas 
airport after a jet bound from Los Angeles to Dallas-Fort Worth had possible engine 
trouble and landed in Abilene. The Abilene Regional Airport aviation director said 
August 3 that nobody was hurt as the MD-80, with 112 passengers, made a safe landing 
around 11:30 p.m. August 2. The director said some passengers from Flight 2468 were 
transported to hotels, while most spent the night in the terminal. An American Airlines 
spokeswoman said mechanics would check for a possible issue with an engine. Another 
jet was dispatched to pick up the passengers and continue their journey to Dallas-Fort 
Worth International Airport. 
Source: http://www.ktxs.com/news/28750339/detail.html 

19. August 3, Associated Press – (Texas) Extreme Texas heat affects rail lines. The 
Texas heat wave has affected some rail service as high temperatures threaten to warp 
tracks. The Denton County Transportation Authority (DCTA) has enacted a heat-speed 
restriction the week of August 1, with a slowdown in train speeds from 60 miles-per-
hour to 45 mph for the passenger line between Denton to Carrollton. The DCTA vice 
president said the slowdown is for safety reasons because of the extreme heat. Dallas 
Area Rapid Transit (DART) said Trinity Railway Express trains, between 2 and 9 p.m., 
will also operate at reduced speeds. Union Pacific Railroad August 2 notified New 
Braunfels police that a train was blocking a crossing due to heat-related problems with 
a section of rail. Traffic was rerouted as the line was checked. FM 306 reopened 
August 2. 
Source: http://www.chron.com/disp/story.mpl/ap/tx/7681387.html 

20. August 3, Associated Press – (Colorado) About 500 passengers affected after trains 
halted by mud, rocks. Train service on the Durango & Silverton Narrow Gauge 
Railroad in Colorado will be limited after heavy rains flooded the tracks August 2, 
causing a mud and rock slide. A railroad spokeswoman said more than 500 passengers 
had to be bused back to Durango after mud, rocks, and trees covered the tracks south of 
Silverton. According to the Durango Herald, the debris was about 15 feet deep. Heavy 
rains also triggered two mud slides that temporarily blocked traffic on two highways in 
Colorado. The Colorado Department of Transportation said boulders fell across both 
lanes of U.S. 50 August 2, temporarily closing the highway west of Canon City. 
Source: 
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http://www.therepublic.com/view/story/75319f20449a4fdcb04fde72d05e43ac/CO--
Colorado-Flooding/ 

21. August 3, Associated Press – (New York) Train derailment snarls 4, 6 lines. A minor 
derailment of a subway train in the Harlem section of Manhattan in New York City 
August 3 was causing service disruptions. New York City Transit said No. 6 trains 
were running express between Grand Central Station and 125th Street. It said there was 
also limited service in both directions on the Nos. 4, 5 and 6. Riders were advised to 
use bus service where possible. The derailment occurred on a No. 6 train between the 
125th and 116th street stations at 4:14 a.m. Passengers were evacuated safely. 
Source: 
http://www.nypost.com/p/news/local/train_derailment_snarls_lines_fi7tn1goIgkx5hPdu
hySWM 

22. August 2, Lincoln Journal Star – (Nebraska; Iowa; South Dakota) USGS trolls 
Missouri River with side-scan sonar looking for bridge damage. The U.S. Army 
Corps of Engineers banned all recreational watercraft from the Missouri River and its 
backwaters since early July due to dangerous conditions. The river is filled with 
downed trees, jetties, and submerged debris that can quickly punch a hole into a hull. 
So, when the U.S. Geological Survey launches its 18-foot steel boat on the river, it's got 
to be for a good reason. A U.S. Geological Survey (USGS) crew that has been plying 
the Missouri River since the flood began — checking out bridge piers and pipelines for 
the Corps, the U.S. Environmental Protection Agency, and the road departments in 
Nebraska and Iowa — hit the water again August 2 near Nebraska City, Nebraska. 
Using sonar, the crew bounces sound waves off the bottom of the river to create an 
intense digital image of the water's scouring effect on the channel and bridge piers. It is 
the same high technology that is used to find sunken shipwrecks. There is cause for 
concern. On June 27, authorities closed the Decatur bridge because of fears scouring 
had eroded some of the approach on the Iowa side of the river. Scouring as deep as 50 
feet was found along bridge piers. The bridges to be inspected are in Vermillion, South 
Dakota, Yankton, South Dakota, Rulo, Nebraska City, Plattsmouth, Bellevue, South 
Omaha, Nebraksa, Interstates 80, 480, and 680, Blair, Decatur, and two are in South 
Sioux City. The Chief Standing Bear Memorial Bridge near the village of Niobrara is 
the other. 
Source: http://journalstar.com/news/state-and-regional/nebraska/article_42692364-
e382-5467-82c7-77987dcc196d.html 

For more stories, see items 1, 2, 6, 14, 38, and 49  
 
[Return to top]  

Postal and Shipping Sector 

23. August 2, Assoicated Press – (New Jersey) NJ man who stole Social Security, 
unemployment checks gets 7-year federal prison sentence. A southern New Jersey 
man was sentenced to 7 years in federal prison for stealing thousands of dollars in 
government checks from mail boxes and postal trucks in the Camden area. The 43-
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year-old Camden man pleaded guilty in February to theft of government funds. He was 
sentenced August 2 to pay more than $70,000 in restitution. Federal prosecutors said 
the man and his wife stole Social Security, tax refunds, and unemployment checks, then 
recruited people to cash them using fake IDs the couple provided. The wife also 
pleaded guilty. 
Source: 
http://www.therepublic.com/view/story/994dca2e41b74b0d996dbb0f71e1aa66/NJ--
Stolen-Mail-Sentencing/ 

For another story, see item 36  
 
[Return to top]  

Agriculture and Food Sector 

24. August 3, Associated Press – (Texas; Oklahoma) Drought forces Texas, Okla. 
ranchers to cut herds. Drought has baked pastures and dried ponds, and ranchers in 
Texas and Oklahoma — the nation's top two beef producers — are culling their herds. 
Some have sold off all their cattle, but some are hanging on and hoping for rain. Cattle 
ranchers either have to sell cattle during droughts or buy feed because their barren 
pastures cannot sustain the animals. If they opt to buy hay while watching for rain 
clouds, they risk running into bankruptcy. If they sell off cows of calf-bearing age 
instead, they do it knowing rebuilding the herd later will be a long, costly process. Most 
cows sold are being sent to slaughter. When the drought ends, demand for animals to 
rebuild herds is likely to peak just as the nation's cattle population is at its lowest since 
1958. Prices for the ranchers still in business are expected to be sky-high. Texas's beef 
herd had shrunk before the latest drought. At the beginning of 1996, Texas had 5.9 
million cows but a drought that year and low beef prices at the time prompted ranchers 
to cut down the herd, and it continued to shrink with the recession and the skyrocketing 
costs of maintaining cattle. At the start of 2011, the herd was down to 5 million. 
Conditions are similar in Oklahoma, which is the driest it has been since the 1930s. 
Some cows are being sold to cattlemen in states that have pasture, but most are going to 
slaughter. While ranchers cull their herds every year, they usually sell older or infertile 
cows and pass plump calves to feedlots to keep their herds as profitable as possible. 
Source: http://www.greenwichtime.com/news/article/Drought-forces-Texas-Okla-
ranchers-to-cut-herds-1703664.php 

25. August 3, Associated Press – (National) Government seeking source of tainted 
turkey. The U.S. Department of Agriculture (USDA) and the U.S. Centers for Disease 
Control and Prevention (CDC) are looking for the source of a salmonella outbreak, 
dating back to March, which has resulted in 76 illnesses and 1 death. California state 
health officials said August 2 the one death was in Sacramento County. Seventy-six 
people in 26 states have been made sick from the same strain of the disease. The CDC 
said August 1 that cultures of ground turkey from four retail locations between March 7 
and June 27 showed contamination with the same strain of salmonella, though those 
samples were not specifically linked to the illnesses. The agency said preliminary data 
showed three samples were linked to the same production establishment, but it did not 
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name the retailers or manufacturers. The lack of information may be attributed to 
USDA rules that make it harder to investigate and recall salmonella-tainted poultry. 
Officials must directly link the illnesses with a certain producer or establishment, which 
is difficult to do because people do not always remember what they ate or where they 
bought it. It appears officials have not been able to prove the link between the samples 
of salmonella they found — even though they are the same strain — and the 77 people 
who were sickened. The states with the highest number sickened were Michigan and 
Ohio, 10 illnesses each, while nine illnesses were reported in Texas. Illinois had seven, 
California six, and Pennsylvania five. 
Source: http://kstp.com/news/stories/S2225705.shtml?cat=1 

26. August 2, KITV 4 Honolulu – (Hawaii) New pest killing bee hives in Hawaii. Experts 
from the University of Hawaii and the state agriculture department have begun meeting 
with beekeepers across Hawaii to teach them how to protect their hives against a new 
beetle pest that can ruin their honey production. The beetles can contaminate honey and 
cause bees to abandon their hives. Small hive beetles are 4 or 5 millimeters long, but 
they can have a big negative effect on agriculture. They have turned up in beehives on 
Oahu, the Big Island and more recently, Maui and Molokai. "Beekeepers are losing 
colonies, so we're trying to help them rebuild," said an apiculture specialist with the 
state department of agriculture. Agriculture officials said bees pollinate food crops of 
all sorts, from macadamia nuts, cucumbers, watermelons, and avocados to coffee, 
mangoes, and lychee. The small hive beetles came from Africa and arrived in the 
United States around 1996. Since then, they have spread throughout the country. 
Another pest, called the varroa mite, has already devastated some honey operations 
across Hawaii as well. 
Source: http://www.kitv.com/news/28748668/detail.html 

27. August 2, Chippewa Herald – (Wisconsin) Firefighters battle blaze at Cadott bar. A 
bar in Cadott, Wisconsin, was engulfed in flames the afternoon of August 2 after an 
attempt to light a pilot light on a gas stove exploded in a bartender’s face. Firefighters 
from Cadott, Boyd, and Stanley were battling the fire at Misfits Bar & Grill. The 
bartender was not seriously injured, but the explosion spread flames that quickly 
engulfed the business. The only other occupant in the building at the time escaped 
safely and made the 911 call. 
Source: http://chippewa.com/news/local/article_f9c61a76-bd46-11e0-8001-
001cc4c002e0.html 

28. August 2, Salisbury Daily Times – (Delaware) Fire at Catch 54 on Fenwick is out. A 
fire that evacuated diners from the popular Catch 54 Fish House on the waterfront on 
Fenwick Island, Delaware, is out, according to the Bethany Beach Fire Department. 
Details of the fire were not available late August 2. No injuries had been reported as of 
9 p.m., about a half hour after the fire started. Firefighters from four companies in 
Delaware and Maryland fought the blaze, bringing it under control within 2 hours or 
less. "Heavy fire was showing when the first truck showed up," a Bethany Beach 
firefighter said earlier. Along with firefighters from Bethany Beach, crews from 
Roxanne, Rehoboth Beach, and Ocean City were at the scene, he said. Firefighters from 
the Millville Volunteer Fire Company were on standby at the Bethany fire house. Catch 
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54 is a 2-story seafood restaurant and fixture along Route 54, located on the west side 
of a canal that connects to Assawoman Bay, and overlooks Shark's Cove Marina. 
Source: http://www.delmarvanow.com/article/20110802/NEWS01/110802035/Catch-
54-Fenwick-waterfront-ablaze 

For more stories, see items 54 and 59  
 
[Return to top]  

Water Sector 

29. August 3, WFTV 9 Orlando – (Florida) Agency investigates water well 
contamination. The U.S. Environmental Protection Agency (EPA) said it is now 
involved in the investigation of water well contamination in a Volusia County, Florida 
neighborhood. Officials said 69 wells in the Country Club Estates along Yorkshire 
Road in DeLand are contaminated with the banned insecticide, dieldrin. Tests showed 
five of the wells have chemical levels above the federal limit. The EPA is reviewing 
data on the wells from tests conducted by the Volusia County Health Department. A 
group of the impacted homeowners filed a class action lawsuit against the DeLand 
Country Club. It used dieldrin as a pesticide in the 1970s. The homeowners believe the 
now banned chemical trickled down into the aquifer over time and contaminated their 
wells. Volusia County is testing 43 more wells for possible contamination. While there 
is no conclusive evidence to link dieldrin and cancer, the EPA classifies it as a 
carcinogen. 
Source: http://www.wftv.com/countybycounty/28747521/detail.html 

30. August 2, WREX 13 Rockford – (Illinois) Groundwater contamination concerns in 
Winnebago County. The Winnebago County Health Department is investigating the 
detection of chemicals in two private wells in Winnebago County, Illinois. The health 
department said Volatile Organic Chemicals (VOC's) were detected in the drinking 
water. "At this point in time, we do not know for sure how extensive this groundwater 
contamination problem is," said the director of environmental health services for the 
Winnebago County Health Department. "Our department is working in partnership 
with the Illinois Department of Public Health to evaluate the scope of the problem and 
to inform residents of the health risks," he added. "We are in the process of evaluating 
the extent and direction of flow of the VOC contaminate plume in the groundwater". 
The health department sent out a corrected news release August 2 that stated the 
affected area was on the same street that is north of Auburn Street and west of Central 
Avenue, not Center Street as first reported. 
Source: http://www.wrex.com/story/15193098/groundwater-contamination-concerns-
in-winnebago-county 

31. August 2, Poughkeepsie Journal – (New York) Sodium levels up in Lloyd drinking 
water. The Lloyd, New York, Water and Sewer Department advised residents that 
sodium levels in the drinking water increased due to a lack of significant rainfall. “The 
sodium level in the Town of Lloyd water distribution system is presently above 20 mg/l 
(milligrams/liter). The NYS (New York State) Department of Health, in part 5, subpart 
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5-1 of public water systems, states that ‘water containing more than 20mg/l of sodium 
should not be used for drinking by people on severely restricted diets,' ” the department 
clerk said in a notice to residents. He added that the department set up pumping 
schedules to keep sodium levels at a minimum. 
Source: 
http://www.poughkeepsiejournal.com/article/20110802/NEWS01/110802012/Sodium-
levels-up-Lloyd-drinking-water?odyssey=nav|head 

32. August 2, Oklahoma City Oklahoman – (Oklahoma) Line breaks leave most of 
Shawnee without water. In Shawnee, Oklahoma August 2, dirty dishes went 
unwashed, showers were cut short and toilets could not be flushed as fractured 
waterlines left many without water, and others with almost no water pressure. The 
trouble was discovered about 9 p.m. August 1, and by the morning of August 2, all four 
of the city's water towers were dry. The problem was caused by 15 water main breaks. 
Recent drought and extreme heat caused shifts in the ground that lead to the breaks. 
City officials estimated the water issue affected more than 25,000 households and 
businesses as the city had difficulties finding the fractured lines. The Shawnee 
Emergency Management director reported the city lost about 5,000 gallons of water a 
minute. The vice mayor issued a proclamation declaring the water problem a disaster, 
and the city in a state of emergency. A voluntary boil order was issued because 
pressure failures in the system can contaminate the water. The Shawnee utilities 
director said he thinks there is an undiscovered large break somewhere. Overall, six 
breaks were isolated, and 15 other areas where fractures were suspected were tested 
August 2. Neighborhoods hit hardest were around Kickapoo Street where Shawnee 
Unity Health Center, Oklahoma Baptist University, and several businesses are located. 
Source: http://newsok.com/line-breaks-leave-most-of-shawnee-without-
water/article/3591019 

For another story, see item 10  
 
[Return to top]  

Public Health and Healthcare Sector 
 
See item 32  

 
[Return to top]  

Government Facilities Sector 

33. August 3, Reuters – (International) State actor seen behind enormous wave of cyber 
attacks. Security company McAfee discovered the biggest series of cyber attacks to 
date, involving the infiltration of the networks of 72 organizations including the United 
Nations, governments, and companies around the world, Reuters reported August 3. 
McAfee said it believed there was one "state actor" behind the attacks but declined to 
name it, though one security expert briefed on the hacking said the evidence points to 
China. The long list of victims in the 5-year campaign include the governments of the 
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United States, Taiwan, India, South Korea, Vietnam and Canada; the Association of 
Southeast Asian Nations; the International Olympic Committee; the World Anti-
Doping Agency; and an array of companies, from defense contractors to high-tech 
enterprises. In the case of the United Nations, the hackers broke into the computer 
system of its secretariat in Geneva in 2008, hid there for nearly 2 years, and quietly 
combed through reams of secret data. McAfee learned of the extent of the hacking 
campaign in March of this year when its researchers discovered logs of the attacks 
while reviewing the contents of a "command and control" server they discovered in 
2009 as part of an investigation into security breaches at defense companies. It dubbed 
the attacks "Operation Shady RAT" and said the earliest breaches date back to mid-
2006, though there might have been other intrusions. (RAT stands for "remote access 
tool," a type of software hackers and security experts use to access computer networks 
from afar). McAfee's vice president of threat research said McAfee had notified all 72 
victims of the attacks, which are under investigation by law enforcement agencies 
around the world. 
Source: http://www.reuters.com/article/2011/08/03/us-cyberattacks-
idUSTRE7720HU20110803 

34. August 2, Washington Post – (District of Columbia) Intruder climbs White House 
fence. A 41-year-old homeless man climbed the White House fence in Washington 
D.C. about 7:45 p.m. August 2. The man made it onto the north side of the White 
House grounds, but he was quickly taken into custody by the U.S. Secret Service, 
authorities said. He was taken to a D.C. police station for processing, a Secret Service 
spokesman said. He said the man would be charged with unlawful entry and contempt 
of court. The contempt charge was to be brought in connection with an order requiring 
the man to stay away from the White House. It was not clear why he climbed the fence, 
and authorities did not think that he was armed. A backpack that apparently belonged to 
him was being examined. The last event on the U.S. President's official schedule was 
set for 4:30 p.m. In an unusual twist, a 6-year-old girl reached the lawn July 31 by 
going through the fence. After slipping between the black metal pickets, she was 
escorted out to her parents by the Secret Service, authorities said. 
Source: http://www.washingtonpost.com/local/intruder-climbs-white-house-
fence/2011/08/02/gIQAxmVmqI_story.html?hpid=z4 

35. August 2, Reuters – (Colorado) Mustard gas vapors detected at Army weapons 
depot. Mustard gas vapors were detected seeping from a chemical weapons depot 
August 2 in Pueblo, Colorado, but no one was sickened or injured, the U.S. Army said 
in a statement. Workers at the Army Chemical Depot detected the vapors during a 
routine monitoring operation. As a result, workers installed an air-filtering system on 
the earth-covered igloo where the gas is stored to supplement a similar containment 
system already in-place, the military said. Crews were scheduled to return to the site 
August 3 to trace the source of the leak, the Army said. The Pueblo Army depot is one 
of five U.S. facilities charged with storing and destroying chemical weapons. Mustard 
gas was used repeatedly during WW I, and was later prohibited under the Geneva 
Protocol in 1925. Exposure is usually not fatal and less than 5 percent of those exposed 
to the agent during WW I died, according to the U.S. Centers for Disease Control and 
Prevention. 

http://www.reuters.com/article/2011/08/03/us-cyberattacks-idUSTRE7720HU20110803�
http://www.reuters.com/article/2011/08/03/us-cyberattacks-idUSTRE7720HU20110803�
http://www.washingtonpost.com/local/intruder-climbs-white-house-fence/2011/08/02/gIQAxmVmqI_story.html?hpid=z4�
http://www.washingtonpost.com/local/intruder-climbs-white-house-fence/2011/08/02/gIQAxmVmqI_story.html?hpid=z4�


 - 16 - 

Source: http://news.yahoo.com/mustard-gas-vapors-detected-army-weapons-depot-
024238045.html 

36. August 2, Kansas City Star – (Missouri) Suspicious substance being investigated at 
IRS building in KC. Firefighters in Kansas City, Missouri, were called to the Internal 
Revenue Service building near Union Station to check on an unknown substance 
reportedly found in the mail August 2. Dispatchers sent crews about 2:10 p.m. to the 
building at 333 W. Pershing Road. Fire officials said about 90 people were in the area 
where the substance was found, and they were being kept together away from other 
people as a precaution while firefighters determine what the substance is. No one 
showed any signs or symptoms of exposure to a hazardous material, according to fire 
officials. 
Source: http://www.kansascity.com/2011/08/02/3052507/suspicious-substance-being-
investigated.html 

For more stories, see items 32, 43, and 44  
 
[Return to top]  

Emergency Services Sector 

37. August 2, KUSA 9 Denver – (Colorado) Cyanide scare sign of growing 'chemical 
suicide' problem. Six people were recovering August 2 after they walked into an 
apartment in Colorado Springs, Colorado, that was filled with a deadly chemical. 
Firefighters were called to an apartment off of Chestnut Street August 1 for a welfare 
check. When they walked inside, they found a body surrounded by a powder and an 
open bottle labeled "Sodium Cyanide." As a precautionary measure, three paramedics, 
one police officer, and two other people were taken to the hospital to be treated for 
exposure. Experts sidy this is a growing trend called "chemical suicide" or "detergent 
suicide." The captain of the hazmat team of the Denver Fire Department and his 
hazMat team are training the Denver Fire Department for dealing with this trend. 
Source: http://www.9news.com/news/article/211452/188/Cyanide-scare-sign-of-
growing-chemical-suicide-problem 

38. August 2, Newark Post – (Delaware) Chemical fumes coming from vehicle at service 
plaza sicken 2 troopers. Delaware State Police are currently investigating an incident 
that left two troopers ill from apparent exposure from a chemical coming from a car 
trunk at the Newark Sevice Plaza in Newark, Delaware. An early report indicated the 
troopers were overcome by fumes from the trunk of an abandoned vehicle parked by 
the fuel pumps at the Sunoco in the I-95 Service Plaza, south of Newark at about 7:05 
a.m. The troopers were transported to the Christiana Hospital where they were being 
treated for non-life-threatening exposure to an unknown chemical. A perimeter was set 
up around the vehicle until a hazardous materials team from the department of natural 
resources and environmental control and the responding fire companies could respond. 
The vehicle has since been declared safe. This incident is still being investigated. 
Source: 
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http://www.newarkpostonline.com/articles/2011/08/02/news/doc4e380d780f71231528
6912.txt 

39. August 1, WAVE 3 Louisville – (Indiana) Man runs stolen police car into mobile 
home. A southern Indiana man is facing charges after police said he stole a police car 
and crashed into a Scott County mobile home. Austin, Indiana, police said the 48-year-
old managed to get inside the police car and drive away. Police said he drove the 
cruiser for several blocks at a high rate of speed, before running into a mobile home, 
knocking it from its foundation. He was taken into custody after being tased. He is 
charged with auto theft, criminal recklessness, and battery to a police officer. 
Source: http://www.wave3.com/story/15189717/man-runs-stolen-police-car-into-
mobile-home 

40. August 1, Security News Daily – (National) Hackers could spring killers from 
prison. At the DefCon hacker conference in Las Vegas, Nevada, a security consultant 
demonstrated how a hacker could take advantage of a prison's programmable logic 
controller (PLC) — small computers used for machine automation — to remotely 
control the locks on prison cells, Wired reported. PLCs are the same technologies 
exploited by the infamous Stuxnet worm, which targeted power plants in Iran. The 
consultant has engineered or consulted on electronic security systems in more than 100 
prisons, courthouses, and police stations in the United States. He and his team 
presented their findings to the FBI and other federal agencies. Although they will not 
disclose the vulnerabilities they preyed on at the DefCon conference, the consultant 
said the flaws they cracked could grant a hacker control of a prison. Although it would 
take some work to infiltrate the prison's security system — a hacker would have to put 
malware on the network through an infected USB drive or a spear-phishing attack 
aimed at a prison employee — the possibilities appear endless. 
Source: http://www.msnbc.msn.com/id/43975446/ns/technology_and_science-
security/#.TjlJaWGzpbA 

For more stories, see items 45, 47, and 49  
 
[Return to top]  

Information Technology Sector 

41. August 2, Help Net Security – (International) Spear-phishing and crimeware 
assembling marked second half of 2010. The Anti-Phishing Working Group (APWG) 
reports the development of crimeware surged in the half-year period ending in 
December 2010, with one data contributor registering more than 10 million new 
malware samples in the period, while other analysts describe important shifts in 
approaches to crimeware deployment by cybercrime gangs. Cybercriminals repurpose 
base code of existing crimeware using polymorphic techniques to craft new variations 
of crimeware to evade detection by filters reliant on fingerprints of known crimeware. 
A PandaLabs technical director said 55 percent of the new samples created in the 2nd 
half of 2010 were Trojans, the favorite weapon used by cybercriminals to infect 
consumers’ computers. A senior manager at Security Research for Websense said his 
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laboratory noticed a shift toward a binary weapons approach to infecting PCs with 
crimeware, assembling the final crimeware code from several components that arrive 
through different mechanisms, and at different times. While measurements for 
conventional social engineering-based phishing showed some slowing of growth in the 
2nd half of 2010, reports of hyper-focused phishing attacks on key personnel have been 
increasing since then, and have continued growing through early 2011, indicating a 
larger shift in tactics by established cybercrime gangs. 
Source: http://www.net-security.org/secworld.php?id=11373 

42. August 2, ComputerWorld – (International) Google patches 30 Chrome bugs, adds 
Instant Pages. Google patched 30 vulnerabilities in Chrome August 2. Fourteen of the 
30 vulnerabilities patched were rated "high", the second-most-serious ranking in 
Google's four-step scoring system, while nine were pegged "medium", and the 
remaining seven were labeled "low". None of the flaws were ranked "critical", the 
category usually reserved for bugs that may allow an attacker to escape Chrome's anti-
exploit sandbox. Most of the vulnerabilities rated as a high threat — nine of the 14 — 
were identified as "use-after-free" bugs, a type of memory management flaw that can 
be exploited to inject attack code. 
Source: 
http://www.computerworld.com/s/article/9218814/Google_patches_30_Chrome_bugs_
adds_Instant_Pages 

43. August 2, CNET – (International) Researchers warn of SCADA equipment 
discoverable via Google. A demonstration August 2 during a Black Hat conference 
workshop revealed that Supervisory Control and Data Acquisition (SCADA) systems 
used to run power plants and other critical infrastructure lack many security precautions 
to keep hackers out, and that operators sometimes advertise their wares on Google 
search. The chief technology officer at security consultancy FusionX typed in search 
terms associated with a Programmable Logic Controller (PLC), an embedded computer 
used for automating functions of electromechanical processes. Among the results was 
one referencing a "RTU pump status" for a Remote Terminal Unit, such as those used 
in water treatment plants and pipelines, that appeared to be connected to the Internet. 
The result also included a password —"1234". Most SCADA protocols do not use 
encryption or authentication, and they do not have access control built into them or the 
device itself, said a fellow presenter and founder of Red Tiger Security. This means 
that when a PLC has a Web server and is connected to the Internet, anyone who can 
discover the Internet Protocol address can send commands to the device and the 
commands will be performed. "If that RTU or PLC has large motors connected to it, 
pumping out water or chemicals, the equipment could be turned off," the Red Tiger 
Security founder said. "If it was a substation and the power recloser switches were 
closed, we could break it open and create an (electricity) outage for an entire area or 
city ... The bottom line is you could cause physical damage to whatever is connected to 
that PLC." 
Source: http://news.cnet.com/8301-27080_3-20087201-245/researchers-warn-of-scada-
equipment-discoverable-via-google/?part=rss&tag=feed&subj=InSecurityComplex 
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44. August 1, Help Net Security – (International) A unique malware file is created every 
half-second. Sophos has released its Mid-Year 2011 Security Threat Report, which 
reveals that since the beginning of 2011, the company has identified an average of 
150,000 malware samples every day. This equates to a unique malware file being 
created every half-second, a 60 percent increase since 2010. In addition, around 19,000 
malicious Web site addresses (URLs) are now identified daily, with 80 percent of those 
URLs being pages on legitimate Web sites that have been hacked or compromised. 
High-profile hacking attacks against governments and corporations have dominated the 
security landscape in 2011. The result is that other security issues that could pose a 
greater threat to businesses, governments, and consumers have received less attention. 
Source: http://www.net-security.org/secworld.php?id=11371 

For more stories, see items 33 and 40  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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Communications Sector 

45. August 2, WMUR 9 Manchester – (New Hampshire) Phone problems fixed for 5 
northern NH towns. Communications in five northern New Hampshire communities 
were back to normal August 2. FairPoint Communications said the problems began the 
morning of August 2 after an excavator digging on Route 16 damaged a cable. A 
FairPoint spokesman said August 2 the affected communities were Conway, North 
Conway, Bartlett, Jackson, and Tamworth. The 911 emergency service worked through 
the problems, but some calls between towns were cut. A police lieutenant said his 
department coordinated operations with the Carroll County sheriff's office. 
Source: http://www.wmur.com/r/28739899/detail.html 

46. August 2, Paducah Sun – (Tennessee; Kentucky) Comcast customers lose service 
because of severed lines. Only 3 days after local Comcast customers lost service 
because of severed fiber optic lines in Nortonville, Kentucky, services were cut again 
July 30 when a fiber optic line was severed in Nashville, Tennessee. A Comcast 
spokeswoman said a fiber optic line was severed in several places at 1:30 p.m. after a 
car wreck took down a utility pole in Nashville. Damages to the line resulted in a loss 
of services to the majority of Comcast customers in the local area. Services were 
restored by 11 p.m. July 30, the spokeswoman said. 
Source: http://www.paducahsun.com/view/full_story_free/14918258/article-Comcast-
customers-lose-service-because-of-severed-lines?instance=home_viewed 
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47. August 2, Longview Daily News – (Washington) CenturyLink crews work to restore 
landline service in Winlock area. About 2,000 customers in the Winlock, 
Washington, area lost their landline phone service around 2 p.m. August 2. By 3:45 
p.m., all but about 200 customers' service had been restored, said a public relations 
manager for CenturyLink (formerly Qwest). "We do have crews on site and are 
working on this to restore service as quickly as possible," the spokeswoman, who didn't 
know the cause of the outage, said. Customers that don't have dial tones should go to 
609 Kerron Street in Winlock if they have an emergency and have no cell phones, she 
said. 
Source: http://tdn.com/news/local/article_88d8b12a-bd5a-11e0-a755-
001cc4c002e0.html 

For more stories, see items 4 and 56  
 
[Return to top]  

Commercial Facilities Sector 

48. August 3, Nashua Telegraph – (New Hampshire) Londonderry YMCA camp 
evacuated after man with assault rifle spotted nearby. A YMCA camp in 
Londonderry, New Hampshire, was evacuated August 2 after a man wearing 
camouflage was seen stalking through the woods carrying a firearm that witnesses 
described as resembling an assault rifle. The man was seen walking toward children 
playing behind the camp, witnesses reported. Local police responded to the camp about 
11:30 a.m. Police quickly established a perimeter around the camp while the patrol 
sergeant coordinated a search of the woods. About 200 children and counselors were 
evacuated from the camp, and the building locked, police said. The area searched is 
riddled with hiking trails and a well traveled railroad bed, police said. Two search 
teams were out for over an hour, but the subject of the search was not found, police 
said. A New Hampshire State Police K-9 officer, along with a Londonderry police 
cover team, searched the area for about 45 minutes and were not able to establish a 
track or find the subject. 
Source: http://www.nashuatelegraph.com/news/928058-196/ymca-camp-evacuated-
after-man-with-assault.html 

49. August 3, Pocono Record – (Pennsylvania) 200 firefighters battle blaze at 
Northampton County plastics plant. Firefighters were still on the scene the morning 
of August 3 of an August 2 fire that destroyed a plastics recycling plant in the largest 
fire in recent memory in Northampton County, Pennsylvania. The fire consumed the 
Nicos Polymers Group plant on Bangor Road at Belfast Road in Plainfield Township. 
No one was injured. About 200 firefighters from 80 fire companies from Northampton, 
Monroe, Carbon, Lehigh and Bucks counties, and Warren County, New Jersey, 
responded. Destroyed was a 180,000-square-foot plant that processed scrap plastics 
leftovers and sold them to manufacturers. A state police fire marshal is investigating 
the fire, which involved exploding propane tanks. Firefighters from Monroe and other 
counties spent the day hauling water from nearby ponds and streams to supply 
Northampton County firefighters. The nearby available hydrant was inadequate for the 
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volume of water needed, officials said. 
Source: 
http://www.poconorecord.com/apps/pbcs.dll/article?AID=/20110803/NEWS/10803033
7/-1/news 

50. August 2, Salt Lake Tribune – (Utah) Nine injured at Crystal Hot Springs after 
chemical leak. Two pools remained closed August 2 at a popular Northern Utah hot 
springs destination after nine people were injured over the weekend of July 30 and July 
31 when a pump failed, releasing chlorine gas into the air, officials said. A Bear River 
Health Department spokeswoman said when the pool pump failed about 10:30 p.m. 
July 30, it likely created an invisible cloud of chlorine gas that came up through the 
water and sickened the nine victims at the Crystal Hot Springs in Box Elder County. 
She said she did not know the condition of those injured, but said exposure to chlorine 
causes respiratory irritation. A Box Elder sheriff’s official said he knew of four adults, 
three children, and a deputy who were treated for respiratory problems after becoming 
exposed. He said eye irritation was also reported. He said the eight had all been treated 
and released. 
Source: http://www.sltrib.com/sltrib/news/52311346-78/hot-springs-ward-
injured.html.csp 

51. August 2, WCSC 5 Charleston – (South Carolina) Shooter nabbed in Edisto club 
shooting that injured five. The Charleston County Sheriff's Office has arrested a 20-
year-old man suspected of shooting five people at a club on Edisto Island, South 
Carolina. Authorities charged the suspect with five counts of attempted murder. He was 
arrested at the Hollywood Town Hall August 2. Charleston County sheriff's deputies 
said a fight that broke out at the Pit Club July 30 led to five people being shot. 
According to investigators, four males and a female were shot after a disturbance call 
was received around 4:40 a.m. Deputies responded to 1467 Hwy 174 and found four 
victims still on site with bullet wounds. 
Source: http://www.live5news.com/story/15196613/edisto 

52. August 2, WFXT 25 Boston – (Massachusetts) Gas explosion at Nantucket golf 
club. A fire at a Nantucket, Massachusetts, golf club that erupted during a propane 
delivery consumed three buildings and injured the driver of the propane tanker truck 
the morning of August 2. Firefighters were at the scene of the gas explosion at Sankaty 
Head Golf Club Caddy Camp off Burnell Street, according to the Nantucket Inquirer 
and Mirror. The fire could be seen for miles. The newspaper identified the truck driver 
as 43-year-old man. He was taken to Nantucket Cottage Hospital and then flown to 
Massachusetts General Hospital for treatment. His condition is not known. 
Source: http://www.myfoxboston.com/dpp/news/local/gas-explosion-at-nantucket-golf-
club-20110802 

53. August 2, Associated Press – (Missouri) Metal trim falls from Busch Stadium; no 
one hurt. Inspectors were checking Busch Stadium in St. Louis, Missouri, after a 100-
pound piece of metal trim fell to the ground. No one was hurt, but the St. Louis Post-
Dispatch reported that an inspection was under way August 2 to look at the rest of the 
5-year-old ballpark's trim. Parts of the sidewalk around the stadium, which is home to 
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Major League Baseball's St. Louis Cardinals, were blocked off for the inspection. The 
2-foot-by-4-foot black metal plate fell from the west side of the stadium August 1, and 
was discovered by a landscaper. The trim fell about 80 feet from where it had been 
bolted beneath exposed brick. "We don't know what caused it to fail," said the 
Cardinals' director of public relations and civic affairs. "We don't know if it's an 
isolated issue. Our hope is that it is." Inspectors were checking to see whether other 
pieces of the covering used on all sides of the stadium need to be better secured, the 
director of operations for Busch Stadium said. The Post-Dispatch reported that other 
pieces of trim appeared to be loose or rusted around the eight bolts holding each piece 
into the brick. 
Source: http://www.newstimes.com/sports/article/Metal-trim-falls-from-Busch-
Stadium-no-one-hurt-1693755.php 

For more stories, see items 1, 12, 14, 32, 37, and 44  
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National Monuments and Icons Sector 

54. August 3, WCVB 5 Boston – (Massachusetts) Massive blaze guts historic inn. Fire 
officials in Groton, Massachusetts were investigating what caused a massive, four-
alarm fire that gutted a historic, 300-year-old inn August 2. Fire crews said the fire 
broke out about 9:30 p.m. at the historic Old Groton Inn on Main Street. Crews from 15 
neighboring communities were called in to help battle the fire. Officials said the inn 
was also known as the Stagecoach Inn and dated back to 1678. It was put on the 
National Register of Historic Places in 1976. According to the Web site, it was one of 
the region's oldest dining and lodging establishments. Town residents were asked to 
conserve water August 3 because so much was used fighting the fire. 
Source: http://www.thebostonchannel.com/news/28747450/detail.html 

55. August 2, KHSL 12 Chico – (California) Butte Co. deputy averts deadly situation 
during pot raid. Butte County sheriff deputies in California averted a potentially 
deadly situation call while arresting a suspected pot garden tender in the Feather River 
Canyon during a raid August 2 with the help of the U.S. Forest Service. Officers 
descended that morning on the known marijuana garden, which was found during a 
routine aerial over flight early in June. The Special Enforcement Unit was able to enter 
the marijuana garden undetected while the Forest Service set up outside the garden. As 
the deputies cleared the marijuana garden, they encountered a lone 25-year-old suspect 
from Mexico in the upper growing area. When the deputy attempted to take the man 
into custody, he grabbed the deputy's handgun and tried to remove it from the holster. 
The deputy was able to quickly subdue the man and handcuff him without further 
incident. The Special Enforcement Unit and Forest Service searched the site for 
evidence and found multiple camp sites, one main kitchen area, an abandoned kitchen, 
and two marijuana processing areas with a scale, packaging material, and drying racks. 
A total of 6,018 growing mature marijuana plants and 550 pounds of processed 
marijuana was removed from the site. 
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Source: http://www.khsltv.com/content/localnews/story/Butte-Co-Deputy-Averts-
Deadly-Situation-During/99Fdpe2AykuH8_LJKlhItA.cspx 

56. August 2, KATV 7 Little Rock – (Arkansas) Ouachita National Forest managing high 
peak fire. The High Peak fire burning near Norman, Arkansas, has burned about 130 
acres, and about 5 percent of it had been contained as of August 2. Personnel will 
continue to monitor the High Peak Fire to ensure the fire remains within the pre-
determined boundaries. They are utilizing natural barriers to control the fire, 
minimizing the need to construct fire lines in steep and rugged terrain. While 
temperatures were expected to be in the triple digits August 2, winds were minimal, 
allowing the fire to burn slowly across the forest floor. Communication towers located 
within the burn area were being protected. 
Source: http://www.katv.com/story/15195652/ouachita-national-forest-managing-high-
peak-fire 

57. August 2, Newark Post – (Delaware) State park ranger investigation leads to 
arrest. An investigation by Delaware State Park Rangers into a series of vehicle break-
ins over the last 2 months at Bellevue, Brandywine Creek and Alapocas Run state parks 
in the Wilmington, Delaware area concluded July 29 with an arrest. Rangers were able 
to track usage of stolen credit cards to various gas stations in the areas near the parks, 
and use surveillance photos and video from the parks and businesses in the 
investigation. A 41-year-old New Castle, Delaware man was arrested and charged with 
six counts of third degree burglary, five counts of criminal mischief, six counts of theft, 
and 11 counts of unlawful use of a credit card. 
Source: 
http://www.newarkpostonline.com/articles/2011/08/02/news/doc4e382fb88f706634506
884.txt 
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Dams Sector 

58. August 2, KVLY 11, KXJB 4 Fargo – (North Dakota) White Rock Dam outflows cut 
because of heavy rain. The U.S. Army Corps of Engineers in St. Paul District, cut 
outflow to zero at White Rock Dam August 1 due to rain July 31. White Rock Dam is 
part of the Corps' Lake Traverse project in Wheaton, Minnesota. The Lake Traverse 
project is operated to keep Wahpeton, North Dakota, below a flood stage of 10 feet 
during the summer. Due to higher than average spring runoff and continued summer 
rains, Lake Traverse is 2.5 feet higher than normal and Mud Lake, also part of the Lake 
Traverse project, is 6.5 feet higher than normal. Lake levels are expected to rise in both 
lakes. Lake Traverse is at elevation 978.9 feet, and is forecaste to climb more than half 
a foot by early the week of August 8 barring additional rain. 
Source: http://www.valleynewslive.com/story/15196969/white-rock-dam-releases-
stopped-du 

59. August 2, NBC Montana KECI Missoula – (Montana) Choppers transport material, 
equipment to Tin Cup Dam. Helicopters dropped materials and equipment to repair 
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the Tin Cup dam in the Selway Bitterroot Wilderness Area of Montana August 2. The 
dam needed critical safety upgrades. Helicopters airlifted 3,200 pounds of equipment 
about 7 miles into the wilderness. The water district's general manager said there will 
be a new spillway. "We're re-lining the front face," he said. " Putting a new rock slope 
protector in it and correcting the crest of the dam, making a uniform crest all the way 
across the top." When finished, the dam should be safer and it will hold more water. 
The U.S. Forest Service said it will provide a more sustained flow for Tin Cup Creek 
and its fish. The dam has had modifications through the years, but no major repairs up 
until the $400,000 project. Tin Cup Dam serves 135 irrigators and stockowners. 
Source: http://www.nbcmontana.com/news/28747386/detail.html 
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