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Top Stories 

• A study said Iran recently had to replace thousands of expensive nuclear centrifuges 
damaged by the Stuxnet worm that targets supervisory control and data acquisition 
systems, eWeek reports. (See item 7) 

• Hackers said they posted the names, addresses, and Social Security numbers of 7,000 law 
enforcement officers stolen from a Missouri Sheriff's Association Web site, according to 
The Register. (See item 32) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: LOW, Cyber: LOW 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. August 1, Mount Airy News – (North Carolina) Oil spill caused by theft at electrical 
substation. A theft at an electrical substation in Surry County, North Carolina, caused 
a 1,420-gallon oil spill the weekend of July 30 and 31, investigators said. The Surry 
County Sheriff’s Office responded to the crime, reported July 30 at a Surry-Yadkin 
Electric Membership facility at 558 Ararat-Longhill Road in Pilot Mountain. A sheriff 
said August 1 the incident targeted copper wiring contained within five electrical-
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distribution transformers at the site that were accessed after a section of a fence was 
cut. The transformers contained mineral oil, and after their steel covers were removed, 
the oil was drained to facilitate the wire theft. Electrical transformers are filled with 
mineral oil to achieve desired electrical and chemical properties. Those targeted in the 
weekend incident weighed about 300 pounds each. The sheriff said he was not aware of 
disruptions in service to electrical customers of the area surrounding the theft, 
speculating that backup transformers might have been involved rather than ones that 
were online. Members of Bannertown Volunteer Fire Department responded to the 
spill, which required a clean-up. Surry-Yadkin Electric had a private environmental 
company respond. 
Source: http://www.mtairynews.com/view/full_story/14916564/article-Oil-spill-
caused-by-theft-at-electrical-substation?instance=secondary_news_left_column 

For another story, see item 2  
 
[Return to top]  

Chemical Industry Sector 

2. August 1, Sewickley Patch – (Pennsylvania) Leetsdale fire, hazmat respond to citric 
acid spill. No one was injured July 31 after a railroad tank car leaked hundreds of 
gallons of citric acid in the Leetsdale Industrial Park in Leetsdale, Pennsylvania. The 
Leetsdale fire chief said the fire department was called out to Weatherford International 
around 6 p.m. after about 400 to 500 gallons of the product leaked out onto the ground 
from a railcar at the company. Weatherford manufactures more than 1,000 different 
chemicals at the Leetsdale plant. The engineered chemistry division provides chemical 
treatments for oil and gas production, produced water, and additives for drilling, 
according to the company’s Web site. “It was just being delivered to them,” the fire 
chief said. He said said the railroad tank car was carrying 19,886 gallons of citric acid, 
a substance used for cleaning, flavoring, and other purposes. A contractor with the 
Allegheny County Hazardous Materials team was called out to clean up the spill. The 
fire chief said the contractor arrived about midnight, when the fire department cleared 
the scene. ”Nobody was hurt, and there was no danger to the community or anything 
else,” he said. 
Source: http://sewickley.patch.com/articles/leetsdale-fire-hazmat-crew-respond-to-acid-
spill 

3. August 1, WRTV 6 Indianapolis – (National) Semi leaking acid closes exit, forces 
evacuation. A Hancock County, Indiana restaurant and hotel were evacuated August 1 
after a tractor-trailer spilled sulfuric acid nearby, police said. State police stopped the 
truck just after 4:30 p.m. in the eastbound lanes of Interstate 70 at the exit to State Road 
9 near Indianapolis. Hazmat crews were called to the scene after it was determined the 
truck’s trailer was leaking a small amount of sulfuric acid. A nearby Quality Inn and 
Suites, and Bob Evans were evacuated. The exit ramp and the right lane of I-70 were 
closed for about 90 minutes for the cleanup. 
Source: http://www.theindychannel.com/news/28732040/detail.html 
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For more stories, see items 1, 9, 20, and 26  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

4. August 2, Mainichi Daily News – (International) Highest levels of radiation since 
March 11 detected at Fukushima nuclear reactors. Tokyo Electric Power Co. 
(TEPCO) said August 1 it had detected radiation doses exceeding 10 sieverts per hour, 
the highest level of radiation measured since the outbreak of the crisis at the Fukushima 
No. 1 Nuclear Power Plant in Japan, outside the buildings for two reactors — a new 
discovery that could hamper efforts to bring the troubled reactors under control. The 
dosage, which exceeded the capacity of measuring equipment, was detected near the 
surface of an exhaust pipe between the No. 1 and 2 reactors at the Fukushima nuclear 
complex, TEPCO said. The high levels of radiation mean a person could be exposed to 
250 millisieverts of radiation — the upper limit set by the government for workers 
engaged in restoration work at the Fukushima plant — within 90 seconds. The utility 
firm said it had made the area within a radius of several meters from the trouble spot 
off-limits, and that it was going to shield the area. TEPCO said the radiation doses 
would not affect restoration work. But if similar doses were found elsewhere on the 
premises of the nuclear plant, it could affect efforts to bring the nuclear reactors under 
control. The exhaust pipe where the radiation doses were detected is used in the event 
of an emergency to release gas from reactor containment vessels. Steam containing 
high levels of radioactive substances may have remained in the pipe after TEPCO 
vented steam from the No. 1 reactor March 12 in an attempt to protect the reactor 
containment vessel. Radioactive particles may have also adhered to the outside of the 
pipe. 
Source: http://mdn.mainichi.jp/mdnnews/news/20110802p2a00m0na018000c.html 

5. August 2, United Press International – (New Mexico) Chevron to help survey Navajo 
mine. The U.S. Environmental Protection Agency (EPA) said Chevron agreed to 
investigate contaminated soil at a former uranium mine on tribal lands in New Mexico, 
United Press International reported August 2. Under the agreement with the EPA, 
Chevron will conduct soil surveys on a 31-acre site at the Mariano Lake Mine site in 
New Mexico. The site is a former uranium mine on Navajo tribal land. It served as a 
mine for uranium from about 1977 to 1982. The EPA said exposure to high rates of 
contamination from the site can lead to cancer, eye, and dental problems in humans. 
The EPA and the Navajo will oversee field work at the former uranium ore mine. 
Chevron agreed to pay for the agency's oversight costs. 
Source: http://www.upi.com/Business_News/Energy-Resources/2011/08/02/Chevron-
to-help-survey-Navajo-mine/UPI-76261312288205/ 

6. August 2, Business Insider – (International) The weird story of the Swedish man who 
tried to build a nuclear reactor in his kitchen. A young man in Angelholm, in the 
south of Sweden, has been arrested after apparently trying to create a nuclear reactor in 
his kitchen. The 31-year-old told Swedish newspaper Helsingsborgs Dagblad he was 
able to buy radioactive waste from foreign companies and picked apart the components 
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in a smoke detector. He believes he spent between $5,000 and $6,000. It was only later 
when the young man contacted Sweden's nuclear power agency that he realized his 
project was illegal. Police came to his apartment and confiscated the material. The 
young man was arrested but later released. 
Source: http://www.businessinsider.com/sweden-nuclear-reactor-angelholm-2011-8 

7. July 26, eWeek – (International) Iran rips-and-replaces centrifuges post-Stuxnet. A 
new report suggests Iran's nuclear program has not recovered from the Stuxnet worm as 
previously believed. It appears Iran is still replacing thousands of expensive centrifuges 
that were damaged by the worm. Stuxnet was not entirely purged from Iran's nuclear 
facilities and it resurfaced again to damage more systems, "Western intelligence 
sources" told DEBKAfile July 20. DEBKAfile claimed Iran had replaced an estimated 
5,000 centrifuges to remove the threat. "Iran finally resorted to the only sure-fire cure, 
scrapping all the tainted machines and replacing them with new ones," according to the 
report, noting a spokesperson from Iran's foreign ministry said July 19 it was installing 
newer and faster centrifuges at its nuclear plants to speed up operations. The worm was 
among the most sophisticated pieces of malware ever discovered in the wild. It 
exploited the AutoRun functionality on Windows to infect computers from USB drives. 
It then used a hardcoded default password for Siemens management applications to 
compromise the machine before taking over specialized industrial-control computers 
that ran a proprietary operating system from Siemens. The worm also hijacked the 
facility's monitoring system to falsely show the machines were functioning normally, 
preventing officials from catching on to what was really happening. While Stuxnet 
specifically targeted Siemens industrial process control computers used in nuclear 
centrifuge operations, an ESET researcher noted there are "plenty other" industrial 
process automation and control systems being used on "modern critical infrastructure", 
and that network operators have to assess their threat exposure level and how to 
mitigate it. 
Source: http://securitywatch.eweek.com/scada/iran_rip-and-replaces_centrifuges_post-
stuxnet.html?kc=rss&utm_source=feedburner&utm_medium=feed&utm_campaign=Fe
ed:+RSS/security_watch+(eWEEK+Security+Watch+Blog) 

[Return to top]  

Critical Manufacturing Sector 

8. August 2, U.S. Department of Transportation – (National) NHTSA recall notice - 
Ford F-150, F-250, and Lincoln Blackwood trucks. Ford is recalling 1.1 million 
1997 through 2003 model year Ford F-150, 2004 model year Ford F-150 Heritage, 
1997 through 1999 model year F-250 less than 8,500 pounds gross weight rating, and 
2002 and 2003 Lincoln Blackwood vehicles manufactured from June 20, 1995 through 
August 4, 2004 originally sold, or currently registered in, Connecticut, Delaware, 
Illinois, Indiana, Iowa, Kentucky, Maine, Maryland, Massachusetts, Michigan, 
Minnesota, Missouri, New Hampshire, New Jersey, New York, Ohio, Pennsylvania, 
Rhode Island, Vermont, West Virginia, Wisconsin, and the District of Columbia. 
Prolonged exposure to road deicing chemicals may cause severe corrosion of the fuel 
tank straps that secure the tank to the vehicle. As a result of the corrosion, one or both 
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straps may fail allowing the fuel lines to separate from the tank, or in some cases, 
causing the tank to contact the ground. Either scenario may result in a fuel leak 
presenting a fire hazard. Ford will notify owners and instruct them to take their vehicles 
to a Ford or Lincoln dealer to have the fuel tank straps replaced with straps that have 
increased corrosion protection. Early in this campaign, if replacement straps are not 
available, dealers may install a cable support under the strap as an interim repair, or a 
steel reinforcement over existing strap as a permanent repair. Any repairs will be 
performed free of charge. The safety recall is expected to begin on or about September 
12. 
Source: http://www-
odi.nhtsa.dot.gov/recalls/recallresults.cfm?start=1&SearchType=QuickSearch&rcl_ID=
11V385000&summary=true&prod_id=215099&PrintVersion=YES 

9. August 1, U.S. Department of Labor – (New Jersey) U.S. Department of Labor's 
OSHA cites Fairfield, NJ, manufacturer for exposing workers to chemicals, other 
hazards. The U.S. Department of Labor's Occupational Safety and Health 
Administration (OSHA) has cited GPR Co. Inc. of Fairfield, New Jersey, for 18 
serious, and three other-than-serious workplace safety and health violations, including 
exposure to methylene chloride. Proposed penalties total $59,290. GPR specializes in 
the manufacture of ultra high vacuum chambers and components made out of 
aluminum, steel and other components. "Exposure to methylene chloride is very 
dangerous and poses serious health risks," said an OSHA official. Some of the serious 
violations include, but are not limited to: failing to provide proper guards on machines 
and equipment; properly use and install equipment; provide leak detection and 
provisions to contain spills and safely dispose of materials contaminated with 
methylene chloride; properly store propane containers; implement a lockout/tagout 
program to prevent machinery from unexpectedly starting up while workers perform 
servicing and maintenance; conduct preventative maintenance on cranes; conduct 
monitoring for employees who were exposed to methylene chloride; develop and 
implement a chemical hazard communication program; communicate to workers the 
hazards associated with methylene chloride; provide training and information to 
workers about potential exposure to methylene chloride and other hazardous chemicals 
in the work area; provide protective gloves resistant to methylene chloride; provide 
emergency eye wash facilities; and maintain copies of material safety data sheets for 
hazardous materials in the workplace and make them accessible to employees for each 
work shift. The other-than-serious violations involve the employer's failing to mark a 
mezzanine with a load rating; provide truck operators with training and evaluation prior 
to operation of the vehicle; and provide information to employees voluntarily using 
respirators. 
Source: 
http://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEAS
ES&p_id=20397 

10. July 31, Detroit News – (National) Nissan recalling 20,000 new Altimas. Nissan 
Motor Co. said July 31 it is recalling about 20,000 2011 and 2012 Altima sedans over 
concerns a front suspension bolt might not have been properly tightened. In a notice 
posted on the National Highway Traffic Safety Administration Web site, Nissan said 
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some vehicles might have transverse link bolts that weren't properly tightened. This 
could allow the bolt to become loose and cause a rattling noise or vibration. Nissan said 
in the unlikely event a bolt comes out completely, a driver could experience difficulty 
controlling the vehicle. The recalled vehicles were assembled at Nissan's Canton, 
Mississippi assembly plant. Nissan notified dealers of the planned recall July 18, and 
started notifying owners August 1. Dealers are checking the bolts on new vehicles 
before selling them. 
Source: 
http://www.detnews.com/article/20110731/AUTO01/107310318/1148/auto01/Nissan-
recalling-20-000-new-Altimas 

For another story, see item 7  
 
[Return to top]  

Defense Industrial Base Sector 

11. July 30, The Register – (International) Anonymous hacks U.S. gov contractor, airs 
dirty laundry. Members of the Anonymous hacking collective said they broke into the 
networks of Mantech International and stole internal documents belonging to the U.S. 
government contractor, The Register reported July 30. As proof, the members posted a 
390 MB download that appeared to contain reports related to the North Atlantic Treaty 
Organization, the U.S. Army, and personnel files. A note that accompanied the 
Bittorrent file said the hack was intended to defy the FBI, which last week charged 14 
people of participating in an Anonymous-led Web attack in December that created 
service disruptions for some PayPal customers. The leaked documents appeared to have 
little or no connection to the FBI, although press releases appeared to show the FBI has 
outsourced some of its IT security to Mantech. The Washington, D.C.-based firm has 
also signed contracts to provide services to the departments of Defense, State, 
Homeland Security, Energy, and Justice. Mantech neither confirmed nor denied the 
Anonymous claims Mantech was compromised “utterly and throughly” [sic]. 
Source: http://www.theregister.co.uk/2011/07/30/anonymous_claims_mantech_hack/ 

[Return to top]  

Banking and Finance Sector 

12. August 2, phillyBurbs.com – (New Jersey) Former TD Bank worker indicted in 
fraud scheme that included county branches. A federal grand jury July 28 indicted a 
former TD Bank employee for her alleged role in a scheme involving fraudulent 
withdrawals totaling nearly $70,000 from branches in Burlington and Camden counties 
in New Jersey between October 2010 and February 2011. The 27-year-old of 
Philadelphia was charged with conspiracy, bank fraud, and aggravated identity theft, 
states an indictment filed July 28 with the U.S. attorney’s office in Philadelphia. The 
woman, who worked as a call-center representative and then as a customer-service 
representative, faces a maximum sentence of 41 years in prison, a fine of $2 million, 
and 5 years of supervised release if convicted. The indictment alleges a co-conspirator 
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provided Social Security numbers to the woman in exchange for account information. 
The co-conspirator then used the improperly obtained data to withdraw $67,800 from 
three accounts using check runners who presented fake identification to access the 
accounts, the indictment says. A federal complaint filed against the co-conspirator and 
another accomplice alleges the two executed, aided, and abetted a scheme to defraud a 
federally insured bank; committed, aided, and abetted aggravated identity theft; and 
possessed and conspired to distribute Oxycodone. TD Bank officials confirmed August 
1 the woman no longer is employed with the company, and that the affected customers 
were notified. 
Source: 
http://www.phillyburbs.com/news/local/burlington_county_times_news/breaking_news
/former-td-bank-worker-indicted-in-fraud-scheme-that-included/article_9d6f8c55-
eeb2-5561-a767-e50285c45304.html 

13. August 2, Philadelphia Inquirer – (Pennsylvania) Bandit wanted in spree of bank 
robberies captured. A convicted bandit wanted in a string of bank robberies last 
month was captured July 31 at a motel near Philadelphia, Pennsylvania. Authorities 
said the 48-year-old suspect had been holed up in Trevose at the Lincoln Motel on 
Route 1. The suspect, wanted in four bank heists and a suspect in several others, did not 
surrender peacefully, according to an FBI spokesman. When confronted by Bensalem 
police, he fled back to his room. The suspect, whom the FBI considered armed and 
dangerous, refused to follow officers' commands, authorities said. Police released a K-9 
dog, and the suspect became less uncooperative and was taken into custody. He had 
previously served 6 years for bank robberies before being released from federal custody 
July 2. Nine days later, authorities said, he returned to his old tricks. According to the 
FBI, the suspect attempted to hold up the Bank of America office at 1841 E. Allegheny 
Avenue shortly after 12 p.m. July 11. Though he ran away without cash, authorities 
said, 5 successful heists came in quick succession. 
Source: http://www.philly.com/philly/news/pennsylvania/126558183.html 

14. August 1, Houston Chronicle – (Texas) Regulators: Salinas' ruse topped $50M. A 
basketball booster, his companies, and an associate engaged in "fraudulent schemes" 
with more than $50 million in investors' money, including sales of bogus corporate 
bonds and loans to affiliated companies, regulators alleged in civil documents August 
1. The booster committed suicide in July as regulators began investigating the alleged 
scheme that reportedly included prominent college coaches among its victims. In a 
lawsuit filed August 1 in U.S. district court in Houston, the U.S. Securities and 
Exchange Commission (SEC) alleged the booster, his companies, and the associate sold 
fake corporate bonds. The SEC also alleged the associate's firm, Select Asset 
Management, created two private funds that raised $13.9 million from investors 
without telling them the funds made loans to affiliated companies — including $2 
million to Selected Market Insurance Group, a company owned mostly by the booster. 
The SEC asked the court to appoint a receiver to oversee the companies, and to freeze 
the assets of the companies and the estates of the booster and his associate. The State 
Securities Board also took action in the case August 1, moving to revoke the security 
registrations of the associate and Select Asset Management, which regulators allege 
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sold bonds through the booster's firm. 
Source: http://www.chron.com/disp/story.mpl/business/7678901.html 

For another story, see item 36  
 
[Return to top]  

Transportation Sector 

15. August 2, Newark Star-Ledger – (New Jersey) 2 men arrested on NJ Transit bus for 
possessing air rifle. Two men aboard a New Jersey Transit bus were arrested on 
weapons charges August 1 when they were found in possession of an air rifle, 
authorities said. The two were charged with possession of a weapon without a permit 
after they allegedly purchased the air rifle in Pennsylvania, where permits are not 
required for the guns, said a spokesman for the Port Authority of New York and New 
Jersey. A law enforcement official said the men, who were not immediately identified, 
were spotted on board the bus sometime before 7 p.m., in the area of the Vince 
Lombardi Service Area on the New Jersey Turnpike in Bergen County near 
Weehawken, New Jersey. He said New Jersey Transit contacted the Port Authority 
Police Department, which staked out the toll plaza near the entrance to the Lincoln 
Tunnel, waiting for the bus to arrive. The Port Authority spokesman said the two men 
were arrested without incident and without significant delays to tunnel traffic. 
Source: 
http://www.nj.com/news/index.ssf/2011/08/2_men_arrested_on_nj_transit_b.html 

16. August 1, ABC News – (International) Narco sub with 7.5 tons of cocaine caught in 
Caribbean. The U.S. Coast Guard (USCG) caught a narco submarine trying to 
smuggle $180 million worth of cocaine into the United States, intercepting the drug 
vessel as the sub's own crew tried to sink her off the coast of Honduras. USCG video 
shows the crew of the semi-submersible craft jumping off the boat and into a yellow 
life raft. As a USCG boat comes alongside, the submarine can be seen quickly sinking 
into the Caribbean Sea. An FBI dive team later recovered 7.5 tons of cocaine from the 
boat. The interdiction was the first in the Western Caribbean; according to the USCG, 
submarines are regularly used to move contraband in the Eastern Pacific. Drug 
traffickers design the vessels so they can be sunk rapidly when threatened by law 
enforcement. The USCG began searching for the sub when it sank July 13, and was 
assisted by several other cutters and the Honduran Navy, but did not locate its 
underwater resting place until July 26. The sub had been spotted July 13 by a fixed 
wing aircraft, which then alerted the U.S. Customs and Border Protection (CBP). The 
crew of a CBP patrol plane found the ship and then alerted the USCG. The USCG took 
the sub crew into custody after the interception, and then handed them off to authorities 
on shore. The case is under investigation. 
Source: http://abcnews.go.com/Blotter/narco-75-tons-cocaine-caught-
caribbean/story?id=14205749 

For more stories, see items 2, 3, 27, and 34  
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[Return to top]  

Postal and Shipping Sector 
 
See item 27  

 
[Return to top]  

Agriculture and Food Sector 

17. August 2, Associated Press – (Pennsylvania) Tainted milk investigated at western 
Pa. dairy. Pennsylvania health and agricultural officials are investigating reports of 
tainted milk at Brunton Dairy in Aliquippa after at least six people were sickened after 
drinking it. Officials at the dairy said they are cooperating with the investigation. The 
Pennsylvania Department of Health said August 2 six people were confirmed to be ill 
from Yersinia bacteria, and a seventh case was being investigated. According to the 
U.S. Centers for Disease Control and Prevention (CDC) the bacteria can cause fever, 
abdominal pain, and diarrhea 4 to 7 days after exposure. The symptoms can then last 
from 1 to 3 weeks and, in rare cases, the bacteria can enter the bloodstream and cause 
other complications. The dairy about 25 miles northwest of Pittsburgh is certified to 
pasteurize milk, but has temporarily stopped production. 
Source: http://www.beaumontenterprise.com/news/article/Tainted-milk-investigated-at-
western-Pa-dairy-1693607.php 

18. August 2, Horse Illustrated – (Colorado) Equine lab at Colorado State University 
destroyed in fire. Firefighters responded July 26 to reports of a fire at the Equine 
Reproduction Laboratory (ERL) at Colorado State University's (CSU) Fort Collins 
campus. The fire did not spread to the barn areas, and no horses or humans were 
injured, but the office and some labs were demolished. Current reports put the damage 
at $12 million. Horses in barns close to the damaged buildings were moved as a 
precaution, but the university stated they were not in serious danger. The fire is being 
investigated by several agencies, including the FBI, and the Northern Colorado Bomb 
Squad. According to an article published in the Denver Post, the intense investigation 
does not mean the fire was a case of arson. The agencies are frequently called in for 
large or expensive buildings with costly damage. The ERL will continue to have its 
regular services available during the rebuilding process. CSU is home to one of the top 
equine research facilities in the United States. The ERL is responsible for many 
advances in modern equine reproduction as well as treating rare and difficult veterinary 
cases in broodmares and foals. 
Source: http://www.horsechannel.com/horse-news/2011/08/02/colorado-state-
university-fire.aspx 

19. August 2, Food Safety News – (National) One death, 77 illnesses linked to ground 
turkey. The U.S. Centers for Disease Control and Prevention (CDC) is working with 
public health officials across the country and the U.S. Department of Agriculture's 
(USDA) Food Safety and Inspection Service (FSIS) to investigate an outbreak of 
antibiotic-resistant Salmonella Heidelberg infections linked to eating ground turkey. So 
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far there has been one death among the 77 illnesses reported in 26 states. In response to 
an uptick in illnesses, FSIS issued a public health alert July 29 warning consumers to 
use caution and thoroughly cook ground turkey. Federal public health authorities said 
August 1 in an update they were using DNA "fingerprints" of Salmonella bacteria 
obtained through diagnostic testing with pulsed-field gel electrophoresis to identify 
cases of illness that may be part of the outbreak. Officials are using data from PulseNet, 
the national network of state, local, and federal public health labs that track foodborne 
infections. Ill persons range in age from less than 1 to 88-years-old, with a median age 
of 23. Forty-eight percent are female. Among the 58 ill persons with available 
information, 22 (38 percent) have been hospitalized. One death has been reported. 
Source: http://www.foodsafetynews.com/2011/08/cdc-investigates-26-state-salmonella-
outbreak-tied-to-turkey/ 

20. August 2, Associated Press – (National) Homeland Security to regulate fertilizer 
chemical used in Oklahoma City, Norway Bombings. More than 15 years after a 
fertilizer bomb was used to blow up a government building in Oklahoma City, killing 
168 people, the federal government is proposing to regulate the sale and transfer of the 
chemical ammonium nitrate. The proposal comes nearly 4 years after Congress gave 
the DHS the authority to develop a program to regulate the compound. Ammonium 
nitrate is one of the most common farm fertilizers in the world, and instructions for 
turning it into a bomb are available on the Internet. Its deadly potential was once again 
realized July 22, when a Norwegian man allegedly blew up a government building in 
Norway, killing eight people with a bomb that investigators believe was made with 
ammonium nitrate. On August 2, the DHS proposal is expected to be posted on the 
Federal Register Web site and the public will have 120 days to comment. As it's 
proposed, the "Ammonium Nitrate Security Program" would require those who 
purchase, sell or transfer at least 25 pounds of the chemical in the United States to 
register with the government so they may be screened against U.S. terror watch lists, 
according to a homeland security official who spoke on condition of anonymity 
because the proposal had not formally been published. The DHS would give 
registration numbers to those who are approved to buy, sell or transfer ammonium 
nitrate. The registrants would also be required to keep records and report the theft or 
loss of the chemical within 24 hours of discovering it missing. A number of countries 
have banned ammonium nitrate fertilizer. And some U.S. states regulated its use after 
the chemical was used in the Oklahoma City bombing. Last year, the Afghan 
government banned ammonium nitrate, as the chemical most often used in bombs 
targeting American soldiers in Afghanistan. 
Source: http://www.foxnews.com/politics/2011/08/02/homeland-security-to-regulate-
fertilizer-chemical-used-in-oklahoma-city-norway/ 

21. August 1, Gwinnett Daily Post – (Georgia; Florida; Alabama) Company expands food 
recall. Flying Food Group, a Lawrenceville, Georgia-based company that provides 
food for Starbucks and RaceTrac, has recalled 40 types of sandwiches, wraps, parfaits, 
and other items, temporarily shutting down its operations due to a possible listeria 
contamination. No illnesses have been reported to date, but the U.S. Food and Drug 
Administration has requested that products recently manufactured at the Lawrenceville 
facility be recalled. The potential for a contamination by listeria monocytogenes was 
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discovered after sampling and testing conducted by the Georgia Department of 
Agriculture revealed the bacteria’s presence in one of the products, officials said. The 
recent recall — an expansion of one initiated July 19 by the U.S. Department of 
Agriculture — includes products made for Core-mark Atlanta Division, RaceTrac, and 
Starbucks. Core-mark products were distributed to outlets in Alabama, Georgia, and 
Florida. Starbucks products were distributed in Alabama and Georgia, while RaceTrac 
products were distributed only in Georgia. 
Source: 
http://www.gwinnettdailypost.com/localnews/headlines/Company_expands_food_recal
l_126560888.html 

For more stories, see items 3 and 22  
 
[Return to top]  

Water Sector 

22. August 1, Woonsocket Patch – (Rhode Island) Sewage discharged into Blackstone 
during Seville Dye excavation. The Rhode Island Department of Environmental 
Management (DEM) reported it is investigating the overflow of 920,000 gallons of 
partially-treated sewage from the site of the former Seville Dye plant in Woonsocket, 
Rhode Island, into the nearby Blackstone River. The discharge reportedly occurred at 
3:30 p.m. July 31 when a construction contractor reportedly inadvertently broke a 
sewer line while digging a trench during demolition at the former Seville Mill property. 
The incident marks the second notification from DEM regarding sewage in the 
Blackstone River in 2 months. As a precaution, the department of health and DEM 
advised people to refrain from consuming fish, and engaging in activities that involve 
coming in contact with water along the Blackstone River, such as fishing, swimming, 
and paddling. The advisory was slated to remain in effect until the morning of August 
2. 
Source: http://woonsocket.patch.com/articles/sewage-discharged-into-blackstone-
during-seville-dye-excavation 

[Return to top]  

Public Health and Healthcare Sector 

23. August 2, San Mateo Daily Journal – (California) Hospital reports security 
breach. Documents containing personal information of about 1,500 Mills-Peninsula 
Health Services patients were removed from the facility over the course of a year and 
taken home by a mailroom employee, according to a hospital spokeswoman. The 
worker, who has since been terminated, took the documents between November 2009 
and September 2010, the San Mateo Daily Journal reported August 2. The Burlingame, 
California, hospital learned of the breach June 17 when a relative of the employee 
discovered the documents at the worker’s home and returned them to the hospital. “We 
don’t believe they’ve been used for anything. We believe they just sat in a box,” said 
the vice president of communications for Mills-Peninsula Health Services. The hospital 
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reported the incident to Burlingame police who are pursuing a criminal investigation. 
All of the patients whose information was taken have been notified by mail, although 
anyone with questions can contact Mills-Peninsula. The hospital is also offering one 
year of free credit monitoring and identity protection to the patients whose registration 
information, including addresses, insurance identification, and Social Security 
numbers, were taken. 
Source: 
http://www.smdailyjournal.com/article_preview.php?id=164202&title=Hospital reports 
security breach 

24. August 1, KIFI 8 Idaho Falls – (Idaho) ISU breach exposes medical information. A 
breach in an Idaho State University server's firewall has exposed private medical 
information from patients of Pocatello Family Medicine in Pocatello to anyone on the 
Internet, KIFI 8 Idaho Falls reported August 1. The clinic said there is no evidence any 
of that medical information has been stolen or even accessed. They say the firewall was 
taken down in August 2010 for maintenance, but an employee noticed it still was not 
back up in May. Some hackers accessed the server and used the space there to store 
some movies, but the medical practice director said patients do not need to worry. A 
call center has been established for patients with questions, and anyone affected is 
being offered free credit monitoring for the next year. 
Source: http://www.localnews8.com/news/28735650/detail.html 

25. August 1, CNN – (National) FDA warns of counterfeit 'morning-after' pill. The U.S. 
Food and Drug Administration (FDA) said the emergency "morning after" birth control 
pill Evital could be counterfeit and may not be safe or prevent pregnancy. The agency 
is asking women not to use the medication. Evital is not approved for use in the United 
States. But the FDA saud, while it does not have evidence of "pattern targeting" of a 
specific ethnic group, the drug may have been distributed in Hispanic communities 
under the label "Evital Anticonceptivo de emergencia, 1.5mg, 1 tablet by Fluter 
Domull." The FDA is asking consumers to contact their doctor if they have taken the 
pills and had any side effects. It also is asking anyone with information about the pills 
to contact their Center for Drug Evaluation and Research/Ingredient Adulteration. Any 
information gathered will be used to get Evital off the market. 
Source: http://thechart.blogs.cnn.com/2011/08/01/fda-warns-of-counterfeit-morning-
after-pill/?hpt=he_c2 

For another story, see item 5  
 
[Return to top]  

Government Facilities Sector 

26. August 2, Associated Press – (Colorado) Authorities say fire no danger to Pueblo 
chemical depot. Authorities said a small wildfire poses no danger to the Pueblo 
Chemical Depot in Pueblo, Colorado. More than 20 firefighters were called to fight the 
fire August 1 that had burned more than 2 acres at the U.S. Army post that used to store 
2,600 tons of poisonous mustard agent. A depot spokesman said the fire is several 
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miles away from the chemical stockpile storage area, and poses no danger to the depot 
work force or area facilities. 
Source: http://www.denverpost.com/news/marijuana/ci_18600258 

27. August 1, Salem Statesman-Journal – (Oregon) Letter with white substance sent to 
congressman’s office. An envelope containing a 3-page type-written letter and a 
suspicious white substance was found August 1 at a U.S. Congressman’s office on 
State Street in Salem, Oregon. The letter came a day after the U.S. President and 
congressional leaders reached a tentative deal to increase the nation’s debt ceiling, and 
3 days after the Congressman circulated a letter opposing the GOP’s plan to cut 
spending. Though the Congressman was not in the office at the time, three of his 
employees were there and at least one called authorities about possible hazardous 
materials in the envelope. FBI agents responded and took the envelope to be tested. 
Oregon State Police, Salem Fire Hazmat Team 13, Salem Police, and Salem Public 
Works responded to a report of possible hazardous materials at the office at around 
8:30 a.m. The building was evacuated. Salem Police closed three of State Street’s four 
lanes for about 90 minutes. Workers in the Congressman’s office and employees who 
work in other offices in the facility were allowed to return to the building soon after. 
Source: 
http://community.statesmanjournal.com/blogs/crimeandcourts/2011/08/01/letter-with-
white-powder-sent-to-congressmans-office 

28. August 1, Washington Examiner – (Maryland) Parents appeal cell towers at MontCo 
schools. A group of parents in Montgomery County, Maryland, said the county's Board 
of Education violated state law by renting public school property to cell phone 
companies for cell towers. The group, which includes members of the Parents' 
Coalition of Montgomery County, is appealing to the Maryland Board of Education, 
the county board's June decision to grant six of the leases. To date, Montgomery 
County has signed 29 leases with companies such as T-Mobile, Verizon, and Cingular 
on 12 sites across the county, a spokeswoman for Montgomery County Public Schools 
said. The county board lacks the authority to lease public school land to private 
companies other than childcare centers, said a Parents' Coalition member. The majority 
of the leases were signed by a former superintendent without the board's approval, she 
said, which was also beyond his authority. When the superintendent bypassed the 
school board, he did not allow the public an opportunity to voice their opinion, she 
said. She listed parents' concerns, from the "stranger danger" presented by people who 
service the cell towers and the threat of hazardous materials near children, to the 
possibility of the towers falling over in bad weather. 
Source: http://washingtonexaminer.com/local/education/2011/08/parents-appeal-cell-
towers-montco-schools 

29. August 1, WKYT 27 Lexington – (Kentucky) Phone service restored to Lexington city 
government. Phone service was restored August to all offices of Lexington-Fayette 
Urban County Government. City officials said Windstream crews finished repairs 
around 2:30 p.m. Most city government phones were knocked out of service by the 
outage. WKYT 27 was told E-911 service was not affected by the outage, and was 
operational the whole time. City officials said routine maintenance of the city's core 
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telephone system July 31 caused the system to fail. They said because land line phone 
outages are so rare in the area, there was no backup plan for a situation like this. City 
officials set up a temporary call center at the Town Branch water treatment plant to take 
in calls that would normally be received downtown. 
Source: http://www.wkyt.com/news/headlines/126514348.html 

For more stories, see items 7, 11, 20, 24, and 38  
 
[Return to top]  

Emergency Services Sector 

30. August 2, WFTV 9 Orlando and Associated Press – (Florida) Commissioners vote to 
dissolve Oak Hill Police Dept. The Oak Hill, Florida police chief and six sworn 
officers have been asked to turn in their badges after city officials voted to dissolve the 
police force. Officers handed over their badges and weapons after city commissioners 
voted 3-2 to disband the department during an emergency meeting August 1. 
Commissioners said they were fed up with members of the department, and cited a list 
of issues that prompted the move. The controversy came to the forefront when the 
mayor told officials she believed someone from the police force planted marijuana on 
her property. The 84-year-old said someone was trying to frame her because she called 
for the termination of the police chief. Officers finally agreed the mayor did not know 
about the plants. The Volusia County Sheriff's Office is now handling calls for the city. 
Deputies said response times will not be affected. 
Source: http://www.wftv.com/news/28735136/detail.html 

31. August 1, Government Technology – (Arizona; National) Traffic safety for first 
responders gets high-tech makeover. Maricopa County, Arizona, is using dedicated 
short-range communications to improve safety at intersections. As part of a research 
project through the U.S. Department of Transportation’s IntelliDrive program (formerly 
the Vehicle Infrastructure Integration initiative), the county is equipping six 
intersections and numerous emergency vehicles with technology that allows them to 
exchange data. Messages will request service and tell the traffic signal what type of 
vehicle is approaching, an associate professor at the University of Arizona’s College of 
Engineering said. The university’s research has focused on how to take the vehicles’ 
requests and determine the best way to time the traffic signal to serve them. Another 
transportation system being developed by two retired firefighters will interface with 
smartphones and GPS systems to alert drivers when an emergency vehicle is 
approaching. Drivers today are less aware of approaching first responders due to better 
insulation in vehicles and enhanced audio systems, said a retired firefighter and 
president of B&C Electronic Engineering. He and the vice president of engineering are 
creating 911 Emergency and Traffic Alerts (911ETA), which use automatic vehicle 
locators already installed in many emergency vehicles and tie that data to personal 
navigation devices and smartphones. 911ETA interfaces with a department’s computer-
aided dispatch system, and will be a downloadable application people can install on 
their GPS or smartphone. The app, not publicly available yet, maintains a 1,000-foot 
bubble around the person’s vehicle. If an emergency vehicle enters that bubble, an 
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audible alert tells the driver what direction responders are approaching from. 
Source: http://www.govtech.com/public-safety/Traffic-Safety-for-First-Responders-
Gets-High-Tech-Makeover.html 

32. August 1, The Register – (International) Hackers dump secret info for thousands of 
cops. Hackers said they posted the names, addresses, and other personal information of 
7,000 law enforcement officers that were stolen from a Missouri Sheriff's Association 
training academy Web site they compromised, The Register reported August 1. One of 
the identified individuals confirmed with The Register that the data listed for him in the 
938 kilobyte file was accurate. Many of the entries include officers' Social Security 
numbers, e-mail addresses, and the usernames and passwords for their accounts on the 
Web site. AntiSec claimed responsibility and said the data dump was made in 
retaliation for the recent arrest of 14 people accused of participating in a Web attack in 
December that strained server capacity for PayPal. Many of the passwords employed 
by the officers were ordinary dictionary words, or were identical to their names or 
badge numbers, demonstrating some of the same mistakes other users make in setting 
up security pass codes. Assuming the officers used the same password for other 
accounts, as is common, their e-mail accounts would also be compromised. The file 
suggests the training site failed to follow industry best practices by securing the 
password database with one-time hashes to prevent them from being read by attackers. 
Source: http://www.theregister.co.uk/2011/08/01/missouri_cops_hacked/ 

33. August 1, Washington Post – (Maryland; National) Maryland regulators expand 
investigation into Verizon’s 911 service. Maryland utility regulators expanded their 
investigation into Verizon’s 911 service after some emergency calls came through 
without any caller ID or location information. On May 30, police and fire dispatchers in 
Maryland and Virginia did not receive two key pieces of data that usually accompany 
an emergency call: the caller’s location and the phone number they are calling from, 
according to the Maryland Public Service Commission (PSC). The problem lasted for 3 
hours and affected 911 calls from IP networks and wireless phones, which, according to 
cell phone industry research, now account for 70 percent of all 911 calls. In addition, 
the commission said, Verizon may not have adequately notified local call centers of the 
problem and when the centers tried to report the issue on their own, they had difficulty. 
Verizon officials said a power outage at a New Jersey central office affected data on the 
Maryland and Virginia emergency calls. The commission has extended the earlier 
inquiry to the May 30 incident, ordering Verizon to file an explanation about “the 
causes, nature and extent of the 911 call problems.” Verizon’s reply is due August 11 
and the commission has scheduled an August 18 hearing. In a 5-page reply, a Verizon 
vice president said a malfunctioning circuit breaker at a New Jersey central office 
tripped May 29. It sent out an alarm but Verizon technicians did not dispatch someone 
to repair it. That pushed the system onto its backup battery. ”As a result,” she wrote, 
“batteries in the central office drained slowly (over approximately 12 hours) until they 
caused certain transport equipment to fail.” Verizon disciplined the technicians, she 
said. ”Had Verizon’s procedures been followed, the circuit breaker likely would have 
been replaced before the batteries in the central office drained to that point.” The 
company plans to route wireless and Internet emergency calls through several offices to 
avoid a similar problem in the future, she said. A Verizon spokeswoman, said the 
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power outage also affected data on emergency Internet and wireless calls in New 
Jersey, Pennsylvania, and Delaware. 
Source: http://www.washingtonpost.com/local/maryland-regulators-expand-
investigation-into-verizons-911-service/2011/06/22/gIQARER8nI_print.html 

34. July 30, Reuters – (California; International) Maritime smuggling to California on 
the rise. When U.S. immigration agents found a boatload of Mexican castaways 
huddled on a Malibu, California beach, and a larger group marooned a week later on an 
island north of Los Angeles, they realized it was a new trend. Tightened security along 
the U.S.-Mexico border is pushing human smugglers from Baja California to forsake 
the treacherous trek across mountains and deserts in favor of ferrying illegal 
immigrants by sea. "They're going farther north," said a spokesman for U.S. Customs 
and Border Protection in San Diego. "These smugglers will take would-be crossers to 
the most remote areas where they believe their chances are much greater at successfully 
smuggling these individuals into the U.S." U.S. authorities have tallied 12 incidents of 
human smuggling by boat off Southern California in the first 6 months of 2011, 
compared with four in the same period last year, according to Immigration and 
Customs Enforcement (ICE). ICE attributes the increase to stepped-up patrols, fencing, 
and camera surveillance along the nearly 2,000-mile U.S. border with Mexico. In 
response, agents have added boat patrols, surveillance units, and are collaborating with 
the Mexican government. In one striking case in July 2011, 15 Mexican and 
Guatemalan nationals had to be rescued from Santa Cruz Island, about 20 miles off the 
coast of Ventura, California. 
Source: http://www.reuters.com/article/2011/07/30/us-usa-mexico-boats-
idUSTRE76T1J920110730 

For another story, see item 41  
 
[Return to top]  

Information Technology Sector 

35. August 2, IDG News Service – (International) Zero-day vulnerability found in a 
Wordpress image utility. Hackers are exploiting a problem with an image-resizing 
utility called TimThumb that is widely used in many themes for the blogging platform 
WordPress, although some fixes have been made to the latest version. The CEO of 
Feedjit discovered the problem when his own blog started loading ad content when 
previously his blog contained no ads. He blogged about the problem, tracing it to an 
issue with the "timthumb.php" library, which is used within the theme he purchased for 
his blog. TimThumb is "inherently insecure" because it writes files into a directory 
when it fetches an image and resizes it, the CEO said. An attacker can compromise the 
site by figuring out how to get TimThumb to grab a malicious PHP file and put it in the 
Wordpress directory. The code will be executed if an attacker then accesses the file 
using a Web browser. To stop the problem, the CEO said users should remove 
TimThumb or limit its access to other Web sites. And users should update to the latest 
version of TimThumb. 
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Source: http://www.networkworld.com/news/2011/080211-zero-day-vulnerability-
found-in-a.html 

36. August 1, The Register – (International) Sneaky trojan exploits e-commerce flaws. A 
security flaw in osCommerce, an open source e-commerce package, created a means 
for criminals to compromise 90,000 Web pages with redirection scripts that ultimately 
directed surfers towards a site serving up an exploit toolkit designed to compromise 
visitors' PCs. "The attackers inserted an iframe that leads to certain URLs in each of 
these sites, triggering several redirections," an analysis of the attack published by Trend 
Micro explains. "The redirections finally lead to an exploit kit that abuses the following 
vulnerabilities in an attempt to download a malicious file onto systems," it noted. "This 
malware searches for internet caches, cookies, and histories in order to steal login 
credentials and other data used for specific websites, usually banks and other financial 
institutions," Trend Micro adds. "Joric-BRU then forwards the stolen information to 
specific websites." The attack plants exploit code on e-commerce sites, where surfers 
expect a more trusted environment. In addition, the malware used in the attack attempts 
to delete itself from compromised systems after riffling compromised systems for log-
in credentials, a feature that differentiates the banking trojan from better known threats 
such as the ZeuS Trojan. Older versions of osCommerce are subject to a directory 
traversal vulnerability as well as an XSS vulnerability for version 2.2-MS2. 
Source: 
http://www.theregister.co.uk/2011/08/01/banking_trojan_exploits_ecommerce_website
_flaws/ 

37. July 30, Softpedia – (International) Anonymous develops new denial of service 
tool. Anonymous supporters appear to have built a new denial of service tool that is 
said to exploit SQL vulnerabilities to support the group's future campaigns. The tool is 
very effective, a 17-second attack from a single machine resulted in a 42-minute outage 
on Pastebin July 29, Softpedia reported July 30. According to The Tech Herald which 
spoke with its creators, the new tool is called RefRef and is developed in JavaScript. 
This means that it works in any modern browser on any operating system, including 
those in smartphones and tablets. The effectiveness of RefRef is due to the fact it 
exploits a vulnerability in a widespread SQL service. The tool works by turning the 
servers against themselves. It sends malformed SQL queries carrying the payload, 
which in turn forces the servers to exhaust their own resources. The flaw is apparently 
known but not widely patched yet. The tool's creators do not expect their attacks to 
work on a high-profile target more than a couple of times before being blocked, but 
they do not believe organizations will rush to patch this flaw en masse before being hit. 
Source: http://news.softpedia.com/news/Anonymous-Develops-New-Denial-of-
Service-Tool-214313.shtml 

38. July 28, BBC News – (International) Millions hit in South Korean hack. South Korea 
has blamed Chinese hackers for stealing data from 35 million accounts on a popular 
social network. The attacks were directed at the Cyworld Web site as well as the Nate 
Web portal, both run by SK Communications. Hackers are believed to have stolen 
phone numbers, e-mail addresses, names, and encrypted information about the sites' 
many millions of members. It follows a series of recent cyber attacks directed at South 
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Korea's government and financial firms. Government ministries, the National 
Assembly, the country's military HQ, and networks of U.S. Forces based in Korea were 
also hit. The Korean Communications Commission claimed to have traced the source 
of the incursion back to computer IP addresses based in China. 
Source: http://www.bbc.co.uk/news/technology-14323787 

For more stories, see items 7, 11, 23, 24, 32, and 39  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

39. August 2, The Register – (International) Sun compo entrants' privates exposed in 
public. Security lapses at News International exposed the e-mail addresses and other 
personal data of readers who entered competitions in The Sun, England's biggest selling 
daily newspaper. The names, addresses, phone numbers and dates of birth of thousands 
of people were also exposed by the hack, reckoned to have probably taken place at the 
same time The Sun's Web site was hacked in July to redirect surfers towards a fictitious 
story on the supposed death of the paper's media mogul founder and owner. Some of 
the data, including applications for the Miss Scotland beauty contest, has already been 
posted online. Entrants to a Wrigleys football competition, an Xbox competition, 
details of royal wedding well-wishers, and information from a forum for bullied people 
was also uploaded to Pastebin, The Guardian reported. The data was uploaded by an 
individual who praised the actions of Anonymous as a whole and LulzSec, the 
hacktivist sub-group that returned from semi-retirement to carry out the July 19 Sun 
redirection hack. Miscreants could use the stolen data to mount targeting phishing 
scams. Neither financial information nor passwords were exposed by the breach. 
Source: http://www.theregister.co.uk/2011/08/02/sun_compo_entrants_email_hack/ 

40. August 1, Nashville Tennessean – (Tennessee) AT&T cell tower problem affects 
Music Row-area customers. A problem with a cellular tower was leading to dropped 
calls and spotty service for AT&T customers in the Music Row area of Nashville, 
Tennessee, August 1. A spokeswoman for AT&T, said the company was aware of a 
problem in the area, and that technicians were working “around the clock” to address it. 
”AT&T customers may be experiencing a temporary service interruption while placing 
or receiving calls on their wireless device,” she said. The company did not have a 
timetable for resolving the problem. 
Source: http://www.tennessean.com/article/20110801/NEWS01/308010061/AT-T-cell-
tower-problem-affects-Music-Row-area-
customers?odyssey=mod|newswell|text|FRONTPAGE|s 
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41. August 1, Federal Commincations Commission – (International) FCC announces 
major spectrum-sharing agreements with Canada and Mexico enabling 4G 
wireless broadband and public safety communications in the border areas. The 
Federal Communications Commission (FCC) announced August 1 it has reached 
arrangements with Industry Canada and Mexico's Secretariat of Communications and 
Transportation (SCT) for sharing commercial wireless broadband spectrum in the 700 
MHz band along the U.S.-Canadian and U.S.-Mexican border areas. The FCC also 
reached an arrangement with Industry Canada for sharing spectrum in the 800 MHz 
band. These actions will help support commercial broadband services and public safety 
mission-critical voice communications. The technical sharing principles reached on 800 
MHz will pave the way for completion of 800 MHz rebanding by U.S. public safety 
and commercial licensees operating along the U.S.-Canadian border. The FCC ordered 
rebanding to alleviate interference to public safety licensees in the band caused by 
commercial cellular licensees. The arrangement specifies (1) how primary channels 
will be allotted between the United States and Canada, (2) the technical parameters for 
operation on these channels within 140 kilometers (87 miles) of the common border, 
and (3) a schedule for transitioning facilities from the channels needed by the United 
States to complete rebanding along the U.S.-Canadian border. 
Source: http://www.fcc.gov/document/fcc-announces-major-spectrum-sharing-
agreements-canada-and-mexico-enabling-4g-wireless-broa 

For more stories, see items 28, 29, 31, and 33  
 
[Return to top]  

Commercial Facilities Sector 

42. August 1, KFSN 30 Fresno – (California) Carbon monoxide alarm prompts Clovis 
apartment evacuation. More than a dozen people were evacuated from an apartment 
complex in Clovis, California, July 31 after a carbon monoxide detector went off. 
Firefighters said the colorless, odorless gas was twice the lethal level. The Clovis Fire 
Department was called out to an apartment complex on Helm near Lincoln after a 
carbon monoxide alarm went off inside two units. Fire officials said 15 women and 
children were evacuated around 11 p.m. July 31 after dangerous levels of the gas were 
found inside the two units. Medical crews examined the women and children but found 
no signs of carbon-monoxide poisoning. They said the carbon monoxide alarms helped 
save their lives. Pacific Gas & Electric was called in to find the source of the carbon 
monoxide leak. 
Source: http://abclocal.go.com/kfsn/story?section=news/local&id=8281126 

For more stories, see items 3, 22, and 39  
 
[Return to top]  

National Monuments and Icons Sector 
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43. August 1, KOB 4 Albuquerque – (New Mexico) Massive fish kill closes Lea Lake 
near Roswell. A massive fish kill at Lea Lake near Roswell has prompted New Mexico 
officials to close the lake to swimming August 1 until further notice. The New Mexico 
Parks Division said park staff closed the lake at Bottomless Lakes State ParK 
immediately after they noticed hundreds of dead fish had washed ashore. The state 
game and fish department is investigating what caused the fish to die off, and may call 
upon the state environment department to help. The state was taking water samples for 
preliminary analysis, but officials indicated confirmation of a cause may take several 
days or a week. Lea Lake is the deepest lake at the state park, and the only one where 
swimming is allowed. Camping and picnic areas around the lake will remain open 
while the investigation continues. Once they find the cause, park staff will ensure the 
lake is clean before reopening it for swimming. 
Source: http://www.kob.com/article/stories/S2223357.shtml?cat=519 

[Return to top]  

Dams Sector 

44. August 2, Rapid City Journal – (South Dakota) Northeast South Dakota dam in need 
of repair. Officials used pumps to lower the level of White Lake in northeast South 
Dakota, August 2 so repairs could be made to a damaged dam. The state game, fish, 
and parks department reported a chunk of concrete fell from the spillway at the dam 
northeast of Britton after heavy rains. Officials waited until water stopped going over 
the spillway before beginning repairs to ensure the dam did not sustain any more 
damage. 
Source: http://rapidcityjournal.com/news/state-and-regional/northeast-south-dakota-
dam-in-need-of-repair/article_7a00c303-98f9-5616-bd0e-c06eac2f6ff2.html 

45. August 2, Engineering News-Record – (North Dakota; South Dakota) Corps sets 
Missouri Basin flood storage plan for fall and winter. The U.S. Army Corps of 
Engineers was still sending above-normal releases from its six Missouri River dams in 
early August, and it did not plan to increase its flood storage capacity this fall and 
winter due to flooding risks at downstream levees. The commander of the Corps’ 
Northwest Division, said the planned release schedule, announced July 29, will allow 
the Corps to get systems ready for the 2012 season when it starts March 1. Several 
factors influenced the decision, including: peoples’ need to return to flooded homes, 
farms and businesses; weather forecasts for this fall and winter; risks from continued 
high water on saturated levees; the need to inspect and repair dams and damaged 
infrastructure, and the need to release water in Kansas reservoirs. Record snowfall and 
rain in May created runoff that peaked at 72.8 million acre-feet (MAF) in a system 
designed to handle 40 MAF, the commander said. At Gavins Point Dam, near Yankton, 
South Dakota, the release dropped from a record 160,000 cubic ft per second (cfs) — a 
rate held since June 24 — to 155,000 cfs July 30 and 150,000 cfs August 1. It will fall 
to 40,000 cfs September 30, and 20,000 cfs December 1. The other dams, all upstream, 
also started reducing releases. The commander added the risk to levees continues as 
long as water is high. 
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Source: http://enr.construction.com/infrastructure/water_dams/2011/0802-
corpssetsmissouribasinfloodstorageplanforfallandwinter.asp 

46. August 1, KVLY 11, KXJB 4 Fargo – (North Dakota) Too Much Rain. The U.S. Army 
Corps of Engineers reported that wet weather in the North Dakota region forced them 
to increase outflows at Bald Hill Dam near Valley City to 4,000 cubic feet per second 
(cfs) August 1. As a result, levels at Lake Ashtabula were 4 feet higher than normal this 
time of year. "They never released more than 5,000 cfs from the dam until 2 years ago," 
said one resident. The Corps said the Sheyenne River could rise 16 feet by August 2. 
With more rain on its way, there was a chance more water could be released. 
Source: http://www.valleynewslive.com/story/15190432/more-releases 

47. August 1, St. Joseph News-Press – (Missouri) Flooding seems to be losing steam. The 
Missouri River receded to 28 feet August 1, however, the river hasn't receded from the 
South St. Joseph or Elwood Gladden levees in Missouri, and the U.S. Army Corps of 
Engineers urged caution. During the week of July 25, the Corps completed a sonar 
examination of both levees and declared them to be in good working order despite 
foundation issues because they sit on a bed of sand, 60 to 70 feet deep. Hydraulic 
pressure from the river seeks weak points in the sand and forces water underneath, 
creating sand boils and seepage, said the emergency management director for the 
Corps’ Kansas City District. Contractors extended a road across an extremely wet area 
so that 3 or 4 more acres could be added to the berm north of U.S. Highway 36 to 
reduce water inflow behind the levee. 
Source: http://www.newspressnow.com/localnews/28735360/detail.html 

[Return to top]  
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