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• The Kalamazoo Gazette reports vandals filled a manhole with logs April 20, blocking a 
sewer line and spilling an estimated 600,000 gallons of raw sewage into a wetlands area of 
Kalamazoo, Michigan. (See item 29) 

• According to KJRH 2 Tulsa April 21, local police and U.S. Postal Inspectors arrested one 
and are looking for two more suspects allegedly responsible for hundreds of fraudulent 
transactions involving financial items stolen from the mail boxes of nearly 300 people. 
(See item 22) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. April 22, Portsmouth Herald – (New Hampshire) Gas leak prompts evacuation of 
city block. A natural gas leak on Commercial Alley in Portsmouth, New Hampshire 
April 21 caused the evacuation of a city block and prompted a full response from city 
firefighters and police. Traffic on Penhallow Street was blocked for close to an hour as 
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fire officials, along with the gas company, investigated the origins of the leak. The leak 
was discovered fairly quickly and was determined to have come from a furnace at 9 
Commercial Alley and a water heater at 106 Penhallow St., according to the assistant 
fire chief. All on-duty firefighters were dispatched to the downtown around 10:17 a.m. 
after a representative of Unitil notified the city of an odor of gas. Once on scene, the 
assistant fire chief said firefighters assisted by gaining access to various businesses and 
residences along the alleyway. About a half-dozen people were evacuated from the 
immediate area, he said. Residents and workers were allowed to go back into the 
affected buildings not long after 11 a.m. 
Source: 
http://www.seacoastonline.com/apps/pbcs.dll/article?AID=/20110422/NEWS/1042203
92/-1/NEWSMAP 

2. April 21, Salt Lake Tribune – (Utah) Fast-moving storm blows into northern 
Utah. Propelled by winds gusting between 60 and 70 mph, a fast-moving storm blew 
through northern Utah on April 21. The storm knocked out power to about 30,000 
homes and businesses, said a Rocky Mountain Power spokesman. By about 9 p.m., 
power had been restored to all but 400 customers statewide. The remaining problems 
were in the Salt Lake Valley. In Huntsville, large pine trees were snapped and uprooted 
in the city’s park, said the owner of the Huntsville Barbecue Co. Felled trees crashed 
into two homes and blocked roadways around town, said Weber County sheriff’s 
sergeant. Early on, wind gusts as strong as 70 mph were reported as the storm crossed 
the Great Salt Lake, and pea-size hail was reported in Roy. 
Source: http://www.sltrib.com/sltrib/news/51672918-78/storm-trees-northern-
utah.html.csp 

3. April 21, WETM 18 Elmira – (Pennsylvania) Fluid leak plugged at Canton gas 
well. Chesapeake Energy officials said they will not resume drilling in the Marcellus 
Shale in Pennsylvania until they find out the cause of the April 19 spill of fracking fluid 
from a well blowout. Late April 21, night company officials said crews have 
successfully stemmed the flow of fracking fluid from its well near Canton and 
contained the leak to the ground immediately surrounding the well. They say that fluid 
is made up of a small amount of chemicals that are mixed with sand and water which is 
then injected into the ground to break up the shale to release the gas. Before the leak 
was contained thousands of gallons of the fluid crossed farm fields and entered a 
stream. Chesapeake officials said the cause of the April 19 breach is unknown but it is 
located in a wellhead connection. As of April 21, Bradford County Emergency 
Management officials said seven nearby families remained evacuated from their homes. 
Source: http://www.wetmtv.com/news/local/story/Update-Fluid-Leak-Plugged-At-
Canton-Gas-Well/S5MdftwSvkWs2vHqaRhjyw.cspx 

4. April 20, KNVX 15 Phoenix – (Arizona) Sheriff’s deputies arrest men for 
trespassing, burglary at Superior SRP plant. Pinal County Sheriff’s deputies 
arrested two men for burglary and trespassing April 17 in Superior, Arizona, after the 
men caused more than $15,000 in damages at a Salt River Project (SRP) plant. The two 
men were taken into custody after security personnel at the SRP plant at 51085 North 
Cerro Road spotted them as they entered the property and began to cut the copper 
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grounding wire near the facility’s fence line, according to a sheriff’s report. SRP 
employees estimated damages of more than $15,000. Both men admitted involvement 
in the case, and they were booked into the Pinal County Adult Detention Center for one 
count each of criminal trespassing, possession of burglary tools, burglary and 
aggravated criminal damage and theft. 
Source: http://www.abc15.com/dpp/news/region_central_southern_az/other/sheriff’s-
deputies-arrest-men-for-trespassing,-burglary-at-superior-srp-plant 

[Return to top]  

Chemical Industry Sector 

5. April 21, KERO 23 Bakersfield – (California) Hondo chemical addresses 
problems. Hondo Chemical in Bakersfield, California, has been scrutinized by the 
board of supervisors over the last several years over its storage of hazardous chemicals. 
The plant has had several sulfur fires, and county inspectors have been keeping a close 
eye on its operations. County officials have had numerous concerns regarding the 
safety at the plant, including: proper storage of hazardous chemicals to an up-to-date 
fire suppression system. The board of supervisors wanted the plant shut down if it 
could not meet some immediate deadlines for safe operations. “I am happy to report 
that today they have met those obligations, and those range from environmental health 
to safely labeling chemicals to the fire department and their requirement for a fire 
suppression system,” said a spokesman with Kern County Public Health. The plant has 
been on the county’s radar for several years and the recent sulfur fire in February put 
the spotlight back in their operations. “They have met those minimum requirements. 
We have seen more progress in the last month then we have in the last several years. 
However this is a starting point, there is a lot to be done,” he said. County officials say 
they will continue to closely watch the plant’s operations to make sure it complies with 
all the safety requirements. 
Source: http://www.turnto23.com/news/27625269/detail.html 

6. April 21, Colorado Springs Gazette – (Colorado) Acid neutralized; investigation into 
leak expected to take months. Trains resumed passing through Monument, Colorado, 
April 21 as hazmat crews continued cleaning up hydrochloric acid that leaked from a 
tanker and prompted the evacuation of hundreds of homes in the northern El Paso 
County community. About 25 trains were delayed while the tracks were closed because 
of the leak, railroad officials said. The leaking tanker, which was drained by a hazmat 
crew flown in by the railway, was moved to Denver, where investigators will try to 
determine what caused the leak. The chemical division manager for the company 
transporting the acid, Jones-Hamilton Co., said the tanker will be cleaned, washed out, 
inspected to determine the cause of the leak, and either repaired or put out of 
commission. The company could face fines, but that depends on what the Federal 
Railroad Administration (FRA) determines in its investigation. No findings are 
expected to be released for several months, said an FRA spokesman. About 250 homes 
in the Santa Fe Trails subdivision were evacuated while hazmat crews contained the 
leak, then applied a magnetic patch to the tanker to keep the acid from escaping. 
Source: http://www.gazette.com/articles/monument-116659-acid-reopened.html 
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7. April 21, Bloomberg News – (West Virginia; National) PPG declares force majeure 
on caustic soda in North America. PPG Industries Inc. (PPG), the world’s fourth-
biggest maker of caustic soda, declared force majeure on North American deliveries of 
the chemical used to make pulp, alumina and soap because of a factory shutdown. 
PPG’s Natrium plant near New Martinsville, West Virginia, has a mechanical problem, 
a company spokesman said April 21. The plant, which makes chlorine and caustic, 
known collectively as chlor-alkali, probably will be down for a “short” period, he said. 
“There may be limited ability to meet customer demand.” Force majeure is a legal 
clause allowing the suspension of deliveries because of circumstances beyond the 
supplier’s control. Georgia Gulf Corp. (GGC) declared force majeure last week on 
shipments of polyvinyl chloride, or PVC, partly because of operating problems at its 
chlor-alkali plant in Plaquemine, Louisiana. 
Source: http://www.bloomberg.com/news/2011-04-20/ppg-declares-force-majeure-on-
caustic-soda-in-north-america-1-.html 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

8. April 22, Atlanta Journal Constitution; Associated Press – (Georgia) Vogtle nuclear 
reactor shutdown traced to tripped breaker. The unexpected shutdown of a nuclear 
reactor at Plant Vogtle in east Georgia was triggered by a failed breaker related to an 
electrical turbine, according to Atlanta-based Southern Co. But no other equipment was 
damaged and the shutdown proceeded safely, the company said. The reactor, which 
went out of service April 20, will resume operation once the breaker and some other 
equipment is replaced, said a spokeswoman for Southern Nuclear. The company did 
not say when the unit might start producing power again, citing competitive reasons. A 
spokesman for the NRC said a reactor trip is a “pretty routine event.”A unit of a nuclear 
plant would have to trip three times in 7,000 hours of operation before the shutdowns 
would trigger more frequent inspections. Plant Vogtle has not had any recent issues 
with unexpected shutdowns, the NRC spokesman said. But “that’s not to say we’re not 
very interested in what happened,” he said. Officials say the shutdown procedure, 
called a scram, was completed without incident. 
Source: http://www.ajc.com/news/vogtle-nuclear-reactor-shutdown-921054.html 

[Return to top]  

Critical Manufacturing Sector 

9. April 22, Detroit Free Press – (International) Toyota to recall 300,000 
vehicles. Toyota announced April 22 it is recalling more than 300,000 vehicles because 
of defective sensors that could inadvertently trigger deployment of the airbags in 
certain RAV4 and Highlander models. The problem involves two “roll-sensing” 
sensors in the vehicles designed “to detect vehicle roll angle.” Failure of one or both of 
the sensors could result in either the rollover system being disabled, or the air bags 
suddenly deploying. The recall affects 214,000 RAV4s from the 2007 and 2008 model 
year, and 94,000 Highlanders from the 2008 model year, the company said. All of the 
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vehicles involved were sold in North America. The company said affected customers 
will begin receiving recall notices by mail in May. 
Source: http://www.freep.com/article/20110422/BUSINESS06/104220343/Toyota-
recall-300-000-vehicles 

For another story, see item 7  
 
[Return to top]  

Defense Industrial Base Sector 
 

Nothing to report 
 
[Return to top]  

Banking and Finance Sector 

10. April 22, San Jose Mercury News – (California) South Bay ‘Black Binder Bandit’ 
suspect nabbed. The sale of a getaway car to a junkyard led to the arrest of a San Jose, 
Califronia man suspected in at least a half-dozen South Bay bank robberies, authorities 
said April 21. The alleged” Black Binder Bandit,” pleaded not guilty this week in Santa 
Clara County Superior Court after being arrested April 15. The robberies occurred at 
four San Jose banks, one in Santa Cruz and two in Los Gatos from November 2010 to 
February 2011. In each, authorities said, a man in his 40s reached into a black binder 
and handed the teller a note that demanded money. The breakthrough came in the last 
robbery, February 25 at the Comerica Bank on North Santa Cruz Avenue in Los Gatos, 
police said. It was then that an alert witness got the license number of the getaway car, 
a blue Volvo with Colorado plates, Los Gatos-Monte Sereno police said. Then early 
last week, California Department of Motor Vehicles officials told detectives the car had 
been sold to a wrecking yard in San Jose. The suspect was identified as the previous 
owner. Police said that in searching the suspect’s home, on Highland Court, they found 
evidence implicating him in the robberies. Witnesses from the San Jose and Los Gatos 
robberies also confirmed his identity from photo lineups. 
Source: http://www.mercurynews.com/crime-
courts/ci_17905629?source=rss&nclick_check=1 

11. April 22, Fayetteville Observer – (North Carolina) 2 Russian immigrants indicted on 
federal bank fraud charges. A pair of Russian immigrants have been charged with 
using a device to surreptitiously steal credit and debit card data from 60 people at three 
ATMs in Fayetteville, North Carolina. The 23 and 25-year-old men were each federally 
indicted April 19 on charges of conspiracy to commit bank fraud and aggravated 
identity theft. The duo is accused of installing “skimmers” - electronic devices that can 
record information stored on the magnetic strip of a credit or debit card - at three 
automated teller machines, according to the indictment. They also installed small 
cameras that captured victims’ PIN numbers. The men allegedly used the stolen 
information to create counterfeit credit and debit cards, which were then used to make 
withdrawals in the greater Fayetteville area, Dunn and Carolina Beach, according to 
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court documents. It is not specified how much money the pair are accused of stealing. 
Seven banks are listed as being victims of the pair’s alleged fraud. They are Fort Bragg 
Federal Credit Union, Pentagon Federal Credit Union, State Employees Credit Union, 
Bank of America, JP Morgan Chase, Wachovia and FAA Credit Union. The crimes 
were committed between May 1, 2009, and July 31, 2009, according to court 
documents. A federal case against the pair was first filed in March 2010 but was sealed 
until the indictment was filed. Both of the men have pending state charges in 
Cumberland County and court dates scheduled for May 2. The local charges were filed 
in 2009. They are each charged with six counts each of card theft with a scanning 
device, financial card forgery and identity theft. They also are charged with three 
counts each of financial card fraud and two counts of misdemeanor financial card 
fraud. 
Source: http://www.fayobserver.com/articles/2011/04/21/1088658?sac=Home 

12. April 21, Bloomberg News – (New York) New York lawyer pleads guilty in probe of 
ex-Galleon trader. A Brooklyn, New York, lawyer admitted to taking part in what the 
U.S. says is one of three Galleon Group LLC insider-trading rings April 21. The 32-
year-old pleaded guilty April 21 to conspiracy and securities fraud before a U.S. 
District Judge in Manhattan. The man was one of 20 people who have pleaded guilty in 
the overlapping insider-trading schemes related to the Galleon hedge fund being 
investigated by the U.S. Recommended federal sentencing guidelines call for the man 
to serve 37 to 46 months in prison and pay $7,500 to $5 million in fines, according to 
the plea agreement. He is scheduled to be sentenced Aug. 19. He was accused of 
conspiring with an ex-Galleon trader to pay tens of thousands of dollars to two other 
men, lawyers at Boston-based Ropes & Gray LLP, for information about transactions 
their firm was working on. 
Source: http://www.bloomberg.com/news/2011-04-21/new-york-lawyer-jason-
goldfarb-pleads-guilty-in-probe-of-ex-galleon-trader.html 

13. April 21, WLS-TV 7 Chicago – (National) Customs: Fake coins from China 
seized. Chicago, Illinois Customs and Border Protection (CBP) intercepted a shipment 
of counterfeit coins from China last week. After noticing an irregularity in the X-ray of 
a heavy package being sent to an Illinois residence, customs officials say they 
discovered 361 coins that appeared to be U.S. Trade Dollar coins with dates between 
1873 and 1878. Analysis of the coins revealed that they were made of brass with a thin 
silver-plated coating. According to a news release from U.S. Customs and Border 
Protection, the original U.S. Trade Dollar coin was minted from 1873 to 1878. Customs 
officials say some of these coins can be sold for as much as $2,000. According to 
officials, the recipient of the shipment was intending to sell the fake coins online. 
“Legitimate traders are being duped into buying these coins believing they are 
genuine,” said the CBP Director of Field Operations in Chicago. “We strongly 
recommend buyers or any consumers to be aware and use caution when making these 
types of purchases on the Internet.” 
Source: http://abclocal.go.com/wls/story?section=news/local&id=8086739 

14. April 21, WCMH 4 Columbus – (Ohio) Gahanna Couple Pleads Guilty To $20 
Million Loan Scheme. A Gahanna, Ohio, couple pleaded guilty April 21 to running a 
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fraudulent loan scheme that defrauded customers of nearly $20 million. The couple 
each pleaded guilty to one count of conspiracy to commit securities fraud, mail fraud 
and wire fraud. The husband also pleaded guilty to one count of securities fraud, one 
count of wire fraud, and one count of mail fraud. The plea agreement includes a 140-
month sentence followed by five years of supervised release for the husband and a 36-
month sentence followed by three years of supervised release for the wife. The plea 
agreement also calls for them to make full restitution to their 38 victims. According to a 
statement of facts read during their hearing, the couple owned several companies 
including One Equity Corporation, Triangle Equities Group, Inc., Victory Management 
Group, Inc., and Dafcan Finance, Inc. The couple made low-interest loans to their 
victims who transferred shares of stock to the couple as collateral. The couple promised 
to return the stock to the borrowers once the loans were repaid. The couple sold the 
stock without the borrowers’ knowledge instead of holding the shares and used the 
proceeds to fund other loans or for their own personal gain. 
Source: http://www2.nbc4i.com/news/2011/apr/21/gahanna-couple-pleads-guilty-20-
million-loan-schem-ar-461492/ 

15. April 21, Wired.com – (National) Carder pleads guilty to fraud involving $36 
million in losses. A hacker and carder has pleaded guilty to trafficking in more than 
half a million stolen card numbers that resulted in $36 million in fraud losses. The 26-
year-old man pleaded guilty April 21 in Virginia to one count of access device fraud 
and one count of aggravated identity theft. The hacker was arrested in 2009 for selling 
stolen bank card numbers in online criminal forums and IRC chatrooms. When 
authorities searched his home at the time, they found more than 675,000 stolen credit 
card numbers on his computers and in e-mail accounts. According to court records, 
more than $36 million in fraudulent transactions have been attributed to the stolen 
numbers found in Hackett’s possession. Authorities did not say how many of these 
transactions were committed by him or by others. The man admitted that he had been 
hacking computers since the late 1990s, an activity that morphed into hacking-for-
profit by 2002 when he began stealing bank card data from SQL databases. In August 
2007, for example, he breached the server at an unnamed online ticket seller and stole 
information on about 360,000 credit card accounts. He still had the data on his 
computer two years later when authorities searched his home. The man became a 
valued seller on underground carding forums, charging between $20 and $25 per stolen 
card account. He raked in between $200 and $800 a month and by the time he was 
arrested was living solely on earnings obtained through illicit activity. He snagged 
more than $70,000 from selling stolen card data and at least an additional $80,000 from 
fraudulent Western Union money orders that co-conspirators charged to stolen card 
numbers and sent to him. The proceeds helped him buy a 2001 BMW X5 as well as a 
pair of Louis Vuitton shoes costing more than $450. He was caught after selling 40 
stolen card numbers to an undercover Secret Service agent for about $1,100. 
Source: http://www.wired.com/threatlevel/2011/04/rogelio-hackett-guilty/ 

16. April 21, KRGV-TV Weslaco – (Texas) Substance prompts bank 
evacuation. Employees at a Los Fresnos, Texas bank discovered a white powdery 
substance in a night deposit box April 21. Firefighters determined it’s an antibiotic used 
to treat cyanide poisoning and ringworms.  At first, city leaders said it was cyanide. 
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CHANNEL 5 NEWS viewers started calling asking questions, so we asked and the city 
then said they made a mistake.  Bank employees at Wells Fargo made the discovery 
shortly after 12 p.m.. The bank was shut down and the hazmat team called in. They 
field tested the white powder substance. Firefighters describe it as an antibiotic used for
cyanide poisoning and ringworms.  “It’s not a hazardous chemical as far as if you come 
in contact with it. The Brownsville Fire Department was on scene. We called them for 
mutual aid for their hazardous material unit and were good in helping us and did testing
on the scene,” says the Los Fresnos City Manager.  Police are now trying to figure out 
who left the substance at the bank. It isn’t available over the counter. Somebody would 
have to work in a hospital to get this chemical.  The bank was reopened shortly after 3 
p.m. April 21. Town leaders say this is something that has never happened before in 
Los Fresnos.  
Source: http://en.wikipedia.org/wiki/KRGV-TV 

[Return to top]  

 

 

Transportation Sector 

17. April 22, KDVR 31 Denver – (Colorado) Suspicious passengers force flight to return 
to gate at DIA. A United Airlines flight from Denver, Colorado to Santa Ana, 
California was forced to return to the gate before takeoff because of three suspicious 
passengers April 21 around 10 p.m. A Denver International Airport spokesperson said 
Denver Police officers and agents from the Transportation Security Administrations 
(TSA) and Federal Bureau of Investigation (FBI) met the United Flight 593 at the gate 
and removed three individuals. An United Airlines spokesman said the crew requested 
that authorities meet the aircraft to escort three passengers off of it. Details about what 
the three people did to cause concern have not been released. Reports said everyone 
had to get off of the plane for a security sweep and interviews with authorities. 
Source: http://www.kwgn.com/news/kdvr-suspicious-passengers-united-flight-
20110422,0,2924000.story 

18. April 21, Associated Press – (Arizona) American Airlines jet has engine problem in 
Ariz. An American Airlines flight from Phoenix, Arizona to Dallas, Texas was forced 
to land six minutes after takeoff due to an engine problem April 21. A spokesman for 
the Federal Aviation Administration said the MD-82 passenger jet had just left Phoenix 
Sky Harbor International Airport when it lost power in one of its engines for an 
unknown reason. The spokesman said the plane’s captain declared an emergency and 
the jet circled back to Phoenix. The plane was carrying 120 passengers and 6 crew 
members. A spokeswoman with American Airlines said a problem kept the plane’s left 
engine from receiving full power. It is being inspected and repaired. 
Source: http://www.democratherald.com/news/national/article_a01955e3-c0bd-59aa-
a17f-0e2a795d1a1e.html 

19. April 21, Associated Press – (New Jersey) Safety inspection leads to removal if 2 
buses of NJ roads. Authorities removed two charter buses from New Jersey roads 
during inspections in Atlantic City. Inspectors checked 15 buses in Atlantic City on 
April 20. Nine had violations but were allowed to continue their trips so repairs could 
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be made. Four had no violations. The inspections followed the March 12 crash that 
killed 15 people when a bus traveling from a Connecticut casino crashed in the Bronx 
in New York. Two people died days later when a bus crashed on the New Jersey 
Turnpike. The New Jersey Motor Vehicle Commission administrator told The Press of 
Atlantic City New Jersey issued 3,104 violations on 926 buses it inspected in 2010. 
Some 159 were pulled off the road. 
Source: 
http://www.dailyjournal.net/view/story/7018d1b4db344c98929bfa7d8cf00c16/NJ--
Charter-Bus-Inspections/ 

20. April 20, KGTV 10 San Diego – (California) Laser hits JetBlue flight trying to land 
in SD. Federal Aviation Administration (FAA) officials said a JetBlue flight from 
Boston, Massachusetts was hit by a laser beam as it approached San Diego, California’s 
Lindbergh Field on April 19. The incident happened at about 9:35 p.m. when the 
Airbus A320 was flying at an altitude of 1,500 feet. It was about 4 miles east of the 
airport when a green laser light from the ground shot into the cockpit. The pilot was 
able to land the plane safely and reported the incident to the FAA and to San Diego 
police. This is the 11th time an airplane has been hit by a laser beam in San Diego this 
year. According to the FAA, there were 27 laser events in 2010, which puts San Diego 
among the top 20 airports in the nation for laser incidents. 
Source: http://www.10news.com/news/27618821/detail.html 

For another story, see item 6  
 
[Return to top]  

Postal and Shipping Sector 

21. April 22, KSWT 13 Yuma – (Arizona) Police arrest man who stole people’s mail. A 
suspected postal thief is behind bars after weeks of prying open P.O. Boxes at the 
Yuma, Arizona Main Post Office. For three weeks the 34-year old man reportedly 
walked into the post office and walked out with random people’s mail. “P.O. Box 
break-ins are not that common because most people are hesitant to go into a well lit 
area and take the time to try to pry into some of these boxes,” said a U.S. Postal 
Inspector. After an anonymous tip, Yuma Police Department Officials arrested the 
man. A police official said the man may face federal charges but right now he is 
charged with six felonies in Arizona. He faces two counts of burglary, two counts of 
possession of burglary tools, and two counts of possession of stolen property. His bond 
was set at $300,000. 
Source: http://www.kswt.com/story/14494619/police-arrest-postal-thief 

22. April 21, KJRH 2 Tulsa – (Oklahoma) Mail theft investigation uncovers hundreds of 
victims. Tulsa, Oklahoma police and U.S. Postal Inspectors have uncovered nearly 300 
thefts of mail from victims in Tulsa and Pittsburg Counties. In a press release issued 
April 21, police said the investigation began as a burglary case involving a senior 
citizen and the passing of checks drawn on his account. Two detectives began sharing 
information on similar cases and developed a suspect. While questioning the suspect, 
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police said, she produced a number of bags containing mail stolen from addresses in 
Tulsa and Pittsburg Counties. Detectives arrested the suspect and alerted U.S. Postal 
Inspectors, who joined the investigation. Together, the investigators uncovered 
hundreds of fraudulent transactions involving financial items stolen from the mail 
boxes. According to the press release, they identified more than 280 victims of mail 
theft and identity theft. Police said they have developed two more potential suspects in 
the case, and there could be further arrests. 
Source: http://www.kjrh.com/dpp/news/local_news/mail-theft-investigation-uncovers-
hundreds-of-victims 

23. April 21, phillyBurbs.com – (National) Evesham woman charged with bomb threat 
against post office. An Evesham, Pennsylvania woman was charged with making a 
phony bomb threat against the U.S. Postal Service post office and distribution center on 
Irwin Road, police said April 21. The 35-year-old of Kips Court was charged with false 
public alarm in connection with the April 19 threat, police said. She was released 
pending a court hearing. Police did not specify how the threat was made or a motive for 
her alleged action. They said the threat forced workers and customers to be evacuated 
from the building. 
Source: 
http://www.phillyburbs.com/news/local/burlington_county_times_news/evesham-
woman-charged-with-bomb-threat-against-post-office/article_ba6d6dc2-6c5e-11e0-
a563-001a4bcf6878.html 

24. April 21, Boone County Journal – (Missouri) Bomb scare at Boone County 
Courthouse. A suspicious item found inside the Boone County, Missouri Courthouse 
early April 21 required the bomb squad to be activated turned out to be an envelope 
containing a letter addressed to a circuit judge. Shortly before 7 a.m., sheriff’s deputies 
were dispatched to the courthouse after a custodian located the envelope in the foyer 
immediately inside the building’s south entrance. The courthouse was evacuated and 
the surrounding streets were cordoned off. At about 9 a.m. a bomb squad technician 
from the Columbia Police Department retrieved the letter and determined there was no 
risk of imminent danger. At that time, employees and citizens were allowed to enter the 
courthouse. 
Source: 
http://www.bocojo.com/articles/2011/04/21/news/doc4db09019429b5147338340.txt 

[Return to top]  

Agriculture and Food Sector 

25. April 21, Santa Cruz Sentinel – (California) Fire chief: Historic cold storage 
warehouse is ‘gone’; firefighters try to control how it burns down. A fire ravaging 
the Apple Growers Ice & Cold Storage warehouse in Watsonville, California, was well 
on its way to consuming the historic building and everything left inside April 21. Fire 
officials said the blaze, which they had been fighting since about 3:30 p.m. April 20, 
could burn through April 23. Officials gave up the battle to save the 83-year-old facility 
after the blaze broke away about midnight and spread across the length of the 78,000-
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square-foot building. As fire crews flooded the building from atop ladder trucks, 
forklift drivers from S. Martinelli & Co. scrambled to remove pallets of juice from an 
attached addition at the east end of the building. That effort started late April 20, but 
had to be called off when the roof collapsed at 12:45 p.m. The Aptos-La Selva division 
chief said by then Martinelli’s had pulled about $2 million of product out of the 
building, but he estimated more than half the stored juice and sparkling cider remained 
behind. At its peak April 20, 80 firefighters, 16 engines, and 3 ladder trucks were on 
scene. But the number of firefighters had been reduced to about 50 by April 21. The 
cause of the fire is still unknown. 
Source: http://www.santacruzsentinel.com/ci_17899146?source=most_viewed 

26. April 21, Food Safety News – (Massachusetts; National) Salmonella test prompts 
Jonathan’s Sprouts recall. Less than a month after it received a warning letter from 
the Food and Drug Administration (FDA) about health claims it was making, Jonathan 
Sprouts has recalled its conventionally grown alfalfa sprout products, Food Safety 
News reported April 21. The 35-year-old Rochester, Massachusetts-based sprout farm 
said the recall was based on routine sampling by the U.S. Department of Agriculture’s 
Microbiological Data Program that indicated possible Salmonella contamination. No 
illnesses were reported. The recall did not include any of the company’s organic 
products. The recall list includes all of Jonathan’s conventionally grown sprouts in 
square plastic containers with sell-by dates of April 23. The products were distributed 
in New York, New England, Maryland, New Jersey, Pennsylvania, Delaware. The 
FDA, in a March 24 warning letter, accused Jonathan’s of making unauthorized health 
and nutrient claims about sprouts. 
Source: http://www.foodsafetynews.com/2011/04/jonathans-sprouts-recalls-
conventional-alfalfa-sprouts/ 

27. April 20, U.S. Food and Drug Administration – (New York) Satur Farms, LLC 
recalls Satur Farms cilantro because of possible health risk. Satur Farms of 
Cutchogue, New York, is recalling 138 pounds of Satur Farms Cilantro because it has 
the potential to be contaminated with salmonella, the U.S. Food and Drug 
Administration announced April 20. The Satur Farms Cilantro was distributed to six 
customers in New York City and Long Island, New York. The Cilantro was distributed 
in 1/2 lb. and 1 lb. bulk bags which contained a small white stick-on label with the 
four-digit lot number 6347. No illnesses have been reported to date. The presence of 
Salmonella was detected by the U.S. Department of Agriculture in a routine test. Satur 
Farms has voluntarily ceased the distribution of the cilantro. Further investigation has 
shown that two subsequent lots of Satur Farms cilantro have tested negative for 
salmonella. However, the seed used has tested suspect and further tests are being 
conducted on the seed to confirm if it is the source of contamination. None of the 
recalled cilantro was shipped to retail markets. 
Source: http://www.fda.gov/Safety/Recalls/ucm252290.htm 

[Return to top]  
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28. April 22, Burlington Free Press – (Vermont) Wastewater treatment restored in 
Burlington. Test results April 21 showed that proper treatment of a stormwater/sewage 
overflow had been restored at Burlington, Vermont’s waterfront sewage plant after an 
operator-caused equipment failure April 20, the city Public Works Department said. 
About 250,000 gallons of raw sewage mixed with 2.25 million gallons of stormwater 
were discharged into Lake Champlain without disinfection for about 90 minutes 
because a valve on a chlorination pump had mistakenly been left in the “off” position, 
said the department’s assistant director for water quality. The sewage discharged to the 
lake had undergone partial treatment that separated out the solids. Once proper 
chlorination was restored, samples were drawn, and tests showed no presence of E. coli 
bacteria, a marker for fecal contamination. She said the improper sewage release did 
not pose a risk to the city’s drinking water. She said the drinking-water intake is almost 
a half-mile from the wastewater outfall, and drinking water is purified before being 
piped to homes. She said the chlorination valve will be added to the daily list of checks 
made by the wastewater plant operators. 
Source: 
http://www.burlingtonfreepress.com/article/20110422/NEWS02/104220308/Wastewate
r-treatment-restored-Burlington?odyssey=nav|head 

29. April 22, Kalamazoo Gazette – (Michigan) Spill of estimated 600,000 gallons of raw 
sewage not expected to do lasting damage. Vandalism is being blamed for spilling an 
estimated 600,000 gallons of raw sewage into a wetlands area in northeastern 
Kalamazoo, Michigan. A health official said the spill, while significant, is not likely to 
cause long-term environmental damage. The Kalamazoo County Health and 
Community Services Department late April 21 issued a public health advisory for 
people to avoid all contact with wetlands, Averill Lake, Spring Valley Lake, and 
connecting streams in the area north of Gull Road and west of Nazareth Road. A 21-
inch sewer line was blocked, causing a manhole to overflow and release the untreated 
sewage, a news release from the county said. City workers removed the blockage, 
which stopped the spill. The environmental health director for the county said she was 
told they estimate the sewage likely was spilling for a period of about 20 to 24 hours. 
Restoration work has been taking place on the 60-acre Bow in the Clouds Preserve, 
including clearing trees. Apparently, a manhole cover was removed and logs the size 
that would be burned in a fireplace were dropped into the manhole, she said. The 
sewage leaked near a creek the goes under Brook Drive and feeds into Averill Lake 
then southwest to Spring Valley Lake, home to the city’s 185-acre Spring Valley Park. 
She noted it is a rainy time of year, which will help dilute the sewage. Most residences 
in that area get drinking water from the city water system and she said, “There should 
be no concern for municipal water” or for any wells that may be in the surrounding 
area. 
Source: 
http://www.mlive.com/news/kalamazoo/index.ssf/2011/04/spill_of_estimated_600000_
gall.html 

30. April 7, NBC San Diego – (California) Chemical spill injures water treatment 
worker. A worker at a water treatment facility near Otay Lakes in San Diego 
California, suffered burns to her hands, eyes and face when some caustic chemicals 
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splashed out of a tank April 21. The tank stored sodium hydroxide, a strong base that’s 
one of the many chemicals used in the treatment of water. After emergency crews 
arrived and transported the worker to UCSD Medical Center for treatment, crews 
realized the tank was still leaking into another containment area where acid was stored. 
Firefighters evacuated the immediate area and the area down wind. Chula Vista police 
blocked the road at the Olympic Training Center. Workers are off loading the chemical 
left in the leaking tank into tankers to move to another facility.  
Source: http://www.nbcsandiego.com/news/local/Chemical-Spill-Injures-Water-
Treatment-Worker.html 

[Return to top]  

Public Health and Healthcare Sector 

31. April 22, Food Safety News – (National) FDA cracks down on hand sanitizer 
claims. The U.S. Food and Drug Administration (FDA) reported April 21 that some 
hand sanitizers and antiseptic products come with claims that they can prevent infection 
from E. coli, Salmonella, the H1N1 flu virus, and methicillin-resistant Staphylococcus 
aureus (MRSA). These statements are unproven and illegal, the FDA said in a news 
release. FDA said it is cracking down on companies that, without agency review or 
approval, promote their products as preventing these diseases. “Consumers are being 
misled if they think these products you can buy in a drug store or from other places will 
protect them from a potentially deadly infection,” said a compliance director at FDA’s 
Center for Drug Evaluation and Research. “FDA has not approved any products 
claiming to prevent infection from MRSA, E. coli, Salmonella, or H1N1 flu,” she said. 
“These products give consumers a false sense of protection.” 
Source: http://www.foodsafetynews.com/2011/04/fda-cracks-down-on-hand-sanitizer-
claims/ 

32. April 21, Computerworld – (National) Consumers remain wary of personal health 
records. Personal health records (PHRs) are a method of storing and accessing health 
information online, and while big-name companies like Google and Microsoft are 
behind the largest of these data stores, adoption of the services remains stagnant, a new 
survey and research report found. In the “2011 Connected Health Consumer Survey” 
by IDC Health Insights, the vast majority of 1,200 respondents indicated that they are 
not using a PHR tool because they have yet to be exposed to one, according to the 
research firm, which released the results of the survey in April. The report compared 
survey results from 2006 and 2011 and found that in each year only 7% of the 
respondents reported ever having used a PHR. And in those two years, 51% and 50.6% 
of the respondents, respectively, indicated they didn’t use a PHR system because they 
had not been exposed to one. Two other primary reasons for not using a PHR system 
were that the respondents didn’t seek much medical care (just 10% in 2006 and 17% in 
2011 said they did) and they didn’t trust the security of the Internet-based sites (10% of 
the respondents in both 2006 and 2011 said they felt that way). In the 2011 survey, 
28% of the respondents indicated that they would use a PHR system if their physician 
recommended doing so. 
Source: 
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http://www.computerworld.com/s/article/9215996/Consumers_remain_wary_of_person
al_health_records 

33. April 21, Twin Cities Pioneer Press – (Minnesota) Another Minnesota measles case 
brings total to 21. The Minnesota Department of Health is reporting another confirmed 
case of measles, which brings the total linked to an ongoing outbreak in Hennepin 
County to 18. The state this year also has seen three isolated cases of measles, meaning 
the statewide tally now stands at 21. Overall, 13 of the 21 patients with measles this 
year have required hospitalization — up from 10 hospitalizations last week, the health 
department reported April 20. There have been no deaths. The latest case extends an 
outbreak that started in February when a 2-year-old from Minneapolis acquired 
infection during a trip to Kenya. 
Source: http://www.twincities.com/ci_17900600 

34. April 21, Star-Ledger – (New Jersey) Elizabeth doctor, his wife plead guilty to 
conspiracy to commit health care fraud. An Elizabeth, New Jersey physician and his 
wife pleaded guilty April 21 to having unlicensed people pose as doctors to diagnose 
and treat patients, then bill Medicaid and Medicare as if he had provided the services 
himself, federal authorities said. The couple each pleaded guilty to conspiracy to 
commit health care fraud before a U.S. Magistrate Judge in Newark. Authorities said 
the couple knew three men they hired had graduated from medical schools in the 
Dominican Republic and the West Indies but were not licensed to practice in New 
Jersey. Charges against the three men are still pending. As part of the guilty plea, the 
physician agreed to pay more than $1.8 million in restitution and forfeiture based on 
fraudulent Medicaid and Medicare billings, authorities said. The couple each faces up 
to 10 years in prison, authorities said, and sentencing is scheduled for July 27. 
Source: 
http://www.nj.com/news/index.ssf/2011/04/elizabeth_doctor_wife_plead_gu.html 

35. April 21, WWL-TV 4 New Orleans – (Louisiana) Spill of dental chemical leads to 
office evacuation. An office building in New Orleans, Louisiana was evacuated after a 
spill of a chemical used in root canals caused some skin irritation among a handful of 
employees who came in contact with it April 21 just before noon. The incident 
occurred at a dental office in the Central City Health Clinic. According to the New 
Orleans Fire Department, about an ounce of Formal Crimosol, a chemical used to 
perform root canals, was spilled on the second floor of the building. Four employees 
were in the area of the spill and two had direct contact. They were all treated for skin 
irritation and the rest of the people in the building were evacuated. The Central City 
Health Clinic will be closed until April 25 due to the Easter Holiday and that time will 
give hazardous materials units time to clean and ventilate the building. 
Source: http://www.wwltv.com/news/local/Spill-of-dental-chemical-leads-to-office-
evacuation-120413649.html 
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36. April 22, Associated Press – (California) Teen charged with stabbing classmate, 
punching teacher during Torrance school attack. A student at West High School in 
Torrance, California, was charged with setting a fire, punching a teacher, and stabbing 
a girl in a classroom attack April 20. Torrance Daily Breeze said an 18-year-old student 
was charged April 21 with assault with a deadly weapon and other crimes. Authorities 
said the student was ordered to sit down during a psychology class but instead he lit a 
roll of paper towels, threw them at the teacher, stabbed a 17-year-old girl who 
reportedly had spurned his love letters, knocked down the teacher when she tried to 
stop him, and finally was tackled by another student. The girl who was stabbed 
received only minor cuts. 
Source: 
http://www.dailyjournal.net/view/story/47cca6739e8b42648173c622d5141832/CA--
Classroom-Attack/ 

37. April 21, Wisconsin State Journal – (Wisconsin) Woman accused of email threats to 
15 GOP senators ordered to stay off Internet. A Cross Plains, Wisconsin child care 
provider who allegedly sent e-mail threats to 15 Republican state senators over their 
support for limiting public worker collective bargaining rights was ordered to stay off 
the Internet by a Dane County court commissioner April 21. The 26-year-old woman 
was released on a signature bond after appearing in Dane County court with her lawyer. 
The woman was also banned from the state Capitol in Madison and was ordered to 
have no contact with the senators or to direct any threats of violence toward anyone. 
She is not allowed to use the Internet except for work or school or to search for a job. 
The woman was charged March 31 with two felony bomb scare counts and two 
misdemeanor counts of sending a computer message threatening injury or harm. Not 
guilty pleas were entered on her behalf on the misdemeanor charges. A criminal 
complaint charged that the woman sent a message to the 15 senators March 9 that 
began by telling them to get their “things in order because you will be killed and your 
families will also be killed due to your actions in the last 8 weeks.” The complaint 
alleges that the woman used an e-mail account that was set up in the name of another 
woman to make the threats. She told investigators that she did not intend to follow 
through on the threats, the complaint states. 
Source: http://host.madison.com/wsj/news/local/crime_and_courts/article_c5183e16-
6c5c-11e0-98cd-001cc4c002e0.html 

38. April 21, Detroit Free Press – (Michigan) Kingsford man accused of plotting to blow 
up McNamara building. A federal grand jury April 21 indicted a 42-year-old 
Kingsford, Michigan, man on charges he plotted to blow up the McNamara Federal 
Building in Detroit by planting an explosive device at the building February 26. The 
man was indicted on three counts related to an improvised explosive device outside the 
federal building, a U.S. attorney said. According to court documents, the suspect, an 
engineering graduate from Michigan Tech University, was arrested in March after 
authorities linked him to a suspicious tool bag that was originally found at the federal 
building February 26. According to a criminal complaint, an FBI employee found the 
bag abandoned outside the building and turned it over to the building’s security 
officers. Security officers kept the package for 3 weeks, the complaint said. According 
to the complaint, the suspect bought the black Husky tool bag that contained explosive 
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materials, and the GE timer at a Home Depot store in Iron Mountain February 14. 
According to the complaint, the man and his vehicle matched the description of an 
individual who purchased the items from the store. The complaint said the man 
frequently complained to local law enforcement officers about the FBI’s “card system, 
“ which, he claims, is responsible for the murder of his father and thousands of other 
people. It did not offer details about his father’s death. He was charged with attempting 
to damage and destroy a building using explosives, and creating a substantial risk of 
injury to a person. He is also charged with using and carrying a destructive device 
during and in relation to a crime of violence. 
Source: http://www.freep.com/article/20110421/NEWS01/110421060/Kingsford-man-
accused-plotting-blow-up-McNamara-building?odyssey=nav|head 

39. April 18, Washington Post – (Maryland) Officials: D.C. teen escapes from Maryland 
detention center using guard’s car. A teenager who was being held at New 
Beginnings Youth Development Center in Laurel, Maryland, attacked a guard early 
April 18, stole his keys, climbed the fence using a nearby ladder, and escaped in the 
guard’s car, officials said. As of that evening, Washington, D.C. police said they had 
found the car but not the youth, a 17-year-old from southeast D.C. Officials said the 
guard was hospitalized but returned home. This is the third escape from the center since 
it opened in May 2009. The youth was being held on burglary and theft charges and 
had been in the custody of the District’s Department of Youth Rehabilitation Services 
since January 2010, although it was not clear whether he was held at New Beginnings 
for all of that time. 
Source: http://www.washingtonpost.com/local/officials-dc-teen-escapes-from-
maryland-detention-center-using-guards-car/2011/04/18/AFBrug1D_story.html 

[Return to top]  

Emergency Services Sector 

40. April 21, Twin Cities Pioneer Press – (Minnesota) Police: Suspicious package 
removed from St. Paul Fire Department HQ was not explosive. A “suspicious-
looking package” that was brought to the front of the St. Paul, Minnesota, fire 
department headquarters April 21 was not explosive, police said. The police bomb 
squad determined it was three wax candles wrapped in stretch pants, said a police 
spokesman. A St. Paul Parks and Recreation maintenance worker found the package in 
Crosby Farm Park while doing flood clean-up work, said a department spokesman. 
After the discovery a little after 1 p.m., workers put the package in a Parks and 
Recreation pick-up truck and brought it about one mile to fire headquarters, said the 
Fire Marshal. About a dozen employees were at fire headquarters at the time, and it was 
evacuated while the package was investigated. The bomb squad removed the package 
from the scene about 2:10 p.m. Parks and Recreation will conduct an internal review to 
determine whether “proper processes were followed.” 
Source: http://www.twincities.com/ci_17901488?nclick_check=1 
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Information Technology Sector 

41. April 21, Computerworld – (International) Adobe patches Reader bug early as PDF 
attacks begin. Adobe April 21 patched a critical bug in Adobe Reader, its PDF viewer, 
ahead of schedule. Hackers have already begun exploiting the bug in malicious PDF 
files, Adobe confirmed. Adobe admitted to a Flash Player flaw the week of April 10 
after an independent researcher found exploits in embedded Flash files within 
Microsoft Word and Excel files attached to e-mails. It was the second time in 4 weeks 
that Adobe had to acknowledge a Flash “zero-day,” or unpatched vulnerability that 
hackers were exploiting. The Flash bug also existed in Adobe Reader and Acrobat, both 
of which include code that renders Flash content inserted into PDF files. Adobe 
shipped a patched version of Flash Player April 15. At that time, Adobe said it would 
fix Reader and Acrobat sometime during the week of April 25. 
Source: 
http://www.computerworld.com/s/article/9216062/Adobe_patches_Reader_bug_early_
as_PDF_attacks_begin 

42. April 21, Softpedia – (International) Former Cisco engineer arrested for hacking. A 
former Cisco engineer was arrested in 2010 on charges of hacking into his former 
employer’s network. The charges against the man, a British national who worked for 
Cisco before leaving to start his own company, were reported in local Vancouver media 
the week of April 17. He was arrested in May 2010 in Vancouver, on 97 counts of 
accessing a protected computer without authorization based on a complaint returned by 
a Secret Service Special Agent. The networking giant alleged that its former engineer 
used another employee’s credentials to log into one of its restricted Web sites and 
download software. In 2008, the engineer’s new company, Multiven, based in 
Redwood City, California, filed an antitrust lawsuit against Cisco, claiming that it is 
stifling competition by forcing its customers to sign service contracts to receive 
software bug fixes. Multiven provides support services for networking equipment, 
including those manufactured by Cisco. The company alleged that by forcing its 
customers to sign service contracts in order to receives software updates, Cisco was 
depriving it of potential clients. Multiven claims that Cisco pushed for the case against 
the man in order to force a settlement, which it eventually obtained in July, 2010, 2 
months after his arrest. 
Source: http://news.softpedia.com/news/Former-Cisco-Engineer-Arrested-for-Hacking-
196297.shtml 

43. April 21, Softpedia – (International) Zbot distributed as Easter greeting 
cards. Malware distributors have begun to launch Easter-themed e-mail campaigns, a 
recent one trying to push a variant of the ZeuS Bot (Zbot) trojan as a holiday greeting 
card. According to antivirus vendor McAfee which intercepted the attack, the fake e-
mails bear a subject of “Easter Greeting From [name]” and contain an image of the 
Easter bunny. The e-mail also provides a link called “Download Animated Greeting 
Here” which leads users to a page serving a variant of the Zbot information stealing 
trojan. Zbot is a popular piece of malware generated with a crimeware toolkit sold on 
the underground market. The malware is highly customizable and is preffered by cyber 
fraudsters to steal online banking credentials and other sensitive information. In 2010, 
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U.S., U.K., and Ukrainian authorities dismantled a large international cyber fraud 
operation that used Zbot to steal money out of the bank accounts of small and medium-
sized companies. Following the police crackdown on Zbot gangs, the toolkit’s creator 
retired and handed over the source code to a rival malware developer to merge it into 
his own fraud tool. Despite this, older copies of the toolkit and reportedly even the 
source code, are still available on the black market so this piece of malware is not going 
to disappear anytime soon. Also, rogue e-mails are not the only Easter-themed attacks 
users face. Cyber criminals will most likely target and poison search results for popular 
terms with malicious links and keywords related to the upcoming holiday. 
Source: http://news.softpedia.com/news/Zbot-Distributed-as-Easter-Greeting-Cards-
196346.shtml 

44. April 20, Computerworld – (International) iPhone secretly tracks user location, say 
researchers. A pair of researchers have found that Apple iPhones and iPads track 
users’ locations and store the data in an unencrypted file on the devices and on owners’ 
computers. The data, which appears to have been collected starting with iOS 4, which 
Apple released in the summer of 2010, is in a SQLite file on iPhones and iPads with 3G 
capability. The same file, named “consolidated.db,” is also stored in the iOS backups 
made by iTunes on the Mac or Windows PC used to synchronize the iPhone or iPad. 
Stored in the file in clear text are locations’ longitude and latitude, a timestamp and 
other information, including Wi-Fi networks in range of the device. About 100 data 
points per day are logged to the file, the two researchers said. The data may be hard to 
extract remotely from an iPhone or iPad, but not impossible, said a Mac and iPhone 
vulnerability researcher. To view the location file on an iPhone remotely, an attacker 
would have to exploit a pair of vulnerabilities, one to hack Safari — likely by duping 
the user into visiting a malicious site — then another to gain access to the root 
directory, he said. That is possible, but unlikely for most criminals. Instead, he said the 
biggest threat was if a person lost his or her iPhone, or it was seized by authorities. A 
senior security senior technology consultant with U.K.-based security company Sophos 
pointed out that the backup file on a PC or Mac also poses a risk. 
Source: 
http://www.computerworld.com/s/article/9215984/iPhone_secretly_tracks_user_locatio
n_say_researchers?taxonomyId=84&pageNumber=1 

45. April 20, IDG News Service – (International) Quake triggers big drop in Japan’s IT 
exports. Japanese high-tech exports dropped sharply in March as a result of disruption 
caused by the March 11 earthquake and tsunami, according to government trade 
statistics published April 20. The earthquake halted production for several days or more 
at major high-tech manufacturers across a large part of eastern Japan. Electricity supply 
shortages and problems obtaining raw materials and parts have caused knock-on effects 
that mean some factories are yet to resume full production. A handful of manufacturing 
plants were more heavily damaged and will not be able to resume production for 
several months. Exports of computers by value fell 19 percent on in March of 2010 and 
those of computer parts were down 16 percent, Japan’s Ministry of Finance said in its 
provisional figures for March. The consumer electronics industry also saw a big drop 
with video recorder exports, down 23 percent by value, and audio apparatus, down 31 
percent. In the telecommunications sector, telephony and telecom equipment exports 

http://news.softpedia.com/news/Zbot-Distributed-as-Easter-Greeting-Cards-196346.shtml�
http://news.softpedia.com/news/Zbot-Distributed-as-Easter-Greeting-Cards-196346.shtml�
http://www.computerworld.com/s/article/9215984/iPhone_secretly_tracks_user_location_say_researchers?taxonomyId=84&pageNumber=1�
http://www.computerworld.com/s/article/9215984/iPhone_secretly_tracks_user_location_say_researchers?taxonomyId=84&pageNumber=1�


 - 19 - 

fell 17 percent. One of the most heavily damaged factories was Sony’s Sendai plant, 
which makes blank media including Blu-ray Discs and professional-use video tapes. It 
was inundated by the tsunami and remains closed. The effects of this are partly 
reflected in the export figures for blank recording media, which show a 31 percent drop 
during March compared to the same month last year. Japan’s semiconductor industry 
was also hit and several factories have yet to resume full production. Chip exports 
dropped 9 percent, according to the figures. In total, the country’s exports in March 
were down 2.2 percent to $71 billion. It was the first drop in exports for 16 months. 
Source: 
http://www.computerworld.com/s/article/9215968/Quake_triggers_big_drop_in_Japan
_s_IT_exports 

For another story, see item 32  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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Communications Sector 

46. April 21, Walnut Creek Patch – (California) AT&T ups reward to find person 
vandalizing cable boxes in Walnut Creek, rest of Contra Costa. AT&T has 
increased its reward to $25,000 to help identify the vandal who has attacked sidewalk 
telephone boxes in Walnut Creek, California, and throughout central Contra Costa 
County since December 2010, leaving hundreds of customers temporarily without 
phone and Internet service. AT&T announced the reward had been increased from 
$10,000 after several cable vandalism attacks took place April 20 in Pittsburg, affecting 
hundreds of customers. As with other cases that have plagued central Contra Costa 
neighborhoods, someone intentionally cut phone lines. The vandal is snipping wires to 
sabotage the network rather than cutting the heavy cables to steal copper, an AT&T 
spokesman said. 
Source: http://walnutcreek.patch.com/articles/att-ups-reward-to-find-person-attacking-
cable-boxes-in-walnut-creek-rest-of-contra-costa 

For another story, see item 44  
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Commercial Facilities Sector 

47. April 21, Gothamist – (New York) Cab kills one, injures five after crashing into 
bronx store. One elderly woman was killed and five others were injured when a cab 
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crashed into a building in the Bronx borough of New York City April 21. A 61-year-
old was shopping in the Cee and Cee Department Store when the careening cab crashed 
through a glass pane and hit her. The elderly lady was pinned against the car; she was 
pronounced dead minutes later at the hospital. Another shopper and a store worker 
were also hit by the cab when the accident happened around 2:40 p.m., at the 
intersection of Bainbridge Avenue and East Fordham Road in Fordham. Two 
passengers in the vehicle, including a young child, as well as the driver, were also 
injured; all were taken to St. Barnabas Hospital in stable condition, and are expected to 
be released later today. There are no charges against the cab driver at this point, but the 
cause of the accident remains under investigation. 
Source: http://gothamist.com/2011/04/21/cab_kills_one_injures_five_after_ju.php 

48. April 21, New York Daily News – (International) Good Friday plot feared after 330-
lbs bomb is found near gas-line by Catholic church in Indonesia. Indonesian 
authorities disrupted a chilling Good Friday terror plot April 22, digging up a massive 
bomb buried atop a gas pipeline near a church. The country went on “high alert” 
following the discovery, deploying troops to churches and other locations, officials 
said. The sinister terror plot was uncovered when authorities rounded up 19 terror 
suspects, who alerted them to the bomb. The 330-pound explosive device had been 
placed atop an underground gas pipeline about 100 yards from a Roman Catholic 
Church outside Jakarta that can hold up to 3,000 people. Investigators said they 
believed the bomb was set to go off during Good Friday celebrations when the church 
would be packed. The U.S. embassy issued a warning to American citizens in the 
country to stay vigilant. “Even demonstrations intended to be peaceful can turn 
confrontational and possibly escalate into violence,” the warning read. 
Source: http://www.nydailynews.com/news/world/2011/04/21/2011-04-
21_good_friday_plot_feared_after_massive_330lbs_bomb_near_gasline_at_catholic_c
hurc.html 

For another story, see item 1  
 
[Return to top]  

National Monuments and Icons Sector 

49. April 22, Dallas Morning News and Associated Press – (Texas) Homeowners forced 
out by Possum Kingdom wildfire allowed to briefly return to collect 
property. Homeowners forced to flee a massive wildfire around Possum Kingdom 
Lake in Texas will be allowed to return to four of the hardest-hit subdivisions April 22 
— but only for 1 day. Residents of Gaines Bend, Sportsman’s World, The Hills above 
Possum Kingdom Lake, and Hog Bend will be able to retrieve vehicles and other 
property between 10 a.m. and 9 p.m. via a checkpoint at Highways 180E and 16N. 
They must show proof of residence and wear long-sleeve shirts, long pants, and leather 
footwear. Other areas, like the Brazos River peninsula and homes near the Possum 
Kingdom Airport, will not be open. A spokeswoman for the Red Team said officials 
were working on a temporary access plan for other areas, but did not know when it 
would be ready. Firefighters have contained approximately one-fourth of the blaze. 
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Since breaking out the week of April 10 near the lake about 70 miles west of Fort 
Worth, the fire has destroyed about 160 of the community’s 3,000 homes — mostly 
people who lived there on weekends or in the summer. Since January 1, wildfires have 
scorched more than 1.4 million acres in the state and led to the deaths of two 
firefighters. The mid-week cooler temperatures and high humidity that helped North 
Texas firefighters were expected to remain through the weekend of April 23. However, 
forecasters said the hot, windy conditions dreaded by fire officials were expected to 
return April 25. Two massive West Texas fires are 75 percent contained — a 160,000-
acre blaze in Coke County near San Angelo and a 200,000-acre fire burning for 2 
weeks in Jeff Davis County, fire officials said. 
Source: http://www.dallasnews.com/news/state/headlines/20110422-homeowners-
forced-out-by-possum-kingdom-wildfire-allowed-to-briefly-return-to-collect-
property.ece 

50. April 21, Associated Press – (Massachusetts) Scrimshaw stolen from Cape Cod 
museum. Park rangers say two pieces of scrimshaw were stolen from the Cape Cod 
National Seashore Museum in Eastham, Massachusetts, Associated Press reported 
April 21. The chief ranger said the theft from a locked case at the Salt Pond Visitors 
Center in Eastham was discovered April 18. He said one piece is a 22-inch long walrus 
tusk with the engraving “Ship. Wm. Thompson.” The other is a 3 1/2-inch walrus head 
carved from a piece of walrus tusk. He did not have an exact dollar value of the pieces, 
which date to the 19th century and have been on public display since 1989. National 
Parks Services investigators are getting help from local law enforcement looking for 
the pieces. The museum will remain open during the investigation. 
Source: http://www.wwlp.com/dpp/news/massachusetts/Scrimshaw-stolen-from-Cape-
Cod-museum 

[Return to top]  

Dams Sector 

51. April 20, Summit Daily News – (Colorado) Security upgrades could open Dillon Dam 
Road 24 hours a day. Drivers may have access to the Dillon Dam Road in Colorado 
24 hours a day in the near future, thanks to plans for security improvements to the 
Dillon-Frisco connection put forward by the Dillon Dam Security Task Force. The task 
force, a coalition of Denver Water, Summit County and town officials as well as local 
law enforcement and emergency response agencies, has put together a plan for the road 
proposing two guard shacks, roadway improvements including roundabouts and 
increased lighting. Officials say the project would make the road safer and allow it to 
remain open 24 hours. The task force is putting the finishing touches on an agreement 
that, if approved, would allow construction on the security improvements to begin in 
early May. The road is currently open between the hours of 6 a.m. and 10 p.m. and 
staffed by two Denver Water guards, who sit at either end of the stretch of road that 
crosses the dam. The current arrangement came about following a decision by Denver 
Water in 2008 to close the road due to an unspecified threat. 
Source: 

http://www.dallasnews.com/news/state/headlines/20110422-homeowners-forced-out-by-possum-kingdom-wildfire-allowed-to-briefly-return-to-collect-property.ece�
http://www.dallasnews.com/news/state/headlines/20110422-homeowners-forced-out-by-possum-kingdom-wildfire-allowed-to-briefly-return-to-collect-property.ece�
http://www.dallasnews.com/news/state/headlines/20110422-homeowners-forced-out-by-possum-kingdom-wildfire-allowed-to-briefly-return-to-collect-property.ece�
http://www.wwlp.com/dpp/news/massachusetts/Scrimshaw-stolen-from-Cape-Cod-museum�
http://www.wwlp.com/dpp/news/massachusetts/Scrimshaw-stolen-from-Cape-Cod-museum�


 - 22 - 

http://www.summitdaily.com/article/20110420/NEWS/110419765/1001&parentprofile
=1055 
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