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• A recently fired employee of Trunkline Gas was jailed on charges he turned off the natural 
gas supply to the entire city of Fairfield, Illinois, January 9, according to WFIW 1390 AM 
Fairfield. (See item 1) 

• The Boston Globe reports about 100 major dams across Massachusetts are in poor 
condition and could cause significant property damage or death if they failed, the state 
auditor’s office reported January 11. Despite this fact, emergency plans had been filed with 
state regulators for only 8 of the 37 largest dams. (See item 68) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. January 12, WFIW 1390 AM Fairfield – (Illinois) Fired employee allegedly shuts off 
Fairfield’s gas. A recently fired employee of Trunkline Gas has been jailed on charges 
he turned off the natural gas supply to the entire city of Fairfield, Illinois, January 9, 
WFIW Radio reported. The man faces local charges of burglary and interference with a 
public utility for allegedly breaking into a Trunkline Gas monitoring station north of 
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Wayne City January 9, and closing a valve that halted the flow of gas to more than 
2,700 Fairfield customers. By closing the valve, two high pressure lines that serve the 
city were shut down, the station said. The man could face more serious charges as 
federal agents have joined the investigation. Workers were able to restore the flow of 
gas to Fairfield in less than an hour, and no customers were affected by the early 
morning incident, the station was told. “The pressure had dropped from 240 psi to 
about 100 psi. If the line had lost all pressure, it would have taken over a week to re-
pressurize the system and get everyone’s pilot lights reignited” a spokesman said. 
Investigators said the man was fired from his job at Trunkline in late 2010 after more 
than 30 years on the job. Trunkline officials feared he would vandalize their facilities 
and had increased security at their major transmission station near Johnsonville over 
the past 2 months, the radio station reported. The heightened security included hiring 
back off-duty Wayne County sheriff’s deputies to provide surveillance at their main 
transmission headquarters during the overnight hours. 
Source: http://www.carmitimes.com/area_news/x1314139206/Fired-employee-
allegedly-shuts-off-Fairfields-gas 

2. January 12, Boston Globe – (Northeast) Storm to continute till afternoon, some 
areas to get 2 feet of snow. A major nor’easter expected to dump as much as 2 feet of 
snow on some areas of Massachusetts arrived January 12, causing whiteouts and 
spinouts on the highways, delaying public transportation, and downing trees and wires, 
leaving tens of thousands of residents without power. As of 7:30 a.m. January 12, buses 
were being used between Riverside and Newton Highlands stations on the Green Line 
because of a downed power line. At 10 a.m., National Grid reported 67,000 customers 
were without power in a band that stretched from the Rhode Island border to the North 
Shore. Heaviest hit was Plymouth County where 40,832 customers had lost power and 
Bristol County where 12,572 were in the dark. NStar reported 17,000 customers 
without power, mostly in the Plymouth area and in greater Boston. “It’s the weight of 
the snow,” a spokesman said. “The vast majority are cable lines. We are finding 
downed lines all over the city.” Nearly 4,000 pieces of plows and snow-moving 
equipment have been at work on the state highways since 4 a.m., according to the 
Massachusetts Department of Transportation. State police lowered the speed on the 
Massachusetts Turnpike to 40 miles per hour. 
Source: 
http://www.boston.com/news/local/breaking_news/2011/01/_by_4_am_today.html?ca
mp=localsearch:on:twit:rtbutton 

3. January 12, Detroit Free Press – (Michigan) Natural gas explosion in St. Clair 
County. An explosion at a natural gas facility in St. Clair County, Michigan, rattled 
buildings January 12, but there were no immediate reports of serious injuries or a 
danger to the public, officials said. An equipment malfunction lead to the explosion just 
before 9 a.m. at Blue Water Gas Storage on Wales Center Road near Rattle Run in 
Columbus Township, said an employee in the assessing office for Columbus Township. 
A St. Clair County Sheriff’s Department deputy said one person suffered minor 
injuries. A spokesman said a piece of equipment that separates natural gas liquids from 
gas before it is transported through pipelines appears to have been what blew up. 
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Source: http://www.freep.com/article/20110112/NEWS06/110112014/1320/Natural-
gas-explosion-in-St.-Clair-County 

4. January 11, Associated Press – (California) PG&E halts intentional pipeline 
pressure spikes. Pacific Gas & Electric (PG&E) has halted intentional natural gas line 
pressure spikes. The utility made the announcement January 10, a day after the San 
Francisco Chronicle reported pressure increases to the legal limit may have weakened 
the San Bruno, California, pipeline before it ruptured September 9. Eight people were 
killed and 38 homes were destroyed in the explosion and fire. PG&E has acknowledged 
it briefly raised the pressure on the pipeline 2 years before the pipeline explosion. 
Experts told the Chronicle the pressure spikes could have placed a strain on the pipeline 
and made it vulnerable to failure. 
Source: http://www.mercurynews.com/breaking-news/ci_17064405 

5. January 11, Bloomberg – (National) Alyeska may briefly start pipeline to prevent 
freeze. Alyeska Pipeline Service Co. has proposed to temporarily restart its Trans 
Alaska Pipeline System to prevent tanks and pipes from freezing, according to a joint 
statement from the operator and Alaska and federal regulators. “Waiting to restart the 
pipeline until the bypass line is in place increases the chance of ice formation and wax 
build-up within the pipeline,” a spokesman said. The temporary restart is awaiting 
regulatory approval, according to the Unified Command statement. The Unified 
Command is composed of pipeline operator Alyeska, the U.S. Environmental 
Protection Agency, and the Alaska Department of Environmental Conservation. The 
temporary restart will help prevent tanks at the pump station from reaching capacity, 
which would completely halt production, according to a January 11 statement. The 
restart would also allow Alyeska to move an internal pipe-cleaning device, known as a 
pig, farther down the pipeline to a point where oil could be routed around it. 
Source: http://www.businessweek.com/news/2011-01-11/alyeska-may-briefly-start-
pipeline-to-prevent-freeze.html 

6. January 11, Associated Press – (Pennsylvania) 2 companies to be fined in Pa. oil 
tank explosion. Federal officials want to fine two companies for workplace safety 
violations in an oil storage tank explosion that killed a pair of welders. Northeast 
Energy Management Inc. should pay a penalty of $159,390 and Huntley & Huntley Inc. 
should pay $70,000 for the July 23, 2010 blast at a well site in Cheswick, Pennsylvania, 
the federal Occupational Safety and Health Administration (OSHA) said in a statement 
January 11. Two Northeast Energy men were killed in the blast, which happened after a 
metal tank heated up, causing oil vapor to fill it. The welders were killed when a spark 
ignited that vapor, causing the tank to rocket over 100-foot-tall trees and land in the 
woods about 220 feet away. OSHA said Northeast of Indiana, Pennsylvania, failed to 
provide flame-retardant clothing or to ensure the tank being welded was clear of 
flammable material. It said Huntley, in Monroeville, was cited for not ensuring 
Northeast had suitably trained welders and supervisors. The companies have 15 
business days to contest the citations. 
Source: 
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http://www.boston.com/cars/news/articles/2011/01/11/2_companies_to_be_fined_in_p
a_oil_tank_explosion/?rss_id=Boston+Globe+--+Automotive 

For more stories, see items 25 and 53  
 
[Return to top]  

Chemical Industry Sector 

7. January 12, MMD Newswire – (Louisiana) US Labor Department’s OSHA cites 
chemical plant in Plaquemine, La. The U.S. Department of Labor’s Occupational 
Safety and Health Administration (OSHA) has cited Georgia Gulf Chemicals & Vinyls 
LLC with 14 serious violations for exposing workers to multiple safety and health 
hazards at the company’s facility in Plaquemine, Louisiana. Proposed penalties total 
$55,000. OSHA’s Baton Rouge office initiated its investigation July 20 after an OSHA 
inspector observed violations by Georgia Gulf employees while conducting an 
investigation of a different company contracted to do maintenance work inside the 
Plaquemine facility. The violations include failing to: illuminate exit routes; ensure 
vessels were inspected on a regular basis; train workers performing preventive 
maintenance on safety critical instruments; and ensure eyewashes had adequate flow 
and capped nozzles. A serious violation is one where there is substantial probability 
that death or serious physical harm could result from a hazard about which the 
employer knew or should have known. Georgia Gulf headquartered in Atlanta, 
Georgia, employs about 2,000 workers company-wide, including about 600 at the 
Plaquemine facility. The company also has operations in Texas and Mississippi. The 
company specializes in the production of chlorine, caustic soda, vinyl chloride 
monomer, vinyl resins, phenol and acetone. 
Source: http://www.mmdnewswire.com/cites-chemical-plant-in-plaquemine-la-with-
14-workplace-safety-and-health-violations-16827.html 

8. January 12, Fresno Bee – (California) Methane leak occurs at Fresno municipal 
yard. The Fresno, California Fire Department January 12 sent its hazardous materials 
team to the Fresno municipal yard, where a tanker truck carrying 20,000 gallons of 
highly flammable liquid methane was leaking. A fire spokesman said it did not appear a 
large amount of methane had leaked at the yard, located at 2101 G St. The incident was 
reported at 5 a.m. and reported under control by 6 a.m. 
Source: http://www.fresnobee.com/2011/01/12/2229624/methane-leak-occurs-at-
fresno.html 

9. January 11, Detroit News – (Michigan) Redford officials say no injuries reported in 
plant blast. Officials report an explosion occurred January 11 while crews were 
cleaning at DuraTech, a company that provides tank liners to industries that use 
corrosive materials in Redford Township, Michigan. No one was reported injured. 
About 9:15 a.m. the blast at the facility brought firefighters as a precaution to the scene. 
The township supervisor, and the police chief said there were no injures, but two 
employees were taken to a clinic as a precaution. Township officials said in a statement 
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there appears to be no environmental impact to the public, but the township contacted 
the Michigan Department of Environmental Quality and asked the department to take 
air samples. 
Source: 
http://www.detnews.com/article/20110111/METRO01/101110410/1361/Redford-
officials-say-no-injuries-reported-in-plant-blast 

10. January 11, KRCR 7 Redding – (California) Big rig crashes along interstate 5 
carrying hazardous material. The California Highway Patrol (CHP) responded to the 
scene of a big-rig accident in Shasta County January 11. The trailer was hauling 
hazardous materials. The accident happened just before 9 p.m. on I-5 near Deschutes 
Road in Anderson. A big-rig ran off the northbound lanes into a field. The front wheels 
of the truck fell off, but the rig remained upright. The CHP told KRCR the truck’s 
trailer was carrying 2,862 gallons of anhydrous hydrazine, a component used to 
produce rocket fuel. Authorities said they had not opened the trailer to see if the 
material was leaking. Officers on the scene said hazmat crews would determine if the 
material had spilled. It is believed the material was contained in four drums in the back 
of the trailer. A small amount of black oil was seen leaking from the truck. The road 
was never blocked and traffic was not impacted. 
Source: http://www.krcrtv.com/news/26460562/detail.html 

11. January 11, Bennington Banner – (Vermont) Mace agrees to plead guilty, pay $100K 
fine. Mace Security International announced January 10 it intends to plead guilty to a 
felony charge of storing hazardous waste without a permit at its Bennington, Vermont 
facility and will pay a $100,000 fine. The company and its founder were indicted by a 
federal grand jury in November for allegedly storing dangerous chemicals between 
1998 and 2008 without the proper permits on its Holden-Leonard Mill property, located 
on Benmont Avenue near the Walloomsac River. Mace said its subsidiary company, 
Mace Personal Defense Inc., has submitted the plea agreement to the Unites States 
Attorney’s Office for the District of Vermont. The agreement will not become official 
until the U.S. Attorney and a federal judge accept it. According to the release, Mace has 
spent $785,000 in remediation at the Bennington site, complying with demands made 
by the federal Environmental Protection Agency (EPA). According to the indictment, 
Mace manufactures tear gas and pepper-spray, and hazardous materials are a byproduct 
of the manufacture. A search warrant executed in February 2008 by the EPA at the 
Benmont property turned up 80 unlabeled drums containing dangerous material. 
Source: http://www.benningtonbanner.com/ci_17069807 

For more stories, see items 35 and 40  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

12. January 11, Idaho Statesman – (Idaho; National) Snake River Alliance says new 
nuclear waste agreement opens door for more shipments. The Snake River Alliance 
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said an agreement that allows the shipment of small quantities of commercial nuclear 
waste to the Idaho National Laboratory (INL) undermines the spirit and intent of the 
then governor’s 1995 pact. Idaho agreed to allow the U.S. Department of Energy to 
bring limited research quantities of used commercial nuclear fuel to INL under the 
agreement signed earlier in January. The agreement, designed to enhance the eastern 
Idaho lab’s nuclear research capabilities, would count the fuel brought to the state 
against existing caps specified in the 1995 nuclear waste agreement. The 1995 Batt 
agreement prohibits INL from accepting shipments of commercial irradiated reactor 
fuel, or highly radioactive waste, from commercial nuclear facilities for indefinite 
storage in Idaho, the Snake River Alliance executive director said. “There can be no 
denying that this agreement, reached without public involvement, and announced 
through a news release after the fact, amounts to a material change to that agreement,” 
the alliance executive director said. 
Source: http://www.idahostatesman.com/2011/01/11/1484625/snake-river-alliance-
says-new.html 

[Return to top]  

Critical Manufacturing Sector 

13. January 12, Detroit News – (Michigan) U.S. Steel plant in River Rouge evacuated 
after fire breaks out. Firefighters from River Rouge and Ecorse in Michigan were 
called to the U.S. Steel plant in River Rouge January 12 when an electrical panel 
caught fire. There were no injuries, according to the River Rouge fire marshal, who 
said the blaze was called in at about 3 a.m. “Firefighters from U.S. Steel were already 
on the scene and trying to extinguish the fire when we arrived,” he said. “Water 
couldn’t be used because it was electrical in nature. We carried fire extinguishers up 
two flights and eventually the fire was extinguished.” The fire marshal said plant 
officials evacuated workers during the fire, and that crews from both cities were on site 
for about 4 hours before returning to their stations. The plant is still operating and the 
fire is under investigation. 
Source: http://www.detnews.com/article/20110112/METRO01/101120372/1361/U.S.-
Steel-plant-in-River-Rouge-evacuated-after-fire-breaks-out 

14. January 12, WPXI 48 Pittsburgh – (Pennsylvania) OSHA investigating Leetsdale 
copper plant explosion. Occupational Safety and Health Administration (OSHA) 
officials are investigating an explosion that injured three people at a copper plant in 
Leetsdale, Pennsylvania, January 11. The explosion happened at Hussey Copper along 
Washington Street at about 9:30 a.m. Investigators described the explosion as minor 
and said it happened when water spilled beneath ingots during the copper-making 
process. “We had two other victims who were down in the hole. Once the minor 
explosion occurred they were burned on about twenty percent of their body,” the 
Leetsdale police chief said. All three victims are being treated in the burn unit at 
UPMC Mercy Hospital. The plant was not evacuated and continued to operate normally 
January 11. Target 11 discovered OSHA has fined Hussey Copper nearly $60,000 
during the past decade. Some of those fines were from an explosion in 2000 that 
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injured five workers. The company was also fined $5,000 for lack of personal 
protective equipment. 
Source: http://www.wpxi.com/news/26448606/detail.html 

[Return to top]  

Defense Industrial Base Sector 

15. January 12, Aviation Week – (Texas) NASA IDs root cause of shuttle fuel tank 
cracks. Space shuttle officials have concluded a combination of weaker-than-expected 
materials and subtle assembly issues led to the external tank (ET) cracks that have 
stalled the launches of Discovery and Endeavour on NASA’s last two scheduled shuttle 
missions. Modifications to Discovery’s fuel tank should be complete in time to launch 
the 11-day mission February 24. Endeavour, which had been tentatively scheduled to 
lift off April 1, will likely move to April 18 to accommodate further ET 
troubleshooting. Currently, managers do not believe Endeavour’s older fuel tank shares 
the same materials issue. 
Source: 
http://www.aviationweek.com/aw/generic/story.jsp?id=news/asd/2011/01/12/08.xml&h
eadline=NASA IDs Root Cause Of Shuttle Fuel Tank Cracks&channel=space 

16. January 12, Bloomberg – (National) Boeing Army computer system costly, 
unreliable, lawmakers say. Boeing Co.’s new computer system for battlefield 
communications within the U.S. Army’s combat brigades has demonstrated “high cost, 
poor reliability and performance,” according to federal lawmakers. The Boeing system 
“has yet to demonstrate desired performance levels in testing, has very large power, 
space and cooling requirements and is projected to cost $450,000 each,” said a 
statement by the House and Senate armed services committees. There would be 81 
systems per brigade. Combined with the Army’s new Joint Tactical Radio, the Network 
Integration Kit (NIK) costs $970,000 per vehicle. That “may be unaffordable to procure 
and deploy” to the Army’s 45 active duty brigades, according to the statement 
accompanying the fiscal 2011 defense authorization bill spelling out policy. “The 
committees urge the Army to reevaluate its requirements” and the panels said the 
service instead “could pursue upgrades” to the 88,000 vehicle-tracking systems, bought 
from Northrop Grumman Corp. Among the issues during combat tests in September, 
the NIK system “did not provide secure voice communication” and, overall, the Army 
test unit “expressed little confidence in the NIK performance,” said a December 16 
Pentagon test report. 
Source: http://www.bloomberg.com/news/2011-01-12/boeing-army-battlefield-
computer-system-costly-unreliable-lawmakers-say.html 

17. January 11, Wall Street Journal – (California) Military postpones missile-zapping 
test. The military had to postpone an important test January 10 of the Airborne Laser 
Test Bed, a modified Boeing Co. 747 equipped with a powerful chemical laser. The 
aircraft was supposed to shoot down a ballistic missile target, reprising a successful 
experiment last February. A Missile Defense Agency spokesman said the experiment 
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was postponed because the weather was too turbulent at the test altitude. “Turbulence 
and wind shear can impact the optics for the sighting equipment on the aircraft,” he 
said. Testers may try again the weekend of January 15. 
Source: http://blogs.wsj.com/washwire/2011/01/11/military-postpones-missile-zapping-
test/ 

18. January 10, New York Times – (Missouri; Virginia; International) Missouri: Ex-C.I.A. 
officer will be extradited. A federal judge January 10 ordered a former Central 
Intelligence Agency (CIA) officer to be transferred to Virginia to face charges that he 
leaked classified government information to a reporter. The former officer was indicted 
in December on charges he shared restricted information about a secret government 
program meant to thwart unnamed countries’ weapons programs with a journalist from 
the New York Times. The journalist wrote about a CIA attempt to disrupt Iranian 
nuclear research in a 2006 book. That material did not appear in the Times. At a court 
appearance January 10 in St. Louis, the officer who worked for the CIA from 1993 
until he was fired in 2002, agreed to the transfer to Virginia, where CIA headquarters 
are located and the charges were filed. 
Source: http://www.nytimes.com/2011/01/11/us/11brfs-
EXCIAOFFICER_BRF.html?_r=1 

[Return to top]  

Banking and Finance Sector 

19. January 12, Federal Bureau of Investigation – (California) Bank official guilty of 
taking bribes, disclosing suspicious activity report. A former official with Chase 
Bank has been found guilty of disclosing the existence of a suspicious activity report 
(SAR) filed with federal officials, and then soliciting thousands of dollars in bribes to 
help the borrower deal with a possible criminal investigation related to the illegally 
disclosed SAR. The 45-year-old suspect, who resides in Victorville, California, was 
convicted January 11 of three counts of bank bribery, and one count of unlawfully 
disclosing a SAR. The federal jury deliberated about 30 minutes before issuing its 
verdict, which included a not guilty finding on a charge of attempted economic 
extortion. Following a 1-week trial in U.S. District Court, the jury determined the 
suspect demanded a $25,000 bribe, ultimately accepted $10,000 in bribes from the 
customer, and disclosed the existence of a SAR. 
Source: 
http://7thspace.com/headlines/369322/bank_official_guilty_of_taking_bribes_disclosin
g_suspicious_activity_report.html 

20. January 12, WBNS 10 Columbus – (Ohio) Suspect in 8 bank robberies arrested. A 
man believed to be responsible for a string of central Ohio bank robberies has been 
arrested, the FBI announced January 12. The suspect was taken into custody on 
Tuesday evening at a home on East 12th Avenue in Columbus, Ohio, authorities said. 
The FBI said a tip led officers to the location. The suspect was wanted in connection 
with eight bank holdups, including a robbery that occurred January 11. He was also 
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suspected in other robberies in Columbus, Springfield, and London. The FBI said it 
believes the man was also responsible for the robbery of a Lewis Center bank January 
10, where he dropped the money while fleeing. 
Source: http://www.10tv.com/live/content/local/stories/2011/01/12/story-columbus-
serial-bank-robbery-suspect-arrested.html?sid=102 

21. January 11, Federal Bureau of Investigation – (New Jersey) New Jersey man pleads 
guilty to bank fraud scheme that lasted years. A 32 year-old male suspect, who 
resides in Sewell, New Jersey, pled guilty January 11 to a multi-year bank fraud 
scheme that netted him over $1.8 million between the summer of 2005 and the summer 
of 2009 from JP Morgan Chase Bank, the U.S. attorney announced. The suspect also 
admitted to engaging in transactions larger than $10,000 with the proceeds of the fraud, 
and to one count of tax fraud. While an employee of JPMorgan Chase Services, the 
suspect manipulated the bank’s internal books and records and caused the bank to wire 
transfer money to his account, to accounts of his family, and to accounts in which his 
life partner had right, title, interest, or control. Sentencing is scheduled for April 7, 
2011 before a U.S. District Court judge. The suspect faces a statutory maximum 
possible sentence of 240 years in prison, a fine of $6.25 million, $2,200 in special 
assessments, and up to 5 years’ supervised release. 
Source: http://www.loansafe.org/new-jersey-man-pleads-guilty-to-bank-fraud-scheme-
that-lasted-years 

22. January 11, Federal Bureau of Investigation – (New York) ‘Holiday Bandit’ 
identified as Marat G. Mikhaylich, wanted in connection with armed bank 
robberies in New York. The “Holiday Bandit” has been identified and he is wanted 
for allegedly robbing three New York banks. The first was robbed with a demand note 
and the second two at gunpoint. The suspect was identified through investigative 
techniques by the FBI-NYPD’s Joint Bank Robbery Task Force. The suspect is a white 
male, 6’3’’ to 6’5’’ tall, 35-years-old, and 210 pounds. He was last seen wearing a 
black hat, black ear muffs, dark sunglasses, a black winter jacket, and dark blue jeans. 
He has been seen with a black handgun. 
Source: http://www.fbi.gov/newyork/press-releases/2011/201choliday-bandit201d-
identified-as-marat-g.-mikhaylich-wanted-in-connection-with-armed-bank-robberies-
in-new-york 

23. January 11, WOFL 35 Orlando – (Florida) Skimming devices found at Orlando 
ATMs. The Orlando, Florida Police Department is asking for the public’s help in 
finding a man who they say put a skimming device on an ATM. Investigators said 
December 12, a skimming device was discovered at an ATM machine at the Regions 
Bank at 5401 S. Kirkman Road. Around the same time a similar skimming device was 
found at the Dr. Phillips branch of the bank. Police warned skimmers are popping up on 
ATM’s across Orlando. On January 11, the SunTrust on S. Kirkman reported a 
skimmer on one of their ATMs. SunTrust reported 59 ATM cards were compromised 
and they believe fraudulent charges were made to 15 of those accounts. “Don’t know if 
it is the same person,” said a police official who noted police are trying to determine if 
all four incidents are connected. 
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Source: http://www.myfoxorlando.com/dpp/news/orange_news/011111-skimming-
devices-found-at-orlando-atms 

24. January 10, San Diego Union-Tribune – (California) $20,000 reward in ‘Drywaller 
Bandit’ bank robberies. A $20,000 reward is being offered for information leading to 
the arrest and conviction of a serial bank robber dubbed the “Drywaller Bandit,” whose 
latest heist was January 8 in Oceanside, California the FBI said. The robber, who has 
been known to wear a dust mask, is suspected of robbing seven banks in Encinitas and 
Oceanside since late September, including two of them twice, an FBI spokesman said. 
The suspect wore a black mask January 8, when he allegedly robbed a Citibank on 
Oceanside Boulevard near Avenida del Oro at 9:55 a.m., the FBI spokesman said. 
Source: http://www.signonsandiego.com/news/2011/jan/10/20000-reward-in-drywaller-
bandit-case/ 

For more stories, see items 50 and 56  
 
[Return to top]  

Transportation Sector 

25. January 12, WJBK 2 Detroit – (Northeast) Heavy snow wreaks havoc in 
Northeast. Plows and salt spreaders took to the streets in America’s Northeast January 
12 as a major snowstorm that caused chaos in the South moved into the area January 
11. The National Weather Service said there was already a foot of snow January 12 in 
parts of Dutchess County, New York, and more was expected to fall throughout the 
day. Electric utility National Grid said 58,654 customers were without power January 
12 in Massachusetts and Rhode Island as a result of the storm. There were also 64,000 
Nstar customers without power, the company said. Travel conditions in the region were 
treacherous, causing many airlines to delay and cancel flights across the Northeast 
coast. The Port Authority of New York and New Jersey reported there had been 675 
canceled flights January 12 at New York’s LaGuardia Airport, while John F. Kennedy 
International Airport had 300 cancellations, and Newark Liberty International Airport 
had 440. Flights departing and arriving at Boston’s Logan Airport were delayed, while 
Philadelphia’s airport said it had canceled around 240 outbound flights and 100 
arrivals, local news station KZTV reported. In Atlanta, Delta Airlines and AirTran 
Airways canceled most of their flights in and out of Hartsfield-Jackson Atlanta 
International Airport. Delta canceled 1,700 flights, about 30 percent of it is total flights 
system-wide, and canceled 800 flights scheduled for January 12. Most of those flights 
were in the Northeast. On the railways, Amtrak temporarily suspended its Northeast 
Regional services between Boston and New York January 12 after a fallen tree 
damaged the overhead power system near Sharon, Massachusetts. Crews were working 
to repair the line, Amtrak said. A Connecticut State Police lieutenant said that by 7 a.m. 
January 12, police took nearly 500 calls from people who had spun out and were stuck 
in snow, and responded to 28 vehicle crashes. 
Source: http://www.myfoxdetroit.com/dpps/news/heavy-snow-wreaks-havoc-in-
northeast-dpgonc-20110112-fc_11403457 
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26. January 11, Reuters – (Colorado; National) Would be TSA saboteur sentenced to 2 
years in prison. A former data analyst for the Transportation Security Administration 
(TSA) was sentenced January 11 to 2 years in federal prison for trying to sabotage a 
computer network used for screening airline passengers. The man admitted in 2010 to 
attempting to load malicious code into TSA computer servers in October 2009, about 1 
week after being told he was being let go from his position at the agency’s operations 
center. The man had worked at the Colorado Springs, Colorado facility for 5 years, 
employed by government contractor InfoZen to update TSA computers with data from 
the Terrorist Screening Database and the U.S. Marshals Service Warrant Information 
Network. The computers are used by the TSA to screen passengers at U.S. airports with 
information furnished by intelligence and law enforcement agencies to prevent 
individuals who pose a threat from boarding commercial flights. The man pleaded 
guilty in October to one count of attempting to damage a protected computer, an 
offense that carries a maximum penalty of 10 years in prison and $500,000 fine. But the 
judge agreed to prosecutors’ recommendation of a 2-year prison term, taking into 
account security concerns posed by the public disclosure of evidence had the case gone 
to trial. 
Source: http://www.reuters.com/article/idUSTRE70A6JS20110111 

27. January 11, Associated Press – (National) NTSB weighs benefits of air bags for 
small planes. Federal safety officials weighed January 11 whether to recommend that 
some planes be equipped with air bags and shoulder-lap seatbelts, safety devices that 
have been saving lives in automobile crashes for decades. The National Transportation 
Safety Board (NTSB) released a study of general aviation planes equipped with air 
bags that highlights several cases where air bags were critical to the survival of pilots or 
passengers, or they reduced serious injuries. General aviation aircraft range from 
single-engine propeller planes to multi-engine business jets to helicopters. The category 
includes all aircraft except scheduled airline service, air taxis, and military aircraft. 
More than half of the new general aviation planes sold today have both lap-shoulder 
belts and air bags, the board said. But NTSB officials said that accounts for only about 
7,000 planes out of more than 200,000 general aviation planes registered in the United 
States. The study looked at 138 accidents involving planes equipped with airbags over 
3 years ending in July 2009. Investigators described two crashes in particular — in 
Fullerton, California, and Boyceville, Wisconsin, where air bags were found to have 
reduced chest and head injuries to pilots and passengers. The board also examined 
37,000 accidents between 1983 and 2008. It found 50 percent more injuries in planes 
with lap-only seatbelts than in planes with lap-shoulder belts. One reason the board is 
interested in examining the benefits of air bags for general aviation planes is the 
accident rate for general aviation planes is more than five times greater than small 
commuter airlines or air taxis, the NTSB chairman said. 
Source: http://abcnews.go.com/Travel/wireStory?id=12591623 

28. January 11, Raynham Call – (Massachusetts) Three ‘suspicious’ men removed from 
Boston flight. Three men were removed from a Boston to Washington, D.C., flight 
January 10, according to Massachusetts State Police. State police at Logan Airport in 
Boston were called to Gate C28 where JetBlue Flight 1600 was preparing to depart to 
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Ronald Reagan National Airport in Virginia. The JetBlue flight crew said the men — 
two 22-year-olds and a 19-year-old — were acting “suspicious” and the pilot had them 
removed from the flight, state police said. “The description of their behavior as 
suspicious was somewhat ambiguous, but was supported by an FBI agent who was 
aboard the airplane,” a state police spokesman said in a statement. The men were 
questioned and rebooked on a later flight, state police said. They did not offer 
additional details about the incident but said it was not terror-related. 
Source: http://www.wickedlocal.com/raynham/topstories/x471101286/Three-
suspicious-men-removed-from-Boston-flight 

29. January 10, Helena Daily World – (Arkansas) Barge sinks after striking Helena 
Bridge. A barge was partially sunk after colliding with a bridge pier on the Helena 
Bridge in Helena, Arkansas, January 9. The barge was in tow of the “Chris Parsonage”, 
which was headed south, when the accident occurred. The Arkansas Highway 
Department checked the Helena Bridge and said there was no sign of visible damage to 
the structure. The barge was not so fortunate. “The accident is being investigated by the 
U.S. Coast Guard,” reported the operations manager for Helena Marine. 
Source: http://www.helena-arkansas.com/newsnow/x471099760/Barge-sinks-after-
striking-Helena-Bridge 

30. January 6, Journal of Commerce – (National; Mexico) DOT releases ‘Concept 
Document’ for US-Mexican trucking. The Department of Transportation (DOT) 
January 6 released “an initial concept document” for a new cross-border trucking 
agreement with Mexico, without setting deadlines. The document is the “starting point” 
for new negotiations with Mexico over cross-border trucking, the department said in a 
statement. The brief document gives a bare outline of vetting procedures for Mexican 
truckers that want to operate in the United States, and inspection and monitoring 
requirements. A formal proposal will be released “in the coming months,” DOT said. 
The Teamsters union and consumer and safety advocates are opposed to giving 
Mexican truckers the kind of access to U.S. highways Canadian truck drivers enjoy. 
“The [Presidential] Administration will continue to work with Congress and other 
stakeholders to put safety first,” DOT said in its statement. Mexico imposed stiff tariffs 
on nearly 100 U.S. products when the cross-border trucking project was eliminated, 
claiming the United States violated the North American Free Trade Agreement. 
Source: http://www.joc.com/government-regulation/dot-releases-concept-document-us-
mexican-trucking 

For more stories, see items 1, 2, 3, 4, 5, 53, and 63  
 
[Return to top]  

Postal and Shipping Sector 

31. January 12, Salem Statesman Journal – (Oregon) Wilsonville prison staffers briefly 
evacuated after bomb scare. A suspicious package with a wire sticking from it found 
at a Wilsonville, Oregon prison January 11 was not a threat, officials said. The package 

http://www.wickedlocal.com/raynham/topstories/x471101286/Three-suspicious-men-removed-from-Boston-flight�
http://www.wickedlocal.com/raynham/topstories/x471101286/Three-suspicious-men-removed-from-Boston-flight�
http://www.helena-arkansas.com/newsnow/x471099760/Barge-sinks-after-striking-Helena-Bridge�
http://www.helena-arkansas.com/newsnow/x471099760/Barge-sinks-after-striking-Helena-Bridge�
http://www.joc.com/government-regulation/dot-releases-concept-document-us-mexican-trucking�
http://www.joc.com/government-regulation/dot-releases-concept-document-us-mexican-trucking�


 - 13 - 

was sent into Coffee Creek Correctional Facility and found about 11:45 a.m., Oregon 
Department of Corrections (DOC) officials said in a news release. By 1:30 p.m. the 
Oregon State Police bomb squad had determined the package was not a threat. 
Afternoon inmate visiting was canceled, the DOC said. Staffers were briefly evacuated 
during the investigation and some inmates were temporarily relocated, a DOC 
spokeswoman said. Coffee Creek is the state’s only women’s prison and houses 1,455 
inmates. It also serves as the intake center for all inmates entering the prison system. 
Source: http://www.statesmanjournal.com/article/20110112/NEWS/101120431/1001 

[Return to top]  

Agriculture and Food Sector 

32. January 12, Associated Press – (Virginia) Fire kills 17,000 chickens at Va poultry 
house. Fire officials in northern Virginia said an electrical short caused a blaze January 
9 at a poultry house that killed 17,000 young chickens. Media outlets report that the fire 
occurred outside Harrisonburg. A Rockingham County Fire and Rescue assistant fire 
marshal said most of the 4-week-old chickens died from smoke inhalation. He said the 
fire inside the steel-framed structure was mostly out when firefighters arrived. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2011/01/12/AR2011011201593.html 

33. January 12, Reuters – (Minnesota; National) Breakfast products recalled over 
labeling. A Minnesota company has recalled certain breakfast products due to a failure 
to identify monosodium glutamate as an ingredient on the product labels, the U.S. 
Department of Agriculture (USDA) said January 12. The USDA said in a statement 
that 101,629 pounds of “Breakfast Stackers Sausage, Egg & Cheese” pastries and 
biscuits were recalled by Lettieri’s Foods, Inc. after a routine label inspection. No 
adverse effects due to consumption have been reported, and the recall has been 
classified as a Class 3 recall, meaning there is no adverse health consequence to using 
the product. The breakfast products were distributed to California, Florida, Minnesota, 
North Carolina, Tennessee, Wisconsin, Colorado, and Washington. 
Source: http://www.reuters.com/article/idUSTRE70B4W420110112 

34. January 11, Chicago Tribune – (Illinois) OSHA cites Bridgford plant for safety 
violations. A Bridgford Foods processing plant in Chicago, Illinois, faces up to 
$212,000 in fines for worker safety violations, a federal agency said January 10. The 
Department of Labor’s Occupational Safety and Health Administration (OSHA) cited 
the producer of meat snacks and deli foods for failing to implement and provide 
training for workers on lockout procedures, in turn exposing workers to energized 
equipment. The federal agency also issued a willful citation for allowing workers to 
remove a shovel stuck in a conveyor without locking or tagging out the auger, “placing 
employees in danger of the machine operating while they worked to remove the 
shovel.” A willful violation exists when an employer has demonstrated an “intentional 
disregard” for the requirements of the law or “plain indifference” to employee safety 
and health, the agency said. OSHA said it has inspected Bridgford Foods’ Chicago 
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plant 3 times since November 2007, resulting in 29 health and safety citations. 
Source: http://chicagobreakingbusiness.com/2011/01/osha-cites-bridgford-plant-for-
safety-violations.html 

35. January 11, Associated Press – (California) SF-area salami plant to pay $850K for 
ammonia leak. The owners of a salami plant in San Francisco, California, have agreed 
to pay $850,000 and to upgrade safety equipment to settle a lawsuit stemming from an 
ammonia leak that sickened almost four dozen people. The San Francisco Chronicle 
reported Columbus Salame reached a deal with San Mateo County prosecutors January 
9 where the company will pay the money as a penalty without admitting any 
wrongdoing. The business also agreed to set up a system for notifying neighbors of 
future emergencies. Seventeen people were hospitalized and 30 others sought medical 
attention after built-up pressure caused a pipe at the plant to burst and sent 200 pounds 
of anhydrous ammonia into the air August 28. A four-alarm fire at the same plant in 
July 2009 is estimated to have caused more than $5 million in damage. 
Source: http://www.mercurynews.com/news/ci_17067159?nclick_check=1 

36. January 11, Jacksonville Journal-Courier – (Illinois) 800 hogs perish in Ill. 
confinement blaze. About 800 hogs died January 9 in a fire at a hog confinement 
facility about 6 miles southwest of Arenzville, Illinois. The fire caused an 
undetermined amount of damage. Arenzville and Meredosia firefighters were called 
about 1:50 a.m. to the farm at 2323 Hefner Hills Road, where they found the south end 
of a hog confinement building in flames. The hogs are owned by High Ridge Pork. 
Arenzville’s fire chief said the fire began in the nursery part of the building, but its 
cause is unknown. The building, which measures about 32 feet by 180 feet, held about 
1,000 hogs, but only about 200 of them survived. Firefighters were on the scene until 
about 5:30 a.m. 
Source: http://www.firehouse.com/news/top-headlines/800-hogs-perish-ill-
confinement-blaze 

37. January 11, WSLS 10 Roanoke – (Virginia) Botetourt Co. dairy farms under 
observation for rabies. The Virginia Department of Health (VDH) and Virginia 
Department of Agriculture and Consumer Services (VDACS) are asking livestock 
owners to take more precautions for rabies, after noticing an increased number of rabies 
cases in livestock in the western part of the Commonwealth. According to a VDACS 
news release and a spokesman with VDH, the agency has placed dairy cows at two, 
separate Botetourt County dairies under observation for 6 months, due to exposure to a 
rabid cat and another rabid wild animal. The VDH spokesman said neither case appears 
to be related, and so far no tests have come back positive for the disease. He said there 
is no danger to the milk supply as long as the milk is pasteurized. 
Source: http://www2.wsls.com/news/2011/jan/11/4/botetourt-co-dairy-farms-under-
observation-rabies-ar-767500/ 

38. January 11, Benton Evening News – (Illinois) Morning fire destroys Chinese 
restaurant on Benton’s square. Fire destroyed a popular restaurant January 9 on the 
northeast side of the Benton Public Square in Illinois. Benton, West City, and West 
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Frankfort fire departments responded to the call at about 10 a.m., as did Benton police, 
street department, and Franklin County Sheriff’s Department personnel. The blaze 
apparently began in the kitchen of the Peking Chinese Buffet at 1207 Public Square. 
“The kitchen was completely destroyed, and the dining room received extensive heat, 
smoke and water damage,” a Benton fireman said. 
Source: http://www.bentoneveningnews.com/features/x1314136472/Morning-fire-
destroys-Chinese-restaurant-on-Bentons-square 

39. January 11, Associated Press – (Ohio) Ohio school: Bugs found in noodles used in 
lunches. New Boston Schools, a school district in southern Ohio, has notified parents 
that boll weevil beetles may have been in their childrens’ school lunches. The 
superintendent said kitchen workers found the tiny bugs in a bag containing dried egg 
noodles that were later used in school lunches. He said workers removed the bugs, then 
boiled the noodles and served them January 6. A letter was sent January 7 to parents of 
the district’s 473 students informing them about the possible contamination. The 
superintendent said the bugs are not harmful to humans, but serving any contaminated 
food is unacceptable. He said he has accepted the food services director’s resignation, 
and two other cooks were given 5-day, unpaid suspensions. 
Source: http://www.forbes.com/feeds/ap/2011/01/11/general-us-school-lunches-
beetles_8251711.html 

40. January 11, Kent Reporter – (Washington) Attempted ammonia theft reportedly 
causes Kent leak. The attempted theft of ammonia appears to be the cause of a leak 
January 11 at the Washington Cold Storage facility in Kent, Washington, along 
Railroad Avenue, just south of West James Street. The leak, which was shut off at 
about 9 a.m., was from an exterior valve at a local cold storage facility that someone 
apparently opened without the permission of the business, according to a Kent Fire 
Department media release. The company uses ammonia in its refrigeration process. No 
injuries were reported, a Kent Fire Department spokesman said. Kent police are 
investigating the possible theft of ammonia from the cold storage facility. Investigators 
determined the outside pipe, which had been capped, showed evidence of tampering, 
according to a Kent police media release. Personnel from the company and Kent 
firefighters were able to re-secure the pipe and stop the leak. 
Source: http://www.pnwlocalnews.com/south_king/ken/news/113280909.html 

[Return to top]  

Water Sector 

41. January 12, Arizona City Independent – (Arizona) Water project in AC leaves some 
homes without water. Arizona Water Company is in the middle of a project to install 
two massive water storage tanks along Battaglia Drive near Lamb Road. The project 
involves removing old water lines and installing new 16- and 18-inch water lines which 
will increase the overall water pressure throughout Arizona City, Arizona. Construction 
was most noticeable at the corner of Lamb and Heather Drive where the road has been 
closed for several weeks. Over New Years weekend, one of the subcontractors 
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reportedly broke one of the old mains forcing water to be shut off for several nearby 
homes for as many as 4 or more hours. Residents will be notified in advance of any 
scheduled interruptions to water service during the project. 
Source: 
http://trivalleycentral.com/articles/2011/01/12/arizona_city_independent/top_stories/do
c4d2c9c0c0ab34115962887.txt 

42. January 12, Kansas City Star – (Missouri) Broken water main leaves Hardin, Mo., 
residents without water. A broken water main that drained the city’s water tower 
overnight has left residents in Hardin, Missouri, without water the morning of January 
12. The break was discovered about 4 a.m. in an 8-inch water line near the tower. 
Crews are expected to have the water line repaired by 9 a.m., which will allow the 
pressure to build up and fill the water tower. The mayor said that once the tower fills 
up, the city will be under a boil order. The town in Ray County has about 550 residents. 
Source: http://www.kansascity.com/2011/01/12/2578499/broken-water-main-leaves-
hardin.html 

43. January 11, Enid News and Eagle – (Oklahoma) Water plant damaged in electrical 
fire Tues. Enid, Oklahoma’s water plant No. 1 was damaged by an electrical fire at 
about 1:51 p.m. January 11. No injuries were reported, and crews worked for several 
hours to restore power to the facility. Water supply and pressure will take about 12 
hours to fully be restored, a city spokeswoman said. Permanent repairs to the plant will 
take place during the next 2 weeks. The fire shut down the pump at the plant, located at 
1500 W. Chestnut. Water from that station serves an area from Cleveland east and 
Willow south. The pump was down about 3 minutes, the deputy director of public 
works said. The city and OG&E Electric Services worked to restore electricity. Water 
plant employees had the pressure up to about 75 percent of normal capacity the 
afternoon of January 11. Residents should not be out of water, although they may see 
bubbles in some places. “There were no injuries. Just one electrical cabinet was burned 
up,” the deputy director said. “Low water pressure is all. It might take a week, it 
depends on how much the electrical shortage went through the plant. We have to check 
it all so we don’t hook things up and have a problem again.” The city has contacted 
hospital officials and Vance Air Force Base and asked all industrial users to reduce 
their water usage levels to an absolute minimum amount. 
Source: http://enidnews.com/localnews/x679062901/Water-plant-damaged-in-
electrical-fire-Tues 

44. January 11, Associated Press – (Pennsylvania) Water main break floods 
Philadelphia streets. Officials from the Philadelphia, Pennsylvania, Water Department 
(PWD) said a broken water main poured about 8 million gallons of water into the 
streets of the city’s Kensington neighborhood. A 36-inch water main broke just after 7 
a.m. January 11 and flooded the streets for about 90 minutes before workers were able 
to shut off the water. Water had risen above the tires of some vehicles parked on 
streets, and fire officials went door-to-door asking residents to leave their homes and 
head to a nearby shelter. PWD officials said they do not know how long it will take to 
clean up the mess and to fix the broken line. 
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Source: http://www.washingtonpost.com/wp-
dyn/content/article/2011/01/11/AR2011011104435.html 

[Return to top]  

Public Health and Healthcare Sector 

45. January 12, KTLA 5 Los Angeles – (California) SoCal health clinic patients possibly 
exposed to Hepatitis, HIV. A contaminated IV line is being blamed for a patient 
contracting Hepatitis C at a San Pedro, California, health clinic. Officials are urging 
patients of the Advanced Pain Treatment and Medical Center who were treated 
between January 16, 2006 and August 18, 2010 to get tested for Hepatitis B, Hepatitis 
C, and HIV. An unidentified nurse is believed to have contaminated the IV line that 
was improperly administered. The nurse, who is no longer administering IVs, is still 
working at the clinic. A second case, involving a patient contracting Hepatitis B, has 
also been linked to the clinic. 
Source: http://www.ktla.com/news/landing/ktla-san-pedro-clinic,0,7805885.story 

46. January 11, WAVY 10 Hampton Roads – (Virginia) VB hospital experiences power 
outage. A power outage occurred at the Sentara Leigh Hospital in Virginia Beach, 
Virginia, January 11. The power outage occurred at 6:45 p.m., a Sentara spokesperson 
said. The emergency room was on divert status and was not accepting any new 
ambulances due to the outage. The power outage did not affect the entire hospital, but 
did affect some of the emergency power outlets, she said. The power was restored by 
7:35 p.m. 
Source: http://www.wavy.com/dpp/news/local_news/va_beach/vb-hospital-
experiences-power-outage 

47. January 11, KATC 3 Lafayette – (Louisiana) Thieves target local pharmacies. A 
number of agencies, including the FBI, are working on busting a drug ring targeting 
pharmacies. Officers said the suspects allegedly traveled from Avoyelles parish to rob 
Meche’s Pharmacy in Duson and Scott Pharmacy in Louisiana. A 22-year-old man was 
caught by police as he was trying to get away. His two accomplices attempted to bail 
him out of the Lafayette Parish Jail the same day, but officers were waiting. They 
arrested a 24-year-old man, and a 31-year-old man. The Scott Police Chief said “upon 
bonding them out of jail, officers from both agencies with assistance of the FBI were 
on stand by waiting. They were both picked up at the time and arrested for the same 
charges.” The robbers were trying to get their hands on Loratab and Xanax. Officers 
have reason to believe the suspects are tied to similar robberies in other parishes. The 
FBI is now part of the investigation because of where they are accused of stashing the 
drugs. “[One suspect] resides on an Indian reservation in Marksville, it is sovereign 
nation so the FBI has to get involved, “ the Scott Police Chief explained. Officers said 
hundreds of prescription drugs were found inside the suspect’s home, and that they 
expect to make more arrests. 
Source: http://www.katc.com/news/thieves-target-local-pharmacies/ 
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48. January 10, UK Telegraph – (National) Universal flu shot that vaccinates for life a 
step closer. Researchers have found that several patients infected with the 2009 H1N1 
pandemic flu strain have developed antibodies that are protective against a variety of 
flu strains. “The result is something like the holy grail for flu-vaccine research,” said 
the study author at the University of Chicago. The scientists from Emory University 
School of Medicine and the University of Chicago studied nine patients who were 
affected by the 2009 strain with differing levels of severity. The team identified white 
blood cells from the patients that made antibodies against flu virus, and then isolated 
the antibody genes from individual cells. They used the genes to produce antibodies in 
cell culture –- a total of 86 varieties — and then tested which flu strains they reacted 
against. Five antibodies isolated by the team could bind all the seasonal H1N1 flu 
strains from the last decade, the devastating “Spanish flu” strain from 1918, and also a 
pathogenic H5N1 avian flu strain. Some of the antibodies the team identified stick to 
the “stalk” region of part of the virus –- a protein called haemagglutinin. Because this 
part of the virus does not change as much as other regions, scientists have proposed to 
make it the basis of a vaccine that could provide broader protection. 
Source: http://www.telegraph.co.uk/health/healthnews/8250592/Universal-flu-shot-
that-vaccinates-for-life-a-step-closer.html 

[Return to top]  

Government Facilities Sector 

49. January 12, WSVN 7 Miami – (Florida) Prep school evacuated after grenade 
scare. A scare at Somerset East Preparatory Academy in Miramar, Florida forced 
police to evacuate students from the school during the middle of class. The students at 
the public charter school had their class interrupted at around 11:45 a.m. January 11, 
when a teacher reported a classmate handling what appeared to be grenade. Hollywood 
police and Miramar fire rescue responded and evacuated the students, as the bomb 
squad handled the device. According to Miramar police, the device was an old practice 
grenade, which was once used for training and was not activated. Authorities said a 
fourth grader brought the device to school, and he got it from his parents. Police said 
the device could be purchased at an army surplus store. The student and his parents are 
being questioned by police. The students were allowed back into class by 12:30 p.m., 
after authorities determined the device was harmless. 
Source: http://www.wsvn.com/news/articles/local/21003247812112/ 

50. January 12, Manchester Journal Inquirer – (Connecticut) UConn Co-op online site 
hacked. People who have bought University of Connecticut (UConn) apparel at 
HuskyDirect.com should watch their credit card statements: The site was hacked and 
customers’ billing information may have been stolen, UConn Co-op officials said. 
Officials said the Co-op’s vendor for HuskyDirect.com informed the school that the 
billing information of HuskyDirect customers — including names; street and e-mail 
addresses; telephone numbers; and credit card numbers, expiration dates, and security 
codes — may have been accessed. UConn, in releasing a statement January 11, did not 
identify the vendor. 
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Source: 
http://www.journalinquirer.com/articles/2011/01/12/connecticut_and_region/doc4d2d8
c259b223099513588.txt 

51. January 12, Ohio University Post – (Ohio) OSU computer system hack leaves 
students susceptible. A hack into Ohio State University’s (OSU) computer system 
during Winter Intersession could pose a threat to anyone who has applied to the school 
during the past few years, according to a letter sent by the university. OSU officials 
discovered a “suspicious log-in to a server on the (OSU) computer system” during a 
routine computer-security check, the letter said. The university notified anyone who has 
ever had an OSU e-mail address, which includes those who have previously applied to 
the school. The hack occurred in October and the investigation concluded in December. 
Student information contained in the computer system includes Social Security 
numbers, dates of birth, and addresses. The hacker’s intentions, however, do not appear 
to be identity theft. “The purpose of the unauthorized access was to launch cyber 
attacks,” an OSU spokesperson said. He added he is not aware of any cyber attacks that 
occurred as a result of the hack. Computer and forensic specialists who analyzed the 
hack did not find evidence that any data was taken out of the system, but the school is 
erring on the side of caution. 
Source: 
http://thepost.ohiou.edu/main.asp?SectionID=1&SubSectionID=1&ArticleID=33253 

For more stories, see items 8, 16, 18, and 26  
 
[Return to top]  

Emergency Services Sector 

52. January 11, KGTV 10 San Diego – (California) Border patrol agent accused of 
housing illegal immigrants. A U.S. Border Patrol agent was in custody January 11 for 
allegedly harboring illegal immigrants, including his father, in his home in the San 
Ysidro community of San Diego, California. The 26-year-old man was arrested January 
10 at the Imperial Beach Border Patrol Station, according to the FBI. Shortly before 
sunrise January 11, a federal SWAT team raided his house in the 3600 block of 
Shooting Star Drive and arrested a suspected undocumented immigrant. According to a 
complaint unsealed in U.S. District Court in San Diego, the undocumented immigrant 
had been living at the residence since at least November along with the border patrol 
agent, and the accused agent’s 46-year-old father. The father, who faces federal 
immigration-violation charges in the case, remains at large, according to the FBI. In 
addition to purportedly harboring undocumented immigrants, the agent allegedly lied to 
a fellow Border Patrol agent when asked while on duty if he knew the whereabouts of 
his father, who was convicted 4 years ago in a U.S. court of possessing marijuana for 
sale and was twice deported to his home country of Mexico. The suspects were being 
held in the Metropolitan Correctional Center in San Diego pending their initial 
appearances in federal court scheduled for January 12. 
Source: http://www.10news.com/news/26452068/detail.html 
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53. January 10, Associated Press – (Massachusetts) Mass. man who aimed laser at 
chopper gets 3 years. A man convicted of shining a laser beam into a police helicopter 
escorting a gas tanker through Boston Harbor has been sentenced to 3 years in federal 
prison. Prosecutors said the 52-year-old Medford, Massachusetts man is the second 
person in the nation and first in his state to be convicted of pointing a laser at an 
aircraft. They said he targeted the state police helicopter at night in December 2007 and 
flooded the cockpit with green light. Pilots directed local police to the light source. The 
suspect was sentenced January 10 on charges that included willfully interfering with an 
aircraft operator with reckless disregard for human life. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2011/01/10/AR2011011006917.html 

For another story, see item 31  
 
[Return to top]  

Information Technology Sector 

54. January 12, Softpedia – (International) Microsoft issues workaround for actively 
exploited 0-day IE vulnerability. Microsoft is investigating reports of a zero-day 
Internet Explorer vulnerability being exploited in the wild and has released a 
workaround for customers to protect themselves until a permanent patch is ready. The 
vulnerability, identified as CVE-2010-3971, was originally reported on the Full 
Disclosure mailing list December 8 as a denial of service condition. However, 
vulnerability researchers who later analyzed it, discovered it can also be exploited to 
execute arbitrary code. The flaw stems from a use-after-free memory error within the 
“mshtml.dll” library and affects all versions of Internet Explorer running on all 
supported Windows variants. A group called Abysssec Security Research developed a 
working exploit capable of bypassing the DEP and ASLR protection mechanisms and 
added it to the Metasploit open source penetration testing framework. Microsoft 
released a workaround January 12 in the form of a “Fix It” tool that companies can 
deploy throughout their networks. 
Source: http://news.softpedia.com/news/Microsoft-Publishes-Workaround-for-
Actively-Exploited-IE-0-Day-Vulnerability-177772.shtml 

55. January 12, The Register – (International) Attacks on IE drive-by bug go 
wild. Microsoft January 11 warned that attackers have begun exploiting a critical 
vulnerability in Internet Explorer (IE) and rolled out a temporary fix until a permanent 
patch is issued. The vulnerability in IE versions 6, 7, and 8, which involves the way the 
browser handles cascading style sheets (CSS), allows adversaries to perform drive-by 
malware attacks by luring victims to booby-trapped Web pages. The exploits are 
triggered by recursive CSS pages where style sheets include their own addresses. 
Microsoft confirmed the security flaw in late December. The company updated its 
advisory January 11 to reflect “reports of limited attacks attempting to exploit a 
vulnerability in all supported versions of Internet Explorer.” Microsoft also issued a 
workaround that large organizations can implement to protect themselves until a patch 
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is released. It comes in the form of a Fix it that causes IE to reject CSS pages that 
contain the same URL as a style sheet that is trying to load it. 
Source: http://www.theregister.co.uk/2011/01/12/ie_code_execution_bug/ 

56. January 11, Softpedia – (International) ZeuS builder service spotted on the 
underground market. Security researchers have spotted a ZeuS binary compilation 
service on the underground market which helps up-and-coming fraudsters reduce the 
costs of starting their own operation. Despite rumors of no longer being in active 
development or being sold by its original author, ZeuS remains the most popular 
crimeware toolkit. It consists of a builder that generates a customized Trojan known as 
ZBot (ZeuS Bot) together with the Web application to use on the command and control 
(C&C) server. Various versions of the ZeuS crimeware toolkit exist on the underground 
market. Some of the earlier ones can be obtained for free, but they are limited in 
features and are detected by most antivirus programs. The most up-to-date variant used 
to cost around $4,000, but since the toolkit also supports modules that add additional 
functionality, the final price could be up to $10,000. According to security researchers 
from RSA, somebody thought of this price problem and is now offering a low-cost 
Fraud-as-a-Service solution. 
Source: http://news.softpedia.com/news/ZeuS-Builder-Services-Spotted-on-the-
Underground-Market-177422.shtml 

57. January 11, Computerworld – (International) Microsoft patches critical Windows 
drive-by bug. Microsoft patched three vulnerabilities in Windows January 11, one of 
which can be exploited by attackers who dupe users into visiting a malicious Web site. 
The company also debuted a new defensive measure to help users ward off ongoing 
attacks exploiting a known bug in Internet Explorer (IE). One of the updates was 
classified as “critical” by Microsoft, while the other was marked “important.” MS11-
002 was the update security researchers and Microsoft recommended users apply first. 
The update patched two vulnerabilities, one critical, the other important. “Attackers can 
exploit the critical vulnerability in MS11-002 by getting users to browse to a malicious 
Web site,” said a manager of Qualys’ vulnerabilities research labs. The tactic, usually 
called a “drive-by” attack, relies on enticing users to click a link offered in a baited e-
mail. The bug is in the Microsoft Data Access Components, a set of components that 
lets Windows access databases such as Microsoft’s own SQL Server. The flaw is in the 
MDAC ActiveX control that allows users to access databases from within IE. Only 
users running IE are at risk from attacks exploiting the critical bug Microsoft disclosed 
in MS11-002. Microsoft said all client versions of Windows, including XP Service 
Pack 3, Vista, and Windows 7 were vulnerable. 
Source: 
http://www.computerworld.com/s/article/9204600/Microsoft_patches_critical_Window
s_drive_by_bug 

58. January 11, Softpedia – (International) Free City Cash scam spreads on Facebook. A 
new survey scam is rapidly propagating on Facebook by promising users free virtual 
currency for use in Zynga’s latest hit game CityVille. “Woohoo! Thanks CityVille I got 
my 1,000 City Cash! http[colon]//apps[dot]facebook[dot]com/[censored]” or “CityVille 
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is giving 1,000 City Cash for a limited time only! Grab Yours Now! 
http[colon]//apps[dot]facebook[dot]com/[censored],” the messages promoting this 
scam read. City Cash is one of several in-game currencies which can be used to build 
special buildings, expand the city’s land, and perform other actions. City Cash can be 
either earned or bought with real money. However, this is nothing more than one of the 
many rogue application-based survey scams that have plagued Facebook for the past 
half year. Opening the spammed links takes users to a well-designed page bearing the 
CityVille logo, but clicking on the button to claim the alleged prize prompts a 
permissions request dialog from an app called “Giveaway Promo.” The application 
wants access to users’ profile information and to post on their walls in order to spam 
their friends. 
Source: http://news.softpedia.com/news/Free-City-Cash-Scam-Spreads-on-Facebook-
177588.shtml 

59. January 11, Softpedia – (International) Fake Coca-Cola survey emails lead to 
phishing page. Security researchers from e-mail security vendor AppRiver warned of a 
new phishing campaign which produces e-mails offering a reward taking part in a 
Coca-Cola opinion poll. The fake e-mails began hitting people’s in-boxes January 10, 
and bear a subject of “Happy New Year.” Their header has been spoofed to appear as if 
they come from a customer[at]cocacola[dot]us e-mail address. The message contained 
within is a bit confusing, as it portrays the well known company as a polling 
organization interested in peoples opinion about current events. Recipients are provided 
with a link to the poll page and in order to convince people to complete it, the e-mails 
offer $150 to every participant. Users are taken through a series of redirects before 
landing on a page reading “Coca-Cola’s Customer Satisfaction Survey.” This pages 
asks for a wealth of personal information, including full name, address, driver’s license 
number, mother’s maiden name, home phone number, date of birth, as well as full 
credit card details. 
Source: http://news.softpedia.com/news/Fake-Coca-Cola-Survey-Emails-Lead-to-
Phishing-Page-177633.shtml 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

60. January 12, KRIV 26 Houston – (National) Windows Phone 7 users report 
glitch. The blogs on SeattlePI.com are reporting Microsoft is looking into a possible 
bug in its Windows Phone 7 mobile software. Some users report the phone is uploading 
massive amounts of information over the 3G Internet connection (thus using up some 
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of their limited bandwidth). The data transfers range from several megabytes into the 
gigabytes, and some users said it is happening when they are not touching their phones. 
It is not known what kind of data might be uploading. Microsoft has offered no official 
response, and the problem does not appear to be widespread. 
Source: http://www.myfoxhouston.com/dpp/morning_news/my_tech_guy/110112-
windows-phone-7-report-glitch 

[Return to top]  

Commercial Facilities Sector 

61. January 12, WITN 32 Washington – (North Carolina) Fire breaks out at shopping 
center. There was significant damage to several businesses in a Jacksonville, North 
Carolina shopping center after a fire January 11. Jacksonville firefighters said they 
spent several hours fighting the fire at the Triangle Shopping Center, at the intersection 
of Highways 17 and 258. Crews were called to the scene around 9:45 p.m. when a 
nightclub, The Cave, started filling up with smoke. Firefighters from Jacksonville and 
Camp Lejeune were dispatched. Fire officials said they determined the fire started 
inside the vacant Movie Gallery, next to the night club. A preliminary investigation 
suggested the fire may have been caused by an electrical malfunction in the light ballast 
that controlled the neon lights at the movie business. The fire gutted the movie business 
while there was also significant damage to the nightclub. No one at the nightclub and 
none of the firefighters were injured. 
Source: 
http://www.witn.com/home/headlines/Fire_Breaks_Out_At_Shopping_Center1_11333
9329.html 

62. January 12, KGBT 4 Harlingen – (International) Grenade explodes at ‘El Norte’ 
newspaper office in Monterrey. Mexican authorities are investigating a grenade 
attack at a major newspaper at its office in a suburban area of Monterrey. Authorities 
confirmed a fragmentation grenade was thrown at an office for the El Norte 
newspaper’s “La Silla” office January 11. The El Universal newspaper reported nobody 
was injured during the attack, but there were broken windows and damage to the 
building. No suspects have been identified or arrested. A motive in the attack was not 
known. The attack is the latest in a sting in attacks against journalists in Mexico. 
Grenades were thrown at Televisa studios in Monterrey and Matamoros in August 
2010. According to the Committee to Project Journalists, 24 journalists have been 
killed in Mexico since 1992. 
Source: http://www.valleycentral.com/news/story.aspx?id=565833 

63. January 11, Salem-News.com – (Oregon) Bomb scare in Macy’s parking garage 
evacuates area in downtown Salem. The Salem Police Bomb Squad in Salem, Oregon 
responded to a report of a suspicious device on the first floor of the Macy’s department 
store parking structure January 11. A Salem Police Department lieutenant said officers 
arrived at the scene at about 4:55 p.m. “Responding officers found a duffel bag with an 
antenna sticking out of, which had been reported by a store employee.” A police 
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lieutenant told Salem-News.com the suspect went to some effort to make the suspected 
bomb look real. He said the bomb squad did not detonate it or disassemble the device, 
explaining they have different techniques based on location and other circumstances. 
Referencing a blast heard in Salem, the lieutenant said the bomb teem did something 
necessary to render the situation safe. “As a safety precaution, Macy’s’ was evacuated 
at 5:20 p.m., and the parking structured closed off,” he said. “At 6:50 p.m., Center 
Street NE, between High Street and Church Street NE was closed. By 7:20 p.m., the 
bomb squad determined the suspicious package was not real and declared the area 
safe.” At 7:25 p.m., employees and customers were being allowed back into Macy’s, 
and Center Street NE was re-opened for normal traffic flow. 
Source: http://www.salem-news.com/articles/january112011/macys-bomb.php 

64. January 11, Associated Press – (California) 6 injured in Belmont apartment 
fire. Fire crews are investigating the cause of an apartment fire in Belmont, California, 
that injured at least six people January 11. KTVU reported two of the injured residents 
jumped out of their windows to escape the blaze. None of the injuries were considered 
life threatening. More than two dozen people have been evacuated from the building 
and taken to a nearby senior center. A Belmont-San Carlos Fire Department dispatcher 
said crews responded to the two-alarm blaze at about 3 a.m. The fire has been 
extinguished. 
Source: http://www.sddt.com/News/article.cfm?SourceCode=20110111ca 

65. January 11, WFSB 3 Hartford – (Connecticut) Swastika spray painted on Waterbury 
synagogue. A large swastika was sprayed on a synagogue in Waterbury, Connecticut, 
and now police are investigating it as a hate crime. The swastika was found the week of 
January 10 and has already been removed from the side of the building, but it still has a 
lot of the residents in the area shaken up. A worker sanded off the huge swastika that 
someone sprayed onto the side of the synagogue. Police are investigating to see if video 
from any of the nearby buildings caught the vandals in the act. Spraying symbols such 
as a swastika is considered a federal offense, and police said they have notified the FBI. 
Source: http://www.wfsb.com/news/26454337/detail.html 

[Return to top]  

National Monuments and Icons Sector 

66. January 12, WVTM 13 Birmingham – (Alabama) Cheaha State Park covered in ice; 
closed for several days. Alabama’s highest point is covered in ice, and the lodge 
manager of Cheaha State Park in Delta advised people not to visit the weekend of 
January 14. The park is closed with 4 inches of ice on roads and trees. The lodge 
manager said it is not safe to travel there, due to the ice on roads, and the risk of trees 
and branches falling from the weight of the ice. Visitors should wait at least a few days 
to allow the ice to thaw when temperatures stay above freezing. 
Source: http://www2.alabamas13.com/news/2011/jan/12/cheaha-state-park-covered-
ice-closed-several-days-ar-1332701/ 

http://www.salem-news.com/articles/january112011/macys-bomb.php�
http://www.sddt.com/News/article.cfm?SourceCode=20110111ca�
http://www.wfsb.com/news/26454337/detail.html�
http://www2.alabamas13.com/news/2011/jan/12/cheaha-state-park-covered-ice-closed-several-days-ar-1332701/�
http://www2.alabamas13.com/news/2011/jan/12/cheaha-state-park-covered-ice-closed-several-days-ar-1332701/�


 - 25 - 

67. January 11, Associated Press – (Arizona) Fire burning in abandoned mine shaft in 
Tucson. A fire ignited by a welder is burning in an abandoned mine shaft in Tucson, 
Arizona, but authorities are allowing it to burn itself out. Coronado National Forest 
officials said January 11 a welder’s spark started the so-called “Glove Fire”. It is 
burning railroad ties and support beams in the Glove Mine, located in the foothills of 
the Santa Rita Mountains on the forest’s Nogales Ranger District. Forest officials said 
the fire is expected to burn for several days, and fire personnel are monitoring the 
situation. They said it is unlikely the blaze would spread beyond the mine shaft because 
of a lack of fuel sources. Firefighters were not sent in because the shaft is unstable. 
Source: http://www.kswt.com/Global/story.asp?S=13825658 

[Return to top]  

Dams Sector 

68. January 12, Boston Globe – (Massachusetts) 100 major dams need repair, state 
auditor says. One hundred major municipal dams across Massachusetts are in poor 
condition and could cause significant property damage if they failed, the state auditor’s 
office reported January 11, renewing calls for stricter oversight. The 2-year 
investigation concluded the state’s aging and neglected stock of dams poses a 
“significant threat to public safety’’ and needs an estimated $60 million in repairs. 
More than one in five potentially hazardous public dams have substantial structural 
deficiencies, the report found. The auditor called on the legislature to establish a no-
interest loan program to help communities pay for the repairs. “These are difficult 
times, but some prudent budgeting and financing now could avert a major crisis in the 
future,’’ he said in a statement that accompanied the report. He noted delaying repairs 
would sharply increase their cost. In the report, state inspectors rated six dams as 
unsafe, the lowest category of safety. Two are in Foxborough; the others are in Athol, 
Bolton, Danvers, and Dudley. Sixteen of the deficient dams assist in flood control for 
the surrounding areas. Counting privately owned dams, there are 254 high- or 
significant-hazard dams in Massachusetts classified as poor or unsafe. A breach at a 
high-hazard dam would be likely to cause serious property damage and possibly claim 
lives, according to state regulators. Failures at significant-hazard dams might cause 
serious damage. The report called on regulators to rank the 100 dams in order of risk to 
prioritize repairs. Communities with the highest number of deficient dams included 
Fitchburg, Foxborough, Attleboro, Springfield, and Worcester. Local officials said they 
were working with state regulators to schedule repairs. The report found most towns 
with deficient dams had not made emergency plans in case of a breach, and one in four 
communities said they had “no idea of what to do in an emergency.’’ Among the 37 
largest dams, only 8 had emergency plans on file with state regulators. 
Source: 
http://www.boston.com/news/local/massachusetts/articles/2011/01/12/100_major_dams
_need_repair_state_auditor_says/?rss_id=Boston.com+--+Local+news 

69. January 12, Monroe News Star – (Louisiana) Levee Drive in Monroe closed until 1 
p.m. for repairs. Levee Drive was going to be closed January 12 from 9 a.m. to 1 p.m. 
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according to the Monroe Public Works department in Louisiana because repairs are 
being made on the No. 1 raw water bayou pump. The water treatment plant interim 
superintendent said, “The No. 1 raw water bayou pump is one of three pumps at the 
station. It is rated at a pumping capacity of 7 million gallons per day. The motor has 
burned up and there is a problem between the pump and motor contractor.” “An 
emergency repair order has been issued, the motor and pump have been pulled and are 
ready to be taken from the station,” he said. 
Source: http://www.thenewsstar.com/article/20110112/UPDATES01/110112001 

70. January 11, Associated Press – (Louisiana) Suit seeks to halt New Orleans levee 
work. A lawsuit is threatening to slow down or even halt work to strengthen a canal in 
New Orleans, Louisiana, that broke catastrophically during Hurricane Katrina. 
Homeowners with backyards along the 17th Street Canal filed a civil suit in state court 
January 5 to stop the work because they claim they own the land where the work will 
take place and that they have not been compensated for damage to their properties. The 
Army Corps of Engineers plans to begin work soon to strengthen the floodwall and 
levee along the canal. In the suit, seven families claim work crews would be 
trespassing. The suit stems from a dispute over whether backyards along the canal are 
part of the state’s right of way or private land. So far, homeowners have lost their case 
in state court. 
Source: http://www.wxvt.com/Global/story.asp?S=13825075 
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