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• The New York Daily News reports more than 900 Long Island, New York homes were 
evacuated, and major highways were shut for hours, January 1, after a propane 
deliveryman found a leaky valve in a 30,000-gallon tank he was filling. (See item 1) 

• According to WCAU 10 Philadelphia, unidentified fumes at St. Cyril’s Church of 
Jerusalem in Warwick, Pennsylvania sent 16 parishioners and emergency responders to 
hospitals January 2. (See item 65) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. January 2, New York Daily News – (New York) 900 people flee area as propane 
fumes from leaky tank spark evacuations on Long Island. More than 900 Long 
Island, New York homes were evacuated January 1 after a propane deliveryman found 
a leaky valve in a 30,000-gallon tank he was filling, officials said. The gas leak posed a 
serious enough threat to send 200 Shirley residents to an emergency shelter at William 
Floyd High School in Mastic. Families rushed from their homes around 2 a.m. Mastic 
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firefighters were first to arrive on the scene near a Kohl’s department store in Shirley. 
They estimated 7,000 to 9,000 gallons of gas had escaped from the tank, filling the area 
with an ominous fog. No injuries were reported as a result of the leak, officials said. 
The broken valve connected to the underground tank was frozen and sealed around 3 
p.m., officials said. Police shut down sections of the Sunrise Highway, Montauk 
Highway and other busy thoroughfares in the area, clogging holiday traffic for miles. 
Long Island Rail Road service was suspended between Speonk and Patchogue for 
hours. Fearing a spark would set off an explosion, Suffolk police and fire officials 
banned cars in the area, and themselves rode bicycles during the emergency effort. It 
was not immediately clear who owned the tank, a spokesman said. 
Source: http://www.nydailynews.com/ny_local/2011/01/02/2011-01-
02_hundreds_flee_propane_fog_900_evacuate_as_fumes_spew_from_li_tank.html?r=n
ews 

2. January 1, Associated Press – (Michigan) Pipe under scrutiny in Mich. store 
explosion. A federal agency will inspect a piece of natural gas pipe as regulators 
investigate an explosion that killed two people at a Detroit-area furniture store. A 
spokesman from the Michigan Public Service Commission told the Detroit Free Press 
January 1 that the pipe has been shipped to Houston, Texas for evaluation. Consumers 
Energy said it received two calls about a smell of gas December 29 before an explosion 
destroyed the William C. Franks Furniture store in Wayne, Michigan. The owner was 
rescued, but two employees were killed. The spokesman said the commission is 
checking whether the area has a history of natural gas leaks and whether the utility 
complied with regulations. Businesses were reopened December 31 except for ones that 
were connected to the furniture store or close to it. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2011/01/01/AR2011010102075.html 

3. December 31, Associated Press – (Wisconsin) Tanker truck rollover in Jefferson 
County. Residents near a Jefferson County, Wisconsin, ethanol plant had to briefly 
leave their homes after a tanker overturned and spilled about 3,000 gallons of the fuel 
December 31. The were no injuries reported. A sheriff’s department captain said 
residents were allowed back in their homes December 31. He told the Milwaukee 
Journal Sentinel the tanker was emptied of another 4,700 gallons of ethanol and 
removed from the scene. The spill happened as the tanker left the Valero Renewables 
plant and overturned on soft ground. A spokesman for San Antonio, Texas-based 
Valero said the spill did not affect plant operations or require evacuation of any 
workers. 
Source: 
http://www.nbc15.com/home/headlines/Tanker_Truck_Rollover_In_Jefferson_County
_112717699.html 

4. December 31, CNN – (Midwest) Midwest storms leave 6 dead, cause widespread 
damage. A line of fast-moving storms and possible tornadoes stretching from the Gulf 
Coast states to Illinois left at least six people dead December 31, and caused 
widespread damage to homes and businesses, as forecasters warned of more potentially 
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severe weather. The storm injured residents and destroyed some 25 homes in Phelps 
County, Arkansas after it earlier left more than a dozen people hospitalized in 
northwestern Arkansas, medical officials said. In Mississippi, a storm system knocked 
out power to nearly 20,000 homes in the central part of the state, said a spokeswoman 
for Entergy Corporation. Elsewhere, the storm caused injuries and damage in Pulaski 
and Laclede counties in Missouri, knocking out power at Fort Leonard Wood, a U.S. 
Army post that took a direct hit from a suspected tornado, according to a Laclede 
County emergency management spokesman. 
Source: http://articles.cnn.com/2010-12-31/us/arkansas.tornado_1_midwest-storms-
strong-storm-small-storm?_s=PM:US 

5. December 31, Bloomberg – (Texas) Houston Ship Channel to resume outbound 
traffic. Houston Ship Channel pilots expected to begin reducing the backlog of vessels 
waiting to depart the largest U.S. petroleum port December 31 as fog lifted, according 
to the Coast Guard Vessel Traffic Service. About 23 outbound ships were queued in 
Houston, Texas, with 19 waiting to enter the channel from the Gulf of Mexico after fog 
reduced visibility overnight from December 30, a watch supervisor said. Houston pilots 
began inbound transits at 7:45 a.m. local time,a Lieutenant Junior Grade said. Three 
ships were waiting for pilots to enter the other Galveston Bay ports of Texas City and 
Galveston. Houston tanker traffic also was interrupted December 31 by fog. Many U.S. 
Gulf Coast refiners receive crude supplies by tanker. A prolonged halt may force 
refiners to reduce operating rates, possibly increasing prices for refined products as 
companies turn to spot markets to help meet supply contracts. 
Source: http://www.bloomberg.com/news/2010-12-31/houston-ship-channel-resumes-
inbound-tanker-traffic-amid-fog.html 

6. December 30, Associated Press – (International) Mexico finds 4 more illegal pipeline 
taps. Mexico’s state-owned oil company said it found four more illegal taps drilled into 
pipelines by fuel thieves December 30. Petroleos Mexicanos said none of the taps 
caused leaks or spills. Two of the improvised taps were found in a gasoline pipeline in 
the northern state of Sinaloa. Another tap was found in the Gulf coast state of Veracruz. 
A fourth tap was found in the north-central state of Guanajuato, when police noticed a 
tanker truck filled with diesel sitting in a field. The December 30 announcement came 
after a December 19 explosion at a pipeline killed 29 people. Pemex officials said that 
explosion was apparently caused by an illegal tap. Pemex suffered more than 614 thefts 
from pipelines in 2010. 
Source: http://www.bloomberg.com/news/2010-12-30/mexico-finds-4-more-illegal-
pipeline-taps.html 

7. December 30, Bloomberg – (National) Colonial shut gasoline line due to mechanical 
failure. Colonial Pipeline Co. said it shut its main gasoline line, running from Houston, 
Texas to Greensboro, North Carolina, because of a mechanical failure involving a 
valve. “The line is expected to be back in service later today [December 30],” a 
spokesman for the company said in a telephone interview. Crews discovered the source 
of the malfunction and were working on the repair, he said December 30. The Colonial 
system, the largest pipeline linking U.S. Gulf Coast and East Coast markets, delivers an 
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average of more than 2 million barrels a day of gasoline, home-heating oil, aviation 
fuel, and other refined products through 5,519 miles of pipe to 267 marketing terminals 
across the southern and eastern United States. “Impact from this temporary interruption 
of normal service is expected to be limited to Southern delivery locations,” the 
company said in a bulletin to shippers. 
Source: http://www.bloomberg.com/news/2010-12-30/colonial-shut-gasoline-line-due-
to-mechanical-failure-update1-.html 

[Return to top]  

Chemical Industry Sector 

8. January 1, Fort Scott Tribune – (Kansas) Anhydrous leak shuts down U.S. Highway 
54. Both lanes of U.S. Highway 54 were closed down just west of Nevada, Kansas, 
December 30 at about 2:15 p.m., when a truck towing two tanks containing an 
unknown amount of anhydrous ammonia in the eastbound lane lost control of the tanks, 
causing both to overturn and one of them to rupture. A dense, white vapor emitted from 
the tank, blowing across the highway in gusty winds. Nevada Fire Department 
personnel had to wait for the contents of the tank to discharge and dissipate because the 
rupture was too large for them to plug or patch, according to the fire chief. More than 
an hour and a half later, the cloud was barely visible, but the substance continued to 
leak from the tank, easily detected by its odor. The westbound lanes reopened at about 
4:15 p.m., and eastbound lanes opened just after 4:30 p.m. 
Source: http://www.fstribune.com/story/1691768.html 

9. January 1, Baton Rouge Advocate – (Louisiana) Trailer-truck wreck closes section of 
Interstate 12. Interstate 12 eastbound was closed for more than 10 hours when a 
tandem trailer cargo truck overturned just before the Amite River Bridge at 6:30 a.m. 
December 31, authorities in Baton Rouge, Louisiana, said. While traffic snarled in and 
around Sherwood Forest Boulevard on I-12 westbound, congestion was heavy on I-12 
eastbound from O’Neal Lane in Baton Rouge to Range Avenue in Livingston Parish. 
No injuries or other accidents were reported. All I-12 eastbound traffic was diverted to 
O’Neal Lane and up to Florida Boulevard (U.S. 190). Some motorists also used 
Millerville Road, between O’Neal Lane and Sherwood Forest. Just after 1:30 p.m., 
wreckers pulled trailers out of the ditches to road level, where crews began removing 
hazardous materials. A state police spokesman said the trailers had to be moved to a 
travel lane before workers could unload them and turn them upright since there is no 
shoulder on that portion of I-12. The truck, which was traveling from Orange, Texas, to 
Jackson, Mississippi, was carrying numerous products, including two pallets of 
containers of isoproponol, a flammable liquid, and a small amount of compressor oil, 
which had leaked while the trailer was overturned, the Baton Rouge Fire Department 
spokesman said. Just before 5 p.m., both trailers were upright, offloaded and were to be 
towed while crews cleaned up the area. I-12 eastbound reopened at 5 p.m. 
Source: http://www.2theadvocate.com/news/112738934.html 

For another story, see item 44  
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[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

10. January 3, Associated Press – (Vermont; Texas; National) Vermont gov-elect wants 
nuclear-waste pledge. Vermont’s governor-elect said he wants a solid guarantee that 
the state will get 20 percent of the capacity of a low-level radioactive waste dump in 
Texas before his new administration will approve letting more states use the Vermont-
Texas facility. He said he is sure Vermont does not have that 20 percent guarantee now. 
The Times Argus of Barre quoted the governor-elect as saying the issue was 
developing fast during the New Year’s Day holiday weekend. Currently, Vermont and 
Texas are the only states that can send waste to the Texas facility. Maine was originally 
part of the Texas compact but withdrew. The Vermont governor-elect campaigned last 
fall in favor of shutting the Vermont Yankee nuclear plant in 2012 when its federal and 
state licenses expire. 
Source: 
http://www.bostonherald.com/news/national/northeast/view/20110103vermont_gov-
elect_wants_nuclear-waste_pledge/srvc=home&position=recent 

11. January 2, Quincy Patriot Ledger; Associated Press – (Massachusetts) Pilgrim plant 
to use dyes to find tritium source. The Pilgrim nuclear power plant in Plymouth, 
Massachusetts, planned to start using chemical dyes in January to try and discover the 
origin of high levels of the radioactive isotope tritium in an on-site monitoring well. 
Plant operator Entergy Corp. said elevated levels of tritium that exceed federal drinking 
water standards were found in the well in September. Officials have so far been unable 
to pinpoint the source. Different colored dyes will be used in different systems to try to 
detect the origin. A plant spokesman said the elevated tritium levels do not pose a 
threat to the public water supply or to the marine environment in nearby Cape Cod Bay. 
The spokesman told the Patriot Ledger of Quincy that it could take several weeks for 
the dye tests to show results. 
Source: 
http://www.boston.com/news/local/massachusetts/articles/2011/01/02/pilgrim_plant_to
_use_dyes_to_find_tritium_source/ 

12. January 1, Athens News-Courier – (Alabama) Browns Ferry reactor remains 
offline. A reactor at the Browns Ferry Nuclear Plant near Decatur and Athens, Alabama 
is still offline, 5 days after vibrations in an electrical generator forced operators to shut 
it down. On December 30, a Tennessee Valley Authority (TVA) spokesman said the 
reactor would likely remain offline through the weekend of January 1 and 2, though its 
shutdown has not affected operations elsewhere at the facility. The cause of the 
vibration stems from a subcomponent of the electrical generator called an exciter. That 
component has been removed and shipped to TVA’s power services shop in Muscle 
Shoals, Alabama, where it will be repaired. “We don’t like to forecast (when the reactor 
will be back online), but as soon as we get that equipment repaired, we should begin 
resuming plant operations,” the spokesman said. 
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Source: http://enewscourier.com/local/x1939352262/Browns-Ferry-reactor-remains-
offline 

[Return to top]  

Critical Manufacturing Sector 

13. January 1, Roanoke Times – (Virginia) 4 injured in explosion at factory in 
Blacksburg. An explosion December 31 inside a Blacksburg, Virginia auto parts plant 
injured four contract workers. The flash fire and blast occurred just after 9:30 a.m. 
inside the Federal-Mogul Corp. plant while workers from Roanoke-based LCM Corp. 
were cleaning an aluminum dust duct on the east side of the building. The fire inside 
the plant was quickly extinguished, according to a news release. A truck in an adjacent 
parking lot outside the plant that also caught fire took longer to control. Blacksburg 
fire, police, and rescue officials were the first to respond. The Christiansburg Fire 
Department, the Virginia Department of Emergency Management, and hazardous 
material officials were also at the scene, according to the news release. Federal-Mogul 
is a global auto parts supplier headquartered in Southfield, Michigan. The Blacksburg 
site is one of 107 locations worldwide. It specializes in bearings. 
Source: http://www.roanoke.com/news/nrv/wb/272437 

14. December 30, CNN – (National) Ford, Chrysler recalling thousands of 
vehicles. Ford Motor Co. is recalling 19,600 2011 model year trucks and crossover 
SUVs over concerns an electrical short could cause a fire, the manufacturer said 
December 30. Chrysler Group LLC also is recalling nearly 145,000 trucks and 
crossover wagons in three separate campaigns for steering, stalling, and airbag 
concerns, according to letters posted the week of December 26 on the Web site of the 
National Highway Traffic Safety Administration (NHTSA). Ford decided to recall 
certain 2011 model year F-150 trucks, Super Duty trucks (F-250 through F-550), and 
its Edge and Lincoln MKX vehicles after fires started in the cabs of two F-150 trucks at 
a Michigan assembly plant in November and December, the company said in a letter 
December 27 to the NHTSA. Ford said it will send recall letters to vehicle owners the 
week of January 10. Chrysler’s recalls include one for 22,274, 2008-2011 Dodge Ram 
4500 and 5500 trucks, with the manufacturer saying a ball stud at the end of a tie rod 
could fracture and lead to a loss of steering. The recall was announced after 86 
consumer reports of tie rod replacements due to such a fracture. Also recalled are 
65,180, 2009 Dodge Journey crossover wagons manufactured between November 1, 
2007, and September 7, 2008, because side airbags may not deploy in a crash. Chrysler 
said side-impact pressure sensor circuits may be at risk of fatigue and breaking — a 
condition noticed after consumers reported they were seeing their airbag warning lamps 
light up. A third Chrysler recall involves 56,611, 2011 Dodge Ram 1500 trucks because 
of a rear axle bearing that could seize and cause the vehicle to stall, according to 
Chrysler. The manufacturer said it received 20 reports alleging axle-bearing noise or 
failure, and that most of the failures happened within 500 miles of driving. Chrysler’s 
recalls are expected to begin in February, according to the NHTSA. 
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Source: 
http://www.cnn.com/2010/US/12/30/ford.chrysler.recalls/index.html?iref=allsearch 

[Return to top]  

Defense Industrial Base Sector 

15. December 30, PC Magazine – (National) More cracks found on space shuttle 
Discovery’s fuel tank. NASA revealed December 30 technicians have uncovered even 
more cracks on the space shuttle Discovery’s external tank. It is unclear what effect 
these cracks will have on the shuttle’s planned February 3 launch. Separate cracks 
prompted NASA to scrap a December 17 launch and push it to February. Since then, 
technicians have been working to fix the cracks and discover what caused them in the 
first place. With the latest round of X-ray image scans, technicians discovered small 
cranks on the top of stringers on panel 6, which is on the opposite side of the tank from 
the shuttle. Space Shuttle Program managers are meeting December 30 to decide if 
modifications on the stringers are needed. If they are, those modifications would begin 
January 3. Discovery was initially scheduled to take off and head to the International 
Space Station November 1. Leaks, inclement weather, electrical issues, and cracks, 
however, have delayed that launch more than a half dozen times. 
Source: http://www.pcmag.com/article2/0,2817,2374936,00.asp 

[Return to top]  

Banking and Finance Sector 

16. January 3, BankInfoSecurity.com – (National) Top 9 security threats of 2011. Mobile 
banking and social networks are expected to pose new security threats in the payments 
space in 2011. But security experts said those threats would not displace the Zeus 
botnet, malware attacks, and phishing threats, which for years have plagued banking 
institutions. Fraud attempts will escalate, not diminish, as new threats and channels 
blossom in 2011. As 2010 came to a close, Information Security Media Group caught 
up with a handful of leading industry experts to get their takes on the top security 
threats of 2011. The top 9 threats of 2011 include:(1) Mobile Banking Risks, (2) Social 
Networking Risks, (3) Malware, Botnets, and DDoS attacks, (4) Phising, (5) ACH 
Fraud that leads to Corporate Account takeovers, (6) Cloud Computing Risks, (7) 
Insider Threats, (8) First Party Fraud, and (9) Skimming Attacks. 
Source: http://www.bankinfosecurity.com/articles.php?art_id=3228 

17. January 1, Minnneapolis Star Tribune – (Minnesota) Cyber crime trail leads to 
Winona State students. A U.S. Department of Homeland Security investigation 
dubbed “Operation eMule” has led federal agents to a pair of 22-year-old foreign-
exchange students in Winona, Minnesota, who are suspected to be part of a 
sophisticated cyber crime ring based in Vietnam that has been misusing the identities of 
countless Americans to bilk online retailers out of millions of dollars. Numerous major 
companies have been stung in the scam, including eBay, PayPal, Amazon, Apple, Dell, 
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and Verizon Wireless, according to federal court documents. Authorities said the 
operation is built around stolen identities used to open accounts with eBay, PayPal, and 
U.S. banks. Through those accounts, the fraudsters sell popular, expensive merchandise 
at discounted prices. The sellers fill the orders by purchasing the goods from other 
vendors using stolen financial accounts. When the identity-theft victims protest the 
charges, the merchants end up holding the bag. The two Winona State University 
students controlled more than 180 eBay accounts and more than 360 PayPal accounts 
opened using stolen identities, according to documents unsealed December 29 by a 
federal magistrate judge in St. Paul. 
Source: 
http://www.startribune.com/local/112754219.html?elr=KArks7PYDiaK7DU2EkP7K_
V_GD7EaPc:iLP8iUiD3aPc:_Yyc:aU7DYaGEP7vDEh7P:DiUs 

18. January 1, Los Angeles Times and KTLA 5 San Diego – (California) Suspect in six 
robberies is arrested at San Ysidro border crossing. A 41-year-old man from 
Fresno, California suspected of committing half a dozen robberies throughout 
California was arrested on New Year’s Eve trying to enter the United States at the San 
Ysidro border crossing, the FBI announced January 1. The suspect, a U.S. citizen, was 
booked into jail in downtown San Diego. He is charged with the robbery of a payday 
loan business in San Diego December 20, and a bank in San Diego. He is also 
suspected of robbing banks in Fresno, Tulare, and Thousand Oaks, and robbing a 
pedestrian outside a hotel/casino in Lemoore, about 30 miles south of Fresno, the FBI 
said. The name “Dapper Bandit,” bestowed by the FBI, comes from the appearance of 
the robber during the bank jobs: black golf hat, gray or black sports jacket, and black 
high-collared shirt. He is accused of threatening tellers with a black semi-automatic 
pistol. 
Source: http://latimesblogs.latimes.com/lanow/2011/01/dapper-bandit-suspect-arrested-
san-ysidro.html 

19. January 1, Raleigh News & Observer – (North Carolina) Female Raleigh bank theft 
suspect might be serial robber. A woman who robbed a Wachovia bank in West 
Raleigh, North Carolina, December 30 may be a serial robber who has hit other banks 
along the East Coast, authorities reported. Police are still searching for the heavy-set 
woman who passed a note to a bank teller at a Wachovia branch at 4530 Western Blvd. 
just before 11:30 a.m. and made off with an undisclosed amount of cash. According to 
the Web site ncbankrobbers.com, federal authorities in North Carolina and South 
Carolina think the woman is responsible for robberies that occurred in Wilmington and 
Myrtle Beach, South Carolina, in October. FBI agents in North Carolina reported a 
woman, wearing a long dark wig and carrying an oversize purse, robbed New Bridge 
bank in Wilmington October 12. FBI agents in South Carolina think the same woman 
robbed Conway National Bank in Myrtle Beach October 11. Police have described her 
as a heavy-set woman in her mid- to late 20s. She was last seen in Raleigh wearing a 
green hooded sweatshirt, black skullcap, light-colored pants, and dark sunglasses with 
gold trim. 
Source: http://www.newsobserver.com/2011/01/01/892752/police-suspect-woman-in-
series.html 
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20. December 31, NBC San Diego – (California) FBI ID’s suspect in 4 bank robberies. A 
bank robbery suspect, 42, was charged the week of December 27 with two counts of 
bank robbery in a federal complaint, authorities said in a news release issued December 
31. Those incidents took place April 20 at the Chase Bank in the 5800 block of Balboa 
Avenue in San Diego, California and April 26 at the same bank. The FBI said 
December 31 “the same unknown male bank robber allegedly” robbed the US Bank at 
6325 Adobe Road, in Twentynine Palms, California May 24, and the Bank of America 
in the 57150 block of Twentynine Palms Highway in Yucca Valley July 22. 
Investigators said the San Bernardino County Sheriff’s Department received 
information in June identifying the man in connection to the U.S. Bank robbery in 
Twentynine Palms. A warrant was issued, and, the week of December 27, San Diego 
police and the FBI said they connected the suspect to the robberies in San Diego in 
April. The suspect is 5 feet 9 inches tall and weighs 240 pounds. The FBI is offering a 
reward of up to $1,000 for information leading to the suspect’s arrest and conviction. 
Source: http://www.nbcsandiego.com/news/local-beat/FBI-IDs-Man-Connected-to-4-
Bank-Robberies-112721379.html 

21. January 1, United Press International – (Texas) Bail set for Texas bank holdup 
suspects. Bail was set at $13 million each January 1 for two men accused in a failed 
holdup of a Houston, Texas-area bank, while additional suspects were sought, police 
said. A spokesman with the Pearland Police Department said the two suspects were 
each charged with 13 counts of aggravated robbery, the Houston Chronicle reported. 
The number of counts corresponded to the number of people they are accused of having 
taken hostage December 31 at a Chase Bank branch, the newspaper said. The botched 
robbery turned into a nearly 5-hour hostage situation before the two suspects were 
taken into custody. Authorities were looking for at least two additional suspects seen 
fleeing the scene but were not certain exactly how many people were involved in the 
holdup, ABC News reported. “We are working with the FBI and a task force in order to 
apprehend the suspects,” the spokesman told ABCNews.com. A bank employee was 
assaulted and shots were fired during the episode, but no one was seriously injured and 
no money was taken from the bank branch, the Chronicle said. 
Source: http://www.upi.com/Top_News/US/2011/01/01/Bail-set-for-Texas-bank-
holdup-suspects/UPI-11471293931021/ 

[Return to top]  

Transportation Sector 

22. January 3, KPAX 8 Missoula – (Montana; Minnesota) Weather stalls Montana 
Amtrak service. Icy weather conditions in Montana shut down Amtrak passenger 
trains traveling east of Whitefish to St. Paul, Minnesota. An Amtrak spokeswoman said 
severe weather, low visibility, high winds, and snow were to blame. Amtrak was still 
able to accommodate passengers traveling form Seattle. Washington and Portland, 
Oregon to the Whitefish area, with stops in between. Those planning to travel from 
Whitefish to St. Paul had to make alternate travel arrangements or their tickets were 
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refunded. Amtrak officials hoped to have the tracks reopened sometime January 3. 
Source: http://www.kpax.com/news/weather-stalls-montana-amtrak-service/ 

23. January 3, Los Angeles Times – (California) Snow, wind shut down Interstate 5, a 
traffic nightmare for Southern California travelers. Frigid winter weather stormed 
into Southern California January 2, the final day of the New Year’s holiday weekend, 
causing traffic delays, stranding motorists, and powdering Santa Clarita and several 
other Southland communities with a rare dusting of snow. A cold front that originated 
in the Pacific Northwest brought chilly rains, heavy snow, and wind gusts of up to 90 
miles per hour to the Grapevine, prompting the California Highway Patrol (CHP) to 
shut down Interstate 5 from Castaic to the Kern County line. More than 100 vehicles 
were stranded, some disabled by the snow. Others tried to take back roads and became 
stuck in mud. The CHP sent tow trucks to help dislodge the vehicles and escorted 
others through the pass. But travelers heading north and south faced daunting delays, 
including a detour that took them to California 126, U.S. 101, California 166, and then 
back to the 5. The interstate was not expected to reopen until crews were able to clear 
the road, possibly January 3 or later. 
Source: http://www.latimes.com/news/local/la-me-cold-weather-
20110103,0,3315839.story 

24. January 3, New Haven Register – (Connecticut) Banana truck slips, flips — clogs 1-
95 north in New Haven. A tractor-trailer loaded with bananas lost control on Interstate 
95 and rolled over along New Haven, Connecticut, January 2, closing the northbound 
lanes of the highway for hours. The crash happened at about 9 a.m. and there were no 
reported serious injuries. There was heavy fog at the time of the crash. The driver of the 
tractor-trailer was transported to Yale-New Haven Hospital for cuts and bruises 
suffered in the accident. State police decided the driver was at fault and he was issued 
an infraction for failure to maintain proper lane, and for driving too fast for the 
conditions. Authorities closed down the northbound side entirely in West Haven, and 
diverted motorists off the highway — backing up traffic for more than 7 miles, 
according to the state department of transportation. State police in a press release said 
the tractor-trailer was traveling northbound on Interstate 95 in the right lane of three. 
The driver lost control, striking the Jersey barrier off the right shoulder of the highway. 
The truck struck the Jersey barrier multiple times before the vehicle turned on its side 
and came to stop with the tractor in the right travel lane and the trailer over the Jersey 
barrier on the embankment. 
Source: 
http://www.middletownpress.com/articles/2011/01/03/news/doc4d21d2938f975769587
224.txt?viewmode=fullstory 

25. January 1, Chicago Tribune – (Illinois) Travelers cause temporary security concern 
at O’Hare. Two apparently confused travelers at Chicago O’Hare International 
Airport’s Terminal 2 in Illinois, January 1 caused the temporary closure of nearby 
checkpoints for 30 minutes while authorities worked to make sure security had not been 
breached, officials said. About 6:12 p.m. it was thought the couple had caused a 
security breach by exiting and then re-entering a secure area, and Transportation 

http://www.kpax.com/news/weather-stalls-montana-amtrak-service/�
http://www.latimes.com/news/local/la-me-cold-weather-20110103,0,3315839.story�
http://www.latimes.com/news/local/la-me-cold-weather-20110103,0,3315839.story�
http://www.middletownpress.com/articles/2011/01/03/news/doc4d21d2938f975769587224.txt?viewmode=fullstory�
http://www.middletownpress.com/articles/2011/01/03/news/doc4d21d2938f975769587224.txt?viewmode=fullstory�


 - 11 - 

Security Administration (TSA) authorities shut down the immediate area until 6:45 
p.m. during the investigation. But it was determined the couple never entered the non-
secure side of the airport, and there was no threat, a TSA spokesman said. The travelers 
were sent on their way. No terminals were evacuated, however, the exits from the 
secure to the non-secure side were closed while a search was conducted. Once it was 
determined there had been no breach, the search was called off and the exits were 
reopened. At least one of the travelers had hurriedly entered the exit lane while looking 
for a specific gate, causing security officials to respond, a spokesman for Chicago 
Police News Affairs said. 
Source: http://www.chicagobreakingnews.com/2011/01/traveler-causes-temporary-
security-concern-at-ohare.html 

26. January 1, KTVB 7 Boise and Associated Press – (Oregon; Idaho) I-84 reopens in E. 
Oregon after train derailment. A more than 100-mile stretch of Interstate 84 in 
eastern Oregon was closed for nearly 4 hours December 31 after a train derailed near 
the highway. Authorities shut down the interstate between Ontario and La Grande. A 
Union Pacific Railroad spokesman said no materials that could harm people were 
aboard the westbound freight cars that derailed about 11:40 a.m. State police said there 
were no injuries, and no one had to be evacuated from the train. The derailment was 
near Weatherby, which is between Baker City and Ontario. The cars that derailed were 
open-top gondola cars that the spokesman said usually carry rock, gravel and cement. 
An Oregon Department of Transportation spokesman said the highway closure was 
originally from Baker City to Ontario, but was extended to La Grande to prevent too 
many cars and trucks from backing up in Baker City. 
Source: http://www.ktvb.com/home/Interstate-84-closed-from-Ontario-to-Baker-City-
due-to-train-derailment-112725844.html 

27. December 31, azfamily.com – (Arizona) NB I-17 back open after bus fire closes 
Stack for hours. In Arizona, an early morning bus fire forced the closure of 
northbound Interstate 17 at the Stack December 31. According to the Arizona 
Department of Public Safety (DPS), the fire department was working to secure the gas 
line valves on the Valley Metro bus. “They want to make sure they have that 
completely disarmed before they try to move the bus out of there,” a DPS spokesman 
said at the time of the blaze. It was a propane tank on the back of the bus that caught 
fire, firefighters on the scene said. Huge flames could be seen shooting from the bus 
just before 6 a.m. Fire crews let the fire burn itself out. The driver was the only person 
on board when the fire started. He was not injured. Northbound traffic on I-17 was 
diverted to Interstate 10. The ramps from the 10 to the 17 were closed until just before 
11 a.m. 
Source: http://www.azfamily.com/news/local/Bus-fire-closes-NB-I-17-at-The-Stack-
112712484.html 

For more stories, see items 1, 8, 9, 38, and 39  
 
[Return to top]  
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Postal and Shipping Sector 

28. December 31, Newark Star-Ledger – (New Jersey) Four Newark council members 
receive threatening notes laced with baking powder. Four Newark, New Jersey 
council members have received threatening letters laced with a white powder in an 
apparent hoax that has unnerved city leaders, authorities said December 30. 
Investigators would not disclose what the letters said but confirmed the substance was 
only baking soda. While the city’s emergency services descended on city hall to 
investigate December 30, it was business as usual for the council, which conducted a 
scheduled meeting. Members were given a security briefing afterward. The incident is 
being investigated by the Newark Fire Department and its hazardous-materials team. 
Source: 
http://www.nj.com/news/index.ssf/2010/12/four_newark_council_members_re.html 

[Return to top]  

Agriculture and Food Sector 

29. January 2, Associated Press – (National) Companies hope sourcing will stem illegal 
honey. Honey companies and importers are launching a program in January to try to 
stop the flow of illegally sourced honey from coming into the United States. The True 
Source Honey Initiative is an effort by a handful of producers and importers looking to 
certify the origin and purity of honey sold to U.S. consumers in jars and products such 
as cereals, snacks, and glazes. Americans consume about 350 million pounds of honey 
per year, but domestic honey cannot meet that demand. The initiative wants the 
countries of origin and ingredients inside the honey jar to match the product, said a 
spokeswoman for Pennsylvania-based Dutch Gold Honey, one of the initiative partners. 
Certification would come after a third-party annual audit that would cost honey packers 
and exporters $2,000 to $4,000. The initiative is finalizing a seal it would offer those 
who pass the audits to place on their packaging. U.S. beekeepers would not be directly 
subjected to an audit, the spokeswoman said. The U.S. Food and Drug Administration 
is reviewing a petition seeking a national “pure honey” standard. 
Source: http://www.dailydemocrat.com/news/ci_16992679 

30. January 1, Newark Star-Ledger – (National) Ground beef sold in N.J. is recalled for 
possible E. coli contamination. Retailers in six states received shipments of beef 
products in recent weeks that may contain a deadly strain of the E. coli bacteria, federal 
officials have said. The organic beef was produced by California-based First Class 
Foods and sold under several names, according to the U.S. Department of Agriculture. 
The company is voluntarily recalling 34,373 pounds packaged December 7 and 16. The 
products were sold under the Nature’s Harvest and Organic Harvest brand names. Each 
of the affected package labels includes the number “EST. 18895” and the identifying 
pack date “10341 and 10350 Julian date.” There were no reports of illness connected to 
the beef as of December 31, the company said. Concerns about the products were 
raised after beef produced by First Class on another day tested positive for E. coli 
O157:H7, a particularly aggressive form of the bacteria, according to federal officials 
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and the company. 
Source: 
http://www.nj.com/news/index.ssf/2011/01/ground_beef_sold_in_nj_is_reca.html 

31. December 31, MyHealthNewsDaily – (California; National) California firm recalls 
teriyaki beef jerky products. Bach Cuc Beef Jerky, Inc., a South El Monte, California 
establishment, is recalling approximately 3,874 pounds of teriyaki beef jerky products 
because they contain an undeclared allergen, wheat, the U.S. Department of 
Agriculture’s Food Safety and Inspection Service announced December 31. Wheat is a 
known allergen, which is not declared on the label. The products were distributed to 
retail establishments nationwide. 
Source: http://www.myhealthnewsdaily.com/california-firm-recalls-teriyaki-beef-jerky-
products-0966/ 

32. December 31, WTAQ 1360 AM Green Bay – (Minnesota; National) Officials warn of 
tainted apple cider. Officials in Minnesota have urged people not to drink certain 
types of apple cider made by the Pepin Heights Orchard. Lab tests found that it might 
have patulin, a mold toxin. The company is located at Lake City on the Minnesota-
Wisconsin border. And the cider in question was sold in half-gallon and one-gallon 
plastic jugs in Wisconsin, Minnesota, Iowa, Florida, Texas, and Arizona. No one has 
been reported to get sick from drinking the cider. Officials said consumers should 
discard it. Meanwhile, the orchard is working with Minnesota agriculture officials to 
find the source of the toxin. 
Source: http://whbl.com/news/articles/2010/dec/31/officials-warn-tainted-apple-cider/ 

33. December 31, MyHealthNewsDaily – (Alabama) Alabama firm recalls breaded 
chicken wing products. Pilgrim’s Pride, a Boaz, Alabama establishment, is recalling 
approximately 180,000 pounds of breaded chicken wing products because they contain 
an undeclared allergen, egg, the U.S. Department of Agriculture’s (USDA) Food Safety 
and Inspection Service announced December 31. Egg is a known allergen, which is not 
declared on the label. The products subject to recall include: 20-pound boxes of “Pierce 
Chicken Uncooked Hot & Spicy Breaded Chicken Wings Drummettes and Wing 
Portions” with the USDA mark of inspection, each box containing four 5-pound bags; 
10-pound boxes of “Sweet Georgia Brand Uncooked Hot & Spicy Breaded Chicken 
Wings 1st and 2nd Sections” with the USDA mark of inspection, each box containing 
two 5-pound bags. 
Source: http://www.myhealthnewsdaily.com/alabama-firm-recalls-breaded-chicken-
wing-products-0967/ 

34. December 31, Baxter Bulletin – (Arkansas) Kankey arrested for cruelty to horses; 
Viola man faces five felony, 113 misdemeanor charges. After 3 weeks of 
investigation, authorities arrested a 49-year-old Viola, Arkansas man December 30 on 
five felony charges of aggravated cruelty to a horse. He also faces 113 misdemeanor 
cruelty to animals charges. Each felony charge carries a maximum of 6 years in prison 
upon conviction. The man was arrested by Boone County Sheriff’s deputies December 
30 and brought to the Boone County Detention Facility where he was being held on the 
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arrest warrant from Fulton County. The affidavit for the man’s arrest states a Fulton 
County deputy went to a call at the suspect’s U.S. Hwy. 62 home December 7 to help 
people get horses off the highway and back into a corral on the man’s property. As the 
deputy did so, he noticed a dead white horse that appeared to have been partially eaten 
by animals. The deputy noted the other horses appeared to be in poor health, and that 
there appeared to be no food, hay, or water for the horses. Two days later, authorities 
went back to the man’s property and seized 116 live horses. Three dead horses were 
found on the property, according to the affidavit. 
Source: http://www.baxterbulletin.com/article/20101231/NEWS01/12310336 

35. December 31, North Platte Telegraph – (Nebraska) Bells and whistles’ saved lives in 
G-burg explosion. The president and CEO of All Points Cooperative in Gothenburg, 
Nebraska said the explosion of the grain elevator December 29 could have been much 
worse than what it was. “We had every single one of our employees in that elevator or 
around it when the explosion happened,” he said. In November 2008, a separate 
explosion occurred at night with only one employee in the elevator. That employee was 
injured and treated for burns. The CEO said all the safety features they added following 
the 2008 explosion helped. “The explosion panels did what they were supposed to do 
and the tops of the tubes let the boom out like they were supposed to do, so we were 
very fortunate,” he said. The CEO said he was hopeful the cooperative would be back 
in operation much sooner than it took after the previous explosion. Evaluations of the 
damage, both structural and financial, are still being evaluated, and the CEO said it 
could take some time before he knows the full extent of either. The weather December 
30 slowed down the investigation and is not expected to improve until January 2. 
Source: http://www.nptelegraph.com/articles/2010/12/31/news/40001199.txt 

For another story, see item 24  
 
[Return to top]  

Water Sector 

36. January 3, WJBK 2 Detroit – (Michigan) Highland Park Schools closed Monday due 
to water emergency. School has been canceled in Highland Park, Michigan, after a 
pump failed in the city’s water system the week of December 27. About 1,200 students 
from Barber Focus School, Henry Ford Academy, and Highland Park Community High 
School remained home January 3. Officials planned to distribute bottled water to 
students when schools reopened January 4. The school closures followed a weekend of 
water problems in the city of about 17,000 residents that borders Detroit. Wayne 
County declared a state of emergency January 1 after a water main failure the day 
before left hundreds of residents without running water and streets flooded by leaking 
hydrants. Bottled water was distributed to residents. Water pressure in much of the city 
was returned January 3, but a boil-water advisory remained in effect. 
Source: http://www.myfoxdetroit.com/dpp/news/local/highland-park-water-woes-
01012011 
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37. January 3, Charleston State Journal – (West Virginia) Fairview water tank 
collapses. People in the town of Fairview, West Virginia, were being asked to conserve 
water after the town’s water tank collapsed January 2. The tank fell to the ground at 
about 1 p.m., but water did not flood the area. Officials said Fairview would not lose 
water if the tank failed, but the city would be under a boil-water advisory. The 
maintenance supervisor at the water plant said the town has already planned to replace 
it. 
Source: http://www.statejournal.com/story.cfm?func=viewstory&storyid=91969 

[Return to top]  

Public Health and Healthcare Sector 

38. January 3, Associated Press – (National) Investigation finds safety issues with some 
Quest Diagnostic flights. The federal investigation into a fatal 2009 plane crash in 
New Jersey has uncovered allegations the country’s largest medical lab operator, Quest 
Diagnostics, put commerce ahead of safety and threatened pilots who complained about 
inadequate training, dangerous flying practices, and crushing workloads. A pilot and 
co-pilot were seriously injured in the August 21, 2009, crash of the twin-engine Beech 
58 at Teterboro Airport. The pilot died 2 weeks later. The National Transportation 
Safety Board (NTSB) has not determined an official cause, but its preliminary report 
issued in November contains allegations from current and former employees of 
Madison, New Jersey-based Quest. Among them: Pilots often flew with insufficient 
rest time between flights; flights carrying medical samples routinely carried more dry 
ice than allowable under FAA guidelines, which can cause confusion, dizziness, or 
unconsciousness after it sublimates into carbon dioxide in a confined space like a plane 
cabin. Pilots told investigators of being “overcome by carbon dioxide prior to engine 
start, during takeoff, as well as experiencing symptoms in flight,” and of not receiving 
training in the use of on-board oxygen but being told “not to use the oxygen unless we 
were impaired.” In an e-mailed statement, the company said the conclusions in the 
NTSB report are “based on an incomplete and inaccurate investigation.” 
Source: 
http://www.pottstownmercury.com/articles/2011/01/03/news/doc4d21c2218757e19921
9995.txt?viewmode=fullstory 

39. January 3, DNAinfo.com – (New York) Manhole fires force building evacuation in 
East Harlem. A center for disabled adults was evacuated January 3 in East Harlem, 
New York, when two manholes caught on fire, New York City Fire Department 
(FDNY) officials said. Roughly 100 people from the Shield Institute on 104 E. 107th 
were evacuated to a nursing home on 106th and Fifth Avenue after the fire broke out 
just after 7 a.m. Park Avenue was shut down from 106th Street to 109th Street and 
107th Street was shut down from Lexington to Park avenues as firefighters battled the 
blaze. The manholes most likely caught fire when water from melting snow and road 
salt seeped into them and sparked on electrical wires, fire officials said. There were no 
injuries reported, and the fire was put under control just after 10 a.m., according to the 
FDNY. 
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Source: http://www.dnainfo.com/20110103/harlem/manhole-fires-force-building-
evacuation-east-harlem 

40. January 2, San Antonio Express-News – (Texas) Security device prompts bomb 
squad call, evacuation. A business owner’s homemade security device inside an office 
in the South Texas Medical Center caused a security guard to call 911 to report the 
suspicious device, resulting in a fire and police response that closed a nearby 
McDonald’s and cordoned off several businesses January 2. A San Antonio, Texas 
police sergeant said the owner of Argus Environmental Consultants, who was in 
Atlanta but reached by telephone January 2, told police he had wired a propane tank 
with an electronic device and a note to the inside of the office’s front door to deter 
burglars. The note read, “If this detonates, call 911,” he said. Police and fire officials 
took the device seriously when the security guard called around 6:15 a.m., cordoning 
off other offices and businesses within 300 feet. The hazardous materials team, bomb 
squad, and arson investigators assisted in the investigation, along with several police 
officers, firefighters, and medical officials. 
Source: http://www.mysanantonio.com/news/local_news/article/Security-device-
prompts-bomb-squad-call-932495.php 

41. January 1, Reuters – (Maryland) Employee attacked, killed inside Maryland 
hospital. An employee was attacked and killed inside a Bethesda, Maryland hospital 
January 1, forcing the facility to lock down for several hours while police searched for 
an assailant. The 40-year-old worker was assaulted in a non-patient care area of 
Suburban Hospital at about 10:30 a.m., a spokeswoman said. The hospital was locked 
down for several hours, and no one was allowed to leave, while police conducted a 
thorough search of the hospital and grounds. “Patients, staff and visitors were safe 
throughout the ordeal and kept apprised of the situation via personnel in a command 
center established at the hospital in case of an event or disaster,” she said. The hospital 
was reopened at about 2:25 p.m. local time. A Montgomery County Police 
spokeswoman said the assailant was not found during the search and that the case was 
being treated as a homicide. 
Source: http://www.reuters.com/article/idUSTRE7001GY20110101 

42. December 31, KKTV 11 Colorado Springs – (Colorado) Saint Francis Health Center 
evacuated due to water main break. Saint Francis Health Center in Colorado Springs, 
Colorado, was evacuated December 31 due to a water main break on the 5th floor. 
Frozen pipes may be to blame for the flooding and forced evacuations. Staff and 
patients of Saint Francis Health Center at 825 Pikes Peak Avenue were moved from the 
building. About 15 behavioral health and psychiatric patients and nine hospice patients 
were evacuated, and were transported to other medical facilities for the time being. The 
break happened around 12 p.m. and the water was shut off about an hour later. 
Source: 
http://www.kktv.com/news/headlines/Saint_Francis_Health_Center_Evacuated_Due_T
o_Water_Main_Break_112730254.html?ref=254 
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43. December 31, WYFF 4 Greenville – (South Carolina) GHS patient records 
discovered in abandoned shed. Boxes of patient records left in a shed near the former 
Allen Bennett Memorial Hospital site in Greer, South Carolina, were discovered 
December 31 after an anonymous tipster e-mailed WYFF News 4. Greenville Hospital 
System (GHS) gave the campus to the city of Greer last year after the medical facilities 
on Wade Hampton Boulevard relocated to Buncombe Road. A News 4 reporter went 
out to the site and said it looked like GHS packed everything up, but overlooked the 
patient documents. The shed, located behind a Greenville County EMS building, is 
completely visible from the road. The door was chained up, but there is enough space 
left open for a body to fit through. The door at the back of the shed was completely 
pulled off, giving anyone access to the medical documents. The president of the 
Greenville Hospital System’s Greer Medical Campus said, “The shed contained several 
boxes of documents dating back to the 1990s. The documents, while not medical 
records, do contain certain patient information. However, the boxes do not appear to 
have been tampered with in any way.” 
Source: http://www.wyff4.com/news/26333819/detail.html 

44. December 31, WIS 10 Columbia – (South Carolina) Four dogs dead, 13 hunters 
decontaminated after coming across harmful pesticide. The lockdown at the 
KershawHealth Medical Center in Camden, South Carolina was lifted December 31 
around 6:30 p.m. after a group of hunters were admitted for coming in contact with a 
pesticide. A health center spokesperson said a group of 13 hunters were out in Lee 
County, South Carolina for a hunting party December 30 when some of their dogs 
came in contact with the substance. It was later identified as the agricultural pesticide 
Temik, which health officials indicate can be harmful. Exposure to high amounts, 
specifically the active ingredient — Aldicarb — can cause weakness, blurred vision, 
headache, nausea, sweating, and tremors in humans. The same symptoms apply to 
animals. A doctor with South Carolina Veterinary Specialists explained the hunters’ 
dogs died from breathing failure. Four of the dogs rolled in and ingested very high 
doses of the pesticide, which was fatal, causing paralysis to their respiratory systems. A 
local veterinarian in Bishopville is treating the remaining dogs. The health center also 
indicated three adults and one 11-year-old boy were admitted around 4 p.m. December 
30 after coming in contact with the substance. The spokesperson said the patients left 
the substance in their vehicle. Nine other adult hunters arrived later in the evening. The 
spokesperson said the health center was put on lockdown to avoid contamination, but a 
spokesperson said there was never any danger to anyone in the facility. Staff worked to 
decontaminate the affected individuals, who are were expected to be all right. The 
adults were treated and released the night of December 30. The boy was held overnight 
for further testing after experiencing mild symptoms from the pesticide and was 
released the next morning. A spokesman with the state department of natural offices 
said it is trying to figure out how the pesticide got there, and if there was any more of it. 
Source: http://www.live5news.com/Global/story.asp?S=13761857 

45. December 30, United Press International – (National) Medical center pays $30M for 
violations. A Detroit, Michigan medical center agreed to pay $30 million December 29 
to settle federal charges stemming from a kickback scheme, the U.S. Justice 
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Department (DOJ) said. Federal prosecutors charged the medical center, which owns 
and operates facilities in Detroit, with engaging in inappropriate relations with referring 
doctors, mostly concerning independent contractor relationships and office lease 
agreements that were not up to fair market value or not formalized in writing. 
“Improper financial relationships between healthcare providers and their referral 
sources can corrupt a physician’s judgment about the patient’s true healthcare needs,” 
said the assistant attorney general for the Justice Department’s Civil Division. the 
medical center is in the process of selling its facilities to Vanguard Health Systems Inc., 
of Nashville, Tennessee. The alleged violations pertained to the medical center’s 
transaction with Vanguard. The hospital, which also signed the settlement, discovered 
and disclosed the violations, DOJ said. 
Source: http://www.globe-democrat.com/news/2010/dec/30/medical-center-pays-30m-
for-violations/ 

46. December 30, Cambridge Chronicle – (Massachusetts) Armed, intoxicated 
Cambridge man forces evacuation of hospital. A floor at McLean Hospital in 
Belmont, Massachusetts, was evacuated December 29 after an armed and intoxicated 
Cambridge man allegedly verbally abused the staff and refused to leave the hospital. 
According to a police report, the 60-year-old man entered one of the hospital buildings 
wearing a holstered handgun underneath his coat and became verbally abusive to 
McLean staff when asked about the gun. He then reportedly went into a room to visit a 
female patient he knew. Belmont police were called to the scene and evacuated the 
floor while officers engaged in limited conversation with the man through the closed 
door of the woman’s room. The North Eastern Massachusetts Law Enforcement 
Council SWAT team was also called to the scene. As the SWAT team arrived and 
suited up, the man allegedly exited the room, unholstered his pistol and pointed it in the 
direction of the Belmont officers surrounding the room. The suspect was ordered to 
drop his weapon, which he did. He was then taken into custody without further 
incident. The man was arrested and charged with assault by means of a dangerous 
weapon and carrying a firearm while under the influence of alcohol. 
Source: http://www.wickedlocal.com/cambridge/news/x1458581999/Armed-
intoxicated-Cambridge-man-forces-evacuation-of-hospital 

[Return to top]  

Government Facilities Sector 

47. January 3, Orange County Register – (California) Bomb threat called in at high 
school. A bomb threat called from a pay phone January 3 prompted sheriff’s officials to 
send the bomb squad to San Clemente High School in San Clemente, California, where 
classes were expected to resume the same day. Members of the Orange County Sheriff 
Department’s bomb squad, as well as bomb-sniffing dogs, searched the school for 
nearly 4 hours, but found no dangerous material, said a police lieutenant with the 
sheriff’s department. Deputies received a call at 1:30 a.m. of a possible bomb inside the 
school. 
Source: http://www.ocregister.com/news/bomb-282461-school-england.html 
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48. January 3, Army Times – (National) Policy puts troops at risk for identity theft. U.S. 
troops may be among the most vulnerable Americans to identity theft. That is because 
the U.S. military is overusing Social Security numbers (SSNs) and putting at risk 
troops’ most basic personal information, according to a report from several professors 
at the U.S. Military Academy at West Point in New York. The problem has been 
apparent for years, and the Pentagon has issued a stream of policies and directives to 
curtail the risk. But the underlying problem is a culture where troops are constantly 
prompted to provide their SSNs when doing basic daily tasks such as logging onto 
computers, signing up for medical care, and accessing routine military facilities. “The 
military culture is one of widespread compulsory Social Security number disclosure,” 
concluded the report, released in early December and published online by the Small 
Wars Journal. “We need widespread, systemic changes to the culture and processes 
surrounding the use of personal information, and these changes need to be embraced 
and enforced by commanders at every level,” the report said. 
Source: http://www.armytimes.com/news/2011/01/military-troops-at-risk-for-identity-
theft-010211w/ 

49. January 2, Washington Post – (District of Columbia; Virginia) Airspace breach shuts 
Capitol. The U.S. Capitol complex in Washington D.C. was evacuated January 1 when 
an aircraft entered restricted space, prompting a 30-minute shutdown of the Senate and 
House buildings. Capitol Police contacted the pilot of the errant aircraft, which landed 
safely at Ronald Reagan Washington National Airport in Arlington, Virginia. Capitol 
Police and the Transportation Security Administration are investigating the incident. 
Much of the Capitol complex was empty because lawmakers and staffers were away for 
the holidays. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2011/01/01/AR2011010102473.html 

50. January 1, Gainesville Sun – (Florida) Library bomb threat brought Levy County 
police dog to Gainesville. A Levy County Deputy and his K-9 partner, who is trained 
to sniff bombs, were needed to search the Alachua County Library in Gainesville, 
Florida, after a bomb threat was called in December 30. Because of the size of the 
library — 86,000 square feet — Gainesville police needed extra help to search. “It was 
a bomb threat and with all of that space it would have been a safety issue and would 
have taken forever [to search] without that dog,” a Gainesville police corporal said. 
“Levy County was the closest one that they could get to at the time.” A bomb-sniffing 
team from the Alachua County Sheriff’s Office was able to join the search later. No 
bomb was found. 
Source: 
http://www.gainesville.com/article/20110101/COLUMNISTS/110109995/1020/news?
Title=Library-bomb-threat-brought-Levy-County-police-dog-to-Gainesville&tc=ar 

51. December 31, KCBD 11 Lubbock – (Texas) Lubbock prisoner claimed Al Qaeda 
ties, threatened President. A one-time prisoner at the Montford prison unit in 
Lubbock, Texas, admits he claimed to be part of Al Qaeda and that he threatened to kill 
the U.S. President. The 37-year-old admitted he wrote letters in 2009 to government 
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officials that said he would blow up government workers. According to court records, 
another letter said, “In the name of Allah down with the USA and down with the 
President of the USA. I will get out soon and when I do I will kill your President.” As 
part of a guilty plea, those letters will cost the man up to 15 years in prison. 
Source: http://www.kcbd.com/Global/story.asp?S=13765696 

For more stories, see items 4, 28, 36, and 54  
 
[Return to top]  

Emergency Services Sector 

52. January 3, KIII 3 Corpus Christi – (Texas) Police recover blasting caps, and TNT, 
but not C4. Corpus Christi, Texas police have recovered most of the explosives that 
were stolen from a police storage site in Annaville, Texas, December 8. Acting on a tip, 
police arrested a 20-year-old suspect, December 30, and found much of what they were 
looking for in the Nueces River near Labonte Park. As of January 3, police had 
recovered all 87 of the blasting caps, and TNT that was stolen, but had not recovered 
the C4 that was stolen. Dive teams recovered most of the stolen items from the Nueces 
River by Labonte Park. Police arrested the suspect at his Annaville apartment. He is 
charged with two counts of burglary. Police said whatever explosives remained in the 
river did not pose a threat to the public. Officials said the investigation remained active, 
and that the search would continue as police attempt to recover the remaining items that 
are missing, including the C4. 
Source: http://www.kiiitv.com/Global/story.asp?S=13766742 

53. January 1, Associated Press – (Virginia) Two civilians killed after Va. medical 
helicopter collides with plane. A small aircraft collided with a medical helicopter in 
the air December 31 in rural western Virginia, killing two people on the plane. A 
Federal Aviation Administration (FAA) spokesman said the collision occurred at about 
2:30 p.m., a half-mile north of the Shenandoah Valley Regional Airport in Weyers 
Cave. The two people killed were aboard a Cessna 172 plane. The 2005 Eurocopter, 
with three people aboard, was damaged but landed safely. A Virginia State Police 
spokesman said the people on the helicopter walked away. She said the helicopter had 
just dropped off a patient at the University of Virginia Medical Center and was 
returning to the airport when the accident occurred. The destination of the Cessna was 
not available. The FAA spokesman said it appeared the helicopter was attempting to 
land and the 1967 Cessna was taking off when they collided. The plane immediately 
nose-dived into the ground, while the helicopter landed in the field. National 
Transportation Safety Board investigators were on the scene December 31. 
Source: http://www.emsworld.com/article/article.jsp?id=15697&siteSection=1 

54. December 29, San Diego Union-Tribune – (National) Five months in, national guard 
helps reduce gaps at border. California National Guard members have assisted in 
1,319 apprehensions along the state’s boundary with Mexico, where they have worked 
since August in support of U.S. Customs and Border Protection (CBP) under the 
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Presidential Administration’s plan to beef up border security. The state’s contingent of 
260 soldiers assigned to the San Diego sector adds about 10 percent in staffing to the 
Border Patrol’s 2,500 agents. In addition to arrests, the soldiers have deterred 180 
individuals from illegal entry, said a CBP spokesman. In July, before the soldiers 
arrived, apprehensions totaled 5,113. Then there were 4,528 arrests in August and 
4,012 in September. A year earlier, August and September apprehensions averaged 
about 6,500 per month. The soldiers “are helping us to deter people from making entry 
and when they do make entry, (the troops) are helping us make apprehensions through 
their detection,” the CBP spokesman said. In addition to detection teams, a small 
number of National Guard personnel are serving as intelligence analysts with 
Immigration and Customs Enforcement on narcotics and human-trafficking 
investigations. Those soldiers had a direct impact on finding a drug tunnel and 15 tons 
of marijuana in early November. 
Source: http://www.signonsandiego.com/news/2010/dec/29/five-months-national-
guard-helps-reduce-gaps-borde/ 

For another story, see item 65  
 
[Return to top]  

Information Technology Sector 

55. January 3, Computerworld – (International) Chinese hackers dig into new IE bug, 
says Google researcher. An accidental leak may have confirmed Chinese hackers’ 
suspicions that Internet Explorer has a critical unpatched vulnerability, a security 
researcher said January 1. The bug was one of about 100 found by a noted browser 
vulnerability researcher and Google security engineer using a new “fuzzing” tool. The 
vulnerabilities were in IE, Firefox, Chrome, Safari, and Opera. According to the 
researcher’s account, a developer working on WebKit — the open-source browser 
engine that powers Apple’s Safari and Google’s Chrome — “accidentally leaked” the 
location of the then-unreleased fuzzing tool. Google’s search engine then added that 
location to its index. “On December 30, I received ... search queries from an IP address 
in China, which matched keywords mentioned in one of the indexed cross_fuzz files,” 
the researcher said. Those searches were looking for information on a pair of functions 
in “Mshtml.dll,” IE’s browser engine, that he said were unique to the vulnerability, and 
that had “absolutely no other mentions on the Internet at that time.” The person or 
persons searching for the functions then downloaded all the available cross_fuzz files. 
Source: 
http://www.computerworld.com/s/article/9202959/Chinese_hackers_dig_into_new_IE_
bug_says_Google_researcher 

56. December 31, H Security – (International) 27C3: danger lurks in PDF documents. At 
the 27th Chaos Communication Congress (27C3) in Berlin, Germany a security 
researcher from the U.S. company FireEye noted security problems in connection with 
Adobe’s PDF standard. A PDF can reportedly contain a database scanner that becomes 
active and scans a network when the document is printed on a network printer. Also, it 
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is reportedly possible to write PDFs that display different content in different operating 
systems, browsers, or PDF readers – or even depending on a computer’s language 
settings. The researcher said other risks are generated through the support of inherently 
insecure script languages such as JavaScript, formats such as XML, RFID tags and 
digital rights management (DRM) technologies. 
Source: http://www.h-online.com/security/news/item/27C3-danger-lurks-in-PDF-
documents-1162166.html 

57. December 30, Softpedia – (International) Windows phone marketplace hack 
demoed. A whitehat hacker has cracked the digital rights management system enforced 
by Microsoft on Windows Phone 7 and demonstrated a simple method that allows users 
to install any application from the Windows Phone Marketplace for free. The Windows 
Phone Marketplace is Microsoft’s online store for Windows Phone 7 applications and 
allows users to browse, try and install free or commercial apps. During the week of 
December 26, a user posted on the XDA forums a guide covering is needed to crack the 
protection of the Windows Phone Marketplace. Most of the steps in that guide were 
already doable to some extent except one — removing the XAP (app installer format) 
signature. WPCentral reports a developer created a simple application, which allow 
people to download and crack any XAP file from the official marketplace. The tool was 
demoed in a video, but has not been publicly released. 
Source: http://news.softpedia.com/news/Windows-Phone-Marketplace-Hack-Demoed-
175566.shtml 

58. December 30, Computerworld – (International) Microsoft warns of Word 
attacks. Hackers are exploiting a vulnerability in Microsoft Word to plant malware on 
Windows PCs, Microsoft said December 28. The bug in Microsoft Word 2002, 2003, 
2007, and 2010 was patched November 9 as part of Microsoft’s monthly security 
update. Word 2008 and 2011 for the Mac have also been patched, but Microsoft has not 
yet issued a fix for the same flaw in the older Word 2004. The circulating attacks affect 
only Windows versions of the suite, however. According to the Microsoft Malware 
Protection Center (MMPC), the group that investigates attack code and issues signature 
updates for the company’s antivirus software, the first in-the-wild exploits were 
detected the week of December 19. When Microsoft shipped the Word patch in 
November, it rated the bug as “1” on its exploitability index, meaning it believed a 
working attack would pop up within 30 days. The attack uses a malicious RTF (Rich 
Text Format) file to generate a stack overflow in Word on Windows, said an MMPC 
researcher. Following a successful exploit, the attack code downloads and runs a Trojan 
horse on the compromised computer. 
Source: 
http://www.computerworld.com/s/article/9202819/Microsoft_warns_of_Word_attacks 

59. December 30, Help Net Security – (International) The significant decline of spam. In 
October 2010, Commtouch reported an 18 percent drop in global spam levels 
(comparing September and October). This was largely attributed to the closure of 
Spamit around the end of September. Spamit is the organization allegedly behind a fair 
percentage of the worlds pharmacy spam. Analysis of the spam trends to date reveals a 
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further drop in the amounts of spam sent during Q4 2010. December’s daily average 
was around 30 percent less than September’s. The average spam level for the quarter 
was 83 percent down from 88 percent in Q3 2010. The beginning of December saw a 
low of nearly 74 percent. The nature of the spam attacks has also clearly changed. The 
pre-October graph shows large fluctuations in the amounts of spam sent. In Q4 2010 
there were generally lower fluctuations — aside from two large outbreaks in mid-
October and mid-December. The large amounts of pre-Christmas spam are something 
of a tradition, but the outbreak was smaller than most of the large outbreaks in 2010. In 
the past, spam levels have decreased only to return to even higher levels within short 
periods. 
Source: http://www.net-security.org/secworld.php?id=10381 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

60. January 3, BBC News – (International) New year mobile bug strikes French 
texters. Hundreds of French mobile phone users said a bug prompted them to send 
dozens of unintended new year messages. French mobile operators have already 
revealed that 930 million texts were sent on New Year’s Eve (December 31) and New 
Year’s Day (January 1). Now it has emerged that individual Orange customers 
unwittingly sent as many as 130 text or picture messages — potentially at a high extra 
cost. Orange has blamed a “network operator failure” for the bug, saying it affected 
only a few hundred people. Dozens of customers complained the problem led to them 
being charged hundreds of euros extra. Multimedia (MMS) messages tend to be 
charged at a higher rate than text only (SMS) messages. One user wrote on an Orange 
user forum that he had been billed for 300 picture messages. Another complained his 
family and friends had received the same MMS text 15 times. Orange, which is owned 
by France Telecom, pledged that no-one would be overcharged. A spokesman for the 
company said that one “of the network operators had had technical problems during the 
night” and refused to name the operator in question. However, other operators insisted 
they had not encountered any difficulties. 
Source: http://www.bbc.co.uk/news/world-europe-12107920 

61. January 2, eWeek – (International) Google Android Trojan, FBI raid linked to 
Operation Payback lead security news. During the final week of 2010, researchers at 
Lookout Mobile Security uncovered a sophisticated Trojan in the wild dubbed 
“Geinimi” going after Android devices in China. According to Lookout, the Trojan 
displays “botnet-like capabilities” and is being grafted onto repackaged versions of 
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legitimate applications distributed in third-party Chinese Android app stores. The firm 
advised Android users to only download apps from trusted sources, and to always 
check the permissions an application requests. 
Source: http://www.eweek.com/c/a/Security/Google-Android-Trojan-FBI-Raid-Linked-
to-Operation-Payback-Lead-News-406931/ 

62. December 31, Telemanagement – (International) Hackers breach Motorola 
phones. Researchers at the Chaos Computer Club Congress (CCC) in Berlin, Germany 
demonstrated a relatively easy hack of a Motorola mobile device by acquiring its ID 
and grabbing text and voice messages as they pass between a handset and a base 
station. The researchers’ work builds on earlier research that found holes in many parts 
of GSM technology, the most widely used in the world today. The pair spent a year 
putting together the various parts of their simple system. Much of the capabilities are 
not new, but the clincher was the ability to record data off the air, as well as the fact 
that the inexpensive Motorola phones can have their onboard software swapped for an 
open source alternative. This was made possible when a description of the firmware 
leaked to the Internet. 
Source: http://www.tele-management.ca/content/23539-
hackers_breach_motorola_phones 

For another story, see item 57  
 
[Return to top]  

Commercial Facilities Sector 

63. January 2, Associated Press – (Washington) 5 killed, 1 injured in Redmond 
apartment fire. Four young children and a man were killed by an intense apartment 
fire that broke out January 1 in Redmond, Washington. A 30-year-old woman was able 
to escape the two-bedroom ground-floor apartment and stood outside as heavy smoke 
and flames engulfed her home. All four children were 10 or younger, fire officials said. 
A 32-year-old man in the same apartment also died. The woman was taken to a hospital 
where she was reported in stable condition. No other injuries were reported, and the 
residents of all 12 apartments in the 3-story wooden building were evacuated and found 
temporary housing. Crews from six fire departments responded, and investigators from 
the Bureau of Alcohol, Tobacco, Firearms and Explosives, the Washington State Patrol, 
and a Seattle Fire Department canine arson detection unit were at the scene, though 
there were no immediate signs the fire was intentionally set. The fire was reported 
around 2:30 a.m. at the Sammamish Ridge Apartments and quickly burned the two 
units above it. 
Source: http://www.kirotv.com/news/26338437/detail.html 

64. January 2, CNN – (Florida) Fire causes evacuation of water ride at Florida theme 
park. A fire January 1 led to the evacuation and indefinite closing of a water flume ride 
at the Islands of Adventure park in Orlando, Florida. The Orlando Fire Department got 
the call just after 5 p.m. and raced to the Universal Studios venue, a deputy chief said. 
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Dozens of patrons were at the Ripsaw Falls ride, but only a few were in the area where 
the smoke was noticed by an employee, a Universal Studios spokesman said. Staffers 
shut the ride down and got passengers out of the area. A structure that houses part of 
the ride was fully engulfed in flames when firefighters arrived. They were able to 
knock it down in 30 minutes and contain it in 45 minutes. The rest of the park was open 
that evening, as investigators began looking into a cause. While some guests 
complained about smoke, no one was transported from the park for additional medical 
assistance. 
Source: http://edition.cnn.com/2011/US/01/01/universal.ride.fire/?hpt=Sbin 

65. January 2, WCAU 10 Philadelphia – (Pennsylvania) Bucks County church evacuated 
due to fumes. Unidentified fumes at St. Cyril’s Church of Jerusalem in Warwick, 
Pennsylvania, sickened 16 parishioners and emergency responders January 2. Bucks 
County officials are calling this a “mass casualty” incident. A call was placed to 
emergency services around 9:40 a.m. reporting people fainting at the church on 
Almshouse Road. Police, fire officials, and haz-mat teams quickly responded to the 
scene. Members of the first response crew that entered the church were also sickened 
by the fumes. The county labeled the event “code yellow,” requiring additional 
emergency workers. The church had been filling up with people who had come for the 
10 a.m. service. There were about 300 people inside the church at the time of the 
incident. While emergency responders went to work, churchgoers held mass outside on 
the church parking lot. The cause of the illness has not yet been determined. Those who 
fell ill underwent blood test, and were taken to Doylestown and Abington hospitals. 
There were no fatalities. 
Source: http://www.nbcphiladelphia.com/news/local-beat/PHI-Hazmat-Called-to-
Church-112771744.html 

66. December 31, Associated Press – (Washington) Fire causes Seattle hotel 
evacuation. A fire in a machine room at the high-rise Crowne Plaza Hotel in Seattle, 
Washington, briefly sent out flames and smoke December 31, but no injuries were 
reported. A Seattle Fire Department lieutenant said it appears the fire was contained to 
a machine room on the 24th floor. KOMO-TV reported the 40-story hotel evacuated 
guests from the 24th floor and above. Flames and smoke were visible coming from the 
room at about 4:40 p.m. Firefighters quickly reached the room and appeared to have the 
fire contained shortly before 5 p.m. There was no immediate word on the cause of the 
fire. A section of Sixth Avenue was blocked off to allow fire trucks access to the hotel. 
Source: http://www.kgw.com/news/local/Fire-causes-Seattle-hotel-evacuation-
112734484.html 

67. December 31, XETV 6 San Diego – (California) City Heights apartment building 
evacuated. An entire apartment building in the City Heights section of San Diego, 
California, was deemed uninhabitable December 29, after a massive hole in the ground 
was discovered. The hole is located in the courtyard of the apartment building which is 
located at 39th Street and Meade Avenue. It is only about 2 feet wide at ground level, 
but it is 18.5 feet deep. At its base, the hole measures about 8 feet by 10 feet wide. 
Experts believe the giant hole may have once been a septic system that was not filled 
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properly. The building has been red tagged. Eighteen residents living in eight 
apartments had to evacuate immediately upon inspection of the hole December 29. 
Source: http://www.sandiego6.com/news/local/story/City-Heights-Apartment-Building-
Evacuated/ndXnxw3lxkekEby47_PaUA.cspx 

For more stories, see items 2 and 40  
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National Monuments and Icons Sector 

68. January 1, Modesto Bee – (California) Yosemite road closures clear after rock 
slide. The rock slide that closed the Highway 140 route into Yosemite National Park in 
California December 30 was reopened the evening of December 31, but rangers 
advised checking road conditions before starting out. All roads around the park, except 
for the seasonal closures of Tioga and Glacier Point roads, remained open, park 
officials said January 1. Visitors were urged to be aware of tire-chain requirements 
while traveling through Yosemite. The rocks fell half a mile east of Yosemite View 
Lodge in El Portal, just inside the park boundary. Park officials said the boulder is 10 to 
15 feet high, 6 feet wide and 4 feet deep. Routes from Fresno on Highway 41 and 
through Big Oak Flat and Groveland on Highway 120 were open, but travelers should 
bring chains, a park ranger said. There were about 8 inches of snow on the valley floor 
December 31, and another inch was forecast for January 1, she said. 
Source: http://www.modbee.com/2010/12/31/1492945/yosemite-road-closures-clear-
after.html 

69. January 1, Lubbock Avalanche-Journal – (Texas) Fire threat after 1,500-acre 
blaze. A grass fire that burned about 1,500 acres in Hockley County, Texas, was 
contained December 31, but fire officials were warning of the continued threat for more 
blazes. The fire that started after 7 p.m. December 30 about 7 miles west of Levelland 
was completely contained December 31, but only after an evening of rescue and fire-
fighting efforts by crews from four fire departments, the Texas Forest Service, Hockley 
County EMC, and the Texas Department of Transportation. One home and an out-
building were saved after being threatened by the fire December 30, according to the 
forest service. The forest service warned December 31 of equally dangerous fire 
conditions on the South Plains. The area in greatest risk of fire danger was in parts of 
the South Plains east of Interstate 27 and U.S. 87. 
Source: http://lubbockonline.com/local-news/2011-01-01/fire-threat-after-1500-acre-
blaze 

[Return to top]  

Dams Sector 

70. January 3, BBC News – (International) Australian flooding ‘to last 
weeks’. Devastating flood waters across the Australian state of Queensland may not 
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recede for weeks, the state’s premier has warned. More than 20 towns in Queensland 
have been cut off or flooded, with more than 200,000 people affected. Military aircraft 
are flying supplies into Rockhampton, which was isolated by the still-rising waters. 
People were being ordered by police to leave their homes. They were wading through 
outlying suburbs, chest-deep at times, to tell people to leave. Many were reluctant to do 
so. There have been reports of small-scale looting and many people were worried not 
just by the floodwaters, but by the possibility their homes might be robbed. That is why 
an evacuation center which has room for 1,500 people, had only 50 overnight January 2 
into January 3. The extent of flooding being experienced by Queensland is 
unprecedented and requires a national and united response, officials said. 
Approximately 850,000 square kilometers have been affected, an area equivalent in 
size to France and Germany. 
Source: http://www.bbc.co.uk/news/world-asia-pacific-12107131 

71. December 30, Associated Press – (California) Overflowing canal forces Kern County 
evacuations. An overflowing irrigation canal in California’s San Joaquin Valley forced 
the evacuation of 120 homes in the small farming town of Lamont as of December 30. 
Kern County fire officials called the evacuation the morning of December 29, after 2 
weeks of record-setting rain in the state. A fire spokesman said an evacuation center 
was established at a nearby high school. Aerial reconnaissance of the region showed 
the water levels were receding December 30, and emergency personnel stocked the area 
with sandbags overnight to prepare for flooding. 
Source: http://articles.sfgate.com/2010-12-30/news/26352836_1_evacuation-canal-
kern-county 
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