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Top Stories 

• National Defense Magazine reports that defense companies should expect to come under 
non-stop attack by countries engaging in cyberespionage in 2011, experts at McAfee Labs 
predicted. (See items 12, 39) 

• According to Detroit News, a massive furniture store explosion December 29 in Wayne, 
Michigan, injured several people. Consumers Energy was alerted to the smell of gas near 
the store before the explosion. (See item 51) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. December 29, KSAT 12 San Antonio – (Texas) Fuel truck crashes on loop 1604. A 
fuel truck crashed and flipped on its side December 28 on the north side of San 
Antonio, Texas, forcing the closure of the eastbound lanes of Loop 1604 between Stone 
Oak Parkway and Highway 281. A spokesman for the San Antonio Police Department 
said a woman driving a car applied her brakes when the driver of the big rig behind her 
slammed on his brakes on the slick highway, hitting the car. The 18-wheeler then 
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skidded and flipped on its side. The crash caused 1,500 gallons of fuel to spill on the 
highway, prompting the closure of the eastbound lanes, the spokesman said. A 
hazardous materials crew cleaned up the fuel and the highway reopened after several 
hours. The woman was not hurt but the driver of the big rig complained of a sore arm. 
Source: http://www.ksat.com/news/26301879/detail.html 

2. December 29, Laurel Leader-Call – (Mississippi) Natural gas leak forces 
evacuations. Approximately 25 families had to be evacuated from their homes 
December 28 after Williams Gas Pipeline Co. reported a natural gas leak at their 
facility located off of Salt Dome Road in Seminary, Mississippi. The Jones County 
Emergency Management Agency public information officer said December 28 
Williams personnel noticed a drop in pressure December 26 in one of their 
underground storage caverns, which is not unusual. On December 27, personnel 
noticed another drop and determined there was a natural gas leak, a spokesman said. 
“The gas migrated into an onsite water well, and actually blew the well out,” he said. 
“The water was spewing almost 200 feet into the air.” On December 28, the Jones 
County and Covington County Emergency Management Agencies evacuated homes 
within a mile radius of the leak including Rogers Road, East Kelley Road, County 
Farm Road, and Salt Dome Road. The spokesman said the natural gas vented into the 
atmosphere will dissipate into the air and does not pose a health hazard. 
Source: http://leadercall.com/local/x1939350187/Natural-gas-leak-forces-evacuations 

3. December 29, KTVU 2 Oakland – (California) Storm batters Bay Area; falling tree 
kills Safari West visitor. Sonoma County authorities said the Rincon Valley Fire 
Department responded to the Safari West Wildlife Preserve near Santa Rosa, 
California, December 27, at the height of a storm. A person had been killed when a tree 
fell onto a tent at the preserve where wild exotic animals roam on 400 acres. South of 
Pacifica, Caltrans crews worked all night to clear mud and muck from state Highway 1 
after heavy rains overnight triggered a mudslide, a California Highway Patrol officer 
said. The storm also kept utility crews busy overnight. More than 40,000 customers 
were temporarily without power December 27 as the storm rocked the San Francisco 
Peninsula, a PG&E spokesman said. About 37,000 customers in Daly City and South 
San Francisco lost power at about 6:40 p.m., he said. Power was restored at about 8:40 
p.m. Another 5,185 customers also lost power at about 8:05 p.m. in San Francisco’s 
Haight-Ashbury neighborhood and Richmond District, the spokesman said. Power was 
restored at about 9:10 p.m. 
Source: http://www.ktvu.com/news/26302292/detail.html 

4. December 28, Danville Patch – (California) Pipeline Safety Task Force issues 
guidelines to protect public from tragedy similar to San Bruno’s. The deadly gas 
pipeline explosion in San Bruno, California September 9 highlighted a lack of planning 
and communication among utility companies, local governments, builders, and 
homeowners — not just in California but nationwide. So concluded a 130-member task 
force on pipeline safety sponsored by the federal Department of Transportation’s 
Pipeline and Hazardous Materials Safety Administration. The Pipelines and Informed 
Planning Alliance issued a set of guidelines December 23 to head off catastrophes like 
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the San Bruno blaze that killed eight people, injured many more, and leveled 38 homes. 
Real estate, government, and utility-company representatives teamed up to write the 
report with the help of fire safety and emergency management officials. The study 
devotes considerable space to touting the importance of petroleum products to the 
nation’s transportation, energy, heating, defense, and commercial economy. The 
recommendations include requiring local governments to get maps of all transmission 
lines in areas where development might take place, and requiring utilities to coordinate 
with developers for projects planned near transmission lines. They include measures to 
speed emergency response and evacuation in the event of a leak or explosion. 
Source: http://danville.patch.com/articles/pipeline-safety-task-force-issues-guidelines-
to-help-protect-public-from-another-san-bruno-tragedy 

5. December 28, WMAZ 13 Macon – (Georgia) Kerosene sold at Eatonton store may be 
explosive. State officials shut down a kerosene pump at an Eatonton, Georgia store 
December 28, because it could be dangerous. A release from the state department of 
agriculture said the pump at the Long Shoals Country Store on Sparta Highway could 
be contaminated with gasoline. That could cause an explosion. The release said the 
inspectors noticed the problem during a routine checkup. The kerosene was sold during 
November, the state said. The release said officials ordered the pump closed until it is 
repaired. Department of agriculture inspectors are working with the distributor to find 
out how many gallons were sold, and are testing other stations that bought kerosene 
from the same distributor, the release said. 
Source: http://www.13wmaz.com/news/local/story.aspx?storyid=106655&catid=175 

For more stories, see items 7, 18, 51, and 58  
 
[Return to top]  

Chemical Industry Sector 

6. December 29, Racine Journal Times – (Wisconsin) Interstate 94 cleared after crash 
and hazardous spill. Eastbound Interstate 94 near the border between Racine and 
Kenosha counties in Wisconsin was closed for several hours December 29 after a semi 
tractor-trailer hit a car, spilling hazardous material on the interstate and in a nearby 
ditch, according to the Wisconsin State Patrol. The crash happened around 9:46 p.m. 
December 28 when a Dayton Freight Lines semi attempted to merge from the center 
lane to the right lane, hitting a car. The semi, carrying about 200 pounds of hazardous 
sodium hydroxide, went into the ditch and rolled, a state patrol press release said. The 
interstate was closed after the crash for about 4 hours while workers cleared the 
roadway of debris and sodium hydroxide, which is used in manufacturing soaps, rayon, 
and paper, and in petroleum refining. 
Source: http://www.journaltimes.com/news/local/article_d59d8ca8-1367-11e0-80e7-
001cc4c03286.html 

7. December 29, Tri-State Media – (Indiana) Fire causes chemical scare. A fire that 
occurred at Southern Indiana Biofuels in the Vann Road Industrial Park in Evansville, 
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Indiana had local officials concerned about a possible biohazard incident. As a result, 
the Evansville HAZMAT Team was called out to the scene on Prospect Drive, shortly 
after the fire was reported at 1:16 p.m. December 27. The Ohio Township Volunteer 
Fire Department assistant chief said a boiler on the outside of the main structure caught 
fire for an unknown reason. The fire department, which received assistance from 
Newburgh Fire Department and the Evansville Fire Department, was working to get the 
fire under control for more than 5 hours. Firefighters worked to keep the adjoining 
building soaked in water to prevent the fire from spreading. The assistant fire chief said 
the boiler was filled with mineral oil, which is used to warm Southern Indiana Biofuels’ 
products. “There are some chemicals out here that we were concerned about, but none 
of them were involved,” he said. A state boiler inspector will be reviewing the incident. 
Source: http://tristate-media.com/warrick/news/local_news/article_391db184-1356-
11e0-ab35-001cc4c002e0.html 

For another story, see item 32  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

8. December 29, Associated Press – (North Carolina; National) NC nuclear plant to sub 
monitors for fire patrols. The Shearon Harris nuclear power plant in New Hill, North 
Carolina is shifting to a new model of fire safety, replacing teams of human fire patrols 
with an automated fire-detection system, the Raleigh News & Observer reported 
December 29. The nuclear complex owned by Raleigh-based Progress Energy is close 
to finishing the change approved by the Nuclear Regulatory Commission (NRC). Duke 
Energy’s three-reactor Oconee nuclear plant in South Carolina is expected to make the 
same switch over the next 2 years, according to the news report. “They were really pilot 
projects so the NRC and the industry could see how this works,” a NRC spokesman 
said December 29. They will be followed by 50 of the nation’s 104 nuclear reactors 
that will adopt the new approach to fire safety. The change involves plant operators 
meeting different safety standards based on varying risk levels throughout the plant. 
The current system requires meeting a uniform fire safety standard throughout the 
facility. That means fire watchmen patrolling the maze of walkways in the Harris 
nuclear complex in round-the-clock shifts, sniffing for smoke, and looking for items 
that can catch fire. 
Source: http://www.lakewyliepilot.com/2010/12/29/968589/nc-nuke-plant-subs-
monitors-for.html 

9. December 29, Quincy Patriot Ledger – (Massachusetts) Dye tests to begin next month 
at Pilgrim to find source of leak. The operator of the Pilgrim nuclear power plant in 
Plymouth, Massachusetts, will start using chemical dyes in January to try to discover 
the origin of mysteriously high levels of a radioactive isotope in a monitoring well at 
the plant site. Entergy officials in October said the company would use chemical dyes 
to try to find the source of the tritium after levels that exceeded the federal drinking 
water standard of 20,000 picocuries per liter were seen in September at one monitoring 
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well. Readings above that standard were first noticed at that test well in July. 
Source: http://www.patriotledger.com/business/x1295283371/Dye-tests-to-begin-next-
month-at-Pilgrim-to-find-source-of-leak 

10. December 29, Gannett News Service – (New York) Showdown nears over Indian 
Point’s future. The future of the Indian Point nuclear power plant in Buchanan, New 
York, will come into focus early in the new year, when company lawyers will battle 
state environmental regulators and activists over the plant’s use of the Hudson River. A 
recent state Department of Environmental Conservation (DEC) ruling set January filing 
deadlines and a June hearing to argue whether the company will have to drastically 
change the way it operates or be forced to close down. And that’s just at the state level. 
Relicensing the plant to generate electricity through 2035 is another matter being 
argued in the coming year as well as on the federal level, with a possible final decision 
early next year. “Now we’ll get to the factual issues,” said a lead lawyer for 
Riverkeeper, which was granted full-fledged status in the state case in December. 
“These issues are very complex, so the more time we get to look at them the better, but 
we’re working with the schedules the judges set.” Two DEC administrative law judges 
ruled December 13 that the agency was within its rights last spring when it denied a 
water-use permit for the nuclear plant that Indian Point must have to continue 
operating. Now, both sides will get to make their case — the state saying the plant can 
no longer suck in 2.5 billion gallons of water every day to cool its operations, and that 
it must build a new cooling system that uses a fraction of that amount. 
Source: 
http://www.poughkeepsiejournal.com/article/20101229/NEWS01/12290309/1006/Sho
wdown-nears-over-Indian-Point-s-future 

[Return to top]  

Critical Manufacturing Sector 

11. December 29, Tech Herald – (National) Attackers walk with 4.9 million customer 
records in Honda breach. American Honda Motor Company recently discovered that 
2.2 million customers were impacted by a data breach exposing the Owner Link e-mail 
list maintained by outsourced vendor Silverpop. In addition, a further 2.7 million 
records were lost when the My Acura list was hit. In a letter to customers, American 
Honda Motor Company said it recently became aware of “unauthorized access to an e-
mail list used by a vendor to create a welcome e-mail to customers who have an Owner 
Link or My Acura vehicle account.” The Owner Link e-mail list contained customer 
names, email addresses, user names, and Vehicle Identification Numbers. The 
compromised My Acura list only contained e-mail addresses. 
Source: http://www.thetechherald.com/article.php/201052/6623/Attackers-walk-with-
4-9-million-customer-records-in-Honda-breach 

[Return to top]  

Defense Industrial Base Sector 
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12. December 28, National Defense Magazine – (National) Report: Cyber-spies to wage 
non-stop assaults on defense firms in 2011. Defense companies should expect to 
come under non-stop attack by countries engaging in cyberespionage in 2011, experts 
at McAfee Labs predicted. January 2010’s Operation Aurora helped coin a new term, 
the advanced persistent threat (APT). Aurora, believed to have originated in China, 
successfully infiltrated dozens of U.S. companies with the goal of stealing source codes 
and other data. “Companies of all sizes that have any involvement in national security 
or major global economic activities — even peripherally, such as a law firm advising a 
corporate conglomerate starting business in another country — should expect to come 
under pervasive and continuous APT attacks that go after email archives, document 
stores, intellectual property repositories, and other databases,” the report said. 
Source: http://www.nationaldefensemagazine.org/blog/Lists/Posts/Post.aspx?ID=277 

[Return to top]  

Banking and Finance Sector 

13. December 29, San Diego Union-Tribune – (California) FBI on the lookout for 
‘Drywaller Bandit’. A $20,000 reward is being offered for information leading to the 
arrest and conviction of a man authorities believe committed six bank robberies in the 
North County area of San Diego, California since September. Dubbed the “Drywaller 
Bandit” because he wore a construction dust mask in some of the thefts, the robber 
walks into the banks, points a black semi-automatic gun at the tellers, and demands 
cash, FBI officials said. He has robbed three banks in Encinitas, including a U.S. Bank 
and a Citibank, both of which he robbed twice, as well as a Wells Fargo, officials said. 
All three branches are on North El Camino Real between Leucadia Boulevard and 
Encinitas Boulevard. Officials also believe the same man robbed a Chase Bank on 
College Boulevard near state Route 76 in Oceanside. The thief is described as white 
and in his late 20s to early 40s, about 5 feet 8 to 5 feet 10 inches tall with a medium 
build, about 160 to 190 pounds and brown hair. He wears dark baseball caps, gloves, 
sunglasses, and a dark hooded jacket with fleece lining and jeans. He covers his face 
with a black ski mask or a dust mask, officials said. 
Source: http://www.signonsandiego.com/news/2010/dec/29/fbi-lookout-drywaller-
bandit/ 

14. December 28, KATU 2 Portland – (Oregon) FBI: Wanted Coos Bay banker turns 
self in. A former bank employee accused of stealing up to $1.2 million from customers 
of the Wells Fargo in Coos Bay, Oregon turned herself in to the FBI around 3 p.m. 
December 28 in Los Angeles, California. A federal judge issued an arrest warrant for 
the female suspect October 27 based on charges of identity theft, aggravated identity 
theft, credit card fraud, wire fraud, bank fraud, and money laundering. A criminal 
complaint charges the suspect with stealing substantial funds from Wells Fargo during 
her time as a bank employee. The suspect worked at the Coos Bay Wells Fargo from 
August 2006 to August 2010. 
Source: http://www.katu.com/news/business/112547934.html 
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15. December 28, WBNS 10 Columbus – (Ohio) Woman questioned in ‘Church Lady’ 
robbery at Ohio Union. Hours after a judge released an alleged bank robber on bond, 
she was taken back into police custody in connection with a previous robbery. The 
suspect was arrested December 24, minutes after police said she robbed a Fifth Third 
bank at 155 W. Nationwide Blvd. in Columbus, Ohio. The suspect, 46, posted $50,000 
bond December 27. She was taken into custody by Columbus police shortly after 6 p.m. 
and transported to the Ohio State University Police Department. The FBI said it is not 
releasing the suspect’s photo because it is investigating the possibility that she is 
connected to other robberies, including those allegedly committed by the “Church Lady 
Bandit,” who is believed to be responsible for robberies dating back to 2008. An OSU 
police officer said the woman was brought in for questioning in connection with the 
October robbery of a U.S. Bank at the Ohio Student Union. The FBI said it believed the 
robbery was the work of the “Church Lady Bandit.” The woman got the church lady 
nickname because a witness in 2008 told police she was dressed as if she had just come 
from church. 
Source: http://www.10tv.com/live/content/local/stories/2010/12/27/story-columbus-
alleged-female-bank-robber-back-in-custody.html?sid=102 

16. December 27, Bloomberg – (National) JPMorgan, Citigroup delay branch openings 
in U.S. Northeast after storm. JPMorgan Chase & Co. and Citigroup Inc. were among 
U.S. banks that closed or delayed opening most of their branches in the Northeast 
December 27 after a blizzard dumped more than a foot of snow on the region. Business 
in cities from Philadelphia to Boston ground to a crawl and travel was disrupted for a 
second consecutive day as airports closed and train service was interrupted or halted 
amid waist-high snow drifts and winds gusting to 30 mph. JPMorgan, the second-
largest U.S. bank by assets, and Citigroup closed all retail branches in New Jersey 
where authorities declared a state of emergency and closed state offices, according to 
company representatives. Citigroup closed branches in Boston and planned to open 
some in New York and Connecticut late December 27, a company spokeswoman said. 
Source: http://www.bloomberg.com/news/2010-12-27/jpmorgan-citigroup-delay-
branch-openings-in-u-s-northeast-after-storm.html 

17. December 27, WTAM 1100 Cleveland – (Ohio) FBI investigating ATM thefts in 
malls. Two recent ATM thefts at Cleveland, Ohio-area malls have a lot in common. 
The first happened December 2 at SouthPark Mall in Strongsville. A Fifth Third stand-
alone ATM was taken out at night. About 3 weeks later, a Bank of America ATM was 
taken out of Summit Mall in Fairlawn. The FBI has joined police in trying to find the 
people responsible. An FBI spokesman in Cleveland thinks more than one person was 
involved because of the size of the ATMs. They do not know how the thieves got into 
the malls because, in both cases, there were no signs of a break in. Since the cases are 
similar, the FBI believes the same people may be responsible for both crimes. 
Source: http://www.wtam.com/cc-
common/news/sections/newsarticle.html?feed=122520&article=7978806 

[Return to top]  
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Transportation Sector 

18. December 29, United Press International – (International) Pirates: Ship released, 
another taken. As Somali pirates in the Indian Ocean released a German oil tanker 
with 19 Indians aboard, other pirates captured another ship with a crew that included 
seven Filipinos. Pirates in the Gulf of Aden set free the German-owned Marida 
Marguerite and its crew, held for almost 9 months, the European Union’s naval force 
operating in the Indian Ocean, Navfor, said. The crew of the 13,168-ton, Marshall 
Islands-flagged vessel also included two Bangladeshis and one Ukrainian. Pirates, 
armed with rocket-propelled grenades, boarded the ship, bound for Holland, May 8, 
2010 around 120 nautical miles south of the port of Salalah, close to the Gulf of Aden 
and on the southern coast of Oman on the Arabian Peninsula. There are reports that the 
ship’s owners paid ransom of $5.5 million. The day before the release of the Marida, 
pirates seized another German ship, the 5,200-ton general cargo vessel Ems River, 
flagged in Antigua and Barbuda, along with its crew of seven Filipinos and one 
Romanian. The ship carrying petroleum coke was boarded around 175 nautical miles 
northeast of Salalah. The Ems River was on its way to San Nicolas, Greece, from Jebel 
Ali in the United Arab Emirates when the attack happened. 
Source: http://www.upi.com/Top_News/Special/2010/12/29/Pirates-Ship-released-
another-taken/UPI-46991293621840/ 

19. December 29, NY1 News – (New York; New Jersey) Mayor wants to investigate 
blizzard cleanup once streets are clear. Mass transit riders were still coping with 
delays and shutdowns in all five boroughs of New York City, as New Yorkers 
continued to dig out December 29 from the blizzard. The B and N subway lines still are 
not running in Brooklyn and the Q train and the Franklin Avenue shuttle are suspended 
as well. Bus service was spotty at best. At Flatbush, Brooklyn, subway, and bus riders 
were dealing with the loss of the B and Q trains and the B35 bus, so that riders have to 
trudge through the snow to other subway lines. The Staten Island Ferry was on 
schedule, while the Staten Island Railway had limited service. Metro-North was 
operating on a weekday schedule on the Hudson, Harlem, and New Haven lines. Long 
Island Rail Road officials said there were delays up to 10 minutes systemwide. New 
Jersey Transit service in and out of Pennsylvania Station has been restored, and New 
Jersey Transit’s bus service resumed December 28. New Jersey Transit officials said 
they would return to a normal weekday schedule for the rail, bus, and light rail lines 
December 29. Amtrak has resumed normal service on its Northeast Corridor service 
between Boston, New York, and Washington, D.C. 
Source: http://www.ny1.com/content/top_stories/131335/story 

20. December 28, KTLA 5 Los Angeles – (California) Portions of Big Bear highway 
collapse. In San Bernardino, California, a major portion of Highway 330 heading to 
Big Bear gave way December 26 leaving a massive hole in the road. Heavy snow and 
record rainfall during the month left Highways 330 and 18 closed to traffic for several 
days. No injuries were reported in the collapse. Highway 18 has been reopened to 
traffic heading to Big Bear. However, some delays could be expected due to one way 
flagging during construction. Motorists wanting to reach the snow covered mountain 
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can also use Highway 38, according to a CalTrans spokesperson. There was no word on 
when Highway 330 would reopen. 
Source: http://www.ktla.com/news/landing/ktla-big-bear-hole,0,4179402.story 

21. December 28, Associated Press – (Florida) Man arrested at MIA after bullet parts 
found. A 37-year-old man is facing a federal charge after bullet primers ignited in his 
bag as it was being unloaded at Miami International Airport in Miami, Florida, from a 
flight that had just arrived. A FBI spokesman said there was no connection to terrorism. 
The man is a naturalized U.S. citizen who was traveling December 28 on an American 
Airlines flight from Boston, Massachusetts to Miami and on to Jamaica. The 
spokesman said several hundred bullet primers were discovered inside the bag after 
some ignited. No one was injured, although a few small shards struck the shoe of a 
baggage handler. The man was being held on a charge of traveling in interstate 
commerce without a license to carry ammunition. 
Source: http://www.msnbc.msn.com/id/40830862/ns/us_news/ 

22. December 28, Examiner.com – (Florida) Man who carried loaded gun at airport 
now indicted. A man who was apprehended at Miami International Airport in Miami, 
Florida December 24 for placing a loaded firearm in his carry-on waist pack is now 
facing charges, which were filed by prosecutors. The discovery of the weapon was 
made when Transportation Security Administration (TSA) personnel X-rayed the bag 
at a checkpoint and observed the shape of a gun. Security personnel detained the man at 
concourse G. When the bag was inspected by hand, a loaded gun was discovered, 
police said. The man was indicted by the state attorney’s office December 27 for grand 
theft and carrying a concealed weapon. The suspect was taken into custody by Miami-
Dade police following the discovery. Sources said that during the incident, the man was 
on his way from the United States to Havana, Cuba with his family on a charter flight. 
He claimed to authorities that he “honestly did not remember” that the weapon was 
placed in his fanny pack. It is not known why the man carried the weapon. 
Source: http://www.examiner.com/violent-crime-in-national/man-who-carried-loaded-
gun-at-airport-now-indicted 

23. December 27, USA TODAY – (National) Can trains, subways be protected from 
terrorists? The government’s top security officials said they are upgrading subway and 
rail defenses against terrorist attacks throughout the country, but a USA TODAY 
examination finds gaping holes, including many that may not be possible to plug. The 
holes in security leave travelers more vulnerable on the more than 4 billion trips they 
take by subway and rail each year than in the sky, where airlines carried fewer than 700 
million passengers from U.S. airports last year. Six terrorist plots targeting U.S. subway 
and rail systems have been exposed since the September 11th attacks, and the systems 
remain a target, transit authorities, security expert, and members of Congress agree. 
They noted that about 15 million passengers board subway cars and trains unscreened 
each weekday. “Mass transit systems are much less secure than the aviation sector or 
certain key government buildings,” said DHS’s former inspector general. 
Source: http://www.usatoday.com/money/industries/travel/2010-12-27-
railsecurity27_CV_N.htm 
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24. December 23, Reuters – (National) U.S. proposes new rest rules for truckers. The 
Presidential Administration favors giving truckers more rest, but for now is leaving 
open the question of whether drivers should spend fewer hours each day behind the 
wheel. The Transportation Department December 23 proposed a new rule designed to 
end a years-long effort to rewrite driver rules for the first time in more than 60 years. 
“We are committed to an hours-of-service rule that will help create an environment 
where commercial truck drivers are rested, alert and focused on safety while on the 
job,” the Transportation Secretary said in a statement.The trucking industry, 
represented by the American Trucking Associations trade group, said the planned 
changes were too complex, would reduce industry productivity, and would be 
“enormously expensive for trucking and the economy.” Some large firms covered by 
the rule include FedEx Corp, UPS Inc, and YRC Worldwide. Trucking companies are 
concerned any reduction in hours would drive up costs. A central point of contention 
revolves around the maximum time a driver can spend behind the wheel each day and 
the length of “off duty” time. The current rule allows a daily driving maximum of 11 
hours, and a 34-hour gap between the end of one week and the start of another. The 
Transportation Department favors a 10-hour daily limit, but sought public comment on 
whether 11 would be acceptable if other rest requirements were in place. The work day 
could not exceed 14 hours, which includes a 1-hour break. 
Source: http://www.reuters.com/article/idUSTRE6BM3Z720101223 

For more stories, see items 1, 2, 4, 6, 40, 55, and 58  
 
[Return to top]  

Postal and Shipping Sector 

25. December 29, BBC News – (International) Package at US Vatican embassy causes 
false alarm. A suspicious package which prompted an alert at the U.S. embassy in the 
Vatican in Rome, Italy has been found to contain stationery. Italian bomb squad 
officials were sent to the Holy See, but the embassy was not evacuated. There has been 
heightened concern after two parcel bomb blasts at the Chilean and Swiss embassies in 
Rome December 12 left two people hurt. There have been a number of false alarms as 
embassy staff checked mail from the Christmas period. An Italian anarchist group, 
Informal Anarchist Federation (FAI), said it was responsible for the bombs. A third 
parcel bomb was found at the Greek embassy December 27. 
Source: http://www.bbc.co.uk/news/world-europe-12090265 

26. December 28, KWTV 9 Oklahoma City – (Oklahoma) Man robs downtown OKC post 
office. The FBI, postal inspector, and Oklahoma City, Oklahoma police have arrested a 
man who robbed a downtown post office December 24. Witnesses said the man waited 
in line for all the customers to leave. He walked up to the counter and passed the postal 
worker a note that read, “Take all the money out of the drawer and place it on the 
counter. I have a gun.” The worker first asked if the man was serious. When the robber 
said yes, the worker complied, giving the robber cash and money orders worth more 
than $585. The man then ran out of the post office. An official with the US Postal 
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Inspector’s Office said a suspect was arrested December 27, after he willingly turned 
himself into police. The suspect now faces federal charges stemming from the robbery. 
Source: http://www.news9.com/Global/story.asp?S=13749900 

For another story, see item 24  
 
[Return to top]  

Agriculture and Food Sector 

27. December 29, CNN – (Texas; International) Parsley-cilantro recall expanded to 
include other vegetables. J&D Produce, Inc., a Texas distributor, has expanded a 
recall already involving thousands of cases of produce over fears of salmonella cross-
contamination in its processing facility, the company said. The company is also 
recalling 19 other types of produce that were run on the same packing lines, because 
the salmonella may have spread to those products as well. The case is one of two 
apparently unrelated outbreaks that have sickened nearly 100 people in the United 
States and Canada. The company had previously announced the recall of nearly 7,000 
cases of cilantro and curly parsley after samples in Quebec, Canada, and Michigan 
tested positive for the bacteria, the company said December 27. The company’s 
products are sold retail as well as to wholesalers, who may then distribute them to 
restaurants and other establishments, according to a public relations consultant for the 
company. The recall involves 2,498 cases of the parsley — which have expiration dates 
12 days after being packed — that went out to the Canadian provinces of Quebec and 
Ontario, and the U.S. states of Connecticut, Massachusetts, Michigan, Missouri, New 
Jersey, New York, Ohio, Pennsylvania, Rhode Island, Texas, Washington, and 
Wisconsin. The 4,411 recalled cases of cilantro, carrying the same packing and 
expiration dates, were distributed in Colorado, Illinois, Massachusetts, Michigan, New 
Jersey, New York, Ohio, Pennsylvania, Texas, Washington, and Wisconsin, as well as 
Quebec and Ontario. A complete listing of the other recalled produce will be available 
on the company’s Web site. 
Source: 
http://www.cnn.com/2010/HEALTH/12/29/salmonella.produce/index.html?hpt=T2 

28. December 29, Associated Press – (Florida) Florida freeze costs farmers $115M so 
far. Florida farmers have lost at least $115 million in this winter’s cold blast. And it is 
not over yet. According to the St. Petersburg Times, reports show the losses through 
December 20 affected fruits, vegetables, citrus, foliage, and aquaculture. Almost 9,000 
acres of farmland was deemed a total loss. A Florida Department of Agriculture 
spokeswoman said $115 million is a conservative figure that will likely rise. The report 
said peppers, squash, endive, eggplant, cucumbers, sweet corn, cabbage, and string 
beans suffered the worst damage. Strawberries seem to have escaped major harm, but 
the freeze probably will delay the harvest. 
Source: http://www.cbsnews.com/stories/2010/12/29/national/main7194424.shtml 
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29. December 29, Cattle Network – (National) FSIS unveils nutrition labeling rule. The 
U.S. Department of Agriculture’s (USDA) Food Safety and Inspection Service (FSIS) 
December 29 unveiled a final rule, Nutrition Labeling of Single-Ingredient Products 
and Ground or Chopped Meat and Poultry Products. The rule, which has been 10 years 
in the making, will be published in the Federal Register December 29 and will take 
effect January 1, 2012. The rule amends federal meat and poultry product regulations to 
require nutrition labeling of the major cuts of single ingredient, raw meat and poultry 
products on labels or at point of-purchase (POP), and to require nutrition labels on all 
ground or chopped meat and poultry products, with or without added seasonings, unless 
the products are exempted. Specifically, the rule requires retailers to provide nutrition 
information for “major” cuts of meat and poultry either on the label or at POP. 
“Nonmajor” cuts of single-ingredient, raw products are not required to bear nutrition 
labeling, but if plants or retailers voluntarily provide nutrition information for nonmajor 
cuts, that information will have to comply with the requirements for the major cuts. 
Source: http://www.cattlenetwork.com/FSIS-Unveils-Nutrition-Labeling-Rule/2010-
12-29/Article.aspx?oid=1294889&fid= 

30. December 28, Associated Press – (Illinois; National) CDC: Salmonella outbreak 
spreads to 16 states. An outbreak of salmonella that was tied to tainted alfalfa sprouts 
has grown to at least 94 cases in 16 states. The U.S. Centers for Disease Control and 
Prevention December 28 said the case count had risen from 89 cases in 15 states in the 
past week, with California joining the list. More than half the cases have been in 
Illinois. There have been no deaths. The U.S. Food and Drug Administration advised 
the public not to eat alfalfa sprouts produced by the Tiny Greens Organic Farm in 
Urbana, Illinois, because of possible salmonella contamination. The warning issued 
December 27 also includes a mix called spicy sprouts, which contains radish and clover 
sprouts. 
Source: 
http://www.salon.com/food/food_business/?story=/news/feature/2010/12/28/us_sprouts
_salmonella 

31. December 28, Food Safety Net – (International) Wine pulled from Walmart 
shelves. Agence France Presse reported that six people have been detained by Chinese 
authorities and several wineries closed after wine was discovered to contain several 
chemical additives thought to pose a health risk to consumers. State television channel 
CCTV has reported wineries in the Changli County area in Hebei province – dubbed 
‘China’s Bordeaux’ – have been doctoring wine with sugar water, colouring agents, 
artificial flavouring – including tartaric and citric acids – and then labeling the bottles 
falsely using famous brand names. Among retailers the wines were sold to was 
Beijing’s Walmart. Footage screened by CCTV features a local winery sales executive 
confessing that some wines made in the coastal city of Qinhuangdao contained just one 
fifth fermented grape juice, and were topped up with sugar water and chemicals. A 
leading Chinese wine industry expert was quoted saying the additives could cause heart 
irregularities and headaches and could even be carcinogenic, but there have been no 
reported casualties to date. 
Source: http://foodsafety.suencs.com/archives/14674 
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[Return to top]  

Water Sector 

32. December 28, Lufkin Daily News – (Texas) Retired fire official credited with 
stopping Redland chlorine leak. A potentially deadly chlorine leak at Redland Water 
Supply in Lufkin, Texas was contained December 28 thanks to the quick action of a 
retired Lufkin Fire Department captain, according to a current Lufkin fire official. The 
former captain is now a water operator at Redland Water Supply. He was changing one 
of the chlorine tanks with his manager when something went wrong around 11:45 a.m., 
according to a Lufkin fire spokesman. As a cloud of toxic gas leaked into the air, the 
former firefighter put his haz-mat training to work. “I had to get an air pack and went 
back in to shut it off,” he said. The manager, who inhaled more chlorine, was taken by 
ambulance to Memorial Medical Center-Lufkin because he was having difficulty 
breathing. He was expected to recover. After shutting the valve off, the former 
firefighter ran next door to Redland Grocery and told the owner to evacuate his store. 
Lufkin fire had a haz-mat crew headed to the scene, but the crew was not needed. The 
two workers were decontaminated. 
Source: http://lufkindailynews.com/news/local/article_d9991244-12c4-11e0-a43e-
001cc4c002e0.html 

33. December 28, San Diego Union-Tribune – (California) Sewage spills continue to 
mount. After a spate of sewage spills the week of December 20-24 related to the early 
winter storm in the San Diego, California area, wastewater problems continue to mount 
in places across the county. An estimated 180,000-gallon sewage spill occurred 
December 28 at Haymar Drive in Oceanside. The spill, which was caused by a broken 
pipe, started at 9:30 a.m. and ended at 11 a.m. when utility crews from Oceanside 
capped the pipe, according to the county’s department of environmental health. It was 
not immediately clear whether the break was caused by the storm. None of the sewage 
was recovered, so an estimated 180,000 gallons flowed into Buena Vista Creek that 
leads to the Buena Vista Lagoon and the Pacific Ocean. Signs warning of sewage 
contamination were posted 1,000 feet north and south at the lagoon outlet and will 
remain until tests confirm the water is safe for recreational use. County officials 
reported a 1.08 million gallon sewage spill on Camp Pendleton December 24. They 
said it resulted from a damaged main sewage pipe carrying effluent treated to the 
federal secondary standard. The sewer line was damaged by the flood waters of San 
Mateo Creek, likely during the heavy rainfall that led to the creek flooding December 
21. Pollution officials said December 28 they are still assessing the storm-caused 
damage to the region’s wastewater system. 
Source: http://www.signonsandiego.com/news/2010/dec/28/sewage-spills-continue-
mount/ 

For another story, see item 9  
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Public Health and Healthcare Sector 

34. December 29, Sarasota Herald-Tribune – (Florida) Threat seals up Venice 
hospital. Venice Regional Medical Center in Venice, Florida went into lockdown, 
December 28, after the hospital received a call that a former employee at the hospital 
represented a threat. About 750 patients, employees, and visitors were in the hospital 
around noon when police barred anyone from leaving. “We took precautionary 
measures,” a hospital spokeswoman said. Police located the former employee in South 
Venice, and after questioning, reopened the hospital about 45 minutes later, said a 
police spokesman. A Venice police lieutenant said the call to the hospital about the 
former employee came from a third-party, but he refused to disclose more details. He 
said the former employee was fully cooperative. “We’re still investigating whether it 
was a valid threat,” he said. The hospital spokeswoman said only the perimeter of the 
hospital was locked down. 
Source: 
http://www.heraldtribune.com/article/20101229/ARTICLE/12291035/2055/NEWS?Tit
le=Threat-seals-up-Venice-hospital 

35. December 29, New Haven Independent – (Connecticut) CT leans heavily on 
emergency rooms, new report shows. Close to half of the 1.4 million outpatient visits 
to Connecticut emergency rooms in 2009 were for non-urgent care that could have been 
provided through, or avoided by, treatment in a primary care setting, according to a 
new report by the state office of health care access. The December 2010 report shows 
only about 10 percent of the outpatient, or “non-admit” visits made to hospital 
emergency departments in 2009 were unavoidable or not preventable. Injuries 
accounted for another 27 percent of visits, with psychiatric and drug or alcohol-related 
problems accounting for 5 percent. The bulk of the remaining visits, or 47 percent of 
cases, were for non-urgent care or “not true emergencies” that would require 
emergency department treatment, the report found. It indicated Connecticut saw an 
overall increase of 9.8 percent in emergency room visits from 2006 to 2009. In 2009, 
cities that make up the state’s “urban core” – i.e., Bridgeport, New Haven, Waterbury, 
New Britain, Hartford, and New London – utilized emergency departments at a rate of 
694 visits per 1,000 population, almost twice the state’s rate of 382 visits per 1,000. 
Source: 
http://newhavenindependent.org/index.php/health/entry/conn._leans_heavily_on_emerg
ency_rooms_new_report_shows/id_32502 

[Return to top]  

Government Facilities Sector 

36. December 29, Gainesville Sun – (Florida) Gainesville Police find no bomb in 
Alachua County Library after threat. Police in Gainesville, Florida, did not find a 
bomb in the Alachua County Library December 28 during a 4-hour search prompted by 
a phoned-in threat. A police lieutenant said early December 29 detectives continued to 
look for forensic evidence, particularly at a pay-phone inside the library from which the 
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call was made. The call came in about 4:17 p.m. December 28. Bomb-sniffing dogs 
were used to search the building into the night before police declared that it was clear 
of any devices. 
Source: 
http://www.gainesville.com/article/20101229/ARTICLES/101229557/1109/sports?Titl
e=Police-find-no-bomb-in-library-after-four-hour-search&tc=ar 

37. December 29, Associated Press – (Ohio) Workers sent home early from Ohio EPA 
because of water leak in headquarters building. A water leak at the Ohio 
Environmental Protection Agency in Columbus, Ohio forced about 600 employees to 
leave early December 28. Crews had to shut off power to the agency’s offices to take 
care of the leak in the basement of the EPA’s downtown Columbus headquarters 
building. The Columbus Dispatch reported workers were asked to leave around noon. 
A spokesman for the Ohio Department of Administrative Services said the water did 
not damage equipment. It is unclear how much leaked or what had caused the problem. 
A recording posted on a hot line for EPA employees said the agency would reopen 
December 29. 
Source: http://www.fox59.com/news/sns-ap-oh--ohioepa-waterleak,0,7258542.story 

38. December 28, KGW Portland – (Oregon) Bomb threat clears Multnomah Co. 
Courthouse. The Multnomah County Courthouse in Portland, Oregon, was evacuated 
for about an hour December 28 due to a bomb threat. A sheriff’s office spokeswoman 
said a bomb threat call came to a court employee about 1:15 p.m. A search of the 
building started, and a suspicious package was found about 1:45 p.m. At that time, 
orders were given to evacuate the building. It took about 8 minutes to clear about 1,000 
people, the spokeswoman said. The Portland Police Bureau bomb squad and the FBI 
were dispatched to the building. The suspicious package was an unlabeled, steel 
telephone terminal box behind a bench, she said. The box will now be labeled, or 
removed if deemed obsolete, she said. The evacuation also closed the streets and MAX 
lines around the building. The bomb threat was cleared at 2:55 p.m. 
Source: http://www.kgw.com/home/Multnomah-County-courthouse-being-evacuated-
112570209.html 

39. December 28, NextGov – (National) McAfee: Coming cyber threats to target mobile 
devices, official secrets. The biggest cyber threats in 2011 are expected to include 
malicious applications on mobile devices and attacks aimed at stealing government 
secrets and sabotaging business operations, according to McAfee. The computer 
security firm annually issues a list predicting what will be the biggest cyber scares 
during the coming year. New for 2011 is the projection that perpetrators will target 
social media communications on mobile devices — a means of interaction that 
businesses, including agencies, increasingly depend on for work. The societal shift 
from desk-based e-mail communications to mobile instant messaging and Twitter insta-
blogging has transformed the threat landscape, the report said. McAfee anticipates 
attackers will hide malicious software in programs that look like legitimate 
applications, including federal data apps, the study’s co-author and McAfee’s vice 
president for threat research said in an interview. According to the threat list, “friendly 

http://www.gainesville.com/article/20101229/ARTICLES/101229557/1109/sports?Title=Police-find-no-bomb-in-library-after-four-hour-search&tc=ar�
http://www.gainesville.com/article/20101229/ARTICLES/101229557/1109/sports?Title=Police-find-no-bomb-in-library-after-four-hour-search&tc=ar�
http://www.fox59.com/news/sns-ap-oh--ohioepa-waterleak,0,7258542.story�
http://www.kgw.com/home/Multnomah-County-courthouse-being-evacuated-112570209.html�
http://www.kgw.com/home/Multnomah-County-courthouse-being-evacuated-112570209.html�


 - 16 - 

fire” malware, which appears to come from contacts on social networks, will grow. The 
motivation of attackers also is changing, according to the study. Instead of carrying out 
attacks to steal money or to send a political message, some groups, including nation-
states and corporations, increasingly are interested in stealing intelligence. 
Source: http://www.nextgov.com/nextgov/ng_20101228_6846.php?oref=topnews 

40. December 28, Fargo Forum – (Minnesota) $3 million in equipment lost when fire 
destroys Clay County building in Barnesville. An estimated $3 million in equipment 
was lost when a fire December 28 destroyed the Clay County Highway Department 
building in Barnesville, Minnesota. The Clay County sheriff said a new road grader 
worth about $200,000 was inside the building, along with two road graders, three plow 
trucks, and a payloader. Because of the losses, county officials are worried about snow 
removal efforts with two snowstorms expected to hit the area later in the week. The 
assistant county engineer said officials are working to rent backup equipment in 
anticipation of the first system expected to hit early December 30. Fire crews gave up 
the battle to save the building about 2 hours after the fire was reported about 3:30 p.m. 
Firefighters from Barnesville and Sabin decided to let the fire burn out when they 
realized the building could not be saved. 
Source: http://www.grandforksherald.com/event/article/id/188235/ 

For another story, see item 25  
 
[Return to top]  

Emergency Services Sector 

41. December 29, Las Cruces Sun-News – (New Mexico) 911 goes dead again. For the 
second time in 2 weeks, 911 callers were unable to get through to the emergency 
dispatch center in Las Cruces, New Mexico. The December 27 and 28 telephone 
outage, apparently caused by effects of the first outage 2 weeks ago, knocked out 
emergency telephone service for Las Cruces and Do-a Ana Counties in New Mexico 
for more than 3 hours. The director of the Mesilla Valley Regional Dispatch Authority 
said the 911 emergency dispatch system started experiencing problems about 10 p.m. 
December 27 and completely went down about 12:30 a.m. December 28. Only cellular 
telephone calls could be placed to 911 until 3:30 a.m. He said Qwest Communications 
told him the loss of service was blamed on a computer routing configuration of 
telephone line circuits that were modified during a December 14 outage that knocked 
out telephone service throughout much of southern New Mexico and a small portion of 
Arizona. No major problems were reported due to the loss of emergency dispatch 
communications. The latest outage came as the New Mexico Public Regulation 
Commission (PRC) was investigating the cause of the December 14 outage. The PRC 
commissioner said initial findings showed that a cut fiber-optic cable south of Socorro 
apparently happened because the Army Corps of Engineers did not obtain a permit 
from the PRC to conduct core sample digging. 
Source: http://www.lcsun-news.com/las_cruces-news/ci_16962917 
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42. December 29, Quincy Patriot Ledger – (Massachusetts) Automated emergency calls 
show limitations. Only a handful of communities on the South Shore in Massachusetts 
used automated emergency calls during the hard-hitting winter storm December 26 and 
27 to notify residents, thousands of whom lost power. Municipal officials and 
representatives from the Norfolk and Plymouth county sheriffs’ offices, which run the 
calling systems, said automated calls are still an important tool to spread information. 
But they are increasingly less effective as people abandon land lines in favor of cell 
phones, and in situations where information is changing constantly. In Scituate, where 
storm-whipped surf smashed through sea walls and flooded roads and homes, officials 
decided against automated calls in favor of online communication. “We didn’t use it all 
during the storm, mostly because so many different things were happening and the 
information was constantly changing,” the town administrator said. Nearly 16 percent 
of adults in the Northeast live in households without a land line telephone, according to 
the federal Centers for Disease Control and Prevention. Automated call lists are based 
on land line numbers. Residents can add their cell phone numbers to Plymouth 
County’s notification list. The Norfolk County sheriff’s office is still working on a way 
to integrate cell phone numbers, a spokesman said. 
Source: http://www.wickedlocal.com/quincy/news/x1148223552/Automated-
emergency-calls-show-limitations 

43. December 28, KFDM 6 Beaumont – (Texas) Man admits to intentionally driving 
through P.A.P.D. front lobby. A driver managed to tear apart a section of the Port 
Arthur Police Station in Texas, December 26, around 9:30 p.m. Officers said the man 
wanted to hurt himself. The 53-year-old man drove his Crown Victoria straight through 
the building. He was taken to a hospital and that is where he admitted to police that he 
intentionally drove through the front lobby. The crash forced the department to board 
up the lobby and close it to the public all day December 27. It reopened December 28, 
but windows are covered with thick plywood. The Port Arthur Police Department is 
taking steps to prevent this from happening again. The department estimated it is going 
to cost several thousand dollars to fix the damage. Police charged the suspect with 
felony criminal mischief. 
Source: http://www.kfdm.com/news/police-40782-department-through.html 

44. December 28, Orlando Sentinel – (Florida) Phony bomb threat targets 911 center. A 
bomb threat was called into the Orange County Sheriff’s Office in Orlando, Florida 
December 28, according to the agency. An unknown man told a dispatcher at the 911 
communications center he intended to blow up the building, a sheriff’s spokeswoman 
said. Fire/rescue offices on the first floor of the building on Amory Court were 
evacuated shortly after 1:45 p.m., but the sheriff’s 911 dispatchers on the second floor 
remained at their posts during a search of the building, she said. The building was 
declared safe at 3:15 p.m. without the discovery of any suspicious items. 
Source: http://www.orlandosentinel.com/news/os-bomb-threat-orange-sheriff-
20101228,0,5785689.story 

45. December 26, Los Angeles Times – (National) License plate readers help police and 
Border Patrol, but worry privacy advocates. License plate reader technology is now 
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employed in all 50 states and is helping to combat the flow of drugs, illegal currency, 
and weapons across the U.S.- Mexico border. U.S. Customs and Border Protection 
awarded a contract in October worth as much as $350 million to increase its use along 
the border, where thousands of license plates are processed by the system every day. 
But the technique, which, unlike speed cameras, snaps pictures of all vehicles passing 
by, worries privacy advocates. Wary of its ability to pinpoint and store the location of 
vehicles, they worry innocent people may become easy targets for tracking. The 
relatively simple technology consists of cameras, either mounted on police cars or at a 
stationary location, capable of capturing and processing more than 100,000 license 
plate images an hour. Plate numbers are automatically run against “hot list” databases 
of stolen, suspicious, or crime-related vehicles, a captain of the Arlington, Virginia, 
Police Department said. The new technology processes every plate captured by the 
camera and alerts police when there is a hit from one of the hot lists. 
Source: http://articles.latimes.com/2010/dec/26/nation/la-na-license-reader-20101226 

[Return to top]  

Information Technology Sector 

46. December 29, Softpedia – (International) New drive-by download attack exploits 
recently patched IE flaw. Security Researchers from Trend Micro have intercepted a 
new drive-by download attack which exploits a critical Internet Explorer vulnerability 
to install multiple malware components on targeted systems. Drive-by download 
attacks are a common and effective malware propagation method and are usually 
launched from legitimate Web sites that have been compromised. They involve 
exploiting vulnerabilities in outdated versions of popular applications like Adobe 
Reader, Flash Player, Java, Internet Explorer, Firefox or the operating system itself, in 
order to silently infect computers. The exploit used in this case is detected as 
JS_SHELLCOD.SMGU by Trend Micro products and targets an IE vulnerability 
patched in Microsoft’s MS10-090 security bulletin released December 14. This bulletin 
is rated as critical and addresses seven vulnerabilities in Internet Explorer. Trend Micro 
does not mention, which one is targeted in the attack, but the most likely candidate is 
CVE-2010-3962. CVE-2010-3962 is an uninitialized memory corruption vulnerability, 
which affects all supported IE versions (6, 7, and 8) and has been actively exploited in 
the wild since its discovery in November. 
Source: http://news.softpedia.com/news/New-Drive-By-Download-Attack-Exploits-
Recently-Patched-IE-Flaw-175183.shtml 

47. December 29, Bloomberg – (International) Apple sued over applications giving 
information to advertisers. Apple Inc., maker of the iPhone and iPad, was accused in 
a lawsuit of allowing applications for those devices to transmit users’ personal 
information to advertising networks without customers’ consent. The complaint, which 
seeks class action, or group, status, was filed December 23 in federal court in San Jose, 
California. The suit claims Cupertino, California-based Apple’s iPhones and iPads are 
encoded with identifying devices that allow advertising networks to track what 
applications users download, how frequently they are used, and for how long. Apple 
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iPhones and iPads are set with a Unique Device Identifier, or UDID, which cannot be 
blocked by users, according to the complaint. Apple claims it reviews all applications 
on its App Store and does not allow them to transmit user data without customer 
permission, according to the complaint. 
Source: http://www.businessweek.com/news/2010-12-29/apple-sued-over-applications-
giving-information-to-advertisers.html 

48. December 28, IDG News Service – (International) Mozilla site exposed encrypted 
passwords. A database of inactive Mozilla usernames and passwords was exposed on 
the Internet in early December, the Mozilla Foundation disclosed December 28. The 
database, which contained 44,000 inactive user accounts for the addons.mozilla.org 
site, was inadvertently placed on a public-facing Web server, wrote the Mozilla director 
of infrastructure security. He stressed the exposure “posed minimal risk to users.” The 
organization erased all the passwords, which were encrypted. It also accounted for 
every download of the database. Current users of addons.mozilla.org are not affected, 
because the organization upgraded its procedure for encrypting passwords in April 
2009, he stated. Mozilla security officials were first notified of the exposure December 
17 through the organization’s Web bounty program, which allows volunteers to submit 
security-related bugs. 
Source: 
http://www.computerworld.com/s/article/9202658/Mozilla_site_exposed_encrypted_pa
sswords 

For more stories, see items 11 and 49  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

49. December 29, The H Security – (International) 27C3 presentation claims many 
mobiles vulnerable to SMS attacks. According to security experts, an “SMS of death” 
threatens to disable many current Sony Ericsson, Samsung, Motorola, Micromax, and 
LG mobiles. In a presentation given to the 27th Chaos Communication Congress 
(27C3) in Berlin December 27, security researchers at TU Berlin claimed sending 
malicious text or MMS messages represents a relatively simple means of crashing 
current mobile phones. Some of the bugs discovered have the potential to cause 
problems for entire mobile networks. In recent months, the tendency has been for 
hackers and security testers to focus their efforts on smartphones such as the iPhone or 
Android-based phones. However, only 16 percent of mobile phone users possess 
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sophisticated handsets of this type. One of the researchers suggests the possibility of 
targeted attacks on the entire mobile network infrastructure by, for example, causing 
“ten thousand mobiles to try to reconnect simultaneously.” An attack could also be 
concentrated on users of a specific brand of mobile. To prevent such occurrences, he 
called for phone manufacturers to provide more security updates and to simplify the 
dissemination of updates. 
Source: http://www.h-online.com/security/news/item/27C3-presentation-claims-many-
mobiles-vulnerable-to-SMS-attacks-1159568.html 

For more stories, see items 41 and 47  
 
[Return to top]  

Commercial Facilities Sector 

50. December 29, Springfield News-Leader – (Missouri) Man injured in blast at 
Springfield motel. A New Florence, Missouri man was injured at a Springfield, 
Missouri motel when a trailer containing tanks of combustible gas exploded December 
28. An assistant fire chief said the employee of a New Florence-based utility company 
had been smoking in the parking lot of the Budget Lodge, 3050 N. Kentwood Ave., 
about 6:30 a.m. when he went to investigate a propane odor. When he opened the 
trailer packed with two acetylene tanks and one liquid propane tank, the trailer 
exploded. The man sustained burn injuries to his head, neck, and hands. The blast blew 
out a window at the hotel and caused other minor damage. 
Source: http://www.news-
leader.com/article/20101229/NEWS01/12290379/Man+injured+in+blast+at+Springfiel
d+motel 

51. December 29, Detroit News – (Michigan) Owner in hospital after blast at Wayne 
furniture store. One person has been pulled from the rubble and two others are 
believed trapped inside a furniture store in Wayne, Michigan that exploded the morning 
of December 29, shaking area homes and frightening residents, officials said. The man 
rescued is the owner of the William C. Franks Furniture store. He is listed in critical 
condition at the University of Michigan Trauma Burn Center in Ann Arbor. Officials 
believe two other store employees are still missing. The massive furniture store 
explosion occurred after 9 a.m. near Glenwood. The gas line in the area has been shut 
off since 11 a.m. Consumers Energy was alerted to the smell of gas near the store 
before the explosion and was investigating. The city has set up an emergency warming 
center for residents affected by the shutoff. The store, which had been a mainstay 
business in this community since 1963, has been reduced to rubble. The windows of 
buildings next door were blown out. There also were motorists injured in vehicles 
nearby. Preliminary information indicates that the explosion was caused by natural gas. 
Officials noted that the U.S. Department of Homeland Security has joined in the 
investigation. 
Source: http://www.detnews.com/article/20101229/METRO01/12290387/1409/metro 
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52. December 28, Gainesville Sun – (Florida) Man charged with making false bomb 
report about Ben Hill Griffin Stadium. A Newberry, Florida man was charged with 
making a false bomb report, December 27, for reportedly saying a bomb was in the 
University of Florida’s Ben Hill Griffin Stadium, according to an arrest report. The 18-
year-old man was charged with threatening to bomb and false report of a bomb, the 
report by the University of Florida Police Department stated. The man allegedly called 
police on an emergency telephone on the northeast side of the stadium and stated he 
placed a bomb in the stadium. Police found him in the area and images from a 
surveillance camera near the phone confirm he made the call, the report states. He is 
suspected of falsely reporting other crimes from emergency phones on campus. The 
report states that he admitted to those calls and will be charged at later date. 
Source: 
http://www.gainesville.com/article/20101228/ARTICLES/101229617/1109/sports?Titl
e=Man-charged-with-making-false-bomb-report-about-Ben-Hill-Griffin-Stadium 

53. December 28, MetroNews – (West Virginia) Five workers injured in gas leak at 
Snowshoe Mountain Resort. Officials at Snowshoe Mountain Resort in Pocahontas 
County, West Virginia, said no guests were injured during a leak of carbon monoxide 
at one of the resort properties December 26. At one time, though, five maintenance and 
housekeeping workers were hospitalized for treatment because of exposure. The last 
three of the five were expected to be released December 28. Reports indicated the leak 
started with a problem in the boiler room of the Seneca Complex, which is located near 
the Snowshoe Village. The building was evacuated as a precaution. That leak has since 
been fixed. 
Source: 
http://www.wvmetronews.com/index.cfm?func=displayfullstory&storyid=42181 

54. December 28, Associated Press – (Arizona) Arizona strip club shooter fired at 
random. A man accused of opening fire in a Phoenix, Arizona strip club, killing two 
people and injuring three others, told police he had planned the crime and chose the 
victims at random, according to a court document released December 28. The 28-year-
old man, of Scottsdale, is accused of shooting four people with a .38-caliber revolver 
and physically attacking a fifth person at the Great Alaskan Bush Company shortly 
before midnight December 26. Patrons tackled and beat him after he ran out of 
ammunition. He remained held in the Maricopa County jail’s psychiatric unit on a $2 
million cash bond, and it was unclear whether he has a lawyer. Police wrote that the 
man said he knew what he did was wrong “but stated he felt compelled to commit this 
offense.” 
Source: http://www.msnbc.msn.com/id/40830682 

[Return to top]  

National Monuments and Icons Sector 

55. December 29, Central Florida News 13 – (Florida) Massive Palm Bay brush fire 90 
percent contained. Smoke from a massive brush fire in southern Brevard County, 
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Florida forced the Florida Highway Patrol to shut down Interstate 95 for hours 
December 29. The fire is about 90 percent contained. The National Weather Service 
said smoke from the fire, along with fog in the area would keep visibility low until the 
fog started to burn off. I-95 was shut down from Palm Bay to Fellsmere, in Indian 
River County, until shortly after 8:30 a.m. All lanes have since reopened. Southbound 
traffic was routed down the exit and closer to the coast, on U.S. Highway 1. The 
conservation area that is burning is swampy and relatively inaccessible, which has 
made it difficult to fight. So the Florida Division of Forestry is fighting fire with fire. 
While the brush fire, itself, has charred over 13,000 acres of conservation land, fire 
crews set backfires on another 9,000 acres, trying to burn potential fuel before the 
wildfire gets to it. All that burning put a lot of smoke in the air, forcing authorities to 
shut down the interstate. 
Source: http://www.cfnews13.com/article/news/2010/december/188145/ 

56. December 28, Los Angeles Times – (California; International) Border Patrol 
investigates beached boat. The U.S. Customs and Border Patrol is investigating an 
incident December 28 where 8 to 10 people reportedly came ashore at Crystal Cove 
State Park in Newport Beach, California in a small boat, then shed their life jackets and 
some clothes as they scattered about the area. As of the late afternoon that day, 
authorities still were looking for these people. Border patrol officials said the group 
was aboard a panga boat, a type of open-hulled Mexican fishing boat frequently used in 
coastal smuggling. About 7 a.m., a visitor at Crystal Cove called police to report the 
incident. The person said that the boat pulled ashore and people ran in several different 
directions. Immigration authorities received a report of a second boat seen motoring 
back southward from the beach minutes after the first boat was found on the sand, a 
Border Patrol spokesman said. An Orange County Sheriff Harbor Patrol boat and 
helicopter converged on the area but did not find anyone, a sheriff’s department 
lieutenant said. The incident is part of a new trend authorities are seeing in human and 
drug smuggling from Mexico and points farther south, a representative of San Diego 
County’s Immigration and Customs Enforcement office said. 
Source: http://www.dailypilot.com/news/tn-dpt-1229-boat-20101228,0,6280813.story 

For another story, see item 33  
 
[Return to top]  

Dams Sector 

57. December 29, Toowoomba Chronicle – (International) Broken dam floods home. A 
swollen Australian dam containing 2.1 million gallons of water has burst near 
Stanthorpe, flooding neighboring properties. A Stanthorpe Police detective senior 
constable said the dam wall, measuring 10 meters in height, collapsed at the 
Applethorpe property at 1 p.m. December 27. The mass of water flooded a house, 
destroyed a farm shed, and flattened an orchard at a nearby Kelly Road farm. A family 
on Kelly Road saw the wall of water coming and were able to get to safety just before 
their property was hit. The hole in the dam wall measured 33 feet by 33 feet. The water 
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traveled 4.3 miles to Stanthorpe where it caused minor flooding of multiple residential 
garages and sheds. 
Source: http://www.thechronicle.com.au/story/2010/12/29/broken-dam-water-
stanthorpe-flood/ 

58. December 29, Allentown Examiner – (New Jersey) Anti-terrorist training exercise 
held. The New Jersey Wing of the Civil Air Patrol (CAP) conducted an extensive 
homeland security disaster training exercise based at the general aviation area of 
Trenton-Mercer Airport in Ewing December 4. The initial scenario for the exercise was 
the explosion of 10 terrorist bombs at critical infrastructure around New Jersey, 
including several bridges, a dam, rail lines, an electric generating station, a power 
transmission line, and a ferry terminal. Initial casualties were placed at 2,000-plus dead 
and 4,700-plus injured. According to a press release, the exercise plan included 
activation of the New Jersey State Police Incident Command Center at the Regional 
Operations Center (ROC) in West Trenton. Satellite command posts were established at 
three strategic airports, including Trenton-Mercer. Forty-two CAP personnel took part 
in the training exercise. Five air crews including pilots and photo observers were 
dispatched in CAP aircraft, flown in from other airports to Trenton-MercerAirport, to 
perform photo reconnaissance of all 10 terrorist bombing sites and to perform other air-
based homeland security tasks. 
Source: http://examiner.gmnews.com/news/2010-12-
30/Front_Page/Antiterrorist_training_exercise_held.html 

59. December 28, Knoxville News Sentinel – (Tennessee) White Oak Dam fortified. U.S. 
Department of Energy (DOE) contractors are wrapping up a 4-month, $3.7 million 
project to widen and strengthen White Oak Dam in Oak Ridge, Tennessee — which 
confines radioactively contaminated White Oak Lake — to make sure the earthen-and-
rock structure can withstand extreme weather events. After a 2008 inspection, the 
Federal Energy Regulatory Commission (FERC) concluded a super-heavy rainfall over 
a short period could compromise the dam’s structural integrity. The FERC report 
recommended many enhancements. DEMCO Inc. has been working on the dam 
improvements since August 2010 under a subcontract to Bechtel Jacobs Co., DOE’s 
environmental contractor in Oak Ridge. The dam has been rehabbed, modified, and 
upgraded over the decades to better control and measure releases via its concrete 
spillway. 
Source: http://www.knoxnews.com/news/2010/dec/28/white-oak-dam-fortified/ 
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