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Top Stories 

• The U.S. Embassy in London was a target of a group of men arrested in Britain and 
charged with conspiracy to cause explosions and preparing acts of terrorism, according to 
Reuters. (See item 39) 

• CNN reports more than 200 people were trapped and several others were injured when a 
ski lift broke down at Sugarloaf Ski Resort in Kingfield, Maine, causing several lift riders 
to fall to the ground. (See item 55)  
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. December 28, North Platte Telegraph – (Nebraska) Fifty-nine UP coal cars derail. A 
train derailment occurred in Nebraska recently. According to a Union Pacific Railroad 
spokesman, a coal train was traveling from the Powder River Basin in Wyoming to 
Illinois ecember 26 when it went off the tracks at McGrew. The accident happened at 
6:30 a.m, with no injuries reported. A spokesman said there were 135 cars on the train 
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and 59 tipped over and spilled the coal they were carrying. A stretch of the track was 
closed and crews worked December 26 through the night to clear debris and rebuild 
track. One track reopened at 7:55 a.m. December 27 after 900 feet had been replaced. 
Another 1,500 feet had to be replaced on a second track that reopened at 3:20 p.m. The 
cause of the derailment is still under investigation. 
Source: http://www.nptelegraph.com/articles/2010/12/28/news/60007790.txt 

2. December 28, Quincy Patriot Ledger – (Massachusetts) Power outages likely to lag 
into Tuesday. Some South Shore, Massachusetts residents in communities hit hard by 
a post-Christmas winter storm likely will not see their power restored until December 
28. Spokesmen for National Grid and NStar, the two power companies that serve most 
of the region, said December 27 that crews were still battling rough weather and new 
power failures caused by falling trees and branches taking out power lines from Quincy 
to Cape Cod. The number of residents without power has been fluctuating up and down 
as crews try to keep up with new outages. As of December 27, about 10,300 National 
Grid customers were without power throughout the South Shore, according to the 
company’s Web site. A spokesman for NStar said about 3,600 of its customers did not 
have power, most of them on Cape Cod. The storm hit December 26, dumping more 
than a foot of snow on many communities within 24 hours, and knocking out power to 
tens of thousands of customers around the state. 
Source: http://www.patriotledger.com/features/x1148223476/Power-outages-likely-to-
lag-into-Tuesday 

3. December 27, Reuters – (International) Explosives likely caused damage to tanker: 
Japan. Unexplained damage to a Japanese oil tanker in the Strait of Hormuz in July 
2010 is likely to have been caused by explosives, but whether it was an attack could not 
be determined, the Japanese Transport Ministry said December 27. The incident, in 
which the ship’s hull was dented, has been shrouded in mystery and raised concern 
about security in the strait, a vital oil shipping lane guarded by U.S. and other warships 
that handles 40 percent of the world’s seaborne oil. The U.S. Department of 
Transportation Maritime Administration said in November that militants staged an 
attack on the tanker, countering speculation it was some kind of accidental collision. 
Explosives are likely to have gone off outside the ship, the M. Star, above the surface 
of the water, though no traces had been detected, the ministry said in a report. Checks 
of the tanker’s radar showed some small vessels moving unnaturally in the direction the 
tanker was heading before it suffered the damage, but no evidence had been found to 
link the damage to the vessels, the report showed. A U.S. advisory last month described 
as “valid” a claim of responsibility by the shadowy Abdullah Azzam Brigades for the 
failed attack on the M. Star, which injured a seaman lightly but caused no oil spill or 
disruption. The strike, if confirmed, would be the first such attack in the Strait of 
Hormuz, but some military experts in the Gulf have expressed skepticism about 
whether it really was an attack. 
Source: 
http://www.publicbroadcasting.net/wbfo/news.newsmain/article/0/0/1741959/World/Ex
plosives.likely.caused.damage.to.tanker.Japan 
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4. December 27, WAFB 9 Baton Rouge – (Louisiana) Vessel used to heat crude oil 
explodes at plant. Fire crews were called out to a facility due to an explosion 
December 27 in Central, Louisiana. The Central Fire Department responded to the 
Evergreen Comite Plant in Central around 6:30 a.m. Investigators said the vessel used 
to heat crude oil exploded. They added no one was injured in the blast, and all of the 
runoff from the vessel burned up during the fire, allowing for no off-site impact. It took 
crews about 30 minutes to get the fire under control. Officials estimated the explosion 
caused about $500,000 worth of damage to the facility. 
Source: http://www.wafb.com/Global/story.asp?S=13744822 

5. December 24, KATC 3 Lafayette – (Louisiana) Major explosion in Youngsville. All is 
clear in Youngsville, Louisiana December 24 after an early morning explosion. Fire 
ighters said a gas compressor ignited around 1 a.m. blowing the roof off a Texas Gas 
warehouse on Verot School Road. Firefighters said the compressor keeps pressure on 
the gas line keeping the fuel flowing. Neighbors said the explosion created a fireball 
that could be seen and heard for miles, and even set surrounding yards on fire. Local 
authorities contained the flames and no injuries were reported. The gas company is 
investigating the cause of the explosion. 
Source: http://www.katc.com/news/update-major-explosion-in-youngsville/ 

6. December 23, Associated Press – (Louisiana) Gas line ruptures, explodes in Grand 
Isle; 2 hurt. A gas line rupture and explosion December 23 sent two people to a Baton 
Rouge, Louisiana burn center and temporarily left hundreds of residents without gas, 
Grand Isle officials and state police said. The explosion happened about 9:30 a.m. as 
workers were performing maintenance on a 2-inch line near the base of the Grand Isle 
bridge. “He’s got second- and third-degree burns to his arms and hands and there’s a bit 
on his face, but he’s OK.”, said the father of an injured worker. The cause of the 
rupture and blast remains unknown. The explosion shut down Louisiana 1 for about an 
hour, but traffic was opened and gas was restored to all affected homes. 
Source: http://hosted.ap.org/dynamic/stories/L/LA_GAS_LINE_RUPTURE_LAOL-
?SITE=AP&SECTION=HOME&TEMPLATE=DEFAULT 

[Return to top]  

Chemical Industry Sector 

7. December 27, Boulder Daily Camera – (Colorado) Chemical spill cleaned-up at 
Boulder’s Roche Colorado plant. A spill of about 700 gallons of a flammable liquid 
led to the evacuation of a building at the Roche Colorado plant in Boulder, Colorado 
December 27. The deputy chief of operations for the Boulder Fire Department said the 
50/50 mix of methanol and water was contained to a single building at the plant. “We 
responded, as normal procedure, to a spill that we had with our low-temperature 
coolant [refrigeration system] and the fire department joined with us to clean it up,” a 
Roche spokesman said. Crews from Boulder fire’s hazardous materials team helped 
push the liquid into a retaining pond at the plant that was filled with a material designed 
to safely consume the methanol. Roche manufactures peptides, ingredients that are used 
in pharmaceuticals. “It has not gotten into any of the storm or sewer water drains,” the 
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deputy chief said. “Everything is safe and secure.” He said the spill was likely caused 
by either a faulty valve on a pipe that was carrying the liquid, or by a leak in the pipe. 
Source: 
http://www.fireengineering.com/index/articles/Wire_News_Display.1330141991.html 

8. December 21, Environment News Service – (Delaware; National) DuPont fined $3.3 
million for toxic chemical reporting violations. The U.S. Environmental Protection 
Agency (EPA) December 21 announced DuPont has agreed to pay a penalty of $3.3 
million to resolve 57 reporting violations under the Toxic Substances Control Act 
(TSCA). The Wilmington, Delaware-based chemical manufacturer was cited because it 
failed to immediately notify the EPA of research indicating substantial risk found 
during testing chemicals for possible use as surface protection, masonry protection, 
water repellants, sealants and paints. The TSCA requires companies to inform EPA 
right away when they have research demonstrating a chemical could pose a substantial 
risk to human health and the environment. On May 5, 2006, DuPont notified EPA it 
had failed to submit chemical toxicity studies on rats. On July 12, 2006, DuPont 
submitted studies with data on chemical toxicity when certain chemicals are inhaled. 
EPA found 57 of them contained data on on chemicals that could present a substantial 
risk of injury to health or the environment. DuPont provides products and services for 
agriculture, nutrition, electronics, communications, safety and protection, home and 
construction, transportation, and apparel markets. The company operates in 90 
countries. 
Source: http://www.ens-newswire.com/ens/dec2010/2010-12-21-091.html 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

9. December 28, Decatur Daily – (Alabama) Browns Ferry reactor down. One of three 
reactors at the Browns Ferry Nuclear Plant near Decatur and Athens, Alabama 
remained offline December 27 as engineers worked to pinpoint the source of an 
abnormal vibration in an electrical generator. According to a spokesman for the 
Tennessee Valley Authority, which operates the plant, the vibration caused engineers to 
shut down the 36-year-old, No. 3 reactor at 4:20 p.m. December 26. The spokesman 
said no radiation escaped the reactor as a result of the incident, and TVA officials do 
not predict any impact to the public. He stressed the apparent malfunction was not 
associated with the nuclear portion of the plant. 
Source: http://www.istockanalyst.com/article/viewiStockNews/articleid/4771266 

10. December 27, Bloomberg – (Massachusetts) U.S. nuclear output falls as 
Massachusetts reactor cuts output. U.S. nuclear production fell as Entergy Corp. cut 
output from the 685-megawatt Pilgrim 1 reactor in Plymouth, Massachusetts, the 
Nuclear Regulatory Commission (NRC) said in a report. Production from U.S. plants 
fell 1,093 megawatts, or 1.1 percent to 97,774 megawatts from December 26. The 
plants are operating at 96 percent of capacity. Three of 104 reactors were offline. 
Entergy reduced output at the Pilgrim 1 reactor to 50 percent of capacity to conduct 
maintenance, a company spokeswoman said in a telephone interview. Workers reversed 
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the water intake flow to clear debris from screens, she said. High seas from a 
snowstorm that blanketed the East Coast and disrupted travel stirred up debris, 
contributing to the decision to do the maintenance, she said. 
Source: http://www.bloomberg.com/news/2010-12-27/u-s-nuclear-output-falls-as-
massachusetts-reactor-cuts-output.html 

11. December 27, Softpedia – (International) Stuxnet possibly responsible for 1,000 
broken centrifuges at Natanz. A new report from the Institute for Science and 
International Security (ISIS) suggestedt Stuxnet might be responsible for 1,000 broken 
IR-1 centrifuges replaced at Iran’s Natanz Fuel Enrichment Plant (FEP). It is a known 
fact Stuxnet was designed to target industrial SCADA systems, in particular those with 
frequency converter drives attached. According to an analysis of its code, Stuxnet looks 
only for such drives produced by two companies, one located in Finland and one in 
Tehran. Furthermore, the malware checks if the equipment operates at frequencies 
between 807 Hz and 1210 Hz for long periods of time. One of the few applications for 
converter drives operating at such high frequencies is uranium enrichment centrifuges. 
Now, ISIS reports 1,000 centrifuges were decommissioned at Natanz in late 2009, early 
2010, noting that “Iran’s IR-1 centrifuges often break, yet this level of breakage 
exceeded expectations and occurred during an extended period of relatively poor 
centrifuge performance.” Stuxnet hides the attack by sending commands to disable the 
frequency converters’ warning and safety controls that would normally alert operators. 
ISIS ends its assessment with a warning. “Countries hostile to the United States may 
feel justified in launching their own attacks against U.S. facilities, perhaps even using a 
modified Stuxnet code.” 
Source: http://news.softpedia.com/news/Stuxnet-Possibly-Responsible-for-1-000-
Broken-Centrifuges-at-Natanz-174842.shtml 

[Return to top]  

Critical Manufacturing Sector 

12. December 28, Wall Street Journal – (National) FAA seeks fixes to midair collision 
warning devices. Federal aviation regulators are proposing fixes to midair collision 
warning devices installed on nearly 9,000 U.S. airliners and business aircraft, after 
uncovering a safety problem during a test flight. The Federal Aviation Administration’s 
(FAA) proposed directive, made public December 27, seeks to mandate software 
upgrades to widely used devices manufactured by a unit of L-3 Communications 
Holdings Inc. The FAA said that during a flight test over a busy airport’s airspace, 
airborne collision warning systems manufactured by the unit, Aviation Communication 
& Surveillance Systems LLC, failed to properly keep track of all nearby planes. The 
agency said one aircraft disappeared for at least 40 seconds from cockpit displays, 
which “could lead to possible loss of separation of air traffic and possible mid-air 
collisions.” Despite the proposal’s broad sweep, regulators apparently concluded the 
problem does not pose an imminent safety threat because they want to give airlines and 
operators of business aircraft up to 4 years to complete the upgrades. An FAA 
spokeswoman said the company’s TCAS devices are installed on more than 7,000 U.S. 
airliners, and more than 1,800 business aircraft registered in the United States. Less 
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than 100 U.S. military aircraft also use the affected TCAS devices, which provide 
pilots with computer-generated alerts and emergency instructions to avoid nearby 
aircraft. 
Source: 
http://online.wsj.com/article/SB10001424052970203513204576047303349520540.htm
l?mod=googlenews_wsj 

13. December 27, Zacks Investment Research – (National) GM to recall almost 100,000 
vehicles. General Motors (GM) announced it would recall about 100,000 vehicles to fix 
problems with airbags and rear axles. The recalled lineups will include Cadillac, 
Chevrolet, and GMC. The first recall involves 96,000 units of Cadillac CTS of model 
years 2005 and 2007. The vehicles suffer from problems with passenger-side airbags, 
leading to non-deployment and increasing the risk of injury in crashes. The second 
recall impacts 1,200 units of Cadillac Escalades, Chevrolet Avalanches, Chevrolet 
Silverados, and GMC Sierras. It is related to manufacturing defects of the rear axle 
cross pin, which could possibly fracture and get displaced. GM also announced that it 
will recall 111,136 units of some of its mid-size crossover lineups in January 2011 
related to a problem with the anchor of the seat-belt buckle, leading to injury in a crash. 
The recalled lineups include Chevrolet Equinox (67,805 units), GMC Terrain (29,926 
units), and Cadillac SRX (13,405 units) from the 2011 model year. As many as 97,843 
units of these vehicles were sold in the United States, and the rest were sold in Canada 
and Mexico. Since the beginning of 2010, GM has recalled about 3 million vehicles in 
the United States, Canada, Mexico, and South Korea. 
Source: 
http://www.zacks.com/stock/news/45174/GM+To+Recall+Almost+100,000+Vehicles 

14. December 17, U.S. Environmental Protection Agency – (New York) EPA announces 
requirements for next phase of Hudson River PCB cleanup. The U.S. 
Environmental Protection Agency (EPA) December 17 presented General Electric (GE) 
with requirements for the next phase of the cleanup of the Hudson River. The second 
phase of the cleanup — which is designed to address potentially cancer-causing 
chemicals released for decades from two GE plants into the Hudson — would require 
GE to remove far more contaminated sediment from the river before sealing or 
“capping” any remaining polychlorinated biphenyls (PCBs). The decision follows 
months of consultation with GE, the State of New York and a wide range of 
stakeholder groups as the Agency analyzed technical information and decided how best 
to proceed with the second phase of the project. GE has until January 14, 2011 to 
review EPA’s decision and notify the agency whether they will proceed with this phase 
of the cleanup, scheduled to begin in May 2011. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/e77fdd4f5afd88a3852576b3005a604f/1346c
7247b3eb181852577fc0059e8a7!OpenDocument 

[Return to top]  

Defense Industrial Base Sector 
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See item 12  
 
[Return to top]  

Banking and Finance Sector 

15. December 28, HedgeCo.Net – (Utah: International) Hedge fund manager indicted in 
$30 million international fraud scheme. A Utah hedge fund manager has been 
arraigned on multiple counts of mail fraud, wire fraud, and conspiracy, relating to his 
operation of a Utah-based hedge fund company, “Coadum Capital.” The suspect was 
indicted December 15, along with an alleged accomplice. “This indictment alleges a 
major international investment fraud scheme that defrauded over 100 victims around 
the country out of tens of millions of dollars, most of which was transferred to overseas 
accounts,” a prosecutor said. Coadum attracted more than $30 million in investments in 
2006 and 2007. Coadum offered shares in hedge funds and advertised monthly returns 
of 5 percent. The indictment alleged money placed in escrow was transferred to 
accounts in Switzerland and the Mediterranean island of Malta, from where it then 
disappeared. The indictment said investors lost approximately $30 million. The charges 
carry a maximum sentence of 20 years in prison and a fine of up to $250,000 each. 
Source: http://www.hedgeco.net/news/12/2010/hedge-fund-manager-indicted-in-30-
million-international-fraud-scheme.html 

16. December 28, Softpedia – (International) Anonymous attacks Bank of 
America. Anonymous has launched a distributed denial of service attack (DDoS) 
against Bank of America (BoA), after the U.S.-based financial giant banned 
transactions destined for WikiLeaks. About 2 weeks ago, BoA joined the list of 
companies boycotting WikiLeaks by announcing it would block all transactions related 
to the whistleblower organization. All of the firms became targets of coordinated DDoS 
attacks by Anonymous, a notorious group of hacktivists. The holiday delayted the 
attack, but it launched December 27. However, as some previously predicted, a lack of 
organization failed to cause major problems for Bank of America. Infosec Island 
reported the primary impediment was technical issues with the “hive mind” feature of 
the LOIC DDoS tool, which normally forces the user’s computer to join a voluntary 
botnet. Users had to resort to filling in the target details manually and not all of them 
managed to do it. Even so, the BoA Web site experienced slowdowns and even went 
offline for short periods of time. The force of the attacks is expected to increase as the 
hive mind problem gets resolved and more members return from the Christmas holiday 
to join the effort. 
Source: http://news.softpedia.com/news/Anonymous-Cell-Attacks-Bank-of-America-
174930.shtml 

17. December 28, Associated Press – (National) Former Chicagoan accused of $8M 
investment fraud. Federal prosecutors have charged a former Chicago, Illinois man of 
swindling nearly $8 million from more than 50 victims who were led to believe they 
were buying specially discounted stock in a number of well-known companies, 
including Google Inc., and Facebook Inc. The U.S. Attorney’s office in Chicago said 
the 39-year-old suspect, now of Newton, Massachusetts, was charged December 27 
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with one count of wire fraud, and one count of filing a false federal income tax return. 
The office said the suspect will be arraigned at a later date, and did not say whether he 
had an attorney. A spokesman for the U.S. Attorney’s office, said the suspect styled 
himself as a self-employed securities trader while running the alleged swindle from 
locations in Chicago, Seattle, Boston, and Newton. 
Source: http://www.bloomberg.com/news/2010-12-28/former-chicagoan-accused-of-
8m-investment-fraud.html 

18. December 27, Press Trust of India – (International) Banks to add extra security layer 
for phone banking. Banks will ask for an additional password from credit card 
customers from the new year for any transactions conducted over phone, subsequent to 
a Reserve Bank of India (RBI) direction for making phone banking more secure. 
According to the RBI guidelines, banks must decline any telephonic banking 
transactions, including the automated IVR (Interactive Voice Response) services, 
where the customers do not have a one-time password (OTP) for such services with 
effect from January 1, 2011. However, OTP will be valid for a single use and would 
remain in effect for 2 hours. Customers will have to generate a separate OTP for each 
IVR transaction. The new step has been taken as a safeguard against credit card frauds. 
There has been an uptick in frauds involving lost or stolen cards. For transactions 
where cards are needed to be presented physically, RBI has already made it mandatory 
for an identity verification, and the signature also must match the one on the card. The 
added security layer for phone banking follows a similar step taken by banks for 
Internet banking transactions. Banks like Citibank and HDFC Bank have already told 
their customers to get OTP for phone banking transactions, while others are in the 
process of doing so. According to banking sector experts, customers who do not get an 
OTP before January 1, will be prompted to get one whenever they initiate a phone 
banking transaction. 
Source: http://www.business-standard.com/india/news/banks-to-add-extra-security-
layer-for-phone-banking/419654/ 

19. December 27, Softpedia – (International) Santander exposes bank statements of over 
22,000 customers. Late during the week of December 20-24, Santander’s United 
Kingdom branch announced a data breach where bank statements of 22,600 customers 
were sent to the wrong recipients. According to a bank spokesperson, the incident was 
the result of a printing equipment error at a third-party company paid to send the 
statements. “With the bank statement, the first page contains the name and address, the 
account number and sort code. This was correct,” a Santander spokesperson told 
eWEEK. The bank will send out corrected statements and will notify all affected 
customers about the potential privacy breach, but stressed the risk of fraud is very 
small. The organization has alerted the Financial Services Authority, and the 
Information Commissioner’s Office also launched its own probe. The printing 
equipment was reset after producing 35,000 statements. 
Source: http://news.softpedia.com/news/Santander-Exposes-Bank-Statements-of-Over-
22-000-Customers-174670.shtml 

20. December 27, BankInfoSecurity.com – (National) Fraud 2011: Beware cross-channel 
threats. Fraud in all its forms will continue to strike banking institutions across all 
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channels in 2011. And until banks and credit unions increase investments in analytics 
and channel integration, they will continue to suffer losses. That’s the overall message 
from the Faces of Fraud: Fighting Back survey, whose results were released in an 
Executive Summary by Information Security Media Group. The survey, which include 
responses from more than 230 financial leaders and security officers at financial 
organizations of all sizes, reveals keen insights into the fraud landscape. The study 
found credit and debit card fraud ranks No. 1 among current forms of fraud, with 81 
percent of respondents saying they were impacted by payment card incidents this year. 
Check fraud came in second, with 63 percent saying it remains a problem. Phishing and 
vishing-related fraud was third, getting 48 percent of respondent votes. But only 20 
percent of respondents said they are prepared to fight and prevent phishing and vishing 
attacks. The survey also found cross-channel fraud detection is not being widely 
implemented, with 55 percent saying they continue to rely on manual techniques. Only 
26 percent have a plan or team in place for cross-channel detection; and 63 percent said 
they either have no cross-channel plan or team, are working on a plan or team, or 
simply do not know. The study indicated 76 percent of respondents first learn of fraud 
incidents only when customers and members notify them. To reduce vulnerability to 
fraud, 63 percent said they improved customer and employee awareness through 
education, 40 percent said they invested in new technology and 17 percent have 
increased budgets and/or staff. In 2011, 34 percent of respondents will increase 
budgetary investments and/or personnel to improve fraud prevention. 
Source: http://www.bankinfosecurity.com/articles.php?art_id=3206 

21. December 24, La Jolla Patch – (Colorado; California) ‘Ho-Hum Bandit’ may be 
robbing Colorado banks. After a 5-month bank robbery spree, the “Ho-Hum Bandit” 
seemed to just disappear from Southern California. It now appears as though he may 
have moved on to a new market. Investigators said a serial bank robber who is wanted 
in Colorado matches the description of Ho-Hum Bandit, who hit up 12 banks, including 
the Citibank in La Jolla, from late February through July. In Colorado, the robber was 
given a different moniker—the “JV Bandit Gone Bad,” according to a FBI Special 
Agent. The JV Bandit is wanted for 8 robberies in Boulder, Denver, and Fort Collins. 
“Just like here, he’s going every two or three weeks,” the FBI Special Agent said. The 
bandit is described as a white male in his 30s. He is approximately 5 foot 9 and 160 to 
170 pounds. The FBI said he is fair-skinned and usually wears some type of hat, faded 
jeans, and white sneakers. 
Source: http://lajolla.patch.com/articles/ho-hum-bandit-may-be-robbing-colorado-
banks 

[Return to top]  

Transportation Sector 

22. December 28, WHTM 27 Harrisburg – (Pennsylvania) Rockville bridge remains 
closed after train accident. Norfolk Southern crews are working to reopen the 
Rockville, Pennsylvania, railroad bridge north of Harrisburg. The bridge was closed 
December 27 after cargo from a 48-car freight train ended up in the Susquehanna 
River. Authorities believe high winds blew two empty shipping containers into the 
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water. A Norfolk Southern spokesman said no one was injured and no hazardous 
materials ended up in the river. More than 330 Amtrak passengers had to be bussed 
from Harrisburg to Pittsburgh because of the bridge closure. Their trip started out in 
snowy New York City December 27. Norfolk Southern hoped to have one track 
reopened as soon as possible, to get rail traffic moving again. There is no word yet on 
when the two shipping containers will be removed from the Susquehanna River. 
Source: http://www.abc27.com/Global/story.asp?S=13747222 

23. December 27, NBC News – (New York) ‘A’ train riders stranded in seven-hour 
ordeal. In New York City, passengers stuck for several hours on four A trains stalled in 
snow drifts near John F. Kennedy International Airport were finally rescued at about 8 
a.m. December 27, New York City (NYC) Transit officials said. At least 400 
passengers endured a 7-hour ordeal aboard the trains, one stranded near Aqueduct race 
track, and three others stranded near the Broad Channel train station, a Metropolitan 
Transportation Authority spokesman said. Snow drifts and ice on the third rail stalled 
the trains. A rescue train was sent to the train stuck at the Aqueduct stop. According to 
news reports and eyewitness accounts, the stranded passengers were without food, 
water, and access to the bathroom. But NYC Transit said the stuck straphangers did 
have access to the bathroom. The passengers on the train near Aqueduct had heat and 
were able to exit the train, which was partially in the station, to use the bathroom, the 
spokesman said. The passengers stranded at the Broad Channel station were able to exit 
the train, but they had nowhere to go, so they were effectively marooned on the train, 
he said. 
Source: http://www.msnbc.msn.com/id/40818191/ 

24. December 27, Associated Press – (National) Winter storm could strand air 
passengers for days. An East Coast blizzard that has forced nearly 7,000 flight 
cancellations will leave many travelers stranded through the end of the week. Runways 
were expected to reopen December 27 at several major airports in the Northeast. But 
canceled flights into and out of Philadelphia, New York, and Boston left hundreds of 
thousands of people scrambling for a way home. The storm and its aftermath could end 
up costing the airlines $100 million, one analyst predicted. The challenge for the 
airlines goes beyond weather. Flights are usually full this time of year, making it 
difficult to rebook travelers affected by a cancellation. By the afternoon of December 
27, major U.S. airlines had announced more than 3,100 canceled flights. Continental, 
whose hub in Newark, New Jersey, was shut down by the storm, scrubbed 800 flights. 
and Delta dropped 700. That came on top of at least 3,800 cancellations December 26, 
according to figures the airlines provided the Associated Press. An American Airlines 
spokesman said if the weather cleared by December 28, his airline could resume a 
normal schedule by December 29. The spokesman for Boston’s Logan Airport said 
airlines said rebooking could drag into December 31 — the start of another holiday 
weekend. Kennedy Airport and Newark International remained closed December 27. 
Both were expected to open at 6 p.m., the Federal Aviation Administration said. 
Source: http://www.businessweek.com/ap/financialnews/D9KCH2N02.htm 

25. December 27, CNN – (California) San Francisco airport defends security in wake of 
pilot’s videos. The leadership of the San Francisco, California airport fired back 
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December 25 at critics who rallied around a commercial pilot who had posted videos 
online showing what he described as security shortcomings. The series of videos 
featured scenes from inside the San Francisco International Airport (SFO) and were 
narrated by the pilot, who noted the contrast between the passengers, who were heavily 
scrutinized, and airport employees who just passed through a single door. The footage 
was posted, and later removed, from the popular video-sharing Web site YouTube. “A 
recent YouTube video, posted by a U.S. airline pilot, presents false and misleading 
information on SFO’s security program,” the airport said in a statement. “The video 
shows a door with a card swipe and suggests that access is gained to the airfield area 
through this door. In fact, the door shown in the video provides access only to an 
employee lunchroom.” In its statement December 25, the airport defended its practices, 
stressing there are variances in the security system based on several factors, and that 
many layers of protection cannot easily be seen. A few days after the pilot posted the 
videos, he said, the Transportation Security Administration (TSA) told him he was 
being suspended from the Federal Flight Deck Officer program. The TSA said it holds 
those serving as federal flight deck officers to “the highest ethical standards,” and said 
it took action because the pilot was in the program. 
Source: http://edition.cnn.com/2010/TRAVEL/12/25/california.tsa.pilot/ 

26. December 27, Associated Press – (National) Napolitano: New TSA methods 
‘objectively safer’. The Homeland Security Secretary is not giving any ground when it 
comes to the use of full-body scanners and pat-downs at airports around the United 
States. While some travelers do not like them, the Secretary in an interview broadcast 
December 26 insisted the practices will not change for the “foreseeable future.” The 
new technology and the pat-downs are “objectively safer for our traveling public,” the 
Secretary said, adding she is always looking to improve the security systems in place. 
The Secretary also dismissed a recent news report about major airports failing secret 
tests designed to get contraband such as guns and knives past security screeners. The 
report said some airports had a 70 percent failure rate. “Many of them are very old and 
out of date, and there were all kinds of methodology issues with them. Let’s set those 
aside,” she said on “State of the Union” on CNN. “We pick up more contraband with 
the new procedures and the new machinery.” 
Source: http://www.cbsnews.com/stories/2010/12/27/politics/main7188394.shtml 

For more stories, see items 1, 3, 6, 12, and 28  
 
[Return to top]  

Postal and Shipping Sector 

27. December 27, Wall Street Journal – (National) UPS, FedEx face service shutdown 
caused by East Coast blizzard. Package delivery companies United Parcel Service 
Inc. (UPS) and FedEx Corp. canceled varying amounts of service along the U.S. East 
Coast December 27 in response to a blizzard that rocked the area the previous day and 
caused multiple states to declare a state of emergency. Heavy snow and high winds 
caused service disruptions in 13 states, UPS said. 
Source: http://online.wsj.com/article/BT-CO-20101227-705302.html 
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28. December 27, Washington Post – (National) Cargo that flies over the United States 
doesn’t get screened to federal standards. As the Presidential Administration works 
to harden domestic defenses against terrorism, some experts point to a potential 
vulnerability from thousands of flights that pass over the United States each week. 
Although the United States regulates overflights, the cargo aboard them is not screened 
to federal standards and passenger lists are not matched to names on the terrorist watch 
list maintained by the Transportation Security Administration (TSA). The TSA said 
other countries “have their own cargo security protocols that apply to those aircraft.” 
The TSA has not implemented the new Secure Flight program to scrutinize passengers 
boarding overflights. That behind-the-scenes operation is designed to ferret out 
potential terrorists through a process that begins with airlines collecting detailed 
information when someone buys a ticket. Security experts are divided about the 
severity of the risk. Scanning all the cargo that flies over the country “is totally 
unrealistic,” said the director of the Center for Transportation and Logistics at 
Massachusetts Institute of Technology. “We have tens of millions of packages flying 
almost every night. We can’t stop the huge flow of packages from all over the world. 
There has to be a balance between acceptable risk and the economy.” But a longtime 
U.S. intelligence operative who teaches counterterroism courses at Embry-Riddle 
Aeronautical University in Arizona said a terrorist could “explode a plane with a dirty 
bomb or a biological weapon or an actual nuclear weapon on board, and that material 
will spread wherever it crashes.” 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/12/26/AR2010122601795.html 

[Return to top]  

Agriculture and Food Sector 

29. December 28, Food Safety News – (National) Assessing the risk of intentional 
contamination. In the United States, DHS is responsible for analyzing risks associated 
with intentional food contamination and for communicating the threat levels to local 
governments. As part of this charge, the Food and Drug Administration (FDA), through 
the Center for Food Safety and Applied Nutrition (CFSAN), has developed a working 
framework for local and state governments to use as a means to assess potential threats 
to food. This framework consists of identifying the three components necessary to lead 
to intentional contamination: the aggressor (whether a disgruntled employee or an agent 
working for a terrorist organization), the routes of gaining access to food, and food-
endangering pathogens or poisons. A recent study published in The Journal of Public 
Health Management Practice developed a standard survey to diagnose the status of 
food defense in the restaurant industry. Funded by grants from the Centers for Disease 
Control and Prevention and the FDA, the survey’s aim is to identify potential gaps in 
food defense and also to raise awareness among hospitality industry workers about 
possible points of vulnerability within their own establishments. 
Source: http://www.foodsafetynews.com/2010/12/assessing-the-risk-of-intentional-
contamination/ 
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30. December 28, CNN – (Texas; Michigan; International) Salmonella found in U.S., 
Canada prompts cilantro, parsley recall. J&D Produce, Inc., a Texas produce 
distributor, has recalled nearly 7,000 cases of cilantro and curly parsley after samples in 
Quebec, Canada, and Michigan tested positive for salmonella, the company said 
December 27. The latest recall comes days after dozens of people fell sick after 
consuming bacteria-tainted alfalfa sprouts in an apparently unrelated situation. The 
“precautionary, voluntary recall” pertains to cilantro and parsley packed between 
November 30 and December 6, the Edinburg, Texas-based company said in a 
statement. Cilantro and parsley processed and branded as Little Bear between those 
dates can be taken to retailers for a full refund. No one has reported getting sick from 
eating the vegetables, according to J&D Produce. 
Source: 
http://www.cnn.com/2010/HEALTH/12/28/salmonella.produce/index.html?hpt=T2 

31. December 27, Lafayette Journal and Courier – (Indiana) Colfax meat processing 
plant burns, owner vows to rebuild. Firefighters from five fire departments fought to 
prevent This Old Farm Meats and Processing plant in Colfax, Indiana, from burning to 
the ground December 27. At 2:45 p.m., multiple fire crews responded to a grease fire at 
9572 W. Clinton County Road 650 South, approximately 20 miles southeast of 
Lafayette. The 10 people and five head of cattle that were in the building at the time all 
escaped safely. The fire, which caused a small explosion, began in the smokehouse 
where an employee, who was the former owner of the plant, struggled for several 
minutes to extinguish the flames. The fire grew too fast to contain, the man said, and, 
after inhaling several lungfuls of thick, black smoke, he and his coworkers fled the 
building. The Perry Township Fire Department hauled in more than 100,000 gallons of 
water to battle the fire, and the fire was under control by 5:30 p.m. 
Source: http://www.jconline.com/article/20101227/NEWS09/101227018/Organic-
meat-processing-plant-ripped-by-fire-near-Colfax-Update- 

32. December 27, KPTV 12 Portland – (Oregon) Fire briefly evacuates Boyd’s Coffee 
plant. Repairs are under way at Boyd’s Coffee Company’s processing plant in 
Gresham, Oregon, after a fire December 27. The fire started inside a duct leading to a 
roaster at about 9 a.m. at the plant on Northeast Sandy Boulevard. The incident caused 
the evacuation of about 200 employees. Responders let the fire burn itself out before 
allowing employees to re-enter the building. Boyd’s director of marketing said it will 
take about a week to complete the repairs and for everything to get back to normal. 
Source: http://www.kptv.com/news/26291990/detail.html 

33. December 27, Bloomberg – (Florida) Florida ‘hard freeze’ may damage orange 
crops overnight, forecaster says. Florida’s orange crop, the world’s largest after 
Brazil, may be damaged by an overnight frost, a meteorologist at MDA Information 
Systems Inc. said. “There is a hard-freeze warning from tonight through tomorrow 
morning in most parts of Florida,” the Rockville, Maryland-based meteorologist said. 
Temperatures could fall to as low as 21 degree Fahrenheit in some areas, he said. Prices 
of orange juice surged to a 3year high earlier in December after Florida declared a state 
of emergency amid severe cold and the prospects of crop damage. 
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Source: http://www.bloomberg.com/news/2010-12-27/florida-hard-freeze-may-
damage-orange-crops-overnight-forecaster-says.html 

[Return to top]  

Water Sector 

34. December 28, Chicago Tribune – (Illinois) Explosion sends sewage into Kankakee 
River. An explosion at a wastewater treatment plant in Kankakee, Illinois, December 
27 sent thousands of gallons of sludge and raw sewage into the Kankakee River, 
prompting a massive cleanup effort to plug the leak and stop the spread downstream. 
The Illinois Environmental Protection Agency (IEPA), which dispatched an inspector 
to the site midday, said the spill appeared to be contained within a half-mile or so of the 
rupture near 1600 W. Brookmont Blvd., and area drinking water was not affected. 
Because boaters, fishermen, and kayakers do not frequent that icy stretch of the river in 
winter, the threat to public health is believed to be minimal, officials said. The impact 
on the environment is another matter, he said, and over the next couple of days IEPA 
will monitor the section of the river about 60 miles south of Chicago to determine 
whether fish and other wildlife were affected. Late December 27 crews from IEPA, 
Nicor Gas, ComEd, and other local and state agencies were trying to determine the 
extent of the spill, which had been flowing out of at least 1-million-gallon holding tank 
at the treatment center for more than 5 hours. The sludge included raw sewage, water 
from area toilets and showers, and snow melt. IEPA is evaluating whether the treatment 
plant will face fines or violations stemming from the release of sludge and what an 
IEPA spokeswoman called “the negative impacts on our water system.” 
Source: http://www.chicagotribune.com/news/local/southsouthwest/ct-met-kankakee-
river-sludge-spill-1220101227,0,818258.story 

35. December 28, Iowa City Press-Citizen – (Iowa) One injured in explosion. Officials 
are trying to determine the cause of an explosion at the Coralville, Iowa Wastewater 
Treatment Plant that sent one man to the hospital December 27. The assistant Coralville 
fire chief said the man was working on the roof of the sludge-holding facility about 11 
a.m. when the explosion occurred. The facility is a large concrete rectangle with a 
concrete roof that stores waste collected from water. The explosion punched a hole 
through the roof and spewed debris into the street. It could be felt as far away as Iowa 
City and a plume of steam filled the air after the explosion. The assistant fire chief said 
city engineers would have to determine the structural integrity of the building before 
the fire department could begin investigating the cause. He said he has spoken with the 
Iowa Department of Natural Resources to limit the potential for environmental damage. 
The assistant chief said the worker could have been using a torch on the roof and 
methane could have played a role in the explosion, though he noted the structure has 
vents to prevent methane build-up. There is no ongoing public or environmental 
danger, he said. The city administrator said the city will begin emptying the tanks to 
determine the explosion’s cause, but noted draining the tanks will take 2 to 3 weeks. 
Source: http://www.press-citizen.com/article/20101228/NEWS01/12280308/One-
injured-in-explosion 
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For more stories, see items 14 and 54  
 
[Return to top]  

Public Health and Healthcare Sector 

36. December 28, Wilkes-Barre Citizens Voice – (Pennsylvania) Health information of 
nearly 3,000 Geisinger patients disclosed. The medical information of nearly 3,000 
patients was e-mailed to a former physician’s home computer in an unauthorized 
manner in November, Pennsylvania-based Geisinger Health System said in a news 
release December 27. On November 3, a former Geisinger Wyoming Valley Medical 
Center gastroenterologist sent an unencrypted e-mail containing patients’ information 
from his Geisinger computer to his home e-mail account. The physician sent the 
information — which included patient names, Geisinger medical record numbers, 
procedures, and the physician’s notes on the care provided — to his home computer to 
complete an analysis of his procedures. Geisinger became aware of the e-mail transfer 
3 days later. It did not include addresses, telephone numbers, Social Security numbers, 
patient account information, or any financial information, the news release said. 
Source: http://citizensvoice.com/news/health-information-of-nearly-3-000-geisinger-
patients-disclosed-1.1082848 

37. December 28, Stars and Stripes – (International) FDA recalls glucose test strips sent 
to military hospitals. Military medical officials in the Pacific are trying to reach some 
700 patients who might be using faulty glucose test strips to measure their blood sugar 
levels. Abbott Diabetes Care glucose test strips sent by the Defense Department to 
hospitals in the Pacific were among the 359 million strips identified in a recall 
announced December 22 by the U.S. Food and Drug Administration (FDA). About 200 
patients at U.S. Naval Hospital Yokosuka clinics, 457 patients at Okinawa bases, and 
47 patients at Misawa Air Base were among those affected by the recall, officials said 
December 28. The hospitals are calling patients and distributing recall information. The 
recall was issued after results showed that the strips might report inaccurately low 
blood glucose levels, according to the FDA. “False results may lead patients to try to 
raise their blood glucose unnecessarily, or they may fail to treat elevated blood glucose 
because of a false, low reading,” according to the FDA statement. “Both scenarios pose 
risks to a patient’s health.” The recall affects Abbott’s Precision Xtra, Precision Xceed 
Pro, MediSense Optium, Optium, Optium EZ, and ReliOn Ultima blood glucose strips. 
Source: http://www.stripes.com/news/fda-recalls-glucose-test-strips-sent-to-military-
hospitals-1.130109 

38. December 24, BBC News – (International) Global flu warning after UK hit. Northern 
hemisphere countries are being told by health experts to brace themselves for flu 
outbreaks. There has been a well-publicized surge of cases in the United Kingdom 
during December with swine flu appearing to be the dominant of the three strains 
circulating. The European Center for Disease Prevention and Control warned much of 
the rest of Europe was also beginning to see increases too. Meanwhile, parts of the 
United States and Canada have reported higher levels. Many of those being infected are 
younger age groups. In the United Kingdom, the number of people who have died with 
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all types of flu this winter hit 27. The volume of patients going to their doctor with flu-
like illnesses also rose, more than doubling to 87.1 per 100,000 in the week of 
December 20-24. Cases have been highest in children aged between 5 and 14, followed 
by children under 4 and then those aged between 15 and 44. But the UK’s Health 
Protection Agency said a very large outbreak was “not likely”. 
Source: http://www.bbc.co.uk/news/health-12074786 

For another story, see item 7  
 
[Return to top]  

Government Facilities Sector 

39. December 28, Reuters – (International) U.S. says embassy was target of attack. The 
U.S. Embassy in London was a target of a group of men arrested last week in Britain 
and charged with conspiracy to cause explosions and preparing acts of terrorism, the 
U.S. State Department said December 27. Twelve men were arrested December 20 in 
what British police said were counter-terrorism raids essential to protect the public 
from the threat of attack. Three were later released without charges, leaving nine who 
appeared in court December 27 to face the charges. The suspects were from London, 
the Welsh capital of Cardiff, and the central English city of Stoke. A British police 
statement said the men had conspired to cause “explosions of a nature likely to 
endanger life or cause serious injury to property.” It added they had been downloading 
material from the Internet, researching and discussing potential targets, carrying out 
reconnaissance, and “igniting and testing incendiary material.” The police statement 
did not specify what the potential targets were. 
Source: http://www.thepeterboroughexaminer.com/ArticleDisplay.aspx?e=2906963 

40. December 28, Lake City Reporter – (Florida) Smoke scare leads to city hall 
evacuation. Lake City, Florida, employees were evacuated from city hall due to smoke 
in the building around 12:20 p.m. December 27. The Lake City Fire Department, 
assisted by the Columbia County Fire Department, responded, the Lake City Fire 
Department assistant fire chief said. A possible source for the smoke was dust burning 
in the air vents of the emergency air handler, which was on heat mode, he said. The 
incident was minor, but the fire department wanted to be thorough in its investigation. 
After the city and county fire departments were done, an electrician and air conditioner 
repair person came to the building. The city and county fire departments worked 
together. 
Source: 
http://www.lakecityreporter.com/articles/2010/12/28/news/doc4d19647c15b114721284
13.txt 

41. December 28, United Press International – (National) FBI: 236 congressional threats 
in 10 years. At least 236 death threats were made against U.S. congressional members 
in the past decade, an analysis of cases by Politico revealed. Politico said its review of 
documents — obtained through the Freedom of Information Act — indicated serious 
death threats against lawmakers dropped in the past 10 years, along a pattern similar to 
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Congress’s overall public approval. “It’s interesting that specific events and legislation 
can trigger death threats,” said the vice president and director of governance studies at 
the Brookings Institution. “The popular image is that these people are crazy, not that 
they have policy motivations behind their anger. It’s interesting to see that connection.” 
The documents indicated death threats investigated by the FBI hit a yearly high of 42 
cases in 2001, the same year as the terrorist attacks on the United States and when 56 
percent of people approved of the job Congress was doing. 
Source: 
http://www.investors.com/NewsAndAnalysis/Newsfeed/Article/124090269/201012280
826/FBI-236-congressional-threats-in-10-years.aspx 

42. December 25, Norfolk Virginian-Pilot – (Virginia) No injuries in Portsmouth library 
fire. A fire that was started in a book drop in the rear of the main library branch in 
Portsmouth, Virginia, was likely intentionally started, according to a police captain. 
The fire extended from the book drop down to a hallway in the building. The captain 
said the building sustained smoke and water damage. The call came in around 6 p.m. 
December 25. The first crews were on the scene shortly after that, he said. It took crews 
about 5 minutes to put out the fire. 
Source: http://hamptonroads.com/2010/12/no-injuries-portsmouth-library-fire 

[Return to top]  

Emergency Services Sector 

43. December 28, Associated Press – (National) Police fatalities jump 37 percent in 
2010. Deaths of U.S. law enforcement officers in the line of duty jumped 37 percent to 
about 160 from 117 the year before, according to numbers as of December 28 compiled 
by the National Law Enforcement Officers Memorial Fund. There also was a spike in 
shooting deaths. Fifty-nine federal, state, and local officers were killed by gunfire in 
2010, a 20 percent jump from last year’s figures, when 49 were killed. The total does 
not include the death of a Georgia State Patrol trooper shot twice in the face December 
27 in Atlanta as he tried to make a traffic stop. And 73 officers died in traffic incidents, 
a rise from the 51 killed in 2009, according to the data. Last year’s toll of 117 officers 
killed was a 50-year low that encouraged police groups. But this year’s total is more the 
norm than an anomaly: The number of police deaths has topped 160 five times since 
2000, including 240 in 2001. The deaths were spread across more than 30 states and 
Puerto Rico — with the most killings reported in Texas, California, Illinois, Florida, 
and Georgia. 
Source: 
http://news.yahoo.com/s/ap/us_police_deaths;_ylt=AkzVIPpw_bbGlXrVvf0wlnSs0NU
E;_ylu=X3oDMTNrbHNqOGZ1BGFzc2V0A2FwLzIwMTAxMjI4L3VzX3BvbGljZV
9kZWF0aHMEY2NvZGUDbW9zdHBvcHVsYXIEY3BvcwM2BHBvcwMzBHB0A2
hvbWVfY29rZQRzZWMDeW5faGVhZGxpbmVfbGlzdARzbGsDcG9saWNlZmF0Y
Wxp 

44. December 27, WCBS 2 New York – (New York) FDNY: 911 backlog of 1,300 calls; 
Critical patients suffering delayed response. The New York City emergency service 
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system has been seriously bogged down by the snow, CBS 2 reported. The Fire 
Department of New York (FDNY) reported a backlog of 1,300, 911 emergency calls. 
EMS sources told CBS 2 December 27 that there was a 3-hour delay in response to 
critical cases, like heart attacks, and 12-hour delays for non-critical calls. Ambulances 
were having difficulty getting through the snow, and many of them were stuck. 
Firetrucks were transporting some critical cases to the hospital. Sources said the FDNY 
requested a state of emergency to be declared, but the city’s office of emergency 
management denied the request. Officials requested that New Yorkers only call 911 for 
truly critical, life-threatening medical emergencies. 
Source: http://newyork.cbslocal.com/2010/12/27/fdny-reports-911-backlog-of-1300-
calls/ 

45. December 27, WCBS 2 New York – (New York) NYC faced with tough questions 
about blizzard response. A winter storm that dumped nearly 2 feet of snow on New 
York City is also whipping up criticism about how the city handled the response. City 
officials said December 27 it could require another 24 hours to clear the snowy and icy 
side streets, WCBS 880 reported. The heavy snow sent city emergency services into a 
nose dive, with ambulances and fire trucks trapped in snow and facing long delays. 
EMS and fire sources questioned why the city did not call a snow emergency to keep 
cars off streets. CBS 2 learned EMS crews from three counties in New Jersey had to 
rush to New York City’s aid December 27. Sources said the city was having difficulty 
responding to many high-priority calls. Crews from Burlington, Somerset, and Mercer 
counties in New Jersey arrived in New York City to help with the backload of calls –- 
20 crews were assigned to Queens and 20 ambulances went to Brooklyn. There was a 
3-hour wait to get an ambulance to critical calls, like cardiac arrests and traumas. 
Lower priority EMS calls were said to have been held up for nearly 12 hours before an 
ambulance could get to the scene. At one point, there were 120 ambulances stuck in the 
snow. The combination of snow problems and the need to respond to health 
emergencies gave the Fire Department of New York about a 60 percent availability to 
respond to fires, sources said. 
Source: http://newyork.cbslocal.com/2010/12/27/nyc-faced-with-tough-questions-
about-blizzard-response/ 

46. December 25, Japan Times – (International) MPD admits inside info in leaked terror 
files. The Metropolitan Police Department (MPD) of Japan admitted December 24 
documents on international terrorism found on the Internet about 2 months ago 
included its own inside information. A spokesman for the department’s security bureau 
told a news conference it was confirmed the documents “contain information that has 
highly likely been handled by police employees.” The documents specify personal 
information about Muslims and other people. The police authorities are expected to 
come under fire for taking about 2 months before admitting the leak. The Tokyo 
department alleges tsome police insiders might have been involved in leaking the 
documents, an act that subjected some 400 officials at the MPD and the NPA to 
investigations, police sources said. The 114 documents, which included apparent 
investigative information on international terrorist activities, were released on the 
Internet October 28 via the Winny file-sharing software. 
Source: http://search.japantimes.co.jp/cgi-bin/nn20101225a8.html 
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Information Technology Sector 

47. December 28, Softpedia – (International) Trojan distributed in new mass injection 
attack via Java downloader. Security researchers warn a new mass injection attack is 
underway directing the visitors of hundreds of Web sites to a malicious Java applet 
which downloads a Trojan. According to the creator of the Unmask Parasites Web 
scanner, the malicious code is added at the end of HTML pages on compromised Web 
sites and takes the form of an obfuscated JavaScript function. When parsed by the 
browser, this function adds a rogue IFrame to the HTML document, which loads a 
new(dot)htm page from aubreyserr(dot)com, medien-verlag(dot)de or yennicq(dot)be. 
According to statistics from Google’s Safe Browsing service, around 2,000 Web sites 
link to these domains, giving a rough estimation of the attack’s impact so far. The page 
called by the IFrame loads a Hidden.jar applet deceptively titled “Java Update.” This is 
a Java OpenConnection-type downloader whose only purpose is to download and 
execute a file called host.exe. 
Source: http://news.softpedia.com/news/Trojan-Distributed-in-New-Mass-Injection-
Attack-via-Java-Downloader-174971.shtml 

48. December 28, The New New Internet – (International) Texas-based whistle-blower 
site attacked. A Texas-based Web designer who runs idontgiveascam(dot)com — a 
whistle-blower site aimed at exposing online business scams — said a DDoS attack 
caused him an estimated $10,000 in damages and revenue loss, according to San 
Antonio Express-News. He said a California-based company hosts the server for his 
site, and it could not stop the week-long attack. After recovering from the first cyber 
attack, he found a message on his site from by a poster named USA, RUSSIA, 
GERMAN HACKERZ that read, “please close this site i give you 2 Days, when you 
don t close this site, i must take my botnet und we attack you again. i say that here not 
for funny !!!” “Some of the people on there became agitated that their business is being 
affected by the site,” he told San Antonio Express-News. “So they hacked the site 
before and they had threatened to attack.” A clue to the culprit’s identity was detected 
after a suspected attacker posted a comment on the site. The IP address led to Russia. 
Source: http://www.thenewnewinternet.com/2010/12/23/texas-based-whistle-blower-
site-attacked/ 

49. December 28, Help Net Security – (International) Geolocation, mobile devices and 
Apple top the list of emerging threats. McAfee unveiled its 2011 Threat Predictions 
report, outlining the top threats that researchers at McAfee Labs foresee for the coming 
year. The list comprises 2010’s most buzzed about platforms and services, including 
Android, iPhone, foursquare, Google TV, and the Mac OS X platform, which are all 
expected to become major targets for cybercriminals. McAfee also predicts that 
politically motivated attacks will be on the rise, as more groups are expected to repeat 
the WikiLeaks paradigm. The report outlines the following top threats: Exploiting 
Social Media: URL-shortening services; Exploiting Social Media: Geolocation 
services; Mobile: Usage is rising in the workplace, and so will attacks; Apple: No 
longer flying under the radar; Applications: Privacy leaks — from your TV; 
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Sophistication Mimics Legitimacy: Your next computer virus could be from a friend; 
Botnets: The new face of Mergers and Acquisitions; Hacktivism: Following the 
WikiLeaks path; Advanced Persistent Threats: A whole new category. 
Source: http://www.net-security.org/secworld.php?id=10374 

50. December 27, eWeek – (International) Tuesday most active day for malware 
distributors, says SonicWALL. After analyzing the malware and online threats of 
2010, SonicWALL security researchers said they found that Tuesday was the most 
threat-heavy day of the week. Monday was a close second for threat-related traffic, 
Sonic Wall’s vice-president of e-mail security told eWEEK. It was not clear from the 
analysis why malware activity was the highest on Tuesdays, but he speculated a 
connection with Microsoft’s Patch Tuesday announcements. SonicWALL researchers 
noticed this pattern for China, India, Mexico, South Africa, Taiwan, Turkey, the United 
States, and several European countries. The researchers also found the most active time 
for threat-related traffic in the United States was between 10 a.m. and 11 a.m. Pacific 
time. According to the analysis, Trojans tend to peak in September and December, 
corresponding with the proliferation of back-to-school offers and holiday greeting 
cards. However, there was also a “second wave” of threats, as attackers send follow-up 
scams in January, when bills come due. 
Source: http://www.eweek.com/c/a/Security/Tuesday-Most-Active-Day-for-Malware-
Distributors-Says-SonicWALL-535925/ 

51. December 24, ITProPortal – (International) Facebook blocked j.mp URLs over spam 
fears. Facebook temporarily blocked all j.mp shortened URL links on its platform 
owing to spam and malware issues. The social networking platform decided to take 
action after it discovered that more than 70 percent of j.mp links redirected users to 
spam and other malicious Web sites. The company said in a statement that: “As part of 
our effort to keep Facebook and the people who use our service secure, we closely 
monitor the content shared on the site for spam and malicious content.” Facebook also 
said it was working with j.mp parent company Bit.ly in order to resolve the issue. 
According to TechCrunch, links shortened by j.mp are once again accessible from the 
platform. 
Source: http://www.itproportal.com/2010/12/24/facebook-blocked-jmp-urls-over-spam-
fears/ 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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52. December 28, City News Service – (California) SoCal storms damage AT&T 
system. The recent heavy rainfall in Southern California damaged the telephone system 
to the point of creating a “natural disaster,” leaving residential and business customers 
throughout the region without a dial tone, an AT&T spokeswoman said December 27. 
“We have technicians out there, working around the clock to restore service,” she said. 
She could not estimate the number of service outages in Riverside or neighboring 
counties, but said the breadth of the damage had prompted the company to redeploy 
technicians from Northern to Southern California over the past several days. A 
spokesman with Verizon California — another major local exchange carrier — said a 
“significant number” of storm-related repair calls had come in, and the company had 
crews “working night and day” to restore phone service. He predicted it would take 
about 2 weeks to fix all the storm-related problems. AT&T customers have lost voice 
and DSL access, preventing any communication — except by mobile phone. 
Source: 
http://www.mydesert.com/article/20101228/NEWS01/12280317/1006/NEWS01/SoCal
+storms+damage+AT&T+system 

53. December 26, Bloomington Pantagraph – (National) FBI looking for possible victims 
of phone scam. The FBI is looking for people who may have been victimized by a 
phone bill scam. The scam involves charges on phone bills for services related to 
Alternate Billing Corp., 24078 Greenway Road, Forest Lake, Minnesota, or any of the 
following: 800VMailbox; BusinessSEOPro; Digital VMail; Durham Technology; 
eProtectID; eSafeId; Identity Holdings; InfoCall; Instant 411; InstantSEOPro; 
Matchgamepro; Mobile 411 Plus; My411Connect; MyIDSafe; MyIProducts; 
NeedTheInfo; ProIdentityProtect; Safeguard My Credit; Streaming Flix; Streaming 
Flix-FamilyWebSafety; Streaming Flix-Iconz of Rock VIP; Streaming Flix-Mobile; 
Streaming Flix-National Lampoon; Streaming Flix-No Good TV Digital; Streaming 
Flix-UBD; Studio 127; Uvolve; VolCoff. According to a statement from the 
Springfield office, no further information can be released because of an ongoing 
inquiry. The FBI does want to contact people who believe they were improperly billed. 
Source: http://www.pantagraph.com/news/local/article_1509582a-1153-11e0-a2ba-
001cc4c03286.html 

54. December 24, Winona Daily News – (Minnesota) Blaze destroys Utica 
Telecommunications shed. The police scanner initially reported December 23 that the 
water tower in Utica, Minnesota, was on fire. When the Lewiston Fire Department, 
which covers Utica, arrived, the fire was nearly 200 feet up a hill, with a “minimum 
service road” mostly covered by 18 inches of snow. More than a dozen firefighters 
fought the blaze in a shed next to the city’s water tower. The shed housed satellites and 
cable equipment for Utica Telecommunications, a cable television service provider. 
The building had about 100 square feet of space. The assistant Lewiston fire chief said 
the owner of Utica was in the shed using de-icer and heard a pop when the fire broke 
out. The shed is just several yards away from the city’s well that feeds the water tower, 
Utica’s mayor said. The city’s water supply was unaffected. “This could have been real 
bad if it had spread,” he said. Fire crews were able to use a gravity-fed fire hydrant near 
the tower to put out the fire. It took crews about 10 minutes to extinguish the blaze. 
Firefighters had to trudge up nearly 200 feet of hill with hoses and nozzles to put out 
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the flames. The temperature remained in the low 20s. The building was completely 
destroyed. 
Source: http://www.winonadailynews.com/news/local/article_d04fe9f6-0f0e-11e0-
a35f-001cc4c03286.html 

For another story, see item 18  
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55. December 28, CNN – (Maine) Ski lift malfunction injures several at Maine 
resort. More than 200 people were trapped and several others were injured December 
28 when a ski lift broke down at Sugarloaf Ski Resort in Kingfield, Maine, causing 
several lift riders to fall to the ground, a resort manager said. A spokesman for the 
resort said the derailment on one tower of the Spillway East lift happened around 10:30 
a.m. when the lift’s cable skipped over the edge of a pulley. Five of the lift’s chairs fell 
25 to 30 feet and hit the ground, he said. He later told CNN the rescue operation was 
complete around noon. Franklin Memorial Hospital in Farmington, Maine, received 
three patients and was expecting four more, according to a spokeswoman. Another 
patient was brought in by ambulance, but was transferred to Maine Medical Center in 
Portland by helicopter, he said. A CNN employee who initially was trapped on the lift 
said he saw skiers fall from the lift when it came to an abrupt stop during high winds. 
High winds were gusting between 30 mph and 50 mph in the area at the time, according 
to a CNN meteorologist. There were an estimated 220 people on the more than 100 
chairs on the lift, and the process of evacuating everyone from the chairs dangling 
above the resort was under way the afternoon of December 28. Sugarloaf has never had 
a lift derailment of this nature in its 60-year history. The cause of the accident was 
under investigation. 
Source: http://www.cnn.com/2010/US/12/28/maine.skiers.trapped/?hpt=T1posted by 
bberencz 

56. December 28, KDLH 3 Duluth – (Minnesota) Fatal fire. A man was found dead the 
morning of December 28 in a hotel in International Falls, Minnesota following a fire 
that forced the evacuation of the guests. Approximately 14 people were evacuated 
when a fire started in one of the rooms at the Budget Host Inn. The Red Cross has 
temporarily placed the guests at the Super eight Motel... but the Budget Host Inn 
manager hopes to have them all back in their rooms by later December 28 or December 
29. The International Falls Fire Chief said an autopsy determined the victim, 70-year-
old had passed away prior to the fire. He said the official cause of death is still 
unknown. 
Source: http://www.northlandsnewscenter.com/news/local/Guests-Evacuated-in-I-
Falls-112544659.html 

57. December 27, KSAT 12 San Antonio – (Texas) Rivercenter Mall fire forces 
evacuation, street closures. A two-alarm fire that started inside the Rivercenter Mall 
closed San Antonio, Texas streets around the mall for more than 3 hours December 27. 
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According to a San Antonio fire chief, the fire started in a pizza oven in a river-level 
restaurant and spread into the mall’s ductwork. Firefighters reported flames coming out 
of a vent on the roof, he said. Though the main body of the fire was quickly 
extinguished, he said tracking the fire through the ductwork was a painstaking process. 
“We were getting readings of about 500 degrees on some of the ducts and smoke in the 
food court, hotel, and some of the Macy’s areas,” he said. No one was hurt, but several 
stores asked customers to evacuate as a precaution. Smoke drifted through vents into 
the adjacent Marriott Hotel, but the hotel was not evacuated. 
Source: http://www.ksat.com/news/26292349/detail.html 

58. December 27, KTVU 2 Oakland – (California) Robbery suspect nabbed after 
claiming he had C-4 explosive. A San Francisco, California man is in custody 
December 27 after he and an accomplice allegedly robbed at least one electronics store 
by threatening he had a powerful explosive, police said. A police spokesman said a 
man entered a Radio Shack store at 1799 Lombard St. in the Marina District at 2:50 
p.m. December 24, gathered a bunch of items, walked up to the register, and, claiming 
he had the powerful plastic explosive C-4, demanded money. The man then fled and 
was arrested by officers nearby who found no C-4, he said. The 19-year-old man was 
booked for robbery. A second male suspect believed to be his accomplice was not 
found. Police believe the robbery may be connected to a similar crime on December 23, 
when a man walked into an electronics store at Market and Fifth streets at 3:45 p.m. 
and made a similar threat. 
Source: http://www.ktvu.com/news/26295993/detail.html 

59. December 27, Associated Press – (Florida) 5 teenagers found dead in Florida motel 
carbon monoxide poisoning. Fire officials said five friends are dead likely from 
carbon monoxide poisoning caused by a running car in a closed garage underneath their 
South Florida motel room. A Hialeah police spokesman said it is believed to be an 
accident. A Hialeah fire spokesman said a maid at Presidente Motel called 911 
December 27 after looking through a window and seeing several of the teens 
unconscious. Police said they had rented the room December 26 to celebrate one of 
teens’ 19th birthday. A car that had needed a jump-start earlier was left running in the 
garage. A door leading to a staircase up to the room had been left open, and high levels 
of carbon monoxide were found inside. Officials said no alcohol, illegal drugs, or other 
suspicious items were found inside the room. 
Source: http://www.huffingtonpost.com/2010/12/28/5-teenagers-found-dead-
in_n_801816.html 
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Nothing to report 
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60. December 27, Wahpeton Daily News – (North Dakota; Minnesota) Zoo working with 
Army Corps to prepare for changes in 2011. Currently, the U.S. Army Corps of 
Engineers is working with Wahpeton and Chahinkapa Zoo in North Dakota to make 
changes in the zoo’s features for a levee project, moving fences and some exhibits. 
“We have to get our stuff done prior to them putting in some work they’re doing with 
the drain,” said the zoo director. They will have to move some of the animal exhibits. 
“This is not something that we have a choice in, so we’re going to work the best we can 
with them, and we are going to try to plan it in a way that’s good and healthy for our 
animals,” she said. These changes, which will not be made until the conclusion of the 
zoo’s regular season in the fall, are not being funded by the zoo. 
Source: 
http://www.wahpetondailynews.com/articles/2010/12/27/news/doc4d18a51fde51d1330
09483.txt 

61. December 26, Mid Columbia Tri-City Herald – (Washington) Waitsburg levee system 
‘minimally acceptable’. The Waitsburg, Washington, levee system has been rated 
“minimally acceptable” after a Army Corps of Engineers inspection. The rating means 
the city, which maintains the levees, remains eligible to apply for federal rehabilitation 
assistance if the system is damaged by a flood or storm, said the levee safety program 
manager for the Corps’ Walla Walla District. In a news release, he said although an 
executive summary recommended the system be rated “unacceptable,” a plan to 
complete maintenance on the levees by 2012 means the rating will be continued if the 
city progresses. The levee system begins on the left bank of the Touchet River 
upstream of the Preston Avenue Bridge in Waitsburg and ends near the wastewater 
treatment plant. The upstream portions of the project were built in 1933 and the 
downstream portions in 1951. 
Source: http://www.tri-cityherald.com/2010/12/26/1305365/waitsburg-levee-system-
minimally.html 

62. December 26, Jackson Sun – (Tennessee) Inspectors determine two dams are 
unsafe. Inspectors found two Jackson, Tennessee, dams in poor condition among 58 
unregulated high-hazard “farm ponds” inspected statewide since the flood of May 1-2. 
The low number is encouraging to the director of the state’s Safe Dams Program, but 
he hopes legislation next year will strengthen the state’s ability to regulate high-hazard 
dams. A high-hazard rating means people would likely die if the dam fails. “Ideally, I 
would like to see the farm-pond exemption removed,” he said. The farm-pond 
exemption is unique to Tennessee. A farm-pond dam can be any size or hazard 
category, and it is not inspected by the state. An investigation by the Jackson Sun 
published in May drew attention to the exemption and other issues. That caught the 
attention of a state senator. He met in May with representatives from the Tennessee 
Department of Environment and Conservation and the Tennessee Farm Bureau, which 
lobbied for the farm-pond exemption when the Tennessee Safe Dams Act was written 
in 1973. The environment and conservation department agreed to inspect unregulated, 
high-hazard dams this year if it received permission from the dam owners. The director 
said the state has 66 unregulated, high-hazard dams, 8 in West Tennessee. The state has 
inspected 58 of those dams, but the department did not receive permission from the 
property owners of 5 dams, 4 in West Tennessee. Two of the 58 high-hazard farm 
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ponds inspected needed immediate attention. Documents show the Wilbanks Dam in 
Cumberland County in East Tennessee was in poor condition when it was inspected in 
July. The dam’s downstream slope was covered in trees, and seepage was visible. 
Source: http://www.jacksonsun.com/article/20101226/NEWS01/12260312/Inspectors-
determine-two-dams-are-unsafe 

63. December 23, Sonoma Index-Tribune – (California) Storm causes levee to break at 
Hudeman Slough. While a week of what seemed like solid rain caused surprisingly 
little havoc inside Sonoma, California city limits, the water pressure could be felt out in 
the Hudeman Slough off Ramal Road. On December 20 during routine inspections of 
the levees that keep the brackish slough from running into the surrounding fresh water 
wetlands, a Sonoma County Water Agency employee noticed a stream of water pouring 
through the packed dirt dike. “The levee break was probably the size of a basketball,” 
said the water agency coordinator for Sonoma Valley. On December 21, crews made 
plans to return to the slough during low tide to repair the earthen levee. Water agency 
officials determined the levees were compromised after rodents burrowed through the 
ground, creating a labyrinth of tunnels. When the immense rainwater flooded through 
those cavities, the pressure caused the levee to breach, spilling over into the wetlands. 
As December 21 was the winter equinox, causing tides to be larger than normal, crews 
had to wait several hours for tides to lower enough to work on the levee. During that 
time, they checked on the stability of other parts of the earthen structure. “We did, upon 
further inspection, find more breaks,” he said. The repairs wrapped that evening after 
workers excavated the breaches, filled the area with tightly compacted native soils and 
replaced the gravel topping on the two areas that leaked. The water agency sent two 
biologists to the area to check on the welfare of the native wildlife, but found minimal 
damage to the habitat since the water was heavily diluted thanks to days of rains. 
Source: http://www.sonomanews.com/news/article_28bc9d90-0efc-11e0-ad42-
001cc4c03286.html 

[Return to top]  
 
 

 

 

 

 

 

 
 
 

http://www.jacksonsun.com/article/20101226/NEWS01/12260312/Inspectors-determine-two-dams-are-unsafe�
http://www.jacksonsun.com/article/20101226/NEWS01/12260312/Inspectors-determine-two-dams-are-unsafe�
http://www.sonomanews.com/news/article_28bc9d90-0efc-11e0-ad42-001cc4c03286.html�
http://www.sonomanews.com/news/article_28bc9d90-0efc-11e0-ad42-001cc4c03286.html�


 - 26 - 

 
DHS Daily Open Source Infrastructure Report Contact Information  

 
About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday through Friday] 
summary of open-source published information concerning significant critical infrastructure issues. The DHS Daily 
Open Source Infrastructure Report is archived for ten days on the Department of Homeland Security Web site: 
http://www.dhs.gov/iaipdailyreport 

Contact Information 
Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS 

Daily Report Team at (703)387-2267  

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 
instructions to Get e-mail updates when this information changes.  

Removal from Distribution List: Send mail to support@govdelivery.com.  

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@dhs.gov or (202) 282-9201.  
To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov. 

Department of Homeland Security Disclaimer 
The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material.  
 

 

http://www.dhs.gov/iaipdailyreport�
mailto:cikr.productfeedback@hq.dhs.gov�
mailto:support@govdelivery.com�
mailto:support@govdelivery.com�
mailto:support@govdelivery.com�
mailto:nicc@dhs.gov�
mailto:soc@us-cert.gov�
http://www.us-cert.gov/�

