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• CNN reports the Transportation Security Administration was unable to find a woman who 
breached a security checkpoint at a Texas airport December 25, despite a manhunt that left 
more than 100 flights delayed. (See item 23) 

• The Centers for Disease Control and Prevention announced December 24 it was 
investigating a 15-state outbreak of salmonella in alfalfa sprouts, according to the Crystal 
Lake Northwest Herald. (See item 28)  
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. December 27, Oklahoma City Oklahoman – (Oklahoma) Refinery explosion rocks 
Wynnewood. An explosion at the Wynnewood Refining Co.’s refinery in Wynnewood, 
Oklahoma shook homes December 26, authorities said. A Garvin County sheriff said 
no one was injured. Some roads in the area were closed after the explosion, but were 
reopened within about 90 minutes, he said. This is the fourth fire at the refinery in 4 
years. The refinery processes about 55,000 barrels of crude oil each day, producing 
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gasoline, propane, propylene, butane, fuel oils, and solvents. 
Source: http://www.newsok.com/refinery-explosion-rocks-
wynnewood/article/3526968?custom_click=lead_story_title 

2. December 27, Associated Press – (New York) More than 16K without power in 
NYC due to storm. More than 16,000 customers lost power in the New York City 
metropolitan region because of a blizzard packing high winds. Consolidated Edison 
(Con Ed) said over 8,000 customers in New York City and Westchester County were 
without electricity December 27. Most of the power outages in the city were reported in 
Queens. A Con Ed spokeswoman said the utility had additional crews out and standing 
by to respond to outages. Most of the outages were due to high winds bringing down 
overhead lines. The Long Island Power Authority reported more than 8,000 customers 
without power in Nassau and Suffolk counties. The National Weather Service had been 
reporting gusting winds up to 64 mph in some areas. 
Source: http://online.wsj.com/article/APc87d9ea577b64ca297bc6b0aff417b15.html 

3. December 26, WCVB 5 Boston – (Massachusetts) Thousands without power as storm 
blasts Bay State. About 50,000 people in Massachusetts lost power December 26 as 
strong, hurricane-force winds lashed parts of the commonwealth, a Massachusetts 
emergency management spokesman said. National Grid reported more than 11,000 of 
its customers, many on the South Coast, were without electricity by 8:30 p.m., and the 
high winds and rain were making it difficult for bucket crews to make repairs. By 7 
p.m. wind gusts in some spots on Cape Cod reached 50 mph and more than 30,000 
NSTAR customers were without electricity along the South Shore and Cape Cod, a 
spokesman said. About 1,000 people on the island of Nantucket were without power by 
7:30 p.m., police there said, and in Gloucester, on the North Shore, city officials said 
about 800 National Grid customers were also without power. The governor of 
Massachusetts declared a state of emergency in anticipation of the storm early 
December 26. 
Source: http://www.thebostonchannel.com/news/26281681/detail.html 

4. December 24, 2theadvocate.com – (Louisiana) Outage caused by wire theft. An 
overnight theft of copper wire December 22, resulted in nearly 4,000 Livingston Parish 
homes and businesses in Louisiana losing power December 23 a Dixie Electric 
Membership Corporation (DEMCO) official said. The outage affected DEMCO 
customers in the Watson and Walker areas. The utility system became overloaded and 
shut down. The theft occurred at the company’s Watson substation near the intersection 
of Louisiana highways 1023 and 1019, a spokesman said.The thieves appeared to have 
used bolt cutters to enter the fence around the substation, cut the copper from ground 
wires, and left through some nearby woods, said the Livingston Parish Sheriff’s Office 
spokesperson. It took DEMCO technicians about 4 hours to restore power. Livingston 
Parish sheriff’s detectives were in the initial stages of the investigation, along with the 
FBI. In August, DEMCO reported thefts from four substations in East Baton Rouge and 
Livingston parishes. 
Source: 
http://www.2theadvocate.com/news/police/112417134.html?c=1293171727243 
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5. December 24, WOWK 13 Charleston – (National) EPA plans to tighten power plant, 
oil refinery emissions standards. The U.S. Environmental Protection Agency (EPA) 
has announced plans to tighten greenhouse gas emission standards for coal-fired power 
plants and oil refineries. The agency, which is taking the action under the Clean Air Act 
in 2011, said “fossil fuel power plants” and petroleum refineries are two of the largest 
industrial sources of greenhouse gas emissions. EPA said those sources emit nearly 40 
percent of the GHG pollution in the United States. “The schedule issued in the 
December 23 agreements provides a clear path forward for these sectors and is part of 
EPA’s common-sense approach to addressing GHGs from the largest industrial 
pollution sources,” the agency said in a news release. The EPA said several states, local 
governments and environmental organizations have sued EPA over the agency’s failure 
to update the pollution standards. EPA said it will propose standards for power plants in 
July 2011 and for refineries in December 2011. It plans to issue final standards in May 
2012, and November 2012, respectively. The agency said the Clean Air Act requires it 
to set industry-specific standards for new sources that emit significant quantities of 
harmful pollutants. 
Source: http://wowktv.com/story.cfm?func=viewstory&storyid=91601 

6. December 23, KGET 17 Bakersfield – (California) Explosion causes fire at San 
Joaquin refinery. An explosion at a refinery in Bakersfield, California happened 
December 23. The explosion occurred at the San Joaquin Oil Refinery on Standard 
Street just off Highway 99. City and county firefighters responded to the fire and put 
the flames out within 30 minutes using large amounts of water. “Probably somewhere 
in the region of 1,000 gallons a minute,” said a Kern County Fire Department 
spokesman. Firefighters worried the fire would spread to a nearby tank because of oil 
on the ground. When the explosion happened, flames shot into the air 90 feet, spewing 
debris into the sky. Smaller pieces of debris caused minor injuries for two workers. The 
blast was so powerful, windows shattered at a building across the street. Hazmat crews 
were also brought in. Officials are still investigating. 
Source: http://www.kget.com/news/local/story/Explosion-causes-fire-at-San-Joaquin-
Refinery/j7lTwpAfW0idXjZF4w9zWQ.cspx 

For another story, see item 8  
 
[Return to top]  

Chemical Industry Sector 

7. December 24, KKTV 11 Colorado Springs – (Colorado) Five recovering in hospital 
after exposure to acid vapor. Five people were recovering in the hospital December 
24 after getting exposed to acid vapor at the Atmel Plant in Colorado Springs, 
Colorado. The Atmel Plant is on East Cheyenne Mountain Boulevard near Venetucci. 
Colorado Springs firefighters said the exposure happened around 11 p.m. December 23. 
Officials said the five employees of the Atmel Plant were exposed to a hydrofluoric 
acid vapor and an ammonia solution. An Atmel hazmat team treated the employees 
before firefighters got to the scene. All five were taken to the hospital as a 
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precautionary measure and all were reportedly in good condition. 
Source: http://www.kktv.com/home/headlines/112417949.html 

8. December 24, Associated Press – (Texas) 2 people hospitalized after Crosby 
chemical plant blast. Two people are in the hospital after being injured in an explosion 
at a chemical plant east of Houston, Texas. KTRK-TV reported the explosion occurred 
at the KMCO plant in Crosby at about 6:30 a.m. December 24. Chemical leaks have 
not been reported, but police kept people away from the plant as a precaution. 
Hazardous material teams also responded to conduct air quality tests. One of the 
persons injured was in critical condition, according to KTRK. The second person is in 
stable condition. The cause of the blast is unknown. KMCO manufactures antifreeze, 
brake fluids and other chemical products. The plant is in Crosby, a town about 35 miles 
east of Houston. 
Source: http://www.chron.com/disp/story.mpl/metropolitan/7353434.html 

For another story, see item 26  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

9. December 26, San Luis Obispo Tribune – (California) Wind gust at Diablo Canyon 
Power Plant spurs ‘unusual event’. Pacific Gas and Electric Company (PG&E) 
notified county, state, and federal authorities of the declaration of an unusual event at 
the Diablo Canyon nuclear power plant in Avila Beach, California because of a wind 
gust. An unusual event is declared for any other-than-normal plant related condition 
that does not require any emergency action by the general public or government 
authorities. The unusual event was declared on Units 1 and 2 at 4:25 p.m. December 
25, as a conservative action due to a wind gust of more than 80 mph that occurred at 
4:15 p.m. The wind did not cause any problems to plant equipment. Unit 1 and 2 
continued to operate at full power with no impact to the health and safety of the public. 
Source: http://www.sanluisobispo.com/2010/12/25/1421078/wind-gust-at-diablo-
canyon-power.html 

10. December 25, Carlsbad Current-Argus – (New Mexico) WIPP remains unique in its 
waste disposal role. The WIPP radioactive waste repository has been reapproved by 
the New Mexico Environment Department and the federal Environmental Protection 
Agency. The 10-year state permit goes into effect December 30. It is the nation’s only 
disposal site for transuranic waste, which is composed mainly of clothing, tools, rags, 
residues, soil and debris from nuclear weapons plants around the country. Most of the 
radiation emitted by the waste can travel only inches and is blocked by paper. But when 
those radioactive particles are ingested or inhaled, they continue to emit radiation for 
thousands of years and can cause serious health problems, including cancer. The plant’s 
permit does not allow it to accept high-level waste, which is still an ongoing problem in 
the United States. Despite the potential risks, the plant already has cleaned up 17 
defense sites around the country, one of the largest being the former Rocky Flats 
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nuclear weapons plant in Colorado, plant officials said. 
Source: http://www.currentargus.com/ci_16943708 

11. December 25, Associated Press – (New Jersey) Oyster Creek nuke plant back 
online. The nation’s oldest operating nuclear plant is back online following a 5-day 
outage for maintenance work. Officials said the Oyster Creek nuclear station in Lacey 
Township, New Jersey was returned to service at 3:52 a.m. December 25 after crews 
completed work on one of the unit’s five recirculation pumps. The pumps move water 
through the reactor during power operations. The plant had been offline since 10:15 
a.m. December 20, when it was manually shut down by operators. 
Source: http://www.newsday.com/news/region-state/oyster-creek-nuke-plant-back-
online-1.2568934 

[Return to top]  

Critical Manufacturing Sector 

12. December 27, KOAA 5 Pueblo – (Michigan) Michigan town told to stay inside 
during chemical fire. People in Lansing Township, Michigan were told to stay upwind 
of a dangerous chemical fire December 27. Residents near the Adams Plating Company 
were first told to evacuate the area, then they were told to remain inside their homes 
with windows and doors sealed as tightly as possible. Hazardous materials were inside 
the building and local traffic was diverted from the area. The township fire chief said 
the building is a total loss and officials were letting the chemicals burn out. There is no 
word yet on how the fire started. One person was in the building at the time of the fire. 
That person was taken to the hospital with serious burns. 
Source: 
http://www.lansingstatejournal.com/article/20101227/NEWS01/312270019/One-
injured-in-Lansing-Twp-industrial-fire-area-evacuated 

13. December 24, Leesburg Daily Commercial – (Florida) Mine worker feared dead 
after explosion. A mine worker is believed dead at a limerock mine in Sumter County, 
Florida, after authorities said the ground collapsed under him following blasts. The 
incident happened at the Mid-Coast Aggregates Mining Company. The man was caught 
under water and debris in a lime pit following an explosion at about 12:05 p.m. 
December 23, authorities said. Company workers performed a routine blast to the lime 
pit. Several times after the blast, they gave the “all clear.” The blasting supervisor 
approached the area to inspect, and he was about 30 feet from the blast when the 
ground gave in. Emergency workers and sheriff’s deputies arrived at the scene about 20 
minutes after the call came in. They searched by helicopter and pontoon boat, to no 
avail. The worker remained under the water and rubble throughout the night, authorities 
said. The mining company started building a berm around the area of the body. Once 
that is done, they will pump water down and excavate. The Occupational Health and 
Safety Administration, along with the Mining Health and Health Administration are 
investigating the accident. 
Source: http://www.dailycommercial.com/localnews/story/122410fatal 
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14. December 23, Janesville Gazette – (Wisconsin) Janesville manufacturing company 
evacuated after fire. Employees at a Janesville, Wisconsin manufacturing company 
were evacuated December 23 after a fire started in an office area. The Janesville Fire 
shift commander said the fire was reported at about 7 a.m. at RathGibson, a 
manufacture of precision coil, and seamless tubing and pipe. He said no one was 
injured. The cause of the fire appeared to be electrical, the fire shift commander added. 
The building had an estimated $25,000 in damage. Firefighters arrived and saw black 
smoke coming from ventilation units. Flames were found behind aluminum siding in 
the ceiling. The building was reopened after the fire. Production at the plant was 
expected to continue. 
Source: http://gazettextra.com/weblogs/latest-news/2010/dec/23/janesville-
manufacturing-company-evacuated-after-f/ 

[Return to top]  

Defense Industrial Base Sector 
 

Nothing to report 
 
[Return to top]  

Banking and Finance Sector 

15. December 27, Slashgear – (International) Chip and PIN security hack prompts 
censorship rebuke from researchers. Cambridge University has refused to censor a 
masters student’s thesis on the security flaws in the Chip and PIN security system, 
rebuking calls from the UK Cards Association trade body to bury the research after 
allegations it “breaches the boundary of responsible disclosure.” According to s 
security group researcher, not only is the paper lawful and already in the public 
domain, it will soon be followed by a similarly-detailed paper on the subject. The 
Association claimed the loophole utilized has already been fixed when using Barclays 
bank cards at a Barclays merchant, though that still leaves Chip and PIN systems 
managed by other banks open to attack. The research had led to the creation of a card-
sized monitoring device that can track transactions and flag up — among other things 
— cases where illegally modified card-readers show one value on-screen and then 
charge a higher amount to the card. 
Source: http://www.slashgear.com/chip-and-pin-security-hack-prompts-censorship-
rebuke-from-researchers-27121248/ 

16. December 27, London Telegraph – (International) Online stores insure against cyber-
hacking after Wikileaks protest. Online retailers will be offered insurance against 
cyber-hacking following the recent attack by supporters of Wikileaks. IMRG, a trade 
body in England, will provide protection against politically-driven “denial of service” 
attacks that threaten Britain’s 57.8 billion pound online shopping industry. It follows 
the targeting of payment services PayPal, Visa and Mastercard earlier in December by 
“hacktivists” who accused them of bowing to U.S. pressure to hinder the release of 
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embarrassing diplomatic cables. Amazon was also attacked because it had removed 
Wikileaks information from its servers. Christmas shopping was not disrupted, but the 
movement behind the attacks, calling itself Anonymous, said it would mount similar 
campaigns in the future. A member of the online security organization ISACA and 
chief executive of security consultants First Base Technologies, said: “Politically-
motivated denial of service is a new threat to online retail because previously the threat 
has only been from criminals.” 
Source: 
http://www.telegraph.co.uk/finance/newsbysector/retailandconsumer/8224968/Online-
stores-insure-against-cyber-hacking-after-Wikileaks-protest.html 

17. December 26, Kansas City Star – (Missouri) Springfield company files lawsuit over 
hacker loss. A Springfield, Missouri escrow company has filed a lawsuit against 
BancorpSouth Bank, accusing the bank of failing to prevent a hacker from stealing 
$440,000 from the escrow company. The owner of Choice Escrow and Land Title said 
his company had to take out a loan to cover the loss because the bank wouldn’t refund 
any of the money. He said it appears criminals infected the escrow company’s 
computer and stole its user ID and password for its BancorpSouth trust account. The 
Bancorp senior vice president and director of marketing in Tupelo, Mississippi, said the 
bank would present its side during court proceedings. He declined further comment. 
Source: http://www.kansascity.com/2010/12/26/2542677/springfield-company-files-
lawsuit.html 

18. December 25, Krebs on Security – (International) Carders.cc, Backtrack-linux.org 
and Exploit-db.org Hacked. Carders.cc, a German security forum that specializes in 
trading stolen credit cards and other purloined data, has been hacked by security 
vigilantes for the second time this year. Also waking up to “you’ve been owned” 
calling cards this Christmas are exploit database exploit-db.org and backtrack-
linux.org, the home of Backtrack, an open source “live CD” distribution of Linux. The 
hacks were detailed in the second edition of “Owned and Exposed,” an ezine whose 
first edition in May included the internal database and thousands of stolen credit card 
numbers and passwords from Carders.cc. The Christmas version of the ezine does not 
feature credit card numbers, but it does list the user names and hashed passwords of the 
carders.cc forum administrators. The main administrator for exploit-db.org and 
backtrack-linux.org, confirmed the hacks against the sites were legitimate. In an e-mail, 
he provided a link to a short statement, noting a hacking team called inj3ct0r initially 
took credit for the attack, only to find itself also targeted in the current edition of 
Owned and Exposed. 
Source: http://krebsonsecurity.com/2010/12/carders-cc-linux-exploit-org-and-exploit-
db-org-hacked/ 

19. December 25, Hillsdale Daily News – (Michigan) Hillsdale-area authorities seek 
bank robbery suspect. Authorities now believe the same man is responsible for three 
separate bank robberies of two Southern Michigan Bank and Trust branches in the past 
year. The most recent robbery occurred December 21 at the Camden branch. A witness 
at the bank described a car similar to the one spotted near the North Adams branch on 
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the bank’s video surveillance system around the time it was robbed November 22. The 
car closely matched a mid-90s Buick Regal. A composite sketch of the suspect as 
described by a witness, has been released. The witness saw the man before the first 
robbery of the North Adams branch February 17. The witness said the man was acting 
suspiciously in the parking lot. A detective with the Hillsdale County Sheriff’s Depart-
ment said the Camden bank’s last customer before the robbery saw a car parked in the 
bank lot facing out toward the street near the entrance. The detective said it struck the 
witness as odd that the vehicle was not in a parking space. As the customer approached 
the bank, a man started to get out of the car, but stopped when he saw them and got 
back into the car. The car was described as a white, four-door sedan with a dirty grey 
trim on the lower door from front to back which is similar in appearance to a mid-90s 
Buick Regal. The Hillsdale sheriff’s department is investigating the robberies in 
conjunction with the Michigan State Police and the FBI. 
Source: http://www.lenconnect.com/news/x1651495527/Hillsdale-area-authorities-
seek-bank-robbery-suspect 

20. December 25, White Mountain Independent – (Arizona) ‘Skeletor Bandit’ indicted - 
Defendant charged with robbing banks in Northern AZ. A federal grand jury in 
Phoenix, Arizona returned a six-count indictment against a 51-year-old male suspect, 
who hails from Lincoln, California, charging him with multiple bank robberies in 
Arizona. He is accused of being the “Skeletor Bandit” responsible for robbing six 
banks. The indictment alleges that between October 22, and December 11, 2010, the 
suspect robbed six banks in Flagstaff, Phoenix, Prescott, and Surprise. In the first four 
robberies, the suspect wore a Halloween-style rubber mask with a black hooded 
sweatshirt while displaying a gun. The robber was dubbed the “Skeletor Bandit” based 
on the mask’s resemblance to a cartoon character from the 1980’s. In the last two 
robberies, he wore a fake beard, wig and nose along with a New York Yankees cap, 
and told witnesses he was armed. The suspect is in custody and will go to trial February 
1, 2011 before a U.S. district judge in Phoenix. 
Source: http://www.wmicentral.com/police/article_94b7b6d8-0ee8-11e0-9397-
001cc4c002e0.html 

For another story, see item 39  
 
[Return to top]  

Transportation Sector 

21. December 27, CNN – (National) More air travelers grounded amid snow storm in 
New York, New England. Thousands of travelers spent December 26 camped out on 
airport floors, and thousands more were stranded in hotel rooms and relatives’ homes 
as blizzard conditions halted flights at New York’s three major airports, slowed rail 
travel, and continued to create treacherous conditions on roads throughout the East 
Coast December 27. Blizzard warnings remained in effect through noon December 27 
for much of coastal New England, where coastal flooding was also a problem. 
Incoming and departing flights were suspended at New York’s John F. Kennedy and 
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LaGuardia airports December 26, as well as at Newark Liberty International Airport in 
New Jersey, a Port Authority spokeswoman said. The airports were not expected to 
reopen until 4 p.m. December 27, according to the Federal Aviation Administration 
(FAA). Amtrak, which had canceled service between Boston, Massachusetts and New 
York December 26, said December 27 that it had resumed limited service between the 
two cities. The passenger train service’s decision to cancel service December 26 
affected some 10,000 passengers. Travel by road was also difficult. Emergency 
declarations were in place December 27 in Virginia, Maryland, New Jersey, and 
Massachusetts, among other places. Police delivered food and water December 27 to 50 
occupants of a tour bus stranded on the Garden State Parkway near West Trenton, New 
Jersey. The bus has been stranded since midnight on the parkway, where snow drifts 
reached 5 feet, and no tow trucks were available to reach them. 
Source: http://www.cnn.com/2010/TRAVEL/12/27/airlines.weather/ 

22. December 27, Newport News Daily Press – (Virginia) Conditions improve on 
Peninsula after numerous crashes. Snow plows were out in force in Hampton Roads, 
Virginia December 27 to clear highways that were the scene of numerous accidents 
during the heavy snowstorm December 26. The storm led to more than 400 crashes in 
Hampton Roads, and more than 1,100 calls to state police. No more snow was expected 
December 27 but roads remained icy in the morning, as the big clean-up began. With 
numerous closures to daycares, schools, businesses, and transportation systems, many 
people stayed home. Hampton Roads bore the brunt of the storm that brought chaos to 
the highways. Preliminary state police figures released December 26 reveal there were 
421 reported traffic crashes and 296 disabled vehicles in the Chesapeake division that 
covers Hampton Roads. A state police spokeswoman said Virginia State Police 
received almost 3,000 calls for service statewide December 26. The High Occupancy 
Vehicle (HOV) reversible roadway was closed December 27 as clearing efforts were 
focused on the mainline interstate. Drivers could expect slushy and slippery road 
conditions throughout the region, especially on flyovers, bridges, ramps, and 
overpasses. 
Source: http://www.dailypress.com/news/hampton/dp-nws-snow-chaos-roads-
20101227,0,3616033.story 

23. December 26, CNN – (Texas) TSA error causes big delays for Texas airport. The 
Transportation Security Administration (TSA) was unable to find a woman who 
breached a security checkpoint at a Texas airport December 25, despite a manhunt that 
left more than 100 flights delayed. The TSA said agents spotted something suspicious 
while an elderly woman went through a full-body scanner at the Dallas/Fort Worth 
International Airport. By the time security agents tried to pull the woman aside for 
additional screening, she had already moved into the terminal. TSA described the slip-
up as a minor error, although it sparked a manhunt throughout the entire airport. 
Security agents mobilized the command post. Officers searched terminals for the 
woman, whose photos were given to gate agents. In the process, officers held dozens of 
flights in order to search planes. After 2 hours of searching, agents still were not able to 
locate the woman. Agents said she did nothing wrong and likely did not even realize 
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security had flagged her. 
Source: http://www.ksla.com/Global/story.asp?S=13741290 

24. December 24, CNN – (International) Paris airport terminal evacuated because of 
snow on roof. Part of the main Paris, France airport was evacuated December 24 due to 
the accumulation of snow on the roof, French state radio reported. Passengers were 
moved from Terminal 2E to other parts of Charles de Gaulle airport. Part of the roof of 
that terminal collapsed in 2004, shortly after the state-of-the-art building was 
inaugurated. Four people were killed, media reports at the time said. About 1 foot of 
snow had fallen on the roof December 24 by the time authorities decided to close the 
terminal, French media reports said. Authorities were working to clear it and reopen the 
terminal. French authorities earlier December 24 asked airlines to cancel half their 
flights to and from the airport because de-icing fluid was running low, they said. 
Source: http://news.blogs.cnn.com/2010/12/24/paris-airport-terminal-evacuated-
because-of-snow-on-roof/ 

[Return to top]  

Postal and Shipping Sector 

25. December 27, Agence France Presse – (International) Explosives found in parcel at 
Rome embassy. A suspicious parcel found December 27 outside the Greek embassy in 
Rome, Italy contained explosives, police said only days after two parcel bombs went 
off injuring two staffers at two foreign missions in Rome. “Bomb disposal experts are 
currently working to defuse it and determine whether it is similar to those who 
exploded last week or whether it is the work of someone trying to emulate it,” a police 
spokesman said. On December 23, two parcel bombs exploded at the Chilean and 
Swiss embassies in Rome, injuring two. The blasts were claimed by an Italian anarchist 
group calling itself the Informal Federation of Anarchy (FAI). Investigators said the 
claim was “reliable” and backed by “objective” checks. Since then, diplomatic missions 
in the Italian capital have been put on alert. The spokesman said suspicious parcels 
were reported at the embassies of Monaco and Venezuela December 27, but police who 
rushed to the scene in each case determined they were “false alarms”. 
Source: http://news.smh.com.au/breaking-news-world/explosives-found-in-parcel-at-
rome-embassy-20101228-198ol.html 

[Return to top]  

Agriculture and Food Sector 

26. December 27, WSAZ 3 Huntington/Charleston – (Kentucky) 5-alarm fire reported in 
South Shore. A 5-alarm fire in South Shore, Kentucky, has been brought under 
control. The fire at Cooke’s Farm Center on Main Street was reported around 7:30 a.m. 
December 27. Multiple fire departments from Kentucky and Ohio helped battle the fire. 
The fire spread to two neighboring businesses; they were also destroyed. Firefighters 
said the store was full of chemical and farm supplies. That resulted in 8 to 10 

http://www.ksla.com/Global/story.asp?S=13741290�
http://news.blogs.cnn.com/2010/12/24/paris-airport-terminal-evacuated-because-of-snow-on-roof/�
http://news.blogs.cnn.com/2010/12/24/paris-airport-terminal-evacuated-because-of-snow-on-roof/�
http://news.smh.com.au/breaking-news-world/explosives-found-in-parcel-at-rome-embassy-20101228-198ol.html�
http://news.smh.com.au/breaking-news-world/explosives-found-in-parcel-at-rome-embassy-20101228-198ol.html�


 - 11 - 

explosions during the fire. Those explosions also blew out windows at a number of 
other downtown businesses. The threat of more explosions kept firefighters from 
entering the store. A portion of the building collapsed around 10 a.m. There have been 
no reported injuries. 
Source: http://www.wsaz.com/news/headlines/112497274.html 

27. December 24, Concord Monitor – (New Hampshire) Vandals flick hatchery switch; 
15,000 fish perish. On December 18, at about 2:30 p.m., a vandal broke into a 
pumping station at the Milford Fish Hatchery in Milford, New Hampshire and turned 
off the power switch killing 15,000, 3-month-old rainbow trout. The plant 
superintendent said it took a few hours to clean the mess up. The culprit, still on the 
loose, apparently broke into the pumping station, near a trailhead close to Route 101 
and not far from the hatchery on North River Road, and turned off the power to the 
pump that circulates water (supplying fresh oxygen). The fish are raised to be released 
into rivers and streams across New Hampshire. The loss could have been catastrophic, 
given that the Milford hatchery provides rainbow trout to all six hatcheries in New 
Hampshire. It took over 2 hours for hatchery employees and the state fish and game 
department to respond, the result of information that did not add up. “An alarm goes off 
if the water stops, but we didn’t realize the switch was off right away,” a conservation 
officer said, adding the fingerlings could not have survived for more than 15 minutes 
after the water stopped running. Fishery officials have estimated damages of between 
$40,000 and $80,000. 
Source: http://www.concordmonitor.com/article/230701/vandals-flick-hatchery-switch-
15000-fish-perish 

28. December 24, Crystal Lake Northwest Herald – (National) CDC reports salmonella 
outbreak affects 15 states. The Centers for Disease Control and Prevention (CDC) 
announced December 24 it was investigating a multi-state outbreak of salmonella in 
alfalfa sprouts, with 89 reports of a matching strain across 15 states and the District of 
Columbia. Preliminary results of the CDC investigation indicate a link to eating alfalfa 
sprouts at a national sandwich chain, the agency said. The CDC said there were reports 
of 50 cases in Illinois, 14 in Missouri, and 9 in Indiana. Among the 81 people for whom 
information was available, the CDC said the start of their illnesses ranged from 
November 1 to December 14, and ranged in age from 1 to 75 years old, with a median 
age of 28. Of the information available, the CDC said 23 percent of the people affected 
were hospitalized, with no deaths reported. The CDC said because the pattern 
associated with this salmonella type commonly occurred in the U.S., some cases 
currently identified might not be related to the outbreak. The outbreak first was 
reported December 17 when the Illinois Department of Public Health (IDPH) reported 
more than 40 people said they had become ill after eating alfalfa sprouts at Jimmy 
John’s restaurants. The IDPH’s update December 23 raised the count to 50 confirmed 
Illinois residents, and one Wisconsin resident, with reports stretching over 11 counties 
in the state. The CDC said the investigation was ongoing, and the agency would 
continue to monitor new cases, along with the Food and Drug Administration, and state 
and local public health partners. 
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Source: http://www.nwherald.com/2010/12/23/cdc-reports-salmonella-outbreak-
affects-15-states/agxgy43/ 

29. December 23, WBTV 3 Charlotte – (South Carolina) Fire damages Lugoff Waffle 
House. A Midlands, Wisconsin, restaurant was evacuated December 22 because of a 
fire in the office. Lugoff firefighters were dispatched to the Waffle House on US 601 in 
Lugoff around 9:40 p.m. because of a light smoke haze in the restaurant. When crews 
arrived, the store manager let them into the restaurant office. The fire, which started in 
a trash can, was quickly extinguished with minor damage to the office. Firefighters 
credit quick action by the store employees and the store manager for the limited 
damage. Firefighters and equipment from the Doby’s Mill and Blaney Fire 
Departments also responded. The restaurant was re-opened for business after 
firefighters cleared the remaining smoke from the building. There were no injuries. 
Source: http://www.wistv.com/Global/story.asp?S=13733488 

[Return to top]  

Water Sector 

30. December 27, Chicago Tribune – (Illinois) Blast destroys Kankakee water plant 
building. An explosion destroyed a building December 27 at a water treatment plant in 
Kankakee, Illinois. But no one was hurt and all 13 people who work on the property at 
1600 W. Brookmont Blvd. are accounted for, a fire official said. The explosion 
occurred a little before 9 a.m. at a building that produces methane gas used for energy, 
said the Kankakee fire chief. He said the plant was still operational, though. The 
explosion sent debris into the surrounding neighborhood. The treatment plant, he 
added, serves several communities besides Kankakee, but there were no reports of any 
households experiencing problems as a result of the explosion. Nicor Gas, ComEd, and 
Illinois Environmental Protection Agency personnel were notified about the explosion. 
Kankakee is about 60 miles south of Chicago. 
Source: http://www.chicagobreakingnews.com/2010/12/explosion-destroys-building-at-
water-plant-in-kankakee.html 

31. December 24, Associated Press – (California) Officials: Up to 3M gallons leaked to 
Marin creek. Marin County, California, officials are tripling their estimate of how 
much sewage leaked into a creek over the past week: They now as much as 3 million 
gallons of sludge leaked. Most of the spillage into Corte Madera Creek came from a 
backup in Kentfield the weekend of December 18 and 19 caused by construction debris 
dumped down a manhole. Officials suspect sabotage and have notified the FBI and 
local authorities. The general manager for the Ross Valley Sanitary District told the 
San Francisco Chronicle that another pipeline break December 23 may have spilled as 
much, or more, sewage. He said the leaks are unrelated. The new one was caused by a 
substance called Techite used to line pipes in the 1970s that’s been blamed for 
numerous bursts. The district is spending millions on emergency pipe replacements. 
Source: http://www.sfgate.com/cgi-
bin/article.cgi?f=/n/a/2010/12/24/state/n144820S71.DTL 
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[Return to top]  

Public Health and Healthcare Sector 

32. December 24, Associated Press – (Minnesota) Mankato Clinic laptop with patient 
data is stolen. The Mankato Clinic in Mankato, Minnesota reported that a laptop with 
information on nearly 3,200 patients was stolen from a nurse’s car last month. The 
clinic chief executive said it is unlikely anyone has accessed the password-protected 
information. The records included patients’ full names, dates of birth, medical record 
numbers, and diagnosis information. The clinic chief also said the records did not 
include financial information, Social Security numbers, or home addresses. The theft 
occurred about November 1. Clinic officials sent letters to all affected patients 
December 23. The clinic chief executive said the delay in notification came about 
because the clinic was performing an internal investigation to understand the extent of 
the situation. The clinic notified federal officials about the security breach as required. 
The Free Press of Mankato reported the laptop has not been recovered. 
Source: http://washingtonexaminer.com/news/2010/12/mankato-clinic-laptop-patient-
data-stolen 

33. December 23, Watertown Daily Times – (New York) Hospital evacuated after gas 
line breaks. Canton-Potsdam Hospital in Potsdam, New York was evacuated for more 
than 2 hours December 22 after a 3-inch natural gas line was ruptured by construction 
crews. During the evacuation, 34 patients were relocated to the rehabilitation center 
behind the hospital, which is on a different gas line. A strong smell of gas was reported 
about 8:55 a.m. The gas lines to the hospital were shut off immediately, and neighbors 
were notified through a door-to-door campaign warning them not to start their cars or 
use any appliances that might cause sparks. All neighboring houses’ boilers also were 
turned off, according to officials with the Potsdam Volunteer Fire Department. 
Subsequent investigation showed a crew from Pizzagalli Construction cut the line while 
it was working on the new cancer treatment center, village police said. Outpatient 
doctors’ appointments restarted shortly before noon, and patients staying in the hospital 
were readmitted about 12:30 p.m., according to a hospital spokeswoman. Births that 
were going on during the evacuation were allowed to continue. It took less than an hour 
to evacuate the hospital, the spokeswoman said. Officials with St. Lawrence Gas 
responded to the scene, as well as the Potsdam and Parishville fire departments, and the 
Madrid Rescue Squad to shut off the gas and station fans at hospital doors to blow the 
smell away. 
Source: http://www.watertowndailytimes.com/article/20101223/NEWS05/312239885 

34. December 22, ABC News – (National) U.S. facing largest hospital drug shortage in 
decades. Many hospital patients are being turned away for potentially life-saving 
injection treatments in what may be the largest U.S. hospital drug shortage in over two 
decades. Most drugs in short supply are known as injectables and include sedation 
medication such as propofol, the popular blood thinner heparin, and hard-hitting 
chemotherapy drugs like doxorubicin. Limited manufacturing, lagging production time, 
and lack of profits from these drugs are contributing to the shortage, according to an 
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August 2010 editorial published in the New England Journal of Medicine. The 
production cost outweighs the profits for some companies. Since many firms would 
rather produce cheaper generic drugs, manufacturers are shunning some costly brands. 
Doctors at local hospitals are frustrated and many times they are not even informed of 
the shortage, according to survey results released in September by the Institute for Safe 
Medication Practices. Of those surveyed, 85 percent said they were given little to no 
information on how long the shortages would last. And since these medications are 
mainly housed in hospitals, most patients will not know it might not be available until 
they really need it. Some medications in short supply offer an equivalent substitute, but 
in some cases insurance companies do not reimburse patients for the substituted 
therapies. 
Source: http://abcnews.go.com/Health/CancerPreventionAndTreatment/largest-
hospital-drug-shortage-decades/story?id=12452389&page=1 

[Return to top]  

Government Facilities Sector 

35. December 23, Tonawanda News – (New York) Bomb threat closes Lockport 
street. East Avenue in Lockport, New York was closed to traffic for more than 30 
minutes December 23 as officers from three local law enforcement agencies searched 
the department of social services building, 24 East Ave., for a bomb after receiving a 
phoned-in threat. A report filed by the Lockport Police Department said an 
“unidentified male voice was laughing and then stated that there was a bomb in the 
building. He then continued laughing and hung up.” The Lockport Police Department, 
Niagara County Sheriff’s Department, and New York State Police searched the 
building with the help of building security. Meanwhile, the Lockport Fire Department 
was put on standby and stayed near the Ulrich City Center in case they were needed, 
according to a Lockport detective. The security officer at the social services building 
said he searched the building with the help of the deputy commissioner of social 
services. When no bomb was found and police felt it was safe to allow employees to 
return to work, the building was re-opened, the Lockport detective said. 
Source: http://tonawanda-news.com/local/x2018343365/Bomb-threat-closes-Lockport-
street 

[Return to top]  

Emergency Services Sector 

36. December 27, Chicago Sun-Times – (Illinois) Police: $448,000 worth of meth, mobile 
lab found in man’s bag. An alleged drug dealer who passed out in the back of a cab 
Christmas Day in Chicago, Illinois, woke up to discover police had found nearly 
$500,000 worth of methamphetamines stashed in his bag, prosecutors said. The 
Washington State resident was driven to the Rogers Park district police station 
December 25 by a cabdriver who was upset he had passed out and could not pay his 
fare, police said. But when officers searched the suspect’s backpack in an attempt to 
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identify him, they found a mobile meth lab, and 3 pounds of methamphetamine worth 
about $448,000. Fears over the highly volatile chemicals, which were stored in 
containers wired to a power source, prompted a call to firefighters, who secured the 
area and safely removed the hazardous materials. When the suspect awoke, he gave 
officers permission to search his temporary address in Chicago, according to police 
documents. Officers found a gallon-size bottle of crystal material suspected to be the 
so-called “date-rape drug” GHB, small blue pills suspected to be ecstasy, and a bag of 
cannabis. The suspect, who faces five felony counts of possession of a controlled 
substance, was ordered held on $100,000 bail. 
Source: http://www.suntimes.com/news/crime/3031358-418/police-hoffman-bag-
officers-worth.html 

37. December 27, KFDM 6 Beaumont – (Texas) Man drives car into Port Arthur police 
station. The lobby of the Port Arthur, Texas police station was closed December 26 
after a man drove his car through the front of the building. No one was injured but there 
was extensive damage to the front of the building and the lobby. Officers questioned 
the 53-year-old driver to determine if his actions were accidental or intentional. Repair 
crews worked through the night and officers said the lobby should re-open December 
27. 
Source: http://www.kfdm.com/news/building-40760-front-car.html 

[Return to top]  

Information Technology Sector 

38. December 27, SpamfighterNews – (National) Kindsight research reveals 33% home 
PCs hacked. Kindsight, the developer of “Identity Protection” recently announced 30-
day research outcomes after surveying about 200,000 North American households that 
use the Internet. As a result, it was revealed that 33 percent of household personal 
computers contracted malware infections and were in severe danger of cyber-crime, 
ID-theft, and other attacks. Furthermore, after classifying the attacks into four groups, 
the research found spyware was behind 47 percent of the assaults, whilst Trojans along 
with other malware leading to ID-theft was behind 21 percent. Botnet attacks, which 
enable malefactors to seize control over home computers, successfully targeted 26 
percent of the contaminated home PCs, while conventional viruses accounted for 
merely 6 percent of the assaults. 
Source: http://www.spamfighter.com/News-15556-Kindsight-Research-Reveals-33-
Home-PCs-Hacked.htm 

39. December 23, Federal Bureau of Investigation – (Minnesota; Texas) Texas man 
indicted for hacking into computer network, stealing $274,000. A federal 
indictment unsealed December 23 alleged a 35-year-old Texas man hacked into the 
computer network of an Eden Prairie, Minnesota, business and stole approximately 
$274,000. The indictment, which was filed in Minneapolis October 13, 2010, charges 
the suspect, of Houston, Texas, with one count of unauthorized access to a protected 
computer in furtherance of fraud, and one count of wire fraud. The indictment was 
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unsealed following the suspect’s initial appearance in United States District Court. The 
indictment alleges that from December 23, 2008, through October 15, 2009, the suspect 
hacked into the computer network in order to obtain money belonging to Digital River, 
Inc., a cyber-based business, through a subsidiary, SWReg., Inc. 
Source: 
http://7thspace.com/headlines/367783/texas_man_indicted_for_hacking_into_computer
_network_stealing_274000__.html 

For another story, see item 40  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

40. December 26, eWeek – (National) Verizon, RIM investing in mobile security to 
protect phones from attackers. Carriers, developers, and phone makers are rolling out 
new services and features to protect mobile devices from malicious attacks and data 
breaches. As people increase their use of smartphones to check e-mail, do their 
banking, and access documents, the wireless industry is addressing mobile device 
security. The effort is not limited to IT administrators within the enterprises, as carriers 
and phone makers are deploying new features and services to bring security to the 
mobile devices, according to the Wall Street Journal. “Everyone is realizing that this is 
an uncontrolled environment. We don’t want to have the same problems that we had 
with PCs,” the chief security officer of AT&T, told the Wall Street Journal. Several 
security vendors have raised the alarm, predicting that various types of mobile threats 
will appear in 2011. Researchers at Panda Security said there will be new attacks on 
mobile devices, “but not on a massive scale,” which will target Symbian- and Android-
based phones. In many cases, some of the security features are already available within 
the smartphone operating system. For example, one of the most frequently touted 
mobile security features for preventing data breaches, remote wipe, is available in the 
latest version of the Android operating system, as well as for the BlackBerry and 
iPhone. 
Source: http://www.eweek.com/c/a/Security/Verizon-RIM-Investing-in-Mobile-
Security-to-Protect-Phones-from-Attackers-391875/ 

41. December 25, Associated Press – (Hawaii) Heavy rain disrupts Oahu landline phone 
service. Hawaiian Telcom said heavy rain the weekend of December 18 and 19 on the 
island of Oahu, Hawaii caused water to seep into the company’s cables, shorting 
circuits and disrupting landline service. The company said cables must be dried out and 
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replaced. This means some customers were expected to temporarily lose service or 
notice static on the line. The Honolulu Star-Advertiser said readers in Makiki, Pearl 
City, and Aiea reported phone outages December 23. A Hawaiian Telcom spokesman 
said crews were working every day in 10- to 12-hour shifts, and would be working 
through December 25. Technicians from the neighbor islands were flown in to assist 
with repair efforts. 
Source: http://www.kpua.net/news.php?id=21886 

42. December 25, KDVR 31 Denver – (Colorado) Englewood Police investigate molotov 
cocktail attack. Authorities recovered as many as 10 explosive devices from inside an 
Englewood, Colorado cell phone store December 24 after what appears to be a failed 
attempt to set fire to the business. Officers responded to CTG Wireless, located at 4720 
South Santa Fe Circle, at about 7 a.m. after someone called Englewood Police to report 
several windows had been broken. Inside the store, authorities found as many as 10 
explosive devices similar to a “Molotov Cocktail,” said an officer with Englewood 
Police. “The decision was made to call the Arapahoe County bomb squad just as a 
precaution,” he said. None of the devices detonated and damage to the store was 
minimal. Still, neighboring businesses in the strip mall were evacuated until the bomb 
squad determined the devices no longer posed a threat. Englewood police said the 
Bureau of Alcohol, Tobacco, Firearms and Explosives is assisting the investigation. 
Source: http://www.kwgn.com/news/kdvr-explosive-devices-found-in-eng-
122410,0,5203900.story 

43. December 24, KYMA 11 Yuma/El Centro – (Arizona) Bomb threat called into call 
center. San Luis, Arizona police officers told News 11 someone called the police 
department around noon, December 24, claiming there was a bomb at the ACT call 
center in San Luis. Officers said hundreds of people were at work and had to be 
evacuated for about two and a half hours. Police brought in a military police bomb 
detection dog. At about 2:30 p.m., police gave the all clear, and everyone was let back 
in the building. Police are looking for the person or persons who called in the bomb 
threat. 
Source: http://www.kyma.com/slp.php?idN=4519&cat=Local News 

[Return to top]  

Commercial Facilities Sector 

44. December 27, Dallas Morning News – (Texas) Holiday Inn Frisco evacuated after 
morning fire. The Holiday Inn in Frisco, Texas, was evacuated December 27 after a 
fire broke out in the hotel lobby. Firefighters received a call at 7:13 a.m. from the hotel 
and arrived to find fire in the first floor lobby near the fireplace. The fire had spread 
into the ceiling, and heavy smoke filled the second and third floors. The hotel’s 
sprinkler system turned on, and the fire was under control by 7:44 a.m., firefighters 
report. The hotel had guests in 33 rooms. All were evacuated and accounted for. The 
cause of the fire was being investigated. 
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Source: http://friscoblog.dallasnews.com/archives/2010/12/holiday-inn-frisco-
evacuated-a.html 

45. December 24, Lansing State Journal – (Michigan) Carbon monoxide leak leads to 
YMCA evacuation. The South-side YMCA in Lansing, Michigan, was evacuated 
December 23 because of a carbon monoxide leak, the Lansing Fire Department public 
information officer said. Exhaust from the pool heater was the cause of the leak. A 
repair crew tried to fix the heater that morning. The Lansing Fire Department 
transported four people to Sparrow Hospital and Ingham Regional Medical Center. 
Other victims drove themselves to hospitals, the information officer reported. Their 
conditions are unknown. 
Source: 
http://www.lansingstatejournal.com/article/20101224/NEWS01/312240004/Carbon-
monoxide-leak-leads-to-YMCA-evacuation 

46. December 23, WNWO 24 Toledo – (Ohio) Condos evacuated due to high carbon 
monoxide levels. The Sylvania Township Fire Department of Toledo, Ohio, evacuated 
an entire condominium complex December 23 around 2 p.m. after reports of high 
carbon monoxide levels. Fire officials said carbon monoxide readings had reached 
dangerous levels, causing them to ask residents to leave. There was no word on what 
exactly caused the high levels. Officials believed work done on a boiler earlier in the 
day caused the abnormally high readings. 
Source: http://www.toledoonthemove.com/news/story.aspx?id=558906 

47. December 23, Lawrence Ledger – (New Jersey) Small fire prompts brief mall 
evacuation Wednesday. The Quaker Bridge Mall in Lawrence, New Jersey, was 
partially evacuated December 22 after a small fire started in a decorative column 
outside the Old Navy entrance, creating heavy smoke on the second floor. The smoke 
was reported inside the second floor hallway, said the mall’s marketing manager. The 
Lawrenceville fire county deputy chief said when he arrived there was a lot of smoke 
coming out of the entrance to the mall. There was smoke in the hallway on the second 
floor, and the first and second floors of the south wing of the mall were evacuated. 
Firefighters cut open a decorative column outside the entrance and discovered a small 
fire inside the column. They poured water on the fire and extinguished it. The 
Lawrence Township fire marshal said there is a gap at the bottom of the column where 
leaves and debris had collected inside. A cigarette may have been tossed and rolled 
under the column, igniting the debris. In addition to the Lawrenceville Fire Co., fire 
trucks from the Lawrence Road and Slackwood fire companies responded. Fire trucks 
from Ewing Township and West Windsor Township fire companies also responded, 
along with the Princeton First Aid and Rescue Squad. 
Source: 
http://www.centraljersey.com/articles/2010/12/23/the_lawrence_ledger/news/doc4d138
dc34eaf6026598082.txt 

For more stories, see items 26 and 42  
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National Monuments and Icons Sector 

48. December 26, Palm Beach Post – (Florida) One wildfire in Okeechobee County 
contained, another still burning, fire officials warn. A fire at Kissimmee Prairie 
State Park northwest of Okeechobee, Florida, was sparked by a campfire and burned 
through about 100 acres December 25. Fire officials issued a notice of violation to the 
person who set it and are continuing to investigate. Also, high winds and a lose 
powerline apparently ignited a fire in the Viking community near Kissimmee Prairie 
State Park. It was contained around 4 p.m December 26. That fire destroyed two cars 
and burned 300 acres total. 
Source: http://www.palmbeachpost.com/news/one-wildfire-in-okeechobee-county-
contained-another-still-1146192.html 

49. December 23, Dixie Press – (Utah) Reward offered for suspect who shot park 
ranger. On December 23, the FBI Salt Lake City Division, the United States Marshals 
Service, and the Utah Department of Natural Resources announced a reward of up to 
$30,000 for information leading to the apprehension and/or recovery of the person who 
shot a Utah State Parks Ranger. Each agency is contributing up to $10,000 toward the 
$30,000 reward offer. The public is asked to contact the Grand County Sheriff’s Office 
with tips about the case. The shooting happened November 19 southwest of Moab. 
Several law enforcement agencies responded and assisted the Grand County Sheriff’s 
Office in its search for the suspect. He remains at-large and should be considered armed 
and dangerous. A state arrest warrant has been issued for the suspect. According to the 
warrant, filed in the Seventh District Court for the State of Utah, the suspect shot the 
ranger multiple times. He faces one count of attempted aggravated murder, a first 
degree felony. On the wanted poster issued by the Grand County Sheriff’s Office, the 
suspect is described as 6 feet one inch tall, weighing 165 pounds, with long black hair 
and hazel eyes. His date of birth is April 30, 1970. 
Source: http://stgnews.com/archive/485 
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Dams Sector 

50. December 27, Associated Press – (Louisiana) Corps repairs caved-in Ouachita 
levees. The U.S. Army Corps of Engineers in Louisiana has been working for the last 
month and a half on three cave-ins along the Ouachita River and expects to be finished 
by February. The Tensas Basin Levee District executive director told the Monroe 
News-Star he believes rocks are being used to help rebuild the damaged sections. The 
Corps chief project manager said if the weather cooperates, crews should be finished 
within the next 2 months. He said the banks will be reinforced with stone dikes near the 
edges of the eroding banks. He said after the dikes are placed, clay and sand will be 
added behind the dikes to fill in the levee and to keep them from caving in again. 
Source: http://www.wxvt.com/Global/story.asp?S=13743608 
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51. December 27, India Today – (International) Terror threat to Narmada dam, security 
up. Security of the Narmada dam has been strengthened after a terror alert in Gujarat, 
India, Decembe 27. The Central Industrial Security Force and state police were 
deployed in the dam area and all passing vehicles were being searched. The access of 
tourists to the area was also restricted. The Intelligence Bureau (IB) alerted the Gujarat 
government on terror threats to sensitive locations, including the Narmada dam. 
Ahmedabad and Gandhinagar were also possible targets. IB sources said 12 men from 
the Lashkar-e-Taiba and the Indian Mujahideen have entered Gujarat. Three of them 
have been identified, but no arrests have been made. 
Source: http://indiatoday.intoday.in/site/Story/124761/India/terror-threat-to-narmada-
dam-security-up.html 

52. December 23, Associated Press – (Arizona) Evacuated Beaver Dam residents 
heading home. Flood waters in Beaver Dam, Arizona were receding late December 23, 
and authorities said no additional homes were destroyed in the Beaver Dam area. Six 
homes were destroyed and nearly two dozen more were damaged by flood waters 
earlier the week of December 20. The water level crested the night of December 23. 
Mohave County authorities said they planned to work to get evacuated residents back 
into their homes. County officials said a quickly constructed dike of concrete barriers 
diverted the flow of flood waters away from threatened homes. They say that saved up 
to 20 more homes from being destroyed. The barriers had been in storage since last 
being used in 2005. 
Source: http://www.kgun9.com/Global/story.asp?S=13736073 
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