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Top Stories 

• According to the BBC News, Microsoft has issued a warning about a serious vulnerability 
in all versions of its Internet Explorer (IE) browser. If exploited by a booby-trapped Web 
page, the bug would allow attackers to take control of an unprotected computer. (See item 
56) 

• Reuters reports that the Governor of California declared a state of emergency for several 
counties December 21 following several days of steady downpours. Lifeguards in rubber 
boats rescued dozens of hotel guests and homeless people stranded by surging floodwaters 
in San Diego. And high water swamped the parking lot and football field at nearby 
Qualcomm Stadium. News sources also reported levee problems and water pollution in 
Southern California (See items 34, 35, 62, 69, 71, and 72) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  
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1. December 23, Bakersfield Now – (California) Oil tanker truck fire. An oil tanker 
truck caught on fire December 23 around 4:30 a.m. at the San Joaquin oil refinery on 
Standard and Shell St in Bakersfield, California. Kern County Fire said that the flames 
from the oil tanker truck was nearby 3 large barrels of oil, but firefighters were able to 
contain the fire to just the truck. Two men inside the truck that caught on fire came 
running out of the truck. Kern County Fire says both men suffered from minor injuries. 
The driver who witnessed the explosion says the glass from the truck exploded on one 
man’s face. 
Source: http://www.bakersfieldnow.com/news/local/112373509.html 

2. December 22, People’s World – (National) Steelworkers tell feds about oil industry 
safety woes. The rampant safety hazards exposed by the fatal, catastrophic fire, 
explosion, and sinking of the BP Deepwater Horizon oil drilling platform in the Gulf of 
Mexico earlier this year unveil a catalog of wide-ranging problems in the oil industry, 
the Steelworkers say. And they are safety problems industry executives ignore, 
downplay, and refuse to deal with, the union adds. Details presented by United 
Steelworkers (USW) witnesses to the U.S. Chemical Safety Board, an independent 
agency investigating the blast, show problems are not just at drilling rigs but occur at 
refineries, pipelines and virtually all other areas of the oil industry. And accidents in oil 
affect not just those facilities but surrounding areas as well. The board spent a whole 
day December 15 hearing testimony from outside experts, industry reps, the union, and 
a unionist USW brought from Norway. USW represents 30,000 oil refinery and 
pipeline workers, but no drilling platform workers, “and the industry is determined” to 
keep the platforms union-free, USW health and safety director said. The workers 
recommended giving regulators more power over the oil industry, and more people and 
money to do their jobs, but a spokesman admitted that is unlikely given the coming 
composition in Congress. 
Source: http://peoplesworld.org/steelworkers-tell-feds-about-oil-industry-safety-woes/ 

3. December 22, KGTV 10 San Diego – (California) Transformer burning at SDG&E 
substation. An electrical transformer burst into flames at a San Diego Gas & Electric 
substation in Escondido, California December 22, prompting authorities to tell people 
in the area to stay inside. The fire in the 500 block of Enterprise Street in Escondido 
was reported shortly after noon, an Escondido police Lt. said. About an hour later, city 
officials used a reverse 911 system to notify residents within a mile of the fire to stay 
inside, he said. About 15,000 gallons of mineral oil used to cool the transformer was 
burning in a 20-by-20-foot area, and fire crews decided against actively fighting it. 
They were letting it burn itself out, but it was unclear how long the oil would burn, the 
spokesman said. 
Source: http://www.10news.com/news/26250727/detail.html 

4. December 22, Reuters – (International) Nigeria shuts refineries after pipeline 
attacks. Nigeria’s state-oil company said on December 22 three of the country’s four 
refineries were not operating because pipelines feeding the facilities were damaged in 
militant sabotage attacks. The Nigerian National Petroleum Corporation (NNPC) said 
vandalism of pipelines led it to shut down the Warri, Kaduna, and Port Harcourt 
refineries but it did not say how long they had been out of action. Africa’s most 

http://www.bakersfieldnow.com/news/local/112373509.html
http://peoplesworld.org/steelworkers-tell-feds-about-oil-industry-safety-woes/
http://www.10news.com/news/26250727/detail.html
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populous nation usually imports around 85 percent of its fuel needs but purchases from 
foreign suppliers may increase as the refinery closures are likely to cut out most of the 
country’s 445,000 barrel per day (bpd) refining capacity. “The rate of the crude 
pipeline vandalism from Bonny to Port Harcourt refinery and the Escravos to Warri and 
Kaduna refinery is alarming and I wish to request the army to concentrate on these 
pipelines as they are critical to our operations,” a spokesman said. The choking off of 
Nigeria’s local oil product supply adds to signs that a resurgence in violence by 
militants in the oil-producing Niger Delta region is having a significant impact on 
Africa’s largest oil and gas industry. U.S. energy firm Chevron said this week it had 
suspended production from a major pipeline after a sabotage attack, while fellow oil 
majors Shell and Exxon have also suffered outages recently. 
Source: http://www.reuters.com/article/idUSLDE6BL18720101222 

5. December 22, Associated Press – (National) Feds want coal mines to expand scope 
of exams. Federal regulators December 22 sought to require coal operators to inspect 
their underground mines for health and safety violations, in addition to the hazard 
checks they now conduct. The U.S. Mine Safety and Health Administration 
(MSHA)proposed revised rules governing the exams that operators must perform 
before and during work shifts, as well as weekly and as follow-ups. “Examinations are 
the first line of defense for miners working in underground coal mines,” the MSHA 
director said. “Mine operators must take ownership for their workers’ health and safety 
by conducting basic workplace examinations to ensure they are in compliance with 
health and safety standards.” The current regulations require that operators identify, 
correct, and record hazardous conditions during these exams. In seeking to expand that 
to cover violations of mandatory health or safety standards, MSHA cited its review of 
accident investigation reports and its own enforcement actions going back five years. 
The proposed rule change would also require operators to review all citations and 
enforcement orders with regulators every three months. The agency said that its 
inspectors issued 82,126 citations and orders at underground coal mines last year. 
Source: http://www.dailymail.com/ap/ApTopStories/201012221120 

6. December 22, Bloomberg – (Texas) Tanker traffic is halted by fog on Houston Ship 
Channel, Coast Guard says. Houston Ship Channel pilots halted boarding inbound 
and outbound vessels December 22 after fog reduced visibility, according to the Coast 
Guard Vessel Traffic Service. Thirty ships were waiting to enter the port and 14 were 
waiting to exit, said a watch supervisor with the service. “Most of the fog has cleared 
around the Galveston area, but a wall of dense fog is sitting right off the coast in the 
Gulf,” he said in a telephone interview from Houston. Many U.S. Gulf Coast refiners 
receive crude supplies by tanker. A halt to crude supply may force refiners to reduce 
operating rates, possibly increasing prices for refined products as companies turn to 
spot markets to help them meet supply contracts. Sabine-Neches Ship Channel pilots 
halted boarding inbound and outbound vessels December 21 after fog reduced 
visibility, according to the vessel traffic service. Eight ships were waiting to enter the 
port and six were waiting to exit, said a watch supervisor based in Port Arthur, Texas, 
with the service. 
Source: http://www.bloomberg.com/news/2010-12-22/tanker-traffic-halted-by-fog-on-
houston-ship-channel-update1-.html 

http://www.reuters.com/article/idUSLDE6BL18720101222
http://www.dailymail.com/ap/ApTopStories/201012221120
http://www.bloomberg.com/news/2010-12-22/tanker-traffic-halted-by-fog-on-houston-ship-channel-update1-.html
http://www.bloomberg.com/news/2010-12-22/tanker-traffic-halted-by-fog-on-houston-ship-channel-update1-.html
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For another story, see item 31  
 
[Return to top]  

Chemical Industry Sector 

7. December 23, Morning Call – (Pennsylvania) Chemical explosion damages testing 
plant near Quakertown. A powerful chemical explosion at a testing laboratory and 
warehouse facility near Quakertown, Pennsylvania December 23 could have been 
deadly if employees had been working nearby, according to a building inspector. 
Firefighters and a hazardous material team responded to Particle Size Technologies Inc. 
around 1:30 a.m. and remained on site for three hours. A powdered compound 
combusted while being tested in a machine inside the 55,000-square-foot facility, 
Milford Township building inspector said. He said the concussion damaged two 
interior garage doors, but structurally the building is safe, he said. Also, a section of the 
cinder block building behind the aluminum overhang blew out, dropping a pickup-size 
load of blocks to the lawn in front of the building. According to emergency radio 
broadcasts, a hazardous material team responded because the powder compound that 
triggered the explosion was released into the air, creating environmental and safety 
concerns about runoff into groundwater or the township’s sewage. There was also 
possibility of a second explosion. State Department of Environmental Protection was 
notified because of the potential for runoff, but investigators did not respond because it 
was quickly contained within the property, a DEP spokeswoman said. 
Source: http://www.mcall.com/news/breaking/mc-news-quakertown-chem-explosion-
20101223,0,5469467.story 

8. December 23, Environmental Protection – (Missouri; National) DuPont fined for 
failing to properly authorize herbicide repackaging. E.I. DuPont de Nemours and 
Company Inc. (DuPont) has agreed to pay a $15,600 civil penalty for failing to have 
proper written authorization for a Missouri agrichemical company to repackage and sell 
DuPont’s Steadfast herbicide. According to an administrative consent agreement filed 
by EPA Region seven in Kansas City, Kansas, DuPont had a contract repackaging and 
label authorization agreement with Central Elevator, Inc., that was effective from 
November 2005 through September 2006. In May 2009, however, an inspector from 
the Missouri Department of Agriculture conducted an inspection of Central Elevator’s 
facilities at Silex and Olney, Missouri, and collected documentation that the Missouri 
company had been repackaging Steadfast for sale to its customers, without a legally 
required repackaging and label authorization agreement. Under the Federal Insecticide, 
Fungicide and Rodenticide Act, a registrant of a pesticide such as DuPont must have 
written authorization with a repackager, and must meet certain other conditions, to 
allow the repackager to repackage pesticide products without obtaining its own new 
registration. Central Elevator obtained a repackaging agreement with DuPont shortly 
after the violation was discovered by the Missouri Department of Agriculture. 
Source: http://eponline.com/articles/2010/12/23/dupont-fined-for-failing-to-properly-
authorize-herbicide-repackaging.aspx 

http://www.mcall.com/news/breaking/mc-news-quakertown-chem-explosion-20101223,0,5469467.story
http://www.mcall.com/news/breaking/mc-news-quakertown-chem-explosion-20101223,0,5469467.story
http://eponline.com/articles/2010/12/23/dupont-fined-for-failing-to-properly-authorize-herbicide-repackaging.aspx
http://eponline.com/articles/2010/12/23/dupont-fined-for-failing-to-properly-authorize-herbicide-repackaging.aspx
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9. December 22, Salt Lake Tribune – (Utah) Truck hauling hydrogen chloride rolls 
over. A tractor-trailer rig hauling hazardous materials rolled on Interstate 80 near 
Coalville, Utah in Summit County on December 22. A Utah Highway Patrol 
spokesman said the truck’s driver sustained only minor injuries and was treated at the 
scene. However, the 7:30 a.m. crash temporarily closed both directions of travel near 
mile post 179 — and one of the truck’s fuel tanks ruptured. Additionally, an estimated 
50 pounds of hydrogen chloride spilled, he said. Hazmat personnel were dispatched to 
the scene near Echo Reservoir. By 6 p.m., the chemicals had been cleaned up, Utah 
Highway Patriol reported. Traffic through the area was diverted to alternative routes 
until early December 22, when all but one lane was reopened. At 6 p.m., workers were 
still fixing the guardrail, which required the lane to remain closed, a patrolman stated. 
The cause of the accident was under investigation. 
Source: http://www.sltrib.com/sltrib/home/50923946-76/johnson-chemicals-closed-
hauling.html.csp 

10. December 22, Evansville Courier & Press – (Kentucky) Truck hauling explosives 
overturns in Ohio County, Ky., homes evacuated. Five homes in Ohio County, 
Kentucky were evacuated and Kentucky 69 south was blocked after a tanker hauling 
explosives overturned December 22 about three miles south of Centertown. According 
to information from the Kentucky Transportation Cabinet, the vehicle was carrying 
explosive-grade ammonium nitrate. The homes were evacuated as a precaution. A 
Kentucky State Police Trooper said the tanker was transporting 48,000 pounds of 
ammonium nitrate to an area coal mine when the accident happened. He said five 
residences within 2,500 feet of the crash were voluntarily evacuated. The cab of the 
semi was damaged in the accident and the driver was taken to Owensboro Medical 
Health Center for treatment. The extent of his injuries are not known. 
Source: http://www.courierpress.com/news/2010/dec/22/truck-hauling-explosives-
overturns-ohio-county-ky/ 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

11. December 23, Associated Press – (Illinois) Honeywell probing leak at Illinois plant 
where labor dispute festers; no injuries, evacuations. Honeywell says it is 
investigating an acid leak at a southern Illinois uranium-conversion plant where 
replacement workers for months have taken the place of union employees locked out 
over a labor dispute. A company spokesman told The Paducah Sun that no one was 
injured during the nearly two-hour leak of hydrofluoric acid at the Metropolis plant 
December 22. He says the escape was confined to the plant. There were no evacuations 
of nearby homes and businesses. Hydrofluoric acid is not radioactive but is corrosive 
and known for its ability to penetrate human tissue. The Metropolis mayor says the leak 
will heighten community concern about safety of the plant where union workers have 
been locked out since June, with no new talks scheduled for the rest of the year. 
Source: http://www.wgnradio.com/news/sns-ap-il--honeywell-leak,0,2945832.story 

http://www.sltrib.com/sltrib/home/50923946-76/johnson-chemicals-closed-hauling.html.csp
http://www.sltrib.com/sltrib/home/50923946-76/johnson-chemicals-closed-hauling.html.csp
http://www.courierpress.com/news/2010/dec/22/truck-hauling-explosives-overturns-ohio-county-ky/
http://www.courierpress.com/news/2010/dec/22/truck-hauling-explosives-overturns-ohio-county-ky/
http://www.wgnradio.com/news/sns-ap-il--honeywell-leak,0,2945832.story
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12. December 22, PowerNews – (Iowa; Massachusetts) Iowa nuclear plant gets license 
extension while Mass. plant remains in line. Following a 26-month environmental 
and safety review, the NRC last week approved a 20-year license extension for the 
NextEra Energy Duane Arnold Energy Center (DAEC) near Cedar Rapids, Iowa. 
DAEC is owned by NextEra Energy Duane Arnold LLC (70 percent), Central Iowa 
Power Cooperative (20 percent), and Corn Belt Power Cooperative (10 percent) and 
has more than 600 employees. DAEC’s initial 40-year operating license was granted in 
1974 and was set to expire in 2014. Like all other nuclear power plants, the DAEC 
license was issued for 40 years based on accounting estimates of the time required to 
recover plant construction costs. The DAEC application covered the environmental 
impact of an additional 20 years of operation and evaluated the station’s maintenance 
and engineering programs. These programs will ensure the station can safely operate 
over the extended license period. The nearly 2,000-page application document 
summarized the results of detailed evaluations regarding how material and components 
in the plant age and how aging will be managed by testing, inspection, refurbishing, or 
the replacement of plant equipment. To receive license extension approval, the plant 
was required to demonstrate that technical information is in compliance with federal 
regulations. Another relicensing application is taking longer. Entergy Corp.’s Pilgrim 
Nuclear Plant, whose operating license is set to expire in 2012, is beginning the sixth 
year of its relicensing process. The Quincy, Massachusetts. Patriot Ledger noted that 
the Pilgrim plant and Entergy’s other New England plant, Vermont Yankee, “are now 
tied, at five years, for the longest ongoing license renewals of any nuclear plant in the 
country.” 
Source: 
http://www.powermag.com/POWERnews/3299.html?hq_e=el&hq_m=2111555&hq_l=
11&hq_v=46ed918809 

[Return to top]  

Critical Manufacturing Sector 

13. December 22, Associated Press – (National) Govt upgrades investigation of Ford 
minivans. The U.S. government has upgraded its investigation into Ford Windstar 
minivans amid additional concerns over corrosion in the vehicles. The National 
Highway Traffic Safety Administration (NHTSA) says in a posting on its website 
December 22 that it has begun an engineering analysis of about 550,000 Windstars 
from the 1999-2003 model years. Ford has recalled more than 600,000 of the minivans 
in the U.S. and Canada since August 2010 to address rear axles that can corrode and 
break. The U.S. recall is limited to 22 cold weather states where road salt is used during 
the winter. The government says it has received 346 complaints of corrosion and 
breaking of the front subframe, which carries the engine, transaxle, steering rack, and 
front suspension. NHTSA says it is trying to learn more about the alleged defect. 
Source: http://www.businessweek.com/ap/financialnews/D9K91T000.htm 

[Return to top]  

Defense Industrial Base Sector 

http://www.powermag.com/POWERnews/3299.html?hq_e=el&hq_m=2111555&hq_l=11&hq_v=46ed918809
http://www.powermag.com/POWERnews/3299.html?hq_e=el&hq_m=2111555&hq_l=11&hq_v=46ed918809
http://www.businessweek.com/ap/financialnews/D9K91T000.htm
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14. December 23, Reuters – (International) Study flags risks to US missile defense 
program. The U.S. President’s planned missile defense system for Europe could prove 
unreliable and risks delays and cost over-runs, congressional investigators said in a new 
report. The United States announced plans in 2009 to integrate sea- and land-based 
missile defenses in Europe, a program referred to as the “European Phased Adaptive 
Approach.” U.S. anti-ballistic missile systems are meant to cover Europe by around 
2018, and NATO allies in Europe agreed in November to bolster the missile shield. But 
the Government Accountability Office warned in a report dated December 21 that there 
was limited visibility into the costs and timetable for the program. It warned that one of 
the consequences could be “going into production before fully demonstrating system 
performance, leading to rework, cost increases, delays, and uncertainties about 
delivered capabilities.” The United States has already spent more than $10 billion a 
year on a range of missile defense programs in recent years, but critics say those 
programs are still far from reliable.  
Source: http://in.reuters.com/article/idINIndia-53740620101222 

[Return to top]  

Banking and Finance Sector 

15. December 23, Chicago Tribune – (Illinois) Cops ask for help finding Aurora bank 
robbers. Aurora Police asked for the public’s help today in catching two men who 
robbed a branch bank in a grocery store that may be linked to a Kendall County, Illinois 
bank robbery earlier this week. The TCF Bank branch in the Jewel Food store at 1270 
N. Lake St., Aurora, was robbed by two men about 1 p.m. December 23, police said. 
Police and FBI agents are trying to determine if the robbery is connected to another 
TCF bank robbery by two men at a Jewel in Oswego on December 20, police said. The 
robbery started when the two men entered the store and one went up to a teller at the 
bank branch and gave her a note demanding money, according to a police news release. 
As the one stood near the teller, a second stood near the bank counter, apparently acting 
as a lookout. Neither one showed or implied he had a weapon, according to police. The 
teller gave the men cash, and they fled the building, leaving the area on foot. Police 
described the first man as a black man about 20 to 25 years old, between 5-foot-9 and 6 
feet tall and weighing between 140 and 160 pounds, according to police. A surveillance 
photo shows him wearing a new-style Atlanta Braves hat with a red brim and the letter 
“A” on the front and a dark-colored hooded jacket. The lookout was described as 
having about the same physical description but being between 25 and 30 years old. The 
surveillance photo shows the lookout wearing a dark blue or black padded winter vest, 
a gray hooded sweatshirt and a dark stocking cap. 
Source: http://www.chicagobreakingnews.com/2010/12/cops-ask-for-help-finding-
aurora-bank-robbers.html 

16. December 23, BankInfoSecurity.com – (National) EMV, mobile and the payments 
landscape. The senior director of risk management policy for the American Bankers 
Association says a number of emerging technologies, such as the EMV chip standard, 
mobile payments, and peer-to-peer or person-to-person payments, will soon change the 
way U.S. financial institutions and merchants connect and transact. And it could all 

http://in.reuters.com/article/idINIndia-53740620101222
http://www.chicagobreakingnews.com/2010/12/cops-ask-for-help-finding-aurora-bank-robbers.html
http://www.chicagobreakingnews.com/2010/12/cops-ask-for-help-finding-aurora-bank-robbers.html
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happen in 2011, much sooner than most industry experts expect. Making significant 
moves payments technology will require discussion and collaboration, among banking 
institutions, merchants, and regulators, to name a few. “The discussion about EMV will 
move forward rapidly,” the official says. But it will have many caveats. “I think the 
U.S. may, in fact, move to adopt EMV, and may move relatively soon,” he says. “I 
think it may be a unique version of EMV, which would, of course, have to be 
compatible with EMV, globally.” What about social networks? They, too, are expected 
to have a big impact in 2011, the official says. “We have seen some social networks 
begin offering payment facilities,” he says. “These may offer consumers some 
convenience and certainly familiarity, but they also open them up to the fraudsters, so I 
think this is something that banks are going to have to watch.”  
Source: http://www.bankinfosecurity.com/articles.php?art_id=3204 

17. December 20, Virginia Gazette – (Virginia) Trio convicted in counterfeit check 
ring. Three members of a counterfeit check ring conspiracy were sentenced last week 
for running a two-year fraud scheme throughout the Tidewater, Virginia area that 
caused more than $50,000 in losses. Banks and businesses, including some in James 
City County, were among the victims. Each defendant was also ordered to pay 
restitution in the amount of $55,182.39. In June, a federal grand jury returned a 
superseding indictment charging all three defendants with a conspiracy to commit bank 
fraud, substantive counts of bank fraud, possession of counterfeit securities, and 
aggravated identity theft. According to the evidence introduced at trial, between 2007 
and 2010, the three conspirators engaged in a scheme to create and pass counterfeit 
company checks at various banks throughout the Tidewater area. The scheme extended 
for more than two years and involved banks and companies in James City County, 
Norfolk, Hampton, Suffolk, Portsmouth, and other cities in Tidewater. Two of the 
conspirators recruited dozens of individuals to provide copies of legitimate checks that 
were then used by one of the conspirators to create counterfeit checks on a computer. 
That conspirator also recruited individuals, including the third conspirator, to present 
and cash these counterfeit checks at various financial institutions and other businesses. 
Source: 
http://www.vagazette.com/articles/2010/12/20/news/doc4d101e66cae5a606670672.txt 

[Return to top]  

Transportation Sector 

18. December 23, Cleveland County Star – (North Carolina) Sheriff’s deputies arrest 
man on armed terror charge. Sheriff’s deputies charged a Cleveland County, North 
Carolina man December 20 with trying to scare people with a .32-caliber handgun. The 
suspect, 27, of the 3600 block of West Stagecoach Trail outside Shelby, was charged 
December 20 with going armed to the terror of the people. The suspect had the 
handgun on public highways the previous day, according to an arrest warrant. The 
warrant states that the man armed himself with “an unusual and dangerous weapon” 
and did so “for the purpose of terrifying others.” 
Source: http://www.shelbystar.com/news/armed-52399-searcy-sheriff.html 

http://www.bankinfosecurity.com/articles.php?art_id=3204
http://www.vagazette.com/articles/2010/12/20/news/doc4d101e66cae5a606670672.txt
http://www.shelbystar.com/news/armed-52399-searcy-sheriff.html
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19. December 23, Jersey Journal – (New Jersey) Bayonne worries that work being done 
on Turnpike bridge will delay ambulances and other emergency vehicles. Lights 
and sirens will not help emergency vehicles get through gridlocked traffic on the 
Newark Bay Bridge because construction work on the Turnpike Extension span has 
eliminated the shoulder lanes in each direction, according to Bayonne city officials. A 
couple of weeks ago, contractors preparing to do construction work on the Newark Bay 
Bridge installed concrete barriers to prevent drivers from entering the passing lanes in 
both directions, city officials said. Motorists still use two lanes on the bridge — the 
slow lane and the shoulder. But a third lane, to be used in case of emergency, has been 
eliminated. There is nowhere for cars and trucks to pull over when Bayonne’s fire 
trucks and ambulances are rushing to an accident, said the Public Safety Director. 
According to him, the Turnpike Authority changed the road layout without discussing 
the plan with the city. The Bayonne Mayor sent a letter to the New Jersey Turnpike 
Authority Executive Director, urging the authority to find a plan that allows for 
emergency services to respond to accidents on the bridge over Newark Bay. Reached 
late December 22, a Turnpike Authority spokesman confirmed the authority received 
the letter and said the authority will reach out to discuss the safety concerns.  
Source: http://www.nj.com/news/jjournal/bayonne/index.ssf?/base/news-
6/1293089165116170.xml&coll=3 

20. December 22, WAFB 9 New Orleans – (Louisiana) Frozen chicken causes airport 
evacuation. Security officials evacuated a Louisiana airport after an incident involving 
a frozen chicken caused quite a scare December 21. The Lafayette Regional Airport 
was buzzing with activity from investigators, but passengers were stuck waiting outside 
after a frozen chicken that was packed next to a headlamp threw up a red flag with TSA 
workers at the X-ray machine. The man was headed home after a hunting trip in 
Louisiana and was bringing the chicken with him. Authorities performed chemical 
analysis tests and even sent out a bomb dog to make sure there were no dangers 
associated with the bird. Those trying to fly out suffered the brunt of the discomfort in 
the incident, as some people missed their flights. Despite all of the precautions taken to 
ensure safety, only five flights were affected by the evacuation. The TSA said it hopes 
the incident will serve as a lesson and encourage travelers to pay close attention to what 
types of items are allowed in checked bags to avoid delays at the airport. 
Source: http://www.wafb.com/Global/story.asp?S=13726005 

21. December 22, Toronto Star – (California) Homes evacuated as biggest storm yet 
heads for California. After days of relentless rain, Southern California December 22 
was facing the most intense storm system yet, with hundreds of homes evacuated, roads 
covered with water and mud, and residents anxiously eyeing already saturated 
mountainsides denuded by wildfires. A rain-soaked hillside collapsed on part of a busy 
Interstate 10 transition road December 22 as overwhelmed drains left hubcap-deep 
pools of water on roadways littered with fender-bender crashes. The landslide covered 
three lanes of the transition to State Route 57 in the Pomona area, and the California 
Highway Patrol shut down part of the ramp before the morning rush hour. More than 
30 people were rescued December 22 from stranded cars and homes in hillside areas of 
Laguna Beach and adjoining Laguna Woods. About a square mile of Laguna Beach, 
including the downtown area, was closed when storm runoff sent mud and up to 4 feet 

http://www.nj.com/news/jjournal/bayonne/index.ssf?/base/news-6/1293089165116170.xml&coll=3
http://www.nj.com/news/jjournal/bayonne/index.ssf?/base/news-6/1293089165116170.xml&coll=3
http://www.wafb.com/Global/story.asp?S=13726005
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of rushing water over the streets. 
Source: http://www.thestar.com/news/world/article/910812--homes-evacuated-as-
biggest-storm-yet-heads-for-california 

22. December 22, Associated Press – (New York) Safety zone around NY waters where 
old ammo found. The U.S. Coast Guard says it has created a temporary safety zone in 
New York’s Gravesend Bay surrounding the waters where unexploded ammunition 
was found earlier this year. The Coast Guard said in a statement that the zone would 
keep boats and people safe and prevent any activities underwater near the material. The 
zone was established December 18. It is expected to last until June 30, 2011 but could 
be kept in place longer. The material was discovered in October in the waters 
underneath the Verrazano-Narrows Bridge, which is north of the bay. At the time of its 
discovery, a Coast Guard spokesman said the material had been there possibly for years 
or even decades. It was unclear from where it came. 
Source: http://online.wsj.com/article/AP57df9229301548e08b9fcfffa5abf74d.html 

23. December 21, Newark Star-Ledger – (New Jersey) Bomb threat in Maplewood shuts 
down NJ Transit service. A bomb threat at a residential unit along the Morris/Essex 
commuter rail line in Maplewood, New Jersey led to the shutdown of train traffic in 
both directions for more than an hour and the evacuation of a small number of 
residents, officials said. The threat was called in to a multi-family dwelling on the north 
side of Valley Street at approximately 6:45 p.m. December 21, said a Maplewood 
Police Department spokesman. No bomb was found, and a small number of residents 
that had been evacuated were allowed back into the building at about 9:30 p.m., he 
said. The Essex County bomb squad and bomb technicians from the FBI responded to 
the scene. The incident caused rail traffic to be halted beginning at 7:34 p.m., a NJ 
Transit spokesman said. A total of eleven trains between Maplewood and South Orange 
were held up, including express service to New York City. Rail service resumed at 9 
p.m. The incident remains under investigation. 
Source: 
http://www.nj.com/news/index.ssf/2010/12/police_activity_shuts_down_nj_1.html 

For more stories, see items 4, 6, 9, and 10  
 
[Return to top]  

Postal and Shipping Sector 

24. December 23, Associated Press – (International) Blasts at 2 embassies in Rome; 2 
hurt. Rome’s police chief says all embassies have been informed about a pair of 
package bombs that exploded at the Swiss and Chilean embassies, injuring two people 
who opened them. The police chief spoke to reporters as he arrived December 23 at the 
Chilean embassy, where witnesses say an explosion was heard shortly after 3 p.m. One 
person was injured. Three hours earlier, a package bomb exploded inside an office in 
the Swiss Embassy, wounding the staffer who opened it. He was taken to the hospital 
with serious hand injuries but his life is not in danger, the Swiss ambassador said. The 
police chief also said a suspicious package found at the Ukrainian embassy turned out 

http://www.thestar.com/news/world/article/910812--homes-evacuated-as-biggest-storm-yet-heads-for-california
http://www.thestar.com/news/world/article/910812--homes-evacuated-as-biggest-storm-yet-heads-for-california
http://online.wsj.com/article/AP57df9229301548e08b9fcfffa5abf74d.html
http://www.nj.com/news/index.ssf/2010/12/police_activity_shuts_down_nj_1.html
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to be a false alarm. The Italian Foreign Minister condemned what he called a 
“deplorable act of violence,” and offered Italy’s solidarity with the embassy staff and 
the victim. There have been growing concerns in Europe about holiday season attacks 
following a suicide bombing in Sweden and security services’ fears of an assault on a 
European city modeled on the deadly shooting spree in Mumbai, India. 
Source: http://www.usatoday.com/news/world/2010-12-23-embassy-blast_N.htm 

[Return to top]  

Agriculture and Food Sector 

25. December 23, NPR – (National) Scientific American: U.S. pig farms may be ‘flu 
factories’. The H1N1 in pandemic in 2009 was a wake-up call to many scientists to 
how unpredictable and dangerous viruses circulating in the animal world can be if they 
jump to humans. Since then, there has been a lot of talk about monitoring the health of 
the animals most likely to pass on a flu virus with pandemic potential — pigs and birds. 
An article just published in Scientific American says pig monitoring in the United 
States is very poor. Monitoring is so bad that American pigs farms are virtually “flu 
factories,” according to the author of the report. The problem, he writes, is that the pork 
industry is reluctant to share data with human health officials, and that industry results 
of pig flu tests are kept confidential. 
Source: http://www.npr.org/blogs/health/2010/12/23/132256243/scientific-american-u-
s-pig-farms-may-be-flu-factories 

26. December 22, Fox 4 Kansas City – (Missouri) Officials warn about unsafe venison 
from Holt Butcher Shop. Missouri officials are warning people, many of them deer 
hunters, not to use a Holt butcher shop after inspectors revealed unsanitary conditions. 
A man who ate the venison spent 5 hours at North Kansas City Hospital December 21 
after suffering food poisoning symptoms for a week. He had taken his deer meat to be 
processed and packaged at the Holt Butcher Block, a tiny shop in Holt, about an hour 
north of the metro. Inspectors from the Missouri Department of Agriculture revoked the 
Butcher Block’s license last week to to process meat for individual hunters and 
livestock owners. The store’s owner said that the order from the Department of 
Agriculture only affects him when it comes to beef and pork, not venison.  
Source: http://www.fox4kc.com/news/wdaf-story-venison-poisoning-holt-butcher-
122210,0,7360974.story 

27. December 22, Associated Press – (National) USDA rule change follows Calif. meat 
packer case. The U.S Department of Agriculture is telling slaughterhouse veterinary 
inspectors to ensure cattle are euthanized when they are too sick or injured to stand. 
The directive issued December 22 is meant to keep potentially contaminated meat out 
of the food supply. It alters current rules that allow so-called downer cows with 
treatable conditions to receive veterinary care and then be slaughtered for meat. A 
Consumers Union food safety expert says the rule change appears to be in reaction to 
the 2008 abuse allegations at a California slaughterhouse that led to the largest beef 
recall in U.S. history. Workers at Chino-based Westland/Hallmark Meat Co. were 
caught on videotape dragging sick and injured cows with chains and committing other 

http://www.npr.org/blogs/health/2010/12/23/132256243/scientific-american-u-s-pig-farms-may-be-flu-factories
http://www.npr.org/blogs/health/2010/12/23/132256243/scientific-american-u-s-pig-farms-may-be-flu-factories
http://www.fox4kc.com/news/wdaf-story-venison-poisoning-holt-butcher-122210,0,7360974.story
http://www.fox4kc.com/news/wdaf-story-venison-poisoning-holt-butcher-122210,0,7360974.story
http://www.usatoday.com/news/world/2010-12-23-embassy-blast_N.htm
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abuses. 
Source: http://www.chron.com/disp/story.mpl/ap/top/all/7351071.html 

28. December 21, Associated Press – (Iowa) 10 treated after carbon dioxide leak at 
Iowa plant. Authorities say 10 workers were taken to a hospital after a carbon dioxide 
leak at a bacon processing plant in Harlan in western Iowa. Atlantic radio station KJAN 
says emergency crews responded to Shelby County Cookers at 8 a.m. December 21 
after a call about high levels of the gas, used to rapidly freeze bacon products. The 
Harlan Fire Chief says the plant has the required detectors and the ventilation system 
was working, but the levels went up so fast that the system could not keep up and 
people were overcome. He says all 10 workers were treated at the hospital and released. 
Firefighters found two gas lines leaking inside the plant. The cause remains under 
investigation. 
Source: http://www.chicagotribune.com/news/chi-ap-ia-
carbondioxideleak,0,457857.story 

29. December 21, Security Management – (National) Food safety bill approved by 
Congress. A food safety bill (H.R. 2751) has been approved by both the U.S. House of 
Representatives and Senate. The President has announced that he will sign the bill. 
Under the measure, companies that manufacture, process, pack, distribute, receive, 
hold, or import food would be required to implement safety measures to protect that 
food from contamination. Companies would be required to test these measures on an 
ongoing basis and document the outcomes. The government would establish 
regulations to prevent the intentional adulteration of food. 
Source: http://www.securitymanagement.com/print/8019 

30. December 20, My Health News Daily – (National) Texas firm recalls ground beef 
products. Winn Meats Co., a Dallas, Texas, establishment, is recalling approximately 
25,600 pounds of ground beef products that were improperly labeled and potentially 
adulterated, the U.S. Department of Agriculture’s Food Safety and Inspection Service 
(FSIS) announced December 20. The products’ labels include “For Cooking Only,” 
indicating that they are intended for further processing to apply a full lethality at a 
federally inspected establishment. Because the products were distributed to non-
federally inspected establishments where it cannot be verified that sufficient further 
processing occurred to remove foodborne pathogens that could have been present, these 
products must be removed from commerce. The following products are subject to 
recall: “60-pound boxes of ‘Ground Beef for Cooking Only.’” Each box bears the 
establishment number “EST. 2338” inside the U.S. Department of Agriculture mark of 
inspection and can be identified by the case code “506093.” Boxes contain three 20-
pound packages of ground beef. The ground beef products were produced between 
August 24, 2010 and November 30, 2010. They were sent to a distribution center in 
Albuquerque, New Mexico, who in turn sent the products to restaurants, central 
kitchens, and caterers throughout the state.  
Source: http://www.myhealthnewsdaily.com/texas-firm-recalls-ground-beef-products-
0923/ 

[Return to top]  
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Water Sector 

31. December 23, New Orleans Times-Picayune – (Louisiana) Water pressure dropped 
when turbine failed at S&WB power plant. In Louisiana, an electrical problem 
triggered the failure December 22 of one of four massive turbines that fuel the 
Sewerage & Water Board’s (S&WB) in-house power plant, causing water pressure to 
plummet across the east bank of Orleans Parish, a top agency official said. But unlike 
last month, when a similar equipment crash led to a 41-hour boil-water advisory, the 
latest problem was resolved in a half-hour because a key backup pump that was under 
repair in November was available and switched on within minutes, the S&WB General 
Superintendent said. While the backup pump allowed water pressure to remain at safe 
levels, averting another boil-water incident, the turbine failure caused the S&WB’s in-
house power plant to shut down for about two hours. It was only the fourth failure since 
the facility — among New Orleans’ most critical infrastructure — opened at the turn of 
the 20th century. All four shutdowns have occurred since Hurricane Katrina. 
Source: 
http://www.nola.com/politics/index.ssf/2010/12/water_pressure_drop_caused_by.html 

32. December 23, WUWM Milwaukee – (National) EPA likely to toughen drinking water 
regulations. The EPA Administrator says the Environmental Protection Agency is 
concerned about the prevalence in drinking water of the chemical known as chromium 
6. Chromium 6 was discovered in drinking water in 31 cities across the country. 
Madison, Wisconsin was among the five cities with the highest levels of the 
carcinogen. The Administrator says the EPA is likely to tighten drinking water 
standards to address potential health risks of the chemical.  
Source: http://www.wuwm.com/programs/news/view_news.php?articleid=7452 

33. December 23, Marin Independent Journal – (California) Marin district reports large 
wastewater spill, claim contractor error or ‘environmental terrorism’. Ross Valley 
Sanitary District officials reported December 22 that 842,000 gallons of wastewater 
spilled in Kentfield, California December 17 and they placed blame on either a 
contractor for allowing construction debris to block the sewage system or on 
“environmental terrorism.” The spill was discovered at about 7 p.m. December 17. 
Manholes at several locations in Kentfield overflowed. The district said that 105,000 
gallons of the 842,000-gallon spill were recovered. The balance flowed into stormwater 
drains, which empty into Corte Madera Creek and San Francisco Bay. In a statement 
issued December 22, the district said it immediately notified the Marin County Office 
of Emergency Services, the county Department of Environmental Health and the state 
Regional Water Quality Control Board. But a supervising environmental health 
specialist with the Marin County Department of Environmental Health, said his 
department was not notified until December 21, though the report was dated December 
17. The health specialist said the report stated the amount of wastewater spilled was 
unknown. 
Source: http://www.mercurynews.com/breaking-news/ci_16927794?nclick_check=1 

34. December 23, Associated Press – (California) California storm leaves mudslides, 
polluted water. California residents who endured flooding, mudslides, and evacuations 

http://www.nola.com/politics/index.ssf/2010/12/water_pressure_drop_caused_by.html
http://www.wuwm.com/programs/news/view_news.php?articleid=7452
http://www.mercurynews.com/breaking-news/ci_16927794?nclick_check=1
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during a week-long onslaught of rain now have another problem: contaminated water 
and fouled beaches. The rain washed trash, pesticides, and bacteria into waterways, 
prompting health warnings. Four beaches were closed in Northern California’s San 
Mateo County, and another 12 miles of beach from Laguna Beach to San Clemente in 
Southern California’s Orange County were off-limits because of sewer overflows. After 
days of relentless rain, long-awaited sunshine was finally in the forecast for December 
23, but officials said Californians may want to resist the urge to head to the ocean. 
Experts normally recommend waiting 72 hours after a storm before getting in the 
water, though in this case some are saying five days might be wiser. The contamination 
in some areas could last for weeks because of the especially heavy rains. The president 
of Heal the Bay, a Santa Monica based group that monitors and grades beach water 
quality, said more rain causes more pollution to get flushed into the region’s water 
system. 
Source: http://www.usatoday.com/weather/storms/2010-12-23-calif-
storm_N.htm?csp=34news 

35. December 22, San Bernardino County Sun – (California) Water district declares 
emergency. The San Bernardino Valley Municipal Water District declared a local 
emergency in Highland December 22 after a pipeline that transports water to the city, 
Yucaipa, Redlands and communities in the San Gorgonio Pass was threatened by high 
flow running through City Creek. The pipe runs under the creek, but was exposed after 
high flow from heavy rains eroded the creek bed in 2005, said the district General 
Manager. Flow in the creek measured 6,000 cubic-feet per second the morning of 
December 22. It is unknown if that flow rate will continue the entire day. If it does, 
12,000 acre-feet of water would flow from the creek, enough water to meet the needs of 
100,000 people for a year. The flow was enough to possibly erode material securing the 
pipe to the creek bottom. If that happened, the pipe would sink and crack. A contractor 
visited the site the morning of December 22, and work was expected to begin to 
solidify the bed by dumping large rocks around the pipe. 
Source: http://www.sbsun.com/breakingnews/ci_16920688 

36. December 22, Silicon Valley Mercury News – (California) Release of ‘landfill gas’ 
shuts down portion of Santa Clara County park. The Santa Clara County Parks 
Department has shut down a portion of the Almaden Quicksilver County Park in South 
San Jose, California indefinitely after a landfill company released a noxious byproduct 
of methane gas into a creek. The Regional Water Quality Control Board called the 
parks department’s environmental officer December 21 about an “uncontrolled release 
of condensate liquid” at the Guadalupe Rubbish Diposal landfill in San Jose on 
Guadalupe Mines Road. “We don’t know if this is hazardous to humans or animals,” 
said the deputy director of park operations. The exact nature of what is in the spill has 
not been made clear. But the director said it is a “condensate,” a byproduct of methane 
gas formed at the landfill, which is why it is also called a “landfill gas.” The landfill’s 
tank overflowed twice December 21, according to the parks department, into a 
sediment pond that also overflowed into McAbee Creek at the northern end of the park 
near the Senador Mine. The parks department decided to close off a few trails near the 
McAbee entrance until further notice. Almaden Quicksilver County Park comprises 
more than 4,100 acres and used to be a major mercury-mining area in the 19th century. 
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Source: 
http://www.mercurynews.com/ci_16921887?source=most_viewed&nclick_check=1 

[Return to top]  

Public Health and Healthcare Sector 

37. December 23, Toledo Blade – (Ohio) Mercy says former hospital records left 
unsecured. Mercy December 22 revealed that unsecured copies of parts of more than 
1,000 patient medical and employee records were left at the former Riverside Hospital 
after the facility was sold in 2003, although it does not appear they were 
inappropriately used. The hospital system was notified in late November about the files 
that were in the unoccupied facility now owned by Toledo Public Schools, and they 
were removed, it said. Appropriate files now are secured at Mercy’s central records 
facility. The breach was reported to the Department of Health & Human Services and 
the Joint Commission. It remains to be seen whether Mercy will face any penalties. 
“This was our oversight — we take full responsibility for this,” said a Mercy 
spokesman. “We have no evidence that this information was used inappropriately.” 
Riverside Hospital closed in August, 2002, and the patient files are from medical 
services provided prior to that. After the records were discovered, Mercy conducted an 
internal review of policies and procedures related to records oversight, the hospital 
system said. Mercy has strengthened them so there is a clear delineation of 
responsibilities regarding the security of protected health information, it said. 
Source: http://toledoblade.com/article/20101223/NEWS16/12230328/-1/NEWS 

38. December 23, WSBT 22 South Bend – (Indiana) Urey school absences blamed on 
virus. About 40 percent of students missed class December 22 at a St. Joseph County, 
Indiana middle school. Administrators are blaming most of the absences on a 
norovirus. The illness also spread to many teachers at Urey Middle School in 
Walkerton. One hundred twenty-five of the school’s 300 students were out December 
22. The St. Joseph County Health Department believes a norovirus, which is similar to 
the stomach flu but more contagious, is the culprit. Symptoms are vomiting and 
diarrhea; the virus lasts 24 to 48 hours. The Health Department says young kids are the 
biggest risk because they can get dehydrated. Holiday break starts for Urey Middle 
School today so the school did not need to make any decision about canceling classes. 
However, a cleaning crew would be at the school December 23 to disinfect the 
building. 
Source: http://www.southbendtribune.com/article/20101223/News01/12230303/-
1/googleNews 

39. December 22, FederalTimes – (National) VA reports improper storage of patient 
data. At least eight Veterans Affairs Department facilities in recent months were found 
to be violating the department’s prohibition against using online tools like Google Docs 
to share private health information among facilities. The latest incident, involving 
personal information of 878 patients, was detailed in VA’s November data breach 
report to Congress. Chicago Health Care System Orthopedics Department employees 
had been using Yahoo Calendar to share patients’ information. The full names, dates of 
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surgery, types of surgery and last four digits of their Social Security numbers had been 
stored in the calendar since July 2007. VA’s policy is that no patient information be 
stored on systems outside its firewalls. A review of the reported incident also found that 
four residents had been using the same user name and password for the past three years. 
Access to the site was blocked a day after the incident was reported November 23, and 
patients’ information has since been deleted from the site. Notification letters were sent 
to the 878 patients. 
Source: http://www.federaltimes.com/article/20101222/IT03/12220302/1001 

40. December 22, Homeland Security NewsWire – (National) GAO: HHS does not have 
plan for IT pandemic surveillance. The Health and Human Services (HHS) 
Department has not developed a strategic plan for a national electronic network for 
public health situational awareness four years after being told to do so by Congress, 
according to a new report from the Government Accountability Office (GAO). The 
department has made progress on developing related systems — such as those for 
biosurveillance, health data exchange, and public health information sharing — but has 
not made progress on a comprehensive plan for situational awareness, GAO said in the 
December 17 report. “HHS has not defined a comprehensive strategic plan that 
identifies goals, objectives, activities, and priorities and that integrates related strategies 
to achieve the unified electronic nationwide situational awareness capability required 
by PAHPA,” the GAO report states. The legislation was intended to meet the need for 
efficient sharing of near-real-time information during a public health emergency. HHS 
was supposed to coordinate with state and local agencies to create a strategy and a 
national network for monitoring public health electronically in near-real time. 
Source: http://homelandsecuritynewswire.com/gao-hhs-does-not-have-plan-it-
pandemic-surveillance 

41. December 21, HS Today – (National) Limited risks from synthetic genomics, report 
concluded. While counterterrorism authorities have expressed worry over the potential 
terrorist threat from the use of synthetic genomics as a means to create deadly 
infectious diseases — even “designer” and hybrid viruses — the report of the 
Presidential Commission for the Study of Bioethical Issues, Ethics of Synthetic 
Biology and Emerging Technologies, concluded that synthetic biology poses only 
“limited risks.” “Future developments may raise further objections, but the 
Commission found no reason to endorse additional federal regulations or a moratorium 
on work in this field at this time,” the Commission concluded. “Instead, the 
Commission urges monitoring and dialogue between the private and public sectors to 
achieve open communication and cooperation.”  The Commission’s report stated that 
what is “frequently lost in these discussions about synthetic biology risks is recognition 
that DNA alone is not sufficient to create an independently functioning biological 
entity, such as a disease-causing virus that could spread. Despite the relative ease of 
access to known DNA sequences through public databases like GenBank60 (an 
annotated collection of all publicly available genetic sequences), and equivalent 
databases across the globe, most experts in the scientific community agree that mere 
knowledge of a viral genome is far from sufficient to be able to re-constitute it or create 
a disease-forming pathogen.” 
Source: http://www.hstoday.us/briefings/daily-news-briefings/single-article/limited-
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risks-from-synthetic-genomics-report-
concluded/3df2b0918c4e50a7eff2fefa272f905e.html 

42. December 21, KGW 8 Portland – (Oregon) Mental health community hurt by 
Astoria fires. Clatsop County’s Behavioral Health Center was one of 27 businesses 
destroyed by suspicious fires on the waterfront the week of December 13. While 
investigators search to find out what caused two huge fires in Astoria, a social worker 
is scrambling to help one industry crippled in the fire. “It’s a personal loss to us, “ the 
social worker said. “To know that three quarters of our mental health providers were in 
that building. That’s where they did their work, now these folks are in crisis.” Oregon 
State Police’s arson team and the bureau of Alcohol, Tobacco, and Firearms are leading 
the investigation. An owner confirms to NewsChannel 8 the building was in 
foreclosure, but does not believe arson is to blame. 
Source: http://www.kgw.com/news/local/Mental-Health-Community-Crippled-By-
Astoria-Fires-112219959.html 

For another story, see item 25  
 
[Return to top]  

Government Facilities Sector 

43. December 22, WKRC 12 Cincinnati – (Ohio) Bomb threat at City Hall. A threat to 
blow up Cincinnati City Hall in Ohio caused police to shutdown two city blocks. A 
man called police and made the threat around 7:30 p.m. December 22. Police shutdown 
a two-block radius around City Hall and evacuated the building. They searched in and 
around the building and found nothing. Police say they traced the call to a cell phone in 
the area of Queen City Avenue. The streets reopened at 9:00 a.m. Police are still 
investigating. 
Source: http://www.local12.com/news/local/story/Bomb-Threat-At-City-
Hall/FHVf82KZ20aWTvIXj90e5A.cspx?rss=30 

44. December 22, Houston Community Newspapers/Observer – (Texas) Arson suspected 
in school fire. Porter fire officials in Texas say a fire at White Oak Middle School at 
4:15 p.m. December 22 was likely intentionally set. An unknown person set fire to 
three tires propped up against a wall near the gymnasium entrance, the Porter Fire 
Department chief said. “The fire got into a vent on the outside and generated enough 
heat inside of the building, in a mechanical room, to set off the sprinkler system,” he 
said. “The fire itself never made it into the room, the sprinkler system took care of it.” 
Firefighters responded after receiving an automatic alarm call, followed shortly 
thereafter by a 9-1-1 call from a passerby who saw smoke emanating from the back of 
the school, the fire chief said. New Caney Independent School District Police and the 
Montgomery County Fire Marshal’s Office are conducting the investigation. The New 
Caney Fire Department responded to a call for mutual aid but the situation was under 
control when the backup arrived. 
Source: http://www.hcnonline.com/courier/news/article_fc77912d-a79c-5680-8176-
029eeaa0bf51.html 
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45. December 22, WTOK 11 Meridian – (Alabama) Sumter County High School 
damaged by fire. A fire occurred at Sumter County High School in York, Alabama, 
December 21. It was discovered by custodians when they reported to work December 
22. Officials say it could have been intentionally set. “I’m pretty sure it is,” said the 
York Police Chief. “When we went inside, you could tell that somebody had set some 
fire inside.” “We’re not sure where it started,” said the superintendent. Although the 
exact cause of the fire remains unknown, the superintendent said some of the damage 
noted was done in the middle part of the high school where some classrooms and 
computer labs are located. The state fire marshal was called in to assist in the 
investigation. 
Source: 
http://www.wtok.com/news/headlines/Sumter_County_High_School_Damaged_by_Fir
e_112344439.html 

46. December 22, South Orange Patch – (New Jersey) Police working with FBI to 
investigate December 21 bomb threat. Police in Maplewood, New Jersey, are 
working with the FBI to further investigate the bomb threat that caused the evacuation 
of Columbia High School and multiple residences and businesses on Valley Street 
December 21, according to the Maplewood Police Chief. According to police, a call 
was received by the Joint Terrorism Task Force after 6 p.m. December 21 naming the 
property at 497 Valley St. as the target of the attack. Maplewood police and fire 
personnel — aided by personnel from the Essex County Sheriff’s Department and the 
FBI — quickly cordoned off the surrounding area, evacuated residents and searched the 
property. The investigation disrupted train service on the Morris & Essex NJ Transit 
line between 7:30 p.m. and 10 p.m. The area was cleared shortly after 9 p.m. No arrests 
have been made. 
Source: http://southorange.patch.com/articles/maplewood-pd-working-with-fbi-to-
investigate-december-21-bomb-threat-2 

For another story, see item 38  
 
[Return to top]  

Emergency Services Sector 

47. December 23, St. Petersburg Times – (Florida) Florida chiefs consider merging fire 
departments. The fire chief of St. Petersburg and that of Treasure Island, Florida met 
December 21 to discuss the possibility of joining the two departments next year. Just 
how that would work and whether it would mean a change in how they are funded or in 
personnel is still in question. What is not up for debate is the financial cost to the cities 
and their taxpayers if some kind of consolidation does not occur. Their hands are being 
forced because a national rating agency recently told both cities that unless they put 
more firefighters on each truck that responds to a call, their insurance rating would drop 
significantly. The Insurance Services Office, or ISO, scores municipal fire departments, 
and those scores are used by insurance companies in setting fire insurance rates for 
individuals, businesses and governments. The ISO wants a guarantee that each city fire 
department will send a minimum of four firefighters to all calls. The cities also provide 
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additional firefighters by responding to each other’s fire calls through Pinellas County’s 
mutual aid agreement. “Operationally, our response to fires will be identical to today,” 
the Madeira Beach fire chief said. 
Source: http://www.firehouse.com/news/top-headlines/florida-chiefs-consider-merging-
fire-departments 

48. December 23, HS Today – (International) Law to order northern border 
counternarcotics strategy. The U.S. President likely will sign a bill in coming days to 
tighten security along the U.S. northern border after complaints that federal agencies 
there do not coordinate well enough. The bill (S. 3467), the Northern Border 
Counternarcotics Strategy Act, would require federal law enforcement agencies to 
produce a comprehensive, coordinated plan to combat the trade of illegal drugs across 
the U.S. northern border. A Democratic Senator from New York, the sponsor of the 
Senate bill, praised its passage by the House December 21, one day after the Senate 
passed it December 20. “Law enforcement in communities along the northern border 
can rest a little easier tonight knowing that resources they need to stop the flow of 
drugs should be on the way soon,” the Senator said in a statement. “As I travel the state 
[of New York], one of the first things I hear from law enforcement is how they’re 
stretched thin trying to fight the drug trade. This bill will ensure that federal law 
enforcement officials are working hand in glove with cops on the ground to fight drug 
trafficking.”  
Source: http://www.hstoday.us/briefings/today-s-news-analysis/single-article/law-to-
order-northern-border-counternarcotics-
strategy/520dd506c7b751c051e33c1ac99a94fd.html 

49. December 23, Associated Press – (Missouri) Missouri Guard plans to train prison 
inmates to help respond to natural disasters, emergencies. The Missouri National 
Guard plans to start training some of the state’s prison inmates to help it respond to 
natural disasters and other emergencies. Missouri prison inmates in the past have 
helped local officials during floods and other emergencies. The Missouri Guard 
spokeswoman said December 23 that under the new proposal, the inmates would be 
part of the guard’s disaster response. She says that only nonviolent offenders would be 
used and that they would be screened by prison officials. The training would focus on 
skills such as filling and stacking sandbags and removing debris. The inmates would be 
used to help protect property and lives during emergencies. She says formal agreements 
between the Missouri Guard and the Department of Corrections have not been signed 
yet. 
Source: http://www.kspr.com/sns-ap-mo--disasters-prisoners,0,2029511.story 

50. December 22, HS Today – (International) CBP lacks plan for full enforcement of 
WHTI. US Customs and Border Protection (CBP) is unable to ensure full compliance 
with a rule requiring citizens of the United States, Canada, and Mexico to present 
documentation of their identities at U.S. land ports of entry, the inspector general (IG) 
of the Department of Homeland Security (DHS) determined recently. Beginning June 
1, 2009, travelers from North American countries and Bermuda previously exempt 
from presenting legal identification cards were required to show legal documentation 
such as a passport when entering the United States under the Western Hemisphere 
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Travel Initiative (WHTI). But CBP is unable to fully enforce the requirement, said the 
IG report, Customs and Border Protection’s Implementation of the Western 
Hemisphere Travel Initiative at Land Ports of Entry. “Customs and Border Protection is 
not prepared to fully enforce the new document requirement at land ports of entry,” the 
report stated. “Although Customs and Border Protection has acquired and deployed 
substantial technological tools to aid in inspecting travelers, Customs and Border 
Protection has not analyzed the impact that a substantial increase in secondary 
inspection workload will have on secondary inspection staffing and infrastructure 
during full enforcement.” CBP reported an average WHTI compliance rate of 96 
percent at U.S. land ports of entry. But CBP never finalized official procedures to 
follow in the verification of the identifies of travelers who do not comply with WHTI 
requirements, the IG said. “Until the new travel document requirement is fully 
enforced, the agency continues to incur risk that persons falsely claiming to be citizens 
of the United States, Canada, and Bermuda may be admitted to the United States,” the 
report warned. 
Source: http://www.hstoday.us/briefings/daily-news-briefings/single-article/cbp-lacks-
plan-for-full-enforcement-of-whti/205552e77b7e311b1c8505d684106fc3.html 

51. December 22, Homeland Security NewsWire – (Texas) Carjackings, violence to 
increase in wake of Mexico prison break. An intelligence analyst says there is a 
greater chance right now people could become a victim of a carjacking in Mexico. A 
former drug enforcement agency supervisor said the prison break in Nuevo Laredo is 
the reason why the threat of carjackings will go up. Close to 200 drug dealers, 
murderers, and human traffickers broke out of a Nuevo Laredo prison over night. “The 
Zetas were the ones that orchestrated their breakout to increase their number,” says a 
U.S. security analyst. The security analyst says the prison breakout means more 
violence against people traveling to Mexico. “I expect there’s going to be an increase in 
carjackings, blockades where they steal cars from innocent people whether they’re 
Mexican or American,” said the security analyst. KRGV.com Texas reports that the 
security analyst and his team built a map to show the four cities in Mexico that are fifty 
miles from the border where Zetas have recently carjacked people. He says it could 
happen in every Mexican state that borders the United States. The Zetas operate in all 
of them. 
Source: http://homelandsecuritynewswire.com/carjackings-violence-increase-wake-
mexico-prison-break 

52. December 22, Arizona Republic – (Arizona) Maricopa County court facility 
temporarily evacuated. A black suitcase containing clothing and video games forced 
the temporary evacuation of the Maricopa County Juvenile Court Southeast Facility in 
Mesa. A report of the package near a bike rack outside the building on 1810 S. Lewis 
came in around 1:30 p.m. December 22. A judge ordered everybody in the building to 
evacuate while deputies worked to determine what was in the suitcase. The Explosive 
Ordnance Disposal unit sent personnel to check out the package and MCSO spokesman 
said they considered that a precautionary response. Employees were later let back 
inside the building. 
Source: 
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http://www.azcentral.com/community/mesa/articles/2010/12/22/20101222maricopa-
county-courthouse-mesa-package-found-abrk.html 

[Return to top]  

Information Technology Sector 

53. December 23, The Register – (Minnesota) Hacker charged over siphoning off funds 
meant for software devs. An alleged hacker has been charged with breaking into the 
e-commerce systems of Digital River before redirecting more than $250,000 to an 
account under his control. The hacker, of Houston, Texas, 35, is charged with 
fraudulently obtaining more than $274K between December 2008 and October 2009 
following an alleged hack against the network of SWReg Inc, a Digital River 
subsidiary. SWReg specializes in running e-commerce fulfillment systems for smaller 
software developers who do not want the hassle of developing and maintaining their 
own online store. An indictment in the case, filed in a federal court in Minnesota, was 
unsealed December 21. A separate computer intrusion earlier this year obliged Digital 
River to obtain a court order against an individual who was allegedly planning to sell 
200,000 records from a stolen database, net security firm Sophos notes. 
Source: http://www.theregister.co.uk/2010/12/23/digital_river_hack_charges/ 

54. December 23, Associated Press – (International) Skype CEO: 21 million Skype users 
back online. Skype SA is still recovering from an outage caused by undisclosed 
technology problems. The Internet calling and messaging service was unavailable to 
almost all of its users starting midday December 22. By the afternoon of December 23, 
some people still could not log on to Skype. Voice calling, video-chatting, and instant 
messaging are now working. Group video chats and other features are still down. The 
Skype CEO says about 21 million users are now logged on. That is about 90 percent of 
Skype’s usual count for this time of day. The CEO would not say what exactly caused 
the outage. Skype is still investigating the problem. About 124 million people use the 
service each month. 
Source: http://www.google.com/hostednews/ap/article/ALeqM5iUQ-n99E-
qoELScynPDTycnvn5PQ?docId=0d9386e53c944aeab4c8eed4b39cb99c 

55. December 23, Softpedia – (International) IM worm abuses Facebook’s open 
redirector. Security researchers from Kaspersky warn that a new instant messaging 
worm abuses Facebook’s open redirect script in order to add legitimacy to rogue links. 
Known as Zeroll and detected as IM-Worm.Win32.XorBot.a by Kaspersky’s anti-
malware products, the worm spreads via Yahoo! Messenger by posting multi-language 
spam messages. The messages usually reference a photo and different variants were 
seen in English, German, Dutch and Romanian. “This is the funniest photo ever! [link]” 
or “seen this?? :D [link]” are just two examples. The links are of the form 
http://www(dot)facebook(dot)com/l.php?u=[removed].org/Jenny.jpg. Despite the .jpg 
termination, the links do not lead to an image as one might expect. Instead they serve a 
file called PIC1274214241-JPG-www(dot)facebook(dot)com.exe for download. When 
ran, this executable downloads another file called srce.exe and opens an image 
depicting two attractive women in order to avoid raising suspicion. 
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Source: http://news.softpedia.com/news/IM-Worm-Abuses-Facebook-s-Open-
Redirector-174467.shtml 

56. December 23, BBC News – (International) Microsoft warns on IE browser 
bug. Microsoft has issued a warning about a serious vulnerability in all versions of its 
Internet Explorer (IE) browser. If exploited by a booby-trapped Web page, the bug 
would allow attackers to take control of an unprotected computer. Code to exploit the 
bug has already been published though Microsoft said it had no evidence it was 
currently being used by hi-tech criminals. A workaround for the bug has been produced 
while Microsoft works on a permanent fix. The bug revolves around the way that IE 
manages a computer’s memory when processing Cascading Style Sheets .Microsoft has 
produced updates that improves memory management, but security researchers 
discovered that these protection systems are not used when some older parts of 
Windows are called upon. In a statement Microsoft said it was “investigating” the bug 
and working on a permanent fix. In the meantime it recommended those concerned use 
a protection system known as the Enhanced Mitigation Experience Toolkit.  
Source: http://www.bbc.co.uk/news/technology-12067295 

57. December 22, Softpedia – (International) Webmasters largely unresponsive to 
infection reports from security researchers. Security researchers from Sophos claim 
that webmasters are generally unresponsive when contacted about their infected Web 
sites, or if they respond, they do so in a hostile way. Legitimate infected Web sites have 
become one of the primary vectors for spamming and spreading malware online. They 
are commonly used as doorway pages in black hat search engine optimization 
(BHSEO) campaigns or to launch drive-by download attacks. The problem with such 
Web sites is that they can remain infected over long periods of time if their owners are 
not persuaded into cleaning them. According to a principal virus researcher at Sophos, 
adding to the problem is the fact that spotting the signs of infection is not always 
straight forward. For example, some scripts hide the malicious code unless the user 
arrives to the site through a search engine. The researcher notes that most Web masters 
seemed to care only if their Web site was up and appeared normal, without any interest 
into what happens in the background. 
Source: http://news.softpedia.com/news/Webmasters-Largely-Unresponsive-to-
Infection-Reports-from-Security-Researchers-174394.shtml 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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58. December 22, Associated Press – (National) Divided FCC adopts rules to protect 
Web traffic. Federal regulators adopted new rules December 21 to keep the companies 
that control the Internet’s pipelines from restricting what their customers do online or 
blocking competing services, including online calling applications and Web video. The 
new rules have the backing of the White House and capped a year of efforts by the FCC 
Chairman to find a compromise. They are intended to ensure that broadband providers 
cannot use their control of the Internet’s on-ramps to dictate where their subscribers can 
go. They will prohibit phone and cable companies from favoring or discriminating 
against Internet content and services that travel over their networks — including online 
calling services such as Skype, Internet video services such as Netflix, and other 
applications that compete with their core businesses. The prohibitions, known as “net 
neutrality,” have been at the center of a Washington policy dispute for at least five 
years.  
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5gyoWGBFkAi1iWOw16boaH
Xwpf0kg?docId=30e116bd6db54942b7bca7fa8b0b9e11 

59. December 21, WBTV 3 Charlotte; Associated Press – (North Carolina) Update: Police 
identify woman who entered Charlotte TV station With gun. A woman was taken 
into custody after entering the Charlotte ABC affiliate WSOC-TV with what turned out 
to be an unloaded gun December 21. Employees of the station were evacuated during 
the situation. Members of the Charlotte-Mecklenburg SWAT team were called to the 
station following reports of an individual entering the building with a gun.The female 
suspect was taken into custody around 5:40pm. The WSOC general manager said that 
the building was evacuated and went off the air after a woman with a gun was in the 
lobby. He said no hostages were taken and no one was injured. 
Source: http://www.digtriad.com/news/local/story.aspx?storyid=152167&catid=57 

60. December 20, Network World – (International) WiFi Vulnerabilities: Advances and 
incidents in 2010. The 802.11n standard was ratified in 2009 and WiFi really took off 
in 2010, with support showing up in an array of consumer electronic devices. 
Unfortunately security related issues escalated right along with growing acceptance. 
Here is a look back at the WiFi security issues that emerged this year: Virtual WiFi 
leads to rogue access points; MiFi gains popularity; Google’s WiFi snooping 
controversy; Russian spies and peer-to-peer WiFi links; Fake WiFi stealing data from 
smartphones; Hole196 uncovered for WPA/WPA WiFi networks; Firesheep turns 
layman into WiFi hackers; and Smartphone as WiFi attacker. 
Source: http://www.networkworld.com/news/2010/121020wifiin2010.html?page=1 
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Commercial Facilities Sector 

61. December 23, KTNV 13 Las Vegas – (Nevada) Mt. Charleston avalanche advisory 
sends residents to Red Cross shelter. NV Energy crews worked hard all day 
December 22 digging through snow, working to fix the power outage that has left 300 
residents without heat or light. Clark County issued an avalanche advisory for the Kyle 
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Canyon area of Mt. Charleston due to the accumulating snowpack. Those in the area 
were advised to exercise extreme caution and to evacuate. Public safety officials are 
also urging the public not to attempt to visit Kyle Canyon due to the avalanche threat 
and power outages on the mountain. The Las Vegas Ski Resort was temporarily shut 
down for avalanche work, but the resort says they will open again the morning of 
December 23. The hotel at the bottom of Kyle Canyon is not affected by the advisory 
and remains open. However, Kyle and Lee Canyon roads and Deer Creek Highway 
remain closed to non-residents and those without business on the mountain. County 
officials made the decision to issue the warning after consulting with representatives of 
the Las Vegas Ski Resort, which regularly conducts mitigation in the form of creating 
controlled avalanches at the resort. An evacuation center is being set up by the 
American Red Cross for Mt. Charleston residents at Bilbray Elementary School.  
Source: http://www.ktnv.com/story/13729590/avalanche-advisory-issued-for-mt-
charleston 

62. December 22, Reuters – (California) Hotel guests, homeless rescued from California 
floods. Lifeguards in rubber boats rescued dozens of hotel guests and homeless people 
stranded by surging floodwaters in San Diego December 22, as the latest in a string of 
storms drenched rain-soaked Southern California. A sixth day of heavy downpours — 
rare for the normally sunny, dry region — flooded streets, knocked out electricity to 
thousands of homes and businesses, and prompted evacuations in foothill areas prone to 
mudslides. Heavy rains and flooding prompted a rare closure of the SeaWorld aquatic 
theme park in San Diego. And high water swamped the parking lot and football field at 
nearby Qualcomm Stadium, where the Poinsettia Bowl college football game was 
scheduled for December 23. The Governor of California declared a state of emergency 
for several counties December 21 following five straight days of steady downpours. In 
the Mission Valley area of San Diego, lifeguards piloting inflatable boards with 
outboard motors ferried more than 50 people to safety from the Premier Inn, a hotel 
surrounded by floodwaters that ran waist-deep in places. Police in the upscale, seaside 
village of Laguna Beach shut down a seven-block area after more than 3 feet of muddy 
water swept through downtown streets and ran up against storefronts there, said a 
police lieutenant.  
Source: http://www.reuters.com/article/idUSTRE6BL4WX20101222?pageNumber=1 

63. December 22, Christian Science Monitor – (National) Holiday season prompts 
stepped-up security against terrorist attack. National-security officials and law-
enforcement agencies have stepped up efforts to prevent a terrorist attack in the United 
States during the holiday season. “We are concerned these terrorists may seek to 
exploit the likely significant psychological impact of an attack targeting mass 
gatherings in large metropolitan areas during the 2010 holiday season, which has 
symbolic importance to many in the United States,” warns a recent bulletin sent to law-
enforcement agencies by the Federal Bureau of Investigation and the Department of 
Homeland Security. Of particular concern are public gatherings such as sporting events, 
parades, and religious or cultural activities. “Attacks against air cargo during this busy 
season are also a concern,” states the bulletin. At a White House briefing December 22, 
the chief counterterrorism adviser to the U.S. President outlined steps taken since last 
year. Officials base their concern this holiday season on “increased chatter” among 
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individuals and organizations associated with terrorism. “There is a lot of chatter in the 
intel world ... that references the holidays,” the Secretary of Homeland Security told 
ABC on December 20. “We know that things have already happened in Europe, and 
we’re watching that very closely as well.”  
Source: http://www.csmonitor.com/USA/2010/1222/Holiday-season-prompts-stepped-
up-security-against-terrorist-attack 

64. December 21, Associated Press – (International) UK terror plot aimed at British 
landmarks, spaces. British security officials say a large-scale terror attack was aimed 
at landmarks and public spaces, as more details of the plot emerged and police searched 
the homes of 12 British suspects being held for questioning. The men were arrested 
December 20 in the largest counterterrorism raid in nearly two years. At least five were 
of Bangladeshi origin. The government’s independent reviewer of terror legislation said 
December 21 the alleged plot appeared significant and involved several U.K. cities. 
Police have up to 28 days to either charge the men or release them. Possible targets 
included the Houses of Parliament and shopping areas, according to a security official 
who spoke to the Associated Press on condition of anonymity. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5hl0IsR5gb6G6R8kkkT7M0iGR
d8og?docId=1bdf6ed006294cd2a831c4278037e4fb 

For another story, see item 34  
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National Monuments and Icons Sector 

65. December 22, The Spectrum – (Utah) Zion National Park’s scenic drive’s stability in 
question. Zion National Park in Utah remains closed December 22 as a precaution due 
to rising river levels and the threat of damage to roadways, trails, and other 
infrastructure and potential threats to visitor safety. All visitors including guests at the 
Zion Lodge and Watchman Campground were evacuated safely on December 21. The 
park remained close pending an anticipated crest in the river. After this river surge, an 
assessment will be made of the condition and stability of sections of the Zion Canyon 
Scenic Drive and other park roads and facilities. Barring additional damage or safety 
concerns, the park anticipates reopening the Zion Lodge, Zion Canyon Scenic Drive, 
and Watchman Campground on December 23. Park trails will be assessed for damage 
and safety threats and reopened when it is deemed safe to do so. The Zion Mt. Carmel 
Highway, the east/west route through the park, will remain closed until damage caused 
by the current storm can be repaired. 
Source: http://www.thespectrum.com/article/20101222/NEWS01/101222026/Zion-
National-Park-s-scenic-drive-s-stability-in-question 

66. December 22, Associated Press – (Idaho) 3 N. Idaho men charged in pictograph 
vandalism. A federal grand jury has indicted three northern Idaho men for vandalism 
to ancient tribal pictographs near Hells Gate State Park in Lewiston. Court records 
show the three men each face a felony charge of willful injury or depredation of 
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property of the United States. A federal judge on December 21 unsealed the grand jury 
indictment, which was filed November 16. The Lewiston Tribune reports the initials of 
the men appeared amid the graffiti spray painted on the pictographs, which 
archaeologists believe are at least 2,500 years old. If convicted, the men each face 
criminal penalties up to $20,000 and two years in prison under the federal 
Archaeological Resources Protection Act of 1979. 
Source: http://www.khq.com/Global/story.asp?S=13729019 
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Dams Sector 

67. December 23, Jasckson Clarion-Ledger – (Mississippi; National) Vicksburg corps 
facility tests levee plug. Scientists at the Engineer Research and Development Center 
in Vicksburg, Mississippi believe they have the answer if the nation should have 
another levee break like the ones in New Orleans during Hurricane Katrina. It is a 
fabric tube that could be dropped from a helicopter into water near the breach, pushed 
toward the levee hole by floodwaters and then attach itself to the levee, plugging the 
hole. Scientists and others at the giant U.S. Army Corps of Engineers facility the week 
of December 13 performed their final test on a small-scale version of the Portable 
Lightweight Ubiquitous Gasket, or PLUG, with a mock levee break. A senior ERDC 
scientist said the recent demo came off without a hitch, like 20 previous trial runs. 
There is a problem with the concept, however, its designers say. More money and 
refinement will be necessary before the device’s worth can be proved in more than a 
test. At least another two years of study is planned on the tube, said the head of the 
federal Cabinet department’s research arm. The head of operations for the East 
Jefferson Levee District said he was impressed with the models but needed counsel 
from fellow maintenance people before he would sign off on the concept for real-world 
application.  
Source: http://www.clarionledger.com/article/20101223/NEWS/12230337/Vicksburg-
corps-facility-tests-levee-plug 

68. December 23, Associated Press – (Texas) Two injured when helicopter crashes into 
reservoir. The Department of Public Safety says two men from Center have been hurt 
in the crash of a small helicopter into a shallow part of the Toledo Bend Reservoir. DPS 
says the accident happened December 22 about 14 miles south of Hemphill, Texas. An 
officer says the two men suffered non-life threatening injuries and were transported to a 
hospital. He says the pilot flew to his lake home with the other man. The accident 
happened as the men were leaving. KTRE-TV reports the men told investigators that it 
felt like the helicopter caught something on takeoff, sending the chopper into a spin. 
The helicopter came to rest on its side in water several feet deep. A Federal Aviation 
Administration spokesman says the cause of the crash is under investigation.  
Source: http://www.ktxs.com/texas_news/26257302/detail.html 

69. December 23, KTTV 11 Los Angeles – (California) Levee problems in San Juan 
Capistrano. Emergency crews are shoring up a portion of a levee that failed, 
threatening 400 homes along the banks of Trabuco Creek in San Juan Capistrano. 
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Residents had been advised to leave their homes when rushing water caused concrete 
along both sides of the creek to give way, but an evacuation order was lifted at 3 p.m. 
on December 22. Amtrak said the Pacific Surfliner train service between San Diego 
and San Juan Capistrano was being suspended December 23 because of threats of 
mudslides and high water. 
Source: http://www.myfoxla.com/dpp/weather/levee-problems-in-san-juan-capistrano-
20101222 

70. December 22, Salt Lake Tribune – (Utah) Most dams in Utah are earth-filled. There 
are more than 400 dams in the state of Utah, and the majority of them are earthen-filled 
dams. The Utah Division of Water Rights assistant state engineer for dam safety said of 
the 400 dams in the state his office regularly checks, he said only a dozen are concrete 
dams. The South Creek dam, also known as the Trees Ranch reservoir, is located on 
private property, but that does not change any of the regulations for the dam. Whether 
publicly or privately owned, the regulations and requirements for the dam are the same. 
The engineer said his office is “cautiously optimistic” about the dams in the area 
holding, but he feels it is still necessary to watch the dams in question on a 24-hour 
basis during torrential rains. “I think it is too strong of a statement to say that [the Trees 
Ranch dam] is structurally safe,” he said. He added that the dam is very saturated with 
water along the face of the dam, but the effects appear to be more of a surface problem. 
The state is working with owner of the dam to lower the water level behind the dam so 
repairs can be made to it. He estimates the repairs could take several months. 
Source: http://www.sltrib.com/sltrib/home/50928078-76/dam-dams-state-
filled.html.csp 

71. December 22, San Diego Union Tribune – (California) Levee breached, causes 
flooding in Tijuana River Valley. Farmers and ranchers were drying out late 
December 22 after a deluge of rain and flood water from a series of storms hit the low 
lying Tijuana River Valley. Earlier, heavier storms have subsided but intermittent 
storms were expected through the evening, forecasters said. Silty brown flood water 
breached the levee west of Hollister Street near the Tijuana River at 6 a.m. December 
22, causing moderate flooding to a few ranches. Eighteen horses were moved to higher 
ground at Kimzey Ranch at Hollister Street and Monument Road. There were no 
reported injuries to people or animals due to the flooding. However, San Diego 
Lifeguards made at least one rescue in the Tijuana River near Dairy Mart Road. The 
latest downpour battering San Diego County drenched border-area farms and ranches. 
Veterans of floods in the valley said the situation could still worsen if the river 
continues to crest. The owner of the Sea Horse Ranch on Hollister Street said the 
flooding is not as devastating this year as it has been in the past, partly because of city 
dredging projects and large berms built by the federal government.  
Source: http://www.signonsandiego.com/news/2010/dec/22/levy-breaks-causing-
flooding-tijuana-river-valley/ 

72. December 22, KSBY 6 San Luis Obispo – (California) Guadalupe’s fire chief says city 
needs Santa Maria Levee extended. Guadalupe city leaders say the flooding is proof 
that the Santa Maria levee needs to be extended. The heavy December 19 storms 
resulted in flooding in the 800 block of Pioneer Street. The Red Cross opened a shelter 
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for families at Guadalupe City Hall that night. On December 21, the city declared a 
State of Emergency. Guadalupe’s fire chief said, “Along Highway 1 and the north side 
of Guadalupe, that side we have the levee and that’s the end of the Santa Maria Levee. 
On the other side, we have no levee at all. “ The water has now receded. But when the 
Santa Maria River filled up, it overflowed through private property, flooding Pioneer 
Street. It left four apartments, two houses, and a local church flooded. Owen says a 
similar situation took place in that area seven years ago. He said, “We’re going to have 
to look at more options than just the levee. But at this point right now, we’re going to 
try and aim for a levee extension and see where it goes.” 
Source: http://www.ksby.com/news/guadalupe-s-fire-chief-says-city-needs-santa-
maria-levee-extended/ 
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