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• All lanes of I-70 in Summit County, Colorado, were closed for several hours December 21 
after a truck leaked 50 gallons of explosive gel, KUSA 9 Denver reported. (See item 5) 

• A blaze at an abandoned building in Chicago, Illinois, killed 2 firefighters and injured 17, 
December 22, according to the Associated Press. (See item 42) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. December 21, Associated Press – (West Virginia) Feds tell W.Va. coal mine to 
improve safety record. Federal regulators have accused a West Virginia coal mine 
operator of underreporting its injury record to avoid stricter enforcement. Maple Coal 
Co. has been warned it must improve the safety record at its Maple Eagle No. 1 mine or 
have the mine listed as a persistent violator of federal laws, the Mine Safety and Health 
Administration (MSHA) said December 20. A mine found to have a pattern of serious 
safety violations would face stricter enforcement by the agency. Maple has since 
strengthened its safety department by hiring the former director of West Virginia’s 
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Office of Miners’ Health Safety and Training. The agency said it missed the Fayette 
County mine in a November screening for mines with possible patterns of violations. 
MSHA said Maple was missed because the company had 12 unreported or 
underreported injuries that resulted in miners missing 124 days of work. The omitted 
injuries turned up during an audit, MSHA said. Maple now has 110 days to come up 
with a plan to cut the rate of serious violations in half or face the prospect of the mine 
being closed every time it is cited for a serious safety problem. If Maple chooses not to 
craft a plan, it has to cut the violation rate by 70 percent. 
Source: http://www.dailymail.com/ap/ApTopStories/201012210815 

2. December 21, Fox News Latino – (International) Pipeline blast won’t affect flow of 
gasoline, diesel, Pemex says. The pipeline explosion December 19 in central Mexico 
that killed at least 28 people will not affect gasoline and diesel supplies in the country, 
Pemex said December 21. The national refining system has sufficient crude on hand to 
continue producing fuel at normal levels, Pemex said. The explosion was likely caused 
by fuel theft on a 30-inch segment of the Nuevo Teapa-Venta del Carpio pipeline, 
investigators said. They found about 100 illegal taps on the pipeline involved in the 
explosion, the Pemex chief said December 20. The theft of fuel from Pemex pipelines, 
known in Mexico as “milking,” is common, with individuals and organized crime 
groups involved in the illegal activity. 
Source: http://latino.foxnews.com/latino/news/2010/12/21/pipeline-blast-wont-affect-
flow-gasoline-diesel-pemex-says/ 

3. December 21, Bakersfield Californian – (California) Precipitation leads to oil spills in 
Kern. Rain has caused at least three oil-related spills since December 19 as heavy rain 
overwhelmed sumps, pumps, and other containment measures, California state records 
indicate. None of the spills was considered serious, state and county officials said 
December 21. They added that such incidents tend to happen more often in unusually 
wet weather. In one instance December 19 at the Alon USA refinery on Rosedale 
Highway, in Bakersfield, oily water filled a sump at a rate faster than a pump could 
empty it, resulting in an overflow that company and county officials said was 
successfully contained to the property. Alon initially estimated the 5:30 a.m. spill at 
between 20 and 25 barrels, though it later revised the amount to be as little as 2 barrels. 
A company spokesman said an on-site vacuum truck was used to remove the spillage, 
which he said was transferred to the company’s wastewater treatment system and 
cleaned. Also December 19, an undetermined quantity of crude oil overflowed from a 
Chevron oil field in McKittrick at about 10 a.m., according to a report filed with the 
California Emergency Management Agency. County environmental health officials 
who responded to the incident found that sumps installed to contain such spills had 
failed, a county hazardous materials specialist said. He said berms and vacuum trucks 
contained some of the oil. In another case reported at 3:15 p.m. December 20, about 5 
gallons of crude filled an oil field cellar Plains Exploration and Production operates in 
Taft, allowing oil to flow into a dry creek bed nearby, state records show. Drinking 
water was not impacted in any of the three cases, state reports indicate. Also, officials 
with the state emergency management agency said the amount of fluid believed to have 
spilled in the incidents was considered small enough to be of little importance. 

http://www.dailymail.com/ap/ApTopStories/201012210815�
http://latino.foxnews.com/latino/news/2010/12/21/pipeline-blast-wont-affect-flow-gasoline-diesel-pemex-says/�
http://latino.foxnews.com/latino/news/2010/12/21/pipeline-blast-wont-affect-flow-gasoline-diesel-pemex-says/�


 - 3 - 

Source: http://www.bakersfield.com/news/local/x1193871383/Precipitation-leads-to-
oil-spills-in-Kern 

4. December 21, Bloomberg – (Michigan) Enbridge increases estimate of July crude oil 
spill in Michigan. On December 21, Enbridge Energy Partners LP raised its estimate 
of how much crude oil spilled from a July rupture in its Line 6B pipeline near Marshall, 
Michigan. The revised estimate was 20,082 barrels, the company said in an e-mailed 
statement. That is 3 percent higher than the initial estimate of 19,500 barrels. The 
estimate was revised in a supplemental update filed with the Pipeline and Hazardous 
Materials Safety Administration (PHMSA), an Enbridge spokeswoman said. About 
18,245 barrels of recovered crude is at Enbridge’s Griffith, Indiana, storage terminal, 
the company said. This does not include oil recovered during the cleanup of the river 
and creek banks. About 8,033 barrels reached Talmadge Creek, which flows into the 
Kalamazoo River, Enbridge said. The 30-inch pipeline, which serves several refineries 
in the region and can carry 290,000 barrels per day of heavy crude from Griffith to 
Sarnia, Ontario, Canada was shut after the July 26 rupture and reopened about 2 
months later at reduced rates. 
Source: http://www.bloomberg.com/news/2010-12-21/enbridge-increases-estimate-of-
july-crude-oil-spill-in-michigan.html 

For another story, see item 31  
 
[Return to top]  

Chemical Industry Sector 

5. December 22, KUSA 9 Denver – (Colorado) I-70 back open after day-long Hazmat 
spill. Westbound and eastbound lanes of I-70 on the west side of the Eisenhower 
Tunnel in Summit County, Colorado, have reopened after 50 gallons of a material used 
to make explosives spilled on the highway December 21. A spokesman with the 
Colorado Department of Transportation (CDOT) said a larger tow truck ran into the 
back of a truck carrying about 40,000 pounds of the explosive gel. Lake Dillon Fire-
Rescue said an estimated 50 gallons of a liquid blasting agent spilled. The crash 
happened around 2:35 p.m. The Colorado State Patrol’s hazmat team helped the 
Summit County hazmat team plug the leak. Eastbound I-70 reopened around 7 p.m. and 
westbound I-70 opened again before midnight. The tow truck driver was injured and 
taken to Summit Medical Center in Frisco. Both directions of I-70 were initially closed 
from Silverthorne to the Eisenhower Tunnel, including the tunnel itself. A CDOT 
spokeswoman said 4 hours was the minimum the closure would last because the 
company that owns the blasting gel was sending another truck to the scene to offload it. 
Hundreds, if not thousands, of travelers were affected. Lake Dillon Fire-Rescue said a 
tanker that carries such a hazardous substance would normally have been routed over 
Loveland Pass, but it was closed at the time due to the heavy snow. Lake Dillon Fire-
Rescue also said the explosive gel is considered stable inside the container, but there 
were concerns static electricity could cause an explosion. As a result, crews were 
staying a third of a mile away from the spill site. 
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Source: 
http://www.9news.com/news/article.aspx?storyid=171130&provider=top&catid=188 

For another story, see item 25  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

6. December 22, Brattleboro Reformer – (Vermont) NRC asks for cyber threat info 
from VY. The Nuclear Regulatory Commission (NRC) requested additional 
information December 21 from the Vermont Yankee nuclear power plant about its plan 
to combat computer hackers, according to a NRC spokesman. “In general, we found the 
Vermont Yankee plan to be consistent with the revised Nuclear Energy Institute 
guidance template,” the spokesman wrote in an e-mail to the Reformer. “Our questions 
center on terminology used by Entergy in describing various systems and actions in the 
area of cyber security.” Entergy, which owns and operates the nuclear power plant in 
Vernon, must respond to the Request for Additional Information by February 15, 2011, 
he wrote. In March 2009, the NRC issued a new cybersecurity rule that required 
companies that own and operate nuclear power plants to submit a new cybersecurity 
plan and an implementation timeline, the spokesman wrote. The plan must show how 
the facility identified, or would identify, critical digital assets and describe its 
protective strategy by late November 2009, he wrote. All of the plants, including 
Vermont Yankee, submitted a plan by the deadline, but Yankee and other plants 
withdrew their plans, “because they were based on incomplete Nuclear Energy Institute 
guidance,” and submitted a revised plan this July, he wrote. 
Source: http://www.reformer.com/localnews/ci_16916076 

7. December 22, Greenbay Press-Gazette – (Wisconsin) Point Beach Nuclear Plant 
reactor back online. Point Beach Nuclear Plant in Manitowoc, Wisconsin returned its 
Unit No. 2 reactor to service December 22 after being offline for more than 1 week. 
“Point Beach returned Unit 2 to service today after successfully completing testing and 
evaluation of the unit’s rod control system,” a spokeswoman said December 22. The 
reactor was shut down December 13 when the mechanism did not perform as designed 
during a regularly scheduled test. It did work when the test was conducted during the 
shutdown, but the mechanism unexpectedly dropped control rods into the reactor 
during a restart attempt the next day. Control rods affect the rate of nuclear fission and 
are inserted into the reactor for an automatic shutdown in the event of an emergency. 
Source: 
http://www.greenbaypressgazette.com/article/20101222/GPG03/12220724/Point-
Beach-Nuclear-Plant-returns-reactor-to-service 

[Return to top]  

Critical Manufacturing Sector 
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8. December 22, Seer Press News – (National) Toyota paying $32.4 million fine for 
sticky pedals. Toyota has agreed to pay the U.S. government an additional fine of 
$32.4 million for failure to alert U.S. authorities about defects like sticky gas pedal and 
steering, which led to massive recall of cars around the world. Toyota in April had 
earlier been fined $16.4 million by the National Highway Traffic Safety Administration 
(NHTSA). The total fine imposed on the company because of the recalls, will be nearly 
$50 million, reports the Associated Press. The decision to pay the penalty was taken by 
Toyota to avoid further litigation with U.S. authorities. The company still claimed it did 
not conceal the problem from consumers and the U.S. government. According U.S. 
Department of Transportation representatives, the agreement to pay fines does not 
relieve the Japanese company from lawsuits brought against it by its clients. Toyota 
will have to pay compensation to all owners of cars the court deems injured due to the 
fault in the cars. From late 2009 to early 2010, Toyota and Lexus withdrew more than 
8.5 million cars worldwide, 5 million of which were found to have sticky gas pedal. A 
service campaign for 1 million cars was carried out to eliminate potential steering 
problems. 
Source: http://seerpress.com/toyota-paying-32-4-million-fine-for-sticky-pedals/18933/ 

9. December 22, Grand Rapids Press – (Michigan) Sparta firefighters extinguish blaze 
inside Cascade Die Casting plant. Firefighters from three departments were able to 
put out a fire inside the Cascade Die Casting building in Sparta, Michigan just after 
midnight December 22. A stack of boxes with parts inside caught fire, with flames 
shooting into the air, but crews were able to put out the fire before it damaged the 
building at 9983 Sparta Avenue, a Sparta deputy fire chief said. “Structurally it didn’t 
hurt the building any, but the parts are ruined,” he said. “The employees were there and 
got it knocked down quite a bit, and we finished putting it out.” Firefighters finished 
after about 90 minutes and the plant was able to resume operations. Crews planned to 
return to the building later December 22 to determine the fire’s cause and calculate 
damages, he added. Kent City and Alpine Township department assisted. Cascade 
makes die cast aluminum for automotive, medical, and other industries. 
Source: http://www.mlive.com/news/grand-
rapids/index.ssf/2010/12/sparta_firefighters_extinguish.html 

10. December 22, Rochester Democrat and Chronicle – (New York) Firefighters 
extinguish blaze at McKee Street factory. Rochester, New York, firefighters battled a 
three-alarm blaze at a metal fabrication factory in the southwest section of the city at 
about 3 p.m. December 21. The deputy chief said the fire at 181 McKee St. was 
initially reported by a passer-by who heard fire alarms inside the building and saw 
smoke. He said the fire started in a “dust collection bin” designed to collect dust from a 
steel-cutting machine. The worker running the machine attempted to put the fire out by 
emptying two fire extinguishers into it but was unsuccessful. Rural/Metro Medical 
Services treated the employee for shortness of breath, apparently from inhaling 
chemicals, and took him to Strong Memorial Hospital as a precaution, he said. It took 
firefighters about 45 minutes to control the blaze, mostly because they were cautious 
about how water would affect the building’s electrical system. The business is Firth 
Rixson Monroe. Its Web site said it “produces small- to medium-size rings for the 
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aerospace, power generation, commercial and general engineering industries.” 
Source: http://rocnow.com/article/local-news/201012220340 

11. December 17, Associated Press – (National) Congress moves to reduce lead in 
drinking water. Congress December 17 sent the U.S. President a bill that would 
significantly reduce exposures to lead in drinking water. The House approved the bill 
on a 226-109 vote. The Senate approved it earlier on a voice vote. The bill would set 
federal standards for levels of permissible lead in plumbing fixtures that carry drinking 
water, with allowable lead content going from the current federal level of as much as 8 
percent to 0.25 percent. It limits the amount of lead that can leach from plumbing into 
drinking water. A U.S. Representative from Pennsylvania said the new standards would 
nearly eradicate lead in faucets and fixtures. He cited U.S. Environmental Protection 
Agency estimates that lead from these sources contribute to up to 20 percent of human 
exposure. The bill becomes effective 36 months after it is signed into law. It would 
prohibit manufacturers and importers from selling plumbing fixtures that don’t meet the 
new standards. Almost all opposition came from Republicans, such as a Representative 
from Florida who questioned the necessity of passing a federal law when major 
producers of faucets are already making safer equipment and some states are imposing 
their own tough standards. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/12/17/AR2010121705270.html 

[Return to top]  

Defense Industrial Base Sector 

12. December 22, U.S. Immigration and Customs Enforcement – (Florida) Munitions 
supplier convicted of defense procurement fraud and lying to US Army. A North 
Salt Lake, Utah man was convicted December 17 on charges of defense procurement 
contract fraud, following a 4-year investigation led by U.S. Immigration and Customs 
Enforcement’s (ICE) Homeland Security Investigations (HSI), and the Defense 
Criminal Investigative Service (DCIS). The man was convicted by a jury in the 
Southern District of Florida after a 3-week trial on charges of conspiracy to make false 
statements to the U.S. Army to execute a scheme to defraud the Army in connection 
with a procurement contract with the United States worth $1 million or more, and to 
commit wire fraud. He was also found guilty of committing 21 counts of major fraud 
against the United States, and 11 counts of wire fraud. The jury acquitted the man of 14 
major fraud and 2 wire fraud counts. He was one of five defendants named in a 
superseding indictment returned in July 2008. Three co-defendants, including the 
company AEY Inc., pleaded guilty in 2009 and are awaiting sentencing. According to 
the indictment and evidence presented at trial, the defendants engaged in a scheme on a 
contract issued by Department of Defense in January 2007 to secure $298 million in 
munitions for use by the Afghanistan National Army and Police. Among the items to be 
provided were millions of rounds of 7.62 mm automatic rifle and machine gun 
ammunition. AEY won the contract to provide these supplies to the U.S. Army. 
Source: http://www.mmdnewswire.com/munitions-supplier-convicted-of-defense-

http://rocnow.com/article/local-news/201012220340�
http://www.washingtonpost.com/wp-dyn/content/article/2010/12/17/AR2010121705270.html�
http://www.washingtonpost.com/wp-dyn/content/article/2010/12/17/AR2010121705270.html�
http://www.mmdnewswire.com/munitions-supplier-convicted-of-defense-procurement-fraud-and-lying-to-us-army-on-government-munitions-contract-15541.html�


 - 7 - 

procurement-fraud-and-lying-to-us-army-on-government-munitions-contract-
15541.html 

13. December 22, Military Times – (Florida; Virginia) Fla. cruiser, Va. frigate flunk 
INSURV. Two East Coast-based ships — a cruiser and a frigate — registered 
unsatisfactory grades following early-December material readiness assessments by the 
Navy Board of Inspection and Survey (INSURV), Fleet Forces Command has 
confirmed. The grades were the worst of 41 ships assessed by the INSURV so far in 
2010. The Mayport, Florida-based cruiser Philippine Sea “demonstrated challenges” in 
the areas of main propulsion, environmental protection, electrical, weapons, ventilation, 
and aviation, according a Fleet Forces Command spokesman. The Norfolk, Virginia-
based frigate Nicholas, he said, was similarly “challenged” in the areas of main 
propulsion, environmental protection, combat systems, and aviation. Both ships were 
assessed at their home ports December 6-10. So far during 2010, there have been 41 
INSURVs conducted Navy-wide. Thirty-one ships received a grade of “satisfactory” 
while eight were assessed as “degraded” and two — Philippine Sea and Nicholas — 
received “unsatisfactory” overall grades, the spokesman said. On INSURV’s grading 
scale, 0.80-1.00 is satisfactory, 0.60-0.79 is degraded, and 0.00-0.59 is unsatisfactory. 
Source: http://www.militarytimes.com/news/2010/12/navy-insurvs-122010w/ 

[Return to top]  

Banking and Finance Sector 

14. December 22, Atlanta Journal-Constitution – (Georgia) Dunwoody police hunt serial 
bank robber. The man who held up Best Bank in Dunwoody, Georgia, December 21 
might be responsible for three other bank robberies in metro Atlanta, police said 
December 22. The December 21 robbery occurred at 10:45 a.m., when the suspect 
approached the counter, showed a semi-automatic handgun and demanded cash. He left 
the bank at 4498 Chamblee Dunwoody Road with an undisclosed amount of money, 
and ran toward Cotillion Drive. Dunwoody police are working with the FBI on the 
case. The suspect is a 6-foot 2-inch to 6-foot 4-inch black man, weighing 220 to 250 
pounds. He was dressed in all-black clothing. Police released bank surveillance images 
of the suspect. 
Source: http://www.ajc.com/news/dekalb/dunwoody-police-hunt-serial-785302.html 

15. December 22, Malden Patch – (Massachusetts) FBI offers reward in Citizens Bank 
robbery case. The FBI is offering a $10,000 reward for information leading to the 
arrest of a man suspected of robbing the 876 Main Street Citizens Bank near the 
Melrose line in Massachusetts December 16. The man is a suspect in two other 
robberies, in Lynnfield and Reading. The Massachusetts Bankers Association is 
offering an additional $2,000 reward, making the total amount available $12,000 for 
information that directly leads to an arrest. A press release issued by the FBI and 
circulated by Malden Police show two new surveillance photos, offering different 
views of the man exiting the bank December 17. Police said after the photos were 
taken, and the man realized he was trapped in the bank, he stood back and fired five 
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rounds into the door. 
Source: http://malden.patch.com/articles/fbi-offers-reward-in-citizens-bank-robbery-
case 

16. December 21, Torrance Daily Breeze – (California) Man believed to be the ‘Scanner 
Bandit’ robs Torrance bank. A man believed to be the so-called “Scanner Bandit” 
robbed a Bank of America branch December 21 in Torrance, California, the FBI said. 
The man walked up to a teller, claimed to have a bomb, and demanded money during 
the 3:35 p.m. crime at 1255 Sartori Ave., police said. The man, who fled the bank with 
an undisclosed amount of cash, carried what appeared to be a police scanner, the FBI 
said. He has been linked to December bank robberies in Whittier and Norwalk. The 
crimes were similar. “He threatens to have an explosive device, which he partially 
conceals inside a black folder,” an FBI spokeswoman said. “In addition, he carries a 
device which has been described as a police scanner.” The man was described as white, 
40 to 50 years old, about 170 pounds, 5 feet 5 inches to 5 feet 7 inches tall. He wore a 
raincoat and a dark beanie. 
Source: http://www.dailybreeze.com/news/ci_16913731 

17. December 21, Ventura County Star – (California) 2 men sought in separate bank 
robberies. The FBI and Ventura and Santa Barbara police departments in California 
are trying to identify a man believed to be responsible for three recent bank robberies. 
The robberies occurred November 15 at a Chase Bank in Ventura, December 4 at a 
Bank of America in Ventura, and December 10 at a Rabobank in Santa Barbara. Called 
the “Groomed Beard Bandit” based on descriptions of his facial hair, the man is 
described as 38 to 40 years old, about 5 feet 9 inches and 160 to 170 pounds, authorities 
said. He has dark hair and light eyes and demands cash when he approaches the teller, 
according to reports. In the most recent robbery, authorities said he showed a black 
handgun tucked into his waistband and was seen leaving the bank in an older-model 
gold or brown automobile. 
Source: http://www.vcstar.com/news/2010/dec/21/nxxFCbandits22/ 

[Return to top]  

Transportation Sector 

18. December 22, Atlanta Journal-Constitution – (Georgia; National) Men found hiding 
in cargo truck near Atlanta’s airport. Federal agents conducting a routine counter-
terrorism sweep around Hartsfield-Jackson Atlanta International Airport found several 
men hiding inside a truck parked at Delta Air Lines’ cargo facility. A spokesman with 
the Transportation Security Administration (TSA) said the men, discovered December 
21 by agents using an x-ray machine to inspect trucks, were turned over to agents with 
U.S. Customs and Border Patrol (CBP). He did not know how many men were taken 
into custody or the reason they were hiding in the truck. December 21 was the second 
night of a “visible intermodal prevention and response” operation that focused on 
trucks that carry cargo to be loaded on planes. There was no specific threat that 
prompted the operation. “We conduct thousands of these operations across the country 
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in conjunction with other federal, state and local agencies,” the spokesman said. Bomb-
sniffing dogs, a radioactive detector, and an x-ray device were brought in but agents 
found no explosives. 
Source: http://www.ajc.com/news/atlanta/men-found-hiding-in-785330.html 

19. December 22, Chicago Daily Herald – (Illinois) 1 in 13 local bridges ‘structurally 
deficient’. There are 293 structurally deficient bridges in the Chicago, Illinois 
metropolitan region — Cook, DuPage, Kane, Lake, McHenry, and Will counties, 
according to state and federal data. Those counties contain 3,691 bridges in all. More 
than half of the deficient bridges — 153 — are in Cook County, 78 of them in the 
suburbs. Will County has 45 deficient bridges. Kane County is home to 27. DuPage 
County has 23. Lake County’s tally is 23. And McHenry County holds 22. Drivers can 
not always tell which bridges are bad. Significant defects to a bridge may not be 
noticeable to the naked eye, Illinois Department of Transportation (IDOT) officials 
said. Structural issues may occur within the bridge and may not appear outwardly as a 
flaw, experts said. 
Source: http://www.dailyherald.com/article/20101222/news/712229721/ 

20. December 22, Associated Press – (Colorado) Interstate 70 reopens after truck 
collision. In Colorado, Interstate 70 at the Eisenhower Tunnel is back open following a 
collision between two trucks. The accident shut down a 10-mile stretch of the highway 
December 21. Snow in the mountains has been making travel difficult at times and 
more snow was expected later December 22 and 23. Meteorologists predicted several 
feet of snowfall in the mountains by Christmas. The Crested Butte ski resort said it has 
received nearly 5 feet of snow in the past week. The Front Range and the eastern half 
of the state are expected to remain snow free. 
Source: http://www.dailycamera.com/state-west-news/ci_16916038 

21. December 21, CNN – (Hawaii) Obama likely to arrive in Hawaii Wednesday 
night. CNN has learned federal officials in Hawaii are planning for the U.S. President 
to arrive on the island of Oahu as early as December 22, when they are instituting a no-
fly zone over Honolulu. The Federal Aviation Administration (FAA) quietly issued an 
advisory December 21 revealing it will institute a no-fly zone with a radius of 10 
nautical miles around Honolulu from 5:15 p.m. until 7:15 p.m. December 22. CNN 
affiliate Hawaii News Now also reported that December 21 the U.S. Coast Guard put in 
a temporary security zone around Kailua Bay. Officials have put up yellow buoys and 
any person crossing the restricted area faces fines of up to $32,000 and possible 
imprisonment of up to 25 years. The FAA advisory, first obtained by Hawaii News 
Now, also noted there will be flight restrictions, but not a full no-fly zone, for 30 
nautical miles around Honolulu beginning December 22 through January 2. The First 
Family is expected to depart as early as January 1. 
Source: http://whitehouse.blogs.cnn.com/2010/12/21/obama-likely-to-arrive-in-hawaii-
wednesday-night/ 

For more stories, see items 2, 4, 5, 23, and 25  
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[Return to top]  

Postal and Shipping Sector 

22. December 21, WWMT 3 Battle Creek – (Michigan) Arrested for stealing mail. A 
Kalamazoo, Michigan, area woman was arrested for stealing mail, police reported 
December 21. Someone called police when they saw a suspicious woman tampering 
with mailboxes off Skyler Drive. Investigating officers said they found a 27-year-old 
woman with mail from numerous addresses. Police stated she stole cash, checks, gift 
cards, and video games. The case has been turned over to the U.S. Postal Inspector’s 
Office with charges pending. 
Source: http://www.wwmt.com/articles/mich-1385229-newschannel-stealing.html 

23. December 20, New York Times – (National) For air cargo, a screening 
conundrum. Since the October discovery of explosives from Yemen hidden in ink 
cartridges on cargo planes, the $50 billion freight business has seen little escalating 
security. Even in the midst of one of the air cargo industry’s busiest periods of the year, 
governments and aviation experts continue to struggle to come up with ways to 
strengthen cargo security without paralyzing a business essential to global trade. Cargo 
safety has suddenly emerged as one of the biggest topics in aviation security. 
Governments around the world have pledged to tackle the problem, while in Congress, 
lawmakers are calling for much tougher inspections of cargo. The cargo industry has 
resisted one idea: screening all cargo. It argues that such a step is impractical since 
most airports do not have the space to screen all the packages shipped each day. And 
some goods, including perishable products and medical supplies, may not survive a 
long wait at the airport to be screened. Air cargo can come from countless sources and 
comprises countless kinds of goods, including fresh produce, medical supplies and 
electronic devices. The cargo industry itself is fragmented, too, with door-to-door 
shippers like DHL, United Parcel Service and FedEx; all-cargo airlines; and shipping 
companies that rent cargo space on passenger planes. Air cargo represents about 40 
percent of the value of global trade. 
Source: 
http://www.nytimes.com/2010/12/21/business/21cargo.html?_r=1&src=busln&pagewa
nted=all 

[Return to top]  

Agriculture and Food Sector 

24. December 22, Athens Banner-Herald – (Georgia) 2 hurt in blast at plant in Jackson 
County. An explosion shortly after noon December 21 destroyed part of an animal 
vitamin plant off U.S. Highway 129 in Jefferson, Georgia, and sent two employees to 
the hospital with nonlife-threatening injuries. Jackson County firefighters responded to 
the Hoffman-La Roche/DCM Materials plant at 41 Jackson Concourse after an 
explosion, most likely caused by some sort of dust in the air, according to a captain 
with the Jefferson Fire Department. Several of the county’s volunteer fire departments 
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responded to the plant around 12:20 p.m. When firefighters arrived, the building was 
not on fire, but the top floors of the 6-story, silo-shaped building had been blown to 
pieces. Some of those pieces landed in the plant’s parking lot. No one was inside the 
building or on the catwalks surrounding it when the explosion took place. One 
employee was injured when he was blown against a wall. Debris from the explosion 
injured another employee in the parking area. Both were taken to Northeast Georgia 
Regional Medical Center for treatment of non-life-threatening injuries. The plant, 
which makes vitamin products for animals, has been operating in Jefferson for more 
than 20 years. Local investigators and safety inspectors at DCM are investigating to 
find the exact cause of the blast. 
Source: http://www.onlineathens.com/stories/122210/new_759823760.shtml 

25. December 22, Hamilton Spectator – (International) Gas forces Lake Erie freighter 
evacuation. Sixteen Chinese crew members of a German bulk freighter are in four 
Niagara, New York area hospitals after being overcome by fumes aboard the vessel 
December 21. The last crew members of the Liberian registered vessel Hermann 
Schoening were removed from the ship at 3 a.m. December 22. Five crew who were 
not ill remain aboard the ship anchored 3 miles off Port Colborne. Emergency officials 
said the crew fell ill to phosphine gas formed from fumigation pellets, used on the ship 
after it picked up a load of grain in Milwaukee, Wisconsin early this week. The ship 
was heading for Montreal, Canada. The pellets became exposed to water or moisture, 
creating the gas which was carried through the ship’s ventilation system. Port Colborne 
and Fort Erie fire and emergency crews removed the sick sailors from the ship using 
two tugboats and two Zodiacs after the ship requested help from Health Canada for the 
crew. Officials said the fumes presented no danger to anyone ashore, but can be lethal 
if symptoms are not treated quickly. The ship is anchored off Port Colborne while a 
decision is made whether a replacement crew will be brought in or if the sailors would 
return the vessel to take it out of the seaway system. 
Source: http://www.thespec.com/news/crime/article/304388--gas-forces-lake-erie-
freighter-evacuation 

26. December 21, Christian Science Monitor – (National) Pet food recall: Is your pet’s 
food on the list? The Kroger Co. announced December 18 it was recalling three brands 
of pet food sold in stores in 19 states. Tests showed select packages may have come 
into contact with aflatoxin, which can kill or seriously injure pets. Customers who 
bought contaminated feed should stop using it immediately and return it to the place of 
purchase for a refund or exchange. The affected packages of Pet Pride, Old Yeller, and 
Kroger Value brand pet foods were produced at a Kroger-owned factory in Springfield, 
Tennessee, said a spokeswoman for the Cincinnati-based grocery store. The recall 
affects customers at Kroger’s, Dillons, Gerbes, Baker’s, Food 4 Less, Jay C, Hilander, 
Owen’s, Pay Less and Scott’s stores in 19 states, including: Alabama, Arkansas, 
Georgia, Illinois, Indiana, Kansas, Kentucky, Louisiana, Michigan, Mississippi, 
Missouri, Nebraska, North Carolina, Ohio, South Carolina, Tennessee, Texas, Virginia, 
and West Virginia. The products have a sell-by date of October 23 or 24, 2011. The 
package reads: OCT 23 11 DP or OCT 24 11 DP. The recalled products are: Pet Pride 
Cat Food sold in 3.5 lb. and 50 lb. packages. Pet Pride Tasty Blend Poultry & Seafood 
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Cat Food sold in 3.5 lb. and 18 lb. packages. Pet Pride Kitten Formula Food sold in 3.5 
lb. packages. Old Yeller Chunk Dog Food sold in 22 lb. and 50 lb. packages. Kroger 
Value Cat Food sold in 3 lb. packages. And Kroger Value Chunk Dog Food sold in 15 
lb. and 50 lb. packages. Customers who have questions about this recall may contact 
Kroger toll-free at (800) 632-6900 or visit the recalls tab on Kroger’s Web site. 
Source: http://www.csmonitor.com/Business/new-economy/2010/1221/Pet-food-recall-
Is-your-pet-s-food-on-the-list 

[Return to top]  

Water Sector 

27. December 21, Associated Press – (Pennsylvania) Ex-water official in Pa. admits 
fudging tests. A former central Pennsylvania water treatment plant operator will likely 
avoid jail time after admitting he falsified water safety tests he sent to state 
environmental officials. The 52-year-old man told a Cambria County judge December 
20 the took water samples from the treatment plant’s sink rather than homes served by 
the Northern Cambria water authority. Prosecutors said they will recommend probation 
for Yeckley. The Carrolltown man was charged in March with fudging the results of 
tests meant to ensure chlorine levels were safe and effective. The authority 60 miles 
east of Pittsburgh issued a boil water notice in July because it was not promptly 
reporting E. coli contamination. A second man is charged with stealing from the plant 
while he worked there as a supervisor. 
Source: http://www.centredaily.com/2010/12/21/2414311/ex-water-official-in-pa-
admits.html 

28. December 21, Duluth News Tribune – (Minnesota) Most wastewater violations go 
unpunished. Most violations of federal clean water standards in Minnesota go without 
any punishment, and most of the state’s major industries have violated rules in recent 
years. That is the finding of a report released December 20 by the Minnesota Center for 
Environmental Advocacy. Among the 11 most frequent violators in Minnesota, five are 
in the Northland, including Boise White Paper in International Falls (sediments and 
oxygen levels), Minnesota’s Power’s Laskin Energy Center in Hoyt Lakes (warm 
water), Boswell Energy Center in Cohasset (chlorine, copper and sediment) and North 
Shore Mining Co. operations in Silver Bay (fluoride and fibers), and Babbitt (oxygen 
levels, chlorine, iron, nitrogen, ammonia and sediments). Statewide, the plants in 
noncompliance exceeded limits for several pollutants — including fecal coliform, 
phosphorus, chlorine, copper and mercury — all known to harm human and aquatic 
health at elevated levels. The report looked at 5 years of compliance reports from the 
Minnesota Pollution Control Agency and found only 11 percent of the violations 
brought any penalty for polluting beyond federal rules. The audit also found two-thirds 
of the factories, sewage treatment plants and other facilities that release discharge into 
public waters had at least one violation. For large industrial plants, the violation rate 
was 88 percent. “These aren’t complicated cases. These are reported violations, they 
are serious violations, and yet 9 out of 10 lawbreakers who turn themselves in get by 
without a fine,” said the report’s author. It found 356 of the total 1,287 permitted 
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facilities across Minnesota were in “significant noncompliance” at some point over the 
5 years. 
Source: http://www.duluthnewstribune.com/event/article/id/186883/ 

29. December 21, Chicago Tribune – (National) EPA pledges to review chromium in 
water. The nation’s top environmental regulator December 21 promised to complete a 
scientific review of hexavalent chromium by summer, and consider ordering cities to 
start testing for the toxic metal in tap water. During a meeting with senators from 
Illinois and six other states, the U.S. Environmental Protection Agency (EPA) 
administrator said new research may lead to an overhaul of federal rules limiting 
chromium, a metal that occurs naturally in the environment but also is discharged into 
water and air by steel mills and other industries. A study released this week by the 
Environmental Working Group, a nonprofit research and advocacy organization, found 
hexavalent chromium, also known as chromium-6, in tap water from 31 cities. The 
amount in Lake Michigan water pumped to 7 million people in Chicago and its suburbs 
was 0.18 parts per billion, three times higher than a safety limit proposed last year by 
California officials. The EPA now limits and requires water testing only for total 
chromium, a standard that includes another form of the metal, chromium-3, an essential 
nutrient. Critics say federal rules, last updated in 1992, must be strengthened to reflect 
the latest science that links chromium-6 to stomach cancer. NSF International, a 
nonprofit group that tests the effectiveness of water filtration, said homeowners can 
reduce chromium levels with reverse osmosis technology and special distillation or 
filtration products. Inexpensive carbon filters are not certified to address chromium, the 
group said. 
Source: http://articles.chicagotribune.com/2010-12-21/health/ct-met-chromium-epa-
20101221_1_mileslong-plume-illnesses-and-cancers-total-chromium 

30. December 17, U.S. Geological Survey – (National) Untreated groundwater tested for 
arsenic, uranium and radioactive elements near Houston. All water quality samples 
collected from 28 wells near Houston, Texas, did not contain uranium and radioactive 
elements above the Environmental Protection Agency’s (EPA) maximum contaminant 
level (MCL) for treated drinking water, a new study shows. Untreated groundwater 
samples from two of the 28 municipal supply wells sampled did contain concentrations 
of naturally occurring arsenic above EPA’s MCL for treated drinking water. EPA’s 
MCL regulations only apply to treated drinking water; they do not apply to untreated 
source water and are used only as a reference. U.S. Geological Survey (USGS) 
scientists examined source (untreated) water collected from 28 municipal wells before 
treatment or blending rather than the finished (treated) drinking water that water 
utilities deliver to their customers. Samples are analyzed to assess variations in the 
water quality of the Gulf Coast Aquifer throughout the region. Water samples were 
analyzed for arsenic, uranium, radioactive elements and other naturally occurring 
materials. These data are part of a larger cooperative study with the City of Houston to 
determine where naturally occurring contaminants are located in the Gulf Coast 
Aquifer, and to assess groundwater quality. 
Source: http://www.usgs.gov/newsroom/article.asp?ID=2668 
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31. December 16, U.S. Environmental Protection Agency – (Montana) EPA orders oil 
companies to monitor public water supply and private wells in Poplar, 
Montana. In response to recent detections of low levels of oil production-related 
contaminants in the public water supply that serves Poplar, Montana, and the Fort Peck 
Indian Reservation, the U.S. Environmental Protection Agency (EPA) December 16 
issued an order to Murphy Exploration & Production Co. (Murphy), Pioneer Natural 
Resources USA, Inc. (Pioneer), and Samson Hydrocarbons Co. (Samson). EPA’s order, 
issued under the Safe Drinking Water Act, requires the companies to monitor Poplar’s 
water supply wells, and also the private wells of residents in the potentially affected 
area, upon resident request. The order also requires the companies to provide additional 
water treatment and/or alternate supplies if EPA determines the groundwater in wells is 
becoming a public health risk. Murphy, Pioneer and Samson are, directly or through 
corporate acquisition, historic oil producers in the East Poplar oil field. The field has 
many known contaminated groundwater plumes caused by past production practices. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/e77fdd4f5afd88a3852576b3005a604f/c8029
d6c7f6f0b4e852577fb00784b34!OpenDocument 

For another story, see item 11  
 
[Return to top]  

Public Health and Healthcare Sector 

32. December 21, American Medical News – (California) California fines 7 hospitals for 
breaches of patient data. The California Department of Public Health (CDPH) has 
fined seven California hospitals a total of $792,500 under a 2009 state law against 
facilities that do not protect patient data sufficiently. The law requires hospitals to 
protect the confidentiality of medical records and is separate from those under the 
federal Health Insurance Portability and Accountability Act regulations, which apply 
only to breaches affecting more than 500 patients. Under the California law, a hospital 
can be fined even if only one patient’s record is breached. The statute provides for an 
administrative penalty of $25,000 per patient to be assessed against a facility for a 
breach, and up to $17,500 for each subsequent breach of the same patient’s data. That 
was the case for Biggs Gridley Memorial Hospital in Gridley, California which was 
fined $5,000 for two employees accessing a patient’s records on three occasions. A 
CDPH spokesman said the fine would have been $60,000, but a fine of that size “would 
have closed them down.” There were six other hospitals fined as well. 
Source: http://www.ama-assn.org/amednews/2010/12/20/bisf1221.htm 

33. December 21, WMC 5 Memphis – (Tennessee) Nursing home company responds to 
mold investigation. A nursing home at the center of a health department investigation 
said December 21 their facility is safe for residents and staff. The response comes amid 
new allegations the Cordova, Tennessee facility should have known about the mold 
problem nearly a year before the December 20 surprise Tennessee Department of 
Health inspection. Sources from inside and outside Grace Healthcare provided photos 
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that appear to show a significant problem. Experts said headaches are one of the 
symptoms of mold exposure. The department of health is continuing to investigate. 
Source: http://www.wmctv.com/Global/story.asp?S=13724654 

34. December 21, Cookeville Herald Citizen – (Tennessee) Retirement home evacuates 
in fire scare. Fire in a clothes dryer prompted the evacuation of all residents at a 
retirement home about 2 a.m. December 21 according to the Cookeville, Tennessee 
Fire Department. The fire was contained to the laundry area, and no one was injured, a 
Cookeville Fire Department lieutenant. said. He said total damage was estimated at 
$7,500. As soon as the alarms went off and the fire was discovered, the Cedar Hills 
staff evacuated all residents, he said. After extinguishing the fire, city firefighters 
helped the residents back into the dining area of the facility, where they stayed while 
firefighters checked all rooms in the 2-story building to make sure all smoke was 
cleared, the spokesman said. 
Source: http://www.herald-citizen.com/view/full_story/10739072/article-Retirement-
home-evacuates-in-fire-scare?instance=latest_articles 

35. December 21, WJXX 25 Jacksonville – (Florida) 135 arrested in prescription drug 
trafficking investigation. There were 135 people arrested in a multi-agency operation 
to eliminate drug trafficking in Florida. For 14 weeks, agents throughout north Florida 
investigated prescription drug trafficking as part of Operation Growing Pains. Phase 
one of the operation resulted in the 135 arrests and the dismantling of large-scale 
organizations. The initial intent was to identify, disrupt, and dismantle any such 
criminal enterprises. According to the Florida Department of Law Enforcement 
(FDLE), another phase is in the works to continue fighting the prescription drug 
problem. Medical examiners across the state have determined that more than 1,200 
people have died as a result of prescription drug overdose in a 6-month period this year, 
an average of 7 per day. Along with the arrests, agents were able to seize nearly 17,000 
pills and more than $3.6 million. 
Source: http://www.firstcoastnews.com/news/local/news-
article.aspx?storyid=182854&catid=3 

36. December 21, WPVI 6 Philadelphia – (Pennsylvania) Suspect sought in rash of 
pharmacy robberies. The FBI is looking for a robber who has a habit of holding up 
local drug stores. The suspect has hit at least five locations across two counties in 
Pennsylvania in recent weeks. The armed robber has hit five pharmacies in 5 months 
and he is not going for drugs, but cash. He strikes while employees are opening up the 
store. Surveillance video released from his first robbery at a CVS store in Yeadon 
shows him armed with a silver gun. He forces his way inside while a young woman is 
opening the store. He makes her lock the door from behind and directs her to the safe. 
Video was also released from a robbery about a month later along Lincoln Drive. 
Investigators said the suspect tells the victims he is only there for the money. So far no 
one has been injured but authorities worry that, if these crimes continue, that could 
change. 
Source: http://abclocal.go.com/wpvi/story?section=news/crime&id=7856967 
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[Return to top]  

Government Facilities Sector 

37. December 22, DCist – (District of Columbia) Fire breaks out at Takoma 
school. Firefighters have responded to the scene of a large, two-alarm fire December 22 
at the Takoma Elementary Recreation/Education Center, located at 7010 Piney Branch 
Road NW, District of Columbia. Smoke and flames were reportedly shooting through 
the roof of the building. According to the fire department, there were no students inside 
the school where the fire broke out, as they are currently on winter break. No injuries 
have been reported to date. 
Source: http://dcist.com/2010/12/fire_breaks_out_at_takoma_school.php 

38. December 22, Washington Post – (Maryland) Baltimore man accused of bomb plot is 
indicted by jury. A Baltimore man accused of plotting to blow up a military recruiting 
station in Catonsville, Maryland was indicted December 21 by a federal grand jury on 
charges of attempted murder of federal officers and attempted use of a weapon of mass 
destruction. The 21-year-old male, who recently converted to Islam, is accused of 
trying to kill members of the military, whom he saw as a threat to Muslims. The FBI 
learned of the man’s intentions through an informant, then joined the plot, and supplied 
him with a fake car bomb that he tried to detonate in December outside the recruiting 
center, authorities said. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/12/21/AR2010122105946.html 

39. December 22, Softpedia – (New York) Stony Brook University investigates data leak 
incident. The information technology division of Stony Brook University (SBU) is 
investigating a data leak after a file containing student names associated with university 
IDs was leaked online. According to the Stony Brook Independent, a file containing 
61,000 names, NetIDs, and SBU IDs was leaked on a discussion board for SBU 
students called SBUChat. The data was apparently taken from the SOLAR system, the 
university’s online service center for students, faculty, and staff. A 21-year-old 
information systems engineer undergraduate student took credit for the leak and said he 
used a vulnerability to extract the data. The flaw allegedly allowed hackers to change 
the passwords of SOLAR NetID accounts without knowing the original ones. The 
student said he reported the flaw to the chief information officer for the university’s 
Division of Information Technology (DoIT) under a fake name. The school official 
confirmed that he received two separate reports about the bug and noted it was fixed in 
6 hours. However, the student was apparently not satisfied with the fact DoIT kept 
quiet about it. 
Source: http://news.softpedia.com/news/Stony-Brook-University-Investigates-Data-
Leak-Incident-174237.shtml 

40. December 21, CNN – (New York) U.N. quarters evacuated due to suspicious 
odor. The U.N. Security Council’s quarters and the General Assembly were evacuated 
December 21 after officials noticed a “suspicious odor.” Diplomats were moved to a 
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separate building within the U.N. complex, located next to the East River in Manhattan, 
New York. The incident may have been caused by high river tides, creating problems 
with sewage in the area and within the U.N. facility, said the U.N. deputy spokesman. 
“It was very strong smelling and smelled a lot like gasoline,” a CNN producer said. 
Authorities had been investigating the possibility of a combination of sulfur and 
methane, the U.S. Ambassador said after speaking with fire officials. U.N. officials 
later said the gases involved were not harmful, the spokesman said. 
Source: http://www.cnn.com/2010/US/12/21/new.york.un.odor/?hpt=T2 

41. December 21, Nextgov – (National) Missing GPO laptops contained no sensitive 
data, agency says. The Government Printing Office (GPO) maintains no sensitive data 
was hacked as a result of the loss of 88 laptops the agency’s watchdog recently reported 
as missing, GPO officials said December 21. A December 6 inspector general audit 
evealed the government’s publisher could not locate the laptops, including those 
belonging to several officials who handled sensitive data. Some of the machines were 
assigned to former security and intelligent documents employees, one of whom — a 
product security manager — assessed risks presented throughout the supply chain of e-
passport vendors and suppliers. Another lost laptop was assigned to an IG auditor who 
examined e-passport operations. “GPO has found no evidence there was a security 
breach or sensitive information has been compromised resulting from the missing 
laptops discovered by the agency’s inspector general,” officials said in a statement. 
“GPO has recovered some of the missing laptops and believes many were reissued and 
not stolen.” The laptop belonging to the former product security manager is now 
accounted for, and GPO officials have confirmed the computer’s memory had been 
wiped clean after the employee left the agency. 
Source: http://www.nextgov.com/nextgov/ng_20101221_5697.php 

For another story, see item 51  
 
[Return to top]  

Emergency Services Sector 

42. December 22, Associated Press – (Illinois) 2 firefighters dead, 17 injured in Chicago 
blaze. A blaze at an abandoned building on the South Side of Chicago, Illinois left two 
firefighters dead and 17 injured December 22, the 100th anniversary of a grim 
milestone in U.S. firefighting history. The men who died were among four firefighters 
buried in debris when the South Side building’s roof and one wall collapsed. The 
injured included firefighters who rushed in to rescue trapped colleagues, a fire 
department spokesman said. Four of those hurt suffered critical injuries but all 17 are 
expected to survive. December 22 was the 100th anniversary of the Union Stock Yards 
fire, which killed 21 Chicago firefighters. That tragedy stood as the nation’s worst for 
firefighter deaths until the September 11 terrorist attacks. The 1-story brick commercial 
building had been abandoned for several years and utilities had long been cut off. The 
spokesman said the fire’s cause was uncertain, but that it was possible that squatters 
had been living in the building and burning debris inside to keep warm. “The fire had 
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no other way of starting,” he said. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/12/22/AR2010122202040.html?hpid=artslot 

43. December 22, Brownsville Herald – (Texas) Feds bust former sheriff’s deputy. A 
former Hidalgo County, Texas sheriff’s deputy faces federal drug charges for allegedly 
scheming to steal and sell marijuana bundles while on the job. FBI agents alongside 
Hidalgo County sheriff’s deputies arrested a former burglary investigator at his Penitas 
home December 21. The arrest comes as part of a concurrent federal investigation on 
charges the investigator and his former partner already face in state district court. 
Authorities believe the former sheriff’s investigators schemed to sell marijuana bundles 
seized during stash house raids at a discounted rate to informants used in burglary 
cases. The suspects’ cases remain pending in state district court. Their most serious 
felony charges carry a maximum sentence of life in prison and a $10,000 fine upon 
conviction. The federal drug smuggling charges carry between 5 and 40 years in prison, 
and up to a $2 million fine. 
Source: http://www.brownsvilleherald.com/articles/former-120830-bust-sheriff.html 

44. December 21, KRGV 5 Rio Grande Valley – (National) ATF seeks emergency 
authority to crack down on gun smugglers. The Bureau of Alcohol, Tobacco, 
Firearms (ATF) is asking the White House for emergency authority to try to crack 
down on gun smugglers. The ATF wants the power to require dealers near the Mexican 
border to report multiple purchases of high-powered rifles. The new policy would 
affect customers who buy two or more guns in a 5-day period from the same dealer. 
The move is intended to help Mexican authorities fight the cartels. The ATF is asking 
the White House to sign off on its request by January 5. 
Source: http://www.krgv.com/news/local/story/ATF-Seeks-Emergency-Authority-to-
Crack-Down-on/0wpwG_gFx0qMH_mipIQIvg.cspx 

[Return to top]  

Information Technology Sector 

45. December 22, Computerworld – (International) Researchers reveal attack code for 
new IE zero-day. Security researchers have released attack code that exploits an 
unpatched bug in Microsoft’s Internet Explorer (IE) and sidesteps defenses baked into 
Windows 7. “Microsoft is investigating new public claims of a possible vulnerability in 
Internet Explorer,” the director of Microsoft’s Trustworthy Computing group said in a 
statement. “We’re currently unaware of any attacks trying to use the claimed 
vulnerability or of customer impact.” The bug first surfaced earlier this month when 
French security firm Vupen announced it had uncovered a flaw in IE’s HTML engine 
that could be exploited when the browser processed a CSS (Cascading Style Sheets) 
file that included “@import” rules. Unlike other recent IE bugs, this one can be 
exploited on the newest browser, IE8, running on Microsoft’s newest OS, Windows 7, 
by defeating the latter’s DEP (data execution prevention) and ASLR (address space 
layout randomization) anti-exploit defenses. It is possible the vulnerability will not be 
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addressed until February. 
Source: 
http://www.computerworld.com/s/article/9202001/Researchers_reveal_attack_code_for
_new_IE_zero_day 

46. December 22, webwereld.nl – (International) Microsoft BPOS cloud service hit with 
data breach. Company data belonging to customers of Microsoft’s hosted business 
suite BPOS has been accessed and downloaded by other users of the software. The 
issue affected the Offline Address Book of customers of the Business Productivity 
Online Suite (BPOS) Standard suite. Microsoft confirmed the data breach recently to 
Webwereld, a Dutch IDG publication. “We recently became aware that, due to a 
configuration issue, Offline Address Book information for Business Productivity 
Online Suite (BPOS) — Standard customers could be inadvertently downloaded by 
other customers of the service, in a very specific circumstance,” said the director of 
BPOS Communications at Microsoft. The data breach occurred in Microsoft data 
centers in North America, Europe, and Asia. The issue was resolved within 2 hours of 
being discovered, Microsoft said in a statement. However, during this time “a very 
small number” of illegitimate downloads actually occurred. “We are working with 
those few customers to remove the files,” the director said. 
Source: 
http://www.pcworld.com/article/214591/microsoft_bpos_cloud_service_hit_with_data_
breach.html 

47. December 22, Softpedia – (International) Facebook scams start attracting 
international audiences. Security researchers who analyzed recent Facebook survey 
scams said international users are clicking on spammed links in larger numbers than 
before. There are myriad scams running every day on Facebook, and many promise 
access to intriguing videos. The spam messages they generate usually start with 
“OMG” in order to make them more appealing to users. Researchers from Finnish 
security vendor F-Secure recently set out to investigate some of them and used 
Facebook’s search feature to locate posts that contained OMG and links. When they 
realized many scams were abusing the bit.ly URL shortening service, which happens to 
provide statistics for the links it generates, they decided to check how successful they 
really are. One scam’s links registered a number of 50,377 clicks: 18,735 from the 
United States, 15,825 from Sweden, and 3,481 from Belgium. Another scam registered 
a number of 27,400 total clicks, which had a distribution of 12,445 clicks in the United 
States, 8,137 in Malaysia, and 2,373 in Singapore. “This is the first time that we’ve 
noticed people from such countries clicking on Facebook spam in such numbers. 
Typically we’ve seen such tabloid style spam pulling in folks from the USA/UK, or 
vice versa,” the F-Secure researchers noted. 
Source: http://news.softpedia.com/news/English-Facebook-Scams-Start-Attracting-
International-Audiences-174310.shtml 

48. December 21, Softpedia – (International) Fake iTunes email alerts lead users to 
drive-by download. A wave of fake iTunes e-mails falsely alerting recipients about 
their accounts facing suspension directs them to a Web page that tries to install 
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malware on their computers. The rogue e-mails are crafted to appear as if they originate 
from a contact@itunes(dot)com address and bear a subject of “iTunes account may be 
suspended.” This sounds like a phishing scam, but the general manager of the security 
software division at GFI said the intention of the attackers is to silently infect users. 
The cyber criminals behind the e-mails even try to earn people’s trust noting in the e-
mail that “iTunes will never ask you for your password or any confidential 
information.” Satisfied this is probably not a phishing attack, users might click on the 
link to see additional information. If they do, they are taken to a page mimicking an 
Apple support article entitled “How to report an issue with Your iTunes Store 
purchase.” The site might look benign, but in the background it loads scripts that try to 
exploit vulnerabilities in outdated versions of Flash Player, Java, and even unpatched 
Windows installations, to download and install malware. 
Source: http://news.softpedia.com/news/Fake-iTunes-Email-Alerts-Lead-Users-to-
Drive-By-Download-174137.shtml 

49. December 21, Softpedia – (International) Hotmail phishers impersonate Microsoft 
employees. Security researchers from ESET warn of a phishing campaign targeting 
Hotmail users, which produces e-mails signed in the name of a Microsoft program 
manager. The rogue e-mails bear a subject of “Alert - Reset your Windows Live 
password” and appear to be sent to a members-services43@live(dot)com address. The 
message is poorly formulated and does not direct users to an external phishing Web 
site, like most attacks of this type do. Instead it asks recipients to fill in their username, 
password, date of birth, and country in a static form and send it back. The e-mails have 
a very professional feel to them because they were created based on an official 
communication from Microsoft. 
Source: http://news.softpedia.com/news/Hotmail-Phishers-Impersonate-Microsoft-
Employees-174016.shtml 

50. December 20, Softpedia – (International) Spamhaus attacked after putting spotlight 
on blackhat hosting provider. The Spamhaus Project, one of the world’s leading anti-
spam outfits, was the target of a distributed denial of service (DDoS) attack recently 
after it publicly outed a Russian hosting provider harboring cybercriminal operations. 
On December 14, the organization issued a warning about a WikiLeaks mirror Web site 
which was hosted inside the IP space of Webalta (Wahome), a well known 
“bulletproof” hosting company used by Russian cybercriminals. On December 18, the 
www.spamhaus(dot)org Web site was hit by a moderate 2.1 Gbps DDoS attack and at 
first, it was assumed Anonymous, whose IRC server is also hosted at Webalta, was 
responsible. However, a more detailed analysis of the rogue traffic revealed it did not 
match the type of requests sent by the Low Orbit Ion Canon (LOIC) DDoS tool 
normally used by the hacktivist group. 
Source: http://news.softpedia.com/news/Spamhaus-Attacked-After-Putting-Spotlight-
on-Blackhat-Hosting-Provider-173847.shtml 
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Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

51. December 22, Softpedia – (Minnesota) Minnesota man admits he hacked neighbor’s 
WiFi to impersonate him. A 45-year-old man from Blaine, Minnesota pleaded guilty 
to various offenses stemming from hacking into his neighbor’s wireless network and 
sending death threats to the U.S. Vice President. According to the Minnesota United 
States Attorney’s Office, 2 days into his trial, the suspect pleaded guilty to two counts 
of aggravated identity theft, one count of distribution of child pornography, one count 
of possession of child pornography, one count of unauthorized access to a protected 
computer, and one count of making threats to the President and successors to the 
presidency. The suspect was indicted June 23, 2010, after an investigation conducted 
by the Minnesota Cyber Crimes Task Force, which sees the participation of the FBI, 
U.S. Secret Service, the Blaine Police Department, and the Anoka County Sheriff’s 
Office. The suspect admitted that in February 2009, he hacked into the wireless 
network of his neighbor and created Yahoo! e-mail accounts using his name. He then 
used the rogue Internet connection and one of the fake mailboxes to send death threats 
to the Vice President, a Minnesota U.S. Senator, and the state’s governor. 
Source: http://news.softpedia.com/news/Minnesota-Man-Admits-He-Hacked-
Neighbor-s-WiFi-to-Impersonate-Him-174179.shtml 

52. December 22, Watertown Daily Times – (New York) Some phone services still 
out. Some phones in Jefferson, Lewis, and St. Lawrence counties, New York have been 
out of service since December 20 because of a fiber-optic transmission outage caused 
by winter weather. The line is owned by National Grid. A spokesman said there is ice 
and snow damage to a line that runs from Pulaski north to Watertown. Paetec 
Communications, a national communications company based in Rochester, leases some 
of the fibers on that line. A spokesman said while National Grid works to repair the cut, 
Paetec is working on finding an alternative carrier. Since December 20, a number of 
local businesses and offices had to rely on e-mail and cell service for communication. 
The Dulles State Office Building, 317 Washington St., was unable to receive incoming 
calls, and all Lewis County government phones were not working December 21, 
although 911 was not affected. St. Lawrence County government also was experiencing 
outages December 21, though 911 service was working. Television station WWTI was 
unable to broadcast. A representative of WSYR, WWTI’s parent company, said 
engineers at the Watertown location are working on the problem. Westelcom has 
rerouted its long-distance service to enable customers to make local and long-distance 
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calls. 
Source: http://www.watertowndailytimes.com/article/20101222/NEWS03/312229956 

53. December 22, United Press International – (North Carolina) Armed standoff forces 
TV news off air. A TV newscast in Charlotte, North Carolina was knocked off the air 
December 21 when a woman entered the studio and put a gun to her own head, police 
said. WSOC-TV’s 5 p.m. news report had just begun December 21 when the producer 
suddenly directed the anchor to get off the air, the Charlotte Observer reported. The 
station went dark for nearly an hour. Police said the intruder’s gun was not loaded. The 
building was evacuated, but the intruder took no hostages, and no shots were fired. 
Officers persuaded the intruder to surrender and removed her on a stretcher just before 
6 p.m. Police said she would be evaluated at a hospital, then booked into jail. 
Source: http://www.istockanalyst.com/article/viewiStockNews/articleid/4764026 

54. December 20, CNET News – (International) Google DNS slowing down iTunes and 
Apple TV. AppleInsider reported December 22 on a potential cause for slow Apple TV 
and iTunes download speeds: the use of Google’s DNS servers. Last year Google 
started a public DNS service, promising faster speeds and security, but AppleInsider 
mentions that because some download services use the DNS server to locate the nearest 
download server, using Google’s DNS servers (which are at one location) will route 
everyone to the download server closest to them and bog it down. 
Source: http://reviews.cnet.com/8301-13727_7-20026241-263.html 

For another story, see item 50  
 
[Return to top]  

Commercial Facilities Sector 

55. December 22, Daily Advertiser – (Louisiana) Suspicious device at mall rendered 
safe. A suspicious device was discovered at the Mall of Acadiana in Lafayette, 
Louisiana December 21, but it was determined it was not explosive. At about 8 p.m., 
Lafayette police were notified of the suspicious device. The device was located on the 
exterior of the mall next to the food court. Police evacuated the food court and the 
Sears corridors, and adjacent parking areas. The Lafayette Fire Department’s Haz-Mat 
Unit responded and after examining the device requested help from Louisiana State 
Police. After state police arrived, the device was rendered safe. Investigators with 
Lafayette police, FBI, the Bureau of Alcohol, Tobacco, Firearms and Explosives 
(ATF), and the Lafayette Fire Department examined evidence in and around the device 
at the scene. It was determined that the device was not an explosive. Investigators with 
the Lafayette Police Department will be handling the investigation as to how the device 
came to be at the mall and its origin. 
Source: 
http://www.theadvertiser.com/article/20101222/NEWS01/101222013/Suspicious+devi
ce+at+mall+rendered+safe 
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56. December 22, Associated Press – (New York) Fire destroys Binghamton’s vacant 
Midtown Mall. Fire has ripped through the Midtown Mall in Binghamton, New York, 
destroying the long-vacant collection of buildings that was being converted to student 
housing. The fire chief said the blaze was reported at about 9 p.m. December 21 and 
firefighters were pulled out after finding heavy flames on the second floor. He teold the 
Binghamton Press and Sun-Bulletin that all the city’s firefighters — on duty and off — 
were called to the scene. Some were still working on pockets of fire at 1:30 a.m. 
December 22. Two neighboring buildings were damaged by smoke and fire. The cause 
is under investigation. The Midtown Mall was five connected buildings empty since 
1981. Earlier this year, a developer began work on 55 units of student housing and 
18,000 square feet of commercial space. 
Source: http://online.wsj.com/article/APb4389036492b4ddfadf03d7206f5af4a.html 

57. December 22, Associated Press – (Iowa) 2 Keokuk businesses close over safety 
concerns. Two businesses in Keokuk, Iowa have temporarily closed because of safety 
concerns about their buildings. The fire chief told WIUM radio a foundation wall 
shared by the buildings is crumbling. He said a structural engineer told the city the 
buildings are unsafe. The businesses, Younggren’s Shoes and Personalized Designs, 
shut down December 20 and will stay closed for now. The Daily Gate City newspaper 
in Keokuk said officials believe the deterioration can be blamed on the age of the 
buildings and perhaps traffic vibration. Another problem could be water seeping from 
the roof into the basement. 
Source: http://www.chicagotribune.com/news/chi-ap-ia-
keokukbuildingdam,0,3463329.story 

58. December 22, Ravenna News Leader – (Ohio) ‘Pipe bombs’ contained no 
explosives. Police evacuated and cordoned off the Route 8 Goodwill store in Northfield 
Village, Ohio for about 2 hours December 17 after a store employee reported finding 
what appeared to be two pipe bombs among some donated items she was going 
through. Police said the Summit County sheriff’s bomb squad eventually determined 
the devices were temporary electrical fuses of a type used at construction sites and did 
not contain any explosives. According to a village police report, the employee said she 
found the pipes in a plastic bag containing donated toys she was sorting through at a 
little after 10 a.m. A store employee carried the pipes out the store’s rear door, placed 
them on the ground and called police. 
Source: http://www.the-news-leader.com/news/article/4951506 

59. December 21, WSVN 7 Miami – (Florida) Unknown chemical found in apt. 
complex. Coral Springs (Florida) Fire Rescue and HazMat crews responded December 
21 to an apartment building after an officer was exposed to an unknown chemical. 
Officials said the officer walked into a meter room and found an unknown chemical in 
an open container. The officer had to be transported to Coral Springs Medical Center. 
A bus was on the scene to house more than two dozen residents until authorities cleared 
the incident. Two other people were treated and released. Authorities have since 
removed the chemical and residents were allowed back inside the building. 
Source: http://www.wsvn.com/news/articles/local/21003066985911/ 
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For more stories, see items 42 and 53  
 
[Return to top]  

National Monuments and Icons Sector 

60. December 20, St. George Spectrum – (Utah) Rock slide closes S.R. 9 for days 
through Zion National Park. A section of the Zion-Mt. Carmel Highway within Zion 
National Park in Utah is temporarily closed due to a washout from the recent heavy 
rains, the park’s superintendent announced December 20. This closure is expected to 
remain in effect until road crews are able to stabilize the damaged section of road. This 
could take many days to complete due to the forecast for more rain this week and the 
possibility of further road damage. The affected section of roadway is located about 2 
miles west of the park’s east entrance, near Crazy Quilt Mesa. Almost 2.5 inches of 
rain caused runoff that eroded an approximately 300-foot long area adjacent to and 
under the road. Large equipment, lack of turn-around areas, concerns about visitor 
safety, and the potential for other areas to have similar problems prompted the decision 
to close the road until it can be stabilized and thoroughly inspected. The closed section 
of the highway is from the east entrance of the park to its junction with the Zion 
Canyon Scenic Drive. The 6-mile Zion Canyon Scenic Drive remains open. 
Source: http://www.thespectrum.com/article/20101220/NEWS01/101220004/Rock-
slide-closes-S-R-9-for-days-through-Zion-National-Park 

[Return to top]  

Dams Sector 

61. December 22, Associated Press – (Pennsylvania) Collection agency pursued for Pa. 
levee fees. County officials said the owners of more than 2,000 properties in 
northeastern Pennsylvania owe fees for levee maintenance. The Luzerne County Flood 
Protection Authority voted December 21 to hire a collection company to collect more 
than $230,000 still owed by property owners in low-lying areas protected by levees. 
The fee was initiated last year and applies to more than 14,000 property owners in area 
inundated by the flooding from Hurricane Agnes in 1972. Fees can range anywhere 
from less than $50 to more than $650. The Authority director said about 83 percent of 
an expected total of $1.38 million was collected last year. The money goes toward 
levee maintenance and pumping station repairs. 
Source: http://www.centredaily.com/2010/12/22/2416611/collection-agency-pursued-
for.html 

62. December 22, St. George Spectrum – (Arizona; Utah) Officials continue to monitor 
dam. Rising floodwaters December 21 destroyed four homes in Beaver Dam, Arizona, 
and intensified fears of a possible dam breach above the Southern Utah town of 
Rockville. As of the night of December 21, the Trees Branch Dam along the Virgin 
River above Rockville was not in imminent danger of failure, but officials were 
monitoring the earthen structure closely because rain remains in the forecast through 
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December 23. Farther downriver, while much of the flooding was in the Beaver Dam 
Estates area, four unoccupied homes were destroyed in the Beaver Dam Resort, which 
is along Beaver Dam Wash. The wash meets the Virgin River in a confluence near 
Interstate 15 on the southern end of the town. Evacuation was recommended at the 
Beaver Dam Resort, but officials never gave a mandatory order. Upstream, the Trees 
Branch Dam, located near Springdale, holds 1,900 acre-feet of water behind an 86-foot 
tall wall. Because of the constant rainfall, county officials became concerned with the 
structure’s integrity December 21 when reports indicated water was seeping through 
the earthen dam. The Utah Department of Natural Resources inspected the dam. The 
Washington County Commission chairman said a break of the dam could be 
catastrophic, so at 3:30 p.m., the county declared a state of emergency. State Route 9 
already had been closed as a precautionary measure, and Rockville residents had been 
evacuated. As of the evening of December 21, state Route 9 had been reopened and 
residents were permitted to return to their homes. 
Source: http://www.thespectrum.com/article/20101222/NEWS01/12220301/Officials-
continue-to-monitor-dam 

63. December 21, Santa Roma Press Democrat – (California) Sewer, levee leaks in 
Sonoma Valley, Skaggs Island. Sonoma County, California Water Agency crews were 
busy December 20 responding to a sewer leak at an Agua Caliente trailer park and a 
levee leak on a tidal slough north of Skaggs Island and Highway 37. The sewer 
overflow, discovered about 8:45 p.m., was on a line serving Meadowbrook Mobile 
Estates off Highway 12. Stormwater entering the system caused an overflow from a 
manhole. About 2,400 gallons of wastewater ran into the street and Agua Caliente 
Creek before cut off the overflow at 10:45 p.m. Water agency officials said high flows 
in the creek were likely enough to dilute the spill and prevent impacts to fish and 
wildlife. Engineers are working on a permanent fix to the sewer line, which has had 
storm-related overflows in the past. Further south, off Ramal Road, crews discovered a 
levee leak about 2 p.m. December 20 on Hudeman Slough, a tidal waterway that 
empties into the bay. The leak in the slough’s earthen bank was flooding an adjacent 
wetland with about 100 gallons per minute of mixed stormwater runoff and tidal water 
per minute, officials said. Repairs to the levee began December 21 in conjunction with 
low tide, which allowed crews to work in the slough. No structures were affected, but 
the emergency repairs were necessary to prevent the levee from failing, an agency 
spokeswoman said. 
Source: http://www.pressdemocrat.com/article/20101221/ARTICLES/101229878/-
1/SPORT01?Title=Sewer-levee-leaks-in-Sonoma-Valley-Skaggs-Island&tc=ar 
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