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• Voice of America News reports U.S. and Yemeni officials said no one was hurt when an 
attacker tossed a grenade at a parked vehicle in Yemen that had been carrying American 
embassy personnel. (See item 36) 

• After the WikiLeaks security leak, the National Security Agency is operating on the 
assumption foes may have pierced the most sensitive computer networks under its guard, 
Reuters said. (See item 40) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. December 16, WDTV 5 Bridgeport – (West Virginia) Two injured in gas well 
explosion. Two men are recovering after a small explosion at a fracking well. The 
explosion occurred December 16 at a gas well in Kasson, West Virginia owned by 
Universal Well Service. The two men were injured when the fracking well exploded 
and the men were hit with shrapnel. They were taken to Broaddus Hospital with non-
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life threatening injuries. The cause of the explosion remains under investigation. 
Source: http://www.wdtv.com/index.php/home/local-news/4139-gas 

2. December 16, Bloomberg – (National) U.S. selects 24 solar power zones to 
streamline project approvals. The U.S. government gave preliminary approval for 
solar energy projects at 24 sites on federal land in six states, a step that may allow 
energy companies to develop them sooner. The Interior Secretary and the U.S. Energy 
Department announced the “solar energy zones” during a conference call December 16. 
The decision would create an environmental-impact evaluation before developers apply 
for permission to build and may speed the application process, a spokesman said. Early 
approval could also identify the best use of existing transmission lines, he said. The 
sites listed in the Draft Solar Programmatic Environmental Impact Statement may 
support up to 24,000 megawatts of solar power on 214,000 acres, he said. Federal 
agencies evaluated 675,000 acres for potential solar development in Arizona, 
California, Colorado, Nevada, New Mexico and Utah. The agency announced the 
locations in July. Environmental groups objected to some of the sites, saying they are 
too close to national parks or could endanger sensitive wildlife populations.  
Source: http://www.bloomberg.com/news/2010-12-16/u-s-selects-solar-power-zones-
to-streamline-project-approval-process.html 

3. December 16, Bloomberg – (Illinois) Romeoville oil leak repaired; crude flowing 
again. Buckeye Partners LP restarted the 12-inch crude oil pipeline December 16 near 
Romeoville, Illinois that was shut December 14 after a leak was discovered. The 
company will operate the line at a reduced pressure until permanent repairs can be 
made, a spokeswoman said. Buckeye operates the line, which is about 3 miles long and 
runs between the Shell Lockport Tank Farm and the Lemont refinery, on behalf of 
West Shore Pipeline Co. “West Shore currently expects to complete the required 
permanent repairs in early January 2011,” the spokeswoman said. “The cause of the 
release is still under investigation.” Buckeye estimated that 500 barrels of oil spilled. 
That matches the estimate of 21,000 gallons made by the Illinois Environmental 
Protection Agency. West Shore received approval from the U.S. Pipeline and 
Hazardous Materials Safety Administration to return the line to service, said the 
spokeswoman. 
Source: http://www.dailyherald.com/article/20101216/business/101219555/ 

4. December 15, WREG 3 Memphis – (Ohio) Thousands of gallons of fuel stolen from 
the pump. Memphis, Tennessee police are looking for two men who may be 
responsible for stealing more than $15,000 worth of diesel fuel from Dodge’s Chicken 
and Gas Station on Highway 61. The thefts occurred over the course of almost 3 
months.Police said that an older man, on each occasion, paid for a small amount of fuel 
and then manipulated the pump to flow continuously. The man allegedly filled a fuel 
tank on a tractor truck and left the scene. A fourth incident occurred December 1. 
Police said a man driving a tractor trailer also paid for gasoline and manipulated the 
fuel pump. Police are still investigating.  
Source: http://www.wreg.com/news/wreg-dodges-gas-theft,0,6237365.story 
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5. December 9, Reuters – (National) EPA regulations may shut 50,000 MW of coal 
plants. U.S. Environmental Protection Agency (EPA) regulations may result in over 
50,000 megawatts (MW) of coal power plant retirements and up to $180 billion in 
compliance costs for remaining plants, consulting firm The Brattle Group said in a 
report. Before considering the potential effect of possible government efforts to reduce 
carbon dioxide emissions to combat global warming, the report estimated 40,000 to 
55,000 MW of coal capacity could retire if the EPA mandates further reductions of 
sulfur dioxide, nitrogen oxide, particulates, mercury and other harmful emissions by 
2015. Brattle said another 11,000 to 12,000 MW could retire if cooling towers are also 
required, bringing total retirements to 50,000 to 67,000 MW, or roughly 20 percent of 
installed coal plant capacity. Most of the retirements would be merchant plants (47,000 
to 56,000 MW, or up to three-quarters of the entire merchant coal fleet), Brattle said, 
with significantly fewer retirements of regulated coal-fired plants. The retirements 
would be especially large in the Midwest, representing up to 72 percent of all coal 
plants, and up to 15 percent of total installed generating capacity, Brattle said. For the 
units that would not retire, Brattle said energy companies will have to invest between 
$100 billion and $180 billion to comply with the EPA’s mandates to install emissions 
control equipment and cooling towers. Assuming all of the lost generation from coal 
plants would be replaced by gas-fired combined-cycle plants, Brattle said CO2 
emissions could fall by 150 million tons per year, or about 7 percent of all CO2 
emissions from the electric power sector. 
Source: http://www.reuters.com/article/idUSTRE6B82UI20101209 

For more stories, see items 9 and 29  
 
[Return to top]  

Chemical Industry Sector 

6. December 17, Muskegon Chronicle – (Michigan) Fire reported at Sun Chemical 
factory in Egelston Township. A fire was reported at the Sun Chemical factory on 
Evanston Road in Egelston Township, Michigan, at about 7 a.m. December 17. 
Firefighters were still on the scene as of 9 a.m., according to the Fruitport Public Safety 
director. Firefighters from Muskegon and Fruitport townships assisted Egelston 
Township in battling the fire. Two ambulances were on the scene, and officials had the 
entrances blocked off. No smoke was visible from the edges of Sun Chemical’s 
property. 
Source: 
http://www.mlive.com/news/muskegon/index.ssf/2010/12/fire_reported_at_sun_chemic
al.html 

7. December 16, KVUE 33 Austin – (Texas) Chemical tanker tips in Southwest Austin, 
blocks traffic. An overturned tanker truck full of chemicals continued to block some 
traffic in Southwest Austin, Texas, December 16. The accident happened on Redbud 
Trail, between Lake Austin Boulevard and Stratford Drive. Officials said nothing 
spilled from the truck and that the driver was uninjured. It was, however, enough to 
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close northbound traffic on the road. Closures are expected to continue into the night. 
An Austin Water spokesman said the truck was headed to the Ullrich Water Treatment 
plant, which is one of two treatment plants in the area. It was carrying 3,800 gallons of 
a chemical additive called sodium hexametaphosphate which is used to prevent calcium 
from calcifying in pipes. Officials said the material is not hazardous or flammable. At 
the same time, they want to keep it from spilling into the ground or water. Early that 
evening, crews carefully began to remove the chemical from the truck. After that, they 
can begin the process of removing the tanker itself. As for what caused it to tip, a sharp 
turn in the road could be a factor. “It is an uphill grade,” he said. “It is a very difficult 
corner to maneuver.” 
Source: http://www.kvue.com/news/Chemical-tanker-tips-in-Southwest-Austin-
112032179.html 

8. December 16, Beaumont Enterprise – (Texas) Semi leaking chemicals closes 
downtown block. Police officers in Beaumont, Texas were stopping traffic December 
16 at McFaddin, between Willow and Magnolia, after they discovered chemicals 
leaking from an 18-wheeler. Two barrels inside the semi truck were damaged, but the 
leak was contained, a Beaumont Fire Department captain said. The truck was carrying 
waste materials and was en route to a waste disposal facility in Tennessee, he said. The 
affected barrels were primarily full of water mixed with Toluene and Xylene, both 
colorless liquids that can enter the body through the skin. The chemicals can affect the 
body if inhaled, if they come into contact with eyes or skin, or if they are swallowed, 
according to the U.S. departments of Health and Human Services and of Labor. There 
may also be other corrosive materials in the barrels. The driver was cited by police for 
failure to maintain/secure his load, and the trucking company will be billed by the city. 
Officers with the Beaumont Police Department originally stopped the truck driver for a 
routine Hazmat check. That is when they discovered the leak and called the fire 
department to the scene. 
Source: http://www.beaumontenterprise.com/news/article/Semi-leaking-chemicals-
closes-downtown-block-904075.php 

For another story, see item 12  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

9. December 16, Securities and Exchange Commission – (Idaho) SEC brings fraud 
charges against self-described Idaho nuclear power company. The Securities and 
Exchange Commission (SEC) December 16 charged a self-described power company 
in Idaho with fraudulently raising funds for a $10 billion nuclear power project. The 
SEC is seeking an emergency court order to freeze the assets of the company and two 
executives. The SEC alleged that Alternate Energy Holdings Inc. (AEHI) has raised 
millions of dollars from investors in Idaho and throughout the United States and Asia 
while fraudulently manipulating its stock price through misleading public statements 
that conceal the secret profits reaped by its CEO and senior vice president. The CEO 
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touted the company as a tremendous investment opportunity that could rival Exxon 
Mobil in profitability, despite the fact AEHI has essentially no revenue and minimal 
operations. The SEC suspended trading in AEHI stock earlier the week of December 
13. 
Source: http://www.sec.gov/news/press/2010/2010-249.htm 

10. December 16, Greenbay Press-Gazette – (Wisconsin) Point Beach Nuclear Plant 
reactor fails to restart. A Point Beach Nuclear Plant reactor in Two Creeks, 
Wisconsin failed to restart overnight December 16 as planned because of continuing 
issues with a control rod mechanism. Point Beach has two reactors. Unit 1 continues to 
operate at full power. Unit 2 is shut down. A senior public affairs officer for the 
Nuclear Regulatory Commission (NRC) said December 15 the Unit 2 reactor was being 
restarted when, at about 2 a.m., some of the control rods dropped into the reactor. 
Those rods affect the rate of nuclear fission and are inserted into the reactor for an 
automatic shutdown in the event of an emergency. The public affairs officer said the 
rods’ unplanned drop into the reactor did not create a safety issue because it resulted in 
decreasing power. “The operators dropped the rest of the control rods in and shut it 
down,” she said. “The NRC resident inspector was in the control room when this 
occurred. There was no safety issue. The operators did what they were supposed to do.” 
A Point Beach spokeswoman said the reactor will be restarted when the problem is 
fixed. 
Source: 
http://www.greenbaypressgazette.com/article/20101216/GPG0101/12160569/Point-
Beach-Nuclear-Plant-reactor-fails-to-restart 

[Return to top]  

Critical Manufacturing Sector 

11. December 17, Associated Press – (National) GM recalling 100,000 crossovers to fix 
seat belts. General Motors Co. is recalling about 100,000 crossover vehicles to fix seat 
belts that could fail in a crash. GM said in a December 17 posting with the National 
Highway Traffic Safety Administration that the recall involves 2011 model year 
versions of the Cadillac SRX, Chevrolet Equinox, and GMC Terrain. The automaker 
said the seat belt buckle anchor for the driver and front passenger seats could break 
apart in a crash. A GM spokesman said there have been no crashes or injuries reported. 
GM said it discovered the problem during testing in September 2010. Dealers will 
modify the seat belt buckles free of charge. The recall is expected to begin January 
2011. 
Source: 
http://news.yahoo.com/s/ap/us_gm_recall;_ylt=AukemjVzHLX3BX_DeRs6SF6s0NUE
;_ylu=X3oDMTNnNWYwbjlqBGFzc2V0A2FwLzIwMTAxMjE3L3VzX2dtX3JlY2Fs
bARjY29kZQNtb3N0cG9wdWxhcgRjcG9zAzcEcG9zAzQEcHQDaG9tZV9jb2tlBHN
lYwN5bl9oZWFkbGluZV9saXN0BHNsawNnbXJlY2FsbGluZzE- 
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12. December 17, WBTV 3 Charlotte – (North Carolina) 60 firefighters battle chemical 
fire at manufacturing plant. A chemical fire at a manufacturing plant near uptown 
Charlotte, North Carolina, sent five employees to the hospital December 17. The 
chemical fire was reported around 3:15 a.m. at Charlotte Pipe and Foundry located at 
1335 South Clarkson Street. About 60 firefighters with the Charlotte Fire Department 
responded. When they arrived, billowing smoke could be seen coming from one of the 
rooms on the property in the middle of the foundry. A fire department spokesman said 
a container with an unknown chemical caught fire and it was simply too much for 
workers to extinguish without assistance. Officials have not said what the chemicals 
were. While fighting the fire, firefighters also had to cap a ruptured gas line. 
Firefighters had the situation under control within 90 minutes. The fire caused no threat 
to residents and the fumes released into the atmosphere did not pose any major threat to 
the environment. Charlotte Pipe and Foundry Company manufactures pipes and fittings 
for plumbing and industrial systems. 
Source: http://www.wbtv.com/Global/story.asp?S=13701495 

13. December 16, Consumer Affairs – (National) Wal-Mart recalls Flow Pro, Airtech, 
Aloha Breeze, Comfort Essentials Electric heaters. Wal-Mart announced a recall 
December 16 of 2.2 million 1,500 watt electric heaters sold under the Flow Pro, 
Airtech, Aloha Breeze, and Comfort Essentials brand names. The heaters can 
malfunction resulting in overheating, smoking, burning, melting, and fire. Wal-Mart 
has received 21 reports of incidents, which included 11 reports of property damage 
beyond the heater. Injuries were reported in four incidents, three of which required 
medical attention for minor burns and smoke inhalation. The remaining incidents 
included smoke irritation, sparking, or property damage beyond the heater. The heaters 
are grey with a metal handle on the top with vents and grey control knobs on the front. 
The model number is 1013 and can be found on a label on the lower left corner of the 
back panel of the heater. Wal-Mart stores sold the heaters nationwide from December 
2001 through October 2009 for about $18. They were made in China. 
Source: http://www.consumeraffairs.com/recalls04/2010/wal-mart-recalls-flow-pro-
airtech-aloha-breeze-comfort-essentials-electric-heaters.html 

14. December 16, U.S. Consumer Product Safety Commission – (National) Fagor America 
Inc. recalls refrigerators due to fire hazard. Fagor America Inc. announced a recall 
of about 1,400 refrigerators December 16. The control board can overheat, posing a fire 
hazard to consumers. Fagor has received 19 reports of incidents, including 2 reports of 
fires resulting in damage to the refrigerator and surrounding property. No injuries have 
been reported. The recall involves 24-inch wide refrigerators sold in stainless steel and 
black. “Fagor” is printed on the refrigerator’s front door. Model and serial numbers are 
located inside the refrigerator door, on the left hand side near the food storage drawers. 
The models and serial numbers of the refrigerators are as follows: Fagor T/3FCA-
68NFX, serial numbers starting with 0609xxxxx through 0727xxxxx; 3FCA-68NFX, 
serial numbers starting with 0746 through 1017; and FCA-86ART, serial numbers 
starting with 0839 through 0915. They were sold at Specialty Home Appliance Stores 
nationwide between July 2006 and May 2010 for between $2,000 and $2,500. They 
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were manufactured in Spain. 
Source: http://www.cpsc.gov/cpscpub/prerel/prhtml11/11072.html 

[Return to top]  

Defense Industrial Base Sector 
 

Nothing to report 
 
[Return to top]  

Banking and Finance Sector 

15. December 17, Melrose Patch – (Massachusetts) Robbery, shooting at Main Street 
Citizens Bank in Malden. Melrose Police and several other police departments 
combed the area between Oak Grove and Forestdale December 16 for a gunman who 
robbed a Citizens Bank branch on Main Street in Malden, Massachusetts. The suspect 
fits the description given in recent robberies in Reading and Lynnfield. Two Malden 
schools were placed under lockdown. According to a Malden police spokesman, the 
suspect entered the bank before 1 p.m., and approached a teller with a note demanding 
money. She complied, and he moved to leave the bank. When he got to the door, 
however, it was locked. The gun didn’t come out until the man realized he was locked 
in. At that point, he pulled out a silver handgun and fired five rounds into the door, the 
police spokesman said. Malden, Melrose and state police swarmed the area and began 
searching for the man, described as a black male, about 5-feet, 9-inches tall, wearing a 
dark jacket and a gray Red Sox hat. 
Source: http://melrose.patch.com/articles/robbery-shooting-at-main-street-citizens-
bank-in-malden 

16. December 17, WHIO 7 Dayton – (Ohio) State authorities investigate detonation of 
explosive device. The Ohio fire marshal, Bureau of Alcohol, Tobacco, Firearms and 
Explosives, Huber Heights fire and police departments and the Dayton Bomb Squad 
continue to investigate after an incident at the Fifth-Third Bank on Taylorsville Road 
December 16. Investigators said a homemade explosive device exploded and ignited 
the base of an ATM between midnight and 12:15 a.m. The device caused superficial 
damage to the ATM and no one was injured. Authorities said they are trying to 
determine who made and detonated the device. Pieces of the exploded device are being 
analyzed and it could be 7 to 10 days before results are available. 
Source: http://www.whiotv.com/news/26171988/detail.html 

17. December 16, Associated Press – (International) Texas couple accused of funneling 
money to Iran. A Texas couple and the head of an Oregon charity secretly sent 
millions of dollars to an Iranian bank and to a contact in Iran for 9 years, violating the 
U.S. embargo on the Middle East country, according to a federal indictment. The 
indictment describes an alleged scheme in which the Texas couple got tax exemptions 
for their donations to the Portland-based Child Foundation charity. The head of the 
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charity allegedly funneled money meant for food and other assistance to his cousin, and 
to a bank controlled by the Iranian government. Working through Iranian corporations 
and banks in Switzerland and Dubai, the Texas couple and charity head’s cousin 
masked their transfers by using food shipments and other commodities to cover 
financial donations intended for a sister charity in Iran run by the cousin, federal 
prosecutors said. “These defendants are charged with going to extraordinary lengths to 
conceal the transfer of large sums of money in violation of the Iranian embargo,” the 
U.S. Attorney for Oregon said in a statement December 16. A 26-page indictment 
alleged the Texas couple conspired to defraud the government, and laundered money 
by purporting to transfer charitable donations to Iran while actually keeping control of 
the money. 
Source: http://www.foxnews.com/us/2010/12/16/indictment-alleges-texas-couple-
broke-iran-embargo/?test=latestnews 

18. December 16, El Paso Times – (Texas) The FBI has arrested the ‘Lipstick Bandit’ 
accused of robbing 2 banks. The FBI Violent Crimes Task Force arrested the man 
believed to be the bank robber dubbed the Lipstick Bandit. FBI officials December 16 
said a tip led to the arrest of a 31-year-old male suspect in the heists in El Paso, Texas. 
The suspect faces two counts of bank robbery and possession of a firearm. He was 
jailed on unrelated charges. On December 8, a bank robber wearing lipstick, big 
sunglasses, and carrying a woman’s vinyl purse used a handgun to rob the Compass 
Bank at 9870 Gateway North. As the robber fled, a red dye pack that was hidden in a 
bundle of money exploded in his truck, the FBI said. A week prior, the same man 
allegedly robbed the Compass Bank at 6044 Gateway East. 
Source: http://www.elpasotimes.com/ci_16878356?source=most_viewed 

19. December 16, KXXV 25 Waco – (Texas) 4 women accused of stealing background 
check information. Four Waco, Texas-area women were arrested December 16 on 
accusations they stole personal information from fingerprint applications. The four 
were indicted by a federal grand jury on one count of conspiracy to commit identity 
theft. One woman is also charged with six substantive aggravated identity theft counts; 
two of the others are also charged with one aggravated identity theft count. From 
March 2008 to July 2008, one of the accused was employed as a Live Scan Operator by 
Integrated Biometrics Technology in Waco, where applicants provide personal 
information, such as Social Security numbers and dates of birth. The suspect employee 
allegedly stole thousands of background check applications when she left the company, 
and the four women then used them to fraudulently obtain credit cards, open accounts, 
and purchase items throughout the country. Their hearings are scheduled for December 
21 and if convicted, they each face up to 15 years in federal prison. 
Source: http://www.kxxv.com/Global/story.asp?S=13688249 

For another story, see item 9  
 
[Return to top]  

Transportation Sector 

http://www.foxnews.com/us/2010/12/16/indictment-alleges-texas-couple-broke-iran-embargo/?test=latestnews�
http://www.foxnews.com/us/2010/12/16/indictment-alleges-texas-couple-broke-iran-embargo/?test=latestnews�
http://www.elpasotimes.com/ci_16878356?source=most_viewed�
http://www.kxxv.com/Global/story.asp?S=13688249�


 - 9 - 

20. December 17, USA Today – (National) Loopholes in ‘Do Not Board’ list let infected 
travelers fly. A federal “Do Not Board” list failed at least three times this year to stop 
travelers with serious, infectious diseases from taking commercial flights, according to 
information obtained by congressional investigators. Although the “Do Not Board” list 
is separate from the terrorism “No Fly” list, its purpose is similar: to keep those who 
might pose a threat to travelers from flying. Its success, however, appears to be limited. 
From January 2009 until August 2010, nine infectious people on the list tried to board 
flights, according to information the Centers for Disease Control and Prevention (CDC) 
provided to Republican staff on the House Energy and Commerce committee. The list 
proved successful in stopping six of them — including a traveler who was denied 
boarding three times last December in California in Los Angeles, San Francisco, and 
San Diego. The list failed to stop three others. The CDC said no one was sickened by 
the three travelers, and a Transportation Security Administration (TSA) spokesman said 
the loopholes that allowed them to travel have been fixed. The “Do Not Board” list was 
created in June 2007 after an Atlanta, Georgia man with drug-resistant tuberculosis 
eluded federal authorities and set off an international health scare flying back to the 
United States from his wedding in Europe. 
Source: http://www.usatoday.com/travel/flights/2010-12-17-
rw_donotboard16_ST_N.htm 

21. December 16, Washington Examiner – (National) Metro to start random bag 
searches. Washington Metropolitan Area Transit Authority (WMATA) plans to begin 
random searches of its riders’ bags in the coming days, the transit agency said 
December 16, revisiting a plan first announced 2 years ago. The Metro police chief said 
the coordinated effort with the Transportation Security Administration (TSA) was not 
in response to a specific threat but was part of a continuing effort to keep the system 
safe from explosives. Metro officials would not specify when the first searches will 
begin, how long they will last, which locations will be targeted, or how many riders’ 
bags will be searched. The agency planned to start alerting riders with pamphlets and 
station announcements December 16. The officers will try to “minimize inconvenience 
to riders,” the WMATA general manager said, with brief inspections of randomly 
selected riders. Bags will be searched for hazardous materials using ionization 
technology and explosive-sniffing K-9 units. An earlier proposal involved officers 
opening riders’ bags and looking inside them. But bags will be not be opened unless 
they are deemed to need further inspection. Furthermore, Metro officials said, the 
equipment and dogs are looking for explosives and will not be looking for guns or 
drugs. 
Source: http://washingtonexaminer.com/local/dc/2010/12/metro-start-random-bag-
searches 

22. December 16, Baltimore Sun – (Maryland) Amtrak, MARC faulted in ‘hell train’ 
report. The June 2010 breakdown of a Baltimore, Maryland-bound commuter train — 
which left up to 1,200 people sweltering for about 2 hours and became known as the 
“hell train” — was worsened by the managerial lapses of MARC and Amtrak, 
according to a report released December 16. Once Penn Line Train 538 stopped near 
the New Carrollton station, communications broke down, the Amtrak crew lost sight of 
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passengers’ needs, and MARC managers were slow to respond. The report, based on an 
investigation coordinated by the Federal Railroad Administration, concluded the June 
21 incident reflected “a series of organizational failures at multiple levels.” The 
breakdown occurred on an evening when the mercury hovered around 90 degrees, and 
passengers said temperatures on the sealed train became even hotter, until they began 
evacuating in spite of the crew’s orders. With MARC and Amtrak slow to call in 
emergency workers, passengers summoned help with calls to 911. The report also 
exposed a longstanding problem with maintaining power to long, heavy trains in hot 
weather — prompting MARC and Amtrak to consider running shorter trains at more 
frequent intervals. Such a move could involve a restructuring of Amtrak’s schedule in 
the Northeast Corridor and additional spending by the Maryland Transit 
Administration. 
Source: http://www.baltimoresun.com/features/commuting/bs-md-marc-report-
20101216,0,1316548.story 

23. December 14, State Journal-Register – (Illinois) Oil-line leak causes Amtrak delays 
on Chicago-to-St. Louis route. An oil-line leak near tracks used by Amtrak in 
northeast Illinois forced cancellation and delays on the Lincoln Service route between 
Chicago and St. Louis, Missouri. A statement from Amtrak December 14 said Trains 
300, 302 and 303 were delayed or detoured. Trains 301, 304, 305, 306 and 307 were 
canceled and alternate transportation would be provided. Trains 21 and 22 were also 
delayed or detoured. The oil leak was near Lockport, about 35 miles southwest of 
Chicago. 
Source: http://www.sj-r.com/breaking/x1167177246/Oil-line-leak-causes-Amtrak-
delays-cancellations-on-Chicago-to-St-Louis-route 

For more stories, see items 3, 8, 24, and 54  
 
[Return to top]  

Postal and Shipping Sector 

24. December 17, Chicago Post-Tribune – (National) Feds seize 11 tons of pot. Federal 
agents followed an 11-ton shipment of marijuana as it traveled by rail from Eagle Pass, 
Texas, to its destination — a Chicago, Illinois warehouse — over the past month. The 
result was the largest single seizure of marijuana ever in the Chicago area. The 21,800 
pounds of pot were recovered in a storage warehouse in the 1200 block of South State 
Road in Chicago Heights. Seven people — at least three of whom are U.S. citizens — 
have now been charged in connection with the drug case, the U.S. Attorney said. The 
drugs, which never reached the streets, have an estimated street value of $22 million. 
U.S. Customs and Border Protection (CBP) agents inspected the train cars about 1 
month ago at a Texas border town, and sent in drug-sniffing dogs after becoming 
suspicious about the cargo, officials said. In six cars, agents observed a number of large 
bundled packages and a canine alerted officers to the presence of narcotics. The cargo 
was allowed to reach its destination earlier this month so agents could watch and 
videotape the drugs being unloaded. One of the suspects allegedly spoke to a Union 
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Pacific railroad employee on multiple occasions to coordinate delivery of the train cars 
to the warehouse. Throughout last week, agents using court-authorized video recording 
inside the facility and aerial surveillance observed individuals unloading bundles from 
rail cars, according to the affidavit. 
Source: http://www.post-trib.com/news/2971742,new-potbust1217.article 

[Return to top]  

Agriculture and Food Sector 

25. December 17, Associated Press – (Minnesota) Meat processor gets pollution 
penalty. Noah’s Ark Processors, a meat-processing plant in western Minnesota, has 
been given a $20,000 civil penalty for discharges of blood- and manure-contaminated 
water. The Minnesota Pollution Control Agency said December 15 it has reached an 
agreement with the plant. The agreement resolves alleged violations of water quality 
laws and rules at the company’s meat processing plant and animal hide storage building 
in Dawson. The agency said an inspection last August found blood-contaminated water 
and untreated manure discharging to the ground. The company has stopped the 
discharges and worked to recover contamination as well as submitted plans to prevent 
future discharges. 
Source: http://www.foodmanufacturing.com/scripts/ShowPR~RID~18613.asp 

26. December 16, Best Syndication News – (California) Japanese hard candy contains 
high levels of lead contamination says CDPH. Butter Ball orange-colored, hard 
candy was found to contain high levels of lead warned yhe California Department of 
Public Health (CDPH) December 16. The CDPH is asking consumers that may have 
purchased the candy to throw it out and not eat it. The candy was tested and was found 
to have as much as 0.16 parts per million of lead, which exceeds the California lead 
standards not to exceed 0.10 parts per million. The Butter Ball candy is packaged in a 
plastic bag that has Japanese characters on the front with the words “Butter Ball” and 
“Tasteful & Good Flaver.” 
Source: 
http://www.bestsyndication.com/?q=20101216_japanese_hard_candy_lead_contaminat
ion_brand_warns_cdph.htm 

27. December 16, Salem Capital Press – (Oregon) Aphids supsected in wheat 
withering. Aphids are emerging as a likely cause for withering thousands of acres of 
wheat in Oregon’s Umatilla and Morrow counties. In Umatilla County, the Oregon 
Department of Agriculture (ODA) is investigating complaints of wheat dying on 16 
fields totaling 4,000 acres in early November. In Morrow County, Oregon State 
University (OSU) Extension agents are also investigating similar circumstances on 
35,000 to 40,000 acres. OSU Extension personnel have indicated aphids were present 
in Umatilla County, the assistant administrator of the ODA pesticides division in Salem 
said. His investigation is looking at many potential causes, including pesticides and 
plant pathogens. He said he will work with OSU staff to evaluate any relationship 
between aphid populations and the reported symptoms in Umatilla County. He is 
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awaiting the results of plant residue and plant pathology sample tests. 
Source: http://www.capitalpress.com/washington/mw-Aphid-wheat-mystery-121710-
graphic-and-mitchell-mug 

28. December 16, Burlington Hawk Eye – (Illinois) 500 hogs perish in Ill. confinement 
building blaze. More than 500 hogs perished in a blaze that destroyed a confinement 
building December 15 near Stronghurst, Illinois. The Media, Illinois fire chief said an 
investigator from the Illinois State Fire Marshal’s Office has ruled out arson. “They 
think it’s electrical and are sure it wasn’t arson,” he said. The chief was the first 
firefighter to arrive at the scene at 7:35 a.m., shortly after the call was made by the 
owner of the Stronghurst hog-confinement farm. Media-Stronghurst-Terra Haute Fire 
Protection District, along with mutual aid from fire departments in Biggsville, Raritan, 
Oquawka, Gladstone, and Lomax responded. “All those surrounding departments 
hauled water,” the chief said. “We didn’t have a water source out here.” The building, 
which was one of two on the property, was a total loss. 
Source: http://www.firehouse.com/news/top-headlines/500-hogs-perish-ill-
confinement-building-blaze 

[Return to top]  

Water Sector 

29. December 17, Pittsburgh Post-Gazette – (Pennsylvania) Oil company agrees to pay 
$4.1M for contaminated water. A Texas oil company won’t have to pay $11.8 million 
to extend a public water line to Susquehanna County, Pennsylvania residents whose 
water was contaminated by natural gas, but instead agreed to provide $4.1 million to 
the 19 families. The Pennsylvania Department of Environmental Protection (DEP) 
announced December 16 it reached a compromise with Houston-based Cabot Oil and 
Gas. The agreement also allows Cabot to resume drilling around Dimock, where 
contamination occurred. The settlement infuriated some residents, who said the DEP 
caved to political pressure. The agreement has no affect on the lawsuit, a DEP 
spokesman said. He said affected families will receive amounts equal to twice the value 
of the homes. Cabot also will provide water treatment systems to the families. 
Residents previously rejected those treatment systems, saying they were cumbersome 
and inadequate. Cabot expects to resume drilling in the first half of next year. 
Source: http://www.post-gazette.com/pg/10351/1111395-56.stm 

30. December 16, Delmarva Media Group – (Maryland) CITY: River closed due to 
sewage leak. Due to sanitary overflow from a sewer main on Fitzwater Street in 
Salisbury, Maryland, the Wicomico County Department of Environmental Health has 
closed the Wicomico River until 8 a.m. December 21 for fishing and contact sports. 
The closure is caused by a break in a 10-inch wastewater line, which allowed 10,000 
gallons of partially treated wastewater to enter the storm drain system that flows into 
the river. The flow of the wastewater from the pipe has been stopped and repairs are 
being made. According to the director of public works, the city has hired private 
contractor American Paving to identify the failure point, which has yet to be found. 
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Gardner said American Paving has been on site since 7 a.m., as the city’s equipment 
could travel no deeper into the trench. 
Source: 
http://www.delmarvanow.com/article/20101216/NEWS01/101216028/1001/NEWS/CI
TY--River-closed-due-to-sewage-leak 

For another story, see item 7  
 
[Return to top]  

Public Health and Healthcare Sector 

31. December 17, Savannah Morning News – (Georgia) Nine St. Joseph’s/Candler 
employees snagged in medical breach. Nine St. Joseph’s/Candler employees in 
Savannah, Georgia were punished after a digital image of a patient’s anatomy was 
photographed, texted by cell phone, and posted to Facebook. In all, three employees 
have been fired, three have been written up, and three have been suspended without 
pay. Eight of those disciplinary actions occurred December 15. Another hospital 
employee was disciplined this summer after an investigation showed them to be 
involved with electronically sharing the images — a digital image of a male patient’s 
pelvic region. An investigation started in November after the Savannah Morning News 
received a copy of two images of the X-ray, one of which included the patient’s first 
name and middle initial. Hospital officials are adamant the images received by the 
newspaper, while of the same patient, are not the same ones posted to Facebook, which 
they said did not include any identifiable patient information. Because the distributed 
images viewed by hospital investigators contained no personal information, the actions 
were determined to be only violations of hospital policies and not federal patient 
privacy protection laws. 
Source: http://savannahnow.com/news/2010-12-17/nine-snagged-medical-information-
breach 

32. December 16, WBTV 3 Charlotte – (National) Broken water sprinkler forces 80 
elderly residents out in the cold. Eighty residents were evacuated from an assisted 
living facility just north of Charlotte, North Carolina, December 16, due to a broken 
sprinkler head. Firefighters with the Charlotte Fire Department (CFD) were called to 
the Anita Stroud Senior Complex at 1110 Rising Oak Drive around 10 a.m. A CFD 
official at the scene said a broken sprinkler head caused flooding and ceiling tiles to 
collapse inside the three-story facility. “We were able to control the fast flowing water, 
salvage some of the property and safely relocate those to another location,” said a 
Charlotte Fire Department captain. No injuries have been reported. Fire officials 
expected residents would be able to return home December 17. 
Source: http://www.wbtv.com/Global/story.asp?S=13684505 

For another story, see item 20  
 
[Return to top]  
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Government Facilities Sector 

33. December 17, WHIO 7 Dayton – (Ohio) Man accused of threatening to blow up 
Clark Co. building. A man who threatened to blow up the Clark County, Ohio, 
Department of Job and Family Services building December 16 was arrested later that 
day in traffic court. The 28-year-old Springfield man was filling out paperwork at the 
building on Lagonda Avenue and became upset at some of the questions, the Clark 
County Sheriff’s Office said. He told an employee the information was none of the 
county’s business and he had to “plot.” The suspect then threatened to bring a bomb to 
the building and cause other problems. He also said, “this is why people shoot and kill 
cops in [Springfield],” the sheriff’s office said. While he left the building, the man once 
again muttered he would blow up the building. The deputy who responded to the call 
searched the man’s records and learned he was scheduled to appear in traffic court that 
afternoon. The man was arrested at the courthouse for disorderly conduct and 
menacing. 
Source: http://www.whiotv.com/news/26166002/detail.html 

34. December 17, Gaston Gazette – (North Carolina) Teen accused of having gun at 
school; setting off explosive device at woman’s home. A 17-year-old Bessemer City, 
North Carolina, man had a .22-caliber rifle at Bessemer City High School December 14 
and also set off an explosive device at a home occupied by a woman and three children, 
according to arrest warrants. The suspect was jailed under a $25,000 bond December 
16. He faces charges of having a gun on education property, malicious use of explosive 
resulting in property damage, and possession of a weapon of mass destruction. The 
explosive device was made by combining household chemicals and other agents in a 
plastic bottle. It caused $1,000 damage to a home on the 300 block of East Iowa 
Avenue, according to an arrest warrant. 
Source: http://www.gastongazette.com/news/explosive-53529-device-home.html 

35. December 17, MediaNews – (California; Massachusetts) Hackers attack Santa Cruz 
County government website. A little-known Massachusetts-based group that says it 
will fight for freedom at all costs is claiming responsibility for shutting down the Santa 
Cruz County, California, government Web site December 16. The site, the Internet 
home of the district attorney, the sheriff, and other county offices, was largely 
inaccessible to the public for about 30 minutes shortly after noon. County officials 
acknowledge someone from the outside interrupted the site’s operation. They do not 
know who it was. The sheriff’s office is investigating and the FBI has been contacted, 
county officials said. The information services director explained the problem as a brief 
interruption for the viewing public but said no internal systems or information were 
compromised. “It’s just a nuisance,” he said. “They’re not causing any damage. They 
can’t get in to do anything.” The Peoples Liberation Front, whose Web site details a 
mission of fighting for global freedom using “cyber warfare,” sent an e-mail to several 
news organizations December 15 announcing it would launch a cyber attack on Santa 
Cruz County the next day. The e-mail said the attack was a response to the unfair 
prosecution of Santa Cruz demonstrators in the so-called Peace Camp 2010 last 
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summer. 
Source: http://www.montereyherald.com/state/ci_16882901?nclick_check=1 

36. December 16, Voice of America News – (International) Bomb targets US Embassy 
vehicle in Yemen. U.S. and Yemeni officials said a group of American embassy 
personnel came under attack December 15 when a bomb exploded near their vehicle 
outside a restaurant in Yemen’s capital. A U.S. State Department spokesman said no 
one was injured in the blast, which took place in a commercial district of Sana’a. An 
investigation is ongoing. Another U.S. official said the explosion disabled the vehicle, 
and that the embassy believes it was “likely” an attempt to target U.S. interests. Yemeni 
officials said police arrested several suspects, including a Jordanian in his 20s. They 
said the attacker threw a hand grenade at a car carrying a number of Americans as it 
was parked outside a restaurant frequented by foreign nationals. It is unclear whether 
the attack is linked to al-Qaida militants in the country. 
Source: http://www.voanews.com/english/news/middle-east/Bomb-Targets-US-
Embassy-Vehicle-in-Yemen-112020384.html 

37. December 16, Associated Press – (North Carolina) Soldier held in shooting at NC 
base; no injuries. Military officials said a soldier suspected in a shooting December 16 
at Pope Air Force Base in North Carolina in which no one was hurt has been caught. 
The base had been on lockdown while authorities searched for the suspect, but a base 
spokesman said that was no longer the case December 17. According to a news release 
from the base, the shooting was a domestic incident that happened around 8:45 p.m. A 
single gunshot was fired inside one of the base’s residences. The base said the incident 
involved a Fort Bragg soldier assigned to the 82nd Airborne Division. The base said the 
suspect was later detained by Fort Bragg military authorities. The military did not 
release additional details. 
Source: http://www.foxnews.com/us/2010/12/16/nc-base-lockdown-shots-fired-
injuries/?test=latestnews 

38. December 16, Washington Post – (District of Columbia; Virginia) Man arrested 
outside U.S. Capitol. A Virginia man faces charges of assaulting a police officer after 
he was taken into custody outside of the U.S. Capitol near the Senate office buildings 
December 16, authorities said. Around 11:30 a.m., according to a spokeswoman, the 
suspect approached a U.S. Capitol Police officer near First Street and Constitution 
Avenue NE “in an aggressive and threatening manner.” He then lunged toward several 
other police officers while making “furtive movements as though he had a weapon 
under his coat,” she said. The officers sought cover and gave orders to the suspect that 
he did not follow. A plainclothes Capitol Police officer approached the man from 
behind, she said, and tackled him to the ground. Capitol Police say they did not recover 
a weapon during the incident. As a result of the incident, the Capitol went into 
lockdown briefly. An emergency alert came over the public address system urging 
Congressional members and staff to stay in their offices. 
Source: http://voices.washingtonpost.com/crime-scene/the-district/man-with-gun-
bested-outside-ca.html?hpid=newswell 
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39. December 16, WWL 4 New Orleans – (Louisiana) Bomb threat forces evacuation, 
early dismissal of students at Central Lafourche. A bomb threat forced the 
evacuation of Central Lafourche High School in Mathews, Louisiana, early December 
16, authorities said. Traffic in both directions on La. 1 in Mathews has been re-opened, 
and students were dismissed early. The sheriff’s office received a call making the threat 
at 11:30 a.m. A second call repeating the threat was made at 12:05 p.m., authorities 
said. The school’s 1,300 students were evacuated to the baseball field behind the school 
by 11:45 a.m., a school board spokesman said. This is the second bomb threat called 
into the school in two months. Three Central Lafourche students were arrested last 
month in connection with a November 17 bomb threat. 
Source: http://www.wwltv.com/news/Bomb-threat-forces-evacuation-early-dismissal-
of-students-at-Central-Lafourche-112013274.html 

40. December 16, Reuters – (National) U.S. code-cracking agency works as if 
compromised. The U.S. government’s main code-making and code-cracking agency 
now works on the assumption that foes may have pierced even the most sensitive 
national security computer networks under its guard. “There’s no such thing as ‘secure’ 
any more,” a spokeswoman with the National Security Agency said December 16 amid 
U.S. anger and embarrassment over disclosure of sensitive diplomatic cables by the 
web site WikiLeaks. She heads the NSA’s Information Assurance Directorate, which is 
responsible for protecting national security information and networks from the foxhole 
to the White House. “The most sophisticated adversaries are going to go unnoticed on 
our networks,” she said. More than 100 foreign intelligence organizations are trying to 
break into U.S. networks, the Deputy Defense Secretary wrote in the 
September/October issue of the journal Foreign Affairs. Some already have the 
capacity to disrupt U.S. information infrastructure, he said. 
Source: http://uk.reuters.com/article/idUKTRE6BF6DN20101216 

[Return to top]  

Emergency Services Sector 

41. December 17, Associated Press – (Louisiana) Six officers reassigned amid probe. Six 
members of the New Orleans, Lousiana Police Department, including several high-
ranking supervisors, were reassigned December 16 amid a department probe of alleged 
misconduct stemming from a deadly shooting after Hurricane Katrina. Four captains, a 
lieutenant, and an officer were placed on administrative reassignment, limiting them to 
desk duties. Five other officers were suspended or reassigned December 10, a day after 
a federal jury convicted a former officer of manslaughter for fatally shooting a 31-year-
old man outside a strip mall September 2, 2005. The jury also convicted another officer 
for burning the victim’s body in a car, and convicted a lieutenant of writing a false 
report on the shooting. The officers reassigned December 16 include: The commander 
of the district where the victim was shot; the supervisor of the two officers who were 
charged with burning the victim’s body in a car; a lieutenant who was standing outside 
a police station when the victim’s car was set on fire; and an officer who lied during 
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grand jury testimony. 
Source: http://www.theadvertiser.com/article/20101217/NEWS01/12170302 

42. December 16, WTLV 12 Doral – (Florida) $40 million hurricane evacuation plan 
released today. A hurricane evacuation study for northeast Florida was released 
December 16. The 4-year, $40 million project updates the Northeast Florida Region’s 
clearance times, evacuation populations, and public shelter demands. The data and 
technology used to compile the information is updated from 30 years ago and creates 
more realistic scenarios including all variables of a hurricane like winds and storm 
surges. It revealed that not as many people will need to be evacuated at one time. The 
Northeast Florida Regional Council, in coordination with the Florida Department of 
Community Affairs Divisions of Emergency Management and Community Planning, 
and the Florida Department of Transportation collaborated to develop the report. 
Source: http://www.firstcoastnews.com/news/local/news-
article.aspx?storyid=182062&catid=3 

43. December 16, Chattanooga Times Free Press – (Georgia) Police: Volunteer 
firefighter a serial arsonist. A former LaFayette, Georgia volunteer firefighter sat 
handcuffed and blank-faced December 15 as a judge read an arson charge against him. 
Police believe the 33-year-old man, who began volunteering with the city fire 
department in 2005, is a serial arsonist responsible for setting a slew of fires in vacant 
houses in the last 5 years. While he has been charged with only one count of arson, for 
a fire on Ryan Road, a sergeant with the LaFayette Police Department said police hope 
to have enough evidence to indict him on about 20 counts when the grand jury meets in 
January 2011. According to the sergeant, the man was interviewed December 15 and 
admitted setting many fires in the last 5 years, mostly with gasoline. The man told 
investigators he “just liked fighting fires.” By December 16, the man had posted a 
$10,000 bond and was released from the Walker County Jail, a detention officer said. 
In the last 11 years, Georgia has arrested and convicted more than 25 firefighters for 
arson charges, the state fire marshal said. 
Source: http://www.timesfreepress.com/news/2010/dec/16/police-volunteer-firefighter-
a-serial-arsonist/ 

44. December 15, Brill Legal Group, P.C. – (New York) Nassau County crime lab put 
on probation for violations. During a recent inspection, the Nassau County, New 
York, police crime lab was found to have 15 issues of noncompliance with accepted 
standards of crime lab procedures. The issues were enough of a concern for the 
American Society of Crime Laboratory Directors/Laboratory Accreditation Board 
(ASCLD/LAB) — the crime lab’s accrediting agency — to place the crime lab on 
probation for 1 year. The lab now has 30 days to submit a plan for ensuring compliance 
with ASCLD/LAB regulations. If the errors are not corrected in a timely manner, the 
lab’s accreditation could be suspended or revoked. The Nassau County crime lab is 
responsible for analyzing and storing evidence for criminal cases. Violations found in 
the inspection included: using an uncalibrated instrument for measuring blood alcohol 
content (BAC); not properly securing evidence; and not properly marking evidence or 
containers to ensure chain of custody and prevent cross-contamination. Of the 
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approximately 400 accredited laboratories in the United States, the Nassau County lab 
is the only one currently on probation. According to the executive director of the 
ASCLD/LAB, only two to three labs are placed on probation per year. This is the 
second time in 4 years that the Nassau County crime lab has been placed on probation. 
Source: http://www.24-7pressrelease.com/press-release/nassau-county-crime-lab-put-
on-probation-for-violations-186568.php 

For another story, see item 21  
 
[Return to top]  

Information Technology Sector 

45. December 17, H Open Source – (International) Google questions results of malicious 
site protection test. In a test conducted by NSS Labs, the beta version of Internet 
Explorer 9 warned testers about visiting malicious sites or downloading infected files in 
99 percent of cases. Internet Explorer 8 achieved a respectable result of 90 percent. The 
good result for Internet Explorer 9 was reportedly due to the previously existing 
SmartFilter URL filtering and the newly added SmartFilter reputation-based filtering. 
The test by NSS Labs was financed by Microsoft. Google’s Chrome 6 browser 
reportedly only detected 3 percent of threats, although it had still warned users in 14 
percent of cases in a previous test. Google has questioned the validity of the test results, 
arguing there is no description of the testing methodology that would allow the tests to 
be independently verified. Although NSS Labs did describe the test set-up in its results 
publication, there are no details about which set of URLs was used for the test, and 
which criteria were used to determine potential threats. According to the description, 
the test only investigated URLs where a link directly lead to an infected file being 
downloaded — sites containing exploits for drive-by downloads were apparently 
omitted. 
Source: http://www.h-online.com/open/news/item/Google-questions-results-of-
malicious-site-protection-test-1155534.html 

46. December 16, Computerworld – (International) Google adds Flash sandbox to 
Chrome beta. Two weeks after it debuted a sandbox to isolate Adobe’s Flash Player 
plug-in, Google pushed the security enhancement to the more reliable beta channel of 
its Chrome browser December 16. Chrome users already running the beta build will be 
automatically updated to the version that includes the sandboxed Flash. A “sandbox” 
isolates processes on the computer, preventing or at least hindering malware from 
escaping an application to wreak havoc on the machine. That has become increasingly 
important for Flash, as the popular media player has been aggressively targeted by 
hackers in 2010. Adobe has had to patch Flash five times since January, and in several 
cases was forced to scramble to release emergency fixes as new attacks surfaced. 
Chrome’s Flash sandbox relies on some elements of the already-in-place technology 
that the browser uses to protect HTML and JavaScript. But much of the new work was 
created from scratch in cooperation with Google, an Adobe executive said when the 
two companies announced the inclusion of the sandbox in Chrome’s “dev” channel 
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December 1. 
Source: 
http://www.computerworld.com/s/article/9201419/Google_adds_Flash_sandbox_to_Ch
rome_beta 

47. December 16, SC Magazine – (International) Malware targeting Google Android 
quadruples in 2010. Malware aimed at Google’s Android mobile operating system 
rose fourfold in 2010, compared to 2009, research has shown. This represented the 
most significant jump in comparison to other platforms, claimed mobile security 
specialists AdaptiveMobile. Reported exploits targeting the iPhone fell, as did new 
Symbian malware, which dropped by 11 percent. However, the overall number of 
mobile malware infections reported went up 33 percent, again compared with 2009 
figures. 
Source: http://www.securecomputing.net.au/News/241877,malware-targeting-google-
android-quadruples-in-2010.aspx 

48. December 16, H Security – (International) When a smart card can root your 
computer. A buffer overflow flaw in the open source smart card library OpenSC can 
be exploited to inject and execute malicious code on a system. According to UK 
security company MWR InfoSecurity, the bug in the library is triggered when reading 
serial numbers from smart cards. The card-atrust-acos.c, card-acos5.c, and card-
starcos.c drivers in OpenSC version 0.11.1 are all affected. Starcos and Acos5 cards are 
used to store private cryptographic keys and are deployed in the Public Key 
Infrastructure (PKI) field. The bug is unlikely to be exploitable using standard chip 
cards, although card simulators are able to send a crafted serial number to a terminal. 
MWR reports that it has developed a proof-of-concept exploit. MWR does not discuss 
specific targets for such an attack, but attacks on systems which require chip card 
authentication are conceivable. Under Windows, code injected via the OpenSC 
vulnerability would be able to run with system privileges. The OpenSC development 
team has released patches to fix the vulnerabilities in all three drivers. 
Source: http://www.h-online.com/security/news/item/When-a-smart-card-can-root-
your-computer-1154829.html 

49. December 15, Social Barrel – (International) Yahoo image search hacked. Yahoo’s 
image search began to display pornographic images December 14, the same day Yahoo 
laid off over 600 employees. The pornographic images seemed to appear no matter 
what someone searched on Yahoo. They would not appear immediately, but if a user 
clicked on a thumbnail image at the top of the search results, what has been described 
as a XXX photo would appear. Yahoo first pulled down the image thumbnails to avoid 
any further appearance of the images, and by December 15 it appeared the issue had 
been fixed. Many industry observers are suggesting, although there does not appear to 
be any concrete evidence as of now, that it could have been a disgruntled Yahoo 
employee who was let go during the series of layoffs. Yahoo released about 4 percent 
of the company’s workforce December 14 in an attempt to streamline operations and 
better compete with rivals such as Facebook and Google. 
Source: http://socialbarrel.com/yahoo-image-search-hacked/1598/ 
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50. December 15, iTnews – (International) Sydney honeypots attract morphing botnet 
malware. The Sydney, Australia branch of West Coast Labs’ global honeynet was 
amongst the first to record two new malware variants the week of December 5, as the 
RBot family continued to wreak havoc on global networks. Of the 41 malware threats 
detected by West Coast Labs’ Sydney honeypots the week of December 6, 29 were 
received there for the first time. The honeypots detected a compressed file — generally 
agreed to be a member of the polymorphic Virut family of viruses. This virus infects 
files with encrypted code, which spreads further when each infected file is run. The 
honeypots were also the first in the West Coast Labs network to pick up a worm 
December 4 thought to be part of the Allaple family. This worm spreads via networks 
and e-mail, dropping the file urdvxc.exe into the System32 system directory of 
Windows machines and using this to spread itself further. One in five new malware 
threats detected by the honeynet were variants of the RBot family. The RBot family of 
malware uses an exploit in the Windows operating system that leaves open IRC 
(internet relay chat) channels 24 hours a day. 
Source: http://www.itnews.com.au/News/241772,sydney-honeypots-attract-morphing-
botnet-malware.aspx 

For another story, see item 40  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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Communications Sector 

51. December 17, Ecommerce Journal – (National) HDTVs are vulnerable to cyber and 
hacking attacks. Hackers can potentially use Internet-connected HDTVs to infiltrate 
malware into home networks, said the latest report by a maker of security software for 
smartphones, VoIP devices, and TVs. Mocana conducted the tests on a range of inter-
connected TVs, during which a security flaw was discovered in the kit of an 
unspecified manufacturer. The firm does not elaborate on the firm involved or the 
security weakness, at least until a fix is released. In its press release, Mocana said the 
security bug is a way to hack into consumers’ home network and potentially intercept 
and redirect internet traffic to and from the HDTV to mount phishing scams, gain 
access to backend services from third-party organizations (such as video streaming), or 
monitor and report on consumers’ private internet usage habits. Mocana’s researchers 
managed to deploy hacking techniques familiar to the world of PC skullduggery (such 
as “rogue DNS”, “rogue DHCP server”, or TCP session hijacking techniques) to inject 
JavaScript onto a vulnerable device “allowing attackers script integrity before running 
code”. 
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Source: http://www.ecommerce-journal.com/news/30660_hdtvs-are-vulnerable-cyber-
and-hacking-attacks 

52. December 16, Minneapolis Star Tribune – (Minnesota) FBI seeks victims of 
‘cramming’. Two days after it raided a Forest Lake, Minnesota company called 
Alternate Billing Corp., the FBI announced it wants to hear from people who think the 
company put unauthorized charges on their phone bills. The practice is called 
cramming, and charges linked to Alternate Billing could carry many names, including 
MyIProducts, Safeguard My Credit, My411Connect, and others. Other media outlets 
reported he investigation is connected to the FBI’s probe into an Indiana businessman, 
whose investment firm collapsed earlier this year. On its Web site, Alternate said it 
helps online companies do business with “savvy online browsers” who are reluctant to 
purchase goods or services over the Internet with a credit card. Instead, Alternate lets 
those companies put those charges on a customer’s land-line phone bill. Such 
transactions have earned the ire of many telephone customers, who complain 
mysterious charges start showing up on their phone bills after filling out online surveys. 
A U.S. Senator sent a letter to the Federal Communications Commission (FCC) last 
month urging the agency to consider new rules that would prevent cramming. State law 
requires phone companies to remove unauthorized third-party charges and reimburse 
customers for up to 6 months of charges. A former employee of Alternate said he was 
taking up to 120 calls a day from people complaining about unwanted services that 
showed up on their phone bills. The worker, who left the company about 3 years ago, 
said he has spoken to the FBI and the Minnesota attorney general’s office. 
Source: 
http://www.startribune.com/investigators/112011079.html?elr=KArksLckD8EQDUoaE
yqyP4O:DW3ckUiD3aPc:_Yyc:aUvckD8EQDUF 

53. December 14, Wired – (National) Warrant needed to get your e-mail, appeals court 
says. The government must obtain a court warrant to require internet service providers 
to turn over stored e-mail to the authorities, a federal appeals court ruled December 14. 
The decision by the 6th U.S. Circuit Court of Appeals was the first time an appellate 
court said Americans had that Fourth Amendment protection. “The government may 
not compel a commercial ISP to turn over the contents of a subscriber’s e-mails without 
first obtaining a warrant based on probable cause,” the appeals court ruled. The 
decision — one stop short of the Supreme Court — covers Kentucky, Michigan, Ohio, 
and Tennessee. The legal brouhaha centered on the founder of an Ohio herbal-
supplement company that marketed male-enhancement tablets. As part of a fraud 
investigation, the government obtained thousands of his e-mails from his ISP without a 
warrant. He appealed his 25-year conviction on those and other grounds, and the circuit 
court tossed his sentence on issues unrelated to the court’s language concerning e-mail 
privacy. At issue in the e-mail flap was a 1986 law that allows the government to obtain 
a suspect’s e-mail from an ISP or Webmail provider without a probable-cause warrant, 
once it has been stored for 180 days or more. The appeals court said December 14 this 
part of the Stored Communications Act is unconstitutional. 
Source: http://www.wired.com/threatlevel/2010/12/fourth-amendment-email/ 
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[Return to top]  

Commercial Facilities Sector 

54. December 17, KGW 8 Portland – (Oregon) Inferno destroys 10 businesses on 
Astoria’s waterfront. A four-alarm fire burned two huge buildings that house about 10 
businesses on the waterfront of Astoria, Oregon, December 16. Investigators said there 
were actually two separate building fires that broke out just after 10:30 p.m. and then 
they joined to become one large inferno that burned for about 8 hours. One of the 
buildings houses Gunderson’s Cannery Cafe on 6th Street. The cafe was heavily 
damaged. The other building is the No. 10 6th Street building. One firefighter hurt his 
shoulder while battling the blaze, but there were no other reports of injuries. An 
estimated 50 firefighters and crews with Coast Guard Station Astoria battled the blaze. 
The Oregon Department of Transportation said Highway 30 would be shut down 
indefinitely at 6th Street and traffic was being detoured in both directions at 5th and 7th 
Streets. 
Source: http://www.kgw.com/news/local/2-alarm-fire-burning-in-Astoria-
112053579.html 

55. December 16, Fort Lauderdale Sun Sentinel – (Florida) Blaze breaks out at 
Lauderhill apartment complex with suspicious fire history. Lauderhill Fire-Rescue 
responded to a fire at Royal Palms of Inverrary Apartments in Lauderhill, Florida, 
December 16 where several suspicious fires have damaged property in the past, 
officials said. The latest blaze erupted about 2 p.m. and was contained to a storage 
room on the third floor of the complex, at 2920 NW 56th Ave., near West Oakland 
Park Boulevard. There was heavy smoke on the building’s third and fourth floors, and 
one resident was treated at the scene for smoke inhalation, a Lauderhill Fire-Rescue 
captain said. Over the past year, the four-building complex has had small arson fires in 
storage rooms, large trash containers, and in trash in the hallway. Investigators have 
determined they all were deliberately set, according to the firefighter. 
Source: http://articles.sun-sentinel.com/2010-12-16/news/fllauderhill-apartment-fire-
20101216_1_small-arson-fires-jeff-levy-latest-blaze 

56. December 16, KY 3 Springfield – (Missouri) Huge business fire near Kimberling 
City MO is blamed on ex-employee. A former employee of Bolivar Insulation is 
charged with arson for a fire at that business’ office on Highway OO north of 
Kimberling City, Missouri. The fire started December 12 and destroyed the business. 
The preliminary damage estimate is more than $1 million. More than 20 firefighters 
and 4 tankers fought the flames. The strong winds posed serious problems to crews 
attacking the fire. It took them nearly 7 hours to put it out. Law officers arrested the 45-
year-old December 15, after they served a search warrant at his home in Galena. The 
probable cause statement used as the basis of the charge said a confidential informant 
told investigators the suspect admitted setting the fire and gave detailed information 
about how he did it. The informant also told the detective he threatened to do more 
damage to Bolivar Insulation property. The man is in jail in lieu of a $200,000 bond. If 
he is convicted of first-degree arson, he could face a prison sentence of 5 to 15 years. 
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Source: http://www.ky3.com/news/ky3-story-bumbery-arson-bolivar-insulation-
kimberling-12162010,0,1710865.story 

57. December 15, KMPH 26 San Joaquin Valley – (California) Fire destroys store in 
Three Rocks. Fresno County firefighters said faulty electrical wiring is to blame for a 
fire that destroyed a convenience store in West Fresno County, California. At around 9 
a.m. December 15, firefighters responded to reports of a fire on the 16000 block of S. 
Derrick Ave in Three Rocks. The first engine arrived and found the store engulfed in 
flames. There were also several homes nearby threatened by the fire. After about an 
hour, firefighters were able to extinguish the fire. According to the Fresno County Fire 
Department, the store is a complete loss. Neighboring buildings were not damaged. A 
total of 15 firefighters helped put out the blaze. No injuries were reported. 
Source: http://www.kmph.com/Global/story.asp?S=13681222 

[Return to top]  

National Monuments and Icons Sector 

58. December 17, WKZO 590 AM Kalamazoo – (Michigan) Owner killed in fire at 
Branch County landmark. A Branch County, Michigan, landmark went up in flames 
December 16 as the owner tried to save the historic structure and it cost him his life. 
The 3-story structure north of Coldwater along Union City road dates back more than 
150 years and was restored in the past decade as a home by the owner, who is the 
founder of the Holistic Health Institute located across the road to the north of the mill. 
The Union City fire chief said a caretaker was there and helped the man initially in 
battling the flames, but she chose to escape. The intense flames shot 100 feet into the 
sky and the clouds of smoke could be seen at least 20 miles away and actually appeared 
on national weather service radar screens. Six fire departments battled the blaze in 
Union Township. The cause of the fire remains under investigation, but investigators, 
preliminarily, think it may have been caused by a wood burning stove. 
Source: http://wkzo.com/news/articles/2010/dec/17/owner-killed-fire-branch-county-
landmark/ 

[Return to top]  

Dams Sector 

59. December 16, Primedia Broadcastingâ��s Eyewitness News – (International) Toxic 
sludge poses threat after slimes dam collapses. A slimes dam collapsed in 
Randfontein on the West Rand in South Africa, December 16. Heavy rain caused the 
dam to crack resulting in sludge flowing onto the R55. No injuries have been reported 
and the road has since been reopened to traffic. However, a potentially greater disaster 
could be looming. The public safety manager said the toxic sludge will affect the 
catchment water that flows into the Donaldson Dam, which supplies water to 
Potchefstroom residents. He said extensive water quality tests would be done during the 
next week. Meanwhile, the temporary wall of the Soutpan Dam north of Pretoria also 
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collapsed December 16 because of high water levels, flooding Motle Village. A 
Tshwane Emergency Services’ spokesperson said the situation was getting worse as 
water levels continued to rise. The area was blocked off following the floods. 
Source: http://www.eyewitnessnews.co.za/articleprog.aspx?id=55220 

60. December 16, Associated Press – (Minnesota) Flaws found in South St. Paul levee 
system. The U.S. Army Corps of Engineers found significant problems with the levee 
system in South St. Paul, Minnesota, during a recent inspection. The Corps said the 
system received an overall rating of “unacceptable” due to problems that may prevent 
the system from working as designed during a flood. The levee system protects about 
500 acres of property on the southwest side of the Mississippi River. The Corps 
constructed the levees in the 1960s, but the city maintains them. The city has 
acknowledged the problems and has begun fixing them. A city engineer said the city 
will continue to work with the Corps to identify problem areas. The “unacceptable” 
rating means the levee system won’t be eligible for federal assistance if it is damaged in 
a flood or storm. 
Source: http://www.twincities.com/politics/ci_16877040?nclick_check=1 

61. December 1, Houston County News – (Minnesota) Corps won’t fix breeched levee on 
lower Root. The U.S. Army Corps of Engineers in Minnesota has informed the 
Houston County Board of Commissioners that a breached levee on the lower Root 
River is not under their jurisdiction and can’t be repaired by them, the chairman told 
commissioners December 14. The board had appealed to the Corps after a resident 
appeared October 26, citing the silting in of Lawrence Lake due to the breech. He 
stated he thought the levee, located just west of Minnesota Highway 26, was part of a 
federal series of dikes called the Rushford Project. In a written response to the board, as 
well as the U.S. Fish and Wildlife Service and the Root River Soil and Water 
Conservation District, the Corps said the dike is on private land. The letter further 
stated the levee dates from 1917-1919 and was part of Houston County Judicial Ditch 
No. 1, put in place under Minnesota drainage law. The federal project at Rushford, the 
Corps stated, is more than 20 miles upstream of the breech. The agency said the breech 
dates from 2003. The response said the Corps had no project authority to assist in repair 
or reconstruction of the levee. 
Source: http://www.houstonconews.com/articles/2010/12/15/news/03countyboard.txt 

[Return to top]  
 
 

 

 
 
 

http://www.eyewitnessnews.co.za/articleprog.aspx?id=55220�
http://www.twincities.com/politics/ci_16877040?nclick_check=1�
http://www.houstonconews.com/articles/2010/12/15/news/03countyboard.txt�


 - 25 - 

 
DHS Daily Open Source Infrastructure Report Contact Information  

 
About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday through Friday] 
summary of open-source published information concerning significant critical infrastructure issues. The DHS Daily 
Open Source Infrastructure Report is archived for ten days on the Department of Homeland Security Web site: 
http://www.dhs.gov/iaipdailyreport 

Contact Information 
Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS 

Daily Report Team at (703)387-2267  

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 
instructions to Get e-mail updates when this information changes.  

Removal from Distribution List: Send mail to support@govdelivery.com.  

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@dhs.gov or (202) 282-9201.  
To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov. 

Department of Homeland Security Disclaimer 
The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material.  
 

 

http://www.dhs.gov/iaipdailyreport�
mailto:cikr.productfeedback@hq.dhs.gov�
mailto:support@govdelivery.com�
mailto:support@govdelivery.com�
mailto:support@govdelivery.com�
mailto:nicc@dhs.gov�
mailto:soc@us-cert.gov�
http://www.us-cert.gov/�

