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Top Stories 

• The Columbus Dispatch reports Ohio State University is notifying up to 760,000 people 
that their names and Social Security numbers might have made it to cyberspace in one of 
the largest and most costly breaches to hit a college campus. (See item 42) 

• According to the Sacramento Bee, federal officials planned to double water releases from 
Folsom Dam in California to make room for a major storm expected the weekend of 
December 18 and 19. (See item 68) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. December 15, New York Times – (Louisiana) U.S. sues companies for spill 
damages. The Department of Justice filed a civil lawsuit December 15 in New Orleans, 
Louisiana against BP and eight other companies over the oil spill in the Gulf of Mexico 
off the coast of Louisiana. Although the complaint does not specify the damages the 
Presidential administration is seeking, the fines and penalties under the laws cited in the 
complaint could reach into the tens of billions of dollars. The government is alleging 
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violations of regulations concerning the operation and safety of oil rigs, including the 
failure to take necessary precautions in securing the rig before the explosion and the 
failure to use the safest drilling technology. The nine defendants include BP and its 
partners in owning the well, Anadarko Petroleum and MOEX Offshore 2007, as well as 
BP’s operating partners, including Transocean, the owner of the rig, and insurers. The 
27-page complaint was filed in federal districtcCourt in New Orleans, where thousands 
of spill lawsuits have been consolidated. This all in response to the Deepwater Horizon 
rig that burned and sank in April, killing 11 workers and leaving the well it was drilling 
to leak millions of gallons of crude oil in the gulf before the well was capped in July. 
Source: http://www.nytimes.com/2010/12/16/us/16suit.html?src=twrhp 

2. December 15, Bloomberg – (Tennessee) Valero had equipment failure at refinery in 
Memphis. Valero Energy Corporation said equipment failure at its Memphis, 
Tennessee, refinery activated an emergency flare and released sulfur dioxide. The 
195,000-barrel-a-day plant “reported flaring, but that was not associated with any 
impact to production,” said a company spokesman. Valero reported 653 pounds of the 
gas was released into the atmosphere at 7:45 p.m. December 14, according to a filing to 
the National Response Center. The equipment has been fixed, according to the report. 
Source: http://www.bloomberg.com/news/2010-12-15/valero-had-equipment-failure-at-
refinery-in-memphis-tennessee.html 

3. December 15, KSTU 13 Salt Lake City – (Utah) Chevron to purge oil from Salt Lake 
City pipeline. After two oil spills in the last 6 months, a federal agency has approved 
Chevron’s plan to purge oil from a troubled pipeline in Salt Lake City, Utah. The purge 
is part of Chevron’s implementation of a federal corrective action order issued after the 
December 1 spill near the Red Butte Ampititheater. The purge could begin as early as 
December 15 at 7 a.m. and could last 48 hours. Chevron hopes it will remove 
remaining oil in the line so future work required in the corrective active order can be 
completed. Salt Lake City’s mayor flew to Washington D.C. earlier in December to 
meet with federal regulators about the troubled pipeline. As a result, the Pipeline and 
Hazardous Materials Safety Administration barred Chevron from restarting the 
pipeline. Back in June, a rupture in the same pipeline spilled about 30,000 gallons into 
Red Butte Creek, also flowing into Liberty Park pond and further into the Jordan River. 
Source: http://www.fox13now.com/news/local/kstu-chevron-purge-oil-slc-oil-
spill,0,7750929.story 

4. December 15, Evansville Courier & Press – (Illinois) Tanker crash spills 3,000 
gallons of gas on Illinois highway. About 3,000 gallons of gasoline spilled December 
14 when a fuel tanker struck an abandoned railroad bed in Hamilton County, Illinois, 
causing the tank to rupture. Illinois State Police reported that shortly before midnight, 
the driver fell asleep at the wheel of his semi-truck as he approached a stop sign at the 
intersection of Illinois 142 on the Norris City/Dale blacktop. The truck ran through the 
intersection and hit the abandoned railroad bed, splitting the tanker open. The gasoline 
spill was contained and the remaining gas on the tanker was off-loaded. The accident 
remains under investigation. 
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Source: http://www.courierpress.com/news/2010/dec/15/tanker-crash-spills-3000-
gallons-gas-illinois-high/ 

5. December 15, KARE 11 Minneapolis – (Minnesota) Natural gas leak forces multi-
block evacuation in Mpls. First responders evacuated at least 3 square blocks of 
Minneapolis, Minnesota, December 15 after the discovery of a significant natural gas 
leak. A Centerpoint Energy spokesperson said reports of the leak triggered an 
emergency response plan shortly after 10 a.m.. Minneapolis firefighters and police 
officers went door to door in the area of 13th Avenue South and Franklin, telling 
people to leave their homes and businesses. All evacuees were asked to leave on foot, 
and not to flip light switches or use cell phones to avoid igniting the natural gas. 
Shortly before noon, crews were able to locate and isolate the source of the leak, which 
a spokeswoman said was coming from an exterior main gas line. An incident 
commander on the scene said the concern was that a large flow of gas was moving 
through the sewers, which is a situation that can lead to an explosion. Crews dug a 
major trench to vent the natural gas into the air. Emergency responders who were 
monitoring air quality gave the all clear around 12:30 p.m., and began allowing 
residents and business people back into the area. 
Source: http://www.kare11.com/news/news_article.aspx?storyid=893538&catid=391 

For more stories, see items 26 and 67  
 
[Return to top]  

Chemical Industry Sector 

6. December 15, Baton Rouge Advocate – (Louisiana) Overturned 18-wheeler causes 
chemical spill on I-12E. Louisiana Police are working to contain a spill caused by an 
overturned 18-wheeler just east of the Amite River bridge on Interstate 12, a Denham 
Springs police spokesperson said. The truck was eastbound just before 3 a.m. 
December 15 when it ran off the right side of the road and down an embankment. The 
cargo included chemicals related to painting, which began leaking, he said. He added 
that state police do not believe the leak poses a threat to the public. He does not expect 
the interstate to be shut down, but traffic could be reduced to one eastbound lane later 
for guardrail repairs. The driver was taken to a hospital with leg injuries. The driver 
told authorities that he had fallen asleep. He was ticketed for careless operation of a 
vehicle. 
Source: http://www.2theadvocate.com/news/111925979.html 

7. December 15, Associated Press – (Wisconsin) Two dead, four hurt in multiple-
vehicle crash on Hwy. 41. Deputies in southeastern Wisconsin say a semi tanker 
plowed into four vehicles that were stopped in traffic, killing two people and leaving 
four others with serious injuries. A Washington County Sheriff’s lieutenant said two 
injured people were airlifted to a hospital. At least one was in critical condition. Traffic 
on Hwy. 41 near Allenton had been stopped December 15 because of a crash reported 
about 9:15 a.m. He said the tanker crested a small hill about an hour later and crashed 
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into vehicles that were backed up. The fatality victims were each in separate vehicles 
struck by the tanker. The tanker was filled with ammonium hydroxide, but none of the 
chemical spilled. The highway was closed for most of the day. 
Source: http://www.winonadailynews.com/news/local/state-and-
regional/article_1517ebba-1ed0-546e-87da-33be6f7ac4b6.html 

For another story, see item 34  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

8. December 16, New London Day – (Connecticut) Millstone reactor back at full 
power. The Unit 2 reactor at Millstone Power Station in Waterford, Connecticut 
returned to full power December 15 after its owner Dominion repaired leaking tubes in 
a feedwater heater. The reactor went completely back online at 10 a.m., said a 
Dominion spokesman. The Unit 3 reactor continued to operate at full power. Over the 
weekend of December 11 and 12, two tubes were found leaking in one of a series of 
feedwater heaters. The heaters heat water that is fed into a steam generator to create 
steam; the steam is piped to a turbine that’s turned to generate electricity. The water 
circulates through the tubes as it is being heated. 
Source: http://www.theday.com/article/20101216/NWS01/312169536/-1/nws 

9. December 16, Fosters Daily Democrat – (New Hampshire) Seabrook Station updates 
evacuation plan. Seabrook’s nuclear power plant in Seabrook, New Hampshire has 
updated its evacuation plan, including incorporating social media since it had 
difficulties 2 years ago during the 2008 ice storm. “We work hand-in-hand with New 
Hampshire and Massachusetts,” said the plant’s spokesman about the current 
emergency plan. In the event of an evacuation, the 17 towns within the 10-mile radius 
from the station — also called the Emergency Planning Zone — would be sent from the 
area to a “safe space” or wait for further information. The towns include Brentwood, 
East Kingston, Exeter, Greenland, Hampton, Hampton Falls, Kensington, Kingston, 
New Castle, Newfields, Newton, North Hampton, Portsmouth, Rye, Seabrook, South 
Hampton, and Stratham. In the event there is an extensive discharge of hazardous 
materials in the air, a 50-mile “ingestion pathway” would be monitored for water and 
vegetation and infiltration of harmful matter. 
Source: 
http://www.fosters.com/apps/pbcs.dll/article?AID=/20101216/GJNEWS_01/71216977
9/-1/FOSNEWS 

[Return to top]  

Critical Manufacturing Sector 

10. December 16, Detroit News – (Michigan; Ohio; Indiana; International) Storms delay 
deliveries to auto plants. Parts shortages caused by storms in Canada and the Midwest 
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reduced production December 15 for the second day at General Motors Co. and Ford 
Motor Co. plants. GM factories in Lansing, Michigan and Lordstown, Ohio, were shut 
down, and shifts shortened at plants in Ontario and Fort Wayne, Indiana. Production 
was suspended at Ford’s Ohio assembly plant and its Oakville and St. Thomas plants in 
Ontario, Canada. Automakers record revenue when vehicles are assembled. The loss of 
production may affect the companies’ fourth-quarter sales if the output is not recouped 
over the rest of December. 
Source: 
http://www.detnews.com/article/20101216/AUTO01/12160367/1148/AUTO01/Storms
-delay-deliveries-to-auto-plants 

11. December 16, Al Jazeera – (National) Boeing safety claims investigated. An Al 
Jazeera documentary released December 15 raised serious questions about official 
investigations into the safety of more than 1,500 of the most commonly-used passenger 
planes in the world. Boeing’s 737NG is flown by more than 150 airlines worldwide, 
but for more than 10 years, whistleblowers who used to work for Boeing have raised 
serious doubts about the manufacture of key structural parts for many of the planes. 
The parts in question are called “chords” and “bear straps”: the chords make up the ribs 
of the aircraft fuselage and the bear straps are huge sheets which reinforce the exits and 
doorways on the fuselage. The whistleblowers have made claims in a U.S. court that 
the parts — made by a subcontractor for Boeing between 1996 and 2004 — were ill-
fitting and illegal, but that Boeing used many of them to build the aircraft. Aviation 
experts working with these whistleblowers tell the program that the problem with these 
parts could lead to a “catastrophic failure” of aircraft fitted with them. 
Source: 
http://english.aljazeera.net/video/americas/2010/12/2010121516520679770.html 

12. December 16, Arkansas Online – (Arkansas) Chemical spill spurs evacuation at 
Hawker Beechcraft. A chemical spill from a 55-gallon drum prompted an evacuation 
December 15 at the Hawker Beechcraft facility near the Little Rock National Airport in 
Little Rock, Arkansas. The drum, which was in a metal cabinet in the finishing area of 
Hawker building 200, began making noise as pressure was released, according to a 
captain with the Little Rock Fire Department. Some of the chemicals spilled out in the 
blast. A worker who was in the room at the time was transported to St. Vincent Medical 
Center because it was feared she may have inhaled some of the chemicals. The room 
has been sealed off until a cleaning crew could come in and scrub down the area. At 
least two ambulances were on the scene, along with a fire truck. The world’s largest 
private aircraft manufacturer, Hawker maintains a factory at Adams Field that does 
finish work on private jets. 
Source: http://www.arkansasonline.com/news/2010/dec/15/blast-reported-near-lr-
airport/ 

13. December 15, Consumer Affairs – (National) Toyota recalls 2011 Sienna 
vans. Toyota is recalling about 94,000 Sienna vans from the 2011 model year. The 
company said the brake stop light switch could be damaged when the parking brake is 
applied. The problem could result in brake drag and reduced brake effectiveness. 
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Dealers will replace the faulty bracket assembly free of charge when the recall beings 
in January 2011. 
Source: http://www.consumeraffairs.com/recalls04/2010/toyota-recalls-2011-sienna-
vans.html 

14. December 15, Consumer Affairs – (New York; Kentucky) CDX Group recalls desk 
and table lamps. CDX Group announced a recall of about 1,600 desk and table lamps 
December 15. Substandard electrical wiring, connections, and plugs in these lamps 
pose a fire and shock risk to consumers. This recall involves eight different desk and 
table lamps including item numbers 207, 303, 9774, 1108, 1109, 049-1, 054-8, and 
2001-271B. The item numbers are printed on the lamps’ packaging. The lamps were 
sold by CDX Group’s showroom, New Chens Discount, Concordia Trading Inc. and 
Grace Mini Market in Brooklyn, New York, and Dollar King in Lexington, Kentucky, 
from April 2010 through July 2010 for between $5 and $10. They were made in China. 
Consumers should immediately stop using the recalled lamps and contact CDX Group 
to return the lamps to the place where purchased for a full refund. 
Source: http://www.consumeraffairs.com/recalls04/2010/cdx-group-recalls-desk-and-
table-lamps.html 

[Return to top]  

Defense Industrial Base Sector 

15. December 16, Reuters – (National) Missile defense program failed second test in a 
row, U.S. says. A test of the U.S. missile defense program failed December 15, the 
second in a row involving the system, the Defense Department said. The Missile 
Defense Agency provided no preliminary explanation of the failure, the seventh out of 
15 tries for the program. “This is a tremendous setback for the testing of this 
complicated system,” the head of the Missile Defense Advocacy Alliance said in a 
statement. He said it raised troubling questions about the reliability of the 30 or so 
interceptor missiles deployed in silos in Alaska and California. A spokeswoman for 
Boeing, which manages the missile defense project, did not immediately respond to a 
request for comment. The multibillion-dollar, ground-based bulwark is designed to 
shoot down a limited number of long-range ballistic missiles that could be tipped with 
chemical, biological, or nuclear warheads. The system is part of a layered hedge against 
countries such as North Korea and Iran. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/12/15/AR2010121508236.html 

16. December 16, Associated Press – (Mississippi) Fire at Miss. shipyard, no one 
hurt. Northrop Grumman Corp. said no one was injured when a fire broke out at its 
Pascagoula, Mississippi shipyard. The company said the blaze occurred about 7:35 a.m. 
December 16 and was extinguished by emergency personnel. Northrop Grumman said 
the area remains evacuated as the cause is investigated. A company spokesman told the 
Mississippi Press that the fire occurred on land and not on a ship. The yard is a major 
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military shipbuilding facility. 
Source: http://www.wdam.com/Global/story.asp?S=13684073 

For another story, see item 12  
 
[Return to top]  

Banking and Finance Sector 

17. December 16, Pottstown Mercury – (Pennsylvania) Two men arrested on multiple 
identity theft charges. A suspicious transaction at a Limerick, Pennsylvania outlet 
mall led to the arrest of two men and the discovery of portable hard drives containing 
hundreds of pieces of stolen personal information. The two male suspects, who both 
hail from Brooklyn, New York, first came to the attention of township police when 
they attempted to make several purchases from the True Religion store in the 
Philadelphia Premium Outlets November 19 using several different credit cards, 
according to court documents. The credit cards the suspects used were coming up 
invalid when store employees swiped them, according to court documents. As a result, 
the store clerk had to manually enter the credit card information into the store register. 
When this occurs, the customer must sign the receipt and an imprint must be taken of 
the credit card that is used, according to court documents. The suspects signed the 
receipts, but allegedly turned over different credit cards than those used for the 
transactions when the employee asked to make the imprints, according to court 
documents. 
Source: 
http://www.pottstownmercury.com/articles/2010/12/16/news/srv0000010311820.txt 

18. December 16, Washington Post – (Virginia) Arrest in 6 N. Va. bank robberies. A 
West Virginia man has been charged with six bank robberies across Northern Virginia 
in October and November, according to the Loudoun County Sheriff’s Office. The 32-
year-old male suspect was arrested December 11 in West Virginia on felony charges 
stemming from two bank robberies in Winchester, according to police. He is also 
charged with two bank robberies in Fairfax County, and two bank robberies in Sterling, 
authorities said. In each of the robberies, the suspect either implied that he had a 
weapon or pulled out a gun, according to a Loudoun sheriff’s spokesman. No one was 
hurt in any of the incidents, the spokesman said. No others have been charged in 
connection to the robberies, the spokesman said, but authorities continue to investigate 
whether the suspect was acting alone. A multi-jurisdictional investigation, including 
police in Loudoun, Winchester, and Fairfax and the FBI, first linked the bank robberies 
in November, police said. 
Source: http://voices.washingtonpost.com/crime-scene/fairfax/arrest-in-6-n-va-bank-
robberie.html?hpid=newswell 

19. December 15, ComputerWorld UK – (International) Bank of America claims ex-
employees took databases. Bank of America has claimed in a lawsuit that four ex-
employees copied confidential databases of its trade secrets, and executed a 
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“coordinated” attack on its wealth management unit using the data. The password-
protected database was taken by the employees, it said, as they left the company. The 
ex-employees “brazenly” announced they were taking the data, including client names, 
addresses, e-mails, and phone numbers, Bank of America said in papers filed the week 
of December 6 at the New York Supreme Court. The four accused now work at 
Dynasty Financial Partners, a wealth management and financial technology firm in 
New York. They left resignation letters stating they were allowed to take the 
information under a protocol agreed on by some banks, according to Bank of America. 
But the bank said it had not signed up for the protocol. Dynasty is also one of the 
defendants in the case. The employees and Dynasty deny the accusations. Bank of 
America said in its lawsuit that the databases provide “complete, comprehensive 
information” on clients and potential clients’ financial profile and investment 
preferences. The judge in the case has temporarily barred Dynasty and the four 
individuals from using or sharing the database to solicit new clients, according to a 
Bloomberg report. But it did not bar the individuals from advising their existing clients. 
Source: http://www.networkworld.com/news/2010/121510-bank-of-america-claims-ex-
employees.html?hpg1=bn 

20. December 15, San Diego North County Times – (California) FBI increases reward in 
effort to nab Geezer Bandit. The FBI announced December 15 the reward for helping 
to catch San Diego County’s most notorious bank robber has reached $20,000, up from 
$16,000, where it had been since last year. The armed, elusive, and apparently aged — 
although that is in dispute — bank robber has hit 12 California banks since August 
2009: 10 in San Diego County, one in Temecula and, most recently, November 12, he 
robbed a bank in Bakersfield. The $20,000 reward money for information leading to the 
arrest and conviction of the Geezer Bandit comes from a combination of funding, 
including the FBI and several local banks, a FBI Special Agent said. Authorities have 
not released the amount of money the thief has stolen during his 17-month spree. 
Known to tote an oxygen tank during his earlier heists, and also seen carrying a gun, 
the robber has sparked some public fascination, including at least four Facebook fan 
pages. 
Source: http://www.nctimes.com/news/local/sdcounty/article_e66b5934-5ee2-54f8-
8abc-b740d9504fee.html 

21. December 15, KUSA 9 Denver – (Colorado) FBI: 3 Colorado banks robbed this 
week. Three separate, Denver, Colorado-area banks were robbed between December 10 
and December 13. On December 10 at 5:55 p.m. the FBI said a woman robbed the 
Bellco Credit Union in Englewood. She was allegedly armed with a handgun. The FBI 
said they believe this robber is one of the “3-2-1 Bandits.” She is described as 
approximately 5 feet tall, 25 to 35 years old, with a medium to stocky build. Three days 
later, the FBI said a Bank of the West in Englewood was robbed at 2 p.m. December 
13. The FBI describes the alleged robber as a man 20 to 25 years old 5 feet 4 inches to 
5 feet 5 inches tall with a thin build. He was unshaven.” The FBI calls this person the 
“Itty Bitty Bandit” because of his size and stature. Three hours after that heist, another 
Bank of the West was robbed in Aurora by different people. The alleged robbers were a 
man and a woman both armed with handguns. The FBI says they think these alleged 

http://www.networkworld.com/news/2010/121510-bank-of-america-claims-ex-employees.html?hpg1=bn�
http://www.networkworld.com/news/2010/121510-bank-of-america-claims-ex-employees.html?hpg1=bn�
http://www.nctimes.com/news/local/sdcounty/article_e66b5934-5ee2-54f8-8abc-b740d9504fee.html�
http://www.nctimes.com/news/local/sdcounty/article_e66b5934-5ee2-54f8-8abc-b740d9504fee.html�


 - 9 - 

robbers are also part of the “3-2-1 Bandits.” The suspects are described as a man 
approximately 5 feet 8 inches tall with a thin build and a woman 5 feet 2 inches to 5 
feet 3 inches tall with a heavy build. 
Source: http://www.9news.com/news/local/article.aspx?storyid=169989&catid=346 

For more stories, see items 46 and 58  
 
[Return to top]  

Transportation Sector 

22. December 16, Mansfield News Journal – (Ohio) OSHA cites 13 violations at 
Lahm. All 13 violations cited by the U.S. Department of Labor’s Occupational Safety 
and Health Administration at Mansfield-Lahm Regional Airport in Mansfield, Ohio are 
being addressed, according to a spokeswoman for the Federal Aviation Administration 
(FAA). On December 15, OSHA issued Notices of Unsafe or Unhealthful Working 
Conditions to the airport. One of the violations was considered serious: failing to 
provide a diagram of designated emergency egress routes as required in the airport 
traffic control tower. The OSHA inspection was conducted June 15. It found five repeat 
and seven other-than-serious violations at the facility. The less-serious violations 
include not properly recording injuries and illness on the OSHA 300 and 301 Logs in a 
timely manner, failing to providing accurate records for inspectors, failing to maintain 
material data sheets, failing to implement a facility fire drill training program, and not 
using proper ladders. A U.S. Department of Labor spokesman, said this is the first time 
Mansfield Lahm has ever been cited with violations. 
Source: http://www.mansfieldnewsjournal.com/article/20101216/NEWS01/12160308 

23. December 16, WAGA 5 Atlanta – (Georgia) GDOT: Roads dangerous but 
improving. The Georgia Department of Transportation (GDOT) said sleet and freezing 
rain caused most roadways, and especially elevated structures such as bridges and 
overpasses, to ice over during the night December 15. Georgia DOT crews were 
responding throughout the area but conditions were expected to remain treacherous 
through most, if not all, of the morning commute hours December 16. Motorists were 
requested not to drive until after the sun rose December 16 and warmed the roadways 
to temperatures above freezing. 
Source: http://www.myfoxatlanta.com/dpp/news/dot-issues-warning-for-metro-
motorists-121510 

24. December 16, WCNC 36 Charlotte – (North Carolina) Dozens of wrecks reported 
across Charlotte area. Overnight sleet and freezing rain triggered hundreds of wrecks 
across the Charlotte, North Carolina area December 16, as motorists battled patches of 
ice. Police in Charlotte and elsewhere across the Carolinas closed portions of roads and 
asked motorists to use extreme caution or delay leaving for work. Rain or freezing rain 
was falling in Charlotte, Gastonia, Concord, Monroe, and Rock Hill, with sleet reported 
to the north. Perhaps the worst spot was the U.S. 29/N.C. 49 Connector at Interstate 85. 
Police reported a half-dozen wrecks there after 6 a.m., and the connector was closed. At 
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7 a.m., a Charlotte fire captain reported a serious wreck on the Interstate 485 inner loop 
at W.T. Harris Boulevard. Three people were taken to a hospital after a collision on I-
485 near W.T. Harris Boulevard. Police were forced to close a section of the Billy 
Graham Parkway about 6 a.m., between Tyvola Road and South Tryon Street, because 
of an icy bridge. And the N.C. Highway Patrol reported the southbound lane of I-85 
was closed at mile marker 76 in Rowan County, due to a tractor-trailer wreck. 
Source: http://www.wcnc.com/news/local/Dozens-of-wrecks-reported-across-
Charlotte-area-111992384.html 

25. December 15, KXXV 25 Waco – (Texas) 17 cars of train derail in McLennan 
County. Seventeen cars of a Union Pacific train derailed December 15 afternoon 
between Lorena and Bruceville-Eddy, Texas. A Union Pacific spokesperson said the 
accident occurred around 2:30 p.m. and that the train was carrying mixed cargo of 
lumber and steel. No hazardous materials were being transported. The train was en 
route from Fort Worth to San Antonio and had a total of 118 cars. Old Bethany Road 
crossing was blocked for several hours. 
Source: http://www.kxxv.com/Global/story.asp?S=13680204 

26. December 15, Department of Justice – (New York) Abdul Kadir sentenced to life in 
prison for conspiring to commit terrorist attack at JFK airport. On December 15 
in the Eastern District of New York, a United States District Judge sentenced an 
individual to life in prison for conspiring to attack John F. Kennedy International 
Airport in Queens, New York, by exploding fuel tanks and the fuel pipeline under the 
airport. The convict and his co-conspirators believed their attack would cause extensive 
damage to the airport and to the New York economy, as well as the loss of numerous 
lives. The case was investigated by the FBI Joint Terrorism Task Force in New York. A 
federal jury convicted the individual and a co-conspirator in July 2010, after a 9-week 
trial. A third defendant pleaded guilty before trial to supporting the plot and faces a 
sentence of up to 15 years. A fourth member of the plot faces trial on the same charges 
as the convicted individuals. 
Source: http://newyork.fbi.gov/dojpressrel/pressrel10/nyfo121510a.htm 

For more stories, see items 3, 4, 6, 7, 31, and 48  
 
[Return to top]  

Postal and Shipping Sector 

27. December 15, Santa Cruz Sentinel – (California) Suspicious package found at Santa 
Cruz County DA’s house contains book, letter. A suspicious package found 
December 14 outside a district attorney’s home in Santa Cruz, California turned out to 
be a letter and a book from a man recently named in a restraining order against a female 
prosecutor, authorities said. Chilverton Street was closed most of the morning from 
North Branciforte to Poplar avenues as the bomb squad and its robot examined the 
package discovered by the district attorney around 8 a.m. as he stepped out of his house 
and into the rain. He said the 5-by-8-inch package was covered in white, plastic grocery 
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bags and had indecipherable writing on it. Finding it suspicious, he called authorities. 
The bomb squad eventually opened it, finding a letter that contained Bible verses, and a 
book, which the district attorney declined to identify. Police believe the package came 
from a 51-year-old male who the week of December 6 was ordered to stay away from a 
female prosecutor in the district attorney’s office after he reportedly stalked her. The 
male, who has a criminal record, also was ordered to stay away from the courthouse 
and the county building, authorities said. The district attorney did not call the package a 
threat, but he said he has been physically threatened. 
Source: http://www.santacruzsentinel.com/ci_16862133?source=most_viewed 

[Return to top]  

Agriculture and Food Sector 

28. December 16, KPTV 12 Portland – (Oregon) Couple arrested in baby formula theft 
ring. A Gresham, Oregon, couple is accused of stealing baby formula worth more than 
$5 million from Safeway grocery stores. Gresham police said they arrested the male 
and female suspects early December 15. A Safeway spokesperson said the two have 
been under investigation since 2006. The couple work six days a week stealing the 
formula, which is valued at $15 to $20 per can. In all, the two suspects are accused of 
stealing from eight Safeway stores in Gresham and Hillsboro over 4 years, the 
spokesman said. Hillsboro police said the couple appeared on their radar in 2007 when 
they were accused of stealing from two Safeway locations. A police department 
spokesperson said the case was turned over to the FBI and Oregon State Police. As the 
suspects stole baby formula, they would then load the cans into vehicles and drive them 
to California where the food would be sold on the black market, police said. One of 
their biggest concerns is food tampering. The Safeway spokesman said the suspects 
would alter the expiration date — potentially putting children at risk. When Gresham 
police raided the couple’s home, they said they seized 486 cans of stolen infant formula 
worth $10,000. 
Source: http://www.kptv.com/news/26149404/detail.html 

29. December 16, Lafayette Advertiser – (Louisiana) HazMat clears grocery store, 
lot. The Lafayette Police Department in Louisiana is looking for two suspects alleged 
to have left “suspicious items” in the parking lot of Albertsons on Ambassador Caffery 
Parkway and Kaliste Saloom Road, December 15. A Lafayette police spokesman said 
the items in the parking lot were “consistent with items used to make 
methamphetamines.” Lafayette police and the Lafayette Fire Department responded to 
the parking lot around 6 p.m. When they arrived, they called the Louisiana State Police 
Hazardous Materials Unit to inspect it. A state police spokesman said when the unit 
arrived, they inspected the items and later deemed them safe. The store and the parking 
lot were evacuated during the investigation, and around 9:30 p.m., officials reopened 
the business. Only a portion of the parking lot remained closed for cleanup. 
Source: http://www.theadvertiser.com/article/20101216/NEWS01/12160301 
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30. December 16, RedOrbit – (National) 48 million Americans suffer foodborne illness 
each year. About one in six Americans, or roughly 48 million people, are sickened 
from foodborne illnesses each year, according to new estimates released December 15 
by the U.S. Centers for Disease Control and Prevention (CDC). Of those, nearly 3,000 
are killed and 128,000 require hospitalization, the health agency said. The figures are 
the first comprehensive estimates since 1999, and are the CDC’s first to include 
illnesses caused solely by foods consumed in the United States. The CDC’s report said 
roughly 90 percent of estimated illnesses, hospitalizations, and deaths were due to 
seven pathogens: Salmonella, norovirus, Campylobacter, Toxoplasma, E.coli O157, 
Listeria and Clostridium perfringens. Among the findings for foodborne illnesses due 
to known pathogens, Salmonella was the leading cause of hospitalizations and deaths, 
responsible for about 28 percent of deaths and 35 percent of hospitalizations due to 
known pathogens transmitted by food. 
Source: 
http://www.redorbit.com/news/health/1967416/48_million_americans_suffer_foodborn
e_illness_each_year/ 

31. December 16, WPVI 6 Philadelphia – (New Jersey) 5 tractor-trailers collide on 
NJTP in Cranbury Twp. Five tractor-trailers collided on the New Jersey Turnpike 
December 16 in Cranbury, New Jersey. The collision happened around 2:30 a.m. on the 
northbound lanes of the highway when, police said, one tractor-trailer rammed into the 
other trucks that were stopped on the turnpike due to an earlier crash. Some lanes were 
closed throughout the rush hour while the trucks were off loaded. One contained fruit, 
another fertilizer. Police said all injuries sustained in the crash were minor. Traffic was 
moving past the scene December 16 as workers continued to clear the wreckage. 
Source: http://abclocal.go.com/wpvi/story?section=resources/traffic&id=7846899 

32. December 15, Palm Beach Post – (Florida) South Florida farmers assess freeze 
damage to crops. Sugar cane, Palm Beach County, Florida’s signature crop, took a 
beating in freezes beginning the week of December 6, and on December 15, cold 
temperatures pushed it to the limit. Oranges also took a hit, and farmers around the 
state woke up to find many icy and frozen. “We had as much as nine hours below 
freezing in our cane on the eastern side,” said a spokeswoman for Clewiston-based U.S. 
Sugar Corp., which grows sugar cane in Palm Beach and Hendry counties. “That is 
incredible for this area, especially for the muck soils of the Glades.” The value of the 
sugar produced in Palm Beach County and in the Everglades Agricultural Area is more 
than $1 billion per year, with an economic impact more than $2 billion, the county’s 
agricultural economic development coordinator said. The 2010-2011 Florida cane crop 
was forecast to produce 1.7 million tons. Unlike vegetables, sugar cane is a multi-year 
crop, and what happens with this crop affects the next several years, he said. 
Source: http://www.sun-sentinel.com/business/fl-freeze-farm-effects-
20101215,0,1673003.story 

[Return to top]  

Water Sector 
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33. December 15, Associated Press – (Alaska) State seeks extent of North Pole refinery 
spill. The Alaska environmental commissioner said the state could know by February 
the extent groundwater has been contaminated by a chemical solvent spill decades ago 
at a refinery in North Pole. The Fairbanks Daily News-Miner reports that Department 
of Environmental Conservation commissioner also said a team of agencies that has 
worked with the Flint Hills Resources refinery to study the issue is talking to national 
experts. The state estimates about 200 wells in and near North Pole are contaminated. 
But the levels may not be high enough to make people sick, and are even below levels 
shown to cause harm to animals. The spill occurred with a previous refinery owner, and 
Flint Hills officials have asked that company to help. 
Source: http://community.adn.com/?q=adn/node/154792 

34. December 15, Denver Post – (Colorado) Chlorine leak in Frisco contained. A 
chlorine gas leak at a Frisco, Colorado, town water treatment plant closed roads and put 
nearby residents on alert to evacuate December 15, but ultimately caused no problems. 
A worker was changing out the chlorine gas tank just before 2 p.m. when a nozzle 
malfunctioned and caused a small amount of the deadly gas to leak out at the water 
facility near Summit Boulevard and Main Street, a town spokeswoman said. 
Emergency crews stopped the leak at about 4 p.m., according to Lake Dillion Fire 
Rescue. Buses were delayed and students at nearby Summit Middle School were kept 
inside during the operation as a precaution. The town briefly closed Colorado Highway 
9 from School Road south to Peak One Boulevard. 
Source: http://www.denverpost.com/ci_16867286 

35. December 15, KPTV 12 Portland – (Oregon) Odor in Portland drinking water 
prompts warning. Reports of smelly drinking water in northeast Portland, Oregon 
have led the city’s water bureau to issue a warning. Customers who live in the area of 
Northeast 117th Avenue to 127th Avenue between Holladay and Glisan streets reported 
smells like petroleum and mothballs in their drinking water December 14. After hearing 
of the water odor, the city sent crews to collect test samples and began to flush area 
water mains from fire hydrants. Crews confirmed the smell and flushed the water 
system until the odor was gone. City officials said they think flushing the water has 
removed the source of the odor, but anyone in Portland who encounters an odor in their 
water should contact officials. People living in Portland should not drink the water if it 
has an odor. 
Source: http://www.kptv.com/health/26144732/detail.html 

36. December 14, Bay City Times – (Michigan) Sunken tugboat spilled 800 gallons of 
diesel fuel into the Saginaw River. The U.S. Coast Guard estimates about 800 gallons 
of diesel fuel spilled into the Saginaw River December 13 after a tugboat sank near Bay 
City in Michigan. A spokesman with the U.S. Coast Guard Detroit Sector said crews 
responded to the site where the 65-foot tugboat Ann Marie sank. According to Times 
archives, Luedtke Engineering was awarded a $1.9 million contract in 2008 to dredge 
the upper Saginaw River. The spokesman said it is unclear why the tug sank, and the 
Coast Guard will continue to investigate. Dive teams hired by Luedtke were in the 
water December 14 to plug any vents releasing diesel fuel. Booms have been put out to 
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collect oil and the spokesman said ice on the river has helped contain the spill. This is 
not a major oil spill,” he said. Coast Guard crews will remain on site to clean up as 
much of the oil as possible. 
Source: http://www.mlive.com/news/bay-
city/index.ssf/2010/12/update_sunken_tug_boat_spilled.html 

37. December 14, Water Technology Online – (National) American Southeast, Southwest 
face similar freshwater scarcity issues. A team of researchers studying freshwater 
sustainability in the United Stateshave found the Southeast, much like the Southwest, 
does not have enough water capacity to meet its own needs, according to a December 
13 press release. Although the study focused on freshwater sustainability in the 
Southwest, the researchers from North Carolina State University, University of Georgia 
(UGA), and University of South Carolina said the findings have important implications 
for the Southeast too, the release said. For water supply to be considered sustainable, 
the researchers calculated that no more than 40 percent of freshwater resources can be 
appropriated for human use, to ensure streamflow variability, navigation, recreation and 
ecosystem use are accommodated, according to the release. They also determined how 
much water a region would need to meet all its municipal, agricultural and industrial 
needs — its virtual water footprint (VWF). The researchers found that neither the 
Southwest nor the Southeast have enough water capacity to meet all their own needs. 
“The Southeast has virtually no positive, inland VWFs,”said a postdoctoral associate at 
the UGA Odum School of Ecology. “The largest population centers in southeastern 
states, with the exception of Florida, are inland. Piedmont cities such as Atlanta, 
Charlotte and Birmingham rely on small watersheds, which may be why our VWFs are 
negative.” 
Source: http://watertechonline.com/news.asp?N_ID=75495 

[Return to top]  

Public Health and Healthcare Sector 

38. December 16, Baltimore Sun – (National) Assaults more common than shooting in 
hospitals. In the aftermath of a September shooting of a Johns Hopkins Hospital doctor 
in Baltimore, Maryland, by the distraught son of a patient, a pair of Hopkins 
researchers looked into how common such an event is. They determined that shootings 
are rare. Other assaults are higher, though. The rate of assaults in all private-sector 
workplaces is 2 per 10,000, compared to 8 per 10,000 in healthcare settings, according 
to the doctors conducting the study. They wrote about this in a commentary in the 
December 8 issue of the Journal of the American Medical Association. They concluded 
that hospital shootings get all the media attention, but security experts said there should 
be more of a focus on preventing the assaults. That is why installing magnetometers 
and other expensive high-tech devices is not called for, said the professor and chair of 
Hopkins’ department of emergency medicine. The researchers found that most 
shootings also happen outside of the health facilities. 
Source: http://www.bellinghamherald.com/2010/12/16/1773827/assaults-more-
common-than-shooting.html 
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39. December 16, New London Day – (National) FDA panel: Mercury fillings may cause 
medical problems for some. A panel convened by the U.S. Food and Drug 
Administration (FDA) to look into the safety of amalgam dental fillings containing 
mercury advised the agency December 15 to re-evaluate the use of the material in 
children and pregnant women. The advisory panel, at the end of 2 days of hearings in 
Gaithersburg, Maryland, said new data brought to light December 14 and 15 shows 
some dental patients may experience medical problems related to amalgam, a mix of 
metals that generally contains about 50 percent mercury. Anti-mercury advocates said 
amalgam can lead to a variety of neurological disorders, such as Alzheimer’s, 
Parkinson’s, multiple sclerosis, and Lou Gehrig’s disease and may be a factor in a rise 
of kidney and periodontal disease. A Lexington, Kentucky attorney said the panel’s 
findings, if accepted by the FDA, would likely require the agency to re-categorize 
amalgam as a Category 3 material, which is for substances considered most dangerous 
to human health. The FDA ruled 18 months ago that amalgam was safe for children and 
women of childbearing age. But public pressure led the FDA to convene a panel to re-
examine the issue. The FDA, which has about 6 months to respond to the panel’s 
findings, does not have to accept its recommendations. Dentists who testified before the 
FDA panel said they believed amalgam was safe. 
Source: http://www.theday.com/article/20101216/BIZ02/312169461/-1/BIZ 

40. December 15, Los Angeles Times and KTLA 5 San Diego – (California) State public 
health department loses records of 2,550 people. California public health authorities 
have lost medical and other records for 2,550 healthcare facility residents, workers, and 
state staff, officials said in a December 15 statement. The records were on a magnetic 
tape reported missing by the California Department of Public Health in September after 
workers sent it via U.S. mail from a West Covina field office to the central office in 
Sacramento for a computer backup, the statement said. The envelope arrived unsealed 
and empty September 27, and state officials immediately reported the privacy breach 
and began investigating. The lost tape contained confidential department e-mails; 
Social Security numbers for department employees, some healthcare workers, and 
facility residents; investigative reports; background information on healthcare workers; 
the names of health care facility residents, and their diagnoses. Investigators finished 
compiling a list of individuals whose information may have been compromised as a 
result of the lost tape November 23. State regulators were still notifying those 
individuals the week of December 13, and advising them on how to protect themselves 
against identity theft. 
Source: http://latimesblogs.latimes.com/lanow/2010/12/state-health-department-loses-
medical-records-of-2550-people.html 

41. December 14, Hartford Courant – (Connecticut) CT Department of Health 
accidentally releases client personal data. The Connecticut Department of Health 
announced December 14 that it inadvertently sent out clients’ personal data to an 
undetermined number of e-mail addresses during a system upgrade. The information 
includes clients’ names, phone numbers, appointment dates, and regional office 
locations, according to a department spokesman. It does not include Social Security 
numbers or details about medical conditions, procedures or specialists, he said. The 
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security breach occurred during an upgrade of an appointment scheduling system, and 
was appointment information intended for regional offices. The health department said 
it was not immediately known how many clients were affected or how many people 
received the confidential information. The e-mail was sent out December 14. “We’re 
still trying to determine how many people it may have gone out to,” the department 
spokesman said. “All we know right now is that it went beyond where it was supposed 
to.” The department of information technology is helping the health department prevent 
further releases of information. 
Source: http://www.ctnow.com/news/hc-ct-department-of-health-breach-
12120101214,0,4881790.story 

For another story, see item 28  
 
[Return to top]  

Government Facilities Sector 

42. December 16, Columbus Dispatch – (Ohio) Server hacked at OSU; 760,000 
affected. Ohio State University (OSU) is notifying up to 760,000 students, professors, 
and others that their names and Social Security numbers might have made it to 
cyberspace in one of the largest and most costly breaches to hit a college campus. Ohio 
State expects to spend about $4 million to pay for the forensic investigation and credit-
protection services for those whose personal information was on a server that was 
hacked. University officials started notifying current and former students, employees, 
and businesses that have done work with the school about the breach December 15. 
There is no indication that any personal information was taken or that the incident will 
result in identity theft for any of the affected people, a provost said. In late October, a 
routine computer security review uncovered suspicious activity on a campus server 
with the names, Social Security numbers, birth dates, and addresses of up to 760,000 
people associated with the university, including applicants, contractors, and 
consultants, he said. No OSU Medical Center patient records or student health records 
were involved. 
Source: http://www.dispatch.com/live/content/local_news/stories/2010/12/16/server-
hacked-at-osu-760000-affected.html?sid=101 

43. December 16, KLAS 8 Las Vegas – (Nevada) Escobedo Middle School evacuated 
after suspicious package found. Clark County School District and Metro Police 
evacuated parts of Escobedo Middle School near North Durango Drive and the Beltway 
in Las Vegas, Nevada, for several hours December 15 due to a suspicious device. The 
device was discovered around 8 p.m. on the school grounds. A school event was 
underway at the time of the discovery. When authorities arrived, they transported the 
students and visitors to a secure location. Metro Police then conducted a sweep of the 
school for the suspicious package. Metro directed loved ones of those at the school to 
wait at Thompson Elementary School until the ordeal ended. Police dismantled the 
device, which was not explosive, between 9 p.m. and 10 p.m. They released the 
students and visitors a short time later. 
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Source: http://www.8newsnow.com/story/13681799/escobedo-middle-school-
evacuated 

44. December 15, NextGov – (National) OPM seeks to clarify national security 
roles. The Office of Personnel Management (OPM) has proposed expanding the 
definition of jobs considered national security positions. In the proposed rule, published 
in the Federal Register December 14, OPM said the change is part of its effort to 
simplify and streamline federal investigative and adjudicative processes to make them 
more efficient. The proposed rule would clarify, not change, the standard agencies 
follow to designate national security positions. Under current guidelines, a national 
security job in any department or agency is held by an individual who “could bring 
about, by virtue of the nature of the position, a material adverse effect on the national 
security,” whether or not the position requires access to classified information. OPM 
noted federal employees who do not have access to classified information, such as 
those who protect borders, ports, and critical infrastructure, as well as those in positions 
related to protection of government information systems, could still potentially exert a 
material adverse effect on national security. 
Source: http://www.nextgov.com/nextgov/ng_20101215_3213.php?oref=topnews 

45. December 15, WNYT 13 Albany – (New York) Social security numbers stolen from 
state computers. Thousands of Social Security numbers (SSNs) have been stolen from 
the computers of a New York state agency. The Social Security Administration in New 
York City said the SSNs were stolen by a subcontractor who was working in office of 
temporary disability assistance making computer infrastructure upgrades. The 
administration said, while performing the upgrades, the contractor illegally downloaded 
around 15,000 SSNs from computers belonging to private contractors working for the 
agency. The agency decides Social Security disability claims. The commissioner of 
Social Security said the accused worker has been arrested and is in custody of the New 
York State Police. The downloaded information only occurred in a limited number of 
cases, he said. The investigations are ongoing and the extent of the damage is not 
known. 
Source: http://wnyt.com/article/stories/S1884437.shtml?cat=300 

46. December 15, GovInfoSecurity.com – (Texas) ACH fraud hits TX county. A Texas 
tax assessor’s office has lost $200,000 in an ACH fraud corporate account takeover 
scheme. The attack on the Gregg County, Texas, tax assessor’s office began November 
23, and authorities from the U.S. Secret Service, the Texas Department of Public 
Safety, and the Gregg County District Attorney’s office are investigating the crime. A 
workstation in the tax office was infected with Zeus, a Trojan designed to steal online 
banking credentials. The malware was activated when an employee in the target agency 
clicked on a link in an e-mail or on a Web site. The county’s tax assessor and collector 
said a Gregg County employee who mistakenly unleashed the program was suspended 
for violating county cybersecurity policy. He also said his tax office has gone back to 
the old-fashioned paper deposits to avoid future cyber theft. In fact, a countywide halt 
has been placed on all ACH fund transfers for any county office. The international 
attack is believed to have originated in Moscow, and the cyber thieves hijacked local 
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tax payments from an ACH transfer totaling $690,000, of which all but $200,000 has 
been retrieved. 
Source: http://www.govinfosecurity.com/articles.php?art_id=3178 

47. December 14, Boston Globe – (Massachusetts) Children evacuated safely as fire 
damages Dorchester day care center. A two-alarm fire tore through a Dorchester, 
Massachusetts apartment building December 14, forcing the evacuation of a day care 
center. A Boston Fire Department spokesman said the blaze broke out at 10:08 a.m at 
18 Boyden St. in the wall between the first floor and the basement, shooting flames and 
smoke up the side of the building. He said 10 children and 2 adults were safely 
evacuated from the Pride and Joy Day Care center on the first floor of the 2 and one-
half-story wood-framed structure. No one was home in the apartment on the second 
floor. The spokesman said damage has been estimated at $350,000 and the building 
will be uninhabitable for several months. Investigators believe the cause of the blaze 
was an electrical short circuit in the wall. 
Source: 
http://www.boston.com/news/local/breaking_news/2010/12/children_evacua.html 

[Return to top]  

Emergency Services Sector 

48. December 16, Foster’s Daily Democrat – (New Hampshire; Maine) Memorial Bridge 
closure no problem in event of evacuation. Officials are certain the closure of the 
Memorial Bridge between New Hampshire and Maine will not affect safety in the event 
of an evacuation. A spokesman for the New Hampshire Department of Safety said 
since vehicles have been banned from crossing the 89-year-old bridge, the state has re-
evaluated its evacuation plans. “There are people who would evacuate from New Castle 
and a portion of Portsmouth to get to an evacuation center,” he said. “We had to put in 
a minor compensatory plan because the bridge will be out for the next couple of 
weeks.” He added emergency plans throughout the state are regularly updated and local 
emergency officials will enforce such changes. A Portsmouth fire chief said when the 
bridge closed to traffic December 9, he was not worried it would affect an evacuation. 
The city has a contingency plan in the event traffic cannot flow over the I-95 bridge. 
However, for the Memorial Bridge, he said the plan would never be to use the 
Memorial Bridge in its aging condition. 
Source: 
http://www.fosters.com/apps/pbcs.dll/article?AID=/20101216/GJNEWS_01/71216978
1/-1/FOSNEWS 

49. December 15, KTIV 4 Sioux City – (Iowa) New weather equipment helps Sioux City 
Fire Rescue. The Sioux City Fire Department hazmat unit in Iowa has a new tool to 
add to its list of important equipment. The hazardous materials technicians have a new 
weather station to help them determine weather conditions at the site of incidents. The 
unit services 13 different counties and it is important for them to have the latest 
conditions. The new weather station has a lot more information and capabilities than 
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their old one. “For us we need to know the wind speed, the temperature, the humidity, 
things like that to know where the chemical is going to go, where the plume, where the 
cloud of stuff is going to go. So we can either have people shelter in place or if they 
have to evacuate, what we need to do to clean stuff up and keep people safe,” a Sioux 
City firefighter said. Technicians said the new weather station will be placed in Hamer 
13, which is a custom hazardous materials emergency response vehicle that is housed at 
fire station seven on Floyd Boulevard. 
Source: http://www.ktiv.com/Global/story.asp?S=13679862 

50. December 15, Associated Press – (Texas) Ex-agent guilty of threatening to kill FBI 
boss. A fired FBI agent who stockpiled weapons and left behind a note for the media 
detailing why he wanted to kill the head of the FBI’s Dallas, Texas office pleaded 
guilty in federal court December 15 to a charge of retaliation. The man, who spent 22 
years with the FBI’s Dallas division, faces up to 10 years in prison and a $250,000 fine 
after pleading guilty to one count of retaliating against a federal official. Sentencing is 
scheduled for March 18. The 49-year-old Red Oak man was placed on leave in May 
and fired August 25, the same day he was arrested. According to court records, he 
appears to have been distraught about divorce proceedings and a custody battle with his 
wife, who also works for the FBI. Investigators said he had stockpiled 29 weapons, 
including a rifle with a silencer, and told 2 friends he planned to kill a Dallas Special 
Agent in Charge. The two friends reported him to the FBI. Authorities found a “signed 
sworn statement” in his home labeled “DAD TAKE TO THE PRESS.” The note said 
“[The Special Agent in Charge] has broken me as a man and human being . . . and has 
left me with no options.” 
Source: http://www.chron.com/disp/story.mpl/ap/tx/7341108.html 

[Return to top]  

Information Technology Sector 

51. December 16, H Security – (International) Back door in HP network storage 
solution. HP’s MSA 2000 G3 Storage As a Network (SAN) product contains a hidden 
and undocumented account with more privileges than the normal customizable account 
(manage:!manage). Apparently included for support purposes, the account 
(admin:!admin) is not visible in the user manager and cannot be deleted or modified. It 
allows unauthorized users to access these systems and the data stored there. When 
asked by a reader of heise Online, The H Security’s associated publication in Germany, 
who came across the problem, HP’s support team reportedly admitted the account 
allows users to “modify the SAN’s hardware settings and underlying operating 
system”, and that it is therefore not intended for customer use. HP has confirmed the 
problem and announced the release of a fix to solve it. Additionally, according to a post 
on SecurityFocus, users can change the password for the invisible user account using 
the command-line interface. 
Source: http://www.h-online.com/security/news/item/Back-door-in-HP-network-
storage-solution-1154257.html 
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52. December 16, Help Net Security – (International) Metasploit 3.5.1 adds Cisco device 
exploitation. Metasploit now enables security professionals to exploit Cisco devices, 
performs passive reconnaissance through traffic analysis, provides more exploits, and 
evaluates an organization’s password security by brute forcing an ever increasing range 
of services. This latest release adds stealth features, exposing common flaws in IDS and 
IPS, and anti-virus threat detection. Team leaders may now impose network range 
restrictions on projects and limit access to specific team members. Adding to its social 
engineering capabilities, Metasploit can also now attach malicious files to e-mails, for 
example PDF and MP3 files that can take control of a user’s machine. The highlights of 
Metasploit version 3.5.1 are: gain access to Cisco devices; silently discover active 
networks; brute force UNIX “r” services, VNC, and SNMP; evade IPS/IDS and anti-
virus systems; attach malicious PDF and MP3 files to e-mails; and run additional 
exploits. 
Source: http://www.net-security.org/secworld.php?id=10324 

53. December 14, Sunbelt Blog – (International) Sunbelt Blog: Rogues now imitate 
utilities rather than anti-malcode apps. Since the week of December 5, the rogue 
security products (also called scareware) that were posted on the GFI-Sunbelt Rogue 
Blog have had a new look. Instead of impersonating anti-virus products, these new ones 
are claiming to be applications that fix disk errors on a victim’s machine: 
HDDDiagnostic, HDDRepair, HDDRescue, and HDDPlus. They are essentially clones 
and together they are members of a new family of rogues: FakeAV-Defrag. They do 
nothing except throw up phony warnings and demand that the victim purchase them 
before they “fix” the fictional problems they warn about. Since rogues began to 
circulate 7 or so years ago, they have always pretended to be anti-spyware or anti-virus 
products, imitating the look of many legitimate anti-virus products and even the 
structure of their product names. In the last 2 months, however, it has become clear 
rogue writers are trying something new to confuse potential victims. 
Source: http://sunbeltblog.blogspot.com/2010/12/rogues-now-imitate-utilities-
rather.html 

54. December 14, Softpedia – (International) New scareware distribution link emails 
link to malicious files hosted at RapidShare. Security researchers from Belgian e-
mail security vendor MX Lab warned about a new wave of malicious e-mails that 
direct users to download scareware hosted at RapidShare. According to MX Lab, the e-
mails are sent from randomly spoofed addresses and their message is brief. The body 
only contains a link of the form 
http(colon)//rapidshare.com/files/[censored]/surprise.exe. The file currently has a fairly 
low AV detection rate on Virus Total with 16 out of the 43 antivirus engines blocking 
it. Some of the products detect it as a fake antivirus program, also known as scareware 
or rogueware, while others as a Trojan downloader. 
Source: http://news.softpedia.com/news/New-Scareware-Distribution-Emails-Link-to-
Files-Hosted-at-RapidShare-172651.shtml 

55. December 14, Softpedia – (International) Hacked websites used to create counterfiet 
software stores. Security researchers have observed new attacks using compromised 
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Web sites to create rogue online stores that sell counterfeit software and are promoted 
in Google. Compromised Web sites are a common component in many attacks, but are 
generally used as doorways to drive-by downloads, scareware pages, or spam sites. 
Users landing on an infected page are normally taken through a series of redirects that 
perform various checks, until they arrive at the final attack page. In the case of black 
hat search engine optimization (BHSEO) campaigns, legit compromised Web sites are 
used to poison the results for popular search keywords or topics. When the search 
engine crawlers arrive at such sites, they are served with content pertaining to the 
targeted search keywords and will index them accordingly. However, when users find 
the links on Google and click on them, they are automatically taken to a external page 
under the attackers’ control. 
Source: http://news.softpedia.com/news/Hacked-Websites-Used-to-Create-Counterfeit-
Software-Stores-172644.shtml 

56. December 14, TrendLabs Malware Blog – (International) Malicious .RTF files exploit 
Microsoft Office vunerability. A stack-based buffer overflow vulnerability in 
Microsoft Office was recently discovered to have been actively exploited in the wild. 
Trend Micro now detects the exploit .RTF files as TROJ_ARTIEF.SM. The malicious 
.RTF files have shell codes designed to overflow the stack and to cause Microsoft 
Word to crash. As a result, malicious users can execute arbitrary commands on an 
affected system. The malware employed a (NOP) sled to overflow the buffer and to 
execute codes in Microsoft Word. The malware which was encountered dropped 
another malicious file detected as TROJ_INJECT.ART. One of the more serious 
concerns is a malicious user could send an RTF email to target users. Since Microsoft 
Outlook uses Word to handle e-mail messages, the mere act of opening or viewing 
specially crafted messages in the reading pane may cause the exploit code to execute. 
Source: http://blog.trendmicro.com/malicious-rtf-files-exploit-microsoft-office-
vulnerability/ 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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Communications Sector 

57. December 16, Softpedia – (International) WikiLeaks mirror hosted with cybercrime-
friendly provider. Security researchers warned a highly trafficked unofficial 
WikiLeaks mirror is hosted by a Russian ISP known as a safe haven for cybercriminal 
gangs. Following the publication of leaked U.S. State Department cables, WikiLeaks 
was kicked out by Amazon and EveryDNS from their respective networks. In order to 
ensure the organization’s online presence is not disrupted again, volunteers have 
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mirrored its Web site on hundreds of servers around the world. Some days ago, the 
WikiLeaks.org domain mysteriously started redirecting all traffic to WikiLeaks.info, a 
site hosted in Russia with a company called Heihachi Ltd., which according to 
researchers from Trend Micro, is a “known as a bulletproof, blackhat-hosting 
provider.” Spamhaus, the world’s leading anti-spam outfit, issued a warning about 
WikiLeaks.info saying: “Our concern is that any Wikileaks archive posted on a site that 
is hosted in Webalta [Heihachi] space might be infected with malware. Spamhaus has 
for over a year regarded Heihachi as an outfit run ‘by criminals for criminals’ in the 
same mould as the criminal Estdomains,” the organization added. They said as long as 
the Russian company offers them reliable hosting resilient to takedowns, they do not 
care about its other customers. According to Spamhaus, the IRC server used by 
Anonymous members to communicate is also hosted by the same shady provider. The 
Wikileaks.info team has since changed the page to display a list of official WikiLeaks 
mirrors located around the world and moved the old version of the Web site to 
mirror.wikileaks.info. 
Source: http://news.softpedia.com/news/WikiLeaks-Mirror-Hosted-with-Cybercrime-
Friendly-Provider-173087.shtml 

58. December 16, Alamogordo Daily News – (New Mexico) Consumers frustrated by 
electronic shutdown. Frustrations of many southern New Mexicans ran high 
December 14 when they found it difficult to make purchases on credit and debit cards 
or even access ATMs because fiber-optic data communications lines were cut in three 
separate incidents near Socorro, Tijeras, and Clovis. But a New Mexico State 
University economist said December 15 there should not be any long-lasting effects to 
the region’s economy. “If anything, the outage illustrates the need for high-quality 
services,” said the economist, who monitors economic trends and conditions for Las 
Cruces and New Mexico. But the economist said the frustration was understandable 
when consumers who tried to buy gas, food or other goods and services with a credit 
card or debit card for more than 3 hours December 14 could not do so. 
Source: http://www.alamogordonews.com/ci_16871367 

59. December 15, InformationWeek – (International) Anonymous group abandoning 
DDoS attacks. The Operation Payback distributed denial of service (DDoS) attack is 
declining. Furthermore, the small scale and low sophistication of the attack has meant 
that almost any Internet service provider should have been able to block it. Those 
findings come from the chief scientist at Arbor Networks, who December 14 detailed 
what Arbor is billing as the biggest-ever study of real DDoS attack data, comprising 
5,000 confirmed attacks over the past year that affected 37 large carriers and content 
providers around the world. Even at its peak, Operation Payback was “more of an 
annoyance than an imminent critical infrastructure threat,” said the scientist, who 
likened it not to “cyber war,” as some have characterized it, but rather simple “cyber-
vandalism.” “While the last round of attacks lead to brief outages, most of the carriers 
and hosting providers were able to quickly filter the attack traffic. In addition, these 
attacks mostly targeted Web pages or lightly read blogs — not the far more critical 
back-end infrastructure servicing commercial transactions.” Entitled “Beyond 
Operation Payback”, the Arbor study offers new insights into DDoS trends and attacks, 
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gleaned from data that Arbor began measuring in its own products 2 years ago, as well 
as by collecting anonymous ATLAS statistics, which are available from about 75 
percent of all Internet carriers. 
Source: 
http://www.informationweek.com/news/security/attacks/showArticle.jhtml?articleID=2
28800667&cid=RSSfeed_IWK_News 

60. December 15, IDG News Service – (International) U.S. ranks 25th in the world for 
Internet connection speed. The United States ranks 25th in the world in average 
Internet connection speeds, and nearly half of all U.S. residents’ Internet connections 
fall below the Federal Communications Commission’s (FCC) minimum definition of 
broadband, at 4 megabits per second download, according to a new report. The median 
download speed in the U.S. in 2010 is 3 mbps, a slight increase from 2009, said the 
report, released December 15 by the Communications Workers of America (CWA) and 
Speedmatters.org. South Korea’s average download speed is 34.1 mbps, Sweden’s is 
22.2 mbps, Romania’s is 20.3 mbps, and Japan’s is 18 mbps, the report said. About 1 
percent of U.S. Internet connections meet the FCC national broadband plan’s goal of 50 
mbps for download speeds by 2015, the report indicated. Economic growth in the U.S. 
depends on high-speed broadband, it added. “It determines whether we will have the 
21st century networks we need to create the jobs of the future, develop our economy, 
and support innovations in telemedicine, education, public safety, energy conservation, 
and provision of public services to improve our lives and communities,” the report said. 
“Most U.S. Internet connections are not fast enough in both directions to permit 
interactive home-based medical monitoring, multi-media distance learning, or to send 
and receive data to run a home-based business.” 
Source: 
http://www.computerworld.com/s/article/9201306/U.S._ranks_25th_in_the_world_for_
Internet_connection_speed 

61. December 15, IDG News Service – (National) AT&T iPad hacker fought for media 
attention, documents show. A member of the group of hackers credited with 
uncovering more than 100,000 iPad users’ e-mail addresses on AT&T’s Web site 
worked hard to get the story covered by the media, according to recently unsealed court 
documents. After the Goatse Security hacking group found a way to make AT&T’s 
Web site return the e-mail addresses of iPad users, the hacker apparently wanted the 
news to hit big, according to a sworn affidavit by a Special Agent with the FBI. The 
114,000 e-mail addresses comprised a giant virtual Rolodex that included contact 
information for some major players in the media world. It was a tool the hacker seemed 
ready to use. Three days before Gawker Media broke the story, the hacker pitched it to 
a member of News Corp.’s board of directors, and “various executives at Thomson 
Reuters,” the FBI agent said in the affidavit, dated June 14. Both e-mails were sent “at 
a time when, according to AT&T’s internal investigation, the breach was still ongoing,” 
the agent said. The details could prove to be significant if charges are brought against 
the hacker. If federal investigators believe he sought to profit from the unauthorized 
access to AT&T’s servers, they could charge him with breaking federal computer crime 
laws, said a retired FBI agent who investigated computer crimes for the agency. 
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Source: 
http://www.computerworld.com/s/article/9201309/AT_T_iPad_hacker_fought_for_me
dia_attention_documents_show 

62. December 14, Agence France-Presse – (International) Romania smashes 
international cybercrime ring. Romanian authorities said December 14 they 
dismantled a cybercrime network blamed for causing more than $13.5 million in losses 
to firms in the United States, Britain, South Africa, Italy, and Romania. About 50 
people were part of the criminal ring headed by two Romanians, said the prosecutor’s 
office specializing in combating organized crime in a statement. Police arrested 42 
people and took them into custody December 14 while several computers and hard 
disks were seized, the statement said. Ring members were accused of stealing 
confidential Voice over IP data by cracking servers on the Internet. They would then 
use the data to make thousands of calls towards surcharged numbers abroad which 
allowed them to get bonuses for every call, it added. The crackdown coincided with an 
international forum on cybercrime that ran until December 15. 
Source: 
http://www.google.com/hostednews/afp/article/ALeqM5hLUkhy4QJ8p2MIKEd7Zul-
dkSLdA?docId=CNG.9d86bd1b9e1dcce9c1b3a0448d6af28b.3b1 
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Commercial Facilities Sector 

63. December 16, KETV 7 Omaha – (Nebraska) Fire hits La Vista apartment for 2nd 
night. La Vista, Nebraska fire crews responded to the same apartment complex for the 
second night in a row and evacuated multiple units December 15. Firefighters were 
called to the Shadow Ridge apartments near 85th and Granville before 8 p.m. 
Authorities told KETV Newswatch 7 crews were notified of smoke coming from an 
apartment, the same apartment where crews responded to a fire December 14. 
Firefighters evacuated two buildings and attempted to find the source of the smoke. 
Residents in 12 units had to leave their apartments. All but the family living in the 
apartment where the fire began was allowed to return December 15. That unit was 
uninhabitable, firefighters said. Ralston firefighters also responded to the fire. The 
cause of the fire was under investigation December 15. 
Source: http://www.ketv.com/r/26149329/detail.html 

64. December 16, WBAL 11 Baltimore – (Maryland) ATF: ‘Block’ fire intentionally 
set. Investigators announced December 15 that the massive December 6 fire in “The 
Block” area of downtown Baltimore, Maryland, was intentionally set. The Bureau of 
Alcohol, Tobacco, Firearms and Explosives (ATF) classified the fire as incendiary, 
meaning it was set by a person; however, the bureau said it is not sure if the person set 
the fire on purpose. “This classification at the present time doesn’t necessarily mean 
we’re dealing with a case of arson,” said an ATF special agent. The fire, which 
occurred just before 4 p.m. in the 400 block of E. Baltimore Street, took hours for 
firefighters to bring under control. It broke out at the Gayety Show World and caused 
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significant damage to other buildings. No serious injuries were reported in the fire. 
ATF officials said that the case is not concluded, it has just moved into a new phase. 
No suspects have been identified. ATF estimated there was about $3 million worth of 
damage, and that is expected to climb. 
Source: http://www.wbaltv.com/news/26142097/detail.html 

65. December 15, Las Vegas Sun – (Nevada) Tropicana Avenue reopens after suspicious 
item prompts evacuation. Metro Police evacuated apartments and shut down a portion 
of Tropicana Avenue in Las Vegas, Nevada, as they investigated a suspicious item 
December 15. A Metro Police spokesman said police received a call shortly after 1 p.m. 
when an employee at an apartment complex in the 4800 block of Tropicana Avenue 
discovered a suspicious item. Police responded and called the armor detail to 
investigate the item, he said. As a precaution, police shut down both directions of 
traffic on Tropicana Avenue from Nellis Boulevard to Mountain Vista Street. Traffic 
has since reopened, but other details about the item were not available. 
Source: http://www.lasvegassun.com/news/2010/dec/15/suspicious-item-prompts-
apartment-evacuation-close/ 

66. December 15, KEYC 12 Mankato – (Minnesota) New tear hampers repair work at 
Metrodome. The snow-damaged Metrodome in Minneapolis, Minnesota, has sprung 
another leak. A spokesman for the owners of the stadium that is home to the National 
Football League’s Minnesota Vikings said a fourth panel in the inflatable roof tore 
open around 5:30 p.m. December 15, dumping snow and ice on the field. No one was 
hurt. All the workers have been pulled from the stadium floor. Crews were expected to 
be out inspecting the damage December 16. 
Source: http://www.keyc.com/node/45092 

[Return to top]  

National Monuments and Icons Sector 

67. December 15, Portales News-Tribune – (New Mexico) Grass fire consumes more 
than 8,000 acres. A grass fire sparked by downed power lines December 15 burned an 
estimated 8,000 to 10,000 acres about 14 miles south of Elida, New Mexico. Speaking 
from the scene as crews finished mopping up hot spots, Elida’s fire chief said the fire 
started about 3 p.m. and burned oil field equipment, power lines and one old barn near 
an unoccupied house before crews had it under control about 6:30 p.m. No one was 
injured. About 40 people and 27 fire trucks from Elida, Dora, Portales, Milnesand, 
Floyd, Melrose, and the U.S. Bureau of Land Management facility in Roswell fought 
the fire. Roosevelt County Road Department provided four road graders to make fire 
lines, and a private rancher provided another. 
Source: http://www.pntonline.com/news/fire-23657-acres-grass.html 
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Dams Sector 
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68. December 15, Sacramento Bee – (California) Water will be released from Folsom 
Dam to make way for major storm. Federal officials plan to double water releases 
from Folsom Dam in Folsom, California, December 15, to make room for a major 
storm expected the weekend of December 18 and 19. The U.S. Bureau of Reclamation, 
which owns and operates the dam, will boost releases into the American River from the 
current 15,000 cubic feet per second to 30,000. “We’re expecting some pretty good 
precipitation above Folsom Dam, so we’re looking to kind of evacuate that flood 
space,” said a Reclamation spokesman. The releases will cause the river to rise by 4 to 
5 feet at Hazel Avenue. Officials were releasing water from four river outlets in the 
face of the dam. 
Source: http://www.sacbee.com/2010/12/15/3260396/water-will-be-released-from-
folsom.html 

69. December 15, KITV 4 Honolulu – (Hawaii) Inspectors say dam above Haleiwa did 
not fail. Hawaii State dam inspectors said a dam above Haleiwa did not fail during 
heavy rains 2 years ago, although it was heavily damaged. The dam was not part of a 
statewide inspection of reservoirs ordered after the Kaloko Dam breech. The state dam 
safety program did not know about the Helemano 11 Reservoir even though it was 
directly above Haleiwa, was 350-feet long, and contained 28 million gallons of water. 
State inspectors took photos of Helemano 11. They recommended it be drained 
immediately after flooding downstream in Haleiwa and Waialua in December 2008. 
Inspectors found the dam had not breached or failed but that water had gone over the 
top, heavily eroding the front down slope of the dam, which the state said made it 
unsafe. The dam’s owner, Dole Food Co., has since received a permit to dismantle the 
dam. In a lawsuit filed the week of December 13, an attorney for flood victims said 
Dole diverted water from Wahiawa’s Lake Wilson reservoir into the irrigation system 
and streams above Haleiwa. The lawsuit said the failure or overtopping of dams 
upslope made the flooding much worse than it would have been. The lawsuit raised the 
issue of why Dole did not inform the state about Helemano 11 even after the Kaloko 
disaster made dam safety a statewide concern. “There is no obligation of the landowner 
to register their dams with the state,” the engineer said. The state has an expert looking 
for unlisted dams. So far, it found more than 100 that were not on the state and federal 
inventories. Perhaps 10 to 12 of them, like Helemano 11, are big or dangerous enough 
that they will be added to the state’s regular inspection list. 
Source: http://www.kitv.com/r/26149245/detail.html 
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